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1. Hesn, 327244 ¥ IVIAHMPYeEMble Pe3yJabTAThl 00y4eHHs 10 JUCHUILIUHE

K ocHOBHBIM 1eJIsiM 0CBOEHUS JUCHUILIMHBI «CeTH U TEIEKOMMYHHMKALIMM» OTHOCUTCSL:

* [IOJIy4€HHE 3HaHUE O MPUHIIMIIAX OCTPOCHUS KOMITbIOTEPHBIX CETEH;

* OBJIQJICHUE O0IIEi METOAMKOM CUCTEMHOTO aJIMUHUCTPUPOBAHHUS CETEBOTO 000PY/IOBAHHUS;

* 3aKpeIICHUE MOTy4YaeMbIX B CEMECTpE 3HAaHUI 1 HaBBIKOB Ha MIPAKTHKE;

* (opMHpOBaHHE B3aMMOCBS3EH, IIOMy4aeMbIX B CEMECTpPEe 3HAaHUI M HABBIKOB C
U3yYEHHBIMH paHee U M3y4aeMbIX MapaiesbHO ¢ JaHHOW AUCIMITITUHOM;

* TOATOTOBKA CTYIACHTOB K JEATEIBHOCTH B COOTBETCTBHM C KBaIW()UKAITMOHHOU
XapaKTEePUCTUKON OakajaBpa.

K ocHoBHBIM 3a1auam aucuunianHbl «CeTH U TeIEKOMMYHUKALIMWY» OTHOCSTCS:

* O3HAKOMJICHUE C MPUHIMIIAMHU CETEBOTO B3aUMOJICHCTBUA Ha ocHOBe Mozenu OSI u cTeka
TEJIEKOMMYHUKAITHOHHBIX 1TpoTokosoB TCP/IP;

* U3y4yeHUE U OCBOCHHE TEOPETUYECKOTO MaTepuaja, Kak B Mpollecce KOHTAKTHOM, Tak U B
XOJIE CAMOCTOSITEIILHOM paboThI;

* BBINOJIHEHHUE TPEAOCTABICHHBIX MPAKTHUECKUX 3aJaHUi pa3NuyHbIX (OpM, Kak B
npoliecce KOHTAaKTHOM, TaK U B XO/I€ CAMOCTOSITENIbHON PabOThI;

* caMOCTOsITeNIbHAs padoTa HaJ TEMATUKOW AUCUUILINHBI A7 GOPMHUPOBAHUS KOMIIETSHIIUN
OCHOBHOU 00pazoBarenbHol mporpammsl (panee, OOIT).

B pesynbrare OCBOCHHS AUCHUIUIMHBI y OOyYaromuxcs (GOPMHUPYIOTCS CIEIYIOIINe
KOMIIETEHIIMM M JOJDKHBI OBITh JOCTUTHYTHI CJIEAYIOUIME pEe3yJIbTarbl OOyueHHusi Kak JTal
(dbopMUpPOBaHUS COOTBETCTBYIOIINX KOMITETEHITHIA.

Koa 1 HanMeHOBaHUEe KOMIETEeHIUH NHaukaTopsl  MJIAHHPYEMBIX  Pe3yJbTATOB  OOy4YeHHS 110
JUCIHHUTIIHHE
OIIK-5. Criocobex uHctaumpoBars | MOTIK-5.1
OpOrpaMMHOE U ammapatHoe obecriedeHue st | 3Haer OCHOBBI CHCTEMHOTO AJIMUHUCTPUPOBAHHS,
UH()OPMAIMOHHBIX W  aBTOMATU3UPOBAHHBIX | aIMUHHUCTPUPOBAHHMS CVYBI, COBPEMEHHBIE METOIbI
CHCTEM WHPOPMAIMOHHOTO  B3aUMOJEHCTBUSL ~ MH(MOPMAIMOHHBIX W
ABTOMATHU3HUPOBAHHBIX CUCTEM.
HOIIK-5.2

YMeeT BBINONHATH TMOAKIIOYEHHE, YCTAHOBKY U MPOBEPKY
anmapatHbIX, MPOrPAMMHO-AMIAPATHBIX U MPOTPAMMHBIX CPEICTB.
HOIIK-5.3

Bnageer MeromamMM  yCTAQHOBKM CHUCTEMHOTO U IPUKJIAHOTO
MIPOrpaMMHOTO 00CCTICUCHHS.

OIIK-6. Cnocoben paspabareBats | MOIIK-6.1

OM3HeC-TUTaHbl W TEXHUYECKUe 33/laHus Ha | 3HaeT NMPUHLMIBL (POPMUPOBAHUS M CTPYKTYpY OW3HEC-IUIAHOB U
OCHAIIICHUE OT/CIIOB, J1aboparopuii, O(UCOB | TEXHMYSCKUX 3aJaHUil HA OCHAIICHUE OTICIIOB, J1abOpaTOPHid,
KOMITBIOTEPHBIM U CETEBBIM 000PYIOBaHUEM 0(pHCOB KOMITLIOTEPHBIM M CETEBBIM 000PYIOBAaHHEM.

HOIIK-6.2

YMeeT aHaNM3MPOBaTh PECYpChl OpPraHU3aIlluH, pa3padaThIBaTh
om3Hec-tutanbl pa3BuTH 1T, cOCTaBIATh TEXHUUYCCKUE 3aJaHUS Ha
OCHAIICHHE OT[ENIOB, JadopaTopwii, O(UCOB KOMIBIOTEPHBIM H
CETEBBIM 000PYIOBaHHUEM.

NOIIK-6.3

Braaneer MeTomaMu pa3pabOTKH TEXHUYECKHUX 3a0aHNH.

B nporecce ocBoeHusi 00pa3oBaTeNbHON MPOrpaMMbI JaHHBIE KOMIIETEHIIUH, B TOM YHUCIIE
WX OTHEJIbHBbIE KOMIIOHEHTHI, (OPMHUPYIOTCS IMO3TAIHO B XOJ€ OCBOCHHS OOyYarolIMMHUCA
JTUCIUIUINH (MOAyINei), MPaKTUK B COOTBETCTBUU C Y4EOHBIM IUIAHOM M KaJCHJAPHBIM TpadukoM
y4eOHOro mporecca.



2. MecTo IMCHUILIMHBI B CTPYKTYpe 00pa3oBaTeibHOM MPOrpaMmbl

HuctummmHa «CeTH M TEIeKOMMYHHUKAIUKW) OTHOCHUTCS K YHCITY YYeOHBIX TUCIUILIAH
obs3arenbHOl vact bl.1 ydeOHOro miaHa OCHOBHOH IpodecCHOHATBLHON 00pa30BaTEIbHOM
IpOrpamMMBl.

JlyucuumiuHa B3aMMOCBSI3aHa JIOTHYECKH M COAEPKATeIbHO-METOAMYECKH CO CIIETYIOIUMU
JUCHUTITUHAMU

* b1.1.11.2 OcHoBBI HH)OPMAITMOHHO-KOMMYHHKAITMOHHBIX TEXHOJIOTHH.

3. CTpyKTypa U cojep:KaHue AU CIUTLTHHBI

OO6miast TpyA0EMKOCTh JTUCHUILIUHBI COCTaBIsACT 4 3a4eTHBIX enuHUILIBI (144 akageMudecKux
4yacoB, u3 HUX 90 4yacoB — caMocTosITeNIbHAs paboTa CTYIEHTOB).

Paznmenpl AUCHMIUIMHBI W3Y4alOTCS HAa BTOPOM Kypce B YETBEPTOM ceMmecTpe, ¢opma
MPOMEXKYTOYHON aTTeCTallUH - SK3aMEH.

3.1.Buabl yueOHOM padoThl U TPYAOEMKOCTh J1JIs1 04HOM (popMbI 00yUeHHsI)

Ne CeMecTpbl
. KoanuecTBo
n/n Buna yueOHoii padoThI Cemectp Hepnens
9acoB
ceMecTpa

1 AYIUTOpHBIE 3aHITHS 54 4 23-41

B Tom uncie:
1.1 Jlekum 18
1.2 CeMUHapCKHe/IPAKTUUECKHIE 3aHITHS
1.3 JlaboparopHble 3aHITHS 36
2 CamocTosTenbHast pabora 90 4 23-41
3 IIpoMexyTOUHas aTTeCTaLUs: 4 42-43

DKk3aMeH 4

Wtoro: 144

3.2. TemaTu4ecKuil IJIaAH U3YyYeHHUS AUCHUILIMHBI VISl O4HOM (popMBbI
00y4eHust

TpynoeMKoCTh, Yac
AynuTopHasi pa6ora
Camoc
Cemuna | Jladop | Ipaxrt
Ne  [Paznmesibl/TeMbl TOATE
pckue/ aTopH HYeCK
/| qUCHUIIMHBI Bceero Jlekun JbHAA
NMPaKTH ble as
" padort
YyecKue 3aHAT noxrot | o
3aHATAA | HA OBKa
1 Tema «3ydeHne ceTuy 1 10
2 Tema «CereBas onepariioHHasi CHCTEMAa 2 12 10
3 Tema «CeTeBBIe IIPOTOKOIBI 2 10
4 Tema «CeTeBor JOCTYID) 2 10
5 Tema «KaHaIbHBIN YPOBEHB) 2 5 10
6 Tema «CeTeBoii YPOBEHEY 2 9 10
7 Tema «IP-agpecanmsay 2 10
8 Tema «Pa3meneHre Ha ITOACETHY 2 3 10
9 Tema « TpaHCTIOPTHBIN YPOBEHBY 2 5 10
10 Tema «YpoBeHDb IPUIIOKCHUI)Y 1 10
Bcero yacos 1o JUCHMIIMHE Ha BTOPOM Kypce 144 18 36 90

3.3.Conepxanne TUCHUILIAHBI
Tema 1 U3yyenne ceTn
1.0 Beenenue
1.1 Ha cBsi3u co BceM Mupom
1.1.1 CoBpeMeHHBIE CETEBBIE TEXHOJIOTUU
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1.1.2 IIpenocTaBieHne pecypcoB B paMKaXx CETH

1.2 Jlokanbnbie cetu (LAN), mo6anbnsie cetn (WAN), a Taxoke cetb UHTEpHET

1.2.1 KoMIIOHEHTHI CETH

1.2.2 Cetu LAN 1 WAN

1.2.3 Cetu Untepuer, aTpaner u DKcTpaHeT

1.2.4 Iloakmouenue k UaTEpHETY

1.3 Cerb kak miargopma

1.3.1 KouBepreHTHbIE CETH

1.3.2 HanexHas ceThb

1.4 TlocTosiHHO MEHAIOIIAsACS CETEeBas cpeaa

1.4.1 TenaeHuu pa3BUTHS ceTeN

1.4.2 CeTreBble TEXHOJIOTHH JUIA JOMa

1.4.3 OGecneyeHue ceTeBoil 6e30MacHOCTH

1.4.4 CereBas apxurekrypa

1.5 3axitouenue

Tema 2 CeTeBasi onepanjMOHHAsi CHCTEMA

2.0 Beenenue

2.1 Yuebnsrii kypc 10S

2.1.1 Cisco I0S

2.1.2 doctyn k Cisco IOS

2.1.3 HaBuranus no I10S

2.1.4 Ctpyktypa KOMaH]

2.2 ba3oBas HaCTpoOiiKa yCTPONUCTB

2.2.1 Nmena y3110B

2.2.2 OrpannyeHue 10CTyna K KOHQUTypaluusm yCTpoicTB

2.2.3 CoxpaHeHue KoHGUrypauui

2.3 CxeMblI ajipecoB

2.3.1 Iloptsl 1 azmpeca

2.3.2 Hacrpoiika [P-anpecanun

2.3.3 IIpoBepka coequHEHUs

2.4 3axitoueHue

Jlabopatopnas padota Ne2 Hapuranus mo [0S

* Co3zjaHue OCHOBHBIX MOJKIIIOUEHHH, JocTyn K uHTepdeiicy komanaHoil crpoku (CLI) u
U3y4YEHUE CIPaBKU

* M3yueHue pe;xuMoB JI0CTyIa K MHTEp(ercy KOMaHIHOW CTPOKU

* HacTpolika BpemMeHH

JlaGoparopHas pabota Ne3 HacTpoiika OCHOBHBIX TapaMeTPOB KOMMYTaTopa

* [IpoBepka KOHQUrypaluy IO YMOITYAHUIO HA KOMMYTAaTope

* Hactpoiika 0CHOBHBIX MTapaMeTPOB KOMMyTaropa Sl

* Hactpoiika kommyTaropa S2

* HacTpolika KOMIIBIOTEPOB

* Hacrpoiika BupTyalbHOTO HHTEpdeiica KOMMyTaTopa il BO3MOKHOCTH YIaJ€HHON
HaCTPOWKHU

JlaboparopHas padora Ned4 bazoBast kKoH(pHUTYpaIusi KOMMYTaTOpa ¥ OKOHEYHOTO YCTPOHCTBA

* Hactpouts nmeHna y3noB u IP-agpeca BupryanbHoro unrepgdeiica Ha KOMMyTaTropax Mo
ynpasiaeHrueM OC Cisco IOS ¢ momonibio0 KOHCONIBHOTO MOJKIIOUEHUST U MHTepdeiica KOMaHIHOM
ctpoku (CLI).

* 3aaTh MapaMeTPhl JOCTYTIA WK OTPAaHUYUTH TOCTYT K KOH(QUTYpALIUU KOMMYTaTopa.

* COXpaHUTh BBIIIOJIHEHHBIE HACTPOUKH.

* [IpucBouTh 1ByM OKOHEYHBIM ycTporcTBam [P-agpeca.

* [IpoBepUTh CKBO3HOE MOAKIIIOUEHUE MEXKY IBYMSI OKOHEUHBIMU YCTPOHCTBAMHU.

JlaboparopHas pabora Ne5 Hactpoiika koMMyTaTopa 1 OKOHEYHOT'O YCTPOHCTBA

* HacTpoiika OCHOBHBIX MapaMeTpOB CETEBOTO yCTPOUCTBA

* [IpoBepka u TECTUPOBAHUE MMOAKIIOYEHUS] K CETH

6



Tema 3 CeTeBble NPOTOKOJIBI

3.0 BBenenue

3.1 IlpaBuna KOMMyHUKaLUN

3.1.1 [IpaBuna

3.2 CereBble IPOTOKOJIBI U CTaHIAPTHI

3.2.1 IIpoTOoKOIIBI

3.2.2 HaGop npoTokojoB

3.2.3 Opranuzanuu 1no cTaHaapTHU3auu

3.2.4 DranoHHbIE MOZIETN

3.3 Ilepenaya faHHBIX B CETH

3.3.1 MHKkancynauus JaHHbIX

3.3.2 JlocTyn K TaHHBIM

3.4 3akmoueHue

Jlabopatopnas padota Ne6 Uzyuenue moneneit TCP/IP u OSI

* Uzyuenne HTTP-Tpaduka

* M3ydenne paboThl HEKOTOPHIX MPOTOKOJIOB M3 cemeiictBa TCP/IP

Tema 4 CerteBoii focTyn

4.0 Beeneunue

4.1 IIpoTokosbl (PU3UIECKOTO YPOBHS

4.1.1 lonkmroueHue HrU3MUECKOro ypOBHS

4.1.2 Ha3naueHue (pU3M4eCKOro ypoBHs

4.1.3 XapaxkTepucTuku (pU3M4eCKOro ypoBHs

4.2 CeteBble CpeaCTBa MOIKIIOUEHUS

4.2.1 Mennblii ka0enb

4.2.1.6 bezonacHOCTh MeIHBIX Kabenen

4.2.2 Kabenu tuna UTP

4.2.3 Ilpoxiazka ONTOBOJIOKOHHBIX KaOeei

4.2.4 CpenctBa 0eCcripOBOTHOTO TIOJIKITFOYCHUS

4.3 IIpoTOKOJIBI KAHAJILHOTO YPOBHS

4.3.1 HaznaueHue kaHaJIbHOTO YPOBHS

4.4 YnpasneHue JOCTYIIOM K cpenie

4.4.1 Tononoruun

4.4.2 Tononoruu rmobanpHbIX ceterd (WAN)

4.4.3 Tononoruu nokanbHbIX ceteil (LAN)

4.4.4 Kanp kaHana nepegayu JaHHBIX

4.5 3axitoueHue

Tema S KananbHblii ypoBeHb

5.0 Brenenue

5.1 IIporokoun Ethernet

5.1.1 Kanp Ethernet

5.1.2 MAC-anpeca Ethernet

5.2 KommyTatops! nokanbHbIX ceteil (LAN)

5.2.1 Tabnua MAC-anpecos

5.2.2 CriocoOblI nepechlUIkKd Ha KOMMYTaTope

5.2.3 Hacrtpoiika mopToB KOMMYTaTopa

5.3 IIporoxkon pa3pemienus aapecon (ARP)

53.1 MACulIP

5.3.2 Ilpotokon pa3pemienus aapecos (ARP)

5.3.3 [Ipo6aembr ARP

5.4 3akmoueHue

JlaGoparopHast pabota Ne7 Ananu3 kanpoB Ethernet m mpocmorp cereBoro Tpaduka c
nomoIisio nporpammsl Wireshark

* Nzyuenue noneit kaapa Ethernet 11



* 3axBar ¥ aHanu3 JaHHBIX npoTtokosa ICMP B okanbHON CETH ¢ MOMOLIBIO MPOrpamMMBbl
Wireshark

e 3axBaT W aHainu3 JaHHbIX nportokona ICMP g ynajneHHBIX Y3JI0B C IOMOIIbIO
nporpammbl Wireshark

JlaboparopHas pabora Ne8 Ananu3 padotsl mpotokona ARP

* Co3aHue u HacTporKa CEeTU

* Mcnonws3zoBanue komauasl arp B OC Windows

* lcnonp3oBanue komanasl show arp B [0S

» Ananmu3 oomena coobmenusmu ARP ¢ momompro mporpammsr Wireshark

Tema 6 CeTeBoii ypoBeHb

6.0 Beenenue

6.1 IIpoTOoKOIBI CETEBOTO YPOBHS

6.1.1 CerteBoii ypoBeHb B Ipoliecce Mepeiadyn JaHHbIX

6.1.2 Xapakrepuctuku nporokona [P

6.1.3 Ilaket IPv4

6.1.4 ITaket IPv6

6.2 Mapmipytusanus

6.2.1 MeTtonbl MapIIpyTU3aLUA y3J10B

6.2.2 TaOnuipl MapHIpyTH3alMKU MapIIpyTU3aTopa

6.3 MapmpyTusaropsl

6.3.1 YcTpoiicTBO MapiipyTu3aropa

6.3.2 3arpy3ka MapupyTusaropa

6.4 Hacrpoiika mapmpytuzatopa Cisco

6.4.1 Hactpolika HCXOAHBIX apaMETPOB

6.4.2 Hactpoiika natepgeiicoB

6.4.3 Hactpolika nuito3a no yMoa4aHHuIo

6.5 3akioueHue

JlabopatopHas padora Ne9 INoaknroueHue MapuipyTuszaropa K gokansHoi cetu (LAN)

* OToOpaskeHne CBEICHUI O MapIIPyTU3aTOPE

* Hacrpoiika untepdeiicoB Mapuipytuzaropa

* [IpoBepka koHUrypanuu

JlabopartopHas padora Nel( YcTpaneHue HemonaI0K, CBI3aHHBIX C OCHOBHBIM IILTI030M

* [IpoBepka ceTeBOi TOKYMEHTALIMU B yCTPAHEHUE POOIIEM

* BHeapenue, npoBepka U JOKYMEHTUPOBAHUE PEILICHUN

Tema 7 IP-anpecanus

7.0 BBenenue

7.1 Cetessie IPv4-anpeca

7.1.1 IIpeobpazoBaHue NIBOMYHBIX 3HAYCHUI B ICCATUUHBIE

7.1.2 Ctpykrypa IPv4-anpeca

7.1.3 OnHoaapecHas, IMPOKOBEIIATEIbHAs U MHOTOaApecHas paccbuika [PV4

7.1.4 Tuns! IPv4-anpecos

7.2 Ceressie IPv6-anpeca

7.2.1 Tlpo6nemsr [Pv4

7.2.2 IPv6-aapecanus

7.2.3 Tuns! IPv6-anpecos

7.2.4 NunuBuayansHbie [Pv6-anpeca

7.2.5 T'pynniossie [Pv6-anpeca

7.3 IlpoBepka coeqMHEHUS

7.3.1 ICMP

7.3.2 TecTupoBaHHE U TPOBEPKA

7.4 O630p

7.4.1 3akitoueHue

Tema 8 Pa3nesienune Ha moaceTH

8.0 Beenenne



8.0.1 o6po moxkamoBars!

8.1 Paznenenue IPv4-cetn Ha noacetTu

8.1.1 Cermenranus cetu

8.1.2 Pasnenenue IPv4-cetu Ha mmonceTu

8.1.3 Paznenenue Ha noxcetH ¢ npeduxcom /16 u /8

8.1.4 Pa3nenenue Ha MOICETH B IEJISX COOTBETCTBHUS TPEOOBAHUSIM

8.1.5 [IpeumymiecTBa pa3aesieHHs Ha MOACETH C UCIIOIb30BAHUEM. ..

8.2 Cxemsbl azipecanuu

8.2.1 CTpyKTypupOBaHHBINA IPOEKT

8.3 Ocobennoctu npoektupoBanus [Pvo-cetn

8.3.1 Paznenenue IPv6-cetn Ha noacetn

8.4 3axnroueHue

JlaGoparopHas pabota Nell M3yuenue IPv4 anpecanmn

* Onpenenenue [P-agpeca cetu no uzBectuomy IPv4-anpecy u macke

* Pacuet napamerpoB noacerei no IPv4-agpecy

Tema 9 TpancnopTHbIil ypOBEeHb

9.0 Beenenue

9.1 IIpoTOKOIBI TPAHCIIOPTHOTO YPOBHS

9.1.1 Ilepenaua qaHHBIX

9.1.2 O630p mpotokosioB TCP u UDP

9.2 TCP u UDP

9.2.1 O6meHn nanHbIMU 11O TTpoTOKOITY TCP

9.2.2 HaaeXHOCTh U yIIpaBJIE€HUE IIOTOKOM IIE€PEIaun JAHHBIX

9.2.3 O6men nanHsIMU 10 nipoTokony UDP

9.2.4 TCP nmu UDP

9.3 3akitoueHue

JlaGoparopHast pabora Nel2 HabGmromeHue 3a MpOLECCOM TPEXCTOPOHHEIO PYKOIMOXKATHUS
npotokosa TCP ¢ nomoursio nporpammel Wireshark

* [Tonroroska nmporpammsl Wireshark k 3axBary KaapoB

* BriGepure HeoOX0aMMBIN HHTEpGEIC CETEBOro aanTepa i 3aXBaTa KaJiposB.

* 3axBart, IOUCK U aHAJIM3 KaJIpOB

* 3axBaT IaHHBIX BeO-ceaHca ¢ y3ioM https://mospolytech.ru/.

* [Tonck COOTBETCTBYIONIUX KAAPOB Ul BeO-ceaHca.

* AHaiu3 JaHHBIX, COJEpKalIUXCs B KaJpax, Bkitoyas [P-agpeca, Homepa noptoB u iaru
ynpasnenus TCP.

Jlabopatopnas pabota Nel3 O6men nanupiMu ¢ ucrnosibzoBanueM TCP u UDP

* ['enepanus ceTeBoro Tpaduka B pe:kumMe MOJCINPOBaAHHS

* N3yuenue npouecca GyHKIIMOHUPOBAHUS ITPOTOKOJIOB TpaHcnopTHOro ypoBHs TCP u UDP

Tema 10 YpoBeHb NpHJI0KeHU

10.0 Benenue

10.1 ITpoTOKOJIBI YPOBHS MIPUIIOKEHUM

10.1.1 YpoBeHb NpuiIoKeHUH, ypOBEHb MIPE/ICTABICHUI, CEAHCOBBIN YPOBEHb

10.1.2 Croco6bl B3auMOAEWUCTBUSL MPOTOKOJIOB YPOBHS MPHIIOKEHUH € MPHUIOKESHUAMHU
KOHEUYHBIX IT0JIb30BaTENICH

10.2 OO01ien3BecTHBIE TPOTOKOJIBI U CEPBUCHI YPOBHS MPUIIOKEHUI

10.2.1 IIpoTokounbl BeG-Tpaduka U 3JIEKTPOHHOM MOUYTHI

10.2.2 Cepsucsl [P-agpecanuun

10.2.3 CepBuchl COBMECTHOTO JOCTYTA K (aiiaam

10.3 3akitoueHue

MeTtonuka npernoJaBanusad AUCHUILIWHBI «Cetn m TCJIICKOMMYHUKAIUN» W peajin3anud

KOMIICTCHTHOCTHOI'0 IMoJAxoaa B H3JI0KCHHU MW BOCHPHUATUHM Marcprajga MIpeaAyCcCMarpuBacT
HCIIOJIB30BAHUC CJICAYIOMIUX AaKTUBHBIX U HWHTCPAKTHUBHBIX q)OpM MMpOBCACHUA TI'PYIIIIOBLIX,
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UH/IMBUAYAJIbHBIX, AyJUTOPHBIX 3aHATHH B COYETAHHMM C BHEAYJUTOPHOW pabOTOM ¢ IEbI0
dbopMHUpOBaHUS U Pa3BUTH MPO(HECCHOHATBHBIX HABBIKOB Y 00YUYaOIIUXCS:

* BBITNIOJIHEHHE JJa00paTOPHBIX paboT B 1a00OpaTopusiX By3a;

* MHAWBHyaJbHBIC U TPYIIIOBBIC KOHCYIBTAIIMH CTYJCHTOB IPETIOIaBaTeIIeM;

* mocelieHre MpopuIbHBIX KOH(pEpeHIM MW pabdoTa Ha MacTep-Kjaccax 3KCIEPTOB U
CIICIMAJIUCTOB B BEO-TEXHONOTHSX, BeO-pa3paborke, VHTEepHET-MapKeTHHIe | JPYrux
npodeccruoHanbHBIX 00IACTSIX.

CamocrosTenbpHass BHeayIUTOpHas paboTa CTYICHTOB COCTOMT W3 TIOATOTOBKU K
BBITOJIHEHHIO U 3aIUTE JJAOOPAaTOPHBIX paboT, a Takke MOATOTOBKH K IMIPOMEKYTOYHOM aTTecTalluu
BO BpeMsI SK3aMEHAIIHOHHON CECCHU.

4. YuyeOHO-MeTOAMYECKOEe U MHPOPMALIMOHHOE O0ecnedeHue

4.1.Hopmatusubie 10KyMeHTHI 1 'OCTsI

1. ®epepanbhpnii 3akoH oT 29.12.2012 Ne 273-®3 «O6 obpaszoBanuu B Poccuiickoii
denepanum».

2. llpukaz MunoOpnayku Poccum ot 19.09.2017 N 929 (pem. or 08.02.2021) «O6
YTBEPKACHUHM  (pelepaibHOTO TOCYIapCTBEHHOTO  00pa30BaTelbHOTO CTaHAapTa  BBICILErO
oOpasoBanmsi — OakajmaBpuar 1o HampaBieHuto mnoaroropku 09.03.01 HWuadopmaruka u
BBIYHMCIIMTENIbHASA TeXHUKa» (3apeructpupoBano B Muntocte Poccun 10 oktsa6ps 2017 . N 48489).

3. Axanemuueckuii yueOnblii turan Hampasnenuwe noaroroBku: 09.03.01 Mudopmaruka u
BbIUMCIUTENbHAs TexHuKa [Ipodunb: Pa3paboTka WH)XEHEPHOrO MPOrpPaMMHOIO OOecreYeHUs
dopma o0yueHus: ouHasl.

4. TlomokeHHEe O TMPOBENECHUU TEKYIIEro KOHTPOJIS YCIEBAEMOCTH M TPOMEKYTOUHOM
arTecTalMi oOydJaroumxcst (eepaJbHOr0 TOCYAapCTBEHHOIO aBTOHOMHOTO 00pa30BaTeIbHOTO
yUpeKJIeHUs BhICIIEro 00pa3oBaHus «MOCKOBCKHI MONIUTEXHUYECKUI yHUBEpCUTET» (Y TBEPkKACHO
npukazoM Mockosckoro [Tomurexa ot 01.12.2022 Ne 13750[0).

4.2.0cHOBHAas1 JIMTEPATYypa
1. CeTn ¥ TeNEeKOMMYHUKAIMK: YYeOHHUK U npakTukyM miis By30B / K. E. Camyitnos [u ap.];
non pexakiueit K. E. Camyiinosa, M. A. Illanumosa, JI. C. Kyns6oBa. — 2-e u3z., nepepab. u aom.
— Mocksa: MzparensctBo [Opaiit, 2023. — 464 c. — (Bricmee oOpazoBanue). — ISBN
978-5-534-17315-4. — Texcrt: anextpoHHbId / O6pa3zoBarenbHas 1iatrdgopma HOpaiit [caiit]. —
URL: https://urait.ru/bcode/532855 (nara o6pamenus: 18.09.2023)
2. dubpoB, M. B. Cetu u tenexkomMmyHHKanuu. Mapupytuzanus B IP-ceTsix: yueOHUK u

OpakTUKyM g By30B / M. B. JlubpoB. — 2-e u3a., nepepad. u gon. — Mocksa: U3narenscTBo
Opaiit, 2023. — 423 c. — (Bsicmiee obpazoBanue). — ISBN 978-5-534-16546-3. — Tekcrt:
AJIIEKTPOHHBIN /! OO6pa3zoBarenbHast margopma FOpaiirt [caitr]. — URL:

https://urait.ru/bcode/531273 (nara obpamenus: 18.09.2023)
4.3.371eKTpOHHBIE 00pa3oBaTebHbIE PeCYPChI

1. https://online.mospolytech.ru/course/view.php?id10552

4.4./lonoJTHUTEJIbHAA JIUTEPATYPA

1. Tpodumos, B. B. [mobanbsHbIe U OKaTIbHBIE CeTH: YueOHUK 11t By30B / B. B. Tpodumos,
M. U. bapabanosa, B. 1. KusieB. — 4-¢ uzn., nepepad. u gon. — Mocksa: MUznarensctBo FOpaidT,
2023. — 162 c. — (Bsicuiee obpazoBanue). — ISBN 978-5-534-17504-2. — TekcT: 3NeKTPOHHBII
// O6pazoBarenbHas miargopma IOpaiit [caiit]. — URL: https://urait.ru/bcode/533206 (mara
obparmenus: 18.09.2023)

2. 3amsatuHa, O. M. BeluuciauTenbHble CHUCTEMBI, CETH W TEJIEKOMMYHHKAIUU.
MogenupoBanue cereii: yuebHoe mocooue ains By3oB / O. M. 3amsatuna. — Mocksa: M3narenbcTBo
Opaiit, 2023. — 167 c. — (Bwicuiee obOpazoBanue). — ISBN 978-5-534-16305-6. — Tekcr:
AJICKTPOHHBIN /l OO6pazoBarenbHas wiardopma Opaiit [caiir]. — URL:
https://urait.ru/bcode/530772 (nara obpamenus: 18.09.2023)
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5. MarepuaJibHO-TeXHHYECKOe o0ecreyeHne

5.1.TpeboBaHus1 K 000PY10BAHUIO M NIOMEILEHUIO I 3AHATHH

3ansatus 1o auctuiuinHe «CeTH U TEIeKOMMYHHKAIMM» JIOJDKHBI TIPOBOAMTHCS B
CHeLMaIU3UPOBAHHBIX ayJUTOPUAX B Kopimyce MockoBckoro [Tonurexa Ha yi. [IpsHuniHukoBa 1.2a,
ayn. [11P2402 wu IIP2403, oOcCHalIEHHbIX COBPEMEHHOW OPITEXHMKOH U IMEepPCOHAIBHBIMU
KOMIIBIOTEpAMH C TPOrpaMMHBIM O00ECHEYEeHHEM B COOTBETCTBUM C TEMAaTHKOM H3y4yaemoro
Mmarepuana. Uucino pabounx MecT B ayIUTOPHH JODKHO OBITh JOCTAaTOYHBIM Ul 00ECHEUCHUS
UHIUBUAYaJIbHOW paboThl cTyneHToB. Pabodee mecTto mpemnojaBarels IOHKHO OBITh OCHAIECHBI
COBPEMEHHBIM KOMIIBIOTEPOM C MOJAKIIOYEHHBIM K HEMY IPOEKTOPOM Ha HACTEHHBII 3KpaH, WIN
MHBIM aHAJOTMYHBIM MO (YHKIHMOHAIBHOMY Ha3HAYEHUIO 00OPYI0OBaHUEM.

5.2.Tpe0oBanusi K NPOrpaMMHOMY 00eCIIeYeHH IO

Jlnst  BeIMOSHEHUsT J1a0OpaTOpHBIX PabOT W CaMOCTOATENBbHOHW pPabOThl HEOOXOIUMO
clIeyIolIee IporpaMMHOE 0OecieueHHe:

+OC

* Be6-Opayzep

* Putty

* TerraTerm

* Cisco Packet Tracer

6. MeTtoguvecKkue peKOMeHIANNH

6.1.MeToguuecKkue peKOMeHIAUM /IJIsI IPENoAaBaTe/Ifl 0 OPraHNu3aluu

o0y4eHust

1. ITpu MOATOTOBKE K 3aHATUSAM CIEAYyET MPEABAPUTEIHHO TPOpPadbOoTaTh MaTepuan 3aHsATHs,
MPEIyCMOTPEB €ro MoAadyy TOYHO B OTBEAEHHOE AJIA 3TOro Bpems 3aHATHs. ClieqyeT MOoAroTOBUTh
HEO0OXOMMbIE MaTepualibl — TEOPETUUECKUEe CBEIEHUs, 3a1auu U 1ap. [Ipu mpoBeneHun 3aHATHS
cleayeT KOHTPOJIUPOBATh MOJadyy MarepHalia U pelieHHe 3aJaHuil ¢ y4éToM y4eOHOTO BpPEMEHH,
OTBEJAEHHOTO JJIsI 3aHSITHSI.

2. Ilpu mnpoBepke pabOT U OTYETOB CIEAYET YYUTHIBATH HE TOJNBKO MPABUIBHOCTD
BBITIOJIHEHUS 3aJlaHUi, HO W ONTHUMAJIbHOCTh BBIOPAHHBIX METOJOB PEIICHUS, MPABHIBHOCTD
BBIITOJTHEHHS BCEX €TI0 IIaros.

3. JInst cnaum paboT, KOTOPHIC CTYJACHT HE BBIMOJHUI B TCUCHHE CEMECTpa, NPEro1aBaTellb
OpraHU3yeT JOIMOJIHUTENbHBIE 3aHATHS B KOHIIE CEMECTpa.

6.2.MeToauueckne yKa3aHus sl 00y4ar0IIUXCS M0 OCBOCHUIO JUCHUIINHbBI

N3yuenne AUCHUIIIMHBI OCYIECTBIIETCS B CTPOIOM COOTBETCTBUU C LI€JIEBOM YCTaHOBKOI B
TECHOW B3aUMOCBS3M Yy4eOHbIM IuIaHOM. OCHOBOH TEOPETUYECKOW IMOJATOTOBKH CTY/IECHTOB
SBJISIFOTCS JIEKIIMOHHBIE 3aHATHUS, 1TaOOpaTOpHbIE PaOOTHI.

B mpomecce caMOCTOSTENBHON pabOThI CTYIEHTBHI 3aKPEIUISIIOT M YIIYOJNSIOT 3HAHUSA,
HOJTy4YEeHHBbIE BO BpEeMs ayIUTOPHBIX 3aHATHH, 10pabaThIBAlOT KOHCIEKTHI U 3allUCH, TOTOBATCS K
NPOBENECHUIO U 00pabaThIBAIOT PE3yJbTaThl JTAOOPATOPHBIX pPabOT, TOTOBATCS K MPOMEKYTOUHOU
aTTeCTalllHt, a TAKXKe CaMOCTOSTEIbHO U3y4atoT OT/EIbHbIE TEMbl Y4EOHON IPOTrpaMMBlI.

Ha 3aHATHSX CTyIEHTOB, B TOM YHCJE MPEANOJATaloNUX MPAKTHUECKYIO JesITeIbHOCTD,
OCYILECTBIISIETCS 3aKPEIUICHUE MTOJYYEHHBIX, B TOM UHUCJIE U B IIPOLIECCE CAMOCTOSITENbHOM padoThI,
3Hanuii. Ocoboe BHMMaHHE OOpalaeTcs Ha pa3BUTHE YMEHHH M HABBHIKOB YCTAHOBJICHHS CBSI3U
HOJIOXKEHUH TEOpHH ¢ MPO(PECCHOHATIBHOM 1EATEIbHOCTBIO OyAyIIEro ClieualIncTa.

CamocrosrenbHas paboTa OCYLIECTBISETCS WHAMBHIYaIbHO. KOHTPOIL caMOCTOATENbHON
paboThl opraHusyercs B AByX Gopmax:

* 3a1UTa J1a0opaTopHBIX padoT;

* KOHTPOJIb CO CTOPOHBI IpenoaBareieil (TeKyLIMi U TPOMEXYTOUHBIH).

Tekymuii KOHTPOJIb OCYIIECTBIISICTCS HA AyIUTOPHBIX 3aHATHSIX, IPOMEXKYTOUHBIH KOHTPOIb
OCYIIIECTBIIICTCS Ha DK3aMEHE B MMCbMEHHOM (YCTHOI) (hopme.

Kpurepusimu o1ieHKH pe3yJabTaTOB CaMOCTOSATEIbHONW PaOOThI CTYJCHTA SIBISIOTCS:
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* YPOBEHb OCBOCHHSI CTYJICHTOM y4€0OHOTO MaTepuana,
* YMEHUS CTyAEHTa MCIIOJIb30BaTh TEOPETUUECKUE 3HAHUS NP BHIOJHEHUH MPAKTHYECKUX

3a]a4;
* chOpMUPOBAHHOCTH KOMITCTCHIIHIA;
* ohopMIICHHE MaTepraia B COOTBETCTBUU C TPEOOBAHUSMHU.
7. ®OHJ OLIEHOYHBIX CPEACTB
7.1.0nucanue nokasarejei ¥ KpuTepueB OleHHBAHUS
HaunmenoBanue IIpencrasiienue
Ne OC | onenounoro Kparkas xapakTepucTHKA 01IeHOYHOI0 CPEACTBA OLIEHOYHOI'0 CPEICTBA B
cpeacTBa DOC
CpencTBo KOHTPOJSI, OPraHM30BaHHOE KaK OdYHAs
Oecena MeIaroTHIeCKOTO paboTHHKa ¢ | Bompocsr o
KonTponbHeIH pyOek | oOydarommmMcss Ha TEMBI, CBA3aHHBIE C HM3y4aeMOW | Temam/pasmenam
1 (ycTHBII omnpoc/ | AMCHUIUINHON, W pacCuMTaHHOE Ha BBIICHEHHWE | AWCHUIUIMHBEL. Bompocs
cobecesi0BaHnE) oObeMa 3HAaHUH 00ydalOIIerocs Mo ONpeAesieHHOMY | Imo 1a60paTOPHBIM
paszmeny, Teme, npobiemMe, B T.4. MO J1abopaTopHBIM | paboTam
paboTam.
CpeAcTBO KOHTpPOJIS,, OPraHW30BaHHOE Kak OYHBIA | Bompocsr o
N MUCHMEHHBI OTBET OOydYarolerocs Ha TEMBI, | Temam/pasmenam
KoHTponbHbIi pyOex o .
) (nHChMeHHBIi CBASAHHBIC ~ C  M3YMacMOH  JMCLUMIVIAHOH, M | JMCUMIUIMHBL Bompocsr
onpoc) paccuMTaHHBIH Ha BBUICHEHHE 00beMa 3HaHUHA | 1O 1a00paTOPHBIM
oOydaromerocsi 0 ONpENEICHHOMY pasfielly, Teme, | paboram
mpobsIemMe, B T.9. TI0 JIAOOPATOPHEIM padoTam.
4 Tect(T) Cucrema CTaHIapTU3UPOBAHHBIX 3amanuii, | oy TECTOBBIX
TTO3BOJISFOIIAS aBTOMAaTH3UPOBATh MpoIeaypy | 3amaHuid
HU3MEpEHUS YPOBHS 3HAHUU u yMeHUI
00yYaronIerocs.
5 OK3aMeHaIlMOHHEIC CpencTBo TMpOBEpKH 3HAHWNA, YMEHWH, HAaBBIKOB. | DK3aMeHAIIMOHHEBIE
owmtetsl (OB) MoxeT  BKIIIOYaTh  KOMIUIEKC ~ TEOPETHUECKUX | OMIETHI.
BOIIPOCOB, 3aJ1a4, MPaKTUYECKUX 3aJaHuM. [IIxana oleHUBaHHUSI U
poIeIypa MIPAMEHEHHSL.

7.2.0nucanne nokaszareJieil M KpuTepreB OLIEHUBAHUS KOMIIETEHIM,
(popMupyeMBbIX 10 HTOraM OCBOCHUSA TUCUMILIMHBI, ONMCAHUE LIKAJI

OICHUBAHUSA

[lokazateneM oOleHMBaHMSI KOMIETEHLIIMH Ha pa3MYHBIX JTanmax uxX (OpMUPOBaHUS
SBJISICTCS JOCTHIKEHUE 00YUaIOIUMUCS MIJIAHUPYEMbIX PEe3YNIbTaTOB 00YUYEeHHUSs 0 AMCLUIINHE.

I Kpurtepuu oueHnBanus

oKa3arteJib 2 | 3 | 4 | 5
OIIK-5. CnocobeH WHCTA/JUIMPOBaTh MPOTPAMMHOE U almapaTrHoe oOecredeHne s HHGOPMAIMOHHBIX W
ABTOMATH3MPOBAaHHBIX CHCTEM
HNOIIK-5.1. 3uars: OO6yuarommuiics Ob6yuarommuiics Ob6yuarommuiics OO6yuarommuiics
OCHOBBI CHCTEMHOTO | J€MOHCTPHPYET JEMOHCTPUPYET JEMOHCTPUPYET JEMOHCTPHUPYET
aJIMUHUCTPHPOBAHMUS. MIOJTHOE HETIONTHOE YaCTHYHOE MIOJTHOE
HOIIK-5.2. YmeTs: OTCYTCTBHE WJIH | COOTBETCTBHUE COOTBETCTBHUE COOTBETCTBUE
BBITIOJIHSATh HEI0CTaTOYHOE CIIEAYIOMINX CIIEAYIOMINX CIEIYIOUINX 3HAHUH,
MOAKJIIOUYEHHE, COOTBETCTBUE 3HaHWW, yKa3aHHBIX | 3HAHWH, yKa3aHHBIX | yKa3aHHBIX B
YCTAHOBKY W TPOBEPKY | Marepuaiy B WHIUKaTopax | B WHIUKATOpax | MHIMKaTopax
aInmnaparHbIX, JCLUITITMHBI KOMITETESHIHI KOMITETESHIHI KOMITETeHLIUH
MIPOrpaMMHO-aIIapaTHel | 3HaHUH, JMCIUTUIAHBI JMCIUTUIAHBI JMCIUTITHHBI
X W TPOrpaMMHBIX | YKa3aHHBIX B | «3nare» (cMm. m. 3). | «3mare» (cM. m. 3). | «3Hare» (cm. 1. 3).
CPEICTB. MHIIIKAaTOpax Jomyckatorcst Ho  nmomyckatorcs | CBoOomHO
HOIIK-5.3. Bragets: KOMITETEHLUH 3HAYUTEIbHBIE HE3HAYUTENbHbIE onepupyer
MeTOoJaMu YCT@HOBKH | JUCIUITIHHBI OIIHNOKH, OIIHNOKH, MIPUOOPETEHHBIMU
CHCTEMHOTO n | «3Hatb» (CcM. 1. | mposiBaseTcs HETOYHOCTH, 3HAHHUAMH.
MIPUKIIATHOTO 3). HEI0CTAaTOYHOCTh 3aTpyOHEHUS  TpHU
MPOrPaMMHOTO 3HaHWW, MO psAy | aHATUTHYECKUX
obecrieueHusl. oKa3arenei, OIIepalLUsIX.
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00yJaromHiics

UCIIBITBIBAET

3HAYUTENIbHBIE

3aTpyIHEHUS.  TIpH

OIIEpPUPOBAHHUHN

3HAaHWAMH TIpH X

NIepeHoCce Ha HOBBIE

CHUTYAIIHH.
OIIK-6. CrocobeH pa3pabaTsiBaTh OM3HEC-TDIAHBI M TEXHUYCCKUE 3aJaHUS Ha OCHAIICHUE OTIENOB, JTA0OPATOPHIA,
0(HCOB KOMITBIOTEPHBIM U CETEBBIM 000PYIOBAHHEM
HNOIIK-6.1. 3Hars: OO6yuarommuiics OO6yuarommuiics OO6yuarommuiics OO6yuarommuiics
TIPUHIINIIBI JIEMOHCTPUPYET JEMOHCTPUPYET JEMOHCTPUPYET JIE€MOHCTPHUPYET
(hopMupoBaHus U | momHoe HETIOIHOE YaCTHYHOE TIOJTHOE
CTPYKTYpY OTCYTCTBHE WJIH | COOTBETCTBUE COOTBETCTBUE COOTBETCTBHUE
OM3HEC-TUIaHOB U | HEeIOCTAaTOYHOE CJIE/TYFOLIUX CJIE/TYFOLIUX CIIEAYIOIMX 3HAHUM,
TEXHUYECKHX 33/IaHUi Ha | COOTBETCTBHE 3HaHWW, yKa3aHHBIX | 3HAHHWH, yKa3aHHBIX | yKa3aHHBIX B
OCHAIllCHHE OT/IENOB, | Marepuaiy B WHIUKaTopax | B WHIIMKATOpax | MHIMKaTopax
nabopatopuif,  O(HUCOB | AUCIMIUIMHBI KOMIIETeHIIUH KOMIIETeHIIUH KOMIIETEeHLIH
KOMIIBIOTEPHBIM U | 3HaHWH, JMCIUIIIAHBI JMCHUIIIAHBI JMCIUTIIHHBI
CETEBBIM YKa3aHHbIX B | «3Hare» (cm. m. 3). | «3Hare» (cM. m. 3). | «3Hate» (cMm. m. 3).
000pyIOBaHUEM. MHIIIKAaTOpax Jomyckatorcst Ho  momyckatorcs | CBobOomHO
HOIIK-6.2. YmeTs: KOMITETEHLUH 3HAYUTEIIbHBIE HE3HAYUTENIbHbIE onepupyer
AHATM3UPOBATh PECYPCHl | TUCTIATUTHHBI OITMOKH, OIITNOKH, IprOOPETEHHBIMHI
OpraHM3alINH, «3Hatb» (CM. 1. | TIpOSIBISIETCS HETOYHOCTH, 3HaHHUAMH.
pa3pabarbiBaTh 3). HEIO0CTAaTOYHOCTh 3aTpyAHEHUs  TpH
OM3HEC-TUIaHbl Pa3BUTHS 3HaHWW, MO psAy | aHATUTHYECKUX
IT, COCTaBIIATh MoKa3arelieu, onepausx.
TEXHUYECKHE 3aJaHus Ha o0yUaromuiics
OCHAIllCHHE OT/IEJIOB, UCIIBITBIBAET
nabopatopuii,  o¢pucoB 3HAYUTEIILHBIE
KOMITBIOTEPHBIM n 3aTpyIHEHUS.  TIpH
CETEBBIM OIIepUPOBAHHUN
000pyIOBaHUEM. 3HAaHWAMH TIPH WX
OIIK-7.3. Bragets: TepeHoce Ha HOBBIC
METOOaMH  Pa3paboOTKH CHUTYalHH.
TEXHUYECKHUX 3aJIaHUH.

7.3.11Ika1a olleHUBAHUSA Pe3yJIbTATOB MPOMEKYTOYHOM aTTECTAIIUM U €€

OIMuCaHue.

®opMa NIPOMEKYTOUHOM aTTeCTALMH: IK3aMeH.

[IpomexxyTouHass arrecrtanuss oOydarouxcs B (GopMe 53K3aMeHa MPOBOJAUTCA 10
pe3yabTaTtaM BBIIOJHEHHS BCEX BUAOB y4eOHOU paOoThl, IPEeyCMOTPEHHBIX YUE€OHBIM IJIAHOM 10
JaHHOW JUCHUIUIMHE (MOMYNI0), TPU OSTOM YYHUTHIBAIOTCS PE3YAbTaThl TEKYIIEro KOHTPOIS
yCHeBaeMOCTH B TeueHHe cemecTpa. OleHKa CTENeHH JOCTHKEHHS 00yUYarolUMUCs MIaHUPYEMBIX
pe3ynbpTaToB O0YUYEHHS 10 AUCHUIIINHE (MOIYIIO) MPOBOAUTCS MPETNOAaBaTEIeM, BEAY UM 3aHATHS
10 AUCUMITIMHE (MOJYII0) METOAOM SKCIEpTHOH oreHKH. [1o ntoram nmpomexyTO4HOH aTrTecTalnuu
M0 TUCIUIUIMHE (MOAYIIO) BBICTABISAETCSA OICHKA «OTIHMYHOY», «XOPOIIOY», «YAOBIECTBOPUTEIHHO
WU «HEYLOBIIETBOPUTEIBHOY.

[IpuBeneHHbIe HIDKE MpaBUJIa BHICTABICHHS OLICHOK U OMO3JaHUN MOTYT OBITh M3MEHEHBI,
€ClIM TpenojaBaTesib COYTET 3TO HEOOXOAMMBIM. BaxHO, 4YTOOBI CTYAEHTHI pETYJISpPHO
pocMaTpUBaly IIaH Kypca, BeutokeHHbIH B CJ1O, Ha mpeaMeT ero OOHOBIEHUS HIIM U3MEHEHUS.

B cooTBeTCTBHHM € TUTAHOM TUCHMIUIMHBI CTYACHTAM BBIJAIOTCS 3aJaHUs Ha JJAOOpaTOpHBIE
pabotel. JlaboparopHbie pabOTHI MOTYT COCTOSITh M3 MPAKTHUECKHX 3aJaHUil, KOTOpbIE TPeOyIoT
BBIMIOJIHEHUST pabOThl B aylIWTOPUU YHHUBEPCUTETa M 3aJaHUM I CaMOCTOATEIbHOW pabOThI.
[Tomumo TpebGoBaHuii M omucaHUs 3aJaHus B padoTe yka3zaH KpallHMil cpok caaun. g coaum
1a00paTopHON pabOThl CTYIEHTY HEOOXOAUMO BBIIIOJHUTH MPAKTUUYECKYIO 4acTh B COOTBETCTBUU C
3alaHueM U 3aluTUTh paboTy. Bo Bpems 3ammrthl jabopaTopHOil pabOTHI MpemnojaBareib
IPOBEPSIET MPAKTUUYECKYI0 YacTh pabOThl M ONPAIIUBAET CTYACHTA M0 TEOPETUUYECKUM pasjesam
TeMbl JaboparopHoil paboTel. Ecnu cTyneHT OTKa3biBaeTCs OTBEUaTh HA BOMPOCHI, WM JAeT
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MOJTHOCTHIO HEBEPHBIE OTBETHI, HIIM OTBETHI HE IO TEME, TO paboTa MOXKET CUUTAThCS CAAHHOU, HO
[P 3TOM OHa OIICHMBAETCs He Bhile 1 Gamnna.

PaGora nmomxkHa OBITH BBIMONHEHA CTYACHTOM CaMOCTOSITENBHO: HAa CHUMKAax JKpaHa
CTy/ICHTa JO/DKeH OBITh BUICH pabovMii CTOJ, MEHIO MyCK ¢ natoi u BpemeHnem u ®UO cryneHra.
Ecnu 5Ti mpaBuia He coOMIOIAIOTCS, TO paboTa HE CYUTACTCS CTAHHOW U HE OIEHUBACTCS.

Py6exxnple KOHTpoNU (YCTHBIN/TIMCHBMEHHBIA OMPOC) CHAOTCS B ayAUTOPUH MHANBUIYATEHO
[0 BapuaHTy 3aJlaHusl, BBIJAHHOMY IIpENojaBareieM B Ha3HaueHHble JHU. [Ipu orcyTcTBUM
CTYJIEHTa B JIeHb HAallMCaHUsI KOHTPOJIbHOM paboThl eMy pa3periaercs carh paboTy Ha claeayouemM
3aHSATHM, TP JTOM CTYACHTYy Hauucisercs mrpad B pasmepe | Oamma, 3a KKy HEIETO
POCPOYKH.

Kaxaplii cTygeHT uMeeT mpaBo Ha 3 Henmenw omosfgaHus (06e3 HauyucieHus MmTpapHBIX
0ayioB), KOTOpbIE MOTYT OBITH MOTpa4YeHBI Ha JIOOBIC 3a/aHus B TeUeHHEe cemecTpa. Omo3maHus
npeqHa3HAueHbl I pEeHIeHHs OCOOBIX CHUTYyallMif, TaKuX Kak OOJIe3Hb WM Ype3BbIYaliHbIC
ceMeiHbIe 00CTOSATENHCTRA.

CTyneHThI TOJDKHBI 3apaHee cooOIIaTh O TOM, YTO Y HUX MOTYT BO3HUKHYThH TPYIHOCTH CO
CBOEBPEMEHHOW craued 3aJaHus WM Tmpoekra. [IpW Hamuyuu peanbHBIX NPUYUH 3aEPIKKU
CTy[€HTaM CJeJyeT KaKk MOXXHO CKOpee CBSI3aThCsi C MperojaBarelieM U OOCYIUTh BO3MOMKHBIE
yCIIOBUSL.

K npomexyTouHOl aTTecTaluu JOMyCKAIOTCS TOJIBKO CTYAEHTHI, BBHIIIOJIHUBIINE BCE BUAbBI
y4eOHOI paboThl, MpeaycCMOTpeHHbIe pabouell mporpaMmol MO AMCLUUIUIMHE — BBIIOJHEHHE U
3amuTta JlaGopaTopHbix pabOT COIIaCHO TONYYEHHOMY 3aJaHHI0, cJada PYyOEKHBIX
KOHTPOJIEH(yCTHBIX/TUCHbMEHHBIX ~ OMpPOCOB/coOeceoBaHMii) 1O TeMaM yuyeOHOro Kypca,
BBINIOJIHEHUE TECTOB IO BCEM pas3deliaM Kypca, BKIIO4Yas HUTOroBbll TecT B cucteme JIMC
MockoBckoro IlonuTexa ¢ JOCTHKEHHEM MOPOTOBBIX 3HAUYEHUM OIIEHOK MO BCEM BUAAM Y4eOHOM
pabotel. Ilpu 3TOM wucHONb3yeTcss OaTBbHO-PEUTUHIOBas CUCTEMa, BKIIIOUAIONIAs CIIEAYIOIINE
KPUTEPHUU OIICHKHU.

Kpurepmuii

3HaueHHe KPUTEPHS

Beinonnenue u 3a1uTa
JTabopaTopHbIX padot B cpok. (L)

Ot 1 1o 4 6a10B 32 KaXx1yt0 paboTy B 3aBUCUMOCTH OT YPOBHSI ITPAKTHYECKOTO
BBITIOJIHEHYSI PA0OTHI U 3HAHUS TCOPETHUCCKOTO MaTepHaia.
MakcumaabHOE 3HAYEHHE KPUTEPUs — He Ooiree 25 0aioB.

Cnaya pyOexHBIX KOHTPOJICH IO
TeMaM Kypca B CpOK
(ycTHBIH/MMCHMEHHBIH orpoc/
cobecenosanue),(I)

Ot 1 no 5 GamnoB 3a kaxaoe cobeceroBaHHE B 3aBUCHMOCTH OT YPOBHS U
3HAHMS TEOPETUUECKOTO U MTPAKTHYECKOTO MaTrepuaia.
MakcumaibpHOe 3Ha4eHHe KpuTepus — He Ooree 25 6ayuioB.

BBINONHEHNE TECTOB MO TeMam
kypca B cucteme JIMC(T1)

ITo 1 Gammy 3a KaXkablii TeCT, BHINOIHEHHBIH Oosee yem Ha 70% NpaBUIIBHBIX
oTBeTOB. MakcHuManpHOE 3HadeHHWEe Kpurepuss — He Oomee 10 Oamos.
JlonyckaeTcs 3 MONBITKH Ha KAXKABIM TECT B TEUEHUE CEMECTPA.

BBInoJIHEHIE HTOTOBOTO TECTA IO
BCEM TeMaM Kypca B CHCTEME
JIMC (T2)

ITo 1 Gamry 3a xaxnaeie 10% mpaBUIBHBIX OTBETOB B TecTe. MHHMMAaIbHOE
3HaueHue kputepus — 7 6amioB (70% MIpaBUIBHBIX OTBETOB), MAKCHMAJIBHOE
3HageHne kputeprst — 10 6amroB (100% mpaBUIBHBIX OTBETOB).

TTocemenwue 3ansaTuii (V)

I[lo 1 Oamry 3a TPUCYTCTBHE CTYASHTa Ha KaKIOM 3aHATHH (2 ak. dYaca)
MaxkcumainbHoe 3HaueHue kpurepus — 30 6aIoB.

Koaddumment
X)

CHaHHBIX paboT

Koadhumment pasen 1, ecim Bce paboTsl (1abopaTopHBIE pabOTHI, pyOeKHBIE
KOHTPOJIH, TeCThI) caaHbl ¥ () eciIu XOTs1 ObI 0JiHa paboTa HE ciaHa.

Pacuer nrorosoro 6asna (F)

F=(L+I+T1+T2+V)*K

Brimonnenne »k3aMeHAIIMOHHOTO
3aJJaHuA

Ilpu BeIOOpE CTYACHTOM BBIIOJIHCHHUS SK3aMCHALIMOHHOIO 3aJaHus Oasuibl
HaOpaHHBIE B TEUCHHH CEMECTpa OOHYISIOTCS. MakCHManbHOE 3HAuCHHE
kpurepusi — 100 6asoB.

OneHka no 0a/UILHO-PEHTHHIOBOI cucTeMe | OneHKa 10 HTOrOBOI aTTEeCTAIINH
0...60 HeynoBleTBOpUTEILHO

61...75 VI0BIETBOPUTEIBHO

76 ...90 Xoponio

91 ... 100 OTIUYHO

14




Il kaya oneHUBAHUS

Onucanmue

OTiInyHo

Cpennee 3HadeHue Uil BceX (pOpPMHPYEMBIX Ha MOMEHT IPOBEICHUS aTrTeCTallud YPOBHEH
KOMIIETeHIIMH — 5. BpInonHeHsl Bce BUIBI y4eOHOI paboThl, MpeayCMOTPEHHbIE yueOHBIM
mw1aHoM. CTyAeHT JeMOHCTPUPYET COOTBETCTBHE 3HAHUMN, YMEHHUH, HAaBBIKOB IIPUBEJCHHBIM B
Tabnuuax Iokaszareyield, onepupyeT NPHOOPETEHHBIMH 3HAHHSIMH, YMEHHUSIMH, HaBBIKAMH,
IIPUMEHSIET UX B CHTYalMsX IOBBIIIECHHOW CIOKHOCTH. IIpy 3TOM MOTYT OBITH JOIMYIIEHBI
HEe3HAYNTEIbHbIE OIMMOKM, HETOYHOCTH, 3aTPyAHEHHS NPH AHATUTHYECKUX OIepanusx,
[EPEHOCE 3HAHUI U YMEHHUH Ha HOBBIE, HECTAHIAPTHBIE CUTYAI[HH.

Xopo1o

CpenHee 3HaueHHE TS BCeX (OPMUpPYEMBIX HA MOMEHT IPOBEICHHS aTTCCTALMN YPOBHEU
KOMIIEeTeHIMIH — 4. BpInonHeHbl Bce BHIBI yueOHO# paboThl, MPELyCMOTPEHHbIC YUeOHBIM
rwiaHoM. CTYIeHT JeMOHCTPHPYET HEMOJIHOE, MPaBUIbHOEC COOTBETCTBUE 3HAHUU, YMEHHUIA,
HABBIKOB MIPHUBEACHHBIM B TAOMHUIIAX ITOKa3aTeel, TN00 eCci P STOM OBUIH AOMYIICHHI 2-3
HECYIIECTBEHHBIE OIITHOKH.

YA0BIETBOPUTEIHHO

Cpennee 3HadeHUe Ui BceX (pOpPMHUPYEMBbIX Ha MOMEHT IMPOBEICHUS aTTeCTallud YPOBHEH
KOMITeTeHIIuH — 3. BBIMONHEHBI Bce BUABI YUeOHOH paboThl, MpemryCMOTPEHHbBIE YIeOHBIM
mnaHoM. CTy[IeHT AeMOHCTPHUPYET COOTBETCTBHUE 3HAHUM, B KOTOPOM OCBEIEHAa OCHOBHAs,
HauOonee BaKHAs 4acTh MaTepHaja, HO IPH ITOM JIOMyIIeHa OJHA 3HAYMTENbHAas OIIUOKa
MNJIN HETOYHOCTD.

HeynosnersopurenbHo

He nocturayro noporoBoe 3Ha4eHUE XOTsI ObI ISl OHOTO YPOBHS (POPMHUPYEMBIX HA MOMEHT
NIPOBEACHUS aTTECTallMd KOMIIeTeHIMH. He BbIMoNHEH onuH wim Oojiee BHUAOB Y4EeOHOM
paboThl, MPEeayCMOTPEHHBIX Y4YeOHBIM IulaHOM. CTyAeHT JEeMOHCTPUpPYET HENOoJIHOe
COOTBETCTBHE 3HAHMH, YMEHHWH, HABHIKOB IIPUBEICHHHIM B TaONUIaX IIOKa3aTeleH,
JIOIYCKAlOTCSl 3HAYMTENBHBIC OIINOKH, MPOSBISIETCS OTCYTCTBHE 3HAHUM, YMEHH, HAaBHIKOB
IO PsiTy MOKAa3aTeNel, CTYACHT UCTIBITHIBAECT 3HAUUTEIbHBIE 3aTPYyAHEHUS MIPH OIIEPUPOBAHUI

SHAHUAMH U YMCHHUAMMU IIPXU UX IIEPECHOCC HA HOBBIC CUTYAIINH.

7.4.0nucanus nMoKasareJieil OeHUBAHUSA U KPUTEPHEB OLlCHUBAHUS

KOMIIETeHIIU I
B mnpormecce ocBoeHMs MaHHOW AHUCIUIUIMHBI CTYIEHT (OPMHUpPYET M JAEMOHCTPHPYET
cienyromuye oomenpodeccHoHaaIbHbIC KOMIICTSHIINH

KomnereHuuun Tepeuens Texnonorus ®opma Crenenu ypoBHel
¢opmupoBanus OIIEHOYHOTO | OCBOEHHS
Hnpexc HNnaexc KOMIIOHEHTOB . e .
KOMIIeTeHIH i cpelacTBa KOMIIeTeHIHii
OIIK-5 Criocobex HOIIK-5.1. 3Hatb: JlaboparopHbie YO FA30BBII
WHCTAJUINPOBATh OCHOBBI CHCTEMHOTO | pabOTHI, II YPOBEHb:
MpOrpaMMHOE U | agMUHHUCTPUPOBAHMA | caMOCTosATeNbHas | DK3aMeH CIOCOOHOCTH
ammaparHoe . pabora BBITIOJTHATH
obecneuenne g | MOIIK-5.2. YmeTs: MOTYy9IECHHOE
I/IH(bOpMaL[I/IOHHI)IX u BBIIIOJIHATH 3aJaHueC, MPUMEHAA
ABTOMaTU3UPOBAHHBI | TOIKIIOYEHHE, MOJTyYeHHBIe
X CHCTEM YCTaHOBKY u 3HaHUC W yMEHUS
MIPOBEPKY Ha MPAKTHUKE,
aTmmaparHbIX, BJIAJICTh
IIpOTrpaMMHO-aIIIapa COOTBETCTBYIOIINM
THBIX u U HWHOWKATOPaMU
TIPOTPaMMHBIX KOMIETCHIINH  TIPH
CpEICTB. BEITTOJTHEHAH
HOIIK-5.3. 3aaHuA.
Bnaners:
MeToIaMu [IPO/IBUHY ThIN
YCTaHOBKH YPOBEHb:
CHUCTEMHOTO " CHOCOOHOCTH
MIPUKIIATHOTO BEITIOJTHATH
MIPOrPaMMHOTO MOJTyYeHHOE
o0ecreycHNSI. 3aJjaHAe W peIaTh
OIIK-6 CriocobeH OIIK-6.1. 3nats: CaMOCTOSITENBHO
pa3pabarsiBaTh TIPUHITATIBI cthopMHIpOBaHHBIE
OmM3HEC-TUTaHBI u | dbopMHupOBaHUSL u 3ama4dn, TpPUMEHSSA
TEXHUIECKHE CTPYKTYpPY MOy IYCHHBIC
3aaHAS Ha | OM3HEC-IUIAHOB u 3HaHHE ¥ yMEHUSI
OCHAIIICHNE OTMENOB, | TEXHUYECKHX Ha MIPAKTHKE.
naboparopuit, 3aJJaHUI Ha YBEpEeHHO BIIAJIETh
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oducos OCHAIIlEHHE OT/EJIOB, COOTBETCTBYIOIUM
KOMIIBIOTEPHBIM | | J1aboparopui, W MHIUKaTOpamu
CETEeBbIM oducos KOMIICTCHI[UN  TIPH
o0opynoBaHuEeM KOMIIBIOTEPHBIM 1 BEITTOJTHCHUH

CETEBBIM 3a[aHus,

000pyIOBaHUEM. KOMOWHHPOBAaTh MX

OIIK-6.2. YMmeTh: MEXIy co0Ol W ¢

aHaAJIM3UPOBAThH WHAUKAaTOpaMHu

pecypchl IPYTUX

OpraHu3aIuH, KOMIETeHIINH IS

paspabarsiBaTh JIOCTHKEHUS

OU3HEC-TUIaHbI MIPOEKTHBIX

pa3BuTHA IT, pe3yNbTaToB.

COCTaBIISITh

TEXHUYECKHE

3aIaHus Ha

OCHAIIICHHE OT/EJIOB,

nabopaTopui,

oducoB

KOMITBIOTEPHBIM U

CETEBBIM

000pyI0OBaHHEM.

OIIK-6.3. Branets:

METOJIaM1

pa3paboTku

TEXHUYCCKHIX

3a/IaHuH.

**_ CokpamieHus (opM OIIEHOYHBIX CPEICTB CM. B mpuiioxkenuu 2 K PII.

7.5.9K3aMeHAMOHHOE 3alaHHe.

@dopma 3K3aMEHALIMOHHOIO 3a/laHusl BBIOMPAETCS NPENOJABaTeieM U YTBEP)KIACTCS Ha
3aceaHnu Kadeapel. DK3aMeH MOXET MPOXOIUTh B CleAyroIuX (opMax M € UCIOJIb30BaHUEM
CJICAYIOUIMX OLEHOYHBIX CPEJICTB.

dopma

IlpencraBieHnne o1eHO4YHOro cpencrtea B POC

YcTHas.

BaHK KOHTpOJBHBIX BOIPOCOB, COOTBETCTBYIOIIMX OTJEIbHBIM TEMaM IMCHMIUIMHBI (cM. 1. 4
HaCTOSIIETO TOKyMeHTa). Borpocs! (hopMupyrOT SK3aMEHAIIMOHHBIN OMJIET (CM. HMXKE), COCTOSIINI 13
TEOPETHUYECKUX BOMPOCOB M MPAKTHUECCKUX 33aHUH (THITOBBIC MPAKTUYECKUE 33/1aHUS IIPECTABICHBI
HIKe). buiersl, BKIoyas BOIPOCHI M HpakTHYECKHE 3aJaHus, (pOpMHPYIOTCS TPENnofaBaTeieM H
YTBEPXKIAIOTCS Ha 3acelaHny Kadeapel. B HUX MOTYT OBITh BKIIIOUCHBI JOTIOTHUTENILHBIE KOHTPOIBHBIE
BOINPOCH! U 3aJaHus, HE TPeOyIolne y CTYICHTOB HanW4us He (OPMUPYEMBIX NAaHHOW AUCIUILUIMHON
KOMITeTEHIIH WiIn OoJiee BEICOKUX 3TaroB chOPMUPOBAaHHOCTH (hopMuUpyeMbIX. s oTBeTa Ha KaX JbIiH
BOMPOC M JAJISl PEUIeHHS JII000r0 MPaKTHYECKOrO 3aJaHMs CTYHEHT JNODKEH HaXOAWTCS Ha TpebyeMoMm
JUIS JTAaHHOW JIMCLMIUIMHE YPOBHE C(OPMHPOBAHHOCTH BCEX COOTBETCTBYIOIIMX €H KOMIIETCHIMN:
KaXIbIil BONIPOC M 3a/laHKe MIPOBEPSIET YPOBEHb C(HOPMUPOBAHHOCTH BCEX COOTBETCTBYIOMIMX JaHHOM
JUCIUIUIMHE KOMIIETEHLIUH.

IIuceMenHas.

OLIEHOYHOE CPEACTBO MOAHOCTLI COOTBETCTBYET OLCHOUHBIM CPEICTBAM YCTHOM (DOPMBI 3a1aHusl.

7.6.CliuCcOK 3K3aMEeHAIIMOHHBIX BOMPOCOB.

1. IIpu pa3zpaboTke cXxeMbl HAUMEHOBAHHUS Y3JI0OB CETH KaKUe 3JIEMEHTHI JaHHBIX Haubosee
Ba)KHBI JJIs1 ONIpEeIeTICHUS] UMEHH y371a?

OnepannonHas cucrema

Tun ycrpoiicTBa

l'ox mokynku

Mecrononoxenue

Ycranosnennoe 110

2. Kakue yTBepxkaeHus onuceiBaioT Tadmuy ARP u  Tabmuny MapuipyTu3anuu
MapupyTusaropa?

Tabnuua MapIpyTH3aUu COAEPKUT HH(OPMAIIUIO O CETAX U 00 OTIENbHBIX y3iax.

Tabnua ARP cogepxxut nadopmaruio 06 OTIeNbHBIX y371aX, a He O CEeTsX.

Tabnuua MapuIpyTH3aUuu COAEPKUT HH(OPMAIUIO O CETAX, a HE 00 OTAEIbHBIX Yy3JIaxX.
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Tabnua ARP cogepxut nHGOpMAIHIO O CEeTsX, a He 00 OTAENbHBIX y3JaX.

Tabnuma MapuIpyTU3auu CoaepKUT HHPOPMAIHIO 00 OTACIBHBIX Y3JIaX, a HE O CETSX.

Tabnua ARP cogepxut nHGOpMAIHIO O CeTAX U 00 OTIENbHBIX YCTPOICTBaX.

3. Kakue aeMeHThl JaHHBIX BKJIFOUCHBI B (DU3UYECKYIO TOTIOJIOTHIO?

Cxema [P-anpecaruun

Cxema HMEHOBaHMsI KOMIIbIOTEPOB

Pacnionoxxenue u qynHa kabenein

OuU3nYecKoe pacroioKeHUE BCEX CETEBbIX YCTPOMCTB

Pa3mep mmpokoBemarenbHbIX U KOJUIM3UOHHBIX JOMEHOB

AnmaparHasi KOHQUTypaIusi OKOHEYHBIX Y3JI0B

4. Kakas xomanna OC Windows oroOpaxaeT HMH(pOpPMALKIO O KOMIBIOTEpE, BKIIOYAS
[P-anpec nnTepdeiica, MacKy MOJCETH, LT3 MO YMOTYAHUIO U JOMOJHUTENbHYIO HH(OPMAIUIO O
cepsepax DHCP u DNS?

winipcfg /all

Ipconfig

ipconfig /all

Winipcfg

5. B kakoil obmactu cetu TpaduKk OT JPYrHMX Yy3J0B MOXKET HPHUBECTH K TOMY, 4TO
NEepeNaloIMil y3el1 OCTAaHOBUT I€pefady [aHHBIX, IO0CIE 4YEro Mepefarollinuil y3eldl BbDKHIAET
CiIy4yaifHOE BpeMs Mepe/1 MOBTOPHOM Nepenavyeit TaHHbIX ?

YPOBEHbB pacIpeIeIeHUs

PO CETH

YPOBEHB 10CTyIIa

UIMPOKOBEIIATEIbHBIA JOMEH

JIOMEH KOJUIU3UU

OJTHOpPAHTOBasl CETh

6. BeiOepuTe yTBEep:kIeHHE, OTHOCALIEECS K KOMaHAaM ping U tracert.

Komanna ping orobpaxaer pe3ynbraT IpOBEpKH COEIMHEHNs, a KOMaH 1a tracert — HeT.

Komanna tracert otoOpaxaer KaKAyl 4YacTb IYTH, a KOMaHAa ping OTOOpa)kaeT TOJIbKO
OTBET OT KOHEYHOI'0 y3JIa.

Komanne! ping u tracert MOryT oToOpakaTh pe3yJbTaThl B Tpa@UuecKoM BHIE.

Komanpna tracert ucrionb3yer IP-agpeca, a komanga ping — HeT.

7. Bribepute yTBepxkKaeHUE, OTHOCALIEECS K Cpeie Nepeaayn Ha OCHOBE HEIKPAaHUPOBAHHOU
BHUTOU TApPBHI.

caMblil POCTOM THI CETEBOro Kalelis Al yCTaHOBKU

HCIIOJIB3YET CBET JJIs Iepejauyl TaHHbIX

Han0oJee NIMPOKO UCIOIb3YEMBIH TUII Cpeibl Mepeaadn

BOCIIPMMMUYMBA K AJIEKTPOMAarHUTHBIM U PaJIMOYaCTOTHBIM [TIOMEXam

OOBIYHO MCTIONB3YETCS MEXKAY 3/1aHUSIMU

OOBIYHO MCTOJB3YETCS MOCTABIIMKOM YCIIYT KaOeIbHOTO TEJIEBUICHHS ISl TOIKIIOUCHHS K
Hurepuery

8. Kakoe yTBepkaenue o yactHbix [P-agpecax BepHo?

Oosee 6e30MacHbI, MOCKOIBKY BUAHBI TOJIBKO B JIOKATHHON CETH.

HCIIOJNIB3YIOTCS 1715 epenayn yepe3 MHrepHer.

o0ecrednBaroT JeTKUii JOCTYI BHEIIHUX MMOJIb30BaTENel K BHYTPEHHUM BeO-cepBepam.

MOTYT HMCIIOJIb30BaThCS TOJIBKO OAHON KOMIIaHUEN OIHOBPEMEHHO.

9. KakoB MAC-anpec HaznaueHus kaapa Ethernet mmpokoBeniarenbHoOM pacchUIKu?

AA-AA-AA-AA-AA-AA

255.255.255.255

FF-FF-FF-FF-FF-FF

1.1.1.1

10. BoiGepute MpOTOKOJIBI, OTHOCSIIUECS K MPUKIIAHOMY YpoBHIO Mozaenu OSI.

FTP

DSL

17



ARP

POP3

TCP

DHCP

11. Tlowemy texnonoruss IEEE 802.11 mo3BonseTr mnepenaBaTh [aHHBIE Ha OOIBIIHE

paccrosnus, yem texnosorus IEEE 802.15?

nepeaavya OCyIIeCTBISIETCS Ha ropas3o 0onee HU3KUX 4acToTax

nepeaada OCyIleCTBISIETCs Ha ropas3o 6osee BBICOKMX 4acToTax

uMeeT OOJBIIYIO BBIXOAHYIO MOIIHOCTb

HCIOJNIB3YIOTCS O0Jiee TPOABUHYThIE METOAbI IIU(PPOBAHUS

12. KakoBsl npeumymiectsa texHonorun IEEE 802.11 nmepen texHonorueil npoBogHON

JIOKAJILHOU ceTu?

OoJtee JienIeBbIe CETEBbIE a1aTephl

OoJiee HU3Kasi CTOMMOCTb 00CITy>KUBaHUS

Oosnee BBICOKHI YPOBEHb O€3011aCHOCTH

Oosbllas JaJbHOCTh Mepeaayn

MIPOCTOTA YCTAHOBKU

JIeTKasi pacIupsieMOCTb

13. Kakoii cranmapt oOecrieunBaeT HauOOJBIIYI0 OOpaTHYI0 COBMECTUMOCTb C

MPEABITYIIUMH CTAaHAAPTAMHU, HO TIPU 3TOM JEMOHCTPHUPYET OONBIIYIO MPONU3BOAUTEIILHOCTH?

802.11a

802.11b

802,11g

802.11n

14. Yro Takoe CSMA/CA?

METOJ JOCTYyIa, ucronb3yeMblii TexHonoruen IEEE 802.11 ¢ npenorBpaiieHneM Koun3ui
MeTox ocTyna, ucnoiabzyeMbli TexHonorueit IEEE 802.11, uroOsl n3bexars 1y0aupoBaHus

SSID

METOJ] JIOCTYIa, MUCTOIb3yeMblil TexHonoruei mpooanoro Ethernet ans mpenoTrBpaieHus
KOJUTH3HI

METOJl JIOCTYIa, WCIOJNb3YeMbId OO0 TEXHOJNOTHEW, KOTOpas HMEeT Ype3MepHbIe
KOJUTU3WUH

15. Ilonmp3oBaTenb Xo4deT MMpOBCPUTb COCAUHCHHUEC MCKIAY XOCTOM 3 1 XOCTOM &8 B CETH.

KaKYIO KOMaHay MOXXHO HCIIOJIb30BaTh AJIsI IPOBECPKHU COCI[I/IHGHI/HI?

nslookup

ipconfig

netstat

ping

16. Kakue naHHbIe MOXKHO OIPEIEIUTh C TOMOIIBIO KOMaH Ikl ipconfig?
Macka MojCEeTH

Cepsep DNS

¢bu3nveckuii aapec

HUTI03 IO YMOJIYAHHUIO

IP-anpec

Cepsep DHCP.

17. Kak cBeTOAMOMHBIN MHIUKATOP YKa3bIBACT HA TO, YTO Yepe3 MOPT nepeaaetcs Tpadpuk?
MOCTOSIHHO TOPUT JKEITHIM

MUTAET

MOCTOSIHHO TOPUT 3€JI€HBIM

HAXOIUTCS B BBIKITIOYCHHOM COCTOSTHUHU

18. HazoBute xapakTepucTUKH MaciITabupyemoii cetu?

COJIEP>KUT OIPAHMUECHHOE KOJIMYECTBO MPHIIOKEHUM

JIETKO MeperpykaeTcs pu YBeTUUYEeHUU Tpaduka

MEHee HaJIe’KHa, YeM HeOOoJIbIIast CETh
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YBEJIMUUBAETCS B pa3Mepe, HE 3aTparuBas CyLECTBYIOIIUX M10JIb30BaTENIEH

COZIEPKUT MOAYJIbHBIE YCTPOICTBA, KOTOPbIE J1€1al0T BOBMOXKHBIM pacIIupeHHe

19. CeteBoii aAMUHUCTPATOP MOXKET YCHEIIHO OTIPABUTh HX0-3aMPOC HA CEPBEP MO aApecy
www.mospolytech.com, HO He MOXET OTHPaBUTh 0JXO-3aPOC Ha BeO-CEpBEP KOMIIAHUH,
pPacnoOXKEHHBII Ha caiiTe HMHTEpHET-IpoBaiifepa B ApyroM ropozae. Kakyro koMaHay MOXXHO
UCIIOJIb30BaTh JJIs OINpeAeseHUs] KOHKPETHOIO MapHIpyTH3aropa, B KOTOPOM IPOU30ILIA MOTEps
WIH 3aJIepKKa [1aKEeTOB?

telnet

ipconfig

traceroute

netstat

20. Yro mo3BONAET OTHPABIATH M IOIYy4YaTh JJIEKTPOHHYKO IIOYTYy HA CaMbIX Pa3HBIX
ycTpoiicTBax?

Bce ycrpoiicTBa ncnonb3yrot oy u Ty ke OC.

[IporpammHoe obecrieueHne MOYTOBOTO CepBepa MOCTABISIETCS OAHUM MOCTABIIMKOM.

YerpoiicTBa HCTIONB3YIOT 0HO | TO ke [1O modToBOTO KiIueHTa.

[ToutoBoe I1O HammcaHO C UCIOJIB30BAaHHEM CTAHAAPTOB U MPOTOKOJIOB, 00ECIIEUNBAIOIINX
COBMECTHMOCTb.

21. CrneuumanucT ciIyXObl TEXHHYECKOM MOAJIEPKKU IOJ03pEeBacT NpolieMy Ha CETeBOM
ypoBHe Monenu OSI. Kakue Bonmpochl JOMKEH 3a4aTh CIIELUAIUCT, YTOObI OOHAPYKUTH NMPOOIEMy
Ha CETEBOM YpOBHe? Baill KoMIIbIOTEp HaCTPOEH Ha UCNoNb30BaHue npotokona DHCP?

MoskeTe i BBI 32Tl HAa www.mospolytech.com?

IToaxiroueH 1 Balll ceTeBON Kabennb?

YeneuHslii 11 9X0-3a1poc, OTIPABICHHBIN Ha [UII03 M0 YMOIYaHUIO?

Bunure 11 BBl HHOAUKATOP COEAMHEHNUS HA CETEBOM Iu1aTe?

22. KakoBa 1o yMoI4aHuio Macka mojcetu s aapeca 172.31.18.2227

255.0.0.0

255.255.0.0

255.255.255.0

255.255.255.254

255.255.255.255

23. Kakue u3 agpecoB SBISIOTCS aapecaMu nojacetu, eciu 172.25.15.0/24 nonomHUTEIBHO
pa3OUT Ha MOJCETH MyTEM 3aMMCTBOBAHUS JIOMIOJIHUTENBHBIX YEThIpeX OUTOB?

172.25.15.0

172.25.15.8

172.25.15.16

172.25.15.40

172.25.15.96

172.25.15.248

24. V3zen A wnactpoen c IP-agpecom 192.168.39.43, a y3en B mactpoen ¢ [P-agpecom
192.168.39.49. O0a y31a UCNONB3YIOT OAHY U Ty e MacKy nozcetu 255.255.255.240, Ho He MOTYT
OTIPABIIITH X0-3aIPOCHl ApyT IpyTy. Kakoe cereBoe yCTpoicTBO TpeOyeTcs Al CBA3M 3TUX JIBYX
y3710B?

KOMMYTaTop

KOHIIEHTPATOp

cepsep

MapIIpyTU3aTop

25. Kakas Macka IojICeTH yKazaHa B ceTeBoM ajpece 172.16.4.8/18?

255.255.0.0

255.255.128.0

255.255.192.0

255.255.224.0

255.255.240.0

255.255.248.0
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255.255.252.0

255.255.254.0

26. Ecnu cereBod agMUHUCTpATOp NPUMEHSET MacKy mnojaceru 255.255.255.248, ckonbko
[P-anpecoB MOKHO Ha3HAYUTh y3aaM?

6

30

126

254

510

1022

27. Kakoif MeTox MOXHO MHCIIOJBb30BaTh Uil HAacTpolku kommyTtaropa Cisco mnepen
npuMeHnenueM [P-anpeca k uarepdeiicy ynpasnenus?

[Iporpammuoe ob6ecnieuenue CiscoView, ucronssytoriee Vian 1

NuTepdeiic komananoii crpoku Cisco 10S ¢ ucnons3oBanuem Vlan 1

Cisco Device Manager ¢ ncnosnb30BaHHEM KOHCOJIBHOTO 1OpTa

WuTepdeiic komanaHoii ctpoku Cisco 10S ¢ ucnonb3oBaHHEM KOHCOJIBHOTO MOPTa

28. Kakoii 6e30macHbli BHYTPUIIOIOCHBIM METOJ JOCTYIa MOXKET HCIIOIb30BaTh KIIMEHT JUIs
MOJIKITFOYCHHUS K YCTPONCTBY LTSI YAAJICHHOI'O MOHUTOPUHTA M HACTPOUKH?

HTTP

Telnet

KOHCOJIbHBII MOPT

SSH

29. Kaxkoil pexxuM MapuHIpyTuU3aTopa oOToOpa)kaeT NpUIVIAIICHUE KOMAHJHOM CTPOKH
Router#?

M10JIb30BATENILCKUIN PEXXKUM

MPUBHUIICTUPOBAHHBIN PEKUM

PEKUM HACTPOIKHU

pexuM robanbHON KOH(UTypanuu

30. B kakux ciyyasx HEOOXOJMMO YHPABIATH MapIIPyTH3aTOPOM IO CETH C IOMOILBIO
IPOTOKOJIOB?

KOrJJa MHTEpHET-NpOBaiiep MoJay4yaeT IOCTYH K MapIIpyTH3aTopy IOJb30BaTeNs JUIs
KOHTPOJISI HOPMAJTBHOU paOOThI

HOJYYMTh JOCTYH U HACTPOUTH MApIIPYTU3ATOP Hepesl HadaloM paboThl B CETH

WCTPaBUTH OMNOKY, MPUBOAMBIIYIO K OTKIIIOUEHUIO CETEBBIX HHTEP(EHCOB HA poyTepe

B ClTyyae HEKOPPEKTHBIX HACTPOEK KOHPUrypauu Tpanciasiuuu NAT

JUIsL pE3€pBHOTO KOMMMPOBAaHMS TEKyIIel KoHPUrypauuu Ha tftp-cepsep

31. Kakue yTBep)KIeHMsS ONMCHIBAIOT pe3yibTaT BHINOIHEHUS KomaHnel iproute 0.0.0.0
0.0.0.0 192.168.1.1 Ha mapipyTtuzarope?

Ecnu MapuipyT k ceTH Ha3HaYeHMsI HEU3BECTEH, MTAKET OTIpaBisieTcs B ceTh 192.168.1.1.

Hoctyn k ynanersou cetu 192.168.1.0 Bo3morxkeH uepe3 J1r000it mHTEpdEiic.

MapupyTuzatop He MOXKET 1ocThub cetu 192.168.1.0.

Bce naketsl, mosyuyeHHbIE MapIIpyTU3aTOPOM, OTIPaBIsitOTCA Ha aapec 192.168.1.1.

B Tabnuny mapupyTtuzanuu 100aBisieTcs CTaTHYeCKUA MapIpyT MO YMOJIYAHUIO.

32. Jlns ygero HeoOxomumo HazHauaTh IP-ampec uutepdeiicy VLAN1 nHa xommyTaTtope
Cisco?

9TOOBI KOMMYTATOP MOT BBITTOJIHATH MAPIIPYTU3ALUIO MEXKY CETIMU

YTOOBI MOYYUTh YAAJICHHBIN JOCTYN K KOMMYTATOpPY JUIsl HACTPOMKH U KOH(UTYpUPOBaHUS

YTOOBI KOMMYTATOp MOT niepechutaTh [P-makeTsl

co3JaTh MOACETh C HOBBIM IP-apecom Ha koMmyTaTope

33. Kakwe MeTombl HCIONB3YIOTCA Il J00aBICHHS YHAJCHHBIX CeTe B TaOmHiry
MapuipyTu3anuu?

sKCIopTUpyroTCcs U3 Tabmuisl MAC-aapecos

BBOJISITCS a]IMUHUCTPATOPOM

UMIIOPTUPYETCS U3 QIeI-aMaT poyTepa
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J00aBIISAIOTCS Yepe3 MPOTOKOI MapIIPyTU3aLUU

NO0aBIAIOTCS IMyTEM IIMPOKOBEINATENbHOM IIepeflaud HMX CEeTEBOro ajpeca CeTeBOM
uHTepdeiicHoi maaron

J00ABIISFOTCS C TIOMOIIBIO TTPe0Opa30BaHUs aJIPECOB

34. Kak mapuipyTuzarop nojiydaerT WHGOPMALUIO O HAWIYYIIEM MapIIpyTe MpU OTIPaBKe
MaKeTa Ha yJaJeHHbIN y3ei?

13 KOH(UTYPaMOHHOTO (aiisia, XpaHIIIErocss B ONEPaTUBHOMN MaMsATH

ot [0S, xpaasmmmucs Bo GuIdII-aMsATH JaHHBIMA

n3 nepeaanHoro [P-nakera

13 TabNIUIbl MapIIPYTU3ALIUY, XpaHsIIIeHcs B ONIepaTUBHON MaMsATH

35. Ha mapuipyTtuszarope HEOOXOJMMO HAaCTPOUThH HOBYIO ceTh. Kakue 3a1aun HeoOXoauMo
BBITMOJHUTD IS peanu3aliy JMHAMUYeCKON MapIipyTU3aluy sl HOBOM ceTu?

Haznauuts nuntepoeiicy IP-anpec u macky nozaceru.

O6HoBUTHh HMHpOpManMI0O 0 KoH(urypamuu iphost, ykazaB ums ycrtpoiictBa u [P-agpec
HOBOTO UHTep(etica.

HacTtpouTs mpoTokon MapuipyTH3aluHu, HUCIOJIb3yeMbIH Ha BCEX IPYIHX KOPHOPAaTHBHBIX
MapuIpyTU3aTopax, ¢ HH(popMmale o HOBOH ceTu.

Br16path HacTpauBaemblil IPOTOKOJ MapUIpyTH3AINH.

Hactpoutes mnporokon wmapmpyTtusauuu c [P-agpecom u  Mackoil NOACETH HOBOTO
uHTepdeiica.

Hactpouts nnporokon mapupyrusauuu ¢ [P-agpecom HOBoOM ceTu.

36. CereBoil crnenuagncT HaCTpauBaeT HOBBIM Mapiipytusatop. MHTepdelicsl HacTpoeHs!,
HO IPOTOKOJBl MAapUIPyTH3allMM WIA CTAaTUYECKUE MapLIpyThl €I1e He HacTpoeHbl. Kakwue
MapLIpyThl YK€ IPUCYTCTBYIOT B TaOJIHIIe MapLIPpyTU3aLUU?

MapuipyThl OTCYTCTBYIOT, TaOJINIIAa MApIIPyTH3ALIUU ITyCTa.

MpsIMbIE€ COETUHEHUS

MapIIPyThI 10 YMOJTYAHHUIO

MapIIpyThl LIMPOKOBEIIATEILHON PACCHUIKU

37. Kakue 3agauu pemaroT NpOTOKOJIBI MapUIPyTH3aLUK?

MH(OPMUPOBAHKE Y3JI0B JIOKAJbHOM CETU O HOBBIX aJipecax LUII030B 10 YMOIYaHUIO

U3y4€HHUE AOCTYIHbBIX MapIIPYTOB KO BCEM IIyHKTaM Ha3HA4YEHHUs

yAaJIeHue MapuIpyTOB U3 TaOIUIbl MapIIPYTU3ALIUU TIOC]IE UCTEYEHHS CpOKa IeUCTBUS

o0ecriedeHre CXeMbl aJjpecaliuyl Uil HACHTU(DUKAIIUY CceTer

pa3MelieHre HauTydIlero MapuipyTa B Ta0JIuLe MaplpyTH3auu

TPaHCIIOPTUPOBKA MOJIb30BATENBCKUX JaHHBIX B CETh HA3HAYCHHUS

38. Kakoii ypoenb mozaenu TCP/IP unkancynupyeT nakeTsl AJs epeayu B nepeaaromen
cpene?

TpaHcniopTHBIN

HNHurepHera

[Ipunoxenui

JocTtyna Kk cetn

39. Kakue mnpoTOKOIBI NPUKIATHOTO YPOBHS MCIOJNB3YIOT B KauecTBE IPOTOKOJIA
Tpa”cnopTtHoro yposus UDP?

SMTP

DNS

HTTP

ICMP

TFTP

SNMP

40. Kakue mpoTOKOJIbI OIPEEIIAIOT, KaK MOYTOBBINA KIIMEHT MOJIy4aeT oUTy ¢ cepBepa?

Telnet

FTP

IMAP

HTTP
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SMTP

POP3

41. B MOMEHT NOAKIIOYECHHUS IOYTOBBI KIMEHT 3arpykaeT BcE COOOLICHHS Ha CBOE
YCTPONCTBO, a 3aTeM yJalsieT UX ¢ IIOYTOBOro cepBepa. Kakoi THUIl MOAKIIIOUEHHs KIMEHTA J1eJ1aeT
9TO IO YMOJIYaHUI0?

SMTP

IMAP

POP3

POP1

42. Cermenrt, anpecoBannbii TCP-mopry 21, mocrymaer Ha cepBep. Kakas ciyx0a
IPUKIJIAJHOTO YPOBHS SIBIISIETCS I1OJIy4aTEJIEM ITOIO CETMEHTa?

IMAP

HTTP

POP3

HTTPS

FTP

43. Jlns yero HEOOXOIMMO, YTOOBI Y3JIbl MCTOYHHK M Ha3HAYEHUS CHUHXPOHH3UPOBAIU
MOPSAIKOBBIE HOMEpPa BO BpeMsl TpexdTanHoro pykomnoxatus TCP?

YTOOBI CO3/1aTh NPy COKETOB JIJIsl COSIMHEHUS MEXY y3JIaMU

YTOOBI y3€JI MOT ONPEAEIUTh, KaKoe MPUII0KEHHE SBISETCS Ha3HAYEHUEM CETMEHTOB

YTOOBI IPEAOCTABUTh HHPOPMAIIUIO O y3JI€ Ha3HAYEHUS Ul CETEBBIX y3JI0B, Uepe3 KOTOPbIe
IPOXOJUT MapIIPYT

4yT0OBI 002 y3J1a MOIVIM OTCJIEKUBATH OTIPABICHHBIE U ITOITBEPK/ICHHBIE CETMEHTBI

4yTOOBI yKa3aTh BpeMs npeodpaszoBanus [P-anpeca y3na

JUIsL UACHTU(PUKALMY TTOTEPSHHBIX CETMEHTOB, KOTOPhIe HEOOXOUMO TepeiaTh TOBTOPHO

44. Kakue yTBEpKICHUS OMUCHIBAIOT BHETIOJIOCHOE COequHEHNE?

C TOYKHM 3pEHMs YINpaBieHHs ciayxO0amu Oojee MpearnouTUTENbHbINH, YeM YIpaBiIcHUE
YCTPOICTBOM IO CETU CPEACTBAMHU ITPOTOKOJIOB

He TpeOyeT PU3NIECKOTrO MOAKITIOYEHUS

HCIIONIB3YETCs 111 IEPBOHAYAIbHOM HACTPOMKH YCTPOMCTBA

HCIIOJIB3YET MPSIMOE KOHCOJIBHOE NOJKIOUEHUE

obecrieunBaeT Oonbmuii HaOOp (YHKIIMOHAIBHBIX BO3MOXKHOCTEH, YeM YIIpaBICHHUE
YCTPOMCTBOM IO CETH CPEACTBAMHU ITPOTOKOJIOB

45. Ilouemy VoIP u Buneorpaduk ucnonb3yror nporokoia UDP?

TpeOyeTcs JocTaBKa BCEX CETMEHTOB, HE3aBUCUMO OT 3aEPIKKH.

rapaHTUPYeT JOCTaBKYy U MOJATBEPKICHHUE MMOIYYECHHUS CETMEHTA JaHHbBIX,

NO3BOJIET M30eKaTh 3a/lepP>KeK, BhI3BAHHBIX MOBTOPHOM Nepenadei, 4ToObl rapaHTUPOBATh
JIOCTaBKy CErMEHTa

TPEXCTOPOHHEE KBUTHpOBaHue, ucnoaszyemoe B UDP, yckopser mepeaady rosiocoBBIX U
BUJICOAHHBIX

46. Kakue TEXHOIOTMH pACHIMPSIOT BO3MOXHOCTH YJQJE€HHBIX COTPYIHUKOB IIO
0€e30MacHOMY NOAKIIOUEHUIO K BHYTPEHHUM pecypcaM KOMIaHUU?

HTTP

Telnet

FTP

SSH

VPN

47. Cneunanucty HEOOXOAMMO YAAJIEHHO MPOJAEMOHCTPUPOBAaTh padOTy MHPOrPaMMHOIO
NPUIOKEHHS cpa3y HECKOJIBKUM JItoAsM. Kakoit MHCTpYMEHT MOXKHO HCIOJIb30BaTh Ui 3TOr0?

Telnet

FTP

CPEACTBO YAAJIEHHOTO JOCTYTa K pabo4eMy CTOIY

3JIEKTPOHHAS [10YTA
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48. Kakue naHHbIE MOXKHO TMOJIYYUTh C MOMOIIBIO KoMmaHnel show mac-address-table Ha
kommyTarope Cisco?

[P-agpeca HanpsAMyIO IOAKIIIOYEHHBIX CETEBBIX Y3JI0B

MAC-anpeca nopToB KOMMyTaropa

conocrasienne MAC-agpecos u IP-agpecoB [uisl ceTeBbIX y3710B

HOPT, UCIOJIb3YEMbIIl KOMMYTATOPOM JUIsl IEPECHUIKH KaJApPOB Y311y

49. Kakue ™pPOTOKOJNBI UCIOJIB3YIOTCS Ui TMOAKIoueHus ycrpoictBa Cisco mpu
BHYTPHUIIOJIOCHOM J10CTyne?

Telnet

ARP

SMTP

FTP

SSH

50. Kakue npeumymiectsa ucnosiaszoBanust VLAN nomyyaer opranuzanus?

OpraHu3aiys Mnojyyaer ruOKocTh O1arogapst BO3MOXHOCTH T'PYNIHUPOBATh MOJIb30BaTeNei
He 10 (PU3MYECKOMY MECTOIIOJIOKEHUIO, a 110 (PYHKIIHSIM.

MEPCOHA OTJeNla U CETEBble PEecypchl MOTYT LEHTPAIW30BAaHO OOBEIUHATHCS HAa OTHOM
(bu3nyeCcKOM yyacTke.

KOJIMYECTBO MIMPOKOBELIATEIbHBIX IOMEHOB B KOPIIOPATUBHON CETH YMEHBIIIAETCA.

OpraHu3alys MOJy4aeT BO3MOXHOCTBH JIOTMYECKH OTIEIUTH I'OJIOCOBOM M JPYTOM BayKHBIM
TpaduK OT BCeX OCTAIbHBIX BUIOB TpaduKa.

CHIDKAET 3aTpaThl Ha YNPABICHHUE CEThIO 3a CYET 3aMEHbI OOJIBIIOT0 KOJMYECTBA YCTPOHCTB
2-ro ypoBHS HEOOIBIIUM KOJTMUYECTBOM YCTPOHCTB 3-TO YPOBHSI.

yCTpaHseT HEOOXOAUMOCTh MapLIpyTH3auH TpadrKa B OOIBIINUX CETAX.

51. KakoBo Hawily4llee CyMMHPOBAHUE MapLIPyTOB AJIS CJAEAYIOLIETO CIUCKA COEIUHEHUN?
209.48.200.0 209.48.201.0 209.48.202.0 209.48.203.0 209.48.200.0/20.

209.48.200.0/22

209.48.201.0/20

209.48.201.0/21

52. K xakoii cetu mpuHamiexuT xoct ¢ [P-agpecom 172.32.65.13 u mackoil mojaceru mo
YMOJIYaHUI0?

172.32.0.0

172.32.32.0

172.32.65.0

172.32.65.32

53. CereBoit anpec kiacca C MOXKHO pa3fenuTh Ha 8 mozcerel. Mcnonb3ys MacKy moJceTH
nepemeHHoro pasMepa (VLSM), kakayro U3 3THX MOJACETeH MOXKHO pa3esuTh Ha § Oojee MEeNKHUX
noacereil. Kakyro Macky frogeet#t HEOOXOOUMO HCIIONIb30BaTh JJISl MOJYyUYEHUs § MPUTOAHBIX JJIS
UCIIOJIb30BaHMs aIpeECOB y3JI0B?

/26

/127

/28

/29

/30

/31

54. Kakoit u3 IP-agpecoB siBnsieTcss azpecom MOJCETH, €CIU ISl pa3esiCHHs] Ha TOACETH
UCIIOJIb30BaNIach Macka /26?7

172.16.43.16

172.16.47.224

172.16.128.32

172.16.157.96

172.16.192.252

172.16.243.64

55. Jlns yero Hy>KHa MacKH MOACETH?
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Macka noaceTs UCnob3yeTcs Uil ONpeAeiieHus ceTeBor yactu IP-aapeca.

Macka mojaceTH HCmonb3yercs s pa3oueHus 48-6utHoro aapeca Ha OUI m cepuifHbIN
HOMEp IPOU3BOIUTEIIS.

Macka noaceru Tpedyercs, €Ciii LUTI03 110 YMOITYaHHUIO HE YKa3aH.

Macka noacetu TpeOyeTcst TOJIBKO MPU 3aMMCTBOBAaHUH OMTOB B CETH

56. Kakue npenmyiiecTBa CTaTUYECKOW MapHIpyTHU3alMUA MO CPABHEHHUIO C TMHAMUYECKOMN
MapIIpyTH3aLuei?

OoJiee HaJle)KHA, TTOCKOJIBKY MapLIpyTH3aTOPbl HE OOBSBISIOT MapUIPYTHI.

MpOIe aIMUHUCTPUPOBATH KOH(PHUTYPAIHIO CETH.

o0ecrednBaeT MacIITabuPyeMOCTh CETH.

MEHBbIIIE TTO/IBEPKEHA OIIHOKAM.

MeHb1e 3arpy3ka [I1.

57. Kakue napameTpsl onpeneneHsl ctanaapramu WAN?

TUI UHKAMCYISUU

yIPaBIEHUE TIOTOKOM

[P-anpecanus

MIOCTaBLINK

MIPOTOKOJI MapILIPyTU3ALUH.

¢busnyeckas aapecays

58. Kakue ypoau monenu OS] onucbiBatoT ctanaaptsl WAN?

TpaHCIIOPTHBIN YPOBEHb

CeaHCOBBII ypOBEHb

CereBoll ypoBEHb

KananbHblll ypOBEHB

DuU3NYECKUN YPOBEHD

[IpukiiagHOi ypoBEHB

59. Tlocne oueHkH TpeOOBaHUI KOMIAHMM W TEKylled ceTeBol HH(pacTpyKTyphl
pa3paboTuuMK ceTh BKIOYaeT TpeOoBaHue: yctaHoBuTh Bropoil WBII mns nentpansbHOro
BeO-cepBepa B NpEAJIOKEHUE MO OOHOBIEHUIO ceTH. Kakas 3ajaua MpOEKTHPOBaHUS ceTu OyneTt
pelieHa TakuM oopazom?

6€301acHOCTh

MacHITabupyeMoCThb

OTKa30yCTOMYMUBOCTh

CKOPOCTb

yIPaBISEMOCTD

60. IT-ornen xommnaHuM HaHsUI HOBOro MHX¥eHepa. UT-meHemxep MpeaocTaBUsl HOBOMY
COTPYIAHMKY Ul O3HAKOMJICHHUSI CAMYI0 aKTyaJbHYIO CXEMY JIOTHYECKON U (prU3MyecKoit TOmoJoruu
cetu. Kakyro nadopmainio nHxkeHep AOIKEH U3BJIeYb U3 ITHX AUarpaMm?

CTaHJapTHBIE OOIIME TPUHLIUITBI UMEHOBaHUS

yUYETHBIE TAHHBIE MTOJIb30BATEIS JJIs1 HACTPOHKH KOH(UTYpAIH yCTPOUCTBA

CMETy CETEeBOr0 000PYI0BaHUS

KOHTAKTHBIE IaHHBIE CIIELUAIMCTOB M0 YCTAHOBKE 000PYyAOBaHUS.

pacroNoKEeHNE CETEBBIX YCTPONCTB

CTaTyC KaHaJIOB MapUIPyTHU3UPYIOLINX YCTPOICTB

61. Yro mpousoiiget npu BeinonHeHnH komaH bl dirflash: Ha mapmpyTusarope?

Conepxxumoe umnI-maMsaty Oyaert nepemenieHo B NVRAM.

Omur-namsaTh OyaeT crepTra

OTtoOpakaeTcst CoaepKUMOe (IAMI-TTAMSITH.

Omur-namaTh OyaeT oTdhopMaTupoBaHa.

62. Kakue nBa KpUTepusi OLEHKU MPOU3BOJUTEILHOCTH CETH KOHEUHbBIE I0JIb30BaTENN
CUMTAIOT HanboJee BaXKHbIMU?

JOCTYITHOCTb CETU

UCIIOJIb30BaHKE KaHalla

3G PEKTUBHOCTH MAPIIPYTH3ALUN
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OTKJIMK IIPWIOKECHUI

Hepapxus CETEBOIO Ju3aiHa

63. Ilpu peanuzanuu cetu ¢ mnojaepkkoi IP-tenedoHnu Kakol KOMIIOHEHT TaKkKe
HE00XO0IMMO BHEJIPUTH?

ACL-cnucku

QoS

DMZ

MEXKCETEBOM IKpaH

64. Kpynnoii komnanuu TpebyeTcs AOCTYINl K BHYTpeHHEH HH(OpMAaIuu, XpaHsIIencs Ha
cepBepax KOMITAaHWH, JUIsl BHEIIHMX COTpyqHUKOB. Kakoit Merom obOecmeunBaeTr Oe3omacHoe
TyHHEIUpoBaHue uepe3 MuTepuer?

cucteMa oOHapysxeHus Bropxkennit (IDS).

BUPTYyaJIbHAasl YaCTHAsl CETh.

o0menocTyHas 0ecrpoBOIHAS TOYKA TOCTYTIA.

ssh-potokon.

65. Kakumu cnoco6amMu HEKOTOpbIE CETH MOTYT UCHOJib30BaTh [Pv6, coxpaHsas npu 3ToMm
BO3MOYKHOCTb CBA3M uepe3 IHTepHeT ¢ IpyruMHu ceTsiMu, ucnonb3yomumu [Pv4?

Ucnonws3zoBats Microsoft Gateway st npeoOpa3oBanus nakeros [Pv4 B makerst [Pvo.

VYcraHoBUTh Ha  TpaHMuYHBIX — MapmpyTuzaropax IPv6 ob6paz [0S, crnocoGHbIit
npeoOpa3oBbIBaTh nakeTbl Pv6 B makersl [Pv4.

[TpuobpecTtu HOBBIE ceTeBbIE KapThl, CIIOCOOHBIE pacIO3HABATh MakeThl [Pvo.

BxirounTe TyHHEIMpoBaHHE, 4YTOObI pPa3pelIUTh HWHKANCyIanuio mnakeroB I[Pv6 u wux
OTIpaBKy 1o cetu [Pv4.

YBenuuuTh pazmep 3arosioBka [Pv4, uToObl BKIIIOUYUTH 3arosioBok [Pv6.

66. Uto MOXeT caenarh aAMUHUCTpAToOp ¢ nomousio VLSM (ceTeBbIX Macok mnepeMeHHOH
JUIUHBI)?

ncnonp3oBarh RIPv] B kauecTBe mpoTOKOIa MapIIpyTU3allMi BO BCEH aBTOHOMHOM cucTeMe

HCIIOJIb30BaTh HECKOJIBKO IMPOTOKOJIOB MapILIpyTH3aLMU B aBTOHOMHOM crucTteme

HCII0JIb30BaTh HECKOJIBKO MAaCOK IIOJICETH B OIHOM IpocTpaHcTBe [P-anpecos

HCIIONIb30BaTh €IMHYIO0 MACKY IIOJICETH BO BCEM AaBTOHOMHOW CHCTEME.

67. CormacHo cxeme, /Ui HoBoro kaHaja Ethernet TpeOyeTcst nomonHuTenbHAs MOJCETH
MEXAy MapiipytuzaropoMm 1 u mapmpytusatopom 2. Kakue ampeca mojaceTd MODKHBI OBITh
HACTPOEHBI B 3TOH CETH, YTOObI 00ECeYnTh MAaKCUMYM 14 UCHOJIb3yeMbIX aJpecoB JJIsl JaHHOTO
KaHaJja MpH MoTepe MUHUMAJIbHOE KOJIMYECTBO aJIpeCcoB?

192.1.1.16/26

192.1.1.96/28

192.1.1.160/28

192.1.1.196/27

192.1.1.224/28

192.1.1.240/28

68. [l yero ucnonb3yercs mudpoBanue Tpapuka B 6ezonacHoir VPN?

9T00BI TpaUK OT HEaBTOPU3OBAHHOTO NEpCOHaja HE KOHQIUKTOBANT € TpaduUKOM OT
aBTOPU30BAHHOI'O IEPCOHAIIA

4TOOBI 00ECNEUNTh MapLUIPYTU3ALUIO TpadrKa B BUPTYaJbHOW YaCTHOM CeTH

yroObl ~ JaHHBIE,  OTIpaBiIseMble [0  BHUPTyaJbHOW  CETH  MEXIY  JABYMs
ayTeHTU(QUIIMPOBAHHBIMU KOHEUHBIMHU TOUYKaMHU, HE PACIIO3HABAJINCH KaK OTKPBITHIA TEKCT

9TOOBI BeCh Tpa(hUK U3 HHTEPHETA HE PACIIO3HABAJICS KaK OTKPBITHIN TEKCT

69. Komnbrorep, IpeoCTaBISIOMINN CBOM PECYPCHI MTOJIb30BATEINSAM CETH:

[Tonp3o0Barensbckuit

Knuent

Cepsep

70. O0001IeHHas TeOMETpUUECKasi XapaKTEPUCTHKA KOMIILIOTEPHOH CeTH:

Tonosiorus cetu

CereBoii cepBep
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LLC.

VYraneHHbIE CETEBBIE KOMIIBIOTEPHI

71. I'moGanpHast KOMITBIOTEPHASI CETh MUPOBOTO YPOBHS:
WWWwW

DJIeKTpOHHAs MoYTa

HNurtpaner

72. OCHOBHBIMH THIIaMU KOMITbIOTEPHBIX CETEU SBJISIOTCS CETH:
coluaibHbIe, pa3BieKaTelbHble, OU3HEC-OPUEHTUPOBAHHbIE
JIOKaJIbHBIE, I100aJIbHbIE, pETHOHAIbHbIE

KJIIMEHTCKHUE, KOPIIOPATUBHbBIC, MEXIYHAPOIHbIE

73. IIpoTokos KOMIBIOTEPHOI ceTh - COBOKYITHOCTD:
TexHuueckue XapakKTepUCTHKH CETEBOTO Tpaduka
DJIEKTPOHHBIN )KYpHAJI PETUCTPALIMM IEHUCTBUI MOJb30BaTENEH CETH
[IpaBuna, periaMeHTUPYIONIUE PUEM-TIEpEaauy, aKTUBAIUIO JAHHBIX B CETH
74. Ilepenaya Bcex TaHHBIX B KOMIIBIOTEPHBIX CETAX PEATN30BaHA C IOMOUIBIO:
CeTeBbIX IPOTOKOJIOB

®DaiI0BOrO ceppepa

E-mail

75. JlokanbHast KOMIIBIOTEpHAs CETh 0003HAYACTCS:

LAN

MAN

WAN

76. I'mobanpHast KOMITBIOTEPHAS CETh 0003HAYACTCSI:

LAN

MAN

WAN

77. CeTp, B KOTOPOH HET BBIJICIIEHHOTO CEPBEPA, HA3bIBACTCS:
OJIHOYPOBHEBOM

OJTHOPAHTOBOW (ITMPUHTOBOIN)

HE IPUBA3aHHOMN K CEpPBEPY

78. Tononorus ceTu ONpenenseTcs CTpyKTypou:
AmnmnapatHoro o0ecriedeHus

[Iporpammuoro obecrneueHus

CoenuHeHus y3710B CETEBBIMU KaHAJIaMU CBSI3U

79. KaxkoBs! 1Be ob6uue xapakrepuctuku TCP u UDP?
pa3Mep OKHA 10 YMOJIYaHUIO

0€3 yCTaHOBJICHUSI COCTUHEHUS

HyMepalusi IOPTOB

3-3TarHoe PyKOmoXKaThe

BO3MOYKHOCTb II€PEABATh I0JI0C

HCIIOJIb30BAaHUE KOHTPOJIBHON CYMMBI

80. Ykaxute mHOoroaapecuslii MAC-anpec.
00-FE-C8-B3-1B-4C

FF-FF-FF-FF-FF-FF

01-00-5E-00-00-C8

81. KananbHbIil ypoBEeHb pa3fiesieH Ha JBa MogypoBHsA. O003HaubTe (DYHKIMU MOTYPOBHS

Conepxut B Kajape WH(GOPMAIUIO, YKa3bIBAIOIIYI0, JaHHBIE KAKOTO MPOTOKOJNA CETEBOTO
YPOBHSI MHKAICYJIUPOBAHbI B JAHHBIN Kajap. ITa HHGOpMAIHS MO3BOJSET PA3JIMUYHBIM MPOTOKOJIAM
CeTeBOro ypoBHs, TakuM Kak I[Pv4 u IPv6, COBMECTHO HCIO/IB30BaTb OJAMH U TOT K€ CETEBOM

UHTEPQEIC U MOIKITIOUCHHS.

I[O68.BJ'I${CT YHIpaBJIAOUIY O PIH(i)OpMaI_II/IIO AJIsL JOCTABKU ITAKETA Y31y Ha3HAUCHUA.
Bremonnaser HWHKAIICYJIAIUIO JaHHBIX.
OTBeuaer 3a pasMCIICHUC KaZIpOB B CPCAC NEpCaain U YIAJICHUC KaAPOB U3 HEC.
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82. MeTtoapl KOMMYyTaIMK KaapoB Ha KommyTaropax Cisco. YkaxuTe Npu3HaKu KOMMYTalUuu
C IPOMEKYTOUHBIM XPAaHEHHUEM.

HeoOXomuM JUIs aHanu3a KadecTBa oOcmykuBaHus (QO0S) B KOHBEPIeHTHBIX CETSIX, TIe
TpeOyercs KiaccupuKkanus KaapoB AJIs Ha3HAUE€HUsI IPUOPUTETOB MPOXOAAIIET0 TpaduKa.

koMMmyTarop Oydepusyer TONBKO 4YacTh Kajpa, HeoOxommmyro s ureHus MAC-aapeca
Ha3Hau€HUs, 4TOObI OH MOT OIPEe/IeINTh, HAa KAaKOW MOPT MepeCchlIaTh JaHHbIE

KOMMYTAaTOp MOJIyYaeT Kaap HEeIUKOM U BBIYUCIAET HUKInUecKuil n30bITounbiii ko (CRC)

KOMMYTaTop 00pabaTbiBaeT KaJpbl IO MEpe UX MOCTYIUICHHUS, J1aXe eCiH Mepeaaya eie He
3aBeplIeHa

MO3BOJIIET YMEHBIIUTh MPOMYCKHYI0 CHOCOOHOCTb, 3aHMMAEMYyI0 MOBPEKICHHBIMU
JTaHHBIMU

83. Ykaxxute MHOroaapecHsie [P-agpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

84. Yxaxute MmHOTOaipecHbie [P-anpeca B tokanbpHOM ceTn?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

85. Ykaxute oOmienocrynuele (myonnyHbie) u yactHsie [P-agpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

86. Ykaxurte loopback IP-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

87. Ykaxure nokanbHble [P-anpeca kananos?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254
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¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

88. Ykaxurte [IP-anpeca TEST-NET?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

89. Vkaxure skcriepuMeHTanbHble [P-anpeca, 3ape3epBUpOBaHHBIE I HUCIIOJIB30BAaHUS B
Oymyuiem?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

90. IIpunoxenus, ucnomnssyromue nmporoxon TCP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VoIP

IPTV

91. Ilpunoxenus, ucnomp3ytomue mporokoa UDP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VoIP

IPTV

92. Kakoii mporecc obecreuuBaeT pas3/ielieHUEe JaHHBIX Ha Oojee MeJKue ONOoKd JUis
MOCJIEAYIOIIEH NepeIayu.

JIEKOMITO3ULIHS

MYJIbTUIUIEKCUPOBAHHE
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JeMyJIbTUIIEKCUPOBaHHE

CerMEHTaINs

Oyhepuzanus

MHKAIICYISIHS

93. Kakoil mpomecc NO3BOJSET HECKOJbKMM IIporpaMMaM  HCIIOJIb30BaThb  CETh

OJTHOBPEMEHHO.

JACKOMIIO3HMII A

MYJIBTUINIEKCUPOBAHUE

ACMYJIBTUIIIICKCUPOBAHUC

CEerMCHTAaIMsI

Oyhepuzanus

WHKaICyJIsaauA

KOMMYTaIus

94. Kakoil NpPOTOKOJ OTBEYAET TOJIBKO 3a CTPYKTYpY, QAPECaldi0 U MapUIpyTHU3ALUIO0

IMMaKE€TOB, HO HC OMPCACIIACT, KaAK OHU JOCTABJIAKOTCSA WU MEPCAAIOTCA 110 CCTU.

TCP/1P

IP

TCP

UDP

SMTP

95. Omnpenennurte NPOTOKOJ, HCIOJIB3YIOLIMN IEPEUUCICHHBIE OCHOBHBIE ONEPALMU IS

obecrieueHrs HaJIeKHOM Mepeadn JaHHBIX M0 CETH:

NOBTOPHYIO INEpcaavy PDU TPAHCIIOPTHOI'O YPOBHSA C HCHOATBCPKACHHBIMU JaHHBIMU

IMMOCJIC 3aJaHHOT'O BPEMCHU OXXUAAHUSA

OoTClICKUBaHUE KojaudectBa PDU TPAHCIIOPTHOI'O YPOBH:, OTHPABJICHHBIX Ha TOT HUJIA WHOM

y3€JI TEM WIM UHBIM IIPUIOKEHUEM, U MIOATBEPKIeHNE NTosrydeHHbIX PDU;

KOHTPOJIb pasMepa U CKOPOCTU oomena PDU TPAHCIIOPTHOI'O YPOBHA MCKAY KIIMCHTCKUMHA

YCTPOWCTBAMH U CEPBEPAMH.

TCP/IP

IP

TCP

UDP

EIGRP

96. Vkaxure MNPOTOKOJ, OOECHEeUMBAIOIIMN PACIIMPEHHYIO 3alIUTy JAHHBIX HAa OCHOBE

mudpoBaHus MPH Nepeaade JaHHbIX ceaHca 1o JuHun VTY:

VPN

SSH

Telnet

VLAN

97. R1#config t

R1(config)#enable password Ciscol123
R1(config)#enable secret Cisco234
R1(config)#service password-encryption
R1(config)#line con 0
R1(config-line)#password Cisco789
R1(config-line)#end

R1#copy run start

R1#reload

Yro OymeT B pe3ynbTaTe BBOAA 3TOM KOHGUTypaluel, €clii B CIEAYIOIUN pa3 ceTeBOn

AIAMUHUCTPATOP MOAKIIOYUT KOHCOJIBHBIH KaOelb K MapmpyTHu3arTopy W HE BBCACT HHKAKUX
JOINIOJTHUTCIBbHBIX KOMaHI[?

AnmuHUCTpaTopy HYykHO Oyznet BBecTH Ciscol23
AnmuHucTpaTopy HyxHO Oynet BBecTH Cisco234
AnmuHHCTpaTOpy HyXHO Oynet BBecTH Cisco789
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AJMMHUCTPATOP YBUIUT MpUITIAIICHHE KOMAaHIHON CTpOKU R1>

98. Ilonmp30Barenb OTKPHIBAET TPHU Opay3epa Ha OTHOM KOMITBIOTEpPE, YTOOBI MEPEHTH HA CANT
www.mospolytech.ru u HaiiTu uHpOpMAIMIO O pacHHCaHUU 3K3aMeHOB. BeO-cepBep oTmpaBisieT
oTBeT Ha 3arnpoc. Kakyro nHbopmManuio ucnoiabszyeT crek nporokoioB TCP/IP kommbroTepa, 4ToObBI
OTIpEeJIeNINTh, KAKOW U3 TpeX BeO-Opay3epoB JOKEH MOTYYUTh OTBET?

HOMEp MOpPTa UCTOYHUKA

[P-anpec nomyuarens

HOMEDp NOpTa Ha3HAYCHMUSI

IP-anpec ucrounuka

99. Kak Oyzmer BHIILACTH MaKCUMaJIbHO CKaToe nmpexactaBieHue [Pv6-aapeca
2001:0000:0000:1B5F:0000:0000:0000:0001?

2001:0: 1 BSF::1

2001:0:0: 1 BSF::1

2001:: 1 BSF:1

2001:0000:1B5F::1

2001:: 1 B5F:0:1

100. CxoJbKO apecoB y3710B MOXKHO Ha3Ha4MTh B ceTd 192.168.15.192 ¢ npeduxcom /26

254

126

62

30

256

128

64

32

101. becrnpoBonHOMY KJIMEHTY HEOOXOIMMO OTIPAaBUTh AJIEKTPOHHYIO MOYTY Ha MOYTOBBIN
cepsep. Kakoii mpotokosn OyzeT UCIoab30BaThCs IPH OTIIPaBKe?

FTP

HTTP

DHCP

POP3

SNMP

SMTP

102. Kakas xoMaHJa MOXET WCIOJB30BaTbCsl U  OINpPEAENeHUs TOro, Kakue
TCP-coennHeHHUsT OTKpPBITBI M AKTHUBHBI Ha CETEBOM Y3Jie, U Ul NPOBEPKU COCTOSHUS ATHUX
COCIMHEHU.

Nslookup

Netstat

Ping

Traceroute

103. Kakue (pyHKIMH BBINOIHSAET KOMMYTaTOp?

(dhopMupyeT TaONIHIly MapIIPyTH3AIMHA Ha OCHOBE TiepBoro [P-anpeca B 3aroloBkax KaJapos

ucnosnbzyer MAC-aapeca HCTOUHUKA B Kajpax JUlsl CO3JaHMs M MOAEP KaHUS B aKTyaIbHOM
coctosiHuM Tabnuubsl MAC-anpecos

nepechlaeT Kaapbl ¢ Hen3BecTHbIMU [P-agpecamu Ha3HaueHUs UTIO3Y M0 YMOJIYAHUIO

ucrionb3yer Tabmuiyy MAC-aapecoB il MEpPEChUIKM KaapoB B COOTBETCTBUU C
MAC-aapecoM Ha3HAYEHUS

n3yyaer MAC-agpeca Ha3Hau€HUS U CO3JA€T HA MX OCHOBE HOBBIE 3alucH B Talnuie
MAC-anpecoB

104. Kakas naopmanms 100aBIseTcst BO BpeMsi HHKAIICYISUN Ha ypoBHE 4 moaenu OSI?

MAC-anpeca HCTOUHUKA U HA3HAYCHUS

IIPOTOKOJI YPOBHSI IPUJIOKEHUIN UCTOUHUKA U HA3HAYEHUS

HOMEpa MOPTOB UCTOYHUKA M HA3HAYEHHUS

[P-anpec uCcTOYHMKA U HA3HAYEHHUS
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105. ITokazare xapakTepucTuku pazbema ST?

Pa3zbem HazekHO QUKCHPYETCs 3aKpyUMBAIOIIMMCS MEXaHU3MOM OallOHETHOTO THIIA.

OcHamen Mexanu3moM 3atenku push-pull s oGecniedenns HaieKHON yCTaHOBKU

VYMeHbIIEHHas BEpCUsl ONTOBOJOKOHHOIO pasbeMa. OH HaOupaeT NOMYJIpHOCTh H3-3a
CBOETO HEOOJIBILIOTO pa3Mepa.

106. HazoBute XxapakTepuCTUKH, MPUMEHUMbIE K TonypoBHIO MAC?

B3aumoneiictByer ¢ 000pyaOBaHHEM Ui YIOBIETBOPEHHUS TPeOOBAaHUI K IMPOIYCKHOM
CIOCOOHOCTH U MPOBEPSIET HAJIMYKME OLIMOOK B OTIPABICHHBIX U MOJIY4YEHHBIX OUTAX.

B3anmMoneiicTByeT ¢ BEepXHUMHU YPOBHAMHM JUIsl 100aBJICHUS MPUKIAAHON MHPOPMALTUK IS
JIOCTaBKHU JAHHBIX K MPOTOKOJIaM 00siee BHICOKOTO YPOBHS

Ocraercsi OTHOCUTENIBHO HE3aBUCUMBIM OT (PU3HUECKOT0 000PYIOBaHUS.

Kontponupyer noctynm K cpene mnepeiaud C MOMOIIbIO TpeOOBaHMI K CTaHIapTam
CUTHAJIM3ALUU U (PU3NYECKUM HOCHUTEIISIM.

VYopasinser ceTeBoi HHTEp(PEHCHOM KapToi ¢ TOMOIIBIO MPOTPAMMHBIX IpaiiBEpOB.

[Monnepxusaet TexHonoruto Ethernet ¢ ucnonszosannem CSMA/CD unmu CSMA/CA.

107. OT™MeThTe XapaKTepUCTUKH, OTHOCALMeCs K aapecy FF02::2?

I'pynna MHOroazpecHoil paccbUIKM JJIsi BCEX MOAKIIOYEHHBIX Yy310B [Pv6. Ilaker,
OTIIPaBJICHHBIM B 3Ty TpyIy, NpUHUMaeTcss U oOpabarbiBaeTcsi Bcemu uHTepdeiicamu [Pv6 B
KaHaJle WIM CeTH. JTa TpyIma ajpecoB padoTaeT Tak ke, KaK IIMPOKOBEIIATENIbHBIA agpec B
nporokoiue [Pv4.

I'pynna MHOroaapecHol pacChbUIKM JUIsl BCEX MMOIKIIOYEHHBIX MaplipyTu3aropos IPvo6.
MapuipyTu3aTtop CTAaHOBUTCS YacCThIO ATOW TPYIIIBI, KOTAA OH NEPEXOAUT IO yrpasieHue IPvo ¢
HIOMOIIbI0 KOMaH bl [100anbHON KOH(Urypanuu ipv6 unicast-routing. ITaket, oTripaBneHHbIH B 3Ty
rpymiy, IpuHUMAaeTcsl 1 00pabaTbiBaeTcsl BceMH MaplipyTuzaropamu [Pv6 B kanane wiu cetu.

108. KakoB auamnason o6men3BecTHbIX TopToB TCP u UDP?

ot 0 o 255

or 0 o 1023

ot 256 o 1023

or 1024 no 49151

109. Kakve mnpuiokeHUs WIH CIyXObl MO3BOJISIOT XOCTaM JCHCTBOBaTh KaK KIHMEHT U
cepBep OJHOBPEMEHHO?

KJIMEHT/CEpBEPHBIE MPHUIIOKEHUS

IIPWJIOKEHUS DJIEKTPOHHOM ITOYTHI

P2P npunoxenus

CITy>KObI ayTeHTH(PUKALIUU

110. Kakue tunet ICMP coobmenuii asisrores oommmu st ICMPv4 u ICMPv6?

VY3en Ha3HAUEHUS WIN CEPBUC HEJOCTYIIEH

Onpenenenre UMEHH X0CTa

Hacrpoiika IP

HcTounuk HEAOCTYIEH

[IpeBrllieH MHTEpPBAT OKUJAHUS

111. Kakue nBa mpoTOKoja MOTYT HMCIOJB30BAaThCS YCTPOMCTBAMHM B TPOIECCE MOIauu
3as1BKH, OTIPABIISAIOLIEHN 3JIEKTPOHHYIO 110UTY?

HTTP

SMTP

POP

IMAP

DNS

POP3

112. Kakas komaHna (mpu €€ NPUMEHEHHH Ha MapLIpyTH3aTOpe) MOMOXKET CBECTH K
MHUHMMYMY PUCK B3JIOMa MapoJieil Ha MapLIpyTU3aTope METOIOM I'py0oit CUiIbl?

exec-timeout 30

service password-encryption

banner motd $Max failed logins 5%
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login block-for 60 attempts 5 within 60

113. Kaxoii hakTop onpenensier pazmep okaa TCP?

00beM TepeiaBaeMbIX JaHHBIX

KOJIMYECTBO YCIYT, BKIIOYEHHBbIX B cerMeHT TCP

00bEM JIaHHBIX, KOTOPBIE IyHKT Ha3HAUEHHsI MOXKEeT 00padaThIBaTh 3a OMH pa3

00bEM JIaHHBIX, KOTOPbIE HICTOYHUK CIIOCOOEH OTIPABISTH OJJHOBPEMEHHO

114. Kakue 3asBnenus onuceiBator coodmenne DHCP Discover?

Wcxonnsiii anpec MAC 48 (FF-FF-FF-FF-FF-FF-FF)

IP-anpec myHkra Ha3HaueHus 255.255.255.255

Coo01eHne UCXOAUT OT cepBepa, npeaaras [P-aapec

CooO1ieHre UCXOIUT OT KIHEHTa, uyiero [P-anpec

Bce xocTwl momyuatot cooOrmienue, Ho Tosbko cepBep DHCP orBewaet

Coobmenue nomyvaer Tosbko cepsep DHCP

115. YVuureiBas npeduxc mobanbHOH MapupyTuzauuu /48 u npedukc /64, kakoBa 4acTh
nozacetu cienyroiero agpeca: 2001:db8:cafe:1111:2222:33:44:5555

2001

db8

cafe

1111

2222

33

44

5555

116. Kakoit tun coobmenuss ICMPv6 Oyaer orTmpaBisTh XOCT sl TOJY4YEHUS
koH¢uryparuu [Pv6 npu 3arpyske?

Otget cocennero y3na (NA)

3anpoc cocennero y3na (NS)

OtBet mapuipytusaropa (RA)

3amnpoc k mapupytuzaropy (RS)

117. Kakue pyHKIIUH BBIIIOJIHSAET YPOBEHb MIPEICTABICHUS?

dopmMaTupoBaHUE WM MPEICTaBICHHE JAaHHBIX W3 HCXOIHOTO YCTpoiicTBa B (opme,
HOJXOJSIIEH /Ul [TOJTy4Y€HUsl yCTPOMCTBOM Ha3HAYCHUS

Cxarue JaHHBIX TakuM 00pa3oM, 4TOObl MX MOXKHO OBUIO paclakoBaThb Ha YCTPOWCTBE
Ha3HauEHUs

HIudpoBanue AaHHBIX U1 NEpeAaqy U Jemn(poBaHUe MPU NOTYUESHUN

OOMeH TaHHBIMU MEX]ly porpaMMaMu

YcTaHOBNICHHE COEMHEHUS C MOATBEP)KICHUEM OTIPABICHHBIX JJAHHBIX

[Tounck HamTydIIero myTH 1OCTaBKU JaHHBIX

ITposepka MAC-anpeca uCTOUHHMKA U HA3HAYECHUS

7.7.1IpuMepHBIil CIMCOK BONPOCOB VISt KOHTPOJIbHBIX py0e:kel M 3alIUThl

J1a0opaTopHBIX padoT

Tema 1

1. Kakue 31eMeHThI TaHHBIX BKITIOYCHBI B (PU3UICCKYIO TOTIOJIOTHIO?

Cxema [P-anpecann

Cxema UMEHOBaHUS KOMIIBIOTEPOB

Pacnionoxkenue u mimHa kadenei

DU3NYECKOE PACIIOIOKEHHUE BCEX CETEBBIX YCTPOMUCTB

Pa3mep mmpoxoBemaTenbHbIX U KOJUIM3MOHHBIX JOMEHOB

AnmnaparHasi KOHQUTypausi OKOHEUHBIX Y3JI0B

2. Beibepute yTBepkaAeHHE, OTHOCSIIEECS K Cpe/ie Mepeaadr Ha OCHOBE HEAKPAaHHUPOBAHHON
BHUTOU IMAPBHI.

CaMBlii MPOCTOM TUIT CETEBOTO Kabels 1Ji yCTaHOBKH

UCIIOJIb3YET CBET IS epeaun JaHHBIX
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Haubosee MUPOKO UCIIOIb3YEMBbIN THII CPEAbI Iepeadn
BOCIIPUHMMYHMBA K DJIEKTPOMArHUTHBIM U PaIHO4aCTOTHBIM [IOMEXaM
OOBIYHO HCTIONB3YETCS MEXKIY 3AaHUSIMHU

0OBIYHO HCIIOJIB3YETCA IMMOCTABIIMKOM YCIIYyI KaOeJIbHOro TCICBUACHUA AJIA ITOAKIIOYCHHUA K

HNurepuery

3. Kakoii 6e30macHbIi BHYTPUIIOIOCHBIM METOJ] TOCTyIa MOKET MCIIOJIb30BATh KIMEHT JJIS

MOJKJIIOYEHHUS K YCTPONCTBY AJIs yAAJIEHHOTO MOHUTOPHUHIA U HACTPONKH?
HTTP
Telnet
KOHCOJIBHBIN TIOPT

SSH

4. Kaxoit pexum MapiipyTtuzaropa oroOpakaer npuriaiieHie KoMaHAHo! cTpoku Router#?

10JIb30BaTENbCKUM PEXKUM

MIPUBUWIETUPOBAHHBINA PEKUM

PEXHUM HaCTPOUKH

pexuM mo0anbHON KOH(UTypauu

5. Kakue yTBepkA€HHs ONMCHIBAIOT BHEMOJIOCHOE COEINHEHUE?

C TOYKM 3pEHHUs YIpaBleHUs CiIykO0aMu Oosee NPEeArnoYTUTENbHbIM, 4YeM YIpaBieHUe

YCTPOMCTBOM IO CETU CPEACTBAMH MTPOTOKOJIOB
He TpeOyeT PU3NIECKOTO TOIKITFOYCHUS
WCTIONB3YETCs ISl IEPBOHAYAILHON HACTPOUKH YCTPONCTBA
WCTIONB3YET MPSIMOE KOHCOIIbHOE TTOAKITIOYCHNE

obecrnieunBaeT OoJbIIMK HAaOOp (YHKIMOHAIBHBIX BO3MOXKHOCTEH, 4YeM yIlpaBlieHHE

YCTPOICTBOM IO CETU CPEACTBAMHU ITPOTOKOJIOB

6. Kakue texHomorun pacIupAr0OT BO3BMOXKXHOCTU YAAJICHHBIX COTPYAHUKOB I10 6630HaCHOMy

MOJIKJIFOYEHHUIO K BHYTPEHHUM pecypcaM KOMIaHUH?

HTTP

Telnet

FTP

SSH

VPN

7. Kakue TmpPOTOKOIBI HCHOJB3YIOTCS Il ToAkitodeHusi ycrpoiictBa Cisco
BHYTPHUIIOJIOCHOM J10CTyne?

Telnet

ARP

SMTP

FTP

SSH

8. Kommnbrorep, mpeaocTaBisonnid CBOM PECYPChI MOJIb30BATENSAM CETH:

ITonp30BaTeabCKUM

Kimnenrt

Cepsep

9. O6001IeHHAs TeOMETpUYECKas XapaKTEPUCTUKA KOMITBIOTEPHOM CeTH:

Tomonorus cetn

CereBoli cepsep

VYnaneHHbIe CETEBbIE KOMITBIOTEPHI

10. I'no6GanbHast KOMIbIOTEPHAS! CETh MUPOBOTO YPOBHSI:

WWW

DJIeKTpOHHAs MMoYTa

HNutpaner

11. OCHOBHBIMH THUIIAMH KOMIIBIOTEPHBIX CETEH SABISIOTCS CETH:

collMabHbIC, pa3BiieKaTeIbHbIC, OM3HEC-OPUEHTUPOBAHHBIC

JIOKaJIbHbBIC, TJI00aJIbHBIC, PETHOHAIBHBIC

KJIMEHTCKUE, KOPIOPATUBHBIE, MEXTYHAPOIHBIC
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12. IlpoTokon koMIbIOTEPHOH ceTH - COBOKYITHOCTD:

TexHnueckue xapakTepuCTUKU CETEBOTO Tpaduka

DJEKTPOHHBIN KypHaJl PETUCTPALMU JEHCTBUI 110JIb30BaTENEH CETH

[IpaBuna, permaMeHTUPYOLUE IPHEM-TIEpeiady, aKTHBALIMIO JAHHBIX B CETH

13. Tlepenaya Bcex HOaHHBIX B KOMIIBIOTEPHBIX CETSAX peajM30BaHa ¢ NOMOIIbIO:CeTeBbIX
IPOTOKOJIOB

DaiI0BOrO cepaepa

E-mail

14. JlokanbHas KOMIBIOTEPHAS CETh 0003HAYACTCA:

LAN

MAN

WAN

15. I'moGanbpHas KOMIObIOTEpHAs CETh 0003HAYACTCS:

LAN

MAN

WAN

16. CeTb, B KOTOpPOI HET BBIJEJIIEHHOTO CEPBEPA, HA3BIBACTCS:

OJIHOYPOBHEBOU

OJTHOPAHTOBOM (TMPUHTOBOIN)

HE MPUBSI3aHHOM K CEPBEPY

17. Tononorust CeTH ONMpenensieTcst CTPyKTYpO:

AmnmaparHoro odecrnedeHus

[Iporpammuoro odecneueHus

CoennHeHus y3710B CETEBBIMH KaHaJlaMU CBSI3U

Tema 2

1. Kakas xomanga OC Windows otoOpakaer MHGOPMAIMIO O KOMIBIOTEpE, BKIIIOYAs
[P-anpec unrtepdeiica, MacKy MoJCeTH, IUTIO3 10 YMOTYAHUIO U JONOJIHUTENBbHYIO HH(OPMALIHIO O
cepsepax DHCP u DNS?

winipcfg /all

Ipconfig

ipconfig /all

Winipcfg

2. Yro mno3BOJIAET OTIPABIATH M IOJIy4aTb D3JIEKTPOHHYIO IIOYTYy Ha CaMbIX Pa3HbIX
ycTpoiicTBax?

Bce ycrpoiicTBa ucnonb3yrot oy u Ty ke OC.

[IporpamMmmHOe obGecrieueHue MoYTOBOrO CEpBEPa MOCTABIISAETCS OJHUM MOCTABIIUKOM.

YerpoiicTBa HCIob3y0T OAHO U TO ke 110 mouroBoro kinueHTa.

[ToutoBoe [1O HamucaHo C MCMOJB30BAaHUEM CTAaHAAPTOB U MPOTOKOJIOB, 00ECTIEUMBAIOIINX
COBMECTHMOCTb.

3. YUro mpowusoiinet mpu BeinmoaHeHun koMan bl dirflash: Ha mapmpyTtuzarope?

Conepxumoe ¢uai-naMatu Oynet nepemenieHo B NVRAM.

OmmI-nmaMsaTh OyIeT cTepra

OTtobpaxkaeTcs conepKUMoe GIiII-IMaMsATH.

Omu-namsaTe OyaeT oThopMaTupoBaHa.

4. R1#config t

R1(config)#enable password Ciscol23

R1(config)#enable secret Cisco234

R1(config)#service password-encryption

R1(config)#line con 0

R1(config-line)#password Cisco789

R1(config-line)#end

R1#copy run start

R1#reload
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Uro Oymer B pe3yiaprate BBOJA 3TOM KOH(Urypauueid, eciu B CIEIyIOIIUH pa3 CeTeBOM
aJIMUHUCTPATOp MOJKIIOUUT KOHCOJBbHBI Kabelb K MapIIpyTH3aTopy W HE BBEIET HHUKAKUX
JIOTIOJIHUTENBHBIX KOMaH[?

AnMunucTpatopy Hyx)HO Oyznet BBectu Ciscol23

AnmuHuCTpaTopy HykHO Oynet BBecTH Cisco234

AnMuHHCcTpaTopy Hyx)HO Oyznet BBecTH Cisco789

AJMUHUCTPATOP YBUIUT NIPUINIAIIEHUE KOMAHIHOM cTpoku R1>

5. BeiGepute yTBepKACHHE, OTHOCSIIEECS K KOMaHAaM ping | tracert.

Komanna ping otoOpaxaer pe3yabraT MpOBEPKH COSTUHEHNUS, a KOMaH/1a tracert — Her.

Komanpna tracert oToOpaxkaeT KaKAyl0 4acTb IYTH, a KOMaHJa ping OTOOpa)kaeT TOJBKO
OTBET OT KOHEYHOTI'0 Yy3J1a.

Komannp! ping u tracert MOryT oToOpakaTh pe3yJbTaThl B rpag)uueckoM BHIE.

Komanna tracert ucnosnn3yet IP-anpeca, a komanaa ping — HeT.

6. Ilonp30Barenp X0UET NPOBEPUTH COEAMHEHUE MEXKTY XOCTOM 3 M XOCTOM 8§ B ceTu. Kakyro
KOMaHJy MOYKHO HCITIOJIb30BaTh JUIsl IPOBEPKH COEANHEHUA?

nslookup

ipconfig

netstat

ping

7. Kakve naHHbIE MOXHO OTPEAEIUTD C TTOMOIIBIO KOMaH kI ipconfig?

MackKa IOJCETH

Cepsep DNS

¢buznueckuii aapec

LUTI03 TI0 YMOITYaHUIO

IP-anpec

Cepsep DHCP.

8. CeTeBOol aJMUHUCTPATOP MOXET YCIEHIHO OTIPABUThH 3XO0-3alIPOC HA CEPBEp IO aapecy
www.mospolytech.com, HO He MOXET OTHPaBUTh 3XO-3al[pOC Ha BeO-cepBEp KOMIIAHUH,
pacroNOKEHHBIM Ha caliTe MHTEpHET-IpoBaiiiepa B apyrom ropozae. Kakyro koMaHay MOXXHO
UCIIOJIb30BaTh JJIs OINpEAEeHUs] KOHKPETHOIO MapUIpyTH3aropa, B KOTOPOM IPOU30LLIA MOTEps
WM 3aJI€pP’KKa [1aKETOB?

telnet

ipconfig

traceroute

netstat

Tema 3

1. Kakoif cranmapr oOecreunBaeT HauOONBIIYI0O OOpaTHYld COBMECTUMOCTb C
IPEIbITyIIMMU CTaHAapTaMM, HO MIPH 3TOM JEMOHCTPHUPYET OOJIBIIYI0 TPOU3BOAUTEIBHOCTH?

802.11a

802.11b

802,11¢g

802.11n

2. Kakue nmapameTtps! onpenencHsl ctanaapramu WAN?

TUI UHKAIMCYISUU

ynpaBlIeHUE TOTOKOM

[P-agpecanus

HOCTaBIIMK

MIPOTOKOJI MapILIPyTU3ALUH.

¢busnyeckas aapecanus

3. Kakue ypoBuu monenu OSI onuckiBatoT crangaptel WAN?

TpaHCnOPTHBINM YPOBEHb

CeaHCOBBII ypOBEHb

CereBoll ypOBEHb

KananbHblil ypoBeHb
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DuU3NYECKUN YPOBEHD

[TpuknagHoit ypoBeHb

4. Kakue npuioXeHus: U CIIy>KOBbI TTO3BOJISIOT XOCTaM JIEHCTBOBATh KaK KJIMEHT U CEpBEp
OJIHOBPEMEHHO?

KIIMEHT/CEepBEPHBIC MPUIIOKECHHUS

IIPWIIOKEHUS DJICKTPOHHOM ITOYTHI

P2P npunoxenus

CITyOBbI ayTeHTU(DHUKAITIN

5. B kakux ciaydasx HEOOXOOMMO YIMpaBIATh MapUIPyTU3aTOPOM IO CETH C IOMOILBIO
IIPOTOKOJIOB?

KOIZla MHTEPHET-IIPOBAWJEp MOIy4yaeT JOCTyH K MapIIpyTHU3aTopy IIOJb30BaTeNs i
KOHTPOJIS HOPMaJIbHOM paOOThI

MOJYYHUTh AOCTYI M HACTPOUTh MapIIpyTU3aTOp Nepesl HadyaloM paboThl B CETH

WCIIPAaBUTh OMIMOKY, MIPUBOJUBIIYIO K OTKIIOUEHHUIO CETEBBIX UHTEP(DEHCOB Ha poyTepe

B CJly4ae HEKOPPEKTHBIX HACTPOEK KOH(pUrypauuu Tpancasuu NAT

JUISL pE3epBHOTO KOMMMPOBAaHMSI TEKyIIel KoHpUrypauuu Ha tftp-cepsep

6. Kakue npeumyniectsa ucnonb3oBanusd VLAN nonyuyaer opranuzanus?

OpraHM3alnys MoixydaeT rHOKOCTh Ojarofaps BO3MOKHOCTH TPYIIIUPOBATh MOJIb30BATENEH
HE 110 (PU3NYECKOMY MECTOMONIOKEHHIO, A TT0 (PYHKIUSIM.

MepCOHAN OTHENa M CETEBbIE PECypChl MOTYT LEHTPAJIU30BAaHO OOBEIUHATHCS HA OIHOM
(Gu3nUEeCcKOM ydacTke.

KOJIMYECTBO HMIMPOKOBEIIATEIbHBIX IOMEHOB B KOPIIOPATUBHON CETH YMEHBIIIAETCS.

OpraHM3alus MoIy4aeT BO3MOKHOCTb JIOTMUECKH OTAEIUTH I'OJIOCOBOM M JIPYrodl BaXKHBIN
TpauK OT BCEX OCTaJIbHBIX BUI0OB TpadHuKa.

CHIDKAET 3aTpaThl Ha yNpaBJIEHUE CEThIO 332 CYET 3aMEHbI OOJIBIIOrO KOJUYECTBA YCTPOMCTB
2-ro ypoBHS HEOOJIBIINM KOJIMYECTBOM YCTPOMCTB 3-T0 YpOBHSI.

yCTpaHseT He0OXOAUMOCTh MApIIPyTH3aMU TpaduKa B OOJIBIIUX CETIX.

Tema 4

1. Uto rakoe CSMA/CA?

METOJI JOCTYyIIa, ucronb3yeMbiii TexHonoruen IEEE 802.11 ¢ npenorBpamieHneM KO3

MeTo J1ocTyna, ucnoiabdyeMbli TexHonorueit IEEE 802.11, uroOsl n3bexars 1y0aupoBaHus
SSID

METO/l JOCTYyIa, UCHOJIb3yeMblil TexHosorueil npoogHoro Ethernet ans mpenorsparienus
KOJUTU3HU

METOJl JIOCTyNa, MCIOIb3yeMbli JI000M TEXHOJOrHeH, KOTOpas HMEEeT 4Ype3MEepHbIe
KOJUIU3UH

2. B xakoif obmactu ceTH TpauK OT JPYyTrUX Y3J10B MOXKET IPUBECTH K TOMY, YTO
nepearoil y3e1 OCTaHOBUT Mepefady JaHHBIX, IOCIE€ 4Yero Mepeiarolliuil y3eld BbDKHUIAET
Clly4aiiHOe BpeMsl Ilepesl TOBTOPHOM Nnepeaade JaHHbIX?

YpOBEHb pacIpeeeHns

SIIPO CETH

YpOBEHb 10CTYIIa

IIMPOKOBEIIATEIbHBIN TOMEH

JIOMEH KOJUTU3UI

OJJTHOpPAHIOBasi CETh

3. Kak cBeTOOMOAHbIN HHANKATOP yKa3bIBaeT HA TO, YTO Yepe3 MopT nepenaercs Tpaduk?

MOCTOSIHHO TOPUT KEJITHIM

MUTaeT

IIOCTOSIHHO TOPHUT 3€JIEHBIM

HAXOJUTCS B BBIKIIFOUEHHOM COCTOSIHUU

4. 1ns yero Heobxonumo HazHavath [P-anpec unrepdeiicy VLAN1 na kommyTtarope Cisco?

YTOOBI KOMMYTATOP MOT BBINOJHSTH MAapIIPYTU3ALUIO MEKIY CETIMU

YTOOBI MOYYUTh YAAJICHHbIN JOCTYN K KOMMYTATOpPy JUIsl HACTPOMKH U KOH(GUTYpUPOBaHUS

YTOOBI KOMMYTATOp MOT niepechuIaTh [P-makeTsl
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cpene?

CO3/1aTh MOACETH ¢ HOBbIM [P-anpecom Ha kommyTaTtope
5. Kaxo#i ypoBenp monenu TCP/IP mHKancymupyeT makeTsl s Mmepefadd B Nepenaroiei

TpancnopTHbIH

HNHurepuera

[Tpunoxenuit

Hocrtyna k cetu

6. Kaxoli mpomecc oOecrieunmBaeT pas3iciiCHHE MaHHBIX Ha Oojee MeJakue OJOKH IS

MOCJIEAYIOLIEH MEpeIayu.

JIEKOMIIO3UIIHS
MYJIBTUILIEKCUPOBAHUE

JeMYJIBTUIUIEKCUPOBAHNE

CerMeHTalus

Oydepuzanus

WHKAICYJISIIUs

7. Kako# mipornecc nmo3BoysieT HECKOJIBKUM MPOrpaMmMaM MCIOJIb30BaTh CETh OJJTHOBPEMEHHO.
JEKOMIIO3ULIS

MYJIBTUIIIIEKCUPOBAHUE

JEMYJIBTUIUIEKCUPOBAHNE

CerMeHTanus

Oydepuzanus

WHKaICYIISIIHS

KOMMYTalus

8. Kakas komanza (rpu €€ npMMEHEHUH Ha MapIIpyTU3aTOpPe) OMOXKET CBECTH K MUHUMYMY

PHCK B3JIOMa Iapojiei Ha MapIIpyTH3aTOpe METOAOM Ipy0oii cuitbl?

exec-timeout 30

service password-encryption

banner motd $Max failed logins 5$

login block-for 60 attempts 5 within 60

Tema S

1. KakoB MAC-anpec HazHaueHus kaapa Ethernet mmpokosenarenbHo# paccbuiku?
AA-AA-AA-AA-AA-AA

255.255.255.255

FF-FF-FF-FF-FF-FF

1.1.1.1

2. Kakue naHHbBIE MOXKHO IOJIyYUTh C NOMOIIbIO KOMaHIbl show mac-address-table nHa

kommyTarope Cisco?

LLC.

IP-angpeca HanpsAMYIO NOAKIIOYEHHBIX CETEBBIX Y3JI0B

MAC-agpeca nopToB KOMMyTaTopa

conocrasienne MAC-anpecos u [P-anpecoB [is ceTeBbIX y3710B

HOPT, UCTIOJIB3YEMBI KOMMYTATOPOM JUIs IEPECBUIKH KaJIPOB y3I1y

3. Ykaxkute mHOTOoaapecubiiit MAC-anpec.

00-FE-C8-B3-1B-4C

FF-FF-FF-FF-FF-FF

01-00-5E-00-00-C8

4. KananbHbI YpOBEHb pa3jiefieH Ha JBa noaypoBHsA. O003HaubTe (YHKIMH IMOTYypPOBHS

Conepxxutr B Kajpe MH(OPMAIUIO, YKa3bIBAIOILIYI0, JaHHbIE KaKOrO MPOTOKOJIA CETEBOTO

YpPOBHSI MHKAIICYTHPOBAHbI B JaHHBIM Kajp. ITa uH(OpMaIKs MO3BOISET Pa3IMYHBIM IPOTOKOIAM
cereBoro ypoBHs, TakuMm kKak [Pv4 u IPv6, cOBMECTHO WHCIONIB30BaTh OAMH U TOT XK€ CETEBOM
uHTepdelic U MOAKITIOYEHHUS.

JloGaBmnsieT ynpasisonyo HHGOPMALIUIO ISl TOCTABKH MaKeTa Y31y Ha3HAYCHHUS.
BrinonHseT MHKANCYSIUIO JaHHBIX.
OTBeuaer 3a pa3MelIeHue KaJIpoB B CpeJie TIepeiauu 1 yaaJeHHe KaapoB U3 Hee.
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5. MeTtonpl KOMMYTaIMK KaJipoB Ha KomMmyTaropax Cisco. YKaKuTe NpU3HAKU KOMMYTaIUU
C TPOMEXYTOYHBIM XpAaHCHHEM. HEOOXOauM IS aHanm3a KadecTBa ooOcmyxkuBaHus (QoS) B
KOHBEPIeHTHBIX CeTAX, rhe TpeOyeTcs KiaccupuKalus KaJIpoB JUIs Ha3HAUYEHUs IPUOPHUTETOB
MPOXOSIIEro Tpaduka.

koMMmyTarop Oydepusyer TONBKO 4YacTh Kajpa, HeoOxommmyro s ureHus MAC-aapeca
Ha3Ha4YeHHUs1, 4YTOOBI OH MOT OIIPEAEIIUTh, HA KaKOW NOPT NepechlUIaTh JaHHbIE

KOMMYTAaTOp MOJIy4aeT Kaap LEIUKOM U BBIYUCIAET HUKInuecKkuil n30bITounbiii ko (CRC)

KOMMYTaTOp 00pabaThIBacT KaJpbl 110 MEpe UX MOCTYIUICHHUS, Jake €CIM Iepesiada elle He
3aBeplIieHa

MO3BOJIIET YMEHBIIUTh MPOIMYCKHYI0 CHOCOOHOCTb, 3aHMMAEMYyI0 [OBPEKICHHBIMU
JaHHBIMU

6. Kakue pyHKIIMU BBINOIHAET KOMMYTaTop?

(dbopmupyeT TabnmuIly MapIIpyTH3alMK1 Ha 0OCHOBE nepBoro IP-ajgpeca B 3arooBkax KajipoB

ucnonb3dyer MAC-anpeca HCTOYHUKA B KaApax ISl CO3AaHUS U TOJIEPKAHUS B aKTyaJbHOM
coctosiHuM Tabmuikl MAC-anpecos

MepechlIaeT KaJpbl ¢ Heu3BecTHhIMU [P-anpecaMu Ha3HaueHuUs MUTI03Y IO YMOITYaHUIO

ucnonb3yer Tabmuny MAC-agpecoB Ui TNEpPEeChUIKM KaJpoB B COOTBETCTBUHM C
MAC-aapecom Ha3HAYECHUS

nzyuyaer MAC-aapeca HazHayeHHsS M CO3/1a€T HA UX OCHOBE HOBBIE 3allMCH B Talnwuie
MAC-anpecos

7. HazoBUTE XapaKTEepUCTUKHU, IPUMEHUMBIE K TOypoBHI0O MAC?

B3aumoneiictByer ¢ o00opynoBaHHEM JUIsl YIOBJIETBOPEHHUS TpPeOOBaHUN K MPOMYCKHOU
CHOCOOHOCTH M MPOBEPsIET HAJIMYKME OLIMOOK B OTIPABICHHBIX U MOJIYYEHHBIX OUTAaX.

B3aumozeiicTByeT ¢ BEpXHUMHU ypOBHSAMU JUIsl 100aBJIE€HUS MPUKIaJIHON HHGOpMaLuU JIst
JIOCTAaBKU JAHHBIX K MPOTOKOJIaM 00jIee BEICOKOTO YPOBHS

OcTtaeTcst OTHOCUTEIBHO HE3aBUCUMBIM OT (PM3UYECKOTO 000pyIOBaHHUS.

KonTponupyer noctynm K cpeae Mepejadd C IOMOLIbIO TpeOOBaHMM K CTaHIapTam
CUTHAJIM3alUU U PU3NYECKUM HOCHUTEIISIM.

VYnpasisier ceTeBoil nHTep(heHCHOM KapToil ¢ MOMOIIbIO TPOTPAMMHBIX IPaiiBEPOB.

[onnepxusaet Texnonoruto Ethernet ¢ ucnonszosannem CSMA/CD unu CSMA/CA.

8. Kakoill Meroj MOXHO MCIONB30BaTh I HAcTpoiiku Kommytaropa Cisco mnepen
npumenenueM [P-agpeca k unrepdericy ynpasnenus?

[Iporpammuoe ob6ecnieuenue CiscoView, ucnonssytoiiee Vian 1

NuTepdeiic komananoii crpoku Cisco 10S ¢ ucnons3oBanuem Vlan 1

Cisco Device Manager ¢ ncnonb30BaHHEM KOHCOJIBHOTO 1OpTa

WNuTepdeiic komanaHoi ctpoku Cisco 10S ¢ ucnonb3oBaHUEM KOHCOJIIBHOTO IOPTa

Tema 6

1. Kakue yrBepkneHuss onuceiBaloT Tabnuuy ARP wu  Tabnuumy Mapmipytuzanuu
MapupyTusaropa?

Tabnuua MapuIpyTH3aUu COAEPKUT HH(GOPMAIIUIO O CETAX U 00 OTIENbHBIX y3iax.

Tabmua ARP cogepxxut nadopmaruio 06 OTIeNbHBIX y371aX, a HE O CETsX.

Tabnuua MapuIpyTH3auu COAEPKUT HH(OPMALIUIO O CETAX, a HE 00 OTAEIbHBIX y3JIaxX.

Tabnmua ARP cogepxut nHGOpMAaIHio 0 CeTsiX, a He 00 OTAENbHBIX y3Jax.

Tabnuia MapmpyTH3aIUN COAEPKUT HHPOPMALIUIO 00 OTIENBHBIX Y3J1aX, a HE O CEeTsX.

Tabnuua ARP conepxut nHpopmaIuio o ceTsx u 00 OTAENbHBIX yCTPOMCTBAX.

2. Crenuanuct CIy)KObl TEXHHYECKOW TOMJIEPKKH TOJ03peBaeT MpoOJieMy Ha CETEBOM
ypoBHe Monenu OSI. Kakue BOIpOCH JOJKEH 33/1aTh CHELMAIKMCT, YTOObI OOHAPYKUTh MPOOIEMy
Ha CETEBOM ypoBHE?

Bam komnproTep HaCTpOEH Ha ucnonb3oBaHue nporokoina DHCP?

Mosxete 1 BBl 3aiTH HA Www.mospolytech.com?

IToxkiroueH ju Bal cereBo Kabesn?

YeneuHslii 11 3X0-3a1poc, OTIPABICHHBIN Ha [IUII03 M0 YMOIYaHUIO?

Bunure 511 BB HHOUMKATOP COEAMHEHNUS HA CETEBOM Iu1arTe?
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3. ¥3en A HactpoeH c IP-ampecom 192.168.39.43, a y3zen B nactpoen c [P-ampecom
192.168.39.49. O06a y31a UCMIONB3YIOT OAHY M Ty K€ MacKy noxacetu 255.255.255.240, Ho HE MOTYT
OTHPABJIATH 3X0-3aIPOCHl ApyT Apyry. Kakoe cereBoe ycTpoilcTBO TpeOyeTcs A CBA3U 3TUX JBYX
y3JI0B?

KOMMYTaTop

KOHILIEHTPaTop

cepaep

MapIIpyTU3aTop

4. Kakue yTBEep)KJICHHS ONMUCHIBAIOT Pe3ysIbTaT BhIMonHeHUs koManab! iproute 0.0.0.0 0.0.0.0
192.168.1.1 na mapmpytusarope?

Ecnu MapuipyT k ceTH Ha3HaYeHMsI HEU3BECTEH, MTAKET OTIpaBisieTcs B ceTh 192.168.1.1.

Joctym k ynanennoi cetu 192.168.1.0 Bo3moxeH uepes mo0oi naTepdeiic.

MapuipyTuzatop He MOXKET 1ocThub cetu 192.168.1.0.

Bce nakeTsl, moimyyeHHbIe MapIIPyTU3aTOPOM, OTIIpaBIAOTCS Ha aapec 192.168.1.1.

B Tabnuy mapuipyTuzanuu 100aBiIsieTcs CTaTHYECKUA MapIpyT MO YMOJTYAHUIO.

5. Kakwme wmerompl WCHONB3YIOTCS HJs1 J00aBIEHWS YOAJEHHBIX CETed B TaOIUIly
MapLIpyTU3anuu?

IKCTIOpTHPYIOTCs 13 Tabmuiel MAC-aapecos

BBOZSTCS] aIMUHUCTPATOPOM

UMIIOPTUPYETCS U3 (QIenI-naMsaTi poyTepa

N00aBISIOTCS Yepe3 MPOTOKOI MapIIPyTU3aLUU

NOOaBISAIOTCS MyTEM IIHMPOKOBEINATENIbHOM TNepefadyl HMX CETEeBOr0 ajpeca CeTeBOU
uHTepQeicHoM mIaToi

T00aBIISIOTCS C TIOMOIIIBIO TTPe0Opa30BaHUs aIPECOB

6. Kak mapmpyrtuzarop noiydaer MH(GOpMAIMIO O HAWIyYIIEM MapLIpyTe MpU OTIpPaBKe
nakeTa Ha yJaJIeHHBIN y3emn?

13 KOH(UTYpalMOHHOTO (aiisa, XpaHAIIEerocs B ONEpaTUBHOMN MaMATH

ot IOS, xpassiimumMucs Bo Gd1I-namMsaTH TaHHBIMU

n3 nepenganHoro IP-nmakera

13 TabIUIbl MAapIIPYTU3ALIUY, XPaHSIIIEHCs B ONIEpaTUBHON MaMsATH

7. Ha mapupytuszarope HeoOXOAMMO HAacCTPOMTh HOBYIO ceTh. Kakume 3amaun HeoOXoaumo
BBIMOJIHUTD YIS peanu3aliy JMHAMUYeCKON MapIIpyTU3aluK JUIsl HOBOU ceTtu?

Haznauuts untepoeiicy IP-aapec u macky nozaceru.

O6nHoBUTHh HMH(OpManMI0O O KoH(urypamuu iphost, ykazaB ums ycrtpoiictBa u [P-agpec
HOBOTO UHTep(erica.

HacTtpouTe mpoTokon MapuipyTH3alldu, HUCIIOJIb3yeMbIH Ha BCEX JIPYTHX KOPHOPAaTHBHBIX
MapuIpyTU3aTopax, ¢ MH(popMmaluen o HOBOH ceTu.

Br16path HacTpauBaemblii IPOTOKOJ MapUIpyTU3AIUH.

Hactpoutes mnporokon wmapmpyTtusanuu c [P-agpecom n  Mackod TNOACETH HOBOTO
uHTEpdeiica.

Hactpouts nporokon mapupyrusauuu ¢ [P-agpecom HOBoOM ceTu.

8. CeTeBoil cenualncT HacTpauBaeT HOBBIM MapiupyTu3aTop. HTepdeiicsl HacTpoeHsl, HO
IIPOTOKOJIBI MAPUIPYTHU3ALMKM WJIM CTaTUYECKUE MapILIPyThl €LIe HE HacTpoeHbl. Kakne mMapmpyTh
y’K€ IPUCYTCTBYIOT B TaOIMIle MapIIpyTU3aLnn?

MapHIpyThl OTCYTCTBYIOT, TaOIHUIAa MapLIPyTHU3ALUH ITyCTA.

MpsIMbIE€ COETUHEHUS

MapILIPyThI IO YMOJIYAHHUIO

MapIIpyThl LIMPOKOBEIIATEILHON PAaCCHUIKU

9. Kakue 3a1aun pemaroT IpOTOKOJIbI MapIIpyTU3aLun?

MH(OPMUPOBAaHKE Y3JI0B JIOKAJbHOU CETU O HOBBIX aJipecax LUII030B 110 YMOIYaHUIO

U3y4YEHHUE JTOCTYIHBIX MapLIPyTOB KO BCEM ITyHKTaM Ha3HAuUCHUs

yAaJIeHue MapLIpyTOB U3 TaOIUIbl MapIIPYTU3aLUU TIOCIIE UCTEUEHUS CPOKa IeUCTBUS

o0ecriedeHre CXeMbl aJjpecaluy Ui HACHTU(DUKALUY ceTel

pa3MenieHre HauTydIlero MapuipyTa B Ta0JIuLe MaplIpyTH3auu
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TPaHCIIOPTUPOBKA MOJIb30BATENBCKUX JaHHBIX B CETh HA3HAYECHUS

10. KakoBo Hamtyuliee CyMMHUPOBAHUE MAPILIPYTOB ISl CIEAYIONIErO CIIMCKA COCTUHEHUI ?
209.48.200.0 209.48.201.0 209.48.202.0 209.48.203.0 209.48.200.0/20.

209.48.200.0/22

209.48.201.0/20

209.48.201.0/21

11. Kakue npenmyliiecTBa CTaTUYECKONM MapLIPyTU3alUU [0 CPAaBHEHUIO C AMHAMHUYECKOU
MapIupyTH3anuen?

OoJiee HaJIE)KHA, TOCKOJIBKY MapIIPyTH3aTOPbl HE OOBSIBIISIOT MAPILIPYTHI.

IIPOILE aIMUHUCTPUPOBATH KOHPUTYpALHIO CETH.

o0ecrneynBaeT MacITaAOUPyeMOCTb CETH.

MEHbIIIE MO/IBEpP>KEeHA OIINOKaM.

MeHble 3arpyska LII.

12. Kakoil MNpOTOKOJA OTBEYAET TOJBKO 3a CTPYKTYpY, AAPECAlUI0 M MapuIpyTH3ALMIO
IIAKETOB, HO HE OIPENEIAET, KaK OHU JOCTABIISAIOTCA WIM NIEPENAIOTCA 10 CETH.

TCP/1P

IP

TCP

UDP

SMTP

Tema 7

1. KakoBa mo ymoa4aHuio Macka mojaceTu ajst aapeca 172.31.18.2227

255.0.0.0

255.255.0.0

255.255.255.0

255.255.255.254

255.255.255.255

2. Kakas macka nojicetu yka3aHa B ceTeBoM ajpece 172.16.4.8/187?

255.255.0.0

255.255.128.0

255.255.192.0

255.255.224.0

255.255.240.0

255.255.248.0

255.255.252.0

255.255.254.0

3. Eciu cereBoil aJIMHUHUCTPATOp NMPUMEHSAET MacKy mnoacetu 255.255.255.248, ckoiabko
[P-anpecoB MOXKHO Ha3HAYUTH y3JIam?

6

30

126

254

510

1022

4. K kakoil ceru nmpuHamiexkuT xocT ¢ [P-anpecom 172.32.65.13 m Mackoil moacetu Mo
YMOJTYaHUI0?

172.32.0.0

172.32.32.0

172.32.65.0

172.32.65.32

5. Kakoii u3 IP-anpecoB sBiseTcst agpecoM MOACETH, €CIU JUIsl pa3/ieleHuss Ha MOJCETH
UCTIOJIb30BaJIach Macka /267

172.16.43.16

172.16.47.224
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172.16.128.32

172.16.157.96

172.16.192.252

172.16.243.64

6. [Ins1 yero HykKHa MacKu MOJICETH?

Macka noaceTy Ucnoab3yeTcs sl onpeiesieHns cereBoit uactu [P-aapeca.

Macka nozacetu ucnoib3yercst ais pazdouenus 48-6utHoro aapeca Ha OUI u cepuitHblit
HOMEP MPOU3BOJIUTEIS.

Macka nojicetu TpeOyeTcs, €CIi 1UTI03 110 YMOTYaHHUIO HE YKa3aH.

Macka noaceru TpedyeTcs TOJIBKO IIPU 3aMMCTBOBAaHUM OMTOB B CETH

7. Ykaxute MHoroaznpecHsle [P-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

8. Ykaxxute MHOroaapecusle IP-agpeca B tokanbHOM ceTH?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

9. Ykaxkute obuienoctynuele (IyoauuHble) U yacTHble [P-angpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

10. Ykaxwure loopback IP-anpeca?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

11. Ykaxwure nokanbHbie [P-agpeca kanamoB?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

41



¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

12. Yxaxwure IP-anpeca TEST-NET?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 mo 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

13. Vkaxure skcniepuMeHTanbHble [P-agpeca, 3ape3epBUpOBaHHbIE IJIS MCMIOJIb30BAaHUS B
Oymytiem?

¢ 10.0.0.0 mo 10.255.255.255

¢ 127.0.0.1 mo 127.255.255.254

¢ 169.254.0.1 no 169.254.255.254

¢ 172.16.0.0 mo 172.31.255.255

¢ 192.0.2.0 mo 192.0.2.255

¢ 192.168.0.0 mo 192.168.255.255

¢ 224.0.0.0 mo 239.255.255.255

¢ 224.0.0.0 mo 224.0.0.255

¢ 240.0.0.0 mo 255.255.255.254

Tema 8

1. CereBoli anpec knacca C MOXHO pa3aenuTh Ha 8 nmoacereld. Mcnonb3ys Macky mnojacetu
nepemeHHoro pasmepa (VLSM), kaxayro U3 3THX MoJceTeld MOXKHO pa3/eiuTh Ha § O0ee MEeIKUX
noaceteil. Kakyro Macky moiceT HEOOXOOUMO HCIIONB30BaTh AJSl MOMyYEHUs § MPUTOAHBIX IS
WCITOJIb30BaHUS aJPECOB Y3JI0B?

/26

/27

/28

/29

/30

/31

2. Kakue u3 aapecoB sBISIOTCS aapecamu moacetd, ecnu 172.25.15.0/24 nomonHUTENBHO
pa3OUT Ha MOJICETH MTyTEM 3aMMCTBOBAHUS JOTIOTHUTEIIBHBIX YE€ThIPEX OUTOB?

172.25.15.0

172.25.15.8

172.25.15.16

172.25.15.40

172.25.15.96

172.25.15.248

3. CormacHo cxeme, nansi HoBoro kaHana Ethernet TpeOyercst momonHUTENbHASsI MOIACETh
MeXAy MapiipytuzaropoMm 1| u mapmpytuzatopom 2. Kakue ampeca mojaceTd MOJDKHBI OBITh
HACTPOEHBI B 3TOM CETH, YTOOBI 00ECIEUYUTh MAaKCUMYM 14 MCHOIB3yeMbIX aapecoB JJs JAHHOTO
KaHaJla IpU MOTepe MUHUMAJIbHOE KOJUYECTBO aIpecoB?

192.1.1.16/26

192.1.1.96/28

192.1.1.160/28

192.1.1.196/27
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192.1.1.224/28

192.1.1.240/28

4. CKOJIBKO aJIpecoB y3JI0B MOXKHO Ha3HAYuTh B ceTH 192.168.15.192 ¢ npedukcom /26

254

126

62

30

256

128

64

32

5. Kak Oymer BHDISIAETh MaKCUMAJIBHO cCkaroe nmpexactaBieHue [Pv6-ampeca
2001:0000:0000:1B5F:0000:0000:0000:0001?

2001:0: 1 BSF::1

2001:0:0: 1 BSF::1

2001:: 1 BSF::1

2001:0000:1B5F::1

2001:: 1 B5F:0:1

6. YuuteiBasg mnpedukc rodanpHOW MapupyTusanuu /48 u mpeduxc /64, kakoBa yacTb
nozacetu crnenyromiero anpeca: 2001:db8:cafe:1111:2222:33:44:5555

2001

db8

cafe

1111

2222

33

44

5555

7. Uto MOXET chenarh agMUHHCTpATop ¢ nomompo VLSM (cereBbIX MAacok nepeMeHHOU
JUIUHBI)?

ucnonp3oBarh RIPv] B kauecTBe mpoTOKOIa MapIIpyTU3allMi BO BCEH aBTOHOMHOM cucTeMe

HCIIOJIb30BaTh HECKOJIBKO IMPOTOKOJIOB MapILIpyTH3aLUU B aBTOHOMHOM crucTemMe

HCII0JIb30BaTh HECKOJIBKO MAaCOK IIOJICETH B OZIHOM IpocTpaHcTBe [P-anpecos

HCMOJIb30BaTh €AUHYIO0 MACKy ITOJICETH BO BCEl aBTOHOMHOM CUCTEME.

Tema 9

1. Kakue mnpoTOKOIBl MNPUKIAAHOTO YPOBHSA MCHONB3YIOT B KadecTBE IPOTOKOJIA
Tpa"cnopTHoro yposus UDP?

SMTP

DNS

HTTP

ICMP

TFTP

SNMP

2. Cermenrt, anpecoBannbiii TCP-mopty 21, moctymaer Ha cepBep. Kaxkas ciyx0Oa
IIPUKJIAJHOTO YPOBHS SIBJISIETCS ITOJIy4aTEJIEM 9TOrO CETMEHTa?

IMAP

HTTP

POP3

HTTPS

FTP

3. Jlns dyero HeoOXOOUMO, YTOOBI Y3JIbl HMCTOUYHUK U HA3HAYEHUS CHHXPOHHU3UPOBAIH
HOPSIKOBBIE HOMEPA BO BpeMs TpexdTanHoro pykonoxarus TCP?

YTOOBI CO3/1aTh APy COKETOB JIJIsl COSIMHEHUS MEXY y3JIaMU

YTOOBI y3€JI MOT ONpPEAEIUTh, KAKO€ MPUIIOKEHHE SBISETCS HA3HAYEHUEM CETMEHTOB
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YTOOBI IPEAOCTABUTh HHPOPMAIIUIO O y3JI€ Ha3HAYEHUS UIA CETEBBIX y3JI0B, Yepe3 KOTOPhIE
MPOXOAUT MAPUIPYT

94T0OBI 002 y3J1a MOIVIM OTCJIEKUBATH OTIPABICHHBIC U ITOITBEPKICHHBIE CETMEHTBI

yTOOBI YKa3aTh Bpems mpeoOpazoBanus [P-agpeca y3mna

JUIsL UACHTU(PHUKALMY TTOTEPSHHBIX CETMEHTOB, KOTOPhIe HEOOX0IUMO TepeiaTh TOBTOPHO

4. TTouemy VoIP u Bugeorpadux ucnonb3yrot nporokos UDP?

TpeOyeTcs JocTaBKa BCEX CETMEHTOB, HE3aBUCUMO OT 3aJCPIKKH.

rapaHTHPYET TOCTABKY M IOATBEPKICHUE MOJyYECHHS CETMEHTA JIaHHBIX,

MO3BOJISIET M30eKaTh 3a/I€P’KEK, BBI3BAHHBIX MOBTOPHOM mNepenadeid, 4ToObl rapaHTUPOBATh
JIOCTaBKY CETMEHTa

TPEXCTOPOHHEE KBUTHpOBaHUE, ucnoiabdyeMoe B UDP, yckopser nepemgady rojiocoBBIX U
BUJICOJAHHBIX

5. KaxoBsl aBe obuue xapakrepuctuku TCP u UDP?

pa3Mep OKHa [0 YMOJIYaHHIO

0€e3 yCTaHOBJIEHUS COCIMHEHUS

HyMeparus IOpToB

3-3TanHoEe PyKONO)KaTHE

BO3MOXHOCTb IIEPEIAaBATh IOJI0C

HCIIOJIb30BAaHUE KOHTPOJIBHON CYMMBI

6. [Tpunoxenus, ucrnonbiyromue nporokon TCP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VoIP

IPTV

7. Ilpunoxenus, ucnoiub3yromue nporoxosx UDP:

FTP

HTTP

SMTP

Telnet

DNS

SNMP

TFTP

DHCP

VoIP

IPTV

8. Ompenenure NPOTOKOJN, HUCHOIB3YIOMIUNA NEPEeYUCICHHbIE OCHOBHBIE OMNEPALUU IS
o0ecriedeHns1 Ha/Ie)KHOM nepeauu JaHHbIX 10 CeTH:

noBTopHyto mnepenadyy PDU TpaHCHOPTHOrO YpOBHS C HENOATBEPKACHHBIMU JTAHHBIMU
MOCJI€ 3aJJaHHOTO BPEMEHU OXKUAAHUS;

orciexxnBanne konudectsa PDU TpaHCIIOPTHOTrO ypOBHS, OTIIPABICHHBIX HA TOT WIM WHOU
y3€J1 TeM WM UHBIM NIPUWIOKEHUEM, U ITOATBEPKACHHUE NosTy4eHHbIX PDU;

KOHTPOJIb pazMepa u ckopoctu oomeHa PDU TpaHcnopTHOTO ypoBHSI MEXAy KIMEHTCKUMHU
ycTpoiictBamu u cepBepamu. TCP/IP

IP

TCP

UDP

EIGRP
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9. ITonp3oBarenb OTKPBIBACT TpU Opay3epa Ha OJHOM KOMIIbIOTEpE, YTOOBI EpEHTH Ha CallT
www.mospolytech.ru u HaliTh nHOpMaIUIO O pacmHcaHUU dK3aMeHOB. BeO-cepBep oTmpabiser
oTBeT Ha 3ampoc. Kakyto nnpopmanuto ucnonssyer crek nporokoioB TCP/IP komnbroTepa, 4ToObI
OTIpe/IeNUTh, KaKol U3 TpexX BeO-Opay3epoB I0JIKEH MOIyYUTh OTBET?

HOMEp NOpTa UCTOYHHUKA

[P-anpec nonyyarens

HOMEp NOpTa Ha3HAYECHUS

IP-aapec ncrounnka

10. Kakast komaHaa MOXKET MUCIOIb30BaThCs JUIsl OIpesesieHust Toro, kakue TCP-coennHenus
OTKPBITHI 1 AKTHUBHBI HA CETEBOM Y3JI€, U JUIsl IPOBEPKU COCTOSHUS ITUX COCTUHEHUI.

Nslookup

Netstat

Ping

Traceroute

11. KakoB auamna3on o6men3BecTHbIX TopToB TCP u UDP?

ot 0 mo 255

or 0 1o 1023

ot 256 o 1023

ot 1024 no 49151

12. Kaxkotii (hakrop onpexnensier pasmep okHa TCP?

00beM MepeiaBaeMbIX JaHHbBIX

KOJIMYECTBO yCJIYT, BKIFOUCHHBIX B cerMeHT TCP

00bEM JIaHHBIX, KOTOPBIE IyHKT Ha3HAUEHHsI MOXKEeT 00padaThIBaTh 3a OMH pa3

00bEM JTaHHBIX, KOTOPbIE€ UICTOUHUK CITIOCOOEH OTHPABISATH OJHOBPEMEHHO

Tema 10

1. Kakue QyHKUIMHU BBINOIHSIET yPOBEHb MPEACTABICHUS?

dopmMaTupoBaHUE WM MPEICTaBICHHE JJAaHHBIX W3 HCXOIHOIO YCTpoiicTBa B (opme,
HOJXOJSIIEH JUIS [TOJTy4Y€HUsl yCTPOMCTBOM Ha3HAYCHUS

Cxarue JaHHBIX TakuM 00pa3oM, 4TOObl MX MOXKHO OBUIO paclakoBaThb Ha YCTPOWCTBE
Ha3HauEHUs

HIundpoBanue AaHHBIX U1 NEpeAaqy U Jemn(poBaHUe IPU NOTYUESHUN

OOMeH TaHHBIMU MEX]ly porpaMMaMHu

YcTaHOBIEHHE COEIMHEHUS C IIOATBEPKICHUEM OTIIPABIICHHBIX JAHHBIX

[Tonck HamTydIIero myTH 1OCTaBKU JaHHBIX

IIpoBepka MAC-aapeca NCTOYHMKA U Ha3HAYECHHUS

2. Kakue 3asBnenus onucsiBatot coodmenune DHCP Discover?

Ucxonusrii anpec MAC 48 (FF-FF-FF-FF-FF-FF-FF)

[P-anpec myHkra Ha3HaueHus 255.255.255.255

CooO1ieHne UCXOIUT OT cepBepa, peniaras [P-anpec

Coo01ieHne UCXOANUT OT KIIMEeHTa, uiymiero [P-anpec

Bce xocThl nomyuatot coobuienue, Ho Tosbko cepsep DHCP oreuaer

CooOuienue nomyyaet Tonbko cepsep DHCP

3. Kakue 1Ba mpoTOKOJIa MOTYT HCIIONIB30BaThCsl YCTPONCTBAMH B MIpOllecce MoJayuu 3asBKH,
OTTIPABIISIONICH AIEKTPOHHYIO ITOUTY?

HTTP

SMTP

POP

IMAP

DNS

POP3

4. becnpoBOAHOMY KIMEHTY HEOOXOAMMO OTHPAaBHUTH AJIEKTPOHHYIO MOYTY Ha MOYTOBBII
cepsep. Kakoit mpoTokos OyieT uCnoib30BaThCsl MPU OTIPABKE?

FTP

HTTP

45



DHCP

POP3

SNMP

SMTP

5. B MOMEHT NOJKIIOYEHHs TOYTOBBI KIMEHT 3arpykaeT Bce COOOIICHHsS Ha CBOE
YCTPOMCTBO, a 3aTeM YIaJseT UX C IOYTOBOro cepBepa. Kakol THI MOAKIIOUYEHUS KIMEHTA AENIaeT
3TO IO YMOJIYaHUI0?

SMTP

IMAP

POP3

POP1

6. Kakue mpoTOKOJIbI ONPEAEIISAIOT, KaK MOYTOBBIN KJIIMEHT MOJy4YaeT MouTy ¢ cepBepa?

Telnet

FTP

IMAP

HTTP

SMTP

POP3

7. BeiOepuTe MpOTOKOIIBI, OTHOCSIIUECS K MPUKIaTHOMY ypoBHIO Moaenu OSI.

FTP

DSL

ARP

POP3

TCP

DHCP

8. VYkaxure NpOTOKOJ, OOECTEeUHBAIOMIMNA PACIIMPEHHYIO 3alllUTy JaHHBIX Ha OCHOBE
mudpoBaHus NPH Nepeaade JaHHbIX ceanca 1o JuHun VTY:

VPN

SSH

Telnet

VLAN

7.8.1Ipumep u3 tecta B cucteme JIMC.
becnipoBogHOMY KJIMEHTY HEOOXOAMMO OTIPABUTh SIEKTPOHHYIO IMOYTY Ha MOYTOBBII
cepsep. Kakoit mpoTokos OyieT uCroib30BaThCsl MPU OTIPABKE?

* FTP

* HTTP
* DHCP
* POP3

* SNMP
* SMTP

7.9.11pumep opopMiIeHHS IK3AMEHAIMOHHOI0 OUjIeTa

MUHUCTEPCTBO HAYKHU U BBICILIET'O OBPA30BAHUS POCCUIICKO
®EJIEPALINN
DOEJEPAJIBHOE TOCYJAPCTBEHHOE ABTOHOMHOEOBPA3OBATEJIBHOE YUYPEKJIEHUE BBICIIETI'O OBPA3OBAHUS

«MocCKOBCKHUIT NOJUTEXHNYECKUI YHUBEPCUTET»
(MOCKOBCKHNMU ITOJIUTEX)

9K3AMEHALII/IOHH]3H71 BUJIET Nel
10 JUCLUTUINHE
«CeTH U TeJICKOMMYHUKAIIUID)Y
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HanpasneHue noarorosku 09.03.01
«HpopMaTHKa 1 BHIYUCINTEIbHAS TEXHUKA»

BOIIPOCHBI:

1. Merox nocrynma CSMA/CA.

2. Metonbl KOMMYTaIIMK KaJpoB Ha KomMyTaTopax Cisco.

3. R1#config t

R1(config)#enable password Ciscol123

R1(config)#enable secret Cisco234

R1(config)#service password-encryption

R1(config)#line con 0

R1(config-line)#password Cisco789

R1(config-line)#end

R1#copy run start

R1#reload

Yro Oyner B pe3yjbrare BBOAA 3TOil KOH(pUrypaumei, ecjiv B ¢CJIeYIOLIUA pa3 ceTeBoil
aIMMHHMCTPATOP NMOAKJIIOYHUT KOHCOJBHBIN KaleJb K MAPIIPYTH3ATOPY M He BBeAeT HUKAKHX
JONMOJIHUTEJIbHbBIX KOMaH)]?

AamuHHCTpaTopy HY:XHO OyneTt BBecTH Ciscol123

AAMHUHHCTpATOpPY HY:KHO OyaeT BBecTH Cisco234

AamuHHCcTpaTopy HY:xHO Oyaet BBecTH Cisco789

AJIMHUHHCTPATOP YBUAUT NPHUIVIALICHHEe KOMaHIHOH cTpokn R1>

YTBepKIaeHO: / [« » 20
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