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1 He.]II/I, 3alavi U IVIAHUPYEMBIC PE3YyJdbTaTbl oﬁyqunﬂ o TMCIHMIIJIMHE

Heabo npenoaaBanus AUCHUILIUHBL ABISETCS (OPMHUPOBAHUE Y CTYACHTOB 3HAHUN B 00JIACTH
MOHUTOPHWHTIA U yIIpaBiieHne nHuuaeHramMu 1b.
3agaum npenojaBaHys JUCLUILIAHBL

° U3yuyeHHe TPUHIMIOB  (HOPMUPOBAHHS  KOMIDIEKCA Mep 1O  OOECTICYCHHIO
nHGOPMAIIMOHHON 06€30MaCHOCTH MPEANPHUITH (OpraHU3aIH);
° U3yYeHHE METOJ0B OpTraHW3allMil W YINPaBICHHUS JEATEIBHOCTh CIYXKO 3alIuThI

UH(POPMALIUU HA TPEIIPUATHH.

B pesynbrate OCBOCHHS MUCHMILIMHBI «MOHHTOPUHT COOBITHH M YIpPaBICHHE HHIUACHTAMH
(SIEM)» y oOyuatomuxcs (GOpMUPYIOTCS CIEAYIOIIME KOMIETEHIIMM U JOJDKHBI OBITh
JOCTUTHYTHI CJIEIYIOIINE Pe3yNbTaThl O0y4YeHHsS KaK 3Tanm (POPMHPOBAHUS COOTBETCTBYIOIIMX
KOMIIETCHIINH:

3HATh:

- IPUHLUIIBI (POPMUPOBAHMS KOMIUIEKCA Mep N0 o0ecrieueHHI0 HH(OpMAIIMOHHON 0€30aCHOCTH
OpeanpusITHs (OpraHu3aIim);

BJIAJIETh:

- METOJaMH OpraHHW3allMd W YMPaBJICHUS ACATEIBHOCTh CIyXO 3ammThl WHQOpMAIMH Ha
HpEANPUATHH.

OOyuenne mo aucruruiiHe «MOHUTOPUHT COOBITUH W yrpaBieHue uHuugeHtamu (SIEM)»
HaNpaBJIeHO HA (HOPMHUPOBAHKE Y OOYUAIOIIMXCS CIICTYIOIINX KOMIICTCHIINN:

Kon u HauMeHOBaHHe KOMIETeHIMit NuaukaTopsl 10CTHKEHUST KOMIIETEHIIMHU
[TK-6. CiocobeH npuHUMAaTh y4acTHe B HIIK-6.1. 3naer npuHIUNB (GOPMHUPOBAHUS
(hopMUPOBaHHUU, OPTAHU30BHIBATEH U KOMILJIEKCa Mep o 00ecreyeHnIo
MOJJIEP>KUBATh BHITIOJHEHHE KOMIUIEKCa Mep | MHPOpMaIIMOHHOM 0€30MacHOCTH
o obecreueHno HHPOPMAITMOHHON npeAnpuaTys (OpraHu3aium);
0€301acHOCTH, YIIPABJIAThH MPOILIECCOM UX HIIK-6.2. BrageeT MeTolaMu OpraHU3aIMU U
peanu3ainy; VOpaBIEHUS ACSITETbHOCTh CIYXKO 3allUThI

yH(bOpMalluy Ha PEANPHUSTHH.

2 MecTo TUCHUIIIMHBI B CTPYKTYpe 00pa3oBaTe/ibHOI NPOrpaMmbl

JucuunnuHa « MOHUTOPUHT cOOBITUH U ypaBiieHne uHiuaeHTamu (SIEM)» oTHOCUTCS K YnCTy
y4eOHBIX IUCHUIUIMH o0s3aTenbHON yacTH (b1.1) ocHOBHO# o00pa3oBaTenbHON MPOTpamMMBbI
(b1.1.28).

M3ydenne AUCLUIUIMHBI ONUPAETCS HA 3HAHWUSA, YMEHMS U HaBbIKM, HPUOOpETEHHbIE B
NpPEIIIECTBYIONINX AUCHUIUIMHAX: «be3omacHoCTh — omepanuMoHHBIX cucteM  Windowsy,
«be3onacHocTh  omepauuoHHBIX cucteM Linux» «be3omacHOCTb ceTel  AIEeKTPOHHBIX
BBIYUCIIUTEIFHBIX MAIIH, «AHAIH3 3aIIUIIEHHOCTH CUCTEM»

3 CTpykTypa U coaepKaHue TUCHUIINHBI

OOmasi TPyJOEMKOCTh JUCIMIUIMHBI COCTaBJSICT 4 3a4eTHBIX CIWHUI, T.e. 144 wdacos
(mabopatopHble 3aHATUS — 72 4Yaca, camMOCTosITeNbHas pabota — 72 yaca, (opMa KOHTPOJIS —
HK3aMeH, KypCOBOM MPOEKT) B 5 ceMecTpe.

CtpykTypa U coaep>kaHue AUCHUILTUHBI « MOHUTOPUHT COOBITUN W yIpaBlieHWE WHIUACHTAMU
(SIEM)» no cpokam u BUJ1aM pabOThI OTPAKEHbI B IPUIIOKEHUU
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3.1 Buabl yyeOHOM padOTHI M TPYA0EMKOCTh
(mo dopmam oOy4deHus)

3.1.1 Ounas popma oOydeHUs

Ne . KoaunuyectBo CemecTpbl
Buj yueOHoii padoThI
n/n 4acoB 5
1 | AyauTtopHble 3aHSTHS 72 72
B ToMm unce:
1.1 | Jleknum
1.2 | CemuHapckue/MpakTUIECKUE 3aHATHS
1.3 | JlabopaTopHbI€ 3aHATHS 72 72
2 | CamocrosiTesibHasi padoTa 72 72
B ToMm uncne:
2.1 | ...
3 | IlpoMe:kyTOUYHasi aTTeCTAIUs
3auet/mud.3aueT/7K3aMeH DK3aMeH
Hroro 144

3.1.2 OynHo-3a04Hast hopMa 00ydIeHHUS
He npenycmotpena

3.1.3 3aounas popma 0OydeHUs
He mpenycmoTpena

3.2 TemaTuueckui IVIAH U3yYEeHHU S AU CHUTIIHHBI
(o popmam oOyueHwHs)

3.2.1 Ounas hopma o0ydeHuUs

TpynoemkocTsb, yac
AyauTopHas padoTa
Camo
Ne Pasnesibl/TeMbl Cemuna | Jlabop | IIpakr | cTosiT
n/m IHCHMILTHHBI Beero | Jlekn pckue/ | aTopH | Muecka| eJbHa
. NPaKkTU4| ble s A
eckue | 3aHATH| moaro | padort
3aHATHUSL s TOBKa a
1 Paznen 1.
1.1 | Tema 1. M3yuenue, pa3BepThIBaHUE U 24 12 12
HACTpOIKa CUCTEMbl MOHUTOPHHTA
Zabbix.
1.2 | Tema 2. 3yueHue, pa3BepThIBaHUE U 24 12 12
Hactpoiika SIEM nHa ocHoBe ELK
Stack.
1.3 | Tema 3. N3ydeHue cucTemsl 24 12 12
monuTopunra MaxPatrol, o6paboTka
COOBITHIA.




1.4 | Tema 4. M3yuenue, pa3BepThIBaHUE U 24 12 12
HacTtpoiika IDS Ossec.
1.5 | Tema 5. N3yuenue, pa3BepThiBaHUE U 24 12 12
Hactpoiika SIEM Wazuh.
1.6 | Tema 6. N3yuenue, pa3BepThiBaHUE U 24 12 12
Hactpoiika SIEM OSSIM «AlienVaulty
Hroro | 144 72 72

3.2.2 OuHo-3a04Hast hopMa 00ydIeHHUS
He npenycmorpena.

3.2.2 3aounas ¢popma 00yueHUs
He npenycmotpena

3.3. CoaepxxkaHue TUCHMIIMHBI

Ne Pa3nen (Tema) Conepxanue
n/n JUCIUIIJINHBI
1 2 3

1 Pazgen 1

1.1 | U3yuenue, pa3BepThiBaHue | M3ydeHne NPUHIMIIOB HACTPOMKH U Pa3BEPTHIBAHUS CUCTEMBbI
M HACTPOWKAa  CHUCTEMbI | MOHUTOpUHTA Zabbix. 3ammyck, 3HAKOMCTBO C CHCTEMOH.
MOHUTOpHHTa Zabbix. MOHUTOPHHT CETEBBIX Y3JI0B, CO3/IaHHE I1a0JIOHOB, CO3JaHHE
KapThl CETH. PaciMpeHHbII MOHUTOPUHT IPOTOKOIY.
MOHUTOPHHT CETEBBIX CEPBUCOB. AreHTHbIH MOHUTOpUHT OC
Windows. Monutopusr 6a3sl qanabeix MySQL ¢ momotsio
Zabbix areHTa.

1.2 | Tema 2. U3yuenue, Nzyuenne kommonenToB cteka ELK: Elasticsearch, Logstash,
pa3BepTLIBAHUE U Kibana. [IpakTrka HacCTpOWKH U pa3BepThIBAHUE KOMIIOHEHTOB
Hactpoiika SIEM Ha ELK creka. U3yuenue u Hactpoiika Filebeat, Winlogbeat.
ocuose ELK Stack. VYnupanenue ctekoM 1 MoHUTOpUHroMm B ELK. Ananranus

cteka B pamkax SIEM, nmpoBeneHue TecToB Mo
JIETEKTUPOBAHUIO YIpo3 HH(POPMAIIMOHHOHN 0€30MacHOCTH.

1.3 | Tema 3. M3yueHue ApPXUTEKTypa CUCTEMBI, OITUCAHHE KOMIIOHEHTOB, CXEMa X
CHUCTEMBbI MOHHUTOPHHTA B3auMoJeicTBUS. [IpUHITUIIBI YCTAHOBKU U Pa3BEPTHIBAHUS
MaxPatrol, o6paboTka MAX PATROL SIEM. Onucanne uarepdeiica, pa3nems
COOBITH. «CoObITust», « MHIUACHTH, «3a1a4u 0 COOPY TaHHBIXY.

CO6op coObITHiA, peakuus u neTekTrupoBanne SIEM Ha yrpo3st
nH(POPMAIIMOHHOM 6€30MacHOCTH.

1.4 | Tema 4. N3yuenue, [Tpuntumne! pyHKIMOHUpOBaHUS U BO3MOHOCTH IDS Ossec.
pa3BepTHIBAHUE U VYcranoBka u pa3zseptbeiBanue IDS Ossec. Onucanue
Hactpoiika IDS Ossec. unrepdetica. Peakius u gerexkrupoanue IDS Ha yrpo3sr

MH(POPMALIMOHHOM 6€30MacHOCTH.

1.5 | Tema 5. U3yuenue, [TpuHIMIB GYHKIMOHUPOBAHUS U BO3MOXHOCTH Wazuh.
pa3BepThIBAHUE U KommnoneHTsl JaHHOM cucTeMBI. TUNIOBBIE CLIEHApUH
Hactpoiika SIEM Wazuh. MCToNIb30BaHus cuctembl. OcobeHHocTr BHeApeHus. O630p

CHUCTEMBI, €€ apXUTEKTYPa, B3aUMOJICHCTBHE arcHTa U cepBepa.
Hactpoiika cucteMsl U ee pa3BepTbiBaHue. Peakuus u
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nerektupoBanre SIEM Ha yrpo3s! nHpOpMamoHHON

0€30MacHOCTH.
1.6 | Tema 6. U3yuenue, [TpunIUIB! GyHKIMOHUPOBAHUS U BO3MokHOCTH OSSIM.
pa3BepThIBAHUE U KommnoneHTsl JaHHOM cUCcTeMBI. TUIIOBBIE CLIEHApUH

Hactpoiika SIEM OSSIM MCTONIb30BaHus cuctembl. OcobeHHocTH BHeApeHus. O630p

Hacrpoiika cucreMsl U ee pa3BepTbeiBaHue. Peakuus u
nerekrupoBanre OSSIM Ha yrpo3sl nHOOPMAITMOHHOM
0€30MacHOCTH.

«AlienVaulty CHUCTEMBI, €€ apXUTEKTypa, B3aUMOJCHCTBHE areHTa U cepBepa.

3.4 Temarnka ceMMHAPCKUX/MPAKTHYECKHUX U JIA00OPATOPHBIX 3aHATHI
3.4.1 CemuHapcKue/MPaKTUICCKUEC 3aHATHUS
He npedycmompenul yuebnwvim nianom.

3.4.2 JlabopaTopHbIe 3aHITH

Ne HaumenoBanue mabopatopHoii paboThI Sf:eM’
1 Brimonnenue nabopatopHoit pabotst Nel o teme 1 12
2 Brinonaenne naboparopron padotel Ne2 o teme 2 12
3 Brimosnenue nadopatopHoid padbotsl Ne3 o teme 3 12
4 Brimonnenue nabopatopHoit pa6otsl Ne4 o teme 4 12
5 Brimonnenue nadopatopHoid pabotel Ne5 mo Teme 5 12
6 Brimoanenue mabopatopHoit paboTel Ne6 1o Teme 6 12
Hroro 72

3.5 Temarnka KypcoBbIX IPOEKTOB (KypCOBBIX padoT)

Tembl KypcoBBIX paboT:

1. BuusiHue pacIIMpeHHOrOo JOTHPOBAHUS Sysmon Ha pearupoBaHHE U PacCiIeIOBaHUE
WHITUICHTOB

2. Ucnonws3oBanue SIEM st obecrieueHust 6€301MacHOCTH KOHTEHHEPOB

3. Ananu3 coObITHii OE€30MAaCHOCTH MPH HCIIOJIb30BaHUH yAaJeHHOTo padodero crona (RDP) ¢
nomouiso SIEM

4. Micnionb30BaHuE MAIMHHOTO 00yueHus i nosblieHus 3¢ dexrusuoctu SIEM

5. Ucnonws3oBanne sandbox B SIEM 1st aHanm3a moo3puTenbHBIX (aliIoB U BIOKESHUN

6. MounuTtopunr aktuHoctH VPN-nonkmouenuii ¢ nomonisio SIEM

7. Unrerpamust Velociraptor ¢ SIEM nmns pacmmpeHHOTO MOHUTOPHUHTA W pacclieOBaHUS
WHITUICHTOB

8. Ananu3 u nipegoTBpaiieHue yrpo3 B mpoueccax CI/CD ¢ ucnonp3oBanuem SIEM

9. Ucnonp3oBanue OTKPHITHIX UCTOUYHUKOB HaHHBIX (OSINT) mist oboramenust coosituii B SIEM

10. Ananu3s rocyaapcTBEHHBIX cTaHAapToB B o0nactu SIEM u ynpasieHus HHIMAEHTaMU



8
4 Y4eOHO-MeTOAMYECKOE U MH(OPMALMOHHOE O0ecIeYeHne

4.1 HopmatuBHbIe 10KyMeHTBI 1 'OCToI

ITporpamma cocTaBiieHa B coOTBETCTBUU ¢ DenepalibHbIM roCcy1apCTBEHHBIM 00pa30BaTEIbHBIM
CTaHJApTOM BBICIIEr0 OOpa30BaHUS MO HANpPaBICHHUIO MOATOTOBKM OakamaBpoB 10.03.01
«MupopManioHHast 6€301aCHOCTHY.

4.2 OcHOBHAsI JIUTEPATYpPAa

1. Momrak, H. H. OcHoBBI ynipaBiiennsi ”HGOPMAIIMOHHON O€301aCHOCTBIO : yueOHOe
nocobue / H. H. Momaxk ; nox pegakuueii B. B. OBunanukoBa. — Cankr-IlerepOypr : ['YAII,
2022. — ISBN 978-5-8088-1711-1. — Tekct : anmexkTpoHHbIi // JIaHb : 371eKTPOHHO-
ounbmmoreunas cucrema. — URL: https://e.lanbook.com/book/340967

2. A6nenos, A. XK. Ananus, onrcanue u oleHKa GyHKIMOHAIBHBIX y3710B SIEM-cuctemst :
yuebHoe nocobue / A. XK. A6nenos, B. A. Tpymun, K. Cynaitman. — HoBocubupck : HI'TY,
2018. — ISBN 978-5-7782-3603-5. — TekcT : anekTpoHHbIit // JIaHb : 371eKTpOHHO-
ounbmmnoreunas cucrema. — URL: https://e.lanbook.com/book/118277

3. Hemko, U. I1. bubnuorteka nuadpactpykTypbl HHOOPMAITMOHHBIX TEXHOJOTHH. [IpakTukm
ynpasnenus ITIL 4 / U. I1. leurko. — Cankr-IlerepOypr : Jlanp, 2023. — ISBN 978-5-507-
46529-3. — Texcr : anexTpoHHbIH // JlaHb : 35nekTpoHHO-O0ubMoTeunas cucrema. — URL:
https://e.lanbook.com/book/339749

4. 5. Crpamyh, 1O. I1. Texunyeckue cpecTBa aBTOMaTU3alMU U YIIPaBJICHUS Ha
ocHoge [[oT/IoT : yuebnoe nocodue / 1O. I1. Crpamryn. — Canxt-IletepOypr : Jlans, 2020. —
ISBN 978-5-8114-5018-3. — TekcT : aneKkTpoHHbIH // JIaHb : 2IeKTPOHHO-OMOIOTeHAs
cuctema. — URL: https://e.lanbook.com/book/143701 (nata o6pamenus: 01.09.2023). —
Pexxum noctyna: aig aBropus. nons3oarenein. — C. 56.

4.3 lonoJIHUTE/IbHAsA JJUTEpaTypa

1. 3erxna, J.II. ITogxon k oOHapyXeHHIO MHIMIACHTOB Oe3omacHocTH B MHTepHeTe Belei c
ucrnionp3oBanueM TtexHosmorun SIEM / JI.I1. 3erxkmna, JI.C. JlaBpoBa // WHTemnekTyalbHbBIC
TexHosioruu Ha tpascnopre. — 2017. — Ne 1. — C. 35-41. — ISSN 2413-2527. — Texkcr :
anexkTpoHHed  // JlaHb : 3JIEKTPOHHO-OMOINOTEUHAS cucTema. —  URL:
https://e.lanbook.com/journal/issue/302366

TexHomornM MpOrpaMMHON 3alTUTBI B UHTEpHETE : ydeOHoe mocobue. — Cankrt-IlerepOypr :
CII6I'YT um. M.A. bonu-bpyesuua, 2015 — Yacte 1 — 2015. — ISBN 978-5-89160-126-0. —
Texkcr : oanektponnsld // Jlawb : omekTpoHHO-OMOnmoreuHas cuctema. — URL:
https://e.lanbook.com/book/180095. — Pexum noctymna: ais aBropus. nonb3osareneit. — C. 19.

4.4  DjekTpoHHBbIe 00pa3oBaTebHbIEC PECYPCHI

DNEeKTPOHHBIN 00pa30BaTEIBHBIN pecypc Ha pa3padoTKe.

4.5 JIunen3noHHoe U CBOOOIHO PacpPoCTPaAHsIeMO€e MPOrPAMMHOE
o0ecreuyenme

1. Virtual Box



. Huctpudytus OC Centos7, Ubuntu 20.04
. HAuctpubytus OC Kali Linux

. Windows Server 2019

. Zabbix

. Wazuh

ELK

. Ossim

. Ossec

4.6 CoBpeMenHble npodeccnoHaNbHbIEC 0a3bl JAHHBIX U MH(POPMALIMOHHBIE
CIPaBOYHbIE CHCTEMbI

NHTepHeT pecypchl ¢ ONMCAaHHBIMU IPOIPAMMHBIMU POAYKTaMHU

5 MarepuajbHO-TeXHHYECKOE o0ecreyeHue

Jlis  mpoBeneHUsT BceX BHUAOB 3aHATHA HEOOXOAWMO TIPE3CHTAMOHHOE 000pyJOBaHUE
(MyJTBTUMEIUUHBIN TTPOCKTOP, SKpaH) — | KOMIUIEKT.

Jns mpoBeneHUs: TaOOPaTOPHBIX 3aHATUN HEOOXOIMMO HAJMYME KOMIIBIOTEPHBIX KJIacCOB,
000pYIOBaHHBIX COBPEMEHHOM BBIYUCIUTEIIPHOW TEXHUKOW M3 pacyeTa OJHO pabodee MeCTO Ha
OJIHOTO 00y4aeMoro.

6 MeToauveckue peKOMeHIAlNU

6.4 MeToanueckue peKOMeHIAIMHU ISl IPenoAaBaTeJis 10 OPraHu3aluu
00y4eHuUs

1. Ilpu moAroToBKE K 3aHATHAM CIEAYEeT HpPEABapUTENbHO MpopaboTaTh Marepuan 3aHsATHs,
MIPEAYCMOTPEB €ro MoAady TOYHO B OTBEIECHHOE /IS 3TOro BpeMs 3aHsaTus. ClielyeT NoArOTOBUTh
HE0OXOIMMbIE MaTepUalbl — TCOPETUYECKHE CBEeIeHUs, 3a1auu U jp. Ilpu npoBeneHun 3aHsATUSA
ClielyeT KOHTPOJIUPOBATh M0/1ayy MaTepHalia U pelieHue 3aJaHuil C y4eToM y4eOHOro BpEeMEHH,
OTBEJICHHOTO JIJIS 3aHATUS.

2. [Ipu npoBepke pabOT U OTYETOB CJIEIYET YUUTHIBATh HE TOJHKO MPABHJIBHOCTH BBHIITOJIHEHUS
3a/laHui, HO ¥ ONTUMAIIbHOCTh BRIOPAHHBIX METOJIOB PEIICHHUS, IPABIILHOCTH BBHITIONTHEHUS BCEX
€ro MIaroB..

6.5 MerToanueckue yKazaHus AJs 00y4aOIIUXCH M0 OCBOCHUIO
AUCIHUANIMHBI

N3yueHne MUCHUIUIMHBI OCYLIECTBISAETCA B CTPOIrOM COOTBETCTBHM C LIEJIEBOM yCTAaHOBKOM B
TECHOHN B3aMMOCBSI3U yueOHbIM IU1aHOM. OCHOBOI TEOPETUYECKOH U MPAKTUYECKON MOJTOTOBKH
CTYZCHTOB SIBIISIFOTCS JIEKIIUH U JTA00OPATOPHBIE PAOOTHI.

B nporuiecce camocTosTenbHON pabOThI CTYACHTHI 3aKPEIUISIOT U YTy OIsIOT 3HAHUS, TOJyYSHHbIE
BO BpEMs ayIUTOPHBIX 3aHATHI, TOTOBATCS K DK3aMEHY, 4 TAKXKE CAMOCTOSTEIBHO H3Yy4aroT
OTJIeJIbHbIE TEMbI YU€OHOH NPOrpaMMBbl.

7 DoH OLIEHOYHBIX CPEICTB

7.4 Meroabl KOHTPOJISI M OLIECHMBAHUSA Pe3yJbTATOB 00y4eHHS
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B niporiecce 00ydeHus HCTIONB3YIOTCS CIIEIYIOIIHE OIIEHOYHBIE (DOPMBI CAMOCTOSITEIIEHON PabOTHhI
CTY/IEHTOB, OLICHOYHBIE CpPEICTBA TEKYIIET0 KOHTPOJIS YCIEBAEMOCTH M MPOMEKYTOUHBIX
aTTeCcTaIlni:

- IpOBeJIEHUE Ta0OPATOPHBIX PAbOT (MPAKTUUECKHX 3aHATUH C UCTIOIB30BAHUEM CIICITEXHUKH) U
HUX 3allIUTa;

- CAMOCTOSTEIbHAs TOATOTOBKA U MTPOBEACHUE MPE3ECHTAUI IO TEMaM JUCLMUILIUHBL;

- DK3aMEH.

7.5 Ixaja u KpUTEPHH OLCHUBAHUS Pe3yIbTATOB 00y4YeHHUA

dopma IPOMEKYTOUHOU ATTECTALUN: IK3AMEH.
[To mToram MpoMekyTOUHOM aTTECTAIIMU IO TUCHUIUTAHE (MOJIYJII0) BBICTABIISETCS OIICHKA
COTJIMYHOY, «XOPOILOY, «YIOBJIECTBOPUTEIBHO» WIIH «HEYIOBICTBOPUTEIIHHOY.

Ikaaa oneHUBaHUA Onucanne

BeimonHeHnsl Bce BuUAbl y4eOHOM paboOThl, MperyCMOTPEHHbIE
y4eOHbIM Tu1aHOM. CTYJIeHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUH,
YMEHUH, HaBBIKOB IPHUBEJICHHBIM B TaOguIAX IOKa3aTeleH,
onepupyeT NPUOOPETEHHBIMH 3HAHUSAMH, YMEHHUSMH, HABBIKAMH,
IIPUMEHAET UX B CUTyalMsX MOBBILICHHOW CIOXHOCTU. [Ipm 3TOM
MOTYT OBITh JOMYIIEHBl HE3HAYUTEIbHBIC OIIMOKH, HETOYHOCTH,
3aTpyJHEHUS IIPU aHAIMTUYECKUX ONEPALUAX, IEPEHOCE 3HAHUN U
YMEHHI Ha HOBBIE, HECTAHJAPTHBIE CUTYalUH.

OTINYHO

BrimonHenst Bce Buabl y4eOHOM pabOThI, NPEIyCMOTPEHHBIC
y4eOHBIM M1aHOM. CTyIEHT AIeMOHCTPUPYET HEMOIHOE, MPaBUILHOE
Xopomo COOTBETCTBUE 3HAHUM, YMEHUH, HABBIKOB IIPUBEICHHBIM B TaOIHMIIAX
nokasarenei, 5ub0O ecliu mpu OSTOM ObUIM JOMyIIeHbl 2-3
HECYIIECTBEHHBIC OITHOKH.

BoinonHeHnsl Bce BHABI Yy4eOHOM paboOThI, NPESyCMOTPEHHBIE
y4eOHbIM I1aHoM. CTYJIeHT IeMOHCTPUPYET COOTBETCTBUE 3HAHMUH,
Y I0BNETBOPUTENBHO | B KOTOPOM OCBEIIEHA OCHOBHAs!, Hanbosiee BakHas 4acTh MaTepHala,
HO IpU 53TOM JONyIIEHa OJHA 3HauyuTeNIbHass OIIMOKa WIH
HETOYHOCTb.

He BbimonHen oauH wian  Oosiee BUAOB y4yeOHOM paboTHI,
IPEIYyCMOTPEHHBIX Y4eOHbIM IUTaHOM. CTYIEHT JE€MOHCTpUpPYET
HETIOJTHOE COOTBETCTBUE 3HAHUN, YMEHHIA, HABBIKOB ITPHBEICHHBIM B
Ta0NMIaX TOKa3aTenel, JOMYyCKAlOTCS 3HAYUTEIbHBIC OIINOKH,
NPOSIBIISIETCS. OTCYTCTBUE 3HAHWN, yMEHWH, HAaBBIKOB TI0 DSIIy
NOKa3aTelel, CTYICHT HCIIBITHIBACT 3HAUNTEIBHBIC 3aTPYAHCHHUS [TPU
OTIEPHPOBAHNY 3HAHUSMHU U YMEHHSIMH TIPU HX MEPEHOCE HAa HOBHIC
CUTYyaluH.

HeynosnerBoputenbHo

7.6  OueHo4YHbIE CpeaCTBA

7.3.1 Texyuuii KOHTPOJIb
OneHouHBIE CpeACTBA AJIS TEKYIIEeH aTTecTalun
- 3ammTa OTYETOB O BBHIITOJHEHHUH JTA0OPATOPHBIX paboT
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7.3.2 IlpomexyToUyHasi aTTECTaIUs

OreHOYHBIE CPEACTBA IS MPOMEKYTOUHON aTTECTAIIUN
- DK3aMeH

Crmcok BOIIPOC I TPOBCACHUS SK3aMCHA 11O JUCHUTIIINHE!

1. OO01e MPUHIKITBI TOCTPOEHUSI CUCTEMBI MOHUTOPUHTA HHITMACHTOB b

2. KoprniopaTtuBHas ceTb Kak 00BEKT 3alUThI, cOObITHE Oe3onacHoCTH, [ToHsTHE
ySI3BUMOCTH, KJTacCHU(PHUKALUS YSI3BUMOCTEH, HCTOUHUKH HH()OPMAIIHH IO ySI3BUMOCTSIM

3. Pa3Mm mieHue ceTeBbIX areHTOB CKAHUPOBAHUS B CETH

4. CereBble areHTh! U cO0p nH(pOpPMALIUN

5. OcCHOBHBIE IIPUEMBI BBISBICHHS YSI3BUMOCTEH, BBISIBIIEHHE H3BECTHBIX YSI3BUMOCTEH,
CHCTEMBI aHAJIN3a 3AIIUIICHHOCTH, IPIMEPBI CPEACTB aHAIN3a 3AIIUIICHHOCTH

6. CerteBble ckaHepbl 6€30MaCHOCTH, pa3MEIICHNE CETEBbIX ar€HTOB CKAHUPOBAHUS B CETH,
CEeTeBbIe areHThl U cOOp MHPOPMALTUT

7. CereBolii ckanep Nessus, 0030p BO3MOXKHOCTEH CKaHEepa, apXUTEKTypa CKaHepa,
NIOJTy4YeHHE M YCTaHOBKA CKaHepa, padoTa co CKaHEpOM

8. SA3pik onucanus atak NASL, cTpykTypa cLeHapHsi, CHHTaKCHUC SI3bIKa U TOJKITI0YaeMble
O6ubaoTeKku

9. Ckanepsl 0ezonacHocTu komnanuu Positive Technologies, kpaTkas ucropuueckas

CIpaBKa, apXUTEKTypa U OCHOBHBIE BO3MOXKHOCTHU ckaHepa XSpider, sTambl paboTsl cCKaHepa
XSpider, coop uHpOpMaLKU O CETH, UICHTU(DUKALUS YA3BUMOCTEH, JIOKAJIbHbIE IPOBEPKU
cucreM Windows, BEISIBIIEHUE YS3BUMOCTEH Web-TTPHIIOKEHHN

10. AHanu3 3aMIIEHHOCTH Ha YPOBHE y3J1a, 3aJ1a4H JJOKaJIbHOIO CKAaHUPOBAHNUA,
ApPXUTEKTypa

11. Co6op napopManmu 1 uaeHTUPUKALINS YA3BUMOCTEH, ckaHep Assuria Auditor

12. Crieninanu3upoBaHHbIE CPEJICTBA aHAIN3A 3AIIMIICHHOCTH, KIaCCU(PHUKAIMI CKaHEPOB

0€30macHOCTH 110 Ha3HA4YEeHHIO, yrpo3sl U ysa3BUMocTH CYB/I, ocoOeHHoCTH aHanm3a
samuieHHoct CYBJI, npumepsl nporpamm-ckanepos ysa3sumocteil CYB/]

13. VcTOYHUKY AaHHBIX JUISl CUCTEM OOHApYKEHHsI aTakK, COCTABIISIONINE TEXHOIOTUN
oOHapy’KeHHs aTak, CeTeBOW TpauK KaK HCTOYHUK JaHHBIX

14. OGHapy>xeHue atak Ha ypoBHe y3ia, Host IDS - koHTposb neficTBHi CyOBEKTOB
CUCTEMBI, COCTABJISIIOIINE OOHAPYKEHUS aTaK YPOBHsI y371a, aHAJIN3 JAHHBIX O MOTOKE

15. [Ipr3Haku aTak, HCIOJIb30BAHUE YS3BUMOCTEHN KaK MPU3HAK aTaKU, OTKIIOHEHUS OT
MOPOTOBBIX 3HAYEHUM, UCIIOJIB30BAHNE U3BECTHBIX TEXHUK U MHCTPYMEHTOB JIJIsi TPOBEACHUS
aTak

16. IDS/IPS Snort

17. IDS/IPS Suricata

18. MexaHu3MBbI pearupoBaHus, 0030p MEXaHIU3MOB pearupOBaHUS, BAPUAHTHI OJIOKUPOBKHU
19. WHuTerpamnus cpenctB oOHaApyKEHUsS U TIPEAOTBPAIIEHUS aTaK B €AMHYIO CHCTEMY U
B3aMMOJICHCTBHE C APYTUMHU CPEICTBAMU 3aIUTHI, HHTETPALIUs CPEIICTB OOHAPYKEHUS U
MPEIOTBPALICHHS aTaK B €IUHYIO CUCTEMY, IPUMEPBI KOPPESALUU JAHHBIX

20. SIEM Ossim, mpuHIMITEI pabOThI, OMMCAHUE TEPBUYHON HACTPONKHU

21. Zabbix Kak cucTeMa MOHUTOPUHTA, OOITUE IPUHIIUIIBI Pa0O0THI, PYyHKITHOHA,
BO3MOXHOCTH

22. Zabbix, mabI0HBI, TPYIIIIHI Y3JIOB CETH, TPUTTEPHI, KAPTHI CETH

23.  Zabbix, moauropusr no ICMP

24. Zabbix, MOHUTOPUHT CETEBBIX CEPBUCOB, KAPThI CETCH

25.  Zabbix, areHTHbIH MOHUTOPHUHT

26. Zabbix, ”HBEHTapu3aIsl, HI3KOYPOBHEBOE OOHAPYKECHHE

27. Zabbix, MOHUTOPHUHT 0a3 TaHHBIX

28. ELK kak cuctema MOHUTOpUHTra HHIUAEHTOB b
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29. Wazuh, npuHumn QyHKIIHOHUPOBAHUS U BO3MOYKHOCTH
30.  Ossec, mpuHIUN (PYHKIIMOHUPOBAHUS U BO3MOXKHOCTH
31. MaxPatrol, npuHIMN QYHKIIMOHUPOBAHUS U BO3MOKHOCTH

[Tpumep Ounera.
MUHUCTEPCTBO OBPA30OBAHUS U HAYKU POCCUICKO ®EJIEPALIU
®EJIEPAJIBHOE 'OCYJIAPCTBEHHOE ABTOHOMHOE OBPA30BATEJIbHOE VUPEX/IEHUE BBICIIETO
OBPA3OBAHUSA

«MOCKOBCKHU HOJIHTEXH@IIECKHI“J YHUBEPCHUTET»
(MOCKOBCKHH NOJIUTEX)

dakynbpTeT HH)OPMAITMOHHBIX TEXHOJIOTUI

Kadenpa: Madopmanrionnast 6€30macHOCTb

JucuunnuHa: MOHUTOPUHT COOBITHIA U ynipaBieHue nHuuaeHTamu (SIEM)
bakanaspsi. Kypc 3, cemectp 1

SK3AMEHAILIMOHHBIM BUJIET Ne 1

1. Zabbix, MOHUTOPHUHT 0a3 TaHHBIX
2. CerteBble areHTHI 1 cOOp HHPOPMALIUY.

[TpenonaBaTenn / Nenxos N.W. /




