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1 He.]II/I, 3alavi U IVIAHUPYEMBIC PE3YyJdbTaTbl oﬁyqunﬂ o TMCIHMIIJIMHE

HeJIBIO npenoaaBaHus JUCHUIIIIMHBI ABJISICTCA Q)OpMHpOBaHI/IC Y CTYACHTOB 3HaHUH B 0071aCTH
aHaJIn3a 3allUIICHHOCTU CUCTCM.
32,&3‘[1/[ npenoaaBaHusad TUCHUILIAHBI:

° U3ydeHHe METOJIOB yNpaBieHUs] HHYOPMAIIMOHHON 0€3011aCHOCTHIO;

° OCBOGHHE METOJIOB U CPEJCTB OIIEHKM MH()OPMAIIMOHHBIX PUCKOB B MH()OPMALMOHHBIX
cucTeMax;

° OCBOEHHUE METOJIOB U CPEJICTB BBISABICHUS YIpo3 HH(POpMAMOHHON 0€30MmacHOCTH;

° OCBOCHHUE CPEACTB KOHTPOJISI 3((HEKTHBHOCTH MPHUHATHIX MEp MO Peai3alii YaCTHBIX

HOJIUTHK WH(POPMAITOHHOM 0€3011acHOCTH MH(POPMAIIMOHHBIX CUCTEM.

B pesynbraTe OCBOCHHS AMCIUIUIMHBI «AHATU3 3AIIUIICHHOCTH CHUCTEM» y OOyYaromIHUXCs
GopMUpYIOTCS  CIIEAYIOIIME KOMIIETEHIIMA W JOJDKHBI OBITH JTOCTHTHYTBI — CIIEAYIOIIUE
pe3yIbTaThl 00y4eHUs Kak 3Tan (OPMHUPOBAHUS COOTBETCTBYIOUINX KOMITETCHIIUNA:

3HATh:

- OCHOBHBIE yTpO3bl 0€30MacHOCTH MH(OPMAIMK ¥ MOJIENN HAPYIIUTENS B WH(POPMAIIMOHHBIX
CHCTEMaX;

- OCHOBHBIE METO/IbI YIPaBJICHUS HH(POPMAITMOHHON 0€30MacHOCTHIO;

- METO/IBI ¥ CPEICTBA KOHTPOIIS (P PEKTUBHOCTH TEXHMUECKOH 3alIUThI HH(pOpManuy;

YMETB:

- pa3pabaTbiBaTh MOAEIH Yyrpo3 H Hapymwureneil HWHPOPMAIMOHHOW Oe30macHOCTH
UHQOPMALMOHHBIX  CHCTEM,  ONpeAeNsaTh  HHOOPMAIMOHHYI0O  HHOPACTPYKTYpy U
MH(OpPMAIMOHHBIE pEeCypChl OpraHM3allMM, IOJUICKAIINE 3alUTe, BBISIBIATH YSI3BHMOCTH
UH(POPMAIMOHHO-TEXHOJIIOTHIECKUX PECYPCOB HHDOPMAITHOHHBIX CUCTEM;

- OIeHUBAaTh WH(POPMAIMOHHBIE PUCKM B HMH(OOPMALMOHHBIX CHUCTEMax, pa3padaThIBaTh
NpPEUIOKEHUsI 10 COBEPIIEHCTBOBAHUIO  CHCTEMBl  YHpaBiCHUS  HH(DOpPMAIMOHHOU
0€30MacHOCTBIO HHPOPMAIIMOHHBIX CUCTEM;

- KOHTPOJMPOBaTh JPPEKTHBHOCTh TNPHUHATHIX MEp 10 pEaTH3alUyd YaCTHBIX TOJIHTUK
nH(popMannoHHON 0€30MacHOCTH HH(OPMALMOHHBIX CHCTEM;

BIIAJIETh:
- HaBBIKAMU aHaJIM3a MHPOPMALMOHHOM HMHPPACTPYKTYpbl MH(POPMAIIMOHHON CUCTEMBI U €€
0€30MacHOCTH,  METOJaMH  BBIABICHHS  yYrpo3  WH(POPMANMOHHOW  0e30macHOCTH

UH(POPMALIMOHHBIX CHCTEM;

- MeToJaMH YIpaBleHHs HWH(POPMAIMOHHONH 0€30MacHOCTbI0 HH(OPMAIIMOHHBIX CHCTEM,
METOAaMHU OLIEHKU MH()OPMAITMOHHBIX PUCKOB;

- HaBBIKAMH BBIOOpa © OOOCHOBAaHHWS KpHUTEpHEB HPPEKTUBHOCTH (HYHKIIMOHHPOBAHUS
3alIUIIEHHBIX MH(POPMALIMOHHBIX CHCTEM, HAaBbIKAMM Y4YacCTHs B JKCIEPTH3€ COCTOSHHS
3aIIUIIEHHOCTH HHPOPMALIUU Ha 00BEKTE 3aIUTHI.

OOydeHue 1o TUCHHIUIMHE «AHAIN3 3alIUIIEHHOCTH CHCTEM» HalpaBJeHO Ha (HOpMUpOBaHHE
o0yyaroImuxcs CIeIyOUMX KOMIETCHIUNI:

Koa n HaumeHOBaHHMe KOMIETeH Mt NHauKaTopbl 10CTHKEHUS KOMIIeTEeHIIUH
OIIK—12. CrocobeH  mpoBOAUTH NOIIK-12.1. 3HaeT OCHOBHBIE  yIpO3BI
MOJATOTOBKY  HCXOAHBIX  JaHHBIX JUIS Oe3omacHOCTH  HMHQOpPMAMM UM MOJENHU
MPOEKTHUPOBAHHUS TIOJICUCTEM, CPEICTB HapyIUTeNs B MHPOPMAIMOHHBIX CUCTEMAX;
obecrieueHus 3aIUThl MHYOPMAITUY U JJIS NOIIK-12.2. YMeer pa3pabareiBaTh MOMACIIH
TEXHUKO-3KOHOMHYECKOTO 0OOCHOBAHUS yrpo3 ¥ HapymuTenell uHPOpMAIMOHHON
COOTBETCTBYIOIINX MPOEKTHBIX PEUICHHIA; 0e3omacHOCTH  MH(GOPMAIMOHHBIX CHCTEM,
OIIK-1.4. CnocoOeH O1leHUBATh YPOBEHb OIIpEAEIIATh UH(POPMALIMOHHYIO
0€30MaCHOCTH KOMIIBIOTEPHBIX CUCTEM H uHppacTpyktypy U uHGOPMAIMOHHBIC
CeTeil, B TOM YHCJI€ B COOTBETCTBUU C peCypChl OpraHu3alny, MOJIeKAIINE 3allIUTe,




HOPMAaTUBHBIMH U KOPIIOPATUBHBIMU
TpeOOBaHUSIMU;

[TK-3. CnocobeH npuHUMaTh y4acTre B
OpTaHMU3aIH U MPOBEICHUU KOHTPOIbHBIX
MIPOBEPOK pabOTOCIIOCOOHOCTH U

3¢ (HEKTUBHOCTH MPUMEHSIEMBIX
MIPOrPaMMHBIX, TIPOTPaMMHO-ANTaPATHRIX U
TEXHUUYECKHUX CPEJCTB 3alIUTHI HHPOpMAIIHH;

BBISIBJIATE  YSI3BUMOCTHU
TEXHOJIOTHYECKUX
MH(POPMALIMOHHBIX CUCTEM;
HMOIIK-12.3. Bnameer HaBbIKaMU aHaiInd3a
“H(pOPMAITMOHHOM HH(paCTPYKTypHI
MH(POPMALMOHHOM CUCTEMBI u ee
0€30MacHOCTH, METO/IaMU BBISIBJICHUS YIpO3
nH(OPMALIMOHHOU Oe3omacHOCTH
WH(POPMAIIMOHHBIX CHCTEM.

HOIIK-1.4.1. 3HaeT OCHOBHBIE METOJBI
yHpaBiIeHUS MHPOPMAITMOHHOH
0€3011aCHOCTHIO;

NOIIK-1.4.2. OLICHUBATh
UH(pOpPMaLMOHHbIE PHCKH B
MH(OPMALIMOHHBIX CHCTEMax, pa3padaThiBaTh
NPEUIOKEHUs] MO0  COBEPLICHCTBOBAHMIO
CHCTEMBI  yNpaBJICHUS  WHPOPMALMOHHOM
0€30I1aCHOCTHIO HH(OPMAIIMOHHBIX CUCTEM;
NOIIK-1.4.3. Bnageer MeTOoJlaMu
yIpaBJIeHUs MHGOPMALMOHHOM
0€30MacHOCTbI0 HMH(MOPMAIIMOHHBIX CHCTEM,
MeTOAaMHU OLIEHKHU MH(POPMALIMOHHBIX
PHUCKOB.

HIIK-3.1. 3Haer MeToAbl U  CpPEICTBA
KOHTpONST  3(PPEKTHBHOCTH  TEXHUYECKOMH
3alUThl HH(OPMALUH;

NIIK-3.2. Ymeer KOHTPOJIMPOBATH
3¢ (HEeKTUBHOCT,  MPUHATBIX ~ MEp IO
peanuzanuu YaCTHBIX HOJIUTHK
MH(OPMALTMOHHON Oe30macHOCTH
WH(POPMAIIMOHHBIX CHCTEM;

WIIK-3.3. Brnageer HaBbikamMu BbBIOOpa WU
00OCHOBaHHS KpUTEpUEB APPEKTHBHOCTH
(YHKIIMOHMPOBAHUS 3alMIIEHHBIX
WHPOPMAIIMOHHBIX  CHCTEM, HaBBIKAMU
y4acTHs B JKCIEepPTHU3E COCTOSIHUS
3alMIIEHHOCTH WH(pOpMaluu Ha OOBEKTe
3aLIUTHI.

nH(pOpPMaITMOHHO-
pecypcoB

VYmeer

2 MecTOo TUCUMILTHHBI B CTPYKTYpe 00pa30BaTe/ibHOM MPOrpaMMbl

JucuuiuinHa «AHaIM3 3allUIIEHHOCTH CUCTEM» OTHOCHTCA K YHUCIy HpoQpecCHOHAIBHBIX
y4eOHBIX TUCHMIUIMH YacTd, (POpMUPYEMOIl yyacTHUKaMU o0pa3oBaTenbHbIX oTHOUIeHUH (b1.2)
OCHOBHOM 00pa3zoBaTenbHOM nmporpammsel (b1.2.01).
W3ydeHnue AUCUMIUIMHBI ONUPAETCS HA 3HAHWUSA, YMEHHMS U HaBBIKH, HPUOOpETEHHBIC B
NPEIIECTBYIOMMX JUCHMIIIMHAX: «OCHOBBI MPOEKTUPOBAHUS HMH(OPMAIMOHHBIX CHCTEMY,
«BBenenue B aHAIMTUKY WHPOPMALIMOHHOM 0€3011acCHOCTHY.

3 CTpyKTypa u cogepxkaHue JUCHUILIMHBI
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OO0mast Tpy10eMKOCTh JUCIHUILTUHBI COCTABISAET 6 3aUETHBIX €IUHUIL, T.c. 216 4acoB (JIeKIuu —
36 vacoB, nabopaTopHbIe 3aHATHS — 72 yaca, caMocTosATeldbHas pabora - 108 uacos, gopma
KOHTPOJISI — 9K3aM€EH) B 5 cemecTpe.

CtpykTypa W  colepkaHMe JUCHMIUIMHBI  «VHCTpyMeHTalbHblE CpeACTBAa  aHAIN3a
3aIMIIEHHOCTH U YIPaBIEHUS YSA3BUMOCTSIMM» IO CPOKAM U BUJaM pabOThl OTpaXKeHsl B 1. 3.2.

3.1 Buabl yueOHO# padoThl M TPYA0EMKOCTH
(mo popmam oOyueHUs)

3.1.1 Ounas hopma oOydeHuUs

Ne Bua yue6Hoii paGoThI KoanuecTBO CemecTpbl
n/n 4acoB 5
1 | AyautopHble 3aHATHS 108 108
B Tom uncrne:
1.1 | Jlekuuu 36 36
1.2 | CemuHapcKue/IpakKTUUECKHUE 3aHATHS
1.3 | JJaGopaTopHbIe 3aHATHS 72 72
2 | CamocTosiTesqibHAsA paboTa 108 108
B Tom uncrne:
2.1 | ...
3 | IIpome:xxyTouHasi aTTecTAIUS
3auet/aud.3a4eT/IK3aMeH DK3aMeH
Hroro 216

3.1.2 OuHo-3a04Hast popMa 00ydeHus
He npenycmotpena

3.1.3 3aounas ¢popma 0OyueHus

He npenycmotpena

3.2 TemaTuyeckuil JIAH U3YYEHUS TUCHUTITIMHBI
(mo popmam oOyueHUs)

3.2.1 Ounas popma oOyueHUs

TpyaoeMKOCTb, Yac

AyauTopHas padoTa
Camo
Ne Pasieabl/TeMbl Cemuna | Jlabop | IIpakt | cTosiT
n/m P — Beero | Jlexu pckue/ | aTopH | MUecka| eJIbHa
MPaKTU4| ble o s
i eckue | 3aHATH| moaro | paéort
3aHATHS 'y TOBKa a
1 Paznen 1.
1.1 | Tema 1. Ananus 0e30MacCHOCTH 92 16 30 46
CEepPBEPHOM YaCTH BEO-TIPUIOKCHUH




1.2

Tema 2. Aranu3 6€30MacHOCTH
KJIMEHTCKOM YaCTH BEO-TIPHIIOKCHHUI

124 20 42 62

Hroro | 216 36 72 108

3.2.2 OyHo-3a04Has opMa 00ydeHuUs
He npenycmorpena.

3.2.2 3aounas ¢popma 0O0yueHUs

He npenycmotpena

3.3. Coaepxanue TUCHUIINHBI
Ne Pa3nen (Tema) Conepxanue
n/n JUCIUIIJINHBI
1 2 3
1 Pasnen 1
1.1 | Ananus Oe3omacHOCTH | MeTo/bl U CpelCcTBa MOUCKa BeO-ys3BUMOCTeil. MeToasl coopa
CEpBEpHOM 4acTH BEO- | mH(OpPMAIUKM O CHCTEME: AKTUBHBIE M IIACCUBHBIE. YSI3BUMOCTH
IPUIIOKECHHH. Kkiacca Injections: MoWCK, SKCIUTyaTanus, 3allUTa. Y I3BUMOCTH
kinacca Security Misconfiguration: MOHMCK, 3KCIUTyaTanus,
3amuTa. Ys3BUMOCTH kjiacca Inclusion: mouck, sKcruryaranus,
3amuTta. RCE-ys3BUMOCTH: TOMCK, SKCIUTyaTalus, 3alll1Ta.
1.2 | Ananus 0e30macHOCTH | YSI3BUMOCTH Kiacca XSS: BUIBI, KOHTEKCT, IIOUCK,
KJIIMEHTCKOM dacTh BeO- | AKCIUTyaTarus u 3ammuTa. Y si3BumMocTH kinacca CSRF: mouck,
IPUIIOKEHU M. sKCIUTyaTtanus, 3ammra. Web Application Firewall: Bussi,
Hactpoiika. Content Security Policy: Bepcuu, criocoOsI
TECTUPOBAHUS NOJUTHK U BHEAPEHUSI.
3.4 TemMaTnka CeMUHAPCKUX/MPAKTHYECKHUX U JIA0OPATOPHBIX 3aHATHI

3.4.1 CemuHapCcKHe/TIPaKTHYECKUE 3aHATHUS

He npedycmompensi yueOuvim nianom.

3.4.2 JIaGopaTopHbI€ 3aHITUS

Ne HaumenoBanue nabopatopHoit paboThl Sf:’eM’
1 Brinonnenue nabopatopHoit pabotsr Nel 8

2 Brimonaenue nabopatopHoit padoTsl Ne2 10

3 Brinonnenue nabopatopaoit pabotsr Ne3 12

4 Brimonnenue madoparopHoit pabotsr Ned 18

5 BrimoHeHue maboparopHoit paboTel NeS 12

6 Brinonnenue 1adboparopHoit paboTel Ne6 12
Uroro 72




8
3.5 TemarTnka KypcoBbIX IPOEKTOB (KypCOBBIX padoT)
KprOBOG MMPOCKTUPOBAHUC 10 ,Z[aHHOﬁ JUCHUITIIINHEC y‘Ie6HBIM IJIAaHOM HC 3aIlJIaHUPOBAHO.
4 YueOHO-MeTOAMYECKOEe U MHPOPMALIMOHHOE o0ecriedeHue

4.4 HopmatuBHblie 1okyMeHTbI U 'OCTHI

[Iporpamma cocTtaBieHa B COOTBETCTBUU ¢ DepepalibHbIM roCcy1apcTBEHHBIM 00pa30BaTeIbHBIM
CTaHJApPTOM BBICHIETO OOpa30BaHMs IO HANpPABJICHUIO MOATOTOBKM crenuamuctoB 10.05.03
«MuadopmanonHas 6€30MacHOCTh ABTOMATU3UPOBAHHBIX CUCTEM.

4.5 OcHoBHas JuTeparypa

1. [Tyrun, B. B. 3amuTa nadopmalyy B KOMIbIOTEPHBIX HHPOPMALMOHHBIX CUCTEMAX :
yuebnoe nmocodue / B. B. Ilyrun, E. 0. I'onyOuuuas, C. A. Jlabaga. — Camapa : [II'YTH, 2018
— 119 c¢. — Tekcr : 3nexTpoHHbIH // JlaHb : 35eKTpoHHO-OuOMMoTeuyHas cucrema. — URL:

https://e.lanbook.com/book/182299 (mara ob6pamenus: 01.09.2023). — Pexum poctyna: s
aBTOpu3. nosp3oBareneil. — C.51

2. Huxutnn, B. H. IlpoBemenme ananu3a 3amMIIEHHOCTH  HWHPOpMAIMH B
UHPOPMALMOHHON cucTeme : yuebHoe nocodue / B. H. Hukutun. — Xabaposck : JIBI'YIIC,
2020 — 79 ¢. — Texkcr : anexTpoHHbIH // JlaHb : 3nMeKTpoHHO-OMOIMoTeuHas cuctema. — URL:
https://e.lanbook.com/book/179382 (mara ob6pamenus: 01.09.2023). — Pexxum moctyma: ais
aBTopu3. noJsb3osareneit. — C. 10

3. Kopuuenko, A. A. Cucrema TpeboBanuii Kk oOecrieueHHIO 0€30MACHOCTH
ABTOMATH3UPOBAHHBIX CHUCTEM W 3HAYMUMBIX OOBEKTOB KPHUTHUYECKOH HWH(POPMAIMOHHON
UHPPaCTPyKTyphl : yuebHoe nmocodue / A. A. Kopuuenko, B. C. , A. II. I'myxoB. — CaHkT-
[TerepOypr : TII'YIIC, 2022 — ISBN 978-5-7641-1837-6. — TekcT : anmekTpoHHbIi // Jlanp :
ANIeKTpOHHO-OMOMHoTeunas cucreMa. — URL:  https://e.lanbook.com/book/329477 (mara
obpamenus: 01.09.2023). — Pexum goctyna: st aBTOpu3. nonb3oBareneit. — C. 5

4.6 [lomoqHuWTeNbLHAA JJUTEpPATypa

1. CenbBeCIOK, H.N. METOIOJIOT WA AHAJIN3A SAIUIIEHHOCTHU
ABTOMATU3NPOBAHHBIX CUCTEM OBPABOTKU MH®OPMAIINU / H.U. CenbBeciok,
A.C. Octposckuit, B.J[. CnuBunckuii / MUadopmaTrka u cuctemsl ynpasiaeHus. — 2016 — Ne 2
— C. 17-24. — ISSN 1814-2400. — Texkcr : a5eKTpoHHbIH // JIaHb : 371eKTpOHHO-OMOIHOTeYHAS
cucrema. — URL: https://e.lanbook.com/journal/issue/300657 (mata oOpamenus: 01.09.2023).
— Pexxum noctyna: uig aBropus. noss3osareneit. — C. 1

2. Kammpckas, E. H. 3ammura nadopmanmu B ”HGOPMAITMOHHO — YIPABIISIONINX CUCTEMAX :
yuebnoe nocodue / E. H. Kamupckas, M. A. MakapoB. — Mocksa : PTY MUPDA, 2020 — 67
c. — Texcer : oanexktponHbii // Jlab : snekTpoHHO-OMOMHMoOTeuyHass cucrema. — URL:

https://e.lanbook.com/book/167621 (mara o6pamenus: 01.09.2023). — Pexxum moctyma: ass
aBTOpu3. nmoJsib3oBareneit. — C. 3

3. @ort, F0. 1. Crangaptsl nH(pOpMAIIMOHHON Oe30macHOCTH : yuyebHnoe nocobue / FO. 1.
®ot. — Openlbypr : OI'Y, 2018 — ISBN 978-5-7410-2297-9. — Tekcr : anexkTpoHHbIH // JIaHb :
ANIeKTpOHHO-OMOMHoTeunas cucreMa. — URL:  https://e.lanbook.com/book/159804 (mara

obpamenus: 01.09.2023). — Pexum goctyna: uisi aBTOpu3. mosis3oBareneid. — C. 59



4.7  DJeKkTpoHHBbIe 00pa3oBaTeIbHbIEC PECYPCHI
1. DO0P «AHanmu3 3alMIIEHHOCTHM cUCTeM»  [OnekTpoHHbIi pecypc] —  URL:
https://online.mospolytech.ru/course/view.php?id=11896 (mara obpamenus: 18.02.2023).

4.8 JIuueH3MOHHOE U CBOOOJHO PACIPOCTPaHsieMOe MPOrpaMMHOe
o0ecreyenune

1. Virtual Box
2. Bupryansnas mammnaa Metasploitable3
3. Huctpudytus OC Kali Linux

4.9 CoBpemMenHble npodeccnoHaNbHbIC 0a3bl JAHHBIX U HHPOPMALIMOHHBIE

CIPaBOYHbIE CUCTEMBI
1. OWASP Web Security Testing Guide [9nextponnsiii pecypc] — URL:
https://owasp.org/www-project-web-security-testing-guide/ (nara obpamenus: 18.02.2023).

5 MarepuajabHO-TEXHHYECKOE OfecTeueHne

Jnst mpoBeneHHMsT BCEX BHJIOB 3aHATHA HEOOXOIMMO TMPE3CHTAMOHHOE 000pYyIOBaHHE
(MyJTBTUMEIMUHBIN TTPOCKTOP, SKpaH) — | KOMIUIEKT.

Jns mpoBeneHust 1aOOpaTOPHBIX 3aHATUH HEOOXOJMMO HAJMYME KOMITBIOTEPHBIX KJIacCOB,
000pYIOBaHHBIX COBPEMEHHOM BBIYUCIUTEIIBHOW TEXHUKOW M3 pacyeTa OJHO pabodee MeCTO Ha
OJIHOTO 00y4aeMoro.

6 MeToanyecKue peKoMeHIaluu

6.4 Meroanueckue peKOMEHIANNH IJIS1 MPeNogaBaTe/isi 10 OPraHU3aNnu
00y4eHuUs

1. Ilpy moAroToBKE K 3aHATUSAM CIEAyeT NpeABapUTEIbHO MpopabdoTaTh MaTepuan 3aHATHS,
IPEeIyCMOTPEB €ro Imnojady TOYHO B OTBEACHHOE Ui O3TOro Bpems 3aHaTus. Cremyer
MOJArOTOBUTh HEOOXOJMMBbIE MaTepHalbl — TEOPETUYECKHE CBelIeHus, 3aaauu u Ap. llpu
IIPOBEACHUM 3aHATUA CIIEAYyeT KOHTPOJMPOBATH IOAAYy Marepuajga U pPEIICHWE 3aJaHuil ¢
y4eTOM Yy4eOHOTO BPEMEHHU, OTBEJIEHHOTO JUIsl 3aHSATHSL.

2. ITpu npoBepke pabOT U OTYETOB CIEAYET YUUTHIBATh HE TOJIBKO MPABUJIBHOCTH BBITOJHEHUS
3a/laHui, HO M ONTUMAJBHOCTH BHIOPAHHBIX METOJOB PELIEHUS, MPaBUIBHOCTh BBIOJIHEHUS
BCEX €ro L1aroB..

6.5 MeToanueckue yKazaHus 1Js 00y4aOIIUXCSH M0 OCBOCHUIO
AUCIHUANIMHBI

W3y4eHne MUCHUILUIMHBI OCYILECTBISETCS B CTPOIOM COOTBETCTBUM C IICJIEBOM YCTaHOBKOM B
TECHOHN B3aMMOCBSI3U yueOHBIM TIaHOM. OCHOBOM TEOPETUYECKOM M MPAKTUYECKON MOArOTOBKH
CTYZCHTOB SIBJIIOTCS JIEKLIUH U J1a0OpaTOpHbIE PAOOTHI.

B mnpomecce camocToATeNbHOM pPabOTHI CTYACHTHI 3aKPEIUISIOT U YIIyOJsIIOT 3HaHUS,
IIOJIy4YEHHBIE BO BpeMs ayJUTOPHBIX 3aHATHH, TOTOBITCS K JK3aMEHY, a TAKXKE CaMOCTOATEIbHO
U3Yy4aloT OT/AEIbHbIC TeMbl yUYeOHOM MPOTpaMMBI.
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7 DoH OLIECHOYHBIX CPEICTB

7.4 Meroabl KOHTPOJISI M OLIECHMBAHUSA Pe3yJbTATOB 00y4eHHS

B mnpouecce oOyueHHs HCHONB3YIOTCS CIEIYIOIIME OICHOYHBIE (OPMBI CaMOCTOATEIBHOM
paboThl  CTY/JEHTOB, OLIEHOYHBIE CPEACTBA TEKYIIEr0o KOHTPOJS  YCIIEBAEMOCTH H
IPOMEKYTOUHBIX aTTeCTaLUil:

- TIpoBe/IeHNE JTabOPaTOPHBIX PA0OT (MPAKTHYECKUX 3aHATHH C MCTIOIH30BAHUEM CIIEIITEXHHUKH )
U X 3aIlUTa;

- CaMOCTOsATEIbHAsI TOATOTOBKA U MTPOBEJIEHUE MPE3EHTALIUMI 10 TEMaM JIUCHUIUINHBI;

- 9K3aMEH.

7.5 Ixaja u KpUTEPHH OLlCHUBAHUS Pe3yIbTATOB 00y4YeHHA
®opMa MPOMEKYTOUHON aTTECTALUU: IK3aMEH.

[To uroram mpoMexyTOUHOM aTTecTally 10 AUCUUIUIHHE (MOJIYJII0) BBICTABIISETCS OLIEHKA
COTIUYHOY, «XOPOIIOY, KYJAOBIECTBOPUTEIHHO» WU «HEYJOBICTBOPUTEIBLHO.

MIxana oueHNBaHUA Onucanune

BeimonHensl Bce BUAbl y4eOHOM paboOThl, MperyCMOTPEHHbIE
y4eOHBIM Tu1aHOM. CTYJEHT IEeMOHCTPUPYET COOTBETCTBUE 3HAHUH,
YMEHHUH, HaBBIKOB IPHUBEICHHBIM B TaOMuIaxX IOKa3aTeneH,
onepupyeT NpUOOPETEHHBIMU 3HAHUAMH, YMEHMSIMH, HaBBIKAMU,
IIPUMEHSAET UX B CUTyalMsX NOBBILICHHOM Cl0XHOCTH. [Ipu 3TOM
MOTYT OBITH JONYILIEHbl HE3HAUUTEIbHbIE OLIMOKH, HETOYHOCTH,
3aTpyJHEHUS NIPU aHAIUTUYECKUX ONEPALUAX, IEPEHOCE 3HAHUN U
YMEHHI Ha HOBbIE, HECTAHJAPTHBIE CUTYAalUH.

OTIINYHO

BrimonHensr Bce Buabl y4eOHOM pabOThI, NPEIyCMOTPEHHBIC
yueOHbIM  miaHoM.  CTyOeHT  JeMOHCTPUPYET  HEMOIHOE,
Xopouio MPABUIIEHOE COOTBETCTBUE 3HAHU, YMEHUH, HaBBIKOB
MPUBEICHHBIM B TaOMUIaX MMOKa3aTesnei, 1Mo eciau Mpu STOM OBbLITU
JIOTYIIIEHBI 2-3 HECYIIECTBEHHBIC OIIHOKH.

BoinonHeHnsl Bce BHABI Yy4eOHOM paboOThI, NPESyCMOTPEHHBIE
y4eOHbIM T1aHOM. CTYJeHT IeMOHCTPUPYET COOTBETCTBUE 3HAHMUH,
Y I0BNETBOPUTENBHO | B KOTOPOM OCBEIllEHA OCHOBHas, Haubojiee BaKHAs 4YacTb
MaTepuaga, HO MpHU 3TOM JOMyIEeHa OJHAa 3HAa4YMTENbHas OIIMOKa
WM HETOYHOCTb.

He BwmmonHen omuH win Ooyiee BHUAOB Y4ueOHOW pabOTHI,
NPEIYCMOTPEHHBIX Y4eOHBIM IUTaHOM. CTYIEHT JIE€MOHCTPUPYET
HETIOJTHOEC COOTBETCTBHME 3HAHWH, YMECHHI, HAaBBIKOB MPHUBEICHHBIM
B Ta0NHIax TOKa3aTeNel, MOMyCKAIOTCS 3HAYMTEIbHBIC OIIMOKH,
MPOSIBIIACTCS. OTCYTCTBUE 3HAHWW, YMCHHM, HABBIKOB 110 PSAY
HOKa3aTCHeﬁ, CTy,Z[eHT HUCIIBITHIBACT 3HAYUTCIIbHBIC BanyIIHCHI/IH
IIPH ONEPUPOBAHUM 3HAHUSAMHU W YMCHHUSIMH INPH UX IEpPeHOCE Ha
HOBBIC CI/ITyaI_II/II/I.

HeynosneTBopuTtenabHO
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7.6  OuneHo4yHbIe CpeacTBa

7.3.1 Texymuii KOHTPOJIb
OneHouHbIE CpeNICTBA AJIs TEKYILEH aTTecTalun
- 3a1uTa OTYETOB O BBIIOJHEHUH J1a00PaTOPHBIX paboT

7.3.2 IlpomMexyTOUyHasi aTTeCTalus

OneHoYHBIE CPENICTBA AJIsl IPOMEKYTOUHOM aTTeCTaIlH
- DK3ameH

Crmcok BOmpocC AJis MPOBEACHUS dK3aMeHa M0 TUCIUIUIUHE:

1.Metoib! 1 cpeicTBa MOKCKA BEO-ysI3BUMOCTEH.

2.AKTUBHBIC METOJIBI cOOpa MHPOPMAITUH O CHCTEME.

3. [NaccuBHBIe MeTO 1Bl cOOpa HHGOPMAITUHU O CUCTEME.

4. Vsa3umoctd kiacca Injections: mouck, skcruryaranust u 3ammra (SQL-injection, HTML-
injection).

5. Va3eumocTtH kiacca Injections: mowck, skcruryatanust U 3amuTa (XPath-injection, iFrame-
injection).

6. Ys3BuMocTH Kinacca SecurityMisconfiguration: MOWCK, SKCIUTyaTalns, 3aiuTa.
7. Ilouck u skcmryaranus RCE-ysa3BumocTeit.

8. 3auura ot RCE-ys3BuMoOCTE.

9. VazumocTts Self XSS: KoHTEKCT, MOKCK, SKCIUTyaTalus U 3allHTa.

10. Vs3sumocth Blind XSS: koHTEKCT, MOUCK, SKCIUTyaTaIMs | 3aIINTa.

11. Va3BumocTts Stored XSS: KOHTEKCT, TOUCK, SKCILTyaTalus U 3alIuTa.

12. Vsa3sumocth Reflected XSS: KoHTEKCT, MOUCK, IKCIUTyaTAIHSI U 3aIUTA.

13. Va3Bumocth DOM-based XSS: KOHTEKCT, TOUCK, SKCIITyaTallys U 3alHTa.
14. Tlouck u skcruryatanust CSRF-ys3BumocTeit.

15. 3amumra ot CSRF-ys3BumocTeil.

16. Hactpoiika u BHenpenne WAF.

17. lerextupoBanue u ooxoq WAF.

18. Content Security Policy: Bepcun, ux GpyHKINOHAIBHBIC OTIAYUSL.

19. Content Security Policy: criocoObl TeCTUpOBaHUS MOJIUTUK U BHEIPEHUS.

[Tpumep Ounera.
MUHUCTEPCTBO OBPA3OBAHUS U HAYKU POCCUICKO ®EJIEPALIMI
®EJIEPAJIbHOE 'OCYJJAPCTBEHHOE BIOJUKETHOE OBPA3OBATEJIbHOE YUPEX/EHUE BBICILETO
_ OBPA3OBAHUS _
«MOCKOBCKHUHU NOJIUTEXHUYECKHUU YHUBEPCHUTET»

(MOCKOBCKHUH MMOJIUTEX)

®daxynpTeT HHPOPMAIIMOHHBIX TEXHOJIOT U
Kadenpa: Mudopmarmonnas 6e30macHOCTb
JucuunnuHa: AHanu3 3alUIIeHHOCTH CUCTEM
bakanaspsl. Kypc 3, cemectp 1

AK3AMEHAILIMOHHBIM BUJIET Ne 1

1. Vsazsumocts Self XSS: koHTEKCT, MOUCK, SKCTUTyaTaIvs U 3aIlluTa.
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2. VYs3BuMocTu kiacca Injections: mouck, sxcrutyaranus 1 3ammra (SQL-injection, HTML-
injection).

[Ipenonasatenb / Iumymun I'.O. /




