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1 Henu, 3a7a4u ¥ IJIaHUPYeMble Pe3yJbTAThI POX0KIEHUHN NPAKTUKH

K

OTHCCTU!

K

OTHECTH:

OCHOBHBIM II¢JIAIM OCBOCHHA HpOCKTHO-TeXHOHOFH‘IeCKOﬁ IMPAKTUKHU CJIEAYCT

3aKpeIUIeHue M yIIIyOJeHHEe TEOPEeTHYECKHX 3HAHWM, MOJYYEHHBIX CTyICHTaMH HpU
W3YyYEHUH JUCHUILTUH TPO(PEeCCHOHATBHOTO IIUKIJIA U JUCHUIUIMH CHEIHAIN3aUU TIPH
cUCcTeMbl WH(POPMAIMOHHON  Oe30macHOCTH  Ha

peaim3aniuni W  BHCAPCHUHU

MpeANpUsITHH,

MpUOOpETEHNE U Pa3BUTUE HEOOXOJMMBIX MPAKTHMUECKUX YMEHHH U HaBBIKOB IPU

peamu3aniii W BHCAPECHUHU  CHUCTEMbI HH(l)OpMaHHOHHOﬁ 0€e30IacHOCTH  Ha

npeanpusaTUd B COOTBETCTBUU C Tpe6OBaHI/I$IMI/I K YPOBHIO IIOAT'OTOBKH BBIITYCKHHKA.

OCHOBHBIM 3agadaM OCBOCHUA HpOCKTHO-TeXHOHOFI/I‘-IGCKOﬁ MMPAaKTUKHU CJICAYCT

MIOJIyYEHUE NPAKTUYECKUX HABBIKOB IIPU pEAIM3allMd U BHEIPEHUU CPEICTB 3AILUTHI
MH(POPMALIMOHHO-TEXHOJIIOTHYECKUX PECYpCOB aBTOMAaTH3MPOBAHHOM CHCTEMBl Ha
IIPEIIPUITHH;

MOJyYeHHE MPAKTUYECKUX HaBBIKOB IKCIUIyaTalluU CPEACTB 3alUThl HHPOPMALIMOHHO-
TEXHOJIOTMYECKUX PECYPCOB aBTOMATU3UPOBAHHOM CUCTEMBI HA IIPEATIPUATHM;
OBJIAJICHUE METOJOB WU CPEACTB, CBA3aHHBIX C peaJu3aluell 4YacTHBIX IOJUTHK
MH(POPMALIMOHHOM 6€301MacHOCTH aBTOMATU3UPOBAHHON CHCTEMBI,

OCYILECTBIICHE MOHUTOPUHTA U ayAuTa 0€30MaCHOCTH aBTOMAaTU3UPOBAHHON CHCTEMBI

Ha OpCANPUATHN.

B pesynbpTaTe oCcBOSHUS MPOW3BOACTBEHHOW MPAKTUKU Y OO0ydYarOMIUXCS (HOPMUPYIOTCS

cIeayromue KOMIICTCHIIUU U TOJIZKHbBI OBITE JOCTHUTHYTBI CJIICAYIOIIUC PE3YJIbTAThI O6y‘leHI/I$I Kak

oTal q)OpMI/IpOBaHI/ISI COOTBCTCTBYHOIIHUX KOMIIETCHITU:

Koa u HauMeHoOBaHMe KOMIIETeHIINHA

I/IHI[HKaTOI)bI JAOCTHKCHHUA KOMIICTCHIIUN

OIIK-4. CiocobeH aHaTU3UpOBaTh (HU3UICCKYIO
CYIITHOCTb SIBIICHUH U MPOIECCOB, JISKAIIUX B OCHOBE
(YHKIIMOHUPOBAHUS MUKPOAICKTPOHHON TEXHUKH,
MPUMEHSTh OCHOBHBIE (DU3NYECKHE 3aKOHBI K MOJICIIH
JUTSL pellieHns 3a/1a4 TPo(eCCHOHANBHOM eI TeIbHOCTH

11OIIK-4.1 3naer:

e  OcHOBHBIE 3aKOHBI MEXaHHKH;

e  OcHOBHBIE 3aKOHBI TEPMOJJMHAMUKHI H
MOJIEKYJISIPHON (DH3HKH;

e OcCHOBHBIE 3aKOHBI JIEKTPUYECTBA M MarHETU3Ma;

e OcHOBBI KBAaHTOBOH (pH3MKHU U (PU3UKH TBEPIOTO
Tena,

e  OcCHOBHI TeOpUH KOJEOAHUN U BOJH, ONITHKH,

e  ®dusnueckue sABICHUS U YPPEKTHI, HCIOTb3yEMbIE
npu 00paboTKe, XpaHSHHH, TIepenayde,
YHAYTOXXCHUH U 3aLUThl HH()OPMAIHH.

[1OIIK-4.2 YmeerT:
L CTPOUTH MAaTCMaTUYCCKNUE MOACTIN (I)I/I?)I/I‘-IeCKI/IX

SIBJIEHUH U IPOLIECCOB;




o peuaTbh TUIOBLIC IPUKIIATHBIC (bmmqecm/le
3a1a4u;

®  AHAIM3UPOBATH U HPUMEHSATH (PU3HUECCKUE SIBICHUS
1 3((eKTHI IS pelIeHNs PaKTUYECKUX 3a/1a4
obecrieuennst HHHOPMALTMOHHOM 6€3011aCHOCTH;

®  TPUMEHATH MaTeMaTHYECKUE METObI
HCCIIeI0BaHMs MoesIel mu(poB;

®  OCHOBBI (PU3UYECKOM 3alIUTHI OOBEKTOB
nH(pOpPMATH3ALINH.

11OI1K-4.3 Brnageer:

e  METOJaMH TEOPETUYECKOTO HCCIICIOBAHUS
(M3UYECKUX ABJICHUH U POLECCOB;

o HaBBIKaM# ITPOBCACHUA q)HBPI‘IeCKOFO
JKCIIEPUMEHTA U 00pabOTKH €ro pe3ysbTaToB.

OIIK-5. CiocoGeH mpuMeHsITh HOpMaTHBHBIE
MIPaBOBBIE aKThl, HOPMaTUBHBIE U METOJMYECKUE
JIOKYMEHTBI, PerjJaMeHTUPYOLIHE e TeIbHOCTD 10
3amuTe nHQGopmManuu

ITOIIK-5.1. 3HaeT OCHOBHI OPraHU3ALMOHHOTO U
[IpaBOBOTO 0OecHeYeHns] HH(POPMAIIMOHHON
0€3011aCHOCTH, OCHOBHBIE HOPMAaTHUBHbIE IPABOBbIE aKThI
B 00J1acTH oOecrieueHus: HHHOPMALMOHHOM
0€3011aCHOCTH ¥ HOPMaTHBHBIE METOIUYECKHE
moxymeHTsl @Ch Poccun u ®CTIK Poccun B obnactu
BAIUTHl HHPOPMAINK;

1OI1K-5.2. YMeeT npuUMeHITh HOPMAaTUBHBIE IPABOBBIE
AKTHI 1 HOPMAaTHBHBIE METOINYECKHE TOKYMEHTHI B
oOmacTi obecneueHmst HHPOPMAITMOHHOM 6€301MacHOCTH,
[10JIb30BATHCSI HOPMAaTHBHBIMHU JOKyMEHTaMH IO 3aIUTe
MHGpOpMAaITH;

[1OIIK-5.3. Bnageer HaBbIKaMu pabOTHI €
HOPMAaTHBHBIMH IPABOBBIMU aKTaMH.

[TK-12. CtocoOHOCTh pa3padaThiBaTh MPEAIOKCHIUS
10 COBEPIICHCTBOBAHHIO CHCTEMBI yIIPABICHUS
nH(OPMALMOHHOI 0€3011aCHOCTHIO
aBTOMaTU3UPOBAHHOM CUCTEMBI

ITK-12.1. 3naer:
®  COCTaB CHCTEMbI YIIPaBJICHHS U TPeOOBaHUS K ee
3JIEMEHTaM;
®  OCHOBHBIC KPHUITOrpadUIECKUAE METOIBI,
QITOPUTMBI, IPOTOKOJIBI, HCITOJIB3yEMBbIC IS
obecrieueHHs O€30MaCHOCTH B ceTsx DBM.
NITK-12.2. YMmeerT:
¢  3(h(heKTHBHO UCIIOIH30BATh PA3TUIHBIE METOIBI U
CpeJ/ICTBa 3alUThl HHPOPMAIMHU JUTS
KOMITBIOTEPHBIX CETEH;
I1K-12.3. Boameer MeTogamMu IpoBeIeHIs BEIOOpa
[IPOrpaMMHO-AINIAPATHBIX CPEICTB 00eCTIeYeH s
HGOPMaITMOHHON 06€30MMacCHOCTH IS UCITOJIb30BAHUS UX
B COCTaBE aBTOMATH3UPOBAHHOM CUCTEMBI C IIEJIbIO
0OecTIeYeHUsT TPEOYEeMOro YPOBHS 3alUIIIEHHOCTH
ABTOMATH3HPOBAHHOW CHCTEMBI.

OIIK—11. CnocobeH pa3pabaTbIBaTh KOMIOHEHTHI
CHCTEM 3aIlIUThl HH(POPMAIIMK aBTOMaTH3UPOBAHHBIX
cucTeM

ITOIIK-11.1. 3HaeT mporpaMMHO-anmnapaTHbIE CPEeICTBa
0OecTIeyeHNsT MHPOPMAITMOHHOW 0€30IIaCHOCTH B
THITOBBIX OMCPAIIMOHHBIX CHCTEMaX. CHCTEMax
yIIpaBJICHUs O0a3aMu JaHHBIX, KOMITBIOTEPHBIX CETSIX.
[1OTIK-11.2. YMeeT mpoBOANUTE BEIOOP MIPOTPAMMHO-
ATIITAPATHBIX CPEICTB OOecreYeHusT MH(POPMAITMOHHON
0€30ITaCHOCTH JJIS1 KICTIONTE30BAHUS UX B COCTABE
ABTOMATH3HPOBAHHOW CHCTEMBI C LIEThI0 00eCTIeueHIs
TpebyeMoro YpOBHS 3aIIUIIEHHOCTH
ABTOMATH3HPOBAHHOW CHCTEMBI.

1IOI1K-11.3. Bnageet HaBbikamMu 000CHOBaHHMS, BEIOODA,
peanu3anuy ¥ KOHTPOJIS Pe3yJIbTaTOB YIIPABICHISCKOIO
PEIIICHNST; HABBIKAMHU PaOOThI ¢ HOPMATUBHBIMU
[PaBOBBIMU aKTaMH; HABBIKAMH JKCILTyaTaI[HH U
AIMUHUCTPUPOBAHUS (B YaCTH, KACAIOIICHCS
[pa3TpaHUYCHUS TOCTYIA, Ay TCHTU(DUKAINH U ayIHUTa)
033 TaHHEIX, JIOKAJTFHBIX KOMITBIOTEPHBIX CETEH,

[IpOrpaMMHBIX CHCTEM C YUETOM TPeOOBaHUI 1O




00CCTICYCHHIO HH(POPMALIMOHHOM OE30MaCHOCTH;
HaBBIKAMHU MCIIOJIb30BAHUS [TPOTPAMMHO-AMAPATHBIX
cpeacTs obecrieyeHus 6e3onacHocTH ceteit DBM.

ITK-16. Cioco6HOCTH 00ecnieunTs 3 heKkTHBHOE
IIPUMEHEHHE HH(POPMAIIMOHHO-TEXHOJIOTHYECKUX
pecypcoB aBTOMaTH3UPOBAHHON CUCTEMBI C yYETOM
TpeboBaHUi HHOOPMAIIOHHOH 0€30TacHOCTH

ITK-16.1. 3HaeT:

e  OCHOBBI OPIaHU3aALMOHHOTO U IIPABOBOTO
obecrieuennst HHHOPMAITMOHHOM 6€3011acHOCTH,
OCHOBHBIE IT0JIOKEHHSI 3aKOHOIATEIECTBA
Poccuiickoit @enepanun B 007aCTH 3aIIUATHI
nH(POPMAIIHT;

e  -OCHOBHBIE METOJbI YIPaBICHNS HH(POPMAIIOHHON
6€301acHOCTBIO.

IIK-16.2. YMmeert:

®  BOCCTaHaBIMBATh pabOTOCTIOCOOHOCTH
MOJCUCTEMbI HH(OPMAIIIOHHOW 0€30MacHOCTH
ABTOMATU3UPOBAHHBIX CUCTEM B HCIITATHBIX
CUTyaluAax;

e  pa3pabaTbIBaTh YACTHBIE TOJUTUKU
nH(popMaLMOHHOI Oe301acHOCTH
MHPOPMAIMOHHON 6€30MacHOCTH
ABTOMATHU3MPOBAHHBIX CUCTEM.

MI1K-16.3. Biageer:

¢  HaBBIKAMH SKCIUTyaTalllH ¥ aJJ]MUHUCTPUPOBAHUS
0a3 TaHHBIX C YIeTOM TpeOOBaHHIA 1O
obecrieueHNIO HH(POPMAIMOHHON 0€30MIacHOCTH;

®  HaBBIKAMHU OPTaHU3AIUHU U 00ECIEUCHUS peKIMa
CEKPETHOCTH;

e  HaBBIKAMH PabOTHI C TEXHUYECKOH TOKyMeHTanuei
Ha KOMIIOHCHTBI aBTOMAaTU3UPOBAHHBIX CUCTEM Ha
PYCCKOM M MUHOCTPaHHOM $I3bIKaX;

e  HaBBIKaMU IOJIEPKaHUS pabOTOCIIOCOOHOCTH,
0OHapy>XEHHS ¥ yCTPAHEHUS HEHCIIPAaBHOCTEH B
paboTe 3IEKTPOHHBIX alapaTHBIX CPEACTB
ABTOMATH3MPOBAHHBIX CHUCTEM;

e  HaBBIKAMH MCIOJIB30BAHUS ITPOTPAMMHO-
anmnapaTHbBIX CPEJCTB 00eCIEUCHNUS

e  uHDOPMAIIMOHHOMN 6E30MMaCHOCTH
ABTOMATH3MPOBAHHBIX CHCTEM.

[IK-17. Cioco6HOCTh 00ecieunTh 3P HEKTHBHOE
MPUMEHEHHE CPECTB 3aIUThI HHPOPMAIIMOHHO-
TEXHOJIOTHYECKHX PECYpCOB aBTOMATH3UPOBAHHOMN
CHCTEMBI U BOCCTAHOBJICHHE UX Pa0OTOCIIOCOOHOCTH
HpI/I BO3HUKHOBCHHUHU HCILITATHBIX CI/ITyaHI/Iﬁ

ITK-17.1. 3Haer:

®  OCHOBHbIE KPUNITOrpauIecKue METO I,
AJITOPUTMBI, TIPOTOKOJIbI, UCIIOJIb3yEMbIE IS
obecrneuenus 0€30I1aCHOCTH B ceTsax DBM;

®  OCHOBBI OPTaHM3AI[MOHHOT'O U PABOBOTO
obecrieueHuss HHPOPMALTMOHHON OE€30IIACHOCTH,
OCHOBHBIC MTOJIOKEHHSI 3aKOHOIATEIHCTBA
Poccuiickoit @enepaiiuu B 0071aCTH 3aIIUATHI
uHpopmanum.

ITK-17.2. YMmeer:

®  HCIOJB30BATh CPEACTBA OMEPAITUOHHBIX CHCTEM
Ut obecriedeHus d3PPEKTHBHOTO U OE30MTACHOTO
(YHKIIMOHUPOBAHUS aBTOMATU3UPOBAHHBIX
CHCTEM;

e  oreHnBaTh 3Q(HEKTHUBHOCT M HA/ICKHOCTD 3aTUTHI
OTIEPAIMOHHBIX CUCTEM;

®  IUIAHWPOBATH MOJUTUKY OE30MACHOCTH
OINCPAIMOHHBIX CUCTEM

¢  3(h(hEeKTUBHO UCMOIB30BATh PA3IMYHBIC METOIBI U
Cpe/CTBa 3alIUThl HHPOPMAIMHU TS
KOMITBIOTEPHBIX CETEH;

® MPHUMEHATH CPEICTBA 0OECIICUCHHs 0E30MaCHOCTH
JIAHHBIX;

®  IIPOBOJMTH BHIOOP MPOTPAMMHO-ANIIAPATHHIX




cpeacTB obecrieueHns HHPOPMALMOHHOM
0€30IaCHOCTH AJIS MCIIOJIB30BaHUS HX B COCTaBe
ABTOMATHU3HPOBAHHOM CHCTEMBI C LIEJTBIO
obecrieueHnst TpeOyEeMOro ypOoBHS 3alHIICHHOCTH
ABTOMATU3MPOBAHHON CHCTEMBI.

1I1K-17.3. Bnangeer:

HaBBIKAMHU, SKCILTyaTaluy ¥ aIMHHHCTPHPOBAHHS
(B wacty, kKacaromelics pa3rpaHHYeHHs JOCTYTIa,
ayTeHTH(HUKAINHU 1 ayauTa) 0a3 JaHHBIX,
JIOKaJIbHBIX KOMITBIOTEPHBIX CeTeH, MPOrpaMMHBIX
CHCTEM C Y4eTOM TpeOOBaHHMH 110 00ECTICUSHHUIO
HH(POPMALIMOHHOM OE30MaCHOCTH;

HaBBIKAMU HCIOJIb30BAHUS TPOTPAMMHO-
annapaTHBIX CPeJCTB 00ecreYeHus 6e3011acHOCTH
cereli OBM;

MeToamMu (OPMUPOBaHUS TPeOOBaHUIT O 3aIIUTe
HHpOpMAINY;

METOJaMH yIpaBIeHUs HHPOPMALUOHHON
0e30MacHOCThI0 aBTOMATU3UPOBAHHBIX CHCTEM;
HaBbIKaMH BBIOOPA 1 00OCHOBAHUS KPUTEPUCB

3¢ eKTUBHOCTH (PYHKIIMOHNPOBAHUS
3aIIMIICHHBIX aBTOMATH3UPOBaHHBIX
MH(OPMALMOHHBIX CHCTEM.

[TK-18. Crtoco6HOCTh aAMUHUCTPHPOBATH IOJCUCTEMY
WH(POPMAIMOHHON 0€30MIaCHOCTH
ABTOMAaTHU3UPOBAHHOM CHCTEMBI

ITIK-18.1. 3Haer:

THITOBBIE IIA(PPHI C OTKPBHITHIMU KITIOYaMH;
TEXHUYECKUE XapaKTePUCTUKH, TOKA3aTeIN
kadyectBa DBM M cucteM, METObI HX OLIEHKH U
MYTH COBEPIICHCTBOBAHMUS;

HCTOYHUKHU U KIIACCU(DUKALUIO YIPo3
uH(popMaMOHHOI Oe30macHOCTH;
IpOrpaMMHO-aIIapaTHbIE CPECTBA 00ECTIeYSHUS
MH(POPMAIMOHHON 0€30MacHOCTH B THIIOBBIX
OIIEPAIIMOHHBIX CHCTEMaX, CHCTEMaxX YIpaBJICHHS
0a3aMy TaHHBIX, KOMIIBIOTEPHBIX CETIX;
OCHOBHBIC YIPO3bl 6€30MaCHOCTH HH(OPMALIMU U
MOZEH

HapyLIUTEIs B aBTOMAaTH3HPOBAHHBIX CHCTEMaX;
CoZiepyKaHMe U MOPSIOK JEeATeIBHOCTH IIePCOHANa
T0 KCILTyaTalluy 3alUIIEeHHBIX
aBTOMaTU3MPOBAHHBIX CHCTEM H IIOJCUCTEM
0€301acHOCTH aBTOMATH3UPOBAHHBIX CHCTEM;
OCHOBHBIE MEpHI 10 3aIuTe HHPOPMaIUU B
ABTOMATHU3MPOBAaHHBIX CUCTEMAX
(opraHu3anMOHHbIE, IPAaBOBBIE, TPOTPAMMHO-
anmnapaTHble, KpUnTorpapuyeckre, TEXHUIECKHUe);
OCHOBHBIE KpUNITOrpaUIeCKUEe METO/IBL,
ITOPUTMBI, TIPOTOKOJIBI, HCIIOJIB3yEMBIE IS
obecrieueHn HHPOPMATMOHHONW OE30MTAaCHOCTH B
ABTOMATU3MPOBAHHBIX U TEICKOMMYHHKAIIHOHHBIX
CHCTEMax;

COBPEMEHHBIE TEXHOJIOTUH M METOMBI
IPOrPaMMHUPOBAHHS.

MTIK-18.2. YMmeer:

TUTaHUPOBATh MOJTUTHUKY 0€301MacHOCTH
OTEPAIMOHHBIX CHCTEM;

MPUMEHSTH CPeCTBa 00eceUeHUs: O€30MaCHOCTH
JAHHBIX;

KJIaccu(UIIMPOBATH U OI[CHUBATH YTPO3HI
WH(POPMAIIMOHHOM OE30MTACHOCTH I 00BEKTa
nH(POPMATH3ALNY;

aJIMUHUCTPHPOBATH IIOICHCTEMBI




uH(popMaLMOHHOI 6e3011acHOCTH

ABTOMATHU3MPOBAHHBIX CUCTEM.

IT1K-18.3. Baneer:

e  HaBbIKaMU pabOTHI C ONEPAIIOHHBIMU CUCTEMaMHt
cemerictea Windows 1 Unix, BOCCTaHOBJICHHS
OTIEPAIIMOHHBIX CHCTEM TOCIIe cOOeB;

e  HaBHIKAMHU YCTAHOBKH M HACTPOHKHU

e  omepanoHHBIX cucteM cemeiictB Windows i Unix
C y4eToM TpeOOBaHMH 10 00eCTICUCHHIO
“H(POPMAITMOHHOI 6€301MacHOCTH;

e  HaBBIKAMH, IKCIUIyaTallMM ¥ aAMUHUCTPHPOBAHUS
(B wacTu, Kacaromeics pasrpaHUYeHUs 10CTYTIa,
ayTeHTHU(UKaUY 1 ayJuTa) 0a3 JaHHBIX,
JIOKQJIbHBIX KOMIIBIOTEPHBIX CEeTeil, MPOrpaMMHBIX
CHCTEM C y4eTOM TpeOOBaHUii 10 00eCIeYeHUIO
UH(POPMALMOHHOW OE30MAaCHOCTH;

e  HaBBIKAMH HMCIOJIB30BaHUS MTPOTPAMMHO-
anmnapaTHBIX CpPeCTB obecredeHust 0e30IacHOCTH
cereii OBM;

e  HaBbIKaMHU pabOTHI C TEXHUYECKOW JOKYMEHTAINEH
Ha OBM © BEIYHCITUTETHHBIE

®  CHCTEMBI;

e mpodeccHOHaTBFHON TEPMHUHOIIOTHEH B 00IaCTH
HHPOPMALMOHHONW OE30MTaCHOCTH;

e  HaBBIKAMU YTCHUS IPUHIUIHAIBHBIX CXEM,
MOCTPOSHHSI BPEMEHHBIX IMarpaMmm 1
BOCCTAHOBJICHUS alrOpUTMa paboTHI y3ia,
YCTPOMCTBA U CUCTEMBI 110 KOMILIEKTY
JIOKYMEHTaIIH;

®  HaBBIKAMU OIICHKU OBICTPOAEHCTBHUS U
ONITUMU3AIMU pabOoTHI 3JIEKTPOHHBIX CXeM Ha 0aze
COBPEMCHHOM JIIEMCHTHOU 0a3hl;

e  HaBHIKAMH pa3pabOTKH IMPOrpaMMHOI
JIOKYMEHTAIIHH.

I1K-19. CiocoOHOCTE BBIIIOIHSTE ITOIHBIH 00BEM
paboT, CBA3aHHBIX C pean3alueil YaCTHBIX IMOJIUTHK
WH(POPMAIMOHHONW O€30TTaCHOCTH
aBTOMAaTH3UPOBAHHON CHCTEMBI, OCYIIECTBIISATh
MOHHUTOPHHT U ayTUT 0€30MacHOCTH
aBTOMATU3UPOBAHHON CHCTEMBI

[1T1K-19.1. 3HaeT THIOBEIC MIH(PBI C OTKPHITHIMA

FOYaMHu.
[IK-19.2. YMeer peaan30BbIBaTh TOTUTHKY
€30I1aCHOCTH 0a3 MaHHBIX.

T1K-19.3. Brnageer HaBbIKaMH HCIIOIB30BAHUS THITOBBIX
pUnTorpaguIecKux aropuTMOB U HaBbIKAMH
icrionb3oBanuss DBM B aHaym3e nmpocteimux mudpos.

ITK-20. CriocoOHOCTP yIpaBisaTh HHGOPMAIIMOHHON
0€30I1aCHOCTBI0 aBTOMaTH3HPOBAHHOW CHCTEMBI

I1I1K-20.1. 3HaeT OCHOBHBIE METO/IBI YIIPABICHUS
H(OPMALIMOHHOM 6€30MaCHOCTHIO.

T1K-20.2. YMeeT pazpabaTbiBaTh MPEATI0KEHHS MO
COBEPILICHCTBOBAHUIO CUCTEMBI YIIPaBJICHUS
H(OPMALIMOHHOM 6€301TaCHOCTHIO
ABTOMATH3HPOBAHHBIX CUCTEM.

I1K-20.3. Bnageer MeTonaMu ynpaBieHHs.
MH(QOPMAITMOHHON 0€30aCHOCTEIO

ABTOMATU3UPOBAHHBLIX CHUCTCM.

2 MecTO NPAKTHKHU B CTPYKTYpe 00pa3oBaTe/ibHOM NPOrpaMMbl

ITpoekTHO-TexXHOIOrnYecKast MpPakTUKa OTHOCUTCS K 00s3aTenbHol yacTu 610ka (52.2.1)

«IIpakTHkm» ocHOBHOI1 0Opa3oBarenbHOi nporpammsl (b2.2.1.2).

I[aHHafl IMpaKTUKa  ABJIACTCA

KBaJTU(UKAITMOHHOU PaOOTHI.

NpEIECTBYOENA s

BBITTOJIHCHU A BBIHYCKHOﬁ



3 XapakTepucTHKA NPAKTUKH

Tun n BU/J ITPAKTUKH — IIPONU3BOACTBCHHAA, CTAllTUOHAPHAS.

Crnioco6 u Gpopma npoBeAeHUs IPAKTUKU — HETIPEPBIBHO.

[IpakTika NPOBOAMTCS B CTOPOHHUX YUYPEKICHUAX, OPraHU3ALMAX U INPEAIPUITHAIX

JTH00BIX OpraHM3al[MOHHO-TIPABOBBIX (DOPM, OCHOBHAS AESITEIBHOCTh KOTOPBIX IpPEaONpeaesseT

Haau4yrue OOBEKTOB W BHJOB MPO(EeCCHOHATBLHON ACATEIHHOCTH BBIMYCKHUKOB IO JTaHHOU

CIICOUaJIbHOCTHU (cneunanmaunn) nin Ha Ka(l)e,[[an H B naGopaTopI/mx BYy3a4, O6J'Ia,£[aIOH_II/IX

HCO6XOIII/IMBIM KaJApOBbIM U HAYUYHO-TCXHUYCCKUM IMMOTCHIIUAJIOM.

[Tpaktuka nmpoBoautcs B 10 cemectpe Ha 6a3e mpeAnpUsITHl TpeOyemMoro mpours.

4 CTpyKTYypAa U coJeprKaHUue NMPAKTHUKHU

OO0mas TpyA0eMKOCTh MPAKTUKK COCTaBsieT 18 3a4eTHBIX equHuIl, 648 4acos.

Buabl padoT Ha NpaKTHKE, BKJIOYas DopmeI
Ne Paspeser (aTaner) CaMOCTOSITETbHYIO Pa0OTY CTY/IEHTOB 1 TeKyIero
n/n NPAaKTHKH TPYA0EMKOCTD KOHTPOJIst
(B 3a4eTHBIX eIUHHUIIAX, YACAX)
Buss! pabor 3E qac
1 YcTaHOBKa M HAaCTpOiKa OKCITyaTallMOHHAs ~ JOKYMEHTAI[Hs 1 72 | Pa3men
cpeacTB 3alIMTHl | Ha cucremMy 3alIUTHI nHpopmanuu oTyera.
uHpOpMaIUU B | aBTOMaTH3HPOBaHHOU CHUCTEMBlI, YcraHoBka u
aBTOMaTU3UPOBAHHOM PYKOBOZCTBO aJIMUHHCTpaTopa U HacTpoika
cucreme TI0JIH30BATEINS CPE/ICTB 3aIINUTH HH(POPMALHH. CpeAacTB
3aIATHI
nHGOpPMAIIHH.
2 Pazpabotka [lepeyeHp nuI, UMEFOIIUX JOCTYI K 00BEKTaM 1 72 | Pazgen
JTOKYMEHTOB, 3Tl MH(QOPMAIIMOHHONH CHUCTEMBI, W HX oTyera.
OTIPEIEIISTFOIIINX mpaBa (OpUBWIETHH) OOCTyma K OTHM JIOKyMeHTHI,
MEPOIPHUSATHS, 00BEKTaM, a TaKXKe MePeUYeHb JIHI, IMEIOIIIX OTIpEIeIISFOIIN
MIPOBOINMBIE JOCTYIl B  TIOMEIIEHWs, B  KOTOPBIX X
orepaTopoM JUIL | PAcCIIONIOKEHBI TEXHUYECKHE cpencTBa MEpPOIPHUATHS,
oOecricueHHsT  3aIIUThI | 00pPabOTKU HH(DOPMAITUH. MIPOBOIIMbBIE
uHpopMaIUU B | CocTaB OpraHu3alMOHHBIX MEpP U MOPSA0K UX OTIEPaTOPOM.
UH(OPMAIMOHHON peanu3aium.
cucreme B xozxe ee | [lopsmok ydera, XpaHEeHHs M HCIOJIb30BaHUS
IKCILTyaTaIlul CHEMHBIX MAaIIAHHBIX HOCHTEJEH
nHpOpMaIHH.
IMopsimox BBIBOAa MHPOPMAIMN HAa BHEUTHHE
HOCHTEIN MH(POPMAITIH.
[IpaBuna w MOpSAIOK TeHEpalWd, CMEHBI U
BOCCTaHOBJICHUSI Iapojiel Monb3oBaTeleH,
3aBEICHUS M YyNAJICHUS YYETHBIX 3amucen
10JIb30BaTENE.
[Topsa0K BBISIBICHHS HHIIUICHTOB, CBSI3aHHBIX
C HapyuleHWssMH TpeOOBaHUH O 3aluTe
nHpOpMalMK, W pearupoBaHMs Ha OTH
WHITUICHTHI.
IMopsimok 0oOCTy>KUBaHHUS CHUCTEMBI 3aIIUATHI
nHpOpMaXH 00CITy>KHBAIOIINM ITEPCOHAJIOM.
3 Buenpenue Peanmuzanms B COOTBETCTBUU c 1 36 | Pazgen
OpPTraHM3AIMOHHBIX MEp | OPTaHU3AIOHHO-PACTIOPSTUTCIEHBIMHI oTyera.
B WHPOPMALIMOHHOW | JOKYMEHTAaMH TI0 3amiuTe WHPOpPMAauu JIOKyMEHTHI
CHCTEME. MIPaBHJI, PETIIAMEHTHPYIONINX IIpaBa JIOCTYIIa 1o




CYOBEKTOB JIOCTyHa K OOBEKTaM J0CTyma OpraHU3allMOH
(manee - mpaBuiIa pa3rpaHUUuSHUs] JOCTYIA), U HBIM MepaMm.
BBEJGHHE  OrpaHWYEHMH  Ha  JEHCTBUS
TIoJIb30BaTeNei " 00CITyKHMBaIOIIETO
IIepcoHala, a TaK K€ Ha M3MEHEHHE YCIIOBHUH
9KCIUTyaTallid, COCTaBa M KOHpUTyparmu
TEXHIYECKIX CpencTB 00paboTku
nHpOPMAMN U TPOTPAMMHOTO 00eCTICUeHHS.
ITpoBepka MONHOTHI U JETAIBHOCTU ONMCAHUS
B OpraHU3alMOHHO-PACIOPAIUTENBHBIX
JOKyMEHTax [0  3aiuTe  HHPOpMaIHUU
JeUCTBUI [10JIb30BaTeNei u
aJIMUHUCTPATOPOB nH(popManoHHOH
CHCTEMBI II0 pealn3alid OPraHU3allMOHHBIX
Mep.
OTtpaboTka AEHCTBHIA JOKHOCTHBIX ITUI] H
MIO/Ipa3AeIeHNH, OTBETCTBEHHBIX 3a
peann3aIyio OPraHu3aMOHHBIX Mep.
[IpenBapurenbHble IIpoBepka  pabOTOCIIOCOOHOCTH  CHCTEMBI 36 | Pazgen
UCTIBITAaHUS ~ CUCTEMBI | 3ammThl  MH(pOpManuu  HHGOPMAIIMOHHON oTdYeTa.
3amuTel  MHGOPMAIMU | CHCTEMBI, a TaKKe NPHHATHE pPEUICHUS O IIpensapurens
MH()OPMAMOHHON BO3MOXKHOCTH  ONBITHOH  3KCIUTyaTalluu HBIE
CHCTEMBI CHCTEMBI 3aIIUTHI uH(pOpMaIUH UCTIBITaHMSA
WH()OPMAIMOHHON CUCTEMBI. CHCTEMBI
3aLIHUTHI
nHpopmanuu
nH}opMannoH
HOW CHCTEMBL.
OnebiTHas kcrutyaranust | [IpoBepka  (YHKIMOHHMPOBAHUS — CHCTEMBI 36 | Pa3men
CHCTEMBI 3amuTHl | 3amMTel  MHpOpManuu  MHGOPMAIMOHHON oTdYerTa.
nHpopMannuu CHCTEMBI, B TOM YHCIIC PEaM30BAHHBIX MEp OnbITHAs
nH()OPMAINOHHON TI0 3aIKTe HHPOPMAIINH, & TAK)KE TOTOBHOCTh 9KCIUTyaTaIH
CHCTEMBI. MoJb30BaTeNel ®W  aJAMHHUCTPATOPOB K CHCTEMBI
9KCIUTyaTalUH CHCTEMBI 3aIINTHI 3aIIUTHI
nHpopMannuu HHYOPMAITIOHHON CHCTEMBI. nHpOpPMALIUN
HH(POPMAITHOH
HOU CUCTEMBL.
Anamu3  ysa3Bumocter | OreHka BO3MOXHOCTH IPEOJOJIEHUS 72 | Pa3men
MH(OPMALMOHHON HapyLIMTENIEM CHCTEMBI 3allIUThl HHPOPMAIUU oTyera.
CUCTEMBI MHPOPMAIMOHHON CHCTEMBI U Amnanus
MIpeOTBPaLLCHUS peanu3anuu yrpos ysI3BUMOCTEH
6e30macHOCTH HH(POPMAIHH. nH(opMannuoH
CpencrBa KOHTpOJISI (ananmza) HOH CHCTEMBI.
3aMIMIIEHHOCTH HHPOPMAIHH.
AHanu3  yA3BHMOCTEH CPEICTB  3aIIHTHI
nHpOpMaNny, TEXHUYECKUX cpencTB
00paboTkn wWHGOPMAIIMA W TMPOTPAMMHOTO
obecrieyeHns HHPOPMALTMOHHONW CHCTEMBI.
IlpaBWIIBHOCTh YCTAaHOBKM W HACTPOUKHU
CPE/CTB 3alluThl UH(OpPMALIUK, TEXHUYECKHX
cpeactB  obpabotku  uHpopManMU U
MIPOrPaMMHOTO  O0ECHEYEeHHus, a  TaKxKe
KOPPEKTHOCTb  pabOTBl  CPEACTB  3aIlUTHI
nHQOpMAIMK TIPH HMX B3aUMOJCHCTBHU C
TEXHHYECKUMH  CpeICTBaMH  00paboTKu
nHpOpMaU n MIPOTrPaMMHBIM
obecrieyeHIEM.
YTouHeHHe MoOAENH Yrpo3 0e30macHOCTH
nHbpOpMAIMK W TPH  HEOOXOAMMOCTH
MIPUHUMAIOTCS JOIOJIHUTENbHBIE MEphl 10
3amuTe MHGOPMAIMM C LENbI0 yCTPaHEHUS
BBISIBJICHHBIX YSI3BUMOCTEH.
[TpuemouHsble [IpoBepka BBINOJHEHUs] TPeOOBaHUI K 36 | Pa3men
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UCTIBITAaHHUSI ~ CUCTEMBI | CUCTEME 3aIIHUTHI nHpopmanuu oTyera.
3amuThl  MHGOpPMANMK | MHPOPMAIIMOHHON CHCTEMBI B COOTBETCTBHHU C [Tpuemounsle
nHPOPMaMOHHON TEXHUUYECKHUM 33/IlaHHEM Ha €€ CO3/IaHHe. UCTIBITAaHMS
CHCTEMBI CHCTEMBI
3aIINTHI
HHpOpPMALIUN
WHPOPMALINOH
HOW CHCTEMBL.

8 Obecrieuenne Opraam3anusi KOHTPOIMPYEMOW 30HBI, B 72 | Pazmen
6e3omacHOCTH  cpefbl | Mpeaenax KOTOpOH pa3MemaTCs oTdeTa.
9KCILITyaTallu CTal[IOHApHbIE  TEXHHUYECKHE  CPEJCTBa, 3amuTa
nH(OpPMAIMOHHON o0pabaThIBaroIIHe nH}pOpMaLUIO TEXHUYECKUX
CUCTEMBI KOH(HACHIMANBHOTO XapaKTepa, U CPEeICTBa CpPEACTB,

3amuThl MHGOPMAIMM, a TaKXkKe CpeJCTBa, CpencTB
obecrieynBaronye (yHKIMOHMPOBaHUE 3aIIMUTHI
MH(POPMAIMOHHOH CUCTEMBI. nHdopmannuu
KoHTpons 1 ynpasieHne 10CTyIOM K " CpenCTB
TEXHUYECKHM CPEJICTBAM, CPEICTBAM 3aIINUTHI obecrieueHns
nHpOpMAaNMK,  CpeacTBaM  oOecredeHus (yHKIIOHHPO
(YHKIIMOHHPOBAHUS, a TAK)KE B IOMEIICHUS BaHMS.
COOPY’KEHHS, B KOTOPBIX OHU YCTaHOBJICHBI.
3amuTa  TEXHHYECKHX  CPEICTB,
CPE/CTB 3alUThl HMH(GOPMAIMA U CPEICTB
obecnieueHus HyHKIIMOHMPOBAHHUSI.

9 AJMUHUCTPUPOBAHNE 3aBefeHre W yAaleHHEe  yUYETHBIX 36 | Pazgen
CUCTEMBI 3alIMTHI | 3amucen NOJIb30BaTeleH, yIpaBJcHUE oTyera.
nHpopManuu TIOJTHOMOYHUSIMU oJIb30BaTeneit AnMuHHCTPUP
nH(OPMALMOHHON MH(QOPMAIMOHHON CHCTEMBI M IIOJAJEPIKaHNE OBaHUE
CHCTEMBI. TIPaBUII pasrpaHuueHUS JIOCTyTIa B CHCTEMBI

MH()OPMANOHHOH CHUCTEME. 3aIIUTHI
VYnpasnenne CpeACTBaMHU 3aIINTHI nHdopmanuu
nHpopManuu B HMHPOPMAIMOHHON CHCTEME, nH(popmMannoH
BKJIFOUast BOCCTAHOBJICHHUE ux HOH CHCTEMBI.
paboToCIOCOOHOCTH, TEeHEepaluilo, CMEHY H

BOCCTaHOBJICHUE MApOJIEH.

LlenTpanu3oBaHHOE YINpaBI€HUE CHCTEMOU

3amMThl MHGOPMAIMKA aBTOMATH3MPOBAHHOU

CHUCTEMBI (B ciy4ae TEXHUYECKOU

BO3MOKHOCTH).

BHecenne u3MeHeHHMH B OpraHM3allMOHHO-

pacIopsiIuTeNnbHbIe  JOKYMEHTHI 110 3aIlUTe

nH(popManny (Ipx HEOOXOAUMOCTH).

Wudpopmuposanue rnoJsib3oBareneit o

MpaBWJIaX 3KCIUTyaTallud CHCTEMBI 3aIIHTHI

MH(pOPMAINN aBTOMAaTU3UPOBAHHON CHCTEMBI

1 OTHENBHBIX CPEICTB 3alIUTHl MHPOPMAIUU

1 uX o0ydeHwue.

10 PearupoBanue Ha | BelaBaeHMEe  HMHIOMIACHTOB, CBS3aHHBIX C 72 Pasnen
UHLIUACHTHI, CBSI3aHHBIE | HApyLIEHHEM  TpeOoBaHMH O  3aluTe oT4era.

C HapylIeHHEeM | UH(POPMAIIMHU, BKIOYas BbIIBICHHE COOCB B PearupoBanue
TpeOoBaHUN O 3amuTe | paboTe TEXHUYECKUX CPEICTB, IPOrPaMMHOIO Ha
nH}pOpManny. obecrieueHus u CpenCTB 3aIINTHI WHIU/ICHTEL,
nHpopMaIuy, BBISIBJICHUE BHEJ[PEHUS CBSI3aHHBIE C
BPEJOHOCHBIX ~ KOMIIBIOTEPHBIX  IPOrpaMMm HapylIeHHueM
(BupycoB), HEIPaBOMEPHBIX JeiicTBuit TpeboBaHuil 0
I0JIb30BaTENel M MHBIX COOBITHH, CBS3aHHBIX 3amuTe
C HapylIeHHEM CBOWCTB  O€30I1aCHOCTH nHpopmanun
nHpOpMaIHN (xoH(pHUIEHINATEHOCTH,
LIEJIOCTHOCTH, JOCTYITHOCTH).
CBoeBpeMeHHOE nHPOPMHUPOBaHUE
CTPYKTYPHOTO HOJpa3/ielieHus nnu
JOJDKHOCTHOTO ~ JIMIIA, OTBETCTBEHHBIX 3a
3ammTy  uMHGbOpPMaIUH, I10JIb30BATEISIMU
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WH()OPMAIMOHHON CHCTEMBI 00 HMHIMJIEHTAX,
CBSI3aHHBIX C HapylleHHeM TPeOOBaHUH O
3amuTe nHQpopManum.

Brrsenenue IPUYUH BO3HHKHOBEHHS
WHIUICHTOB, CBfA3aHHBIX C HapyLICHHEM
TpeOoBaHMiA O  3ammTe  WHPOPMALNH,
IUIAHUPOBAaHWE W  INpPUHATHE Mep 110
IpeyNpesK ICHUIO u YCTpaHEHHIO
HHIUJICHTOB, B TOM qucie 1o
BOCCTAQHOBJICHHIO MH(OPMAIIOHHOI CHCTEMBI
U €€ CETMEHTOB IOCje COOEB, BBIABICHHIO H

YCTPaHEHUIO MOCJEeACTBUI BHEIPEHUS
BPEJOHOCHBIX ~ KOMIIBIOTEPHBIX  MPOTpamMm
(BUpyCOB), HENPaBOMEPHBIX JIeHCTBUI

[0JIL30BATENIE U UHBLIX COOBLITHII, CBI3aHHBIX
C HapylmeHWEeM CBOMCTB  0e30macHOCTH
uHpOpMAIHU (xoH(pHUICHIINATEHOCTH,
LEJIOCTHOCTH, TOCTYITHOCTH).

11 Ynpasnenue ObecnieyeHne METOCTHOCTH CUCTEMBI 3aI[ATHI 36 Paznen
KOH(}Uryparmen nHpOpMAIMH WH(POPMAIIMOHHOW CHCTEMBIL, oTyera.
CHCTEMBI 3alIMTHI | BKJIIOYAs PE3CPBHUPOBAHHME CPEICTB 3aIIUTHI Ynpasnenue
nHpopMan HH(pOpMAaIHN. KOH(HUTyparm
aBTOMATU3UPOBAHHOM YcraHoBka ~ OOHOBIEHHH  MPOTPaMMHOTO el  cucTtemsl
CHCTCMBbI o6ecnequI/I;1, BKJIHO4Yast IIporpaMMHOC 3alIUThI

obecrieueHre CPeACTB 3alIUThl MHPOPMAIIKH, nHpopmanuu
BBIITyCKAaEMbIX HX pa3paboTUnKaMHU. ABTOMAaTHU3HUPO
VYnpasieHue rapameTpamu HaCTPOMKH BaHHOU
CPE/CTB 3auMThl MH(OPMAILMH, COCTAaBOM H CHCTEMBI
KoHuUrypanueil TeXHHYECKHX CpPEACTB U

MIPOTPaMMHOTO  O0eCHedYeHus, a  TaKKe

KOHTPOITh 32 HECaHKIMOHHPOBAHHBIMHU

MOJKIIOYEHISIMA  TEXHHYECKUX CPEACTB U

YCTaHOBKOW IPOrPaMMHOT0 o0ecrieueHus

12 VYnpaBnenue 3amuToil | BelonHeHWE OpraHuM3allMOHHBIX Mep IO 72 | Pazgen
nHpopMan B | 3amure HHPOpPMAITUH. oTyera.
HH(POPMAMOHHOM KoHTpoib cocTosiHMS 3alUThl HHpOpMALn B Yupaienue
CUCTEME nHGOPMAIIMOHHOM CHUCTEME, BKJItOYast 3alIUTON

KOHTPOJIb 32 COOBITUSIMA W JIEHCTBUSIMH nHpopmanuu
ToJIb30BaTeNell HH(POPMAIIHOHHOW CHCTEMBI. B
AHanu3 ©  oueHKAa  (YHKIMOHMPOBAHUS nH}opMannoH

CHCTEMBI 3aIINTHI nHdopmMannuu
MHPOPMAIIMOHHON CHUCTEMBl, BKJIIOYast
BBIABIICHHE M YCTpPAaHEHHE HEJOCTATKOB B
(YHKIIMOHUPOBAaHUM  CHCTEMBI  3aIIUTHI
nHpopManuy HHGOPMAITIOHHON CHCTEMEI.

[lepnoguueckuii aHanu3 ySA3BUMOCTEN
MH(QOPMAIMOHHON CHCTEMbI M OINEPAaTUBHOE
NPUHIATHE  TEPBOOYEPEIHBIX  Mep 10

YCTpaHCHUIO BHOBb BBISIBJICHHBIX
YA3BUMOCTEH, MIPUBOIALLIUX K
BO3HHKHOBEHHIO aKTyaJbHBIX yrpo3
6e30I1acHOCTH.

[Meproguyecknii aHanW3 HW3MEHEHHS YIpo3
6e3omacHoCcTH nHpopManuu B

HH(i)OpMaI.[PIOHHOfI CHCTEME, BO3HHMKAIOIIUX B
X0AC €€ OKCITyaTallivu, U ONPUHATHEC MEp IO

3aIuTe nHbOpMaLUH B cllydae
BO3HUKHOBEHHSI HOBBHIX yrpo3 0e30macHOCTH
WH(pOpMAaIHN.

AHanu3 BIMAHHMA Ha CHCTEMY 3allUTHI
uHpopMaud  MHOOPMALMOHHON  CHUCTEMbI
TUTaHUPYEMBIX U3MECHEHHUH B
WHOPMANMOHHOH cUCTEME.

HOM cHucTeMe
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Hopabotka (MomepHM3aH) CUCTEMBI
3amuThl  MH(QOpManuK  MHGOPMAILMOHHON
CHCTEMBl W ee Iiepearrectauusi  IpH
N3MEHEHUH KJacca 3aIIMIIEHHOCTH
HHPOPMAIIMOHHON CHCTEMBI, cocTaBa
aKTyallbHBIX yrpo3 6e30MmacHOCTH
UHQOpMAIIMK WM TPOCKTHBIX PELICHUI 0
cucreme 3aLIHUTHI uHpopmanuu
WH(POPMAIIMOHHON CHUCTEMBI (B TOM HYHCIE
COCTaBa HCIIOJIb3YEMBIX CPEICTB  3allUTHI
uHpOpMAIIHN).

ComnpoBoxieHue CUCTEMBI 3aIIUTHI
nHpopManuu WHPOPMAIMOHHON CHCTEMBI B
xoze ee IKCIUTyaTallUH, BKJIFOYast
KOPPEKTHUPOBKY 9KCIITyaTalIOHHOM
JIOKyMEHTAIMH Ha Hee.

5 VYu4eOHo-MeTOaUYEeCKOE M HHPOPMALIMOHHOE O0ecTevYeHne
5.1 HopmaTuBHble 1okyMeHThI 1 'OCTHbI
06.032 Crnenpasiict 1o 6€30macHOCTH KOMITBIOTEPHBIX CHCTEM U CeTeH.
06.033 Cneunanuct 1o 3amuTe UHGOPMAIMKM B aBTOMAaTH3UPOBAHHBIX CHCTEMaX.
5.2 OcHoBHasi IMTEpPaTYpa
TpebGoBanust o 3ammre HHQOpPMALMM, HE COCTABIISIIONIEH TOCYJapCTBEHHYIO TaiiHY,
coJepKaliecss B TOCYIapCTBEHHBIX HWH(MOpManmoHHBIX cuctemax. I[Ipukaz OCTIOK
Poccum ot 11 ¢deBpans 2013 r. N 17.
5.3 JlonoiHuTE/IbHAS JIMTEPATYypa
Onpenensiercs MpeanpusITHEM.
5.4 DuekTpoHHbBIE 00pa3oBaTebHbIE PECYPCHI
Omnpenensiercs NpeaANnpUATHEM.
5.5 JInuen3nonHoe u cBOOOIHO PacnpocTPaHsieMoe NPOrpaMMHoOe od0ecredeHmne
Omnpenensiercs MpeanpusITHEM.
5.6 CoBpemenHblIe npodeccCHOHATBbHBbIE 0a3bl JAHHBIX U HMH(OPMAIHOHHBIE
CIIPaBOYHbIE CHCTEMbI

Omnpenensiercs NpeaAnpUsITHEM.

6 MartepuanbHO-TeXHHMYECKOe O0ecreYeHne NPAKTUKH
MarepuanbHO-TeXHHUUECKOE 00eCTIeYeHHEe IPAKTUKU ONIPEeNIAETCs IPEAPUATHEM.
IIporpamma cocraBieHa B cooTBeTcTBUHM ¢ TpeboBanusmMu OI'OC BO c¢ yuerom

pexomengauuit u OOIl BO mno wnanpasnenuto mnoarotoBku 10.05.03 «MupopmarmonHas

0€30I1aCHOCTD ABTOMATU3HWPOBAHHBLIX CUCTCM)).
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7 MeToan4eckue peKOMEeHIANUA
7.1 Metoau4yeckue peKOMEHAALUMHU JIsI PYKOBOAMTEJISI IO OPraHU3aluu
NMPaKTHKHU
OneHka 3HAaHWW, YMCHHA, HABBIKOB, XapaKTepH3ymllas dTanbl (GopMHpOBaHUS
KOMIIETEHIIMM, 3aKpEIUICHHBIX 3a  IMPOW3BOACTBEHHOM  MPAKTHUKOM 1O  MOJYyYECHUIO
npoeCCHOHAIBHBIX yMEHUHW M MPOPECCHOHAIBHOTO ONBITA, OCYIISCTBISETCS B (Qopme
TEKYIIETO0 KOHTPOJIS ¥ MPOMEKYTOYHON aTTeCTaIlUH.
Texymuii KOHTPOJb MPOBOAUTCA B TEUYCHHE MNPAKTUKU HA MECT€ €€ MPOBEJICHUS
PYKOBOAUTENIEM MPAKTUKU OT MPEITPHUSITHUSI.
7.2 Metoan4yeckue yKazaHus 1Jis1 00y4arOUUXCH M0 0CBOCHUIO TUCIHHUILTHHBI

KOHTpOJIBHLIe BOIIPOCHI ¥ 3aJaHus JJI MPOBEACHUA aTTCCTALIUU 110 UTOT'aM ITPAKTHUKNU

1. DOkcrulyatalluoHHass ~ JOKYMEHTaluss  Ha  CHCTeMy  3alluThl  HMH(opMaruu
aBTOMATU3UPOBAHHOW CHCTEMBI,

2. PyKOBOJCTBO aAMUHHUCTPATOPA U MOJIB30BATEIISl CPEACTB 3aLIUThI HH(OPMAIIHH.

CocTaB OpraHu3allMOHHBIX MEP U MOPSA0K UX peanu3aliiu.

4. Tlopsmok ydwera, XpaHEHUsT M UCIOJNb30BAaHUS CBEMHBIX MAIIMHHBIX HOCHUTENEH

uH(bOopMaInu.

[Topsimok BeIBOAA MHGOPMALIMK HA BHEIIHWE HOCUTEIH HH(POPMALIHH.

6. [lpaBuna u MOPSAOK TEHEPAIMH, CMEHBI MU BOCCTAHOBJICHHUS IMapoJieil MOJb30BaTENeH,
3aBeJICHUS U YJaJICHUs YUETHBIX 3aMuceil moyb3oBaTenei.

7. Tlopsnok BBISABIEHUS MHIMJEHTOB, CBA3aHHBIX C HapyLIEHUSMHU TpeOOBaHUM O 3aIiuTe
UH(QOPMALIMK, U PEarupOBaHUs HAa 3TU UHIIUJCHTBHI.

8. Ilopsmok  oOciyXMBaHMsSI ~ CHCTEMBl  3alllUThl  HMH(OpPMALKMK  OOCITYKUBAIOLIUM
HepCOHAJIOM.

9. Peanu3zanus B COOTBETCTBHM C OPraHU3AI[MOHHO-PACHIOPSAUTEIbHBIMA JOKYMEHTaMU 10
3anUTe UHPOPMALUMHU MPaBWII, PEeriaMeHTUPYIOIIUX MpaBa J0CTyNa CyObEeKTOB J10CTyIa
K 00BbEKTaM JI0CTyTIa (aiee - mpaBuiia pa3rpaHudeHUs JOCTYIa).

10. BBenenue orpaHuueHHit Ha JecTBUS MOJIb30BaTENeH U 00CITY)KMBAIOLIETO MePCOHAlIa, a
TaK K€ Ha U3MEHEHHE YCJIOBHUW SKCILIyaTalliy, COCTaBa U KOHPUTYpallMU TEXHUYECKUX
cpeacTB 00paboTKU MHPOPMAIIUH U TPOTPAMMHOTO 00ECTICUEHUSI.

11. I[IpoBepka MOIHOTHI M AETAIBLHOCTU OMHMCAHMSI B OpraHU3alMOHHO-PACIOPSAIUTEIIBHBIX
JOKYMEHTax MO 3aiuTe MHpopMaluu JIeHCTBUH MOJb30BaTeNlell W aJMHUHHCTPATOPOB
MH(GOPMALIMOHHON CUCTEMBI 110 Peau3allui OPraHU3allMOHHBIX Mep.

12. OrpaboTka AeWCTBUI NMOKHOCTHBIX JIML M TOJApa3feleHUH, OTBETCTBEHHBIX 3a
peanu3aiuo OpraHu3allMOHHBIX Mep.

13. TIpoBepka pabOTOCIIOCOOHOCTH CHUCTEMBI 3alllUThl MHGOpPMALKUU HHPOPMALUOHHOM
CUCTEMBI.

14. TlpunATHE pelmeHuss O BO3MOXXKHOCTH ONBITHOW SKCIUTyaTallUd CUCTEMbI 3allUThI
uHpopMaluu HTHPOPMAITMOHHOIN CUCTEMBI.

15. OmpITHas 3KCIUTyaTalys CUCTEMBI 3aLIUThI HH(OpMAIMU HHPOPMALIMOHHON CUCTEMBI

16. IlpoBepka GyHKIMOHUPOBAHUS CHUCTEMBI 3allUThl WH(OpManuu HHGOPMAIIMOHHON
CHUCTEMBl, B TOM YMHCJIE pEaJIM30BaHHBIX Mep MO 3aIuTe HH(POpPMAIMU, a TaKXKe
TOTOBHOCTh TOJIb30BaTeNIed M aJIMUHUCTPATOPOB K SKCILIyaTalldd CHUCTEMBl 3aIUThI
UHpOpMALUU HHPOPMALTMOHHON CUCTEMBI.

17. OueHka BO3MOXKHOCTH TNPEOAOJICHHUS HApyIIUTEIEM CUCTEMbl 3aIMThl HWH(OpMaLUU
UHQOPMALIMOHHOM CHUCTEMBbl M TpPEeNOTBpAIEHUs pealn3alud Yrpo3 0e30macHOCTH

[99)

e
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18.
19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

35.

36.

UH(pOpMaLIUK.

CpencTtBa KOHTPOJIA (aHATN3a) 3aMUIIEHHOCTH HHHOPMAITIH.

AHanu3 ys3BUMOCTEH CPEJICTB 3allMThl HH(POPMAIIUH, TEXHUYECKUX CPEJICTB 00pabOTKU
nH(pOpMalIUK U IPOrpaMMHOro obecredeHust THPOPMAILIMOHHON CHCTEMBI.
[IpaBUIBHOCTH YCTAHOBKM M HACTPOMKHM CPENCTB 3aIUTHl MH()OPMAIH, TEXHHUYECKUX
cpeacts  00paboTku WHGOpPMAIMM H  TPOTPAaMMHOTO  OOecredeHus, a Takke
KOPPEKTHOCTh PabOTHl CPEJCTB 3alMThl MH(MOpPMALMU NpPU HX B3aUMOJCHCTBUH C
TEXHUYECKUMHU CPeJICTBAMU 00pabOTKH MHPOPMAIIMH U TPOrPAaMMHBIM 00€eCTIeUeHUEM.
YTouHeHue wmojenu yrpo3 0Oe3omacHOCTH HWHPOPMALKMU W TPU  HEOOXOAMMOCTH
MPUHUMAIOTCS TOTIOJIHUTEIbHBIE MEphl MO 3aluTe WH(OPMALUU C LENbI0 YCTPAHEHUS
BBISIBJICHHBIX YSI3BUMOCTEM.

[IpoBepka  BbIOMHEHWS  TpeOOBaHMW K  CHUCTEME  3alIUThl  MH(QOpPMAIUH
UH(POPMALIMOHHOM CUCTEMBI B COOTBETCTBUHU C TEXHUYECKUM 3aJ[aHUEM Ha €€ CO3aHue.
Opranuzanus KOHTPOJUPYEMOM  30HBI, B TMpeaerax KOTOPOHM  pa3MEeIarTCs
CTallMOHapHbIE TEXHUUYECKHE CpPEJICTBA, oOpabarbIBaroye uHpOpMAaLINIO
KOH(HUACHIIMAIBHOTO XapaKTepa.

CpenctBa  3amuThl  MH(pOpMamuu, a  TaKkKe  CpelICcTBa,  OOeCleYMBaIOIINe
($yHKIIMOHMpPOBaHUE UH(POPMALIMOHHONW CUCTEMBI.

KoHTpons ¥ ynpaBiieHME AOCTYNIOM K TEXHMUYECKHM CPENCTBAaM, CPEICTBAM 3alUThI
nH(popmManuu, cpeAcTBaM obecrieyeHus] PyHKIIMOHUPOBAHUSA, a TaKXKe B MOMEIICHUS U
COOPYXKEHMS, B KOTOPHIX OHH YCTaHOBJIEHBI.

3amuTa TEXHUYECKUX CPEICTB, CPEACTB 3alIUThl MH(OOPMALIUKU U CPEACTB OOECIeueHus
(YHKIIMOHMPOBAHUS.

3aBeieHHE U yAaJleHUE YUETHBIX 3aluced IMoJIb30BaTese, yrpaBieHue MOJTHOMOYUSIMU
nojb3oBarened MHPOPMAIMOHHON CHCTEMBbl M TOJJIEp)KaHUE MpaBWI pasTpaHUUYCHHUS
JIOCTYTIa B ”HPOPMAIIMOHHOMN CUCTEME.

VYnpasieHue cpecTBaMM 3aIIUThl HH(pOopMauy B MHOOPMAITMOHHON CUCTEMe, BKIIIOUYast
BOCCTAHOBJICHHE UX pabOTOCIOCOOHOCTH, TEHEpalHio, CMEHY M BOCCTAaHOBJICHHE
apoJIen.

[lenTpanu3oBaHHOE yNpaBieHUE CUCTEMOM 3alluThl MH(OPMALMKU aBTOMATU3UPOBAaHHON
CHCTEMBI (B cllyyae TEXHUYECKOI BO3ZMOKHOCTH).

WupopmupoBanue mosib30BaTereil o mpaBuiax OJKCIUTyaTallMd CHUCTEMBl 3alUThl
UHPOPMALIMK  aBTOMATU3MPOBAHHOW CHUCTEMbl M  OTHENBHBIX CPEICTB  3AIIUTHI
nH(popManuy U ux oOy4eHue.

BblsiBieHHe WHIMICHTOB, CBS3aHHBIX C HapylleHueM TpeOoBaHUI o 3ammure
nH(popManuy, BKJIOYas BbIsABIEHHWE CcOOeB B paboTe TEXHUYECKUX CpEICTB,
IpOTrpaMMHOT0 00eCTIeUeHHsI U CPEACTB 3aLIUThI HH(POPMALIHH.

BoisiBnenne  BHeApeHUS  BPENOHOCHBIX  KOMIIBIOTEPHBIX  Mporpamm  (BHUpPYCOB),
HeTpaBOMEPHBIX JEHCTBUI MOIb30BATENCH U UHBIX COOBITHI, CBA3aHHBIX C HAPYIICHHUEM
cBOMcTB  Oe3omacHoCTHM  uHGpopMauuud  (KOHQUIEHIMAIBHOCTH,  I€JIOCTHOCTH,
JIOCTYIIHOCTH).

BoisiBneHne mNpUYMH BO3HUKHOBEHHS HHUUICHTOB, CBS3aHHBIX C HapylIeHHUEM
TpeboBaHuil 0 3aIuTe UH(POPMALIHH.

[InanupoBaHue U MPHUHITHE MEp MO MPEAYNPEKICHUIO U YCTPAHEHUIO WHUUICHTOB, B
TOM YHCJE MO BOCCTAHOBJICHHMIO WH(POPMAIIMOHHON CHUCTEMBI U €€ CEerMEHTOB Ioce
cO0eB, BBIBICHUIO M  YCTPAHEHUIO TMOCIEACTBHM  BHEIPEHHS]  BPEJOHOCHBIX
KOMITBIOTEPHBIX HpOrpaMM (BHPYCOB), HEMPABOMEPHBIX ACHCTBUI MOJIb30BaTeNneil u
WHBIX COOBITHH, CBSI3aHHBIX C HApYyIIEHUEM CBOICTB 0€30MacHOCTH WH(pOpMauu
(KOH(UIEHINANTBHOCTH, LIETOCTHOCTH, JOCTYITHOCTH).

ObecrnieueHne ETOCTHOCTH CUCTEMBI 3aIIUThl MH(POpMaMKU HHYOPMALIMOHHONW CUCTEMBI,
BKJIIOYasl pe3epBUPOBAHKE CPECTB 3aLIUTHI UH()OPMALIHH.

VYctaHoBka OOHOBJIEHMH MpPOTpaMMHOrO OOECHeueHus, BKJIIOYas MPOrpaMMHOE
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o0ecrieyeHne CpeCTB 3alIUThl HH(POPMAIIMHU, BBIITYCKAEMBIX X pa3paboTUYMKaMH.

37. YrupaBneHue MmapaMeTpaMyd HAaCTPOMKHA CPEJCTB 3alMThl WH(POpPMAIMHA, COCTABOM U
KOHpUrypanuel TEXHUYECKHUX CpPEACTB M MPOrpaMMHOIO OOecledyeHus, a TaKxke
KOHTPOJIb 32 HECAHKIMOHWPOBAHHBIMHU MOJKIIOYEHUSIMH TEXHHUYECKUX CPEICTB U
YCTaHOBKOW MPOTrpaMMHOT0 00ecTieyeHHs

38. BoinosHeHNe OpraHu3aliOHHBIX MEp MO 3aluTe HH)OpPMALIHH.

39. KoHTponb cOCTOSIHMA 3aluThl MH(OpManuu B HMH(GOPMAIMOHHON CHCTEMe, BKIOYas
KOHTPOJIb 32 COOBITUSIMU U IEUCTBUSMU MOJIb30BaTeNe HHYOPMALIMOHHONW CUCTEMBI.

40. AHanmu3z ¥ OIEHKa  (YHKUMOHUPOBAHHMS  CHCTEMbl  3alllUTHl  MHPOpPMALUHU
MH(OPMALIMOHHOW CHUCTEMbI, BKJIIOYasl BBISBJICHHE U YCTpaHEHHE HEIOCTaTKOB B
(YHKIIMOHMPOBAHUHU CUCTEMBI 3aIIUTHI HHPOPMALUU HHYOPMAITMOHHON CHCTEMBI.

41. [lepuoguyeckuii aHanu3 ysa3BUMOCTeH HWH(GOPMALMOHHONW CHCTEMBI M OIEpPAaTUBHOE
IPUHATHE TIEPBOOYEPEIHBIX MEpP MO YCTPAHEHUIO BHOBb BBISBIEHHBIX YSI3BUMOCTEM,
MPUBOIALINX K BOSHUKHOBEHHIO aKTyaJIbHBIX YIP03 O€30MaCHOCTH.

42. Tlepuonuyeckuii  aHaiaM3  M3MEHEHHUs  yrpo3  0Oe3omacHOCTH  WHpopMaluu B
MH(OPMALIMOHHON cHCTEME, BO3HUKAIOIIUX B XOJ€ €€ IKCIUTyaTalluH, U IPUHATHE Mep
o 3amuTe HHQOpPMALMU B CclIy4yae BO3HMKHOBEHHMsSI HOBBIX YyIpo3 0€30macHOCTH
nH(pOpMaLINH.

43. AHanu3 BIUSHHUS Ha CHUCTEMY 3alIUThl HH(pOpPManuu HHPOPMALMOHHOW CHUCTEMbI
IUTAaHUPYEMbIX U3MEHEHUH B HH()OPMALIMOHHOW CUCTEME.

44. lopaboTka (MOJepHU3AIMsI) CUCTEMbl 3aIIUThl HH(pOpMAIMU HUH(OPMAIIMOHHON
CUCTEMBl M €€ IepeaTTecTalus IIpd HM3MEHEHMHM Kiacca  3allMILIEHHOCTH
UH(POPMALIMOHHOM CHUCTEMBI, COCTaBa aKTyaJbHbIX YIpo3 0€30MacHOCTH HH(pOpMAIUU
WIM TPOEKTHBIX PEIIeHWH IO CHUCTeMe 3alluThl HH(pOpMaluuu HHPOPMAIMOHHON
CHCTEMBI (B TOM YHUCIIE COCTaBa UCTIOIb3YEMBIX CPE/ICTB 3AIIUTHI HHPOPMALIUN).

45. ConpoBOX/I€HUE CUCTEMBI 3alllUThl HH(OPMaluu UHPOPMAIIMOHHON CUCTEMBI B XOJIE €€
9KCILTyaTaluy, BKIKYasi KOPPEKTUPOBKY 3KCIUTyaTallMOHHOW JOKYMEHTAIlMU Ha HEe.

8 @oHI OLIEHOYHBIX CPEACTB
8.1 MeToabl KOHTPOJISI U OLIECHUBAHUS Pe3yJIbTATOB MPOXO0KICHUS
NMPAKTUKHA
B kauecTtBe OCHOBHOW (DOPMBI OTUETHOCTH SBJSIETCS NHCbMEHHBINH oTueT. Popma
KOHTPOJISL TPOXOKIACHUSI MPAKTUKU - TH(PPepeHInpOBaHHBIN 3auerT.
8.2 llIkana n KpUTEPUU OLIEHNBAHUS Pe3yJIbTATOB MPOXO0KIACHUS MPAKTUKHU
[lo OKOHYaHWMM NPAKTUKU CTYJECHT-NMPAKTUKAHT COCTABISAE€T MHUCHbMEHHBIA OTYET U B
HOpsiIKe, YCTAaHOBJICHHOM Kadenpoil, cmaer ero W JApyrHe OTYETHble MaTepHallbl,
IPEIyCMOTPEHHbIE METOAMYECKUMH YKa3aHUAMM Kaeapbl K MPOXOXKIEHUIO MPAKTHKH,
NOJANKCAHHBIE PYKOBOAMTENIEM MTPAKTUKU OT OPTaHU3aLUN.
OT4er NOMKEH coAepKaTh CBEIACHHSI O KOHKPETHO BBIIIOJIHEHHOW CTYJIEHTOM paboTe B
NEPUOJ MTPOXOKICHUS MPAKTUKH.
[Ipu oneHke UTOroB pabOThHl CTyJI€HTAa NMPUHUMAETCS BO BHUMAHUE XapaKTEPUCTHUKA,
JJaHHAs1 €My PYKOBOJUTEJIEM MPAKTUKH OT IPEATPUATHS.
8.3 Ouenounble cpeacTBa

8.3.1 Texkymmii KOHTPOJIb
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OrtueT 1o HpaKTI/IKC.OTLIeT O NPAKTUKE JOJIKCH COACPIKATD:

1.

2.

B w

e N

12.

VYcTaHOBKa M HACTPOMKa CPEJICTB 3alIUThl HHOPMAIIMU B aBTOMAaTU3UPOBAHHON
CUCTEMBI.

Pa3paboTka TOKYMEHTOB, OMPENESIONINX MEPOIIPUITHSL, TPOBOAUMBIE OTIEPATOPOM IS
o0ecrieyeHns 3aluThl HH(GOPMAIMK B MTHPOPMALIMOHHON CUCTEME B XOJIE €€
JKCIUTyaTaluu.

BHeapeHnue opraHn3almoHHBIX Mep B UH(OPMAIIMOHHON CHCTEME.

[IpenBapuTenbHbIe UCTIBITAHUS CUCTEMBI 3aIIUThI HH(OpMaLUK HH(OPMALMOHHON
CUCTEMBI.

OmnpITHAs HKCIUTyaTalMsl CUCTEMBI 3aIlIUThl HHPOpMaMi HHOOPMALIMOHHONW CUCTEMBI.
AHanu3 ys3BUMocTeil HH(OPMAIIMOHHON CUCTEMBI.

[TpremMoYHbIE UCTIBITAHUS CUCTEMBI 3aIIUTHI MHPOPMAIMK HH()OPMALIMOHHONW CUCTEMBI
ObecneueHne 6€30MaCHOCTH CpeJibl FIKCIUTyaTalui UH(HOPMAIIMOHHON CHCTEMBI
AJMUHUCTPUPOBAHUE CUCTEMBI 3aLUTHI HHPOPMAIUH HHPOPMAIIMOHHON CHCTEMBI.

. PeaerOBaHMe Ha UHIUACHTBI, CBA3aHHBIC C HAPYIICHHUEM TpC6OBaHHI>'I O 3aluTe

HH(pOpMaLINH.

. YpaBneHue KoHQUrypamuen cCucTeMbl 3alUThl HHPOPMALIUU aBTOMATU3UPOBAHHON

CUCTEMBI
VYnpasieHue 3amuTol HHPOpPMaLUU B UHHOPMAIIMOHHOHN cHCcTEME

8.3.2 IIpome:xxyTOUHASI aTTECTAUSA

HuddepenunpoBanubiii 3auet. Borpocs! 1 nuddepeHImpoBaHHOTO 3aueTa:

1.

(O8]

10.

11.

12.

13.

14.

15.

OKcIUTyaTallMOHHAs ~ JIOKYMEHTallMs  Ha  CHCTeMy  3alluThl  MH(opManuu
aBTOMATHU3UPOBAHHOW CHCTEMBI,

PykoBoACTBO aqIMHHUCTpATOpa U MOJIB30BATENSI CPEJCTB 3AIUTHI HH(POPMAIUH.

CocTaB OpraHn3allMOHHBIX MEP U MOPSA0K UX peanu3aliy.

[Topsimox yuwera, XpaHEHUS M UCIOJNb30BAHUS CBEMHBIX MAIIMHHBIX HOCHUTENIEH
MH(}OpMALINH.

ITopsimok BeIBOAA MHGOPMALIMU HA BHEIIHUE HOCUTEIH HH(POPMALIHH.

[IpaBmwiia u NOpsAOK IeHEpaluu, CMEHbl M BOCCTAHOBJIEHMsI Maposied MOJb30BaTENIEH,
3aBEJICHMS U yJaJleHUsI yUETHBIX 3aMuceil mojib3oBaTeneil.

[TopsaioK BBISABIEHUS MHIMJEHTOB, CBA3AHHBIX C HapyLIEHUSMHU TPeOOBaHUM O 3alINUTe
nHGOpMalNHY, U PearipoBaHUs HA 3TH UHIUIECHTHI.

[Topsimok  OOCTy>KMBaHHWSI ~ CHUCTEMBI  3alIMTHl  MHPOPMALUU  OOCITYKHBAIOIIUM
MIEPCOHAJIOM.

Peanuszanus B COOTBETCTBUM C OPraHU3ALIMOHHO-PACHIOPSAUTEIbHBIMA JOKYMEHTAMU 110
3anUTe MHGOpPMALMU NpPaBWI, PErIaMEHTHPYIOIUX MpaBa JOCTyNa CyObEeKTOB
JOCTyINa K 00beKTaM AOCTyIa (Jajee - MpaBuiia pa3rpaHUdeHus JOCTyIa).

BBenenue orpannueHuii Ha AeHCTBUS MOJIb30BATENEH U 0OCITYKMBAIOIIETO MepCoHala, a
TaK JK€ Ha W3MEHEHHWE YCJIOBHUH OKCIUTyaTallid, COCTaBa W KOH(MUTYypauuu
TEXHUYECKUX CPEJICTB 00pabOoTKH MH(OPMAIMK U IIPOTPAMMHOI0 00ECTIEUSHHUS.

IIpoBepka MONMHOTHI M JAETAIBHOCTU OMHMCAHMSI B OpraHU3allMOHHO-PACIOPSIUTEIIbHBIX
JOKyMEHTax 0 3aluTe UH(OpMaIK 1eHCTBUI 10JIb30BaTeNeil M aIMUHUCTPATOPOB
MH(OPMALIMOHHON CUCTEMBI 10 PeaIM3allii OPraHU3a[MOHHBIX MEp.

OtpaboTka AEHCTBUIM MOJKHOCTHBIX JIMI M TOApA3JeNeHHH, OTBETCTBEHHBIX 3a
peanu3anuio OpraHu3alMoOHHbIX MeEp.

ITpoBepka pPabOTOCIOCOOHOCTH CHCTEMBl 3aIIUThl MHPOpPMALUU HH(OPMALIMOHHON
CUCTEMBI.

[TpunsATHE pemeHuss O BO3MOXXHOCTU OIBITHOW AKCIUTyaTallMM CUCTEMbI 3alllUThl
nHpopManuy MHPOPMAITUOHHONW CUCTEMBI.

OmnbITHAs SKCIUTyaTalUsl CUCTEMBI 3aIUThl HHPOPMaLUU UH(OOPMAIIMOHHON CUCTEMBI
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16.

17.

18.

19.

20.

21.

22.

23.

24.

25.

26.

27.

28.

29.

30.

31.

32.

33.

34.

[TpoBepka (HYHKIIMOHMPOBAHUS CHCTEMBbl 3aIIUTHl MHQOpPMALUU HHGOPMAIIMOHHON
CUCTEMBbI, B TOM YHCJIE pPEaJTU30BaHHBIX MEp IO 3aluTe HHPOpPMALUH, a TaKXKe
TOTOBHOCTD I10JIb30BATENEN U aAMMHUCTPATOPOB K IKCIUTyaTallUM CHUCTEMBI 3aIUThI
nHpopManry HHHOPMALMOHHON CUCTEMBI.

OreHKka BO3MOKHOCTH TPEOJOJCHUSI HapyLIUTEJIeM CUCTEMbl 3allUThl HH(OpMaIuu
MH(OPMALIMOHHONW CHCTEMBbI U TNPEAOTBpAILEHUs] pealu3alii yrpo3 0e30mMacHOCTH
uHpOpMalUu.

CpencTa KOHTPOJIA (aHATN32a) 3aMUAIIEHHOCTH HH(OPMAITUH.

AHanu3 ysi3BUMOCTEH CpPeCTB 3alUThl UH()OPMAIH, TEXHUUECKUX CPEACTB 00pabOTKU
nH(pOpMallMK U MPOrpaMMHOro odecredeHust ”HPOPMAIIMOHHOW CUCTEMBI.

[TpaBUIBHOCTh YCTAaHOBKM M HACTPOMKU CPEACTB 3alUTHl MHPOPMALUHU, TEXHUYECKHX
cpeacts o0pabOTKM WH(QOpPMAIMM M TPOrPaMMHOTO OOECIeUeHHs, a TaKKe
KOPPEKTHOCTh Pa0OTHI CPEACTB 3alUThl MH(POPMALMK NPH UX B3aUMOACHUCTBUHU C
TEXHUYECKUMHU  CpeACTBaMH  00paboTkM  MHpOpMAUMUM U MPOrPaMMHBIM
obecrieueHueM.

YTouHeHne Mojenu yrpo3 0e30macHOCTM HH(OpMalMM W OpU  HEO0OXOTUMOCTH
NPUHUMAIOTCS  JOMOJHUTEIbHBIE MEpbl 10 3aluTe HH(QOpPMAlUM C  ILEJIbIo
YCTpaHEHUS BBISIBICHHBIX YSI3BUMOCTEH.

ITpoBepka BHIOIHEHUS TPEOOBAHHM K CUCTEME 3alUThl MH()OpMaIMK WH(OPMAIIMOHHON
CUCTEMBI B COOTBETCTBUH C TEXHMUYECKHUM 3aJJaHUEM Ha €€ CO3/IaHHUE.

Opranuzanuss KOHTPOJIMPYEMOM 30HBI, B IIpelaeiax KOTOpOM  pa3MelaroTCs
CTallMOHapHbIE  TEXHMYECKHWE  CpeAcTBa,  oOpabaTbiBarolmue  HMH(OPMALHNIO
KOH(HICHIIMATIBHOTO XapaKTepa.

CpenctBa  3amuTbl  wHOpMAIMK, a  TakXKe  CPEACTBA,  OOECIEYMBAIOIINE
(YHKIMOHMPOBaHUE UH()OPMAIIMOHHON CHUCTEMBI.

KonTponbs u ynpaBiieHHe AOCTYNIOM K TEXHMUYECKHM CpEICTBaM, CPEJICTBAM 3alUThI
uHpOpMalnH, cpecTBaM obecrieueHus: GYHKIMOHUPOBAHUS, a TaKKe B TIOMEIICHUS
U COOPYKEHHMSI, B KOTOPbIX OHHU YCTAHOBJICHBDI.

3ammra TeXHHYECKUX CPEACTB, CPEICTB 3allUThl HHPOPMALUU U CPEACTB 0OecredeHus
(yHKIIMOHUPOBAHMUSL.

3aBeleHNE U yAAJICHUE YUYETHBIX 3alUCEH I0JIb30BATENEH, YIIpaBICHHUE ITOJIHOMOUYUSIMU
oJib30BaTeseil nH(GOPMaLMOHHON CUCTEMBI U MOJAep KaHUe MPaBUIT pa3rpaHUYCHUS
J0CTyTa B UH(OOPMAIIMOHHON CHCTEME.

VYnpasieHnue cpeAcTBaMU 3alIUThl HHPOpPMAIMK B MTHPOPMAIMOHHOHN cHUCTEME, BKIItOUast
BOCCTAQHOBJICHHE HUX pPabOTOCIMOCOOHOCTH, T'e€HEpalMio, CMEHY U BOCCTaHOBJICHUE
MapoJen.

LleHnTpanu3oBaHHOE YIpPaBICHUE CUCTEMOM 3aIUThl HH(POPMAIIMK aBTOMAaTU3UPOBAHHOMN
CUCTEMBI (B ClTydyae TEXHUYECKOM BOZMOKHOCTH).

WudopmupoBanue mosib30BaTeNeil 0 MpaBUiIax SKCIUTyaTalldd CHUCTEMBbl 3allUThl
nH(pOpMallid aBTOMAaTU3UPOBAHHOM CHUCTEMbl U OTAEIBHBIX CPEACTB 3aIUThI
uHpOpMalLUU U UX 00ydeHHe.

BoisiBneHne WHUMACHTOB, CBSI3aHHBIX C HapylmleHHeM TpeOoBaHUII O 3ammure
uHpOpMallMY, BKIIOYas BBIABICHHE cOOEB B pPabOTe TEXHUYECKHX CPEJICTB,
MIPOrpPaMMHOT0 0OECIICUEHHUS U CPEJCTB 3aIUTH HHPOPMAIIH.

BoisiBienue  BHeJpEHUs  BPEAOHOCHBIX  KOMIIBIOTEPHBIX — IpOrpamMm  (BHUPYCOB),
HEMPaBOMEPHBIX JIEUCTBUN TONB30BaTENe W UHBIX COOBITUM, CBSI3aHHBIX C
HapylleHHeM CBOMcTB  Oe3omacHoCTH  MHGpopManMu  (KOH(UIEHIHMATBHOCTH,
LEJTOCTHOCTHU, JOCTYTTHOCTH).

BbisiBneHME DNPUYMH BO3HMKHOBEHMS HHLUACHTOB, CBS3aHHBIX C HapylICHUEM
TpebOBaHMil O 3amuTe UHPOPMAIIUH.

[InanupoBaHue U NPUHATHE MEp IO MPEAYNPEXKIECHUIO U YCTPAHEHUIO MHLUICHTOB, B
TOM YHCJI€ MO BOCCTAHOBICHUIO MH(GOPMALMOHHON CUCTEMBI U €€ CETMEHTOB IOCTe
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cO0OeB, BBIBICHUIO W YCTPAHEHUIO TIOCIEACTBUNA BHEAPEHHsS BPEIOHOCHBIX
KOMITBIOTEPHBIX IIPOrpaMM (BHUPYCOB), HEMPABOMEPHBIX JIEHCTBUH MOJIb30BaTENeH U
UHBIX COOBITHUH, CBSI3aHHBIX C HAapyLICHHEM CBOWCTB 0€30MacHOCTH HH(POpMALUU
(KOH(pUIEHINATBHOCTH, LIEIOCTHOCTH, JOCTYITHOCTH).

ObecnieueHne LEIOCTHOCTH CUCTEMBI 3alIUThI HH(pOopMauu HH(POPMAIIMOHHON CUCTEMBI,
BKJIIOYAsl pe3epBUPOBAHUE CPEACTB 3aIUTHI HH)OPMALIUH.

VYcraHoBKka OOHOBJIEHMH MPOrpaMMHOIO oOOecledyeHus, BKIOYas IpPOrpaMMHOE
o0ecrnieyeHre CpesICTB 3alIUThl HHPOPMAIUH, BHITYCKAEMBIX X Pa3pabOTUYHKaMU.
VYnpaBieHue mnapamMeTpaMd HAcTPOWKM CpPEICTB 3alUThl MH(OpMAIMH, COCTAaBOM U
KOH(Urypaiyeil TeXHUYECKUX CPEeACTB U IMPOrpaMMHOIO OOECHEeYeHHs, a TaKkKe
KOHTPOJIb 32 HECAHKIIMOHUPOBAHHBIMM MOJKIIOYEHUSIMH TEXHUYECKUX CPEACTB U

YCTaHOBKOW IIPOrpaMMHOT0 oOecreueHus

BrinonHenue opraHu3aliioOHHBIX Mep 110 3aIIUTe HH()OPMALIHH.

KonTponb cocTosiHus 3amuThl MHQOpMANMK B MH(POPMAIMOHHON CHCTEME, BKIIouas
KOHTPOJIb 32 COOBITUAMU M JCHCTBUSMU MOJIb30BaTENIeH HH(POPMAITMOHHONW CUCTEMBI.

AHanu3 MU oueHka  (YHKUMOHMPOBAHMSI ~ CHUCTEMBbl  3alIMThl  HMH(OpMaLUU
MH(POPMAIIMOHHON CHCTEMBI, BKJIIOYas BBISABICHHE M YCTpaHEHHE HEJOCTaTKOB B
(YyHKIMOHUPOBAHUM CHCTEMBI 3alIUThl HH(OpMaLUy HHPOPMALITMOHHON CHUCTEMBI.

[lepuonuueckuil aHanu3 ys3BUMOCTEHl HH(POPMAIMOHHON CUCTEMbl W ONEPaTHUBHOE
MPUHSITHE NIEPBOOYEPEIHBIX MEP MO YCTPAHEHUIO BHOBb BBISBICHHBIX YS3BUMOCTEH,
MPUBOASAIINX K BOSHUKHOBEHHUIO aKTYaJIbHBIX YIpo3 0€301MacHOCTH.

[lepuognueckuii  aHaiaM3  U3MEHEHUss yrpo3  Oe3omacHocTH  MHGpOpMauuu B
MH(POPMALIMOHHON cHUCTeMe, BO3HUKAIOIIUX B XOJ€ €€ JKCIUTyaTallud, W MPHHATHE
Mep M0 3aiuTe MH(OPMalUK B CiIydae BOSHUKHOBEHHS HOBBIX YIpo3 0€30MacHOCTH
uHpOpMalUu.

AHanu3 BIUSHUS Ha CHCTEMY 3allUThl HH(QOpMalMM HHPOPMAIMOHHON CHUCTEMBI
IUTAHUPYEMBIX U3MEHEHUH B MH(POPMALIMOHHON CUCTEME.

JopaboTka (MoaepHHU3alMs) CHUCTEMBl 3alIMTHl HHGOpPMaUUKd HHYOPMAIIMOHHOM
CUCTEMBl U €€ IiepeaTTecTalus Ipd U3MEHEHUMM Kilacca 3allUIIEHHOCTH
MH(OPMALIMOHHON CUCTEMBI, COCTaBa aKTyaJbHBIX YIpo3 0€301acHOCTH UH(POpMaUU
WIA TPOEKTHBIX PEIICHUH IO CUCTeME 3alluThl MHpopManuu HHGOPMAIMOHHON
CHUCTEMBI (B TOM YHCJIE COCTaBa MCIIOIB3YEMBIX CPEJICTB 3aIUTH HH(OPMAIUN).

ComnpoBokJIeHHE CHCTEMbI 3aIUThl UH(YOpMAIIMY MHPOPMALMOHHONW CHCTEMBI B XOJ€ €€
9KCIUTyaTalluy, BKIIOYasi KOPPEKTUPOBKY 3KCIUTyaTallMOHHOW JOKYMEHTAIlMN Ha Hee.
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