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1. Ilesu ¥ 3a1a4i AU CHUILJIHHBI:

Ilenpto ocBoeHus auctuiinHbl «MHbOpMammonHas 06€301acHOCTh U
3ammuTa “HQOpMAIMU) SBIISIETCS 3HAKOMCTBO O0YUYarOIIUXCSl ¢ OCHOBHBIMU
aJTOpUTMaMH W METOJaMHU 3alluThl MHGOpPMAIUU, a TaKKe IMPUMECHEHUE
Pa3IMYHBIX TTOAX0JIOB K 3aluTe HHGOPMAITUY Ha MPAKTHKE.

3agaun QUCIUATIIIMHEL:

. M3YUYEHHE COBPEMEHHBIX aJrOPUTMOB KU (PpoBaHUs HHPOpMALIIY;

. M3YyUYEHHE COBPEMEHHBIX aJTOPUTMOB XAIITUPOBAHUS,

. M3yUYEHHE BUPYCOB U METOJIOB OOpHOBI C HUMHU,

. M3YyUY€HHE BOMPOCOB COIMANIbHON MHKEHEPUH;

. M3YUYEHHE METOJIOB MOCTPOCHUSI KOMIUIEKCHON CUCTEMBbI 0€301MacHOCTH.

2. MecTo aucuuiuinebl B cTpykrype OII

Hucuumnuna  «MHpopmanmonHas  0e30MacHOCT, W 3allUTa
uHpopMaIMu» OTHOCUTCS K oOsi3arenbHOM uactu Onoka bl, momynto
«bazoBbie HH(HOPMALIMOHHBIE TEXHOJIOTUIY.

JluciuruiiHa ~ B3aMMOCBSI3aHA  JIOTMYECKM M COZAEpP’KaTeIbHO-
METOJUYECKH CO CIEAYIOMUMH TUcUIIMHaMu 1 npaktukamu OITOIT:
Pa3paboTka TeXHUYECKOIN TOKyMEHTalUN
OnepanmoHHbIE CUCTEMBI
[IpoektupoBanue nuntepdeicoB nHOOPMAIIMOHHBIX CUCTEM
AnmnapatHoe obecreuenre HHHOPMAIMOHHBIX CUCTEM
Cucremsl ynpaBlieHHs pa3pabOTKOl MPOrpaMMHOI0 00eCTIeUeHHSI
ba3el nanHBIX
CeTH U TEIEKOMMYHHUKAIIUH
VYrpaBienue nporpaMMHBIMU MPOEKTaMU
TecTupoBaHue MporpaMMHOTO o0ecreyeHus
[IpousBoacTBEeHHAs TPaKTUKA (TTPOCKTHO-TEXHOJIOTMUYECKas])
[IpousBoacTBEeHHAs MpaKTUKa (TIPEAAUILIIOMHAS)

Brinonnenue u 3amuyta BeITYCKHON KBaTU(UKAIITMOHHON paboThl



TpeﬁOBaHHﬂ K pe3yJbTaTaM 0CBOCHHUSA JUCIHUIIIINHDbI

3a1a4u NpoQeccuoHaIbHON
JesITeIbHOCTH Ha OCHOBE
MH(POPMALIMOHHOM U
oubnuorpaduyeckont KyJIbTyphl C
pUMEHEHHEM UH(POPMALIMOHHO-
KOMMYHUKAITHOHHBIX TEXHOJIOTUH U C
YYETOM OCHOBHBIX TPEeOOBaHUI
nH(POPMAIIMOHHOH 0€301MacHOCTH

Koo HaumeHoBaHUsI KOMIIETEHIIUH HNuaukaTopsl 10CTHAKEHUE
Komnemenyuu KOMIIeTeHI[UH
OIIK-3 Crnioco0eH pemarh cTaHAApTHBIE NOIIK-3.1. 3HaeT NpuHIUIBI, METO/BI

U CPE/ICTBA PEIICHUS CTaHAAPTHBIX
3a71a4 NpoQeccuoHaIbHON
JesTeTbHOCTH Ha OCHOBE
MH(POPMALIMOHHON U
oubnmorpaduyeckoit KyabTyphl C
pUMEHEHHEM UH(POPMALMOHHO-
KOMMYHUKAIIHOHHBIX TEXHOJIOTHH U C
Y4€TOM OCHOBHBIX TPEeOOBaHHIA
MH(POPMALMOHHOMN 0€301MacHOCTH
NOIIK-3.2. ymeeT pematb
CTaHJapTHBIC 3a/1a4H
npodeCCUOHATBLHOMN IEATEIIbHOCTH Ha
OCHOBE MH(POPMALIMOHHON 1
oubnmorpaduyeckoit KyabTyphl C
pUMEHEHHEM UH(POPMALIMOHHO-
KOMMYHHUKAIIHOHHBIX TEXHOJIOTHH U C
Y4eTOM OCHOBHBIX TPeOOBaHHIA
MH(POPMALIMOHHOM 6€301MacHOCTH
NOIIK-3.3. umeeT HaBbIKU OArOTOBKU
0030pOB, aHHOTAIH, COCTABICHHUS
pedeparoB, HAYIHBIX TOKIAJIOB,
nyOnukanuit u 6udnuorpaduu no
HAY4YHO-HMCCIIEI0BATENbCKON paboTe ¢
y4eToM TpeOoBaHUH HHPOPMAITMOHHON
Oe3omacHOCTH

3. CTpykTypa u coaep:KaHue M CUUIIIMHBI
OO6mas Tpy10€MKOCTh AUCHUILIAHBI COCTaBIsAET 3 3aueTHbie equHullbl (108
aKaJeMHUYECKHX YacoB).

3.1 Buabl yueOHOH padoThl M TPYI0EMKOCTh
3.1.1. Oynas ¢popma 00yueHus

CemecTpsl

/M| Byp yueGHOl padoTbI KoaunyecTBo yacos 6
AyIuTOpHBIE 3aHATHS 54 54
B ToMm uncne:

1. Jlexun 18 18

) CemuHapckue/mIpakTHYECKHE

) 3aHATHS

JlaGopaTopHble 3aHATHS

3. patop 36 36
CamocrosiTesibHast padora 54 54
IIpomexyTouHasi aTrecTanus 5
3auet/nud.3a4eT/IK3aMeH 3a4eT 3a4eT




| Htoro | 108 | 108

3.1.2. 3aoynas ¢popma 00yueHus

CemecTpsl
n/n | Byup yueGHoii paGoThI KoaunyecTBo yacoB 3
AyIuTOpHBIE 3aHATHS 12 12
B tom uncie:
4 4
1. Jlexun
) CemuHapckue/mIpakTHYECKHE
) 3aHATUA
3 JlaGopaTopHble 3aHATHS 2 2
CamocrosiTesibHast padora 96 96
IIpome:xxyToUyHas aTTecCTALMS
3auet/nud.3a4eT/FK3aMeH 3a4eT 3a4eT
HTroro 108 108
3.2 TemaTuyecKMid IJIAH U3yYeHUS JUCUUIINHBI
3.2.1. Oynas ¢popma 00yueHus
TpynoemkocTs, 4ac
AynurtopHasi padoTa
= 2
Pa3nesnl/TemMbl 5 o 2
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Tema 1. [lonarue "undopmanroHHasN

0€301acHOCTh ¥ YPOBHU €€ 00eCIIeUCHUSI.
[IpoGiiema nHPpOpPMATHOHHON 0€30MTACHOCTH 7 1 2 4
obmectBa. OnpeneneHne NOHATHS
"rH(popMaIMoHHast 6€30MaCHOCTh"

Tema 2. Cocramsironiue nHPOPMATHOHHON
6e3onacHocT. JloCTyMHOCTh HH(POPMAIIHH.
LenoctHOCTH HHPOPMALTHH.
KondunenunansHocts nHMOpMaLIUU

Tema 3. Cucrema popMHPOBAHUS PEKIMA
nHPOPMATMOHHOH 0€30MacHOCTH. 3a1a4un
WHPOPMALTMOHHON 0€30MacHOCTH O0IIECTBA. 7 1 2 4
YpoBHH HOpMHPOBAHUS PEKUMA
nHGOPMAIMOHHOHN 0€30MacCHOCTH

Tema 4. HopMaTHBHO-TIpaBOBBIE OCHOBBI
nHpopMauoHHOH Oe3omnacHocTH B PO.
[IpaBoBBICOCHOBEI HHPOPMALTHOHHOMN
6e3onacHocT obuiecTBa. OCHOBHBIE
MHOJIOKESHHUS BaXKHEHIITNX 3aKOHOAATEIILHBIX 12 2 4 6
akToB P® B obnactu uHPOPMAIIMOHHOI
0€30IacHOCTH U 3aIIUTHl HH)OpMAILIHH.
OTBETCTBEHHOCTH 32 HApyIIECHHS B cepe 6
nHGOPMAITMOHHOHN 0€30MacCHOCTH




Tema 5. CranaapTsl ”HPOPMATIOHHOH
6e3onacHocty: "OOmme Kputepun'".
TpeboBaHus OE30IIACHOCTH K
nHPOPMAMOHHBIM cucTeMaMm. [TpuHimn
Hepapxuu: KIacc — CEeMEHCTBO — KOMIIOHEHT
— 31eMeHT. OyHKIIMOHATIBHBIE TPEOOBAHHUA.
TpeboBanusgoBepus

12

Tema 6. CranaapTsl HHPOPMALTIOHHOH
0€30IacHOCTH pacIpeeNICHHBIX CUCTEM.
CepBuchl 6€301aCHOCTH B BEIYMCIUTEIBHBIX
cerax. MexaHu3Mbl 0€30MaCHOCTH.
AIMUHHUCTPUPOBAHHUE CPEICTB
0€30MacHOCTH

10

Tema 7. CranaapTsl ”HPOPMALTIOHHOH
6e3onacHoct B PO. 'ocrexkomuceus u ee
poJb B o0ecriedeHur nHPOPMATHOHHON
Oe3onacHocTH B PD. JIOKyMEHTEHI 110 OIIEHKE
3alUIIEHHOCTH aBTOMAaTU3UPOBAHHBIX
cucrteMm B PO

12

Tema 8. AIMHUHHUCTPATHUBHBIN ypOBEHB
oOecrnieueHus1 THPOPMALMOHHON
6e3onacHocty. Llenu, 3anauu u cogeprkanue
aJIMUHHUCTPAaTHUBHOTO ypoBHA. Pa3paboTka
MOJIMTUKY MH(OPMAIIMOHHOM O€300aCHOCTH

10

Tema 9. Knaccudukarus yrpo3
"uHpopManoHHO# 6e3omacHocTn". Kimaccel
yrpo3 HHGOPMaAIIMOHHOHN Oe30MaCHOCTH.
Kanabl HeCaHKIIMOHUPOBAHHOTO AOCTYTA K
nHpOpMaIIH

Tema 10. KomnbroTepHbIe BUPYCHI U 3aIIMTa
oT HuX. Bupycsl kak yrposa
nHPOPMALTUOHHOH 0€30MaCHOCTH.
KommnbrorepHbie BUpYCHI 1
nHpOpMaMOHHast 0€30MacCHOCTb.
XapakTepHbIe YePThl KOMITBIOTEPHBIX
BupycoB. Kiaccudukamus KOMIbIOTEPHBIX
BupycoB. Kiaccudukamus KOMIbIOTEPHBIX
BHPYCOB TI0 cpesie OOUTaHHUS.
Knaccugukanus KoMIbIOTEPHBIX BUPYCOB
0 0COOEHHOCTSIM JITOPUTMa PaOOTHI.
Knaccugukanus KoMIbIOTEPHBIX BUPYCOB
10 JCCTPYKTHBHBIM BO3MOKHOCTSIM

12

Tema 11.

AHTHBHpPYCHBIE ITporpaMMbl. OcoOeHHOCTH
paboThl aHTHBHUPYCHBIX IPOTPAMM.
Knaccugukanys aHTUBUPYCHBIX POTPaMM.
@DaxTOopHI, ONMPEAECHIIOIMHUE KAUeCTBO
AaHTUBUPYCHBIX nporpamm. [Ipodunakrrka
KOMITBIOTEPHBIX BUPYCOB. XapaKTepUCTHKA
IyTel MPOHNKHOBEHHS BUPYCOB B
KoMIbtoTepsl. [IpaBuiia 3ammThl OT
KOMIIBIOTEPHBIX BUPYCOB

12

HTroro:

108

18

36

54 7




3.2.2. 3aounHas popma 00yueHus

Pa3nenbl/TeMbBI
JTUCHUIIHHBI

TpynoemkocTs, 4ac

AynuropHasi padoTa

Bcero
Jlexun

CemMuHapckue/mpa

THYECKHUE
JlabopaTtopHbie

3aHATUA

IIpakTnueckas
MOATOTOBKA

CamMmocTofaTe IbHASA

padora

Tema 1. [lonarue "undopmanroHHasN
0e301acHOCTh ¥ YPOBHU €€ 00eCIIeUCHUSI.
[IpoGiiema nHGOpPMAIIMOHHON 6€30MTACHOCTH
obmectBa. OnpeneneHne NOHATHS
"rH(popMaIMoHHast 0€30MaCHOCTh"

8,8 0,2

=
[o)}

Tema 2. Cocramsiromue nHPOPMATHOHHON
6e3onacHocT. JloCTyMHOCTh HH(POPMAIIHH.
LenoctHOCTH HHPOPMAITHH.
KondunenunansHocts nHbOpMaLIUU

8,8 0,2

0,6

Tema 3. Cucrema popMHPOBAHUS PEKIMA
nHPOPMATMOHHON 0€30MacHOCTH. 3a1a4un
WHPOPMALTMOHHOH 0€30MacHOCTH O0IIECTBA.
YpoBHH (HOpMHPOBAHUS PEKUMA
nHGOPMALTMOHHOHN 0€30MaCHOCTH

0,6

Tema 4. HopMaTHBHO-TIpaBOBBIE OCHOBBI
nHpOopMaMoHHOH Oe3omnacHocTH B PO.
[IpaBoBBICOCHOBBI HHPOPMALTHOHHOMN
6e3onacHoctH o0mecTBa. OCHOBHBIE
MOJIOKCHUS BaKHEUIITNX 3aKOHOJATEIbHBIX
akToB P® B obnactn uHPOPMAIIMOHHOI
0€30IacHOCTH U 3aIIUTHl HHQOpMAIIHH.
OTBETCTBEHHOCTH 32 HAapYyIIECHHS B cepe
nHGOPMALIMOHHOHN 0€30MaCHOCTH

0,6

Tema 5. CranaapTsl ”HPOPMATIOHHOH
6e3onacHocty: "OOmmMe Kputepun'".
TpeboBaHus OE30MIACHOCTH K
nHPOPMAMOHHBIM cucTeMam. [TpuHmn
Hepapxuu: KIacc — CEeMEHCTBO — KOMIIOHEHT
— 31eMeHT. OyHKIMOHATIbHBIE TPEOOBAHHUA.
TpeboBanusgoBepus

9,2 0,4

0,8

Tema 6. CranaapTsl HHPOPMALTIOHHOH
0€30IacHOCTH pacIpeeNICHHBIX CUCTEM.
CepBuchl 6€3011aCHOCTH B BEIYUCIUTEIBHBIX
cerax. MexaHu3Mbl 0€30MaCHOCTH.
AIMUHHUCTPUPOBAHHUE CPEICTB
0€30MacCHOCTH

9,2 0,4

0,8

Tema 7. CranaapTsl ”HPOPMALTIOHHOH
6e3onacHoct B PO. 'ocTexkomuceus u ee
poJb B o0ecriedeHur nHPOPMATHOHHON
6e3onacHoct B PO. JIokyMeHTHI 110 OLIEHKE
3aLUIIEHHOCTH aBTOMAaTU3UPOBAHHBIX
cucrteMm B PO

9,2 0,4

0,8

Tema 8. AIMHUHHUCTPATHUBHBIN ypOBEHB
oOecrnieueHus1 UHPOPMALMOHHON
6e3onacHocty. Llenu, 3a1auu u cogeprkaHue

11,2 0,4

0,8

10




aJIMUHHUCTPAaTHUBHOTO ypoBHA. Pa3paboTka
MOJUTUKY HH()OPMAIIMOHHOM 6€301acHOCTH

Tema 9. Knaccudukarus yrpo3
"uHpopManoHHo# 6e3omacHocTn". Kimaccel
yrpo3 HHGOpPMaAIIMOHHOHN Oe30MaCHOCTH. 11,2 0,4 0,8 10
Kanael HecaHKIMOHUPOBAHHOTO IOCTYTIA K
uHpOpMaIH

Tema 10. KomnbroTepHbIe BUPYCHI U 3aIIMTa
oT HuX. Bupycsl kak yrposa
nHPOPMALTMOHHOH 0€30MaCHOCTH.
KomnbrorepHbie BUpYCHI 1
nHpOpMaMOHHast 0€30MacCHOCTb.
XapakTepHbIE YePThl KOMITBIOTEPHBIX
BrpycoB. Knaccuukamuss KOMIbIOTEPHBIX 11,2 0,4 0,8 10
BupycoB. Kiaccudukamus KOMIbIOTEPHBIX
BHPYCOB TI0 Cpesie OOUTaHHUS.
Knaccugukanus KoMIbIOTEPHBIX BUPYCOB
0 0COOEHHOCTSIM aJITOPUTMa PaOOTHI.
Knaccugukanus KoMIbIOTEPHBIX BUPYCOB
10 JCCTPYKTHBHBIM BO3MOKHOCTSIM

Tema 11.

AHTHBHpPYCHBIE ITporpaMMbl. OcoOeHHOCTH
paboThl aHTHBHUPYCHBIX IPOTPAMM.
Knaccugukanys aHTUBUPYCHBIX POTPaMM.
@DaxTOopHI, ONMPEAECHIIOIMHUE KAUeCTBO
AHTUBUPYCHBIX mporpamm. [Ipodunaxrrka
KOMITBIOTEPHBIX BUPYCOB. XapaKTepUCTHKA
MyTe MPOHNKHOBEHHS BUPYCOB B
KoMmbioTepsbl. [IpaBuiia 3amuTel OT
KOMIIBIOTEPHBIX BUPYCOB

11,2 0,4 0,8 10

Wroro: 108 4 8 9

3.3 Coaep:kanue QMCUUILIAHBI
Tema 1.
[Tonsitue "urdopManuoHHas» 0€30MACHOCTh U YPOBHU €€ 00CCTICUCHHS.

. [Ipobnema nHpopmManiMOHHOM O€30MaCHOCTH OOIIIEeCTBA.

Onpenenenue nouaTus"uHdopMauoHHasi 0€30MacHOCTh".
Tema 2.

Cocrasisitoinie UHPOPMAIMOHHOMN 6€301acHOCTH. J[0CTyITHOCTh
un@opmaruu.llenoctanocts nHPopmanu. KonduaeHnuaasHOCTh
uHpopmaIuu.

Tema 3.

Cuctema popMupoBanus pexxuma HHPOPMAITMOHHOM

Oe3omacHOCTH. 3a1a9 HHPOPMAITMOHHON O€30MaCHOCTH

obmiecTBa. YpoBHU (OPMUPOBAHUS PeKUMaHOOPMAITMOHHOM

0€30IMacHOCTH.

Tema 4.

HopmatuBHO-1ipaBoBble OCHOBBI HHGOPMAIIMOHHON O€30MacHOCTH B

P®. [IpaBoBricoOCHOBBI HHGOPMALIMOHHON OE30MACHOCTH OOIIECTRA. 9
OCHOBHBIE MOJIOKECHUS BAXKHEHIIINX 3aKOHOJATEIHHBIX aKTOB PD B




obnactu UHGOPMAIMOHHON O€30MACHOCTH U 3alUThl HH(POpMALIIH.
OTBETCTBEHHOCTH 32 HapyIIeHUs B cepe nHPpOopMaIMOHHOM
0€30MacHOCTH.

Tema 5.

Cranpaptsl uHQoOpMarmonHou 6e3onacHoctu: "OO0mue kpurepun'".
TpeboBanus 6e30macHOCTH K UHPOPMAIMOHHBIM cucTemaM. [Tpunnun
HepapXxuu: KJacc — CEMEUCTBO — KOMIIOHEHT — 3JIEMEHT.
OyHKIMOHAIBHBIE TpeOoBaHus. TpeboBaHuUs1I0BEpUS.

Tema 6.

CrangapTsl HHGOPMALIMOHHON 0€30MaCHOCTH pacIpe/IeIeHHbIX
cucteM. CepBUCHIOE30MaCHOCTH B BHIYUCIUTEIBHBIX CETSX.
MexaHu3Mbl 6€30MaCHOCTH.

AJIMUHHUCTPUPOBAHUE CPEICTB

6e3onacHoctu. Tema 7.

Cranpaptsl uHpopManonHout 6e3onacHoctu B PO.

['octexxomuccus u ee poiab B 00ecriedeHuu HHPOPMAITMOHHOMN
6e3omnacHoct B PO.JIoKyMEHTHI 110 OLIEHKE 3alUIIIEHHOCTH
ABTOMATU3UPOBAHHBIX CUCTEM B POD.

Tema 8.

AJIMUHUCTPaTUBHBIA YPOBEHb 0OecreueHust tHHOPMaIlMOHHON
6e3omnacHoctu. llenn,3anauum u copepkanre aIMUHUCTPATUBHOTO YPOBHSI.
Pazpabotka nmonutuku nHGOPMAIIMOHHON OE30MaCHOCTH.

Tema 9.

Knaccudukanus yrpo3 "uapopmannonHoin 6e3omnacHocTu".

Kunaccst yrpo3 undopmannonnoi 6e3omacHoct. Kananbr
HECAHKIIMOHUPOBAHHOTO J0CTYIa KUH(pOpMALIIH.

Tema 10.

KomneroTepHsie BUpyCHI U 3aluTa oT HUX. Bupycsl kak yrposa
nH@opmarmoHHoitbezonacHocTi. KoMnbroTepHbIE BUPYCHI U
nH(popMarimoHHas 6€30MmacHOCTh. XapaKTepHbIC YEPTHI
KOMIIBIOTEPHBIX BUPYCOB. Kitaccudukaius KOMIbIOTEPHBIX BUPYCOB.
Knaccuduxanusi KOMIbIOTEPHBIX BUPYCOB MO CpeJie OOUTaHUS.
Knaccuduxanusi KOMIbIOTEPHBIX BUPYCOB 10 0COOEHHOCTSIM
anroputMa paboTsl. Kitaccudukanys KOMIbIOTEPHBIX BUPYCOB IO
JNECTPYKTUBHBIM BO3MOXKHOCTSIM.

Tema 11.

AHTHBUpPYCHBIE TporpaMMbl. OCOOEHHOCTH PaObOTHl AaHTUBUPYCHBIX TPOTPAMM.
Knaccuduxanust aHTuBUpyCHbIX porpamMm. aKkTopkl, ONPEIEIIONIUe KaueCTBO
aAHTUBUPYCHBIX TTporpaMm. [IpoduiiakTika KOMIBIOTEPHBIX BUPYCOB.
XapakTepucTUKanyTell MPOHUKHOBEHUSI BUPYCOB B KOMITbIOTEpHI. [IpaBuna
3alUThI OT KOMITBIOTEPHBIXBUPYCOB.

3.4 TemaTuka cCeMMHAPCKUX/MIPAKTHYECKUX U JTA00PATOPHBIX 3aHATHHI

3.4.1. CeMuHapckue/MpakTUYECKUE 3aHITUS 10
CemuHapckue/IpakKTUYECKUE 3aHATHS 110 IAaHHOW TUCIIUIUIMHE HE



MPEyCMOTPEHBI.

3.4.2. JIaGopatopHblie pabOThI
JlaGopaTopHas pabdorta 1.

[Tousarue "undpopmarmonHas» 60€30MaCHOCTh U YPOBHU €€ 00eCTICUeHHUS.

. [Ipo6nema undopmanronHoit 6€30MacHOCTH 00IIECTRA.
Onpenenenue noHaTus"uHGopMauoHHasi 0€30MacHOCTh".
JlaGopaTopHas pabdota 2.

Cocrasisitoinie UHPOPMAIMOHHOMN 6€301acHOCTH. J[0CTyITHOCTh
un@opmaruu.llenoctanocts nHPopmanu. KonduaeHnuansHoCTh
uHpopmaIuu.

JlaGopaTopHas pabdorta 3.

Cuctema popMupoBanus pexxuma HHPOPMAITMOHHOM
Oe3omacHOCTH. 3a1a9 HHPOPMAITMOHHON O€30MMaCHOCTH

obmiecTBa. YpoBHU (GOPMUPOBAHUS PeKUMaHOOPMAITMOHHOM
0€30IMacCHOCTH.

JlaGopaTopHas pabdorta 4.

HopmatuBHO-1paBOBBIE OCHOBBI HH()OPMAITMOHHONW 0€30MTaCHOCTH B
P®. [IpaBoBricoOCHOBBI HHGOPMALIMOHHON OE30MACHOCTH OOIIECTBA.
OCHOBHBIE TTOJIOKEHUS BAXKHEHIIINX 3aKOHOJATEIHHBIX aKTOB PD B
obnactu UHGOPMAIMOHHON O€30MACHOCTH U 3allUThl HH()OpMALIIH.
OTBETCTBEHHOCTH 32 HapyIIeHUs B chepe nHPpOopMaIOHHOM
0€30IMacHOCTH.

JlaGopaTopHas pabdorta 5.

Crangaptsl nuHQoOpMarmonHou 6e3onacHoctu: "OO0mue kpurepun'".
TpeboBanus 6e30macHOCTH K UHPOPMAIMOHHBIM cucTemaM. [IpuHnun
HepapXxuu: KJacc — CEMEUCTBO — KOMIIOHEHT — DJIEMEHT.
OyHKIMOHAIBHBIE TpeOoBaHus. TpeboBaHuUs10BEpUS.
JlaGopaTopHas pabdorta 6.

CrangapTsl HHGOPMAIIMOHHON 0€30TaCHOCTH pacIpeIeIeHHbIX
cucteM. CepBUCHIOE30NTaCHOCTH B BBIYUCIUTEIBHBIX CETSIX.
MexaHu3Mbl 6€30MaCHOCTH.

AJIMUHHUCTPUPOBAHUE CPEICTB

6e3omnacHoctu.JIabopaTopHas

pabota 7.

CrangapTtsl nHPOpPMAIIMOHHOM Oe30macHOCTH B PO.
['octexxomuccust v ee poiab B 00ecriedeHuu HHPOPMAITMOHHOMN
6e3omnacHoct B PO.JIoKyMEHTHI 110 OLIEHKE 3alUIIIEHHOCTH
ABTOMATU3UPOBAHHBIX CUCTEM B POD.

JlaGopaTopHas pabdorta 8.

AJIMUHUCTPaTUBHBIA YPOBEHb OOecreueHust tHHOPMaIlMOHHON

6e3omnacHoctu. llenn,3anauum u copepkanre aIMUHUCTPATUBHOTO YPOBHSI.

Pa3paboTka moauTuku nHGOPMAITMOHHOM 0€30TTaCHOCTH.
JlaGopaTopHas pabdota 9.

Knaccudukanus yrpo3 "uapopmannonHoi 6e3onacHocTu".
Kunaccst yrpo3 undopmannonnoi 6e3omacHoct. Kananbr
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HECAHKIIMOHUPOBAHHOTO JA0CTYIa KUH(pOpMALIIH.

JlaGopaTopnas padota 10.

KomneroTepHsie BUpYCHI U 3amuTa oT HUX. Bupycsl kak yrposa
nH@opmarmoHHoitbezonacHocT. KoMnbroTepHbIE BUPYCHI U
nH(popmMarmoHHas 6€30MacHOCTh. XapaKTepHbIEC YEPTHI

KOMIIBIOTEPHBIX BUPYCOB. Kitaccudukanus KOMIbIOTEPHBIX BUPYCOB.
Kinaccuduxanusi KOMIbIOTEPHBIX BUPYCOB MO CpeJie OOUTaHUS.
Knaccuduxanusi KOMIbIOTEPHBIX BUPYCOB 110 OCOOEHHOCTSIM

anroputMa paboTsl. Kitaccudukanys KOMIbIOTEPHBIX BUPYCOB IO
JNECTPYKTUBHBIM BO3MOXKHOCTSIM.

JlaGopaTopHas padota 11.

AHTHUBUpPYCHBIE TporpaMMbl. OCOOEHHOCTH PaObOTHl AaHTUBUPYCHBIX TPOTPAMM.
Knaccudukanus aHTUBUPYCHBIX nporpamM. DaKkTOphkl, ONPeIETIONIIe KaueCTBO
aHTUBUPYCHBIX TTporpaMM. [IpoduiiakTika KOMIbIOTEPHBIX BUPYCOB.
XapaKTepUCTUKANYTEW TPOHUKHOBEHUS BUPYCOB B KOMIIbIOTEPHL. [IpaBuna
3aIUTHI OT KOMITIOTEPHBIXBUPYCOB.

3.5 TemaTuka KypcoOBbIX IPOEKTOB (KyPCOBBIX padoT)

KypcoBbie MpOEKThI O TAHHON JUCIUILIMHE HE MTPEYCMOTPEHBIL.

4. YyeOHO-MeTOAMYECKOE H HH(POPMALMOHHOE o0ecreyenne
4.1 HopmaTusHbie 10KyMeHTHI 1 ['OCTb1

1. https://feos.ru/fgos/feos-01-03-02-prikladnaya-matematika-i-
informatika-9/2. "Tlonoxxenus 06 opranuzaiuu 00pa3oBaTeIbHOTO MpoIiecca
B MockoBckoM [lonutexnnueckom yHuBepcurere"

4.2 OcHOBHAasl JIUTEepaTypa

1. ®daponos, A. E. OcHoBbI HHGOPMAITMOHHON 0€30TTaCHOCTH
npu paboTe Ha KOMIIbIOTepe : yuebHoe nocodue / A. E. ®aponoB. — 3-
e wu3n. — MockBa, CaparoB : HHTepHeT-YHUBEpCUTET

Nudopmarmonnsix Texunonoruit (MHTYUT), Aii Ilu Ap Menua, 2020.
— 154 ¢. — ISBN 978-5-4497-0338-5. — TeKcCT : 3IEKTPOHHBIN //
[udporoit oOpazoBatenbubiii pecypc IPR SMART : [caift]. — URL:
https://www.iprbookshop.ru/89453.html (naTa obpamenus: 23.03.2024)

2. ®owmuH, /. B. Unpopmanmonnas 6€30nacHOCTb : y4eOHO-
MeToauyeckoe mocobue mno aucnumuinHe — «MudopmanronHas
0€30MacHOCTb) [l CTYJIGHTOB JKOHOMHUYECKUX CIEHHATIbHOCTEH
3aouHoi ¢Gopmbl 00yuenus / JI. B. ®omun. — CaparoB : By3oBckoe
obpazoBanue, 2018. — 54 ¢. — ISBN 978-5-4487-0298-3. — Tekcr :
anextpoHHbIi // Ludposoit o6pazoBarenbHbiil pecypc IPR SMART :
[caiit]. — URL: https://www.iprbookshop.ru/77320.html  (mata
oOpamrenus: 23.03.2024)

3. 3amra WHGOPMAIIMK C HCMHOJH30BAaHUEM MEXaHH3MOB
ANEKTPOHHON 1MdpoBON moanucu: yueOHo-meroa. mocooue / JI.I. 12
Hemuaos, O.I'. [IIBeukoBa, O.A. MockButuHa, A.H. IIeiibkun, KA.



Maiikos, K.I'. CmupnHoBa ; Mock. roc. yH-T me4yaTu UMeHH lBaHa
®enopoBa. — M. : MI'VII umenn MBana degopona, 2014. — 53 c.

[DneKTpOHHBIN pecypc] URL:
http://elib.mgup.ru/showBook.php?id=99. (mata oOparieHus:
23.03.2024)

4.3 lonosiHuTEILHAS JIUTEPATYpPa

1. 'anatrenko, B. A. OcHOBBI HH(POPMAITMOHHON 0€30MaCHOCTH :
yueOHoe mocobue / B. A. Tamarenko. — 3-e u3g. — Mocksa :
Nurepuer-Yuuepcurer Uudpopmanuonnsix Texnonoruit (MHTYUT),
Aii [Tm Ap Menma, 2020. — 266 c. — ISBN 978-5-4497-0675-1. —
Tekct : snexktponnbii // LudpoBoit obpazoBarenvubiii pecypc IPR
SMART : [caitit]. — URL: https://www.iprbookshop.ru/97562.html
(mata obpamenus: 23.03.2024)

4.4 DyieKTPOHHBIE 00pa3oBaTe/IbHbIE PeCypPChl

CIO Mockosckoro Ilomutexa. «Mubopmannonnas 0e30MacHOCTh U
3amuTa nHGopMamuny. https://online.mospolytech.ru/course/view.php?id=11843

4.5 JInueH3uoHHOe U CBOOOHO pacnpoCcTpaHsaeMoe MPOrpaMMHOe
odecnieyenune

JIJIsl yCIIenmHOTO OCBOCHMSI TUCIUIUIAHEI, CTYJEHT HCIOJb3YyeT
CJIeYIOIIMENPOrpaMMHBIE CpelicTBa: cpeaa pazpadborku Android Studio.

4.6 CoBpemenHblIe npodeccuoHAJIbHbIE 0a3bl JAHHBIX U
HHOpMaIMOHHbIE CIIPABOYHbIE CHCTEMbI

1. OI1 "FOpaut" https://urait.ru/

2. IPR Smart https://www.iprbookshop.ru/
3. OBC "Jlaap" https://e.lanbook.com/

4. https://elenph.org/

5. https://www.philosophy.ru/

6. https://iphlib.ru/library

5. MarepuajibHO-TeXHHYECKOe o0ecneyeHue

JIist poBeieHUsT IEKIIMOHHBIX 3aHSITHI HCIOIB3YIOTCS KOMIBIOTED U
NPOSKTOpP  IJIsi  WCIOJB30BaHUS  JIGKIIMOHHOTO MaTepuaiia B (dopme
NPE3EHTAIMOHHBIX CIIAiI0B, KOMITBIOTEPHBIN Ki1ace (He MeHee 15 mocamouHbIx
MECT) C YCTAHOBJEHHBIM TIPOTPAMMHBIM OOCCIICUCHHEM I TPOBEACHUS
1a00paTOPHBIX PadoT.

6. Metonnueckne peKOMeHIAUNH
6.1 MeToguueckue peKOMeHIAUN JIJIsl TPEeNnoaaBaTeJisi Mo
OpraHu3anuu 00y4eHus 13



JleKIMOHHBIE 3aHATHS POBOISTCS B COOTBETCTBHUH C COJEPIKAHIEM
HaCTOosIIEH pabouell mporpamMMel.

JlaGopaTopHbie paboThI OCYILIECTBIISIETCS B dbopme
CaMOCTOSATEILHON MPOPaOOTKHA TEOPETUYECKOTO MaTepraia OO0ydJarolmUMHUCS;
BBITIOJTHEHUS MPAKTHYECKOTO 3aJaHus; 3alIATHI TPEToaBaTelto JabopaTopHO
paboThHl (3HAHWE TEOPETUYECKOTO MaTepuaja W BBIMOJTHEHUE TPAKTUICCKOTO
3a7aHus ).

[Ipy mpoBeAeHNM KOHTPOJHHON TOYKM OOydYaroImHMecs HE MEHee
94eM 3a HeJleTt0 HHHOPMHUPYIOTCS 00 ’TOM U UM BBIJJAETCS CITUCOK BOIIPOCOB IS
MIOJITOTOBKHU K KOHTPOJILHOH padoTe.

6.2 MeToguueckue yKa3aHus 1J51 00y4YAIOIINXCS 10 OCBOCHUIO
ANCHUILINHBI

[Tocenienne NEKIMOHHBIX 3aHATHM sBIsieTcsl oOs3aTenbHbIM. [Ipomyck
JEKIIMOHHBIX 3aHATUM 0€3 YBaXUTEIbHBIX NPUYMH M COTJACOBAHUS C
pPyKOBOJICTBOM B 00beme 0osiee 40% OT 00111ero KOJIu4ecTBa MPeayCMOTPEHHBIX
y4eOHBIM IIJITAHOM Ha CEMECTp JEKIMH BliedeT 3a €000l HEBO3MOXKHOCTh
aTTeCTalllM MO TUCIUIUINHE.

JlonmyckaeTcsi KOHCIIEKTUPOBAHUE JIEKIIMOHHOTO MaTepualia MUCbMEHHBIM
WU KOMITBIOTEPHBIM CITIOCOOOM.

Perynspnas mpopaboTka MaTepualia JEKIU M0 KaXA0MY pa3liesly B paMKax
NOATOTOBKU K MPOMEKYTOUYHBIM M HUTOTOBBIM (hOpMaM arTecTalluu, a TakKkKe
BBITIOJTHEHUE U MOJIFOTOBKA K 3aluTe JIa0OpaTOPHBIX pabOT MO JUCHHUILIUHE
SBJISIETCA  OJIHUM U3 BaXHEWIIMX BHUJOB  CAMOCTOSTENIBHOM  pabOThI
00yyarolierocs B TCUCHUE CEMECTpA.

7. ®oHJ OLIEHOYHBIX CPEICTB
7.1 MeToabl KOHTPOJIS U OLICHUBAHUSA Pe3yJIbTATOB 00y4YeHUs

B nporecce 00ydeHHst HCOIB3YIOTCS CIIETYIOLINE OLIEHOYHbIE (POPMBI
CaMOCTOSITENIbHOU Pa0OThI CTYJIEHTOB, OIIEHOYHBIE CPEICTBA TEKYILETO KOHTPOJIS
YCIIEBAEMOCTH U MTPOMEKYTOUHBIX aTTECTAIUN:

— TOJATOTOBKA K BBITTOJIHEHUIO TA0OPATOPHBIX padOT U UX 3alIUTa.

O1eHOYHBIE CPEICTBA TEKYIIETO KOHTPOJISI YCTIEBAEMOCTH BKIIFOUAIOT
KOHTPOJBbHBIE BOMPOCHI JIJIsi KOHTPOJISI OCBOEHHUS O0yJarOIUMHUCS Pa3IeoB
JTUCITUTUTIHBI.

7.2 lllkana u KpUTEPUU OLIEHUBAHMS Pe3yJIbTATOB 00y4YeHU sl

dopMa NPOMEKYTOUHOM ATTECTALMHU: 324 ET.

[IpomexyTouHasi artectaiusi oOydaromuxcs B Gopme 3aué€ra ITpPOBOJAUTCS
M0 pe3yJibTaTaM BBIMOJHEHUSI BCEX BUAOB yueOHOI pabOThl, MPEAyCMOTPEHHBIX
y4eOHBIM IUIAHOM 110 JaHHOM AMCHMIUIMHE (MOIYIIO), IPH 3TOM YYUTHIBAIOWLS
pe3yNbTaThl TEKYIEr0 KOHTPOJS YCIEBAEMOCTH B TedeHue ceMectpa. OleHka



CTEMEeHH JOCTIKEHUS 00YUYaIOIIMMUCS TUIAHUPYEMBIX PE3YyJIbTaTOB OOyUEHUS IO
TUCHUIUIMHE (MOMIYJI0) MPOBOJIUTCS MPEnoJaBaTelIeM, BEAYIIUM 3aHSTHS IO
JUCHUUIUIMHE  (MOAYJI0) METOJOM  d3KchepTHOM  ouneHku. [lo  wuroram
MPOMEXKYTOUHON aTTECTAlMU MO JUCHUIUIMHE (MOJYJI0) BBICTABISETCS OIEHKA
«3aUTEHO» WIIN «HE 3aU4TCHOY.

K npomexyTouHoll aTTecTaliid JOMYCKAaIOTCS TOJBKO  CTYJIEHTHI,
BBIMIOJTHUBIIIMNE BCE BHUIBI Y4uyeOHON paboOThl, NpeayCMOTpPEHHbIE pabouei
MPOrpPaMMOM TUCITUTIIIUHBI.

lkana
OLlCHUBAHUA

Onucanue

Brimonnensl Bce BUABI y4eOHOW palOThI, MPEeTyCMOTPEHHBIE
y4eOHbIM MIaHoM. CTyA€HT AEMOHCTPUPYET COOTBETCTBUE
3HaHUW, YMEHHM, HABBIKOB TMPUBEACHHBIX B  TalaUIAX
nokKazarenei,  Omnepupyer  MNPUOOPETECHHBIMU  3HAHUSMH,
3a4TeHo YMEHHSIMU, HaBbIKAMH, MPUMEHSET UX B CUTYyaIUSAX Pa3IUYHOMN
cinoxkHocTu. [Ipu 3TOM MOTYT OBITH JAOMYIIEHBI HE3HAUYUTEIbHBIC
OMMOKK, HETOYHOCTH, 3aTPYJHEHUS] TP aAHATUTUYECKUX
omepauusix, IEpEeHOCE 3HAaHUM ¢W yMEHUHM Ha  HOBBIE,
HECTAH/IAPTHbBIEC CUTYaALIUH.

He BbimonHeH oauH wiM 0Oojee BHUJIOB Y4YeOHOW paboTHI,
MPELYCMOTPEHHBIX YUEOHBIM IIaHOM. CTYJIEHT JEMOHCTPUPYET
HEIOJIHOE COOTBETCTBUE 3HAHUI, yMEHUI, HABBIKOB TPUBEIEHHBIX
B TaOJIMIIaX MOKa3aTeslel, JOMyCKAITCS 3HAUYNTEIbHbIE OIINOKH,
NPOSIBIISIETCSl OTCYTCTBUE 3HAHWM, YMEHUH, HAaBBIKOB IO psAy
MoKasarelyield, CTyJIeHT UCIBITHIBAET 3HAUUTENIbHBIE 3aTPyAHEHUS
IIpU ONEPUPOBAHUM 3HAHUSIMU U YMEHUSIMH IIPU MX NEPEHOCE Ha
HOBBIE CUTYaLUH.

He 3aureno

7.3 OueHoYHbIE CPEACTBA

Bormpocsl k 3k3aMeny.

Kpunrorpadus. OcHOBHbBIE ONIPEACIICHUS U aITOPUTMBI.
Knaccudukanusi KpunroaaropuTMoB.

CuMMeTpUYHBIE KPUNITOATITOPUTMBL.

CxpeMOaepsl.

brnounbie mudpsi.

Cetb @eittrrens. bnounsiii mudp TEA.

O6mue ceenenus o koukypce AES: mmupp MARS
O6mue ceenenus o koukypce AES: mmdp RC6

O6mue ceenenus o koHkypce AES: mmdp Serpent
O6mue ceenenus o koukypce AES: mmdp TwoFish
O6mue ceenenus o koukypce AES: mmdp Rijndael. 15
CuMMeTpUYHBIE KPUIITOCUCTEMBI.
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13. AcumMmmeTrpruyHbIE KPUTITOAITOPUTMBL.

14. Anroputm RSA.

15. OOwmen karouamu o anroputmy Jduddu-Xennmana.

16. OOmas cxeMa aCUMMETPUYHON KPUTITOCUCTEMBI

17. OOuue cBeieHUs1 O BUpYycCax.

18. Bupycsl noa Unix-nogo0HbIE CUCTEMBI.

19. Knaccuduxanus BUpyCOB.

20. Kiaccudukaius BUpycOB MO cpejie 0OUTaHuUs.

21. Kiaccudukaiuys BUPYCOB MO CIoco0aM 3apakeHusl.

22. Kiaccudukanus BUpYyCOB IO HAHOCUMOMY BpeEy.

23. Kiaccudukaiuys BUpyCOB 0 OCOOEHHOCTSIM aJITOpUTMA.

24. Kiaccudukanus Bupycos no sepcuu Drweb.

25. Tloudarue u knaccuuKaiyss aHTUBUPYCHBIX TPOTPAMM.

26. O030p COBPEMEHHBIX aHTUBUPYCHBIX MTPOTPAMM.

27. Tlouck BUPYCOB BPYUHYIO.

28. HHcTtpyMeHTHI Jyisi 60pbObI C BUPYCaMHU.

29. TlonsiTHE COMAIBHON UHKECHEPUHU.

30. MoOTHUBBI U METO/BI COLIMATBHON HHKEHEPHH.

31. Tlomyuenue koHpUIECHIIHNATHHON HH(OPMALIUH.

32. 3apaxxeHue KOMIIbIOTEPA BUPYCOM.

33. HHCTpyMEHTHI COLIMATBbHON UHKECHEPUHU.

34. MaccoBble pacChUIKU (M3BECTHBIE TaK XK€, KaK CIam).

35. bannepsl. OOpaTHas conuaabHas HHXEHEPHS.

36. be3onacHOCTb B UHTEPHETE

37. OO6umit 0630p yrpo3, peKOMEHJalluu Mo 0€30MacHOCTH.

38. besonacHas pabota B IHTepHeTe: aHanmu3 BeO-caiiToB, 0€30IacHBII
MOUCK, HAJIC’KHbBIE MTapPOJIH.

39. be3onacHas pabota B IHTepHETE: 2IEKTpOHHAS MTOYTA, IJIATEXKH,
sanutHoe [10.

40. JlomoJHUTEIBHBIC CPEICTBA MOBBIIICHUS OE30IMaCHOCTH.

41. Pe3epBHOE KOTMpOBaHUE U MU(DPOBAHNE JAHHBIX, BOIPOCHI
obecnieueHus puznueckoil 6€30MacCHOCTH KOMIIBIOTEPA.

42. be3omacHOCTh Mpu pabOTe Ha KOMIIBIOTEPE HECKOIBKUX
MOJIB30BATEIIEH.

43. be30macHOCTh B COLIMATIbHBIX CETSX.

44. KoHuenuuu v acuekThl odbecredeHus UHPOpMaImOHHON
0€301acHOCTH

45. TloHsTHS YKOHOMHUYECKON 1 MH(DOPMAIIMOHHOM 0€30MacHOCTH.
46. Kirouessie Bonpockl Ub.

47. Bupasl yrpo3 uH()OpMaIMOHHOM 0€30MaCHOCTH U KJlacCUpUKaIUs
HUCTOYHUKOB YT'PO3.

48. OcHOBHBIE BU/IbI 3alIUIIIAEMON HH(POPMAIUH.

49. TIlpaBoBoe obecrieueHre HHPOPMAIIMOHHON 0€30TaCHOCTH.

50. OcHOBHBIE aCIEKTHI TOCTPOCHUS CUCTEMbI HHPOPMAITUOHHOM
0€301acHOCTH 16



