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1. Ilestu ocBOEHMS AU CIUILIMHBI

K 0CHOBHBIM 11€J1IM OCBOEHUS AUCIUTIIIMHBI OTHOCUTCSI:

o O3HAKOMJICHUE CTYACHTOB C BO3MOXXHOCTSMH U 00JIACTSIMHU MTPUMEHEHUS
CETEBBIX TEXHOJIOTUH;

o O3HAKOMJIEHUE CTYJEHTOB C IMPUHLHUIAMU OpraHU3aliu JIOKAJIbHBIX,
KOPIOPATUBHBIX M PErHOHANIBHBIX (TJI00AIBHBIX) CETEH;

o O3HAKOMJICHHUE CTYJICHTOB C OCHOBHBIMH CETEBBIMH CITy:KOaMH,
MOJEISIMU ONMCAHMS CETEBBIX B3aUMOJECHCTBHIA;

o O3HAKOMJIEHUE  CTYJAEHTOB C  IPOTOKOJAMH  KOMMYTallUHM H
MapuIpyTu3auu MHGOpMallUd B BBIYUCIUTEILHBIX CETSAX, OCHOBAMU OpTraHU3aIMU
MEKCETEBBIX B3aHMMOJICHCTBUIA;

o 3aKpEeMJICHUE TI0JIy4aeMbIX B CEMECTPE 3HAHUI U HABBIKOB Ha MPAKTUKE;

o dbopMUpOBaHUE B3aUMOCBS3EH, MOJy4aeMbIX B CEMECTpE 3HAHUU U
HAaBBIKOB C U3YUYEHHBIMH PAHEE U U3YYaEMbIX MAPAJJIEIBHO C JAaHHOUN AUCIUILIINHOM;

o MOATOTOBKA CTYJEHTOB K JESATEIbHOCTH B  COOTBETCTBUU C
KBATM(PUKAIIMOHHOMN XapaKTepUCTUKON OakaaBpa.

K 0CHOBHBIM 3a1a4aM JTMCHUILUIMHBI OTHOCSATCS:

o MOJy4YeHHE 3HAHUNW U MPAKTUYECKUX  HABBIKOB, IO3BOJISIFOLIUX
MIPOEKTUPOBATH HOBBIE KOMITBIOTEPHBIC CETH;

o OBJIQJICHUE HABbIKAMU NPOBEACHUS aHaluM3a H  ONTHUMH3ALUU
CYILLECTBYIOIIMX KOMIIBIOTEPHBIX CEeTEn

. U3YYEHUE M OCBOEHHE TEOPETHMYECKOr0 Marepuaja, Kak B Ipolecce
KOHTaKTHOM, TaK U B X0JI€ CAMOCTOSITEIIbHON paOOTHI;

o BBITIOJTHEHHE MPEIOCTABICHHBIX MNPAKTUYECKUX 3aJaHUN Pa3IMYHbBIX
dbopm, Kak B Ipoliecce KOHTAKTHOM, TaK U B XOJ€ CAMOCTOSITEIbHOM pabOThI;

o caMoCTosATeNlbHAs paboTa HaA  TEMATHKOW  JAWCIUIUIAHBI  JIS
(dbopMUpOBaHUA KOMIIETEHIIUH OCHOBHON Mpo(deccHoHaNbHOM 00pa3oBaTeIbHON

nporpammsl (nanee, OITOIT).



2. MecTto nucuumiunbl B cTpykrype OIIOII

HucuuninuHa «CeTu 1 TeIEeKOMMYHUKALUU) K YUCITy YU€OHBIX TUCHUIUINH
o0si3arenbHON YacTu «OCHOBBI HHPOPMAIIMOHHBIX TEXHOJIOTUI» OCHOBHOM
00pa30BaTeIbHONU NPOTrPaMMBbl.

JlucuuIiuinHa B3aNMOCBS3aHa JIOTHYECKH U COEPIKATEIBHO-METOIUYECKH CO
cleyomuMu qucuuiuinHamu 1 npaktukamu OITOIT:

e (OCHOBBI I/IH(bOpMaHI/IOHHO-KOMMYHI/IKaHI/IOHHI)IX TEXHOJIOTHH.

3. [lepeyeHb MIAHUPYEMbIX Pe3yJIbTATOB 00y4eHHS M0 TUCHUILINHE,
COOTHECEHHbIE ¢ IVIAHMPYEMbIMHU Pe3yJIbTATAMH OCBOCHHS 00pPa30BaTeIbHOM

NPOrpamMMmblI

B pesynbrate oCBOEHUS AUCIHUIUIMHBI Yy oOydarommxcs (QopMupyroTcs
CJICAYIONINE KOMIETEHIIMM U JIOJDKHBI OBITh JOCTUTHYTHI CIIEIYIOIIUE PE3YJIbTaThl

oOy4eHHs KaK dTar HOPMUPOBAHUS COOTBETCTBYIONTUX KOMIETEHITUH.

Kon HaumenoBanmue NuaukaTopsl NIVIaHUPYEMBbIX
KOMIIETeHLIUH KOMIIETEHIIUU pe3yJIbTATOB 00YUYEHHUS M0 TMCIUIINHE
OIIK-5 Criocoben OIIK-5.1. 3narts:

HHCTA/UIMPOBATh OCHOBBI CUCTEMHOI'O
MpOTpaMMHOE 1 aJMUHUCTPUPOBAHMSI.
arnraparHoe

OIIK-5.2. YmMmers:
BBITIOJTHATH TIOKITIOYCHHE, YCTAHOBKY U

oOecnieueHue s

MH(OPMAIMOHHBIX U
ABTOMATH3MPOBaHHBIX | IPOBEPKY aNTapaTHBIX, IPOTPAMMHO-

CHCTEM amIapaTHbIX U IPOrPaMMHEIX CPEJICTB.
OIIK-7 CnocobeH OIIK-7.1. 3Hath:

yqacTBoBaTh B METOJbl HACTPOMKH, HAIAJIKU

HACTPOHKE M HANAIKE | 1o rpaMMHO-aMIAPATHBIX KOMILIEKCOB.

HPOTPAMMHO= OIIK-7.2. YMeTs:

armapaTHbIX .

KOMILICKCOR IPOM3BOINTEL HACTPOMKY, HAJIAIKy U

TECTHPOBAHUE MPOTPAMMHO-AIIAPATHBIX
KOMILJICKCOB.

OIIK-7.3. Bnanets:

crioco0amMu MPOBEPKH
paboTOCIOCOOHOCTH MPOTPAMMHO-
anmapaTHbIX KOMILJIEKCOB.




B nporecce ocBoenust 00pa3zoBaTeNbHOM MPOrpaMMBbl JaHHBIE KOMIIETEHIINH, B
TOM YHCJE MX OT/EIbHbIE KOMIOHEHTHI, (POPMHUPYIOTCS MOITAITHO B XOJ€ OCBOCHHUS
OOy4YarOIIMMUCS AUCHUIUIMH (MOAYJEeH), MPaKTUK B COOTBETCTBUU C YYEOHBIM

MJIAHOM U KaJICHAApHBIM rpadukoM yueOHOro mpolecca.

4. CTpyKTYypa U co/iep:KaHue U CIUIITHHbI

OObmast Tpy1I0eMKOCTh AUCLIUILIAHBI COCTaBIsIeT 4 3a4eTHBIX €AMHULIBI, T.€.
54 akajeMHUYECKHX 4acoB (M3 HUX 72 yaca — caMOCTOsTeNNbHAs paboTa CTy/IE€HTOB).

Pa3penbl qucHUIIIMHBL M3Y4arOTCs Ha IEPBOM Kypce BO BTOPOM CEMECTPE,
(dbopma MpoMeKYyTOUHOU aTTecTaluu — MU PepeHIIpOBaHHbIN 3a4eT.

ConeprxkaHue U TeMbl J1200pPaTOPHBIX PadoOT

JIP-1 Hauranus no onepaunuoHHoii cucreme 10S nzydyenue pe:kumMoB 4 ax. qaca
KOH(UIYypaluy ¥ OCHOBHBIX KOMAH/ '

Heanr BbImoJgHeHuss JadopaTopHoii padoThl: Co3MaHME OCHOBHBIX MOAKIIOYCHHUH, IOCTYN K
uHtepdeiicy komannHoi ctpoku (CLI) m m3yuenme cnpaBku. Hzyuenue pexumoB EXEC, nactpoiika
YacoB.

Pesyabrar: OCyIIECTBICHA TEPBUYHAS HACTPOHKAa KOMMYTAaTOpa M YCTAaHOBIICHBI JIaTa U BPEMSI C
nomortrsio CLI.

Ilopsinok BHINOJIHEHUS JT1a00pPATOPHOI padoThI:

e [loaroToBKa K BBITOJHEHHUIO K pabOTe, B TOM YHCIIE:
o wuzyyenue pexumon EXEC;
o wu3y4yenue cnpasku 1o |0S.
o Tloakmrouenue [1C kK KoMMyTaTopy ¢ MOMOIIBIO KOHCONMbHOTO Kabemst. (Packet Tracer)
e VYcranosnenwue ceanca ¢ I0OS komMyTaTopa mocpeacTBOM HHTEepdeiica komanaHoi crpoku CLI.

e HacTtpotlika 1aTel 1 BpeMEHH Ha KOMMYTaTOpeE.
e 3ammura 1a00paTOpHON PabOTHI.

KonTpoJibHBIE BONIPOCHI:

1. Kak cymecTByIOT CiocOObI HOAKIIOYEHUS! K KOMMYTATOPY AJISl €0 HACTPOUKHU?

2. Uro Takoe koMaHaa ShOw u kakue y Hee mapameTpsI?

3. Kakwue pesxxumsl padotst 10S BbI 3HaeTe?

4. Tlporpammsl sMyJsinny TepMuHana? Kakue mpoToKoJIbl IPH ATOM UCTIONIB3YIOTCSA ISl Iepeiavun
KOH(UTYpannoHHOI nH(popMaInu.

Pexumsbr padotsl ¢ CLI?

o

6. Kak ycranosuts Bpemst Ha ycTpoiictse ¢ 10S?

JIP-2 | Hactpoiika HaYaJIbHBIX NapaMeTPOB KOMMYTATOPa

Ilens BbINOJHeHHs j1adopaTopHoii padorel: [lonydyeHue NPaKTUYECKUX HABBIKOB HACTPOMKHU
KOMMYTaTOpPOB C YU4€TOM TpeOOBaHHI 0€30MMacHOCTH 000pyI0BaHHUS.

Pe3yabTaT: OcymiecTBieHa NMpoBepka M HACTPOIKa IapaMeTpoB KOMMYTATOpa M COXpaHEHHE (aiiioB
koHpurypauun B NVRAM.




Ilopsinok BeINOTHEHHS JTA0OPATOPHOH PadoTHI:

¢ IIpoBepka KOHPHUTYpaIIIF KOMMYTATOPa IT0 YMOITYaHHIO.
e HacTpoiika OCHOBHBIX TapaMETPOB KOMMYTaTOpa.

e Hacrpoiika 6annepa MOTD (cooOrieHust THs).

e Coxpanenue (aiino korpurypammu B NVRAM.

e Hactpotika kommyTatopa S2.

e 3ammra 1a00paTOPHOI PabOTHI.

KoHTpoJibHbIE BONIPOCHI:

1. Kak obecnieuntsh 6€30MaCHOCTH OCTYIA K HHTepdeiicy komanauoi crpoku (CLI) u mopram koncomm?
[IpuBeauTe nprMeps! KOMaH] 3aIIU(pPOBAHHBIX U TEKCTOBBIX MapoJeH.

2. K xakum komaHzaM AaeT JOCTyN B IpUBHIIETHpoBaHHblid pexkuM EXEC u B yeMm ero otnuyme ot

MOJIb30BATEIILCKOTO PEXKIMA?

Kak u3yunTh TeKymyro KOHQUTYpannio KoMMyTaTopa’?

[Ipucsoiite kKoOMMyTaTOpy UMs?

Kak obecnieunTs Oe30macHbIN TOCTYH K KOHCOJH?

Kak obecrnieunTh 6€30MacHbIN JOCTYII K TPUBHIICTUPOBAHHOMY PEKUMY?

Yro Takoe 6annep MOTD (cooOmieHus THS) ¥ KaK ero HACTPOUTH?

Kak coxpannts daiin korpurypamnn 8 NVRAM? Kakas komaHza 0oToOpaXkaeT Coiep:KuMoe

NVRAM

9. B uem otimuwme running-config or startup-config u rae xpausites 5tu daitnsl KoHGUryparmii?

O NGk

10. Kax mpoBepuTh NpaBUIBHOCTH KOH(MUTYpaIun?

JIP-3 Hacrpoiika OCHOBHBIX nmapamMeTrpoB MOAKIIOYCHHS K 4 ax. Yaca
KOMMYTAIlHOHHOMY 000pyI0BaHHUIO C OnepanuoHHoii cucreme 10S ’
Henr BbIMOTHEHMA Ja0OpaTOPHOIl PadOTHI: ITonyyeHue nNpakTUYECKUX HABBIKOB HACTPOUKHU

OKOHEUYHOTO ¥ 000PY/I0BaHHUS JIJIsl HAJTAKUBAHUS €r0 KOMMYTaTOPOB C YU4€TOM TpeOOBaHUH O€30MaCHOCTH.

PesyabTaT: ObecnieueHne 6a30Boi CBSI3aHHOCTU YCTPOHCTB, HacTpoiika 1K n untepdeiica ynpasnenus
KOMMYTaTOPOM.

Ilopsinok BHINOJIHEHUS J1a00PATOPHOI padoThI:
e [loaroToBka K BHITIOJIHEHHIO K paboTe, B TOM YHUCIIE:
O u3y4yeHue pexxumoB pabotsr 10S;
O U3y4YeHHE COCOOOB MOAKIIOUEHHS K KOMMYTALHIOHHOMY 000PYIOBaHHIO.
e basoBas HacTpoiika komMMmyTaTopoB S1 u S2.
e Hacrpoiika I1K.
e Hactpoiika naTtepdeiica ynpapieHHss KOMMYTaTOPOM.
e 3amiura 1abopaTOPHOM pabOTHI.

KouTtponsHbie Bonpocsl:

1. TloyeMy HYXHO HCIOJNB30BaTh KOHCOJBHOE IMOJKIIOUEHHE Ui TEepBOHAYAIBHON HACTPOWKU
KoMMyTaropa?

IToueMy Heb3s cpas3y MOAKIIOUNTECS K KOMMYTATOPY € TIOMOIIIBIo poTokosa Telnet mam SSH?
[TporpamMMBbI SMyJISIIIMU TEPMHUHATA.

Kak mocMoTpeTs cocTosIHME TOPTOB KOMMYTATOPA.

Uro Takoe VLANLI.

Kax oTo6pa3uth 1 mpoBeprUTh KOHPUTYPAITIIO KOMMYTATOPA.

B gem coctouT ¢pyHkuus uatepdeiica yrnpasieHus kommyraropom SVI.

© Nogk~wWN

CriocoObl MOAKITIOUEHUS K KOMMYTAaTOPY MM MapIIPyTH3aTOPY I HACTPOMKH.

Co3ganme nmpocroii cerm ¢ JABYMS y3JdaMH M JABYMSH
KOMMYTaTOpaMu

JIP-4

Lens BeInoHeHUsI J1aOopaTOpHOIl padoThl: [lonydyeHne MpakTHUECKNX HABBIKOB CO3aHMs TOIOJIOTHH,




MPOBEPKHU U HACTPOHKU KommyTaTopoB u [1K, TecTupoBanme cBsI3aHHOCTH TIocpeacTBOM koman sl PING.

PesyabTaT: Coznanue Tononorun cetu Ethernet, Hactpoiika y3nos [1K, 6a3oBast HacTpoiika u mpoBepKa
apaMeTpoB KOMMYTaTOPA.

Ilopsiiok BHINOJTHEHHS JIA0OPATOPHOH padoTHhI:
e [loaroToBka K BBIIOJHEHHUIO K pabOTe, B TOM YHCIIE:
O HW3y4YeHHE MPUHIHIOB paboThl mpoTokona ICMP;
O U3y4yeHHe crnoco0OB Mepeauu JaHHBIX B JIOKAIBHBIX U yIAJIEHHBIX CETSIX.
e Co3marth ceTh COTJIACHO TOTIOJOTHH.
¢  YCTaHOBHTH KOHCOJIFHOE TTOJIKITIOUEHUE K KOMMYTaTOpy ¢ Komnbiotepa PC-A.
e Hacrpoiite 6a30Bble mapaMeTpsl KOMMYTaTOpa.
e Hacrpoiire IP-anpec Ha komnbroTepe PC-A.
e  Ot00pa3uth KOHHUTYpaIHIo ycTpoiicTBa S1.
e [IporecTpoBaTh CKBO3HOE MOAKIIOYCHHE.
e CoxpanuTs (aiin KOHGUTYpaLUH.
e  VYjaneHue 3arpy304HOi KOH(UTYpaIMK ¢ TOMOIIBIO KOMaHIbI: erase startup-config.
e TIlepesarpy3ka ycrpoiicTBa komamnoi reload.
e 3amura 1ab0pPaTOPHON pabOTHI.

KoHTpoJibHbIE BONIPOCHI:

1. Tloyemy HYXHO HCHOJIB30BaTh KOHCOJIFHOE MOIKIFOUEHHE [Tl IEPBOHAYATBHON HACTPONKH
KoMMyTaropa?

IToueMy Henb3s cpas3y MOAKIIOUNUTECS K KOMMYTATOpy ¢ OMOIIBI0 ipoTokoia Telnet wiun SSH?
ITporpaMMel SMyJISIIUY TEPMUHATIA.

Kak mocMoTpeTsh cocTosIHNE TOPTOB KOMMYTATOPA.

Yro takoe VLANI.

Kak oToOpa3uTh 1 npoBepUTh KOHYUTYPALIHIO KOMMYTAaTOPA.

B uem coctout QpyHnkius uarepdetica ynpasieHus kommyraropom SVI.

© No g k~wd

Cr1ocoObl TOAKITIOYEHHUS K KOMMYTAaTOPY WM MApIIPYTH3AaTOPY [UI HACTPOMKH.

N3yuenne momeneis TCP/IP u OSI B ngeiicTBUM Ha mpumepe

. 4 ak. yaca
B3aumoyjeiicreusi BOb cepepa u BOb-kinenrta

JIP-5

Leas BbInogHenus JgabopatopHoii padGorbl: M3yuenne npuHuunoB paborst GET-3ampocos,
BO3MOXKHOCTEH 10 mepesaue Tpapuka OT cepBUca K KIMEHTCKOMY TPUIIOKEHHIO, TOHUMaHNE MTPUHIIAIIOB
MOCTPOEHUS BEO-CEPBHUCOB.

PesyabTaT: M3yuenue auaiora cepBrica W KIMEHTa Mo mpoTokony hitp: mokymeHT (cTpaHuiia caifta) ¢
OKHOM ITPOCMOTpa pe3ybTara.

Ilopsinok BeINMOTHEHHS JTA0OPATOPHOH pPadoTHI:

e [loaroToBka K BHIIOJIHEHHIO K paboTe, B TOM YHUCIIE:
o MW3yuenue tpancnioptupoBku HT TP-Tpaduka B JOKanbHBIX CETSX.
o MWsyuenwe crexa mporoxosnos TCP/IP.
e [enepanus BeO-Tpaduxa (HTTP).
e Uyuenue conepxkumoro HT TP-nakera ¢ gekommnosunuei ero Ha yposau moaesu OSI.
e OroOpaxkeHue 31eMeHTOB cemeiicTBa poTokosoB TCP/IP.

e MoaenupoBaHue 3apocoB K Ba0-ciry)0am ¢ UCIIOh30BaHUEM OOIIIEU3BECTHRIX IIOPTOB.
e 3amiura 1JabopaTOpHOM pabOTHI.

KonTpoJibHBIE BONIPOCHI:

Uro takoe PDU.

DyYHKIIUU POTOKOJIOB.

Moguens OSI u TCP/IP.

UTo Takoe MHKATICYJISAIHSL.

Yro takoe CermeHTHpOBaHueE (3 IPEUMYIIIECTBA).

gL E




6. UYto Takoe MyJIbTHITICKCHPOBAHHE.
7. Tpotokon ICMP.

Hcnoab3oBanune nporpammbl Wireshark auist npocmorpa u

JIP-6
aHaJM3a ceTeBOro Tpadguka

Hens BoINOTHEHNS JTa00paTOPHOIT padoThI: 3yueHne NpuHIMIIOB Nepeaadn KaJpoB B JOKAJIBHBIX U
yIaleHHBIX ceTax. M3yueHne npuHIMIOoB padoThl aHann3aTopa Tpaduka.

PesyabTat: [ToiyueHue HaBBIKOB UCTONIb30Banus nmporpammbl Wireshark mst 3axsata u ananmusza
nmauaubix: [P agpecos, makeroB manabIXx ICMP 1 MAC-aapecoB Ethernet-kaapos.

Ilopsiok BeINOTHEHHS 1a00PATOPHOI PadoThI:

e [loAroToBKa K BHIIOJHEHHIO K paboTe, B TOM YHCIIC:
O HU3yYeHHe MPHHIIUIIOB MepeIayuk JaHHbIX B ceTsix Ethernet;
O HW3YYEHHE CTPYKTYPHI KaJIpoB, 3arooBkoB u PDU.
o UMsyuenue Bo3amoxuocteii mporpammbl Wireshark st ananusa ceteBoro tpaduka.
e Co6op maunbix npotokosna ICMP o nokaneHbM y3i1aMm B porpamme Wireshark.
e l3y4yeHue NOSyYECHHBIE JaHHBIX.
e Co6op nannbix npotokona ICMP mo ynanenubiM y3iam B mporpamme Wireshark.
e l3ydeHue ¥ aHATH3 OJTyYCHHbIC JAHHBIX.

e 3amura 1ab0pPaTOPHON pabOTHI.

KoHTpoJibHBbIE BONIPOCHI:

1. KaxoBa cymectBeHHast ocooeHHocTs IP 1 MAC ampecoB npu mepemade 3xo-3ampocoB ICMP B
JIOKAIBHBIX M yIaJeHHBIX CETSX?

2. Kax nndopmarnus momydeHHas npu Ping yaaneHHBIX y3710B OTIUYAETCs OT HHPOPMANIUK OTyYeHHON
mipu Ping nokanpHBIX y3710B?

3. Tlouemy mporpamma Wireshark mokaseiBaer (axtuueckue MAC-aapeca JTOKaIbHBIX Y3JI0B, HO HE
noka3sbiBaeT (paktuyeckue MAC-apeca yaaaeHHbBIX y3JI0B?

4. Kak obecnieunTh IPOIYCK 3X0-3alIPOCOB YePe3 MEKCETEBOH IKpaH?

5. Kak co3maBaTh ¥ OTMEHATH IpaBuia, paspematoniee npoxokiaeHue |ICMP-tpaduka uepes
MEKCETEeBOI SKpaH C MOMOIIBI0 MacTepa CO3AaHMs HOBBIX IPABHJI ISl BXOASAIINX TOAKIFOYSHUI?

JIP-7 | Anaau3 kagpos Ethernet ¢ momomnbio mporpammer Wireshark

Henb BbINOJIHeHHs Ja0opaTOpHOii padoTbl: M3yueHune NPUHLMIOB HEpeNayd KaJpoB B JIOKAIbHBIX
CeTsX, KaK 3aBHCUT CTPYKTypa Kajpa OT THIa JOCTyla K cpele INeperadyd JaHHBIX. V3yueHune ypoBHei
MOJIETH B3aUMOJEHCcTBUA OTKPHITHIX cucteM (OSI) M WHKamncynsauuio B Kaape YpoBHA 2. AHanmu3
3aroyioBkoB ypoBHs Ethernet I1.

Pe3yabTaT: M3yueHue CTpyKTyphI 1 3aroJioBKoB kajpa Ethernet 11

Ilopsinok BeINOTHEHHS JTA0OPATOPHOH padoTHI:
e [loaroToBka K BBHIIOJIHEHHIO K paboTe, B TOM YHUCIIE:
o IIpocMoTpeTs IIMHBI M OITHCAHUS TIoJIel 3aroioBkoB Ethernet |1
o M3yuurts npunmun padotsl npotokona ARP.
o UMyuuts conepxanue 3aronoskos Ethernet 11 8 ARP -3ampoce.
e VY3maiite anpeca uarepdeiicon ceoero [1K
e COop u ananu3 ganabIx nporokosia ICMP no nokaneHbM y3i1am B mporpamme Wireshark.
e l3yuuTe nonyueHHbIE TaHHBIE.
e COop u anaynm3 nanHbIX mpotokona ICMP npu oOparieHnn K yianeHHBIM y3IaM.
e l3yueHue U cpaBHEHUE NTOJYUESHHBIX JAHHBIX
e 3ammra 1a00paTOPHOI PabOTHI.

KouTtponbHbie Bonpocsl:
1. Tlouemy nepen nepBbiM 3x0-3ampocom I1K oTnpapiseT mupokoBeareabHyo paccsiky ARP?

2. Kakosa ctpykrypa 3aronoska Ethernet Il u qmmHHEEI ero mosei.




3. KakoBa ocoOeHHOCTE coiepxkaHusl mouis aapeca HazHadeHus? Kak Beirmsgur MAC aapec Ha3HauYeHUS
MIPH TTMPOKOBEMATENFHON pacchlike 1o mpoTokoiay ARP.

4. Hazosute naentudukarop nocrasmuka (OUI) cereBoii untepdeiicnoii miatel (NIC) ucrounuka B
HEPBOM KaJpe.

5. Kakosa crpykrypa MAC aapeca. Uto obo3HauaroT nepeble 6 mectHannarepuunbix uucea B MAC
ampece.

6. UYro comepxut nosie Tum kagpa B 3aronoBke Ethernet Il u xakue Haubonee pacnpocTpaHEHHBIC THITHI
KaJpOB BhI 3HacTe?

7. Kakosrta I/IH(i)OpMaIII/IH OoT pll’lg YAQAJICHHBIX Y3JIOB OTJIMYACTCA OT JAHHBIX, ITOJTYYCHHBIX B PE3YJILTATC
9XO0-3aIIpOCOB JIOKAJIBbHBIX.

8. Uro comep:xur moie Jlanusie B 3aronoBke Ethernet |l u kakoBa MuH. ¥ MaX. JUTHHA TOTO OIS,

9. Yro comepxur none KontposipHas nmocinenosarensuocts kaapa (FCS) B 3aromoske Ethernet 11 u kax
oHa (hopMHUpYyETCsL.

JIP-8 | IIpocmotp Tadmauust MAC-aapecoB kKoMMyTaTopa

Heanr BbINoJHeHUs JaGopaTopHOii pabdoThl: 3ydeHwe npuHOMIOB paboThl mporokona ARP Ha
KOHEYHBIX y3J1aX U KOMMYTaTOpe.

PesyabTaT: [locTpoeHHE TOMOJNIOTHH, COCTOSNICH W3 JIBYX KOMMYTATOPOB, COCIMHEHHBIX TPAHKOM.
TecTupoBaHUEe COCAMHEHHS KOMAaHIOW ping W HaOMIOJCHUE 32 MOCTPOCHUEM KOMMYTATOpaMH TaOJIHI]
MAC-anpecoB. [JokyMEeHTHPOBAHHE TIOTYYCHHBIX TAHHBIX.

Iopsinok BhINOJIHEHHS J1a00PATOPHOI padoThI:
e [loaroToBka K BHIIOJIHEHHIO K paboTe, B TOM YHUCIIE:
O W3yYeHHE MPUHIHIIOB paboTh mpoTokona ARP.
O U3y4YeHHE MPUHIMIIOB Pa0OTHl KOMMYTATOpa.
e Co3zgaHue B COOTBETCTBUH C TONOJIOTHEH U HACTPOMKA CETH.
e Hacrpoiika y3nos I1K.
e BrmonHeHNe HHUIIHATH3ALUH 1 TIepe3arpy3Ku KOMMYTaTOPbI, €CIIH TPeOyeTcsl.
e 3yyenue Tabimip MAC-aapecoB KOMMYyTaTOpa.
e TectupoBaHHE HATMYHUS COETUHEHHS.
e 3amura 1a00paTOpHON PabOTHI.

KonTposbHBIE BONPOCHI:

1. Ha xommeiotepe PC-B oTkpoiiTe KOMaHAHYIO CTPOKY M BBeauTe arp -a. Ckombko map IP- u MAC-
a7pecoB yCTPOMCTB OBLIO MOIYIEHO Yepe3 MpoTokoa ARP?

2. TloaxIHOYMBIINCH Yepe3 KOHCOJb K KoMMmyTaTtopy S2, BBeaute komanay show mac address-table.
JoGasun a1 kommytarop B Tabmauiy MAC-anpecos nononuutenbHbie MAC-aapeca? Ecnu na, To
Kakue ajpeca u yctpoicra?

3. Ha kommnerorepe PC-B oTkpoliTe KOMaHIHYIO CTPOKY U €Ille pa3 BBeAUTE KoMaHAy arp -a. [losBunuce
i B ARP-kame kommbiotepa PC-B nononHHUTEIbHBIE 3aMCH TSl BCEX CETEBBIX YCTPOMCTB, KOTOPBIM
OBUIH OTTIPABIIEHBI 9X0-3aIPOCHI?

4. Kaxkwue CII0O)KHOCTH MOTYT BO3HUKHYTh B KPYITHBIX CETSX MpH padboTe nmpoTokona ARP?

5. Yro Takoe ARP cry(huHT 1 KaK OT HEro 3amuTUTHCS?

JIP-9 | Onpenenenne MAC u IP anpecon

Ieap BuINoIHEHHsI TaGopaTopHOii padoThi: COOp CBeIcHHIT 0 enuHuMIe JaHHBIX npoTokosa (PDU) npu
€ro IepeMEIIECHUH 10 CeTSIM. JIOKyMEHTHPOBAaHUE MOITYYEHHBIX TaHHBIX.

Pesyabrart: Tabnuna MAC u IP anpecos B Tpedyemom ¢opmare. OTBETH Ha IOCTABIEHHBIE BOTIPOCHI.

IMopsinok BeINOJIHEHUsI J1A00PATOPHOIT PaGoTHhI:

e [loaroToBka K BHIIOJIHEHHIO K paboTe, B TOM YHUCIIE:
o wusydenne PDU kaHaapHOTO ¥ CETEBOTO YPOBHSI,
o wu3ydyenue crnocobos nepenaun PDU mo ceTsim.




e B pexume MonenupoBaHHs coOpaTh CBEICHUS O eAWHMIE TaHHBIX mpoTokoia (PDU), mpu ero
MEPEMEILCHHUH TI0 CETH.

e 3aJIOKyMEHTHUPOBATH MMOJyYCHHBIC TAHHBIC B BHJIC TAOIHIIBL.

e  OtBeTUTH HA PsJ] BOIPOCOB O COOMPACMBIX JTaHHBIX.

e HaiiTu 3aKOHOMEPHOCTH B CMEHE aJIpecoB B 3arojokax PDU.
e 3ammra 1a00paTOPHOI PadOTHI.

KonTpoJibHBIE BONIPOCHI:

Hcrionp30BasiuCh M U1 HOAKIIIOUCHHNS yCTPONUCTB Pa3HbIE THITHI IPOBOOB?

Otpa3uiock 1 n3MEHEHHE POBOJIOB Ha 00pabOTKe eIMHUIIBI TaHHBIX poTokoia (PDU)?
beun i Ha Hub (KoHueHTpaTop) norepsiHbl kKakue-11u00 TaHHbIe?

Yro Hub (Koumenrparop) memaer ¢ MAC- u IP-ampecamu?

gk~ owpdE

JemaeT au 9T0-TO TOUKa OECIIPOBOIHOTO JOCTYTIA C JAHHBIMH, KOTOPBIE Ha HEe IMOCTYIA0T?

JIP-10 | U3yuyenue Tadanubl ARP

Lean BoINoIHeHUs 1a00paTOPHOIi padoThl: B pexkxume MonenupoBaHus coOpaTh CBEACHUS O SHMHUIIE
naHHbIX npotokona(PDU), a Takke OTBETUTH Ha Psizi BOIIPOCOB O COOMPAEMBIX TaHHBIX.

PesyabTaT: U3yuenne npotokona ARP, Tabnuiia MAC-anpecoB kommyTaropa, anaius nporokoia ARP B
yIaJEHHBIX OAKITIOYCHHUSIX.

Ilopsinok BHINOJIHEHUS J1a00PATOPHOI padoOThI:

e lloaroToBka K BHIITOJHEHUIO K paboTe, B TOM YHCIIE:

O W3yYeHHE MPUHIHIIOB paboThl mpoTokona ARP.

O HW3YyYEHHE MPUHIIUIIOB PaOOTHl KOMMYTATOpA.
Anamz ARP-3ampoca.

e I3yyenue Tabimip MAC-aapecoB KOMMYyTaTOpA.
e Amnanus npouecca ARP B yaaneHHBIX TOJKITIOUEHHSX.
e 3amura 1abopaTOPHOM pabOTHI.

KonTposbHBIE BONIPOCHI:

1. Ha xommeiotepe PC-A oTkpoiite KOMaHIHYIO CTpOKY M BBeaute arp -a. Ckomnbko map IP- u MAC-
a7peCcoB yCTPOMCTB OBLIO MOIYIEHO Yepe3 MpoTokoa ARP?

2. TloaxIHOYMBIIMCH Yepe3 KOHCONIb K KoMMyTaropy S2, BBeauTe KoManay show mac address-table
CrenepupyiiTe TONMONHHUTENLHBIA TpaduK s 3anoiHeHus Taduuisl MAC-aapecoB KoMMyTaropa.
BeimosauTe komany show mac-address-table. Cxkonpko MAC aapecos B Tabimiie? [Touemy?

3. Ha kommnetorepe PC-B oTkpoliTe KOMaHIHYIO CTPOKY U €Ille pa3 BBEJUTE KOMaHy arp -a. [losBuince
i B ARP-kame kommbiotepa PC-B nononHuTeIbHBIE 3aMCH TSI BCEX CETEBBIX YCTPOMCTB, KOTOPBIM
OBUIH OTTIPABIIEHBI 9X0-3aIPOCHI?

4. Kakwue CII0O)KHOCTH MOT'YT BOSHUKHYTh B KPYITHBIX CETsIX Ipu padote npoTokona ARP?

5. TlIpoanamusupyiite Tabnuiry ARP Ha Routerl. Cxonbko MAC-anpecos B Tabnuiie? [Touemy?

IHoakr0ueHNe MAPIPYTU3aTOPA K JTOKAJBHOM ceTH. [lepBoHavanbHas

N 4 ak. yaca
HACTpOiiKa MapLIpyTH3aTOpa

JIP-11

Lean BoinotHeHus1 JadopaTopHoii padorsl: [lonydyeHue nmpakTHUYeCKUX HABBIKOB HACTPOMKH 0a30BBIX
HACTPOCK MaplIpyTH3aTopa U obOecreueHne 0E30MaCHOCTH C MOMOINBIO OTKPBITHIX M 3alli(POBAHHBIX
napoJien.

PesyabTaT: BeilloHEHHE OCHOBHBIX HACTPOEK MapLIpyTU3aTOpa, o0ecredeHue 0e30IacHOCTH AOCTYyNa K
untepdeiicy komangHoi crpoku (CLI) u mopTy KOHCOJNM C TIOMOIIBIO 3amU(QPOBAHHBIX H OTKPBITHIX
naponeil. Hacrpoiika OanHepa MOTD-cooOmenuss ansi mosib30Bateield, BXOISAIIUX B CHCTEMY
MapuIpyTH3aTopa.

Ilopsinok BeINOTHEHHS JTA0OPATOPHOH pPadoTHI:
e [loaroToBka K BHIIOJIHEHHIO K paboTe, B TOM YHUCIIE:
o MHzyuenue pexumon 10S;
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o wu3ydeHue cucreMsl komans l0S.
[TpoBepka KOHPHUTYpAITUK MAPIIPYTH3ATOPA TI0 YMOTYAHHUIO.
Hactpoiika 1 mpoBepka Ha4aabHOW KOH(MUTYPALIMK MapIIpyTH3aTOPA.
Coxpanenne (aiina Texymieil KoHQUrypaun. 3amura 1abopaTopHOH paboTHI.

KonTpoJibHBIE BONIPOCHI:

1.
2.

© ®© NGk~ w®

CrniocoObI MOIKIIOUEHHsI K MHTEep(elicy KOMaHTHON CTPOKH MapLIpyTH3aTopa.

[loyemy HY)XHO HCHOIB30BaTh KOHCOJBHOE TOJAKIIOUECHHE Ui TEpBOHAYATIBHON HACTPOWKH
KoMMyTaropa?

[MTouemy Henb3s cpa3y MOIKIIOYUTHCS K MapIIPYTH3aTOPY € MOMOIIBIO mpoTokosna Telnet wiu SSH?
[IporpaMMel SMyYJISIIMK TEPMUHATIA.

Kak mocMoTpeTh cocTosiHIe HHTEP(EHCOB MapIIpyTH3aTOPA.

Kak oToOpa3uTh 1 IpoBepUTh KOHPHUTYPALIMIO MapHIPyTH3aTOpa

Kak coxpanuts aiin konpuryparuu B NVRAM.

Kak coxpanuTs (haiin 3arpy304a0ii KOHGUTYpalu BO (IIETI-TIaMSTh.

C nomomnipro kakoit koman bl (show flash) MoxHO yoenuThes, 4yTo Qaiin 3arpy304HOi KOHPUTYpaLTUH
TeTepb XPAaHUTCS BO (IICII-TIAMSTH.

JIP-12

IlepBoHauyajbHasi HACTPOKA, HACTPOKA HHTEP(eEHCOB U JUATHOCTHKA

4 ak. gaca
patoThHI MapLIPpyTH3aTOpPA

Heas BbImoJiHeHusi JjadopaTopHoli padoTbi: l3ydeHne OCHOB MapuIpyTH3aUuH U (HOpMHUpPOBaHUS
Tabnuubl Ha MapuipyTu3arope. Hactpoiika nHTEpdeiicoB M AMarHOCTHKA MPOOJeM B JIOKAJBHBIX CETSIX
COIEPKAIMX MapLIPyTU3ATOPBI.

PesyabTar: Hactpoiika o0opyaoBaHus U UHTEp(EHCOB B CETH, COCTOSINEH M3 HECKOJIBKUX IOJCETEH,
0o0BeIMHEHHBIX MapHIpyTu3aTopamu. [IpoBeneHe TuarHoCTUKH MPOOIIeM U ITOMCKa HEUCIIPABHOCTH.

Ilopsinok BHINOJIHEHUS JT1a00PATOPHOI padoThI:

[loaroroBka K BEIIOTHEHHIO K pabOTe, B TOM YHUCIIE:
o MHzydenue pexxumos |10S;
o MWsyuenwue cucremsl komang 10OS.
N3zyuenue 3anucedt TaOIUIBI MAPIIPYTH3AIUY HA MAPILIPYTU3ATOPE.

OtobpakeHre CTATHCTHKM M CBEJCHWH O KOHKPETHOM HHTepdelice MapIipyTu3aTtopa, a TaKKe
CBOJIHBII CITUCOK UHTEP(EHCOB.

Hactpoiika natepdeiicoB MapupyTuzaropa.
[TpoBepka KoH(UTYpaLUH.
3amura 1a00paTOpHON PabOTHI.

KOHTpO.TlI)HI)Ie BOIIPOCHI:

1.

w

CKkoJbKO ceTell Bbl BUIMTE Ha MPEICTaBIeHHOH Tomonorun? CKOIBKO U3 HUX HAXOAATCS B paboueM
cocroaHnn?

CKoJIbKO TIOCIIeI0BaTeIbHBIX HHTEpdelicoB Ha MapiipyTu3aropax R1u R2?

Cronbko unrepdeiicos Ethernet na mapmpyrusaropax R1 u R2?

SAsnsrorest nu Bee uaTepdeiick Ethernet na mapmpyruzatope R1 ogunakosimu? Eciu otBeT «Hety,
OOBSICHUTE PA3IAYMSL.

Jiist 9ero ey XUt Tabiuiia MapipyTU3ain Ha MapimpytusaTope? Kak ee 0oro0pa3uts Ha dxpaHe?
CkoJibKO B TabJHIle MOJKITIOYEHHBIX MapHIpyToB (MMeroT kof «C»)? Kakoit MapiipyT npejicraBiieH B
cnucke? Kakum oOpaszoM MapmpytusaTop o0pabaThiBaeT NakeT, MpeJHa3HAYEHHBIA Ui CEeTH,
KOTOpasi OTCYTCTBYET B TaOJINIE MaPIIPyTHU3ALHN?

CKOJBKO MOJKITIOYEHHBIX MapmpyToB (MMeroT Koz C) oToOpaxkaeTcs Ha KaKI0M MapipyTH3aTope?
Cxonbko MapuipytoB EIGRP (umetot ko D) oToOpakaeTcst Ha KayKI0M MapiipyTi3aTope?

Ecnu mapiipyTusatop coOepKMT AaHHBIE 000 BCEX MaplLIpyTax B CETH, TOTJa KOJIMYECTBO MPSIMBIX
MapIIpyToB ¥ JHHAMHUYECKH moiydeHHbIXx MapupytoB (EIGRP) nomxHO paBHATBCS oOmIEeMy
koinuecTBy JokanbHBIX (LAN) u rnobambHbix (WAN) cereir. Ckonbko JnokanbHbIX (LAN) u
rnobanpHeiX (WAN) cereit npucyrctByeT B Tomojoruu? COOTBETCTBYET JIM 3TO YUCIO KOJIUYECTBY

11



MapipyToB C u D, moka3aHHBIX B TaOJHUIC MapIIPyTH3AIMH?

JP-13 | O0MeH JaHHBIMH ¢ HcnoJb3oBanuem T CP u UDP

Henr BbIMOTHEHMA JadopaTopHOil padoThl: l3yueHue B3aUMOJECIHCTBHS CEPBUCOB U KIMEHTCKUX
NPUIOKEHUH, IPUHLIUIIOB Pa0OTHI IPOTOKOJIOB YPOBHS IPUIIOKEHUH U TPAHCIIOPTHOTO YPOBHSI.

Pe3yabTar: M3ydycHrne B3aMMOJCHCTBUS CETEBBIX CEPBUCOB C KIMEHTaMHU, OCOOCHHOCTEH NMPUMECHEHUS
TPAHCTIOPTHBIX POTOKOJIOB H ITOPTOB.

Ilopsiok BeINOTHEHHS JTA0OPATOPHOH PadoTHI:
e [loaroToBka K BHIMIOJIHEHHIO K paboTe, B TOM YHUCIIE:
o wusydenue npotokosioB HTTP; FTP; DNS; mo4roBbie IpOTOKOIIHI;
O U3y4YeHHe TPaHCIOPTHHIX MpoTokoyoB TCP, UDP, MyibpTHIUIEKCHPOBAaHUS 1 HOMEPOB TIOPTOB.
e T'eHepanus ceTeBoro Tpaduka B peKuMe MOJICTUPOBAHHSI.
Crenepupyiite Tpaduk UIs 3al0THEHUs Ta0JIUIL TPOTOKOIIA pa3perieHus aapecos (ARP).
Crenepupyiite Be0-Tpadux (HTTP).
Crenepupyiite FTP-Tpaduk
Crenepupyiite TpaduK 3JEKTPOHHOHN MOYTEHI.

O O O O

e lzyuenue QyHKIMOHATIBHBIX BO3MOXHOCTEH poTokosoB TCP u UDP.

Urto Takoe MynbTUCEpBEP?

N3yuure mporecc MyabTHILIEKCUPOBAHHUS MPH Tepeaade Tpaduka rmo ceTH.

Nzyunre HT TP-Tpaduk, Koraa KIMEeHTH OOMEHUBAIOTCS JAHHBIMU C CEPBEPOM

Nzyuante FTP-Tpaduk, korma KIHeHTH 0OMEHUBAIOTCS JAHHBIMHU C CEPBEPOM.

N3zyunre DNS-tpaduk, korna kKiaueHTs! 0OMEHHBAIOTCS JaHHBIME C CEPBEPOM.

N3zyunre Tpaduk 3J€KTPOHHON MOYTHI, KOT/Ia KITMEHTH 00MEHHUBAIOTCS JAHHBIMH C CEPBEPOM.
W3yunrte ncnonbp3oBaHe HOMEPOB MIOPTOB HA cepBepe

O O 0O O 0o O O

e 3amura 1abopaTOPHOM pabOTHI.

KoHTpoJibHBIE BONIPOCHI:

Kakne HoMepa mopToB HCHOIB3YIOT U3yUYCHHBIE CEPBUCHI.

Kak xireHTb 00MEHUBAIOTCS TaHHBIMHE C CEpBEPOM 110 ipoTokoay HTTP.
Kakwue TpaHcniopTHBIE TPOTOKOIBI U TOPTHI UcTionb3yeT DNS cepsuc.
Kakune mpoToKosIbl ¥ MOPTHI HCHOIB3YET IIOUTOBBII CEPBHC.

Kakue npoToKoIIbI U MOPThI UCTIONB3YeT (haiiIoBbIil CepBUC.

o akrwdrk

B uem coctout mpoiiecc My nbTHUIUIEKCHPOBAHUS TIPH Mepeaade Tpaduka B CETh U KaKyIO POJIb
WUTparoT HOMEpPa MOPTOB.

JIP-14 | TexnoJorus aBoiiHoro creka. [IpoBepka aapecauuu 1Pv4 u IPv6

Leans BbINOJIHEHHUs JIAGOPATOPHOIl padoThl: l3yueHue NPUHIMIIOB PabOTHI TEXHOJOTMH JBOWHOTO
creka npotokosioB IP v4 u I[P V6, BO3BMOXXHOCTEH 1O MX COBMECTHOMY HWCIOJIB30BAHHIO, HACTPOWKH U
TPaCCHUPOBKH.

PesyabTaT: HacTpolika TOMONOrMU U3 HECKOIBKHX JIOKAJIBHBIX CETEH ¢ UCIIOIB30BaHUEM JBOWHOTO CTEKA
npotokosos IP v4 u [P V6.

Ilopsinok BeINOTHEHHS JTA0OPATOPHOH pPadoTHI:
e [loAroToBKa K BBITIOJHEHHIO K paboTe, B TOM YHCIIE:
e Us3yuenwue cucremsl komang 10S.
o wu3yyenue npotokona IP V4,
o wu3ydeHue nporokoia IP V6.
e 3amoJHeHHE TAOIHIIBI IPECALIH.
e IIposepka u Boccranosienue |Pv4-moaximouenns ¢ moMoInsio koman ipconfig u ping.
e IIposepka u BoccTanosienue |PV6 -moakirouenus ¢ momMorpio komans ipconfig u ping.
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Haxoxenne npuauHbI cOosl.

Omnpenenenue MyTH ¢ IIOMOIIBIO TPACCUPOBKH MapIlpyTa.
YcrpaneHue MPUYUHBI HETTOTA K.

3amuTa 1abopaTopHOi pabOTEHI.

KonTpoJibHBIE BONIPOCHI:

1. UYro Takoe MBOIHOM CTEK MPOTOKOJIOB U KaK OH HCIIONIB3YeTCS Ha MIPAKTHKE?

2. Crpyxkrypa IP V4 anpeca?

3. Crpykrypa IP V6 anpeca?

4. Kaxkue npobiaemsl ObUIH BBISBIEHBI B MPOIIECCE TECTUPOBAHUS COenWHEHHs 1o mporokony IP V4 u
KaKoBa MOCJIEI0BATEIbHOCTY UX JUATHOCTUKU U PEIICHUs?

5. Kakue npoOGnembl OBUTH BBISBJICHBI B MPOIECCE TECTUPOBAHUS COCAMHEHUsI 1Mo npotokoiy IP V6 u
KaKoBa MOCJIEI0BATEIbHOCTY UX JUATHOCTUKU U PEIICHUs?

6. Kakue KOMaHIBl UCIOJIB30BAIUCH NPU IMPOCMOTPE HACTPOCK HHTEPPEHCOB M TECTHUPOBAHMS
MOAKJIFOUEHUI?

JIP-15 E;;Eonnenne KOMaH/IbI PiINQ B TPACCHPOBKA MAPUIPYTA /151 IPOBEPKH 4 ax. saca

Heans BbINoJHeHUs JIAaGOpPaTOPHOIl padoThl: l3ydyeHue NPUHIMIIOB PabOTHI TEXHOJOTHH JBOWHOTO
creka mpotokonoB IP v4 u IP V6, BO3MOKHOCTEH MO UX COBMECTHOMY HCIOJIb30BAHMIO, HACTPOUKU U
TPACCHUPOBKH.

PesyabTaT: HaxoxaeHue u ycTpaHeHHE HENOJAJKH B TONOJOIMU M3 HECKOJIBKUX JIOKAIBHBIX CETell ¢
HCII0JIb30BAaHUEM ABOMHOrO cTeka npotokonos IP v4 u IP V6.

Ilopsinok BHINOJIHEHUS J1a00PATOPHOI padoThI:

[oaroTroBka K BHIMOTHEHHUIO K padOTE, B TOM YHCIIE:
o wu3y4enue npotokona IP V4,

o wu3y4enue npotokona IP V6.

3anonHeHne TaOINIBI aIpECcaLiH.

ITpoBepka u BoccraHoBieHue |PVA-mogximodeHus ¢ momoribio komaHn ipconfig, ping show ip
interface brief, show ip route.

ITpoBepka u BoccraHoBieHue |PVA-mogximodeHus ¢ momornbio komaHn ipconfig, ping show ip
interface brief, show ip route.

Haxoxnenue mpuauHbl cOO0s1.
Onpenenenune MyTH ¢ IOMOIIBIO TPACCUPOBKH MapIIpyTa.
YcrpaHneHue MpUIUHBI HEMOJIAIKH.

3amura 1a00paTOpHON PadOTHI.

KoHTpoJibHBIE BONIPOCHI:

gk~ wphE

o

10.

CKOIIbKO CeTel BBl BUIUTE HA MIPEACTABICHHOM TOMONIOTUN?

CkoubKo mociiefoBaTeIbHBIX HHTEpdeicoB Ha MapiipyTu3aropax R1, R2, R3?
Cronbko unrepdeiicos Ethernet na mapmpyrusaropax R1, R2, R3?

Jlnist yero Obla UCTIONB30BaHa KoMaH 1a Show ipv6 interface brief,

SAsnstorest mu Bee uHTepdeiick Ethernet Ha mapmpytuszatope R1 ogunakoeimu? Ecin oteeT «Hety,
OOBSICHUTE PA3ITHYUSL.

st gero ciy)uT Tabiauia MappyTu3anuy Ha Mapmpytusatope? Kak ee oToOpazuTs Ha s3kpane?

CKOJIBKO B TAOJUIE TOKITIOYSHHBIX MapIIpyToB (MMeroT ko1 «C»)? Kakoif MapIipyT npeicTaBieH B
cnucke? Kakum oOpasom MapuipyTu3atop oOpabaThiBaeT IaKeT, MNPEeIHA3HAYCHHBIH IUIT CETH,
KOTOpasi OTCYTCTBYET B TAOJIUIIC MAPIIPyTH3AITAHN ?

CKOJIbKO TOIKITIOYEHHBIX MapIIpyToB (MMeroT Ko C) oToOpaskaeTcs Ha KaXI0M MapIIpyTH3aTope?
Ckomnbko mapinpytoB EIGRP (mmeror kox D) oToOpaskaeTcs Ha KayKIoM MapInpyTusarope?

Ecmu mapuipyTuzarop colepXuT JaHHbIe 000 BCEX MapIIpyTax B CETH, TOTJ@a KOJMUYECTBO MPSMBIX
MapIIpyToB W AWHaMH4decku moayudeHusix MapipytoB (EIGRP) momkno paBHATBCS 00IIEMY




konuuectBy JokambHBEIX (LAN) u rmobamsrbix (WAN) cereit. Ckonpko nokamsHbIX (LAN) u
rnobanpheix (WAN) ceteii mpucytctByeT B Torosioriuu? COOTBETCTBYET JIM 3TO YHCIIO KOJTHIESCTBY
MapuipytoB C u D, mokazaHHBIX B TaOJIuIe MapIpyTH3ALNAN?

Ha6aroneHue 3a mponeccoM TpexXCTOPOHHEr0 KBUTHPOBAHUSI MPOTOKOJIA

. 4 ak. yaca
TCP ¢ nmomomnrbio nporpammbl Wireshark

JIP-16

Hens BoInoTHeHNs JJa0opaTOpHOIi padoThl: M3yueHue npouecca yCTaHOBICHHSI MEXIY IBYMs y3JIaMU
HazaexxHoro TCP-ceanca ¢ mOMOIIBIO TPEXCTOPOHHETO KBUTHPOBaHNUs 1o npoTokoiny TCP.

PesyabTar: I3ydenne makeToB, KOTOpsIMH oOMeHmBaroTcst Opaysep IIK, wmcmoms3yrommit HTTP-
MPOTOKOJI, U BeO-cepBep.

Iopsinok BLINMOJTHEHHS J1a00pATOPHOI padoThI:
e [loaroToBka K BHINOJIHEHHIO K paboTe, B TOM YHUCIIe:
o Wzydenuwe QyHKIIMOHHPOBAaHUS TPAHCIIOPTHOTO TpoTokomna TCP;

O UW3y4YeHHE MYJIbTHIUICKCHPOBAHHS U MAapKUPOBKHU Tpaddrka c TOMOIIBIO TOPTOB, TOPSIKA
ycranoBinenust TCP ceccuil.

e CoOop undopmarmu o anpecax uarepdericor coero [TK

e COop u ananu3 gaHHbIx npotokosa TCP 1o nokanbHbIM y31am B mporpamme Wireshark.
e l3yunTe moiy4eHHbIC JaHHEIE.

e  OrtkpoiiTe Be6-0003peBaTenh U epeiauTe Ha CTpaHuIy WWW.google.com.

e HaiinuTe COOTBETCTBYIOIINE MTAKETHI 151 BeO-ceaHca.

e l3yyenue B 3aXBauCHHBIX JAaHHBIX BCETO MpoIlecca B3aumMoaeicTsus ¢ BOb-cepBucom, Bkitouas
MpOTOKON pasperreHus anpecoB (ARP), cuctemy nomennbsix umeH (DNS) u TpexcropoHHee
kBuTHpoBaHue TCP.

e  Omnpenenutsb IP-anpec Be6-cepsepa Google.

e 3yuuTh comeprkamnirecs B aKeTax JaHHbIC, BKIrO4Yas |P-agpeca, Homepa mopros TCP u ¢uarn
ynpasnenust TCP.

e 3amura 1a00paTOpHON PabOTHI.

KoHTpoJibHBIE BONIPOCHI:

HazoBute HOMep nopTa uctounnka TCP.

Kak 051 BbI KiTaccu(UIIMPOBAIN TOPT UCTOYHUKA?

Kak 051 BbI Ki1Taccu(UIIMpOBaNK MOPT HA3HAYECHHA?

Kaxkue ycranosnens! ¢uaru?

Kakoe 3HaueHue 3a1aHO U1 OTHOCUTEJILHOTO MOPSAKOBOro Homepa?

ok~ wdpE

HasBaTb 3Tans! npouecca TpeXCTOPOHHETO KBUTHPOBaHUs mpoTokona TCP.

H3ydenne 3axpaueHHbIx nakeroB DNS u UDP ¢ momoinsio nporpaMmmsi

Wireshark 4 ax. vaca

JIP-17

Lean BoINOIHeHUs J1a60paTOPHOIi padoThl: M3yuenue 3axsaueHHbIx maketoB DNS u UDP ¢ nomormisio
nporpamMmel Wireshark, moHnmManue npuHIMIOB GYHKIMOHHUPOBaHUS npoTokona DNS.

Pe3yasnTat: M3ydenne 3axBaueHHBIX KanpoB DNS 3ampocos (3aromoBka u most saHHeIX DNS 3ampoca).
Nzyuenue cermenta UDP ¢ nomompio DNS otBera.

Ilopsinok BHINOJIHEHUS J1a00PATOPHOI padoThI:
e [loaroToBka K BHIIOJIHEHHIO K paboTe, B TOM YHUCIIE:
O HW3y4YeHHE MPHHIUIIOB padoThI mpoTokosa DNS;

O W3YyYEHHE CTPYKTYphI ToMeHHBIX UMeH, DNS kak pacnpeseneHHas ceTh cepBEpoB, KOTOpasi UMEHA
nomeHoB B [P-anpeca.

e 3anmch maHHBIX 0 KoHuryparuu IP ma I1K.
e 3axsat 3anpocoB u 0TBeToB DNS ¢ momomnipsto nporpammer Wireshark.
e Anamm3 3axBadeHHbIX maketoB DNS mmu UDP.
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e 3ammra 1a00paTOPHOI PabOTHI.

KonTpoJibHBIE BONIPOCHI:

1. Ecmu cynuts no kaapy Ethernet Il mis DNS-otBeTa, kakomy ycrpoiictBy cootBercTByeT MAC-aapec
HCTOYHMKA U KaKOe YCTPOMCTBO cooTBeTcTBYeT MAC-anpecy Ha3HaueHus?

2. Ooparute BuuManue Ha IP-ampeca ucrounrka u HasHadeHus B IP-nmakere. Hasosute IP-ampec
HazHauenus. Hazosure IP-aapec ncrounuka.?

3. Uro mpou301uIo ¢ poisiMU KICTOYHHUKA M HA3HAYCHHMS JIOKAJILHOTO y3J1a U ITI03a 110 YMOITYaHUI0?

4. HazoBuTe HOMepa MOPTOB HCTOYHMKA M Ha3HaueHus. Uto mpousouuio ¢ Homepamu moptoB UDP npu
dhopmupoBannn DNS-oTBeTa?

5. B uem mnpeumymiecTBa ucnonb3oBanus nporokoina UDP Bmecto mportokoma TCP B kauecTBe
TPaHCIIOPTHOTO TIpoToKoIa tst DNS?

JIP-18 | U3yuenue pazpemennii DNS

Hens BbINOJIHEHUsI JadopaTopHoii padoTwl: M3yuenue DNS-npeoOpaszosanuss URL B IP-ampec;
Nzyuenue noucka B DNS ¢ momoripo koManzbl nslookup Ha BeO-caiite; M3ydenue moucka B DNS ¢
MTOMOIIIbEO KOMaHABI hslookup Ha MOYTOBBIX cepBepax.

Pe3yabTart: 3yuenne u rectupoBanue mpotokoiga DNS B koMaHIHON CTpOKE ¢ TOMOIIBIO yTHIUT Ping n
nslookup.

Ilopsinok BHINOJIHEHUS J1a00PATOPHOI padoThI:
e [loaroToBka K BHIMIOJIHEHHIO K paboTe, B TOM YHUCIIE:
O W3yYeHHE MPUHIHIIOB paboTsI mpoTokona DNS;

O W3yYeHHE CTPYKTYpbI ToMeHHbIX uMeH, DNS kak pacnpeneneHHas ceTh cepBepoB, KOTOpasi UIMEHa
nomeHoB B [P-anpeca.

e 3anuck gaHHbIX 0 KoHuUrypauuu IP Ha I1K.

e Usyuenne DNS-npeo6paszosanus URL B IP-axpec ¢ momornipto koman bl Ping yaaneHHoro ysina
(Www.icann.org u WWw.cisco.com).

e Bsecru B anpecHyto cTpoky Opaysepa IP-agpec cHauana B 1eCITHYHO-TOYSYHON HOTALIMH, 3aTEM B
JBOMYHOW U OLEHUTH PE3yIbTaTHI.

e U3yuenwue moucka B DNS ¢ momoripto koman bl NSIookup.
e Uzyuenwne nmoucka B DNS ¢ momomisio koman 1 NSIOOKUP Ha MOYTOBBIX cepBepax.
e 3amura 1abopaTopHON pabOTHI.

KonTposbHBIE BONPOCHI:
1. Tlpu oTmpaBke 3X0-3arpoca ¢ MOMOIIBI0 KOMaH/IbI ping Ha WWW.CISCO.COM BbIIaeTcst Takoi xe IP-
azpec, Kak B mpumMepe, wiu Apyrou? Jlaiite nosicHeHue

2. BdeMm cocrout ocHoBHOE HazHayeHne DNS?

w

Kaxk pabotaet u mys uero ciyxut yrunura nslookup?

4. Kak paboTaet oOpaieHre K MOYTOBBIM CepBepam ¢ MOMOIIKI0 ciryk0bt DNS 1 1151 wero ciyur none
MX preference?

JIP-19 | U3yuyenue nporokosa FTP

Henn BoINOTHEHNA JIa60paTOPHOIi padoThl: [lonydeHre HaBBIKOB B MCTIOIB30BAHNH IOCTyNA K (aiinam
o nporokoiay FTP.

PesyabTaTr: OcyliecTBieHa NpoBepKa BO3MOXKHOCTH OCYILIECTBJICHUS mepenaun (ainoB mo FTP
MPOTOKOJY Pa3HBIMHU CIIOCOOAMH.

Ilopsinok BbINOJIHEHMs J1a00PaTOPHOIi paGoThI:
e [loaroToBka K BBINOJIHEHUIO K paboTe, B TOM YHUCIIE:

O H3YyYEHHE IPOTOKOJIOB YPOBHSI PHIIOKEHHH.

o H3ydeHus “omHOpPaHTOBOI” M “KIMEHT-CEPBEPHOM MOJIENIN B3aUMOAEHCTBUSL.
e 3amyck FTP 13 kOMaHIHOW CTPOKH.

e 3amyck FTP B Opay3sepe.
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e 3arpyska FTP-daiina ¢ moMOmbio KIHEHTA.
e 3ammra 1a00paTOPHOI PadOTHI.

KoHTpoJibHbIE BONPOCHI:
1. UYro Takoe mpuIIOKEHHUs, CEPBUCHI M TPOTOKOJIBI YPOBHS PUIIOKESHHMN, [T 9€T0 OHU CITyKaT.
IIpuBeauTe mpuMepHI.

2. [Tlepeuncrnure npeuMyIecTa ucroiab3oBanus FTP 13 komanaHO# cTpoku, Opay3epa u FTP-kimeHTa.

w

B yem HenocraTok moctyma k FTP u3 komaHgHO#H CTpOKu?

4. Kaxkue ponu ypoBHS MPUIOKEHUH BbI 3HACTE, a TAKXKE, KAKHE TPUIIOKEHHS, CEPBHUCHI U TTPOTOKOIIBI
paboTaroT Ha ’TOM YpPOBHE.

5. Kakwue npeumytecTsa s Tiofei 1 On3Heca Jat0T CETEBbIE TIPUIIOKEHUSL.

6. HazoBure HecKOIBKO HaHOOJIEE H3BECTHBIX IIPOTOKOJIOB YPOBHSI TIPUIIOKCHHIH.

5. O6pa3oBaTejibHbI€ TEXHOJIOTHH

Meronvka mnpenoaaBaHusl JUCHUIUIMHBI M pead3alisi KOMIIETEHTHOCTHOTO
MOJIX0/J]a B M3JIOKEHUH W BOCTIPUSATHH MaTepHalia IpeayCMaTpUBAET MCIOIh30BaHUE
CIIEYIONIUX AaKTUBHBIX W HWHTEPAKTUBHBIX (OpPM TPOBENCHUS TPYIIOBBIX,
WHUBUTyAJIbHBIX, AyJUTOPHBIX 3aHSATUN B COYETAHUU C BHEAYAUTOPHOU pabOTOM ¢
1EIbI0 (POPMUPOBAHMS U PAa3BUTHUS TPO(PECCHOHATBHBIX HABBIKOB Y 00Y4arOIIUXCSI:

o BBITIOJIHEHUE JIA0OPATOPHBIX PabOT B 1a00OpaTOPHUSIX BY3a;

o WHIUBUyaIbHBIE W TPYNINOBBIE  KOHCYJIbTAIIMM  CTYJCHTOB
IpernojiaBaresieM, B TOM YHCJI€ B BUJE 3alIUThl BBHIMOJTHEHHBIX 33JlaHUN B paMKax
CaMOCTOATENbHON pabOTHI;

o nocelnieHre npoduiabHbIX KOH(EpeHIHil 1 paboTa Ha MacTep-KiIaccax
OKCIIEPTOB U CIECIUATINCTOB UHAYCTPHH.

CamocTosiTenibHass BHEAayJquTOpHasi paboTa cTyaeHToB coctabisieT 90% ot
o0miero oobeMa JUCHUIIINHBL U COCTOUT U3:

o MOJITOTOBKY K BBHITIOJTHEHUIO U TIOJITOTOBKH K 3aIIUTE JJA0OPATOPHBIX
pabor;

o YTCHUS JTUTEPATYPhl 1 OCBOCHHUS AOTOJHUTEIILHOTO MaTepraia B paMKax
TEMAaTHUKH TUCIHUTLINHBI,

J MOJITOTOBKHU K TEKYIIEH aTTeCTalluu;

o IIOATOTOBKH K POMEXYTOUYHON ATTECTALIMH.
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6. OneHoYHbIE CPeICTBA ISl TEKYILIEero KOHTPOJIsl YCIIeBaeMOCTH,
MPOMEKYTOYHOM aTTeCTAIMM M0 UTOraM OCBOCHHS JUCHUIJIMHBI U y4e0HO-

MeTOoHYecKoe 00ecnedeHne cCaMoCTOsITeIbHOI padoThI CTYAeHTOB

B mpomecce oOydeHUsS UCIONB3YIOTCS CIECAYIOMIME OIEHOYHBIE (DOPMBI
CaMOCTOSITeJIbHOM palbOThl CTYJCHTOB, OIIEHOYHBIC CPEACTBA TEKYIIETO KOHTPOJIS
YCIIEBAEMOCTH U MPOMEKYTOUHBIX ATTECTALINM:

° BBITIOJTHEHHE JTA0OPATOPHBIX PaboT, IK3aMEH.

6.1. ®oHA OIEHOYHBIX CPEICTB JIs NMPOBeAeHHUS] MPOMEKYTOUHOI
arrecrauuu odyyarommxcss no aucuuiuinHe «Ceru u
TeJeKOMMYHUKAIMI)
[lepeueHb KOMIIETEHIIMM ¢ YKa3aHUEM 3TANoB UX (HOPMUPOBAHUS B
IIPOIIECCe OCBOEHHUS 00pa30BaTEIIbHOM MPOrPaMMBI.

B pesynbrare 0cBOCHUS TUCHUIUTMHBI POPMUPYIOTCS CIICTYIONINE

KOMIIETECHIINH:
Kopx B pe3yabTaTe ocBOeHUs 00pa3oBaTeIbHOM
KOMIIETEHIIUH NPOrpamMMsbl 00y4YaKOLIUCH J0IKEH 00J1a1aTh
OIIK-5 Cnoco0eH HHCTAIUTMPOBATH IPOTPAMMHOE U

anmnapaTHoe o0ecriedyeHue 111 ”HPOPMaMOHHBIX U
ABTOMATU3UPOBAHHBIX CHCTEM

OIIK-7 CrniocobeH y4acTBOBaTh B HACTPOMKE U HATAIKE
IPOrpaMMHO-aIMAPATHRIX KOMILJIEKCOB

B nporecce ocBoeHust 00pa3zoBaTesibHOIM MpOrpaMMBbl IaHHbIE KOMIIETEHIINH, B
TOM YHCJI€ UX OT/AEJIbHbIE KOMIIOHEHTHI, POPMUPYIOTCS MOATAMHO B XOJE OCBOCHMS
00y4aIOIMMUCS TUCUUIUIMHBI B COOTBETCTBUM C YUEOHBIM IJIAHOM U KaJIeHAapHBIM
rpadukomM yuyeOHOro npouecca.

6.1.1. Onucanue nokasareseid 1 KpuTepueB OLIEHUBAHNS KOMIIeTEHIIUIA,
(popMHpPyeMBIX 110 HTOTaM OCBOCHMS IMCUUIINHBI, ONIMCAHHUE HIKAJI
OLICHUBAHUS

[loka3aTenemM OLIEHMBaHUS KOMIIETEHLIMM Ha pa3IMYHBIX 3Tamax HUX

(dbopMUpOBaHUS SBISETCS AOCTHXKEHHE OOYYarOIIMMHUCS ITUIAHUPYEMBIX Pe3yIbTaToOB

0oOy4eHUs 10 JUCHUTUIAHE.
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Kpurepun onennBanust

IHoka3zarennb
2 3 4 5}
OIIK-5. Crioco6eH nHCTauMpOBaTh MPOrPaMMHOE 1 alnapaTHoe o0ecrieueHue 1Jis
WH(OPMAIIMOHHBIX U ABTOMATU3UPOBAHHBIX CHCTEM
OIIK-5.1. 3narsb: OO6yuaromuiicst | OOyuarormiics OOyuaronmuiics | OOy4arommics
OCHOBBI CUCTEMHOro | A€MOHCTPHUPYET | JEMOHCTPUPYET | IEMOHCTPUPYET | AEMOHCTPHUPYET
aTMUHHCTpHpOBanHs. | NOTHOE HEIOJIHOE YaCTUYHOE MOJIHOE
OIIK-5.2. Vaers: OTCYTCTBUE COOTBETCTBHUE COOTBETCTBHE COOTBETCTBHUE
WIn CJIETYIOIINX CJIETYIOIINX CJIETYIOIINX
BBILIOJIHATE HE/IOCTaTOYHOE | 3HAHUH, 3HaHUM, 3HaHUM,
TOAKTIIOHCHHC, COOTBETCTBHUE YKa3aHHBIX B yYKa3aHHBIX B yYKa3aHHBIX B
YCTAaHOBKY H Matepuany WH/IUKATOpax WH/IMKATOpax WH/IMKATOpax
TIpOBEPKY IOUCIHUATUINHBI KOMIICTEHITNI KOMIIETEHIIN I KOMIICTEHIIN I
alllapaTHbIX, 3HaHU, JUCIUTLTHHBI JUCLIUATUTHHBI JCLIATUTHHBI
TpOTpaMMHO~ YKa3aHHBIX B «3HaTb» (CM. II. «3HaTb» (cM. 1. | «3HaTh» (CM. II.
arlnapaTHeIX 1 HWHMKATOpax 3). Homyckarotes | 3). Ho 3). CBoboaHO
TIpOTpaMMHBIX KOMITETEHITU I 3HAYUTEIIbHbIC JIOTTYCKAIOTCS ornepupyer
CPCACTB. JUCLUTITHBI OIIMOKH, HE3HAUUTENbHbIE | MPUOOPETECHHBIMU
«3HaTb» (CM. 1. | IIPOSBIISIETCS OLLIMOKH, 3HAHUSMH.
3). HEIOCTaTOYHOCTh | HETOYHOCTH,
3HAHWM, 10 PSAAY | 3aTpyTHEHUS
[OKa3aTesen, pu
oOyuarormiics AQHAIUTUYECKUX
HCIIBITHIBAET ornepanusx.
3HAYUTEIIbHbIE
3aTpyAHEHUS [IPU
OTIepUPOBAHUU

3HAHHUSAMU MIPU
UX ITepeHoce Ha
HOBBIE CUTYaIlUH.

OIIK-7. CnocoGeH yyacTBOBaTh B HACTPOUKE U HalaKe MPOrPaMMHO-aNMapaTHbIX KOMIUIEKCOB

OIIK-7.1. 3uath:
METO/IbI HACTPOUKH,
HaJIaIKU
MIPOTrPaMMHO-
anmapaTHbIX
KOMIIJIEKCOB.
OIIK-7.2. YMmeTh:
MIPOU3BOJIUTH
HACTPOIKY, HAATKY
Y TECTUPOBAHHE
IPOrpaMMHO-
arnmapaTHbIX
KOMIIJIEKCOB.

OO6yuaromuiics
JIEMOHCTPHUPYET
MTOJTHOE
OTCYTCTBHE
N
HEJI0CTaTOYHOE
COOTBETCTBHUE
MaTepuany
JIACIIATUTAHBI
3HaHUH,
YKa3aHHBIX B
MHMKATOpax
KOMIIETEHITNI
JIACIIUTUTAHBI
«3HaTb» (CM. I

OO6yuaromuiics
JIEMOHCTPHUPYET
HEMOJTHOE
COOTBETCTBHUE
CIIETYFOIIINX
3HaHUH,
YKa3aHHBIX B
WHIUKATOpax
KOMITETEHIINI
JUCIIUTITHBI
«3HaThy» (CM. TI.
3). omyckarorcst
3HAYUTENbHbIC
OIIIMOKH,
TIPOSIBIISIETCS

OO6yuaromuiics
JIEMOHCTPUPYET
YaCTUIHOE
COOTBETCTBHUE
CIIETYFOIIINX
3HAHUH,
YKa3aHHBIX B
WHAUKATOpax
KOMITETEHITHI
JUCHUATLIAHBI
«3HaTby (CM. TI.
3). Ho
JIOITYCKa0TCS
HE3HAYUTEIIbHBIC
OIIINOKH,

OO6yuaromuiics
JIEMOHCTPUPYET
TTOJTHO®
COOTBETCTBHUE
CITCYIOTITIX
3HAHUH,
YKa3aHHBIX B
WH/IUKATOpax
KOMITETESHITHI
JUCIIATUTHHBI
«3HaTb» (CM. TI.
3). CBoboaHO
oTepupyer
NpUOOpETEHHBIMU
3HAHUSIMH.
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OIIK-7.3. Bmagers: 3). HEIOCTATOYHOCTh | HETOYHOCTH,

croco0aMu MPOBEPKH 3HaHUH, 110 pAAY | 3aTPyHECHUA
paboTocrnocobHOCTH TIOKa3aTeICH, Tpn
oOyuarommiics AQHAIUTUYECKUX
IPOrpaMMHO-
UCIIBITHIBAET oTepaLusx.
annapaTHeIX 3HAYUTEIIbHBIE
KOMILIEKCOB. 3aTPyAHCHUS [IPH
ONEPUPOBAHUU

SHAHUAMU IIPU
HX IICPECHOCC HaA
HOBBIC CUTYallNH.

[[Ikana oOUEHWBaHUS PE3YJIbTATOB IMPOMEKYTOUYHOM aTTecTaluu U €€
OMHCaHUE:

dopmMa NPOMEKYTOYHOM ATTECTALMU: IK3AMEH.

[TpomexxyTouHas arrecramnus odydarommxcs B ¢popme auddepeHImpoBaHHbIN
3a4eT MPOBOJUTCSA II0 pe3yibTaTaM BBITIOJHEHUS BCEX BHUIOB y4eOHOW paboTHI,
MPEAYCMOTPEHHBIX YYEOHBIM IUIAHOM MO JAHHOW JUCHMIUIMHE (MOIYIIO), IPU ATOM
YUYUTBIBAIOTCSl PE3YyJIbTAThl TEKYIIEr0 KOHTPOJS YCIIEBAEMOCTH B T€YECHHUE CEMECTpa.
OueHka CTENEHUW JIOCTHMIKEHUS OOYYaloIIMMUCS TUIAaHUPYEMBIX Pe3yJIbTaTOB
oOy4yeHus TO JUCHUIUIMHE (MOJYJI0) TPOBOAMUTCS MpernojiaBaTeieM, BEAYIIUM
3aHATUS TIO0 JWCIUIUIMHE (MOJIYJII0) METOJO0M JKCHEpTHOM oreHku. [lo uToram
MPOMEXKYTOUHOM aTTeCTallud 1O  JAWCIHUIUIMHE  (MOAYJII0)  BBICTaBIISIETCS
OIICHKa «OTIIMYIHOY, «XOpOIIOY, «YJIOBJICTBOPUTEIIHLHOY WIH

«HEYOOBJICTBOPUTCIILHO).

K  mpomexyTouHoM — arTecTaud  JOMYCKAalOTCS  TOJIBKO  CTYJEHTHI,
BBITIOJTHUBIIIME BCE BUJIBI YUEOHOUM pabOThI, MPeAyCMOTPEHHBIC paboyeii mporpaMMon

110 TUCHMUIUINHE.

HIxaJjia oneHNBaHUA Onncanne

OTnnyHO Cpennee 3HaueHue Msi BceX (HOPMUPYEMBIX HAa MOMEHT IPOBEACHUS
aTTecTallid yPOBHEW KOMITETEHIMI — 5. BBIMOTHEHBI BCe BUABI Y4eOHOM
paboThl, IPEeTyCMOTPEHHBbIE Y4eOHBIM TIaHOM. CTYICHT ITEMOHCTPUPYET
COOTBETCTBUE 3HAHWW, yYMEHUW, HABBIKOB MPHUBEICHHBIM B TabIUIlAX
MOKa3aTesiei, OmepupyeT MNPUOOPETCHHBIMU 3HAHUSIMH, YMEHHIMH,
HaBBbIKaMH, MPUMEHSAET UX B CUTYalMSX MOBBIIMIEHHON cioxkHOCTH. [Ipu
ATOM MOTYT OBITH JOMYIICHBl HE3HAYUTEIIbHBIC OIIMOKH, HETOYHOCTH,
3aTPYJHEHHUS TP aHAJUTUYECKUX OINEpalusix, MNEePeHOCe 3HAHUN U

YMeHI/II\/'I Ha HOBBIC, HCCTAHAAPTHBIC CUTYyallUN.

19




Xopouio

Cpennee 3HaueHHUE sl BceX (POPMUPYEMBIX HA MOMEHT MPOBEICHUS
aTTecTaluy YpOBHEW KoMmmeTeHIni — 4. BBIOTHEHBI BCe BUIIBI YUEOHOM
paboThl, IpeyCMOTpEHHbIE Y4eOHbIM MIaHOM. CTYAEHT JeMOHCTPUPYET
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HETIOJTHOE, TIPaBHJIBHOE COOTBETCTBUE 3HAHUI, YMEHHUI, HaBBIKOB
NPUBEJCHHBIM B TaOlMIAX MoOKas3aresiel, MO0 eciu Ipu 3TOM ObUIH
JIOITYIIEHBI 2-3 HECYIIECTBEHHbIE OIIUOKH.

YV 10BIIETBOPUTEIIBHO

Cpennee 3HaueHue A BceX (OPMHPYEMBIX Ha MOMEHT IPOBEIEHUS
aTTeCTallud ypOBHEH KoMIeTeHUu — 3. BrlmoaHeHbl Bce BUABI y4eOHOM
paboThI, MpeTyCMOTPEHHBIE YUeOHbIM MIaHoM. CTYAEHT AEMOHCTPUPYET
COOTBETCTBUE 3HAHUII, B KOTOPOM OCBEILEHAa OCHOBHAsI, HAaN0OOJIEe BaXKHAs
4yacTh MaTepualia, HO IPU TOM JIONyLIeHa OJHA 3HA4YMUTEJIbHas OIIMOKa
WJIM HETOYHOCTD.

HeynosnerBopuresnsHo

He nocturnyro mnoporoBoe 3Haue€HHE XOTsI Obl Uil OJHOTO YPOBHS
dbopMUpyeMBbIX Ha MOMEHT IMpPOBEIEHUS aTTecTalluud KomrereHiuil. He
BBITMIOJTHEH OJUMH WK Ooyiee BUIOB yueOHOU paboThI, MPEAYCMOTPEHHBIX
yaeOHbIM T1aHOM. CTYIEHT JEMOHCTPUPYET HEMOJHOE COOTBETCTBHUE
3HaHWM, YMEHUW, HaABBIKOB NPHUBEACHHBIM B TaOJIMIIAX TOKa3aTeleH,
JAOITYCKAIOTCA 3HAYUTCIIbHBIC OHII/I6KI/I, MMPOSABIACTCA OTCYTCTBUC 3HaHI/II71,
YMGHHfI, HaBBIKOB 110 pAay HOK&?;&TCJIGIZ, CTYACHT HUCIHBITBIBACT
3HAYUTEINIbHBIE 3aTPYIHEHUS MIPH ONEPUPOBAHUM 3HAHUSIMHU U YMEHUSMU
MIPU UX NIEPEHOCE HAa HOBBIE CUTYAITUH.

7. Y4yeOHO-MeTOAMYECKOe U HH(opMAIIHOHHOE oDecniedeHne JUCITUIIIIMHBI

7.1. OcHoBHasI IMTEpaTypa

1. Komnerotepubie ceT. [I[puHLINIBI, TEXHOTOTUHU, IPOTOKOJIbI: YUEOHUK s

By30B. 5-¢ m31. / B.I'. Omudep, H.A. Omudep. — CI16.: I[Turep, 2016. — 992 c.

2. Ceresas akagemust CisCO [DneKTpoHHBII pecypc]

http://www.netacad.com

7.2. lonoiHUTEJIbHAS JIUTEPATypa

1. KommberotepHsie cetH, 5-¢ uza./ D.Tanenbaym, Yazepom Jl. — Cn6: [Tutep,

2012, 960 c.

2. BeruncnutenbHble CUCTEMBI, ceTH U TenekoMMmyHuKanuu/ A.I1L. [1satubparos,

JLIL I'yneiaeiko, A.A. Kupnuenko. M.: Knopyc, 2019. —372 c.

8. Marepua/jibHO-TEXHHYECKOE oDecriedeHne UCIUIIHHbI

8.1 TpeGoBanusi K 000PYI0BAHMIO U TIOMEIIEHUIO J1JIsl 3AHATHIA

JlabopaTopHble pabOThI W camMoOCTOsTEIbHAsE paboTa CTYAEHTOB JOJDKHBI

IMPOBOJAUTLCA B CHGHI/IaHI/ISI/IpOBaHHOﬁ AyaIuTOpUH, OCHaHICHHOﬁ COBpCMCHHOﬁ

OpFTCXHI/IKOfI U MCpCOHAIbHBIMHU KOMIIBIOTECpaMH C IIPOrpaMMHBIM oOecrneyeHueM

BCOOTBETCTBUU C TEMAaTHKOW H3ydyaeMoro marepuana. Yuciao pabouumx MecT B



http://www.netacad.com/

ayIUTOPUHU JOJIKHO OBITh JOCTATOYHBIM ISl 0OECIIeUeHUsI HHIUBUAYATbHONU paOOThI
CTYACHTOB. Pabouee mecto npernogaBaTeiil JOJIZKHO OBITH OCHalICHbI COBPCMCHHBIM
KOMHI)IOTepOM C INOAKIKYCHHBIM K HeMy HpOGKTOpOM Ha HaCTeHHBIfI 3KpaH, NI
HNHBIM aHAJIOT'MYHBIM I10 Q)YHKHHOHaJILHOMy HA3HAYCHUIO O60pyI[0BaHI/ICM.

8.2 TpedoBaHMs1 K NPOrPAMMHOMY 00ecTie4eHH 10

JIis  BBITIOJIHEHMsI  JTAOOpAaTOPHBIX PabOT H  CaMOCTOSTEIBLHOM PabOTHI
HCO6XO,ZIHMO ciacayroniee rmporpaMMHOC obOecrieyeHue:

1. Microsoft Windows.

2 Be6-0paysep, Chrome.

3 Cisco Packet Tracer.
4, Wireshark.
5

Oracle Virtual Box.

9. MeToanuyeckue peKOMeHIAMH J1JIsI CAMOCTOATEIbHOM padoThI CTY/IEHTOB

N3yuenne AUCHUIUIUHBI OCYIIECTBISIETCS B CTPOTOM COOTBETCTBHH C IIE€TIEBOM
YCTAaHOBKOM B TECHOW B3aWMOCBSI3M y4e€OHbIM IUIaHOM. OCHOBOM TEOpETHYECKOM
MOJTOTOBKH CTYJICHTOB SIBJITFOTCS Ay IUTOPHBIC 3aHSTHS, TAOOpAaTOPHBIE PAOOTHI.

B mporecce camocToATensHOM pabOThl CTYEHTHI 3aKPEIUISIOT U YIITyOJIsSIOT
3HAHMS, TMOJTYYEHHBIC BO BpEeMs ayJUTOPHBIX 3aHATHH, TOpadaThIBAalOT KOHCIICKTHI U
3aMKiCH, TOTOBATCA K TPOBEICHUIO W 00pabaThIBAIOT PE3yJIbTAThl JTAOOPATOPHBIX
paboT, TOTOBATCS K MMPOMEKYTOUHOM aTTECTAIlH, 4 TAK)KE CAMOCTOSTEIIHHO U3y4YaloT
OTJICTbHBIC TEMBI Y4eOHOU MPOTPaMMBEI.

Ha 3aHATHAX CTyACHTOB, B TOM 4YHCJE MPEANOIATAONINX MPAKTHIECKYIO
NEeATEILHOCTh, OCYIIECTBIIACTCS 3aKpEIJICHUE TIOJYyYCHHBIX, B TOM 4YHCJIC H B
MPOIIECCe CaMOCTOSATENIbHOU paboThl, 3HaHWUN. Ocoboe BHMMaHUE OOpalaercs Ha
pa3BUTHE YMEHHMA W HABBIKOB YCTAHOBJICHUS CBSI3M TIOJOKEHUW TEOpUH C
poheCCUOHATIBHON JIeATEIbHOCTHIO OyAYIIEro CreluaiucTa.

CamocrosiTennbHasi paboTa OCYIIECTBISIETCS HWHAMBUAYyalbHO. KOHTpOIH

CaMOCTOATENbHON paboThl OpraHu3yeTcs B IBYX (popMmax:
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® CaMOKOHTPOJIb U CAMOOILIEHKA CTY/JICHTA;

® KOHTPOJIb CO CTOPOHBI MpernoiaBaTenen (TeKYIUi U TPOMEKYTOUHBIN ).

Kputepusimu  OlEeHKH pe3yibTaTOB CaMOCTOSITENIBHOM pabOThl  CTyACHTA
SIBJISIFOTCSI:

® YPOBEHb OCBOCHUS CTYJIEHTOM Yy4€OHOI0 MaTepuaa;

® YMEHHS CTYJEHTA UCIOJb30BaTh TEOPETUUYECKUE 3HAHUS MPHU BBHIMOJIHEHUN
MPaKTUYECKUX 3a]1ay;

e chOPMUPOBAHHOCTH KOMIIECTECHIINIA;

¢ odopMiIeHHE MaTeprasa B COOTBETCTBUH C TPEOOBAHUSMHU.

10. MeToauyeckne peKoOMeH AN JIJIS PenoaBaTeis

1. Ilpy NOArOTOBKE K 3aHSTUSIM CIEAyeT MpeABApUTEIbHO MpOopadoTaTh
MaTepual 3aHATUS, IPETYCMOTPEB €r0 M0/1a4y TOYHO B OTBEICHHOE JUJI 3TOTO BPEMS
3aHsTUA. ClenyeT TOATOTOBUTH HEOOXOJAMMBbIE MaTepuaibl — TEOPETHUUECKUE
CBeleHUs, 3aaa4u u Ap. [Ipyu npoBeneHnn 3aHsATU CieayeT KOHTPOJIUPOBATh MOAAUY
MaTepuaia W peIIeHHe 3aJlaHui C Y4EeTOM Yy4eOHOro BpPEMEHHU, OTBEIACHHOIO IS
3aHSTHS.

2. llpu mnpoBepke pabOT HU OTYETOB CJEAYET YYUTHIBATh HE TOJBKO
MPaBUJILHOCTh BBITIOJIHEHUS 33/IaHU, HO U ONTHUMAJIBHOCTH BBIOPAHHBIX METOJ/IOB

pemcHus, IpaBUJIbHOCTH BBIIIOJIHCHHA BCEX €TO IIArosB.
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CprKTypa n CoAECpRaHuEC TUCHUIIJIUHBI «Cetn 1 TCJICKOMMYHUKAIIUN)

IO HAIMPaBJICHNI0 MOATOTOBKH

09.03.01 «MudopMaTiKa U BHIMHCIUTEIbHAS TEXHUKA»

OobpazoBarenbHas nporpamma (podun)
«AudpopmannoHHbIE
CHCTEMbI YMHBIX
npocrpancrs» (bakanasp)

Ipunoscenue 1

Buabl yueOHoii padoThl,

DopmbI

& | = S|  BKIIOYAs CAMOCTOSITEILHYIO Buabi camocTosiTe/IbHOI padoThl
S | 55 padoTy CTyIeHTOB Crynenros arrecra
Paznen 2 = 2 ’ 000
] 3 = U TPYAOEMKOCTh B Yacax
n/n © | =3 CP | KC
J | I/C | JIab C P K.P. | KIL. | PT'P | Pedepar | K/p | 2 | 3
Jlaboparophas pabora JIP-1.
1 HaBuranua mo omepanuonHoi cucreme IOS ) 1 4 4
U3yYCHHE  PEKUMOB  KOH(pUTypamuu  H
OCHOBHBIX KOMaH/]I
Jlaboparophas pabora JIP-2.
2 | Hacrpoiika HaYaJlbHBIX apameTpoB 2 2 4 4
KOMMYTaTopa
Jlaboparophas pabora JIP-3.
3 Hacrpoiika OCHOBHBIX rapaMeTpoB 2 3 4 4
HOJIKITIOYCHHUS K KOMMYTAIIHOHHOMY
o0opyoBanuto ¢ oneparnuonHoi cucteme 10S
JlaGoparopnast pabota JIP-4.
4 | Co3naHue MpOCTOW CETH C JABYMs Y3JIaMH U 2 4 4 4
JIBYMsI KOMMYTaTOpaMu
Jlaboparophas pabora JIP-5.
Nzyuenune mozaeneit TCP/IP u OSI B nefictBun
5 . 2 5 4 4
Ha mpuMepe B3ammoeicTBrus BOb ceprepa u
BOb-knuenra
6 Jlaboparopnast pabota JIP-6. 5 5 4 4

HUcnonw3oBanne nporpammbl Wireshark mis




IMpoOCMOTpa U aHaJIn3a CETCBOI'0 Tpa(bI/IKa

JlaGopaTtopHas padora JIP-7.
Amamms  kampoB  Ethernet ¢ momormmsio
nporpammbl Wireshark

Jlaboparophas pabora JIP-8.
IIpocmotp TaOJIHLIBI MAC-ampecos
KOMMYTaTopa

Jlaboparophas pabora JIP-9.
Onpeneneane MAC u IP agpecos

10

Jlaboparopnas padora JIP-10.
N3ydenue Tabnuip ARP

10

11

Jlaboparopnas padora JIP-11.

[HoaxnroueHre MapUIpyTU3aTOpa K JIOKAJIbHOU
CeTH. IlepBoHauanbHast HACTpoiika
MapIIpyTU3aTopa

11

12

Jlaboparophas pabora JIP-12.

IlepBoHauanbHas  HACTpoOilka,  HacTpoika
uHTepeiicoB M  JUAarHoCTHKa  paboTHI
MapuIpyTH3aTopa

12

13

Jlaboparophas pabora JIP-13.

OOMeH nmaHHBIMH C HcCIoib3oBaHueM 1CP n
UDP

13

14

Jlaboparophas pabora JIP-14.
TexHonorus nBoiHOro creka. IIpoBepka
anpecanyu [Pv4 u [Pv6

14

15

JlaGoparopnast padota JIP-15.
BeinonHeHHe KOMaHAbl PING U TpacCHpPOBKa
MapHIpyTa Jyisi IPOBEPKH ITyTH

15

16

Jlaboparophas padora JIP-16.

Habmoenue 3a mporeccoM TPEeXCTOPOHHETO
kBUTHpOBaHUs mpoTtokona TCP ¢ mnomompro
nporpamMmbl Wireshark

16

17

JlaGoparopnast padota JIP-17.
M3yuenne 3axBaueHHBIX TTakeToB DNS u UDP
¢ oMoInkko mporpammel Wireshark

17




Jlaboparopnast padota JIP-18.

18 N3zyuenue pazpemenuit DNS 18 2 2
Jlaboparopnas padora JIP-19. 18 5 2
N3yuenue nporokosna FTP

19-
Dopma ammecmayuu 21
Bcero 4acoB nmo aJucuuIInHe 72 12




[Tpunoxxenue 2

MMHUCTEPCTBO HAYKU U BBICIIIET'O OBPA3OBAHUS POCCUMCKOM
OEJIEPAIINN
OEJIEPAJIBHOE I'OCY JAPCTBEHHOE ABTOHOMHOE OBPA30OBATEJIbHOE
YYPEXJIEHUE BBICILIET'O ObPA3OBAHUA

«MOCKOBCKUMH HOJII/ITEXHI@I{ECKI/H?I YHUBEPCUTET»
(MOCKOBCKHUH TOJIUTEX)

Hanpasnenue noarorosku 09.03.01 Mudopmaruka 1 BEIYUCIUTEIbHAS TEXHUKA
po¢uIb MOATOTOBKH «MH(POpMAIIMOHHBIE CHCTEMBI YMHBIX ITPOCTPAHCTB)
dopma 00ydeHHS: OUHAS

®OH/I
OLIEHOYHLIX CPEJICTB

MO JUCLHUIIUHE

CeTH M TeJIEKOMMYHHUKAITUH

CocraB:
1. Iloka3aTenab ypoBHs chOPMHUPOBAHHOCTH KOMIIETEHIIMIA.
2. IlepeyeHb OLIEHOYHBIX CPEICTB.
3. Odopmiienne U ONMCAHHE OLIEHOYHBIX CPEICTB.

Mocksa, 2026 ron
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1. IOKA3ATEJIb YPOBHSI C@OPMHUPOBAHHOCTHU KOMITIETEHIIUIA

«Cetn n TCJICKOMMYHUKAIIUW»

®I'OC BO 09.03.01 «<MudopmaTuKa ¥ BHIYHCIUTETbHAST TEXHUKA»
npoduiIb TOATOTOBKH «Bed-TexHomaorum»

B mporiecce ocBoeHMS 1aHHOM TUCIUILIMHBI CTYIEHT (OPMHUPYET U IEMOHCTPUPYET CIAEAYIOIINE
o0menpodgeccuoHaIbHbIEe KOMIIETEHIIUH:

Komnerennuu TexHoJiorust Crenenu ypoBHeii
IMepeuensn ®DopmMa OLIEeHOYHOT O
¢popmupoBanusn OCBOEHMS
Hupexe Hupexce KOMIIOHEHTOB . cpeacrBa*™® .
KOMIIETCHIIUHU KOMIIETCHIIMHU
OIIK-5 Cnocoben OIIK-5.1. 3Hats: JlabopaTopHsbie paboTHI, YO BA30BbI YPOBEHbD:
MHCTaJUTUPOBATh OCHOBBI CHCTEMHOT'0 caMoCTosITeNbHAs paboTa IT CIIOCOOHOCTD BBITIOJHSATh
HpPOrpaMMHOE H AIMUHUCTPHPOBAHHUSL. Dk3ameH NOJy4eHHOE 3aJaHue,
anmnapaTHoe o0ecrieueHne OIIK-5.2. YmeTb: MIPUMEHSIS TIOy4EeHHBIe
JUTst KHDOPMAITHOHHBIX U BBITIOJTHATH MTOJIKITFOYCHHE, 3HAHWE U YMCHUSI Ha
ABTOMAaTH3HPOBAHHBIX YCTaHOBKY M MPOBEPKY MPaKTHKE, BIaJIETh
CHCTEM arnmnaparHbIx, COOTBETCTBYIOIIMMH
HPOrpaMMHO-aIINapaTHBIX HHINKATOpaMH
Y IPOrPaMMHBIX CPEICTB. KOMIIETEHIIUH TIPH
OIIK-7 CriocobeH y4acTBOBaTh B OIIK-7.1. 3Hats: BBINOJIHEHUHY 3a1aHUSL.

HaCTpOﬁKe 1 HaJIagKe
MporpaMMHO-armapaTHbIX
KOMILJIICKCOB

METO/Ibl HACTPOMKH,
HaJIAJKH IPOTPaMMHO-
ammmapaTHBIX KOMILICKCOB.
OIIK-7.2. YMmeTb:
MIPOU3BOIUTH HACTPOUKY,
HalaJKy U TECTHPOBAHUE
MPOTPaMMHO-AIIIAPATHBIX
KOMILJICKCOB.

OIIK-7.3. Biagers:
crioco0amu MPOBEPKHI
paboTociocoOHOCTH
MPOrPaMMHO-aIIAPATHBIX
KOMILIIEKCOB.

MPOJABUHYTHIN
YPOBEHb:
CIOCOOHOCTH BBITTOJTHSATH
MOJTYYCHHOE 3aJ[aHUE U
pelaTh CaMOCTOSITETBHO
c(hopMUPOBaHHBIE
3aga4u, MIPpUMEHAA
MTOJIyYCHHBIC 3HAHUE U
YMEHUS Ha IPAKTHKE.
YBepeHHO BIaJETh
COOTBETCTBYIOITAMHU
WHIUKaTOpaMH
KOMTICTEHIINH TIPH




BBITTOJTHCHU U 3a1aHUS,
KOMOWHHUPOBATH UX
MeXITy COOOH U ¢
WHAWKATOPaMH IPYTHX
KOMIIETEHIIUN I
JTIOCTHYKCHUS TIPOCKTHBIX
pe3yIIbTaTOB.

**- CokpallleHus: ()OpM OIIEHOYHBIX CPECTB CM. B IputoskeHuu 2 K PIT.




2. Hepequb OIICHOYHBIX CPEACTB M0 TUCHHUIIINHE

HanmenoBanue [IpencraBnenue
No Kpatkas xapakrepuctuka
OLICHOYHOI'O OLICHOYHOI'O
n/m OIIEHOYHOT'O CPE/ICTBA
CpelcTBa cpeactBa B ®OC
1 | KonTponbHas CpencTBo npoBEpKU yMEHUI Kommiekr
(camocTosITeNbHAS) | MPUMEHSTH IOJYYEHHBIE 3HAHUSI | KOHTPOJIBHBIX
pabora JUISL pEICHUS 3a/1a4 3aIaHUM 1O
(KP) OIPEJEIIEHHOTO THIIA 10 TEME BapUaHTaM
VI pa3feiny
2 | PacuetHo- CpencTBo npoBEepKH yMEHUI Kommiekt
rpaduyeckas MIPUMEHSITh [TOJyYCHHBIC 3HAHUS | 3aIaHUI JJIs
pabora 0 3apaHee OIpeIeSIEHHON BBITIOJTHEHUS
(PT'P) METOJIMKE JIJIS pEIICHUA 3a1a4 pacyeTHo-
WJIM 3aIaHUN 110 MOZYJIKO WJIU rpadguyeckoit
JUCHUILIMHE B LEJIOM. paboThI

YCTHBIN OnpocC

CpencTBo KOHTpOIS,

Bomnpocsl 1o

3 E:g,%e)CCJIOBaHI/Ie, OpPTraHU30BaHHOE KakK TeMam/pazieniaM
crienuaipbHas Oecena AUCHUTIMHBI
NeAaroruyeckoro paboTHUKA C
00y4JarommumMcs Ha TEMBI,
CBSI3aHHBIE C N3YYaeMOMU
JUCHUIUIMHON, U PACCYUTAaHHOE
Ha BbISICHEHHE 00beMa 3HaHUI
oOyyaroierocs mno
ONpEJEICHHOMY pa3eiy, TEME,
npo0seMe M T.I1.
Tecr CucTema cTaHAapTH3UpoBaHHBIX | POHI TECTOBBIX
4 (D) 3aJaHuM, TT03BOJISIONIAS 3ataHnun
aBTOMATHU3
UPOBaTh NPOLEAYPY U3MEPECHUS
YPOBHS 3HaHUU U YMEHUU
00y4JaroIierocs.
5 | Dx3amenanmonnsie | CpeACcTBO MPOBEPKU 3HAHUM, DK3aMeHAaI[MOHHbIE
OuneTs YMEHH, HaBBIKOB. MOKeT OWJIETHI.
(Ob) BKJIIOYATh KOMIUIEKC [xana
TEOPETUYECKHUX BOIPOCOB, 33/]1a4, | OLICHUBAHUS U
MPaKTUYECKUX 3aJIaHUM. npoueaypa
IPUMEHEHUS.
[MpomexyTounas Ox3ameH (D) 1) ycrro (Y)

arrectaius (ITA)

2) mucbmenHo (IT)
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3. OdopmiieHne U onUCaAHNE OLIEHOYHBIX CPEACTB

IK3aMeHAIIHOHHOE 3aJaHue

OK3aMEHAIIMOHHOE 33JIaHHE BBIIOJIHSIETCS CTYJEHTOM WHAUBUIYAIBHO, 10
UTOTaM M3y4YEHHUs NUCLMILUIMHBI WK €€ yacTh. [Ipu 3ToM JocTHKEHHE OPOTrOBOTO
pe3ynpTaTa  pabOThl  HaJ  SK3aMEHAI[MOHHBIM  3aJaHHEM  COOTBETCTBYET
ONKMCAaHHOMY B M. 3 JAHHOTO JIOKyMEHTa JTally OCBOEHHUS COOTBETCTBYIOIIMX
KOMIETEHIIMI Ha 6a30BOM WX IPOJABUHYTOM YPOBHE.

Ba30BbIii ypoBeHb: CHOCOOHOCTh BBIIOJHATH IOJYYEHHOE 3aaHHeE,
OpUMEHSS  MOJY4YEHHbIE 3HAHME W yMEHUS Ha  IpaKTUKE, BIAJETh
COOTBETCTBYIOIIUMH HUHJIUKATOPAMU KOMITETEHLIUU MTPU BBIMOJTHEHUH 33]IaHUA.

IIpoaBHHYTHI YPOBEHb: CIIOCOOHOCTD BBINOJHATh NOJYYEHHOE 3aJJaHUE U
pemaTrb CcaMOCTOSITENIbHO CQOPMHUPOBAHHBIE 3aJaud, IPUMEHSS IOJy4YE€HHBIE
3HAHME M YMEHHs Ha IIpaKkTUKE. YBEPEHHO BIAAECTh COOTBETCTBYIOIIUMHU
UHAMKATOpaMH KOMIIETEHUMU NpPU BBIIOJHEHUM 33JaHHs, KOMOMHHPOBATh HX
MeXAy co0Oil M C HWHAUKATOPaMH JPYIMX KOMIIETEHUUWA I JOCTUKEHUS
IPOEKTHBIX PE3yJIbTATOB.

dopMa 3K3aMEHALIMOHHOTO 33/JaHHsl BBIOMpAETCS NpernojaBaTeieM U
yTBEPKJIaeTCs Ha 3aceJaHuu Kadeapbl. DK3aMEeH MOKET MPOXOIUTh B CIEIYIOIINX
dbopMax U ¢ UCTIOIB30BAHUEM CIICAYIOLIUX OLEHOYHBIX CPECTB.

dopma IIpencraBienne oneHoyHoro cpeacrtsa B ®OC

YcrHas. BaHK KOHTPOJIBHBIX BONPOCOB, COOTBETCTBYIOIINX OTAEIbHBIM TEMaM JHCLUILTAHBI
(eMm. m. 4 Hacrosmiero AoKyMmeHTa). Bompockl (GopMHpYIOT 3K3aMEHAIMOHHBIN
Ouner (CM. HWXKE), COCTOSIIUI W3 TEOPETHUYECKHX BOMPOCOB W IMPAKTUYCCKUX
3aJaHUi  (TUIIOBBIE NPAKTHUECKUE 33/JaHUsl NpEACTaBIeHbl HIDKE). buiertsl,
BKJIIOYasi BOTIPOCHI M IPAKTUYECKHE 3a7aHus, (GOPMUPYIOTCS TpEnojaBaTeleM U
yIBEp)KAAaOTCs Ha 3acegaHun kadenapel. B HuUX Moryr OBITH BKIIIOUEHBI
JOTIOJTHUTENIbHBIE KOHTPOJIbHBIE BOIPOCH M 3a/laHHs, HE TPeOYyIoIue y CTYJCHTOB
HAIMYMSA HEe (OPMHPYEMBIX JAaHHON JUCHUILUTMHON KOMIIETEHIMH wim Oolee
BBICOKMX 3TamnoB copMupoBaHHOCTH (opMmupyeMbIX. s oTBeTa Ha KaKablid
BONIPOC W JIISl pEUICHUs JI00O0ro TNPAKTHYECKOTO 3aJaHusl CTYIEHT JOJDKEH
HaXOAWTCsS Ha TpeOyeMOM AJisl TaHHOM JUCLMWIUIMHE YpOBHE CQOPMUPOBAHHOCTH
BCEX COOTBETCTBYIOUIMX € KOMIETEHIMH: KaXIblii BONIPOC M 3a/laHUE MPOBEPSET
YpOBEHb CPOPMHPOBAHHOCTH BCEX COOTBETCTBYIOUIMX JAHHOW JMCIHIUINHE
KOMIIETEHIINH.

[MucemenHast. O1eHOYHOE CPEICTBO MOJIHOCTHIO COOTBETCTBYET OLIEHOYHBIM CPEJCTBAM YCTHOM
(hopMBbI 3a1aHUSL.
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TunoBoi YK3aMeHAIIMOHHBIN OWJIET

MMHUCTEPCTBO HAYKHU U BBICIIET'O OBPA3OBAHMS POCCUICKOM OEJIEPAITNN
OEJIEPAJIbHOE 'OCYAAPCTBEHHOE ABTOHOMHOE OBPA30OBATEJIBHOE YUPEX/IEHHME BBICILIEI'O OBPA3OBAHMA

«MOCKOBCKHU NOJUTEXHUYECKHU YHUBEPCUTET»
(MOCKOBCKI/IFI MHHOJIMTEX)

BK3AMEHAILIMOHHBIN BUJIET Nel
0 TUCIIUTUINHE
«CETHU U TEJJEKOMMYHUKAIIUIN»
nanpasnenue noarorosku 09.03.01 MudopmaTiKa 1 BEIYHUCIUTENbHAS TEXHUKA

BOITPOCHI:

1. Crpykrypa MAC-anpecoB. Haznauenne MAC-anpecoB yctpoiictBam. OIHOaIpeCHAs PaCcChLIKa.
WHauBuyanbHbIN MAC-anpec. [IupokoBeniaTenbHast pacchUIKa. MAC-anpec
HIMPOKOBELIATENbHOW pacchliku. MHoroaapecHas pacceiika. MAC-agpec MHOroaapecHou
pacceuiku. Tabmua MAC-aapecos.

2. Tlepecbuika nanHsIx ¢ Oy¢epuzanueii. [lepecbuika naHHBIX 0e3 Oydepu3anuu.

3. Ilpakrtudeckoe 3amanue. CeTeBoii aapec, aapec y3ia U MUPOKOBEIIATENbHEIN afpec, aapec
IEPBOrO y3I1a, aJpec MOCIEIHEr0, KOJIUUECTBO apECOB, KOJIUYECTBO y3II0B.

Y TBEepXKACHO: / [« » 20 1.

Tunosblie MNPAKTUYICCKHUEC 3aJaHUHA

1. ITo 3amannomMy IP-agpecy U MacKu MOJICETH OTIPEIEITUTD:

CETEBOM aJpec;

IMPOKOBELIATEIILHBIN aJIpec;

aJipec MepBOTO y37a;

aJipec MOCJIEHETO y37a;

KOJIMYECTBO BO3MOXKHBIX aJJPECOB;

KOJIMYECTBO BO3MOJKHBIX Y3JIOB.

2. Jlns coxpamienHou 3anucu |IPV6-aapeca HailTH ee TIOTHYTO 3aIUCh.
3. dns monuo# 3anucu IPV6-aapeca HailTH ee COKpaIeHHYIO 3alKCh.
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