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1 ]_Ie.]'[l/l, 3alavdi U IVIAHUPYEMBIC PE3YyJabTaTbl oﬁyqunﬂ o TMCIOMIIJIMHE

Heabio npenonaBanys IUCIUIUIMHBI SBISETCS ()OPMUPOBAHUE y CTYJCHTOB 3HAaHHWH B 00JaCTH
MHCTPYMEHTAJIBHBIX CPEJICTB aHAIN3A 3alIUICHHOCTH U YIPABJICHUS YSI3BUMOCTSIMH.
3ajgaum npenogaBaHus IUCLUIINHBL
® U3y4YeHHE METOJbl U CPEeACTBA KOHTPOJS S(P(PEKTHBHOCTH TEXHHYECKOH 3allUTHI
nHpopManuu;
® OCBOGHHE CIIOCOOOB BBIOOpa W 00OCHOBaHUS KpHUTEepuUeB A(PPEKTUBHOCTH
(YHKIIMOHMPOBAHUS 3AIIUIIICHHBIX HH)OPMAIIMOHHBIX CUCTEM;
® OCBOCHHE CIIOCOOOB M CPEJICTB yYacCTHs B HKCHEPTH3E COCTOSHUS 3alUIEHHOCTH
nH(popManuy Ha 0OBEKTE 3aITUTHI,
® OCBOGHHE CpEACTB KOHTPOIS 3(PQPEKTHBHOCTH NPUHATHIX MEp MO pealu3aluu
YaCTHBIX MOJUTHK MH(OPMAIIMOHHON 0€301acCHOCTH MH(POPMALIMOHHBIX CUCTEM.
B pesynbraTe OCBOCHMS IUCHUIUIMHBI «AHAIN3 3alIMIIEHHOCTH CHUCTEM» Y OOyYarom[uxcs
dopMHpYIOTCS  CIEAyIOIME KOMIETEHIMH U JOJDKHBI OBITh JIOCTUTHYTHI —CIIEIyIOIIne
pe3ynbTaThl 00ydeHHs Kak 3Tan (OPMHUPOBAHUS COOTBETCTBYIONINX KOMITETCHIIUH:
3HATB!
- METO/IBI ¥ CPEACTBA KOHTPOIIS 3 (HEKTUBHOCTH TEXHUUECKOH 3alUTHl HHPOpMAIHY;
YMETh!
- KOHTPOJHMPOBaTh 3PQPEKTUBHOCTh MPHHATHIX MEp MO pPEANN3alMd YaCTHBIX IOJUTHK
UH(POPMALIMOHHOM 6e30MacHOCTH HH(OPMAIIMOHHBIX CUCTEM;
BIIAJICTh!
- HaBbIKaMM BbBIOOpa U OOOCHOBaHUS KpHUTEpHEB APPEKTUBHOCTH (HYHKIIMOHHUPOBAHUS
3AIIMINEHHBIX HMHQOPMAIMOHHBIX CHCTEM, HAaBBIKAMH Yy4YacTHUsl B OKCIIEPTHU3€ COCTOSHUS
3aLIUIIEHHOCTH HHPOPMALIUU Ha 00BEKTE 3aIUTHI.

OOyueHue No TUCHUIUIMHE «AHAIU3 3aLIUIIEHHOCTH CHCTEM» HAIpaBieHO Ha (OpPMHUpPOBAHHE
o0yyaroImuxcs CIeIyOUMX KOMIETCHIINNI:

Ko u HamMeHOBaHHe KOMIeTeHIMI NuankaTopbl 10CTHKEHUSI KOMIIETEHIMHU
I1K-3. CnocoOeH npuHUMATh y4acTue B MIIK-3.1. 3naer MeTompl MW  CpeAcTBa
OpraHu3alH U IPOBEICHUU KOHTPOJIbHBIX KOHTpONST  3(PPEKTHBHOCTH  TEXHUYECKOH
HPOBEPOK pabOTOCHOCOOHOCTH U 3alUThl HH(OPMALUH;
3¢ (HEKTHBHOCTH MPUMEHSIEMBIX HIIK-3.2. Ymeer KOHTPOJUPOBATH
IPOTPaMMHBIX, IPOrPAMMHO-ANINAPATHBIX U | 3Q()EKTUBHOCT,  MPHUHATBIX  Mep 10
TEXHUYECKHUX CPEJICTB 3aIIUTHI MHPOPMALIUK; | peann3anuu YaCTHBIX MOJIUTHK

nH(OPMALIMOHHON Oe3omacHoCTH

MH(POPMAIITMOHHBIX CUCTEM;
NIIK-3.3. Bnageer HaBbikamMu BbIOOpa H
00OCHOBaHHSI KpUTEpUEB APPEKTHBHOCTH

(YHKIIMOHMPOBAHUS 3alMIEHHBIX
MH(OPMALIMOHHBIX  CHUCTEM,  HaBBIKAMHU
y4acTHsl B JKCHEepPTU3E COCTOSIHUS
3alMIIEHHOCTH WH(pOpMaluu Ha OOBEKTe
3aLIUTHI.

2 MecTo TMCUMILIUHBI B CTPYKTYpe 00pa30BaTe/ibHO MPOrpaMMbl

Huctunnuna «HCTpyMeHTanpHBIE CpeACTBA aHaiM3a 3allMIIEHHOCTH W YIpaBIICHUS
YSI3BEMOCTSIMH» OTHOCHUTCSL K YHCITY TPO(ECCHOHANBHBIX YYEOHBIX AWCHUILIAH YacTH,
dbopmupyeMoit ydacTHUKaMu oOpa3zoBatenbHbIX oTHOmEHUH (b1.2) ocHOBHOM 00pa3oBaTenbHON
nporpammel (b1.2.2).



W3yyenne nUCHMIUIMHBI OMMPAETCs HA 3HAHUSA, YMEHHUS U HAaBBIKM, NPUOOpPETEHHBIE B
OPEIECTBYIOUMX JUCHMITIMHAX: «OCHOBBI MPOEKTUPOBAHUS HH(MOPMAIIMOHHBIX CHCTEMY,
«BBeneHue B aHaTUTUKY HH()OPMALIMOHHON O€30MaCHOCTHY, «AHAIN3 3alIUILIEHHOCTH CUCTEM.

3 CrTpyKTypa u coaepKaHue IUCHUILINHBI

OO6mmas TpyA0€MKOCTh TUCHHUIIIUHBI COCTaBJIseT 6 3a4eTHBIX eAUHMIL, T.€. 216 yacoB (JIeKIuu —
36 vacoB, nabopaTopHbIe 3aHATHS — 72 yaca, caMocTosATeldbHas pabora - 108 yacos, gopma
KOHTPOJISI — 9K3aMeH) B 6 cemecTpe.

CrpykTypa H©  COOEp)KaHUE  JUCLUIUIMHBI
3alMIIEHHOCTH W YIPABJIEHUS YSA3BUMOCTAMU» IO CPOKaM M BHUJAM pabOThl OTpak€Hbl B
HPUI0KEHUU

«I/IHCTPYMGHTB.JIBHLIG CpeacTBa

3.1Buabl yyeOHOM padoThHI M TPYA0EMKOCTh

(o dopmam oOyueHus)

3.1.1 Ounas popma oOydeHUs

aHaJIn3a

Ne Bil vae6Hoil paboThI KoauuecTBo CemecTpbl
n/n 1y P 4acoB 6
1 | AyauTopHble 3aHATHSA 108 108
B ToMm uucne:
1.1 | Jlekuum 36 36
1.2 | CemuHapckue/MpakTUYECKUE 3aHSATHUS
1.3 | JlJabopaTopHbIe 3aHATHSI 72 72
2 | CamocTosiTeqbHasi padoTa 108 108
B ToMm uncrne:
2.1 | ...
3 | IpomexkyTouHasi aTTecTanus
3aver/mud.3aueT/FK3aMeH DK3aMeH
Hroro 216

3.1.2 OuHo-3a04Has popMa oOydeHus
He npenycmotpena

3.1.3 3aounas popma 0OydeHUs

He npenycmotpena

3.2 TeMmaTH4ecKUil MUIAH U3Y4YEHUS IUCHHUILIMHBI

(mo popmam oOyueHus)

3.2.1 Ouynas ¢popma o0ydeHus

n/n

Pa3zgeanl/TeMbl

TpyaoemMkocTs, yac

JUCIUIIINHDBI Bcero

AyautopHas paborta

Camoc




c - TOATE
eMUHA aKT
ckue/ b Jlabopa I/ILIpeCKa .
Jlex TOPHBIE paoor
MpaKTh4e s a
005071 3aHATH
CKHue N MOJTOT
3aHITUS OBKa
Paznen 1.
1.1 | Tema 1. OcHOBHEIC KOHIICTIIIHH, 56 12 16 28

TCXHUKH U UHCTPYMCHTHI AJId
IMMPOBCACHU aHAJIN3a 3allIUIIICHHOCTU U
YIIPABJICHUA YA3BUMOCTH.

1.2 | Tema 2. AHanu3 3aIMUIIIEHHOCTH U 124 18 44 62
TECTUPOBAHUE HA IPOHUKHOBEHUE
Windows cuctem.
1.3 | Tema 3. AHanu3 3alUIEHHOCTH U 20 4 6 10
TECTUPOBAHUE HA POHUKHOBECHHE
Linux cucrem.
1.4 | Tema 4. Hudposbie cepTuduKaTs 16 2 6 8
0€30I1aCHOCTH.
Hroro | 216 36 72 108
3.2.2 OuHo-3a04Has ¢popma 00yUeHHUs
He npenycmotpena.
3.2.2 3aounas ¢popma 0OyueHus
He npenycmotpena
3.3. Copepxanue TUCHUNIMHBI
Ne Pa3nen (Tema) Conep:kanue
n/n JUCHMILIMHBI
1 2 3
1 Pasnen 1

OcHoBHBIE  KOHIENINH, | BBeeHNE B TECTUPOBAHUE HA IPOHUKHOBEHUE U aHATIU3
TEXHUKA M MHCTPYMEHTHI | 3alUIIEeHHOCTH. MHCTpYMeHTapuil Ui MpOoBEICHUS aHaIn3a
JUIS TIPOBEACHMS aHAJIM3a | 3alIMIIEHHOCTH HHPOopMamoHHbIX cucteM. Kiaccudukanms
3alUIEHHOCTH U | ceTeBBIX aTak. [laccuBHBIE ceTeBbIe aTaku. AHAJIN3 CETEBOTO
yIpaBJeHUs ysI3BUMOCTH. | Tpaduka. AKTuBHBIE ceTeBbie aTaku: ARP, DNS, DHCP-
spoofing. AkTuBHBIE ceTeBble aTaku: bruteforce, DoS, DDoS.
Metasploit Framework: ctpykrypa, komanasl. Metasploit
Framework: mone3nast Harpy3Ka, ynpaBieHUE MOIYIISIMH,
ToJTydeHue yaaineHHoro gocrymna. Metasploit Framework:
CrocoObl BHEIPEHUS, MOAM(DHUKALINN U JETEKTUPOBAHUS
BpPEJOHOCHOTO Ko/a B (paiinax. MexaHn3mbl ayTeHTUDUKALNN
OC, croco6b!1 uX 00X0/1a ¥ BOCCTAHOBIICHHS MTAPOJICH.
ABTOMAaTU3MPOBAHHBIE CPEJICTBA MTOUCKA YSI3BUMOCTEM:
OpenVas, nmap nse.




7

1.2 | Anamu3 3amumenHocty u | PowerShell: o6nacte npuMeHeHns, KOMaHABI B IEpEMEHHBIE,
TECTUPOBAHUE Ha | 00bekThl. PowerShell: cTpykTypbl 1aHHBIX, YCIOBHBIE
npoHnkHoBeHHe Windows | omeparopsl u rukibsl. PowerShell: ¢dynkmmm, padora ¢
CHUCTEM. moayisimu. PowerShell: cmocoGs1 10kanbHOTO U yAaNEHHOTO

3armycka crieHapueB. AHanmm3 cTpykTyp PE-(aiina u mpormecca,
OCHOBHBIE JIEMEHTHI UCTIOJHSIOIIEH MOICUCTEMBI.
Pazrpannuenue nocryma kK pecypcam, cOop nuHGpopMaiuu o
cUCTeME U MOJIb30BaTeNsIX. DTallbl TECTUPOBAHUS HA
MIPOHUKHOBEHHUE cUCTeM ToJ ynpasieaneM Windows AD.
Knaccudukanus atak Ha AD: mpoGniemsl nenerupoBanus,
ucnonp3oBanne GPO. Kimaccudukanms atak Ha AD: ys3BUMOCTH
MIPOTOKOJIOB.

1.3 | Ananu3 3amuiieHHocTd U | Metoabl ¥ criocoObl c6opa yueTHbIX AaHHBIX B Linux. CriocoOsl
TECTHPOBAaHUE Ha | OKCIUTyaTallly YSI3BUMOCTEH siipa u Ciryk0 B Linux, MeTOaBI
npoHukHoBeHHe  Linux | 3amutel. CiocoObl 3KCIUTyaTalluy ysI3BUMOCTEH TUIA security
CHUCTEM. misconfiguration, METOBI 3alTUTHI. Y I3BUMOCTH OMOJIMOTEKU

KypHanupoBaHus log4j: crocoObl SKCIUTyaTalluy U €€ 3aKPBITHSI.
Hactpoiika pacmmpeHust CHCTeMbl MOHUTOpPUHTA Zabbix, ee
UCTIOJIb30BAHUE B KAYECTBE CHCTEMBbI YIIPABICHHUS YS3BUMOCTH.

1.4 | Hudpossie ceprudukarsl | PKI: monsTHe, CTpyKTYpa, )KU3HEHHBIN UK cepTudukara. PKI:
0€30MacHOCTH. coznanue Y1I, BBITyCK, OT3BIB, MPOBEPKA NOATHHHOCTH

cepTu(uKaToB.

3.4TemaTuKa CEeMMHAPCKUX/TIPAKTHYECKUX M J1a00PaTOPHBIX

3AHATHN

3.4.1 CeMuHapcKue/IpaKTUIECKUE 3aHATHS

He npedycmompensi yueOubim naanom.

3.4.2 JlaGopaTOopHbIE 3aHATHUS

No HaunmenoBanue nmabopatopHoi pabOThI SaiBeM’
1 Brinonaenue madoparopHoit padotsl Nel 16

2 BrinonHenue saboparopHoit pabotbr Ne2 14

3 Brinonnenue nabopatopaoi pabotsr Ne3 14

4 Brinonnenue naboparopHoit pabotsr No4 16

5 Brinonaenue 1adbopatopHoit paboTel NeS5 6

6 Brinonnenne nadoparopHoii pabotel Neb 6
Hroro 72

3.5 TemaTnka KypcoBbIX IPOEKTOB (KypPCOBBIX PadoT)

KypcoBoe npoexkTrupoBaHue Mo JaHHON AUCHUIUIMHE y4eOHBIM IUIAHOM HE 3aIIaHuPOBAHO.




4 Y4eOHO-MeTOAUYECKOE U HHPOPMAITMOHHOE OOecreueHne

4.1 HopmatuBHblie 1okyMeHTbI H 'OCThI

[Iporpamma coctaBiieHa B cOOTBETCTBUU ¢ DepepalibHbIM rocy1apcTBEHHBIM 00pa30BaTeIbHBIM
CTaH/JapTOM BBICHIETO 00pa30oBaHUs IO HANpPaBIEHUIO MOAroToBKM OakanaBpoB 10.03.01
«HpopmMarnonHas 6€30MacHOCTh.

4.2 OcHoBHas JUTEpaTypa

1. «OcHoBbl ympaBieHus uH(pOpManMOHHONW Oe3omacHocThiO» (Momak, H. H. OcHoBbI
ynpaBieHus: nHPOPMAIIMOHHOI Oe30macHOCThIO : yueOHoe mocobue / H. H. Momak ; mox
penakuueit B. B. OBunnnukoBa. — Cankt-IlerepOypr : ['VAIIL, 2022. — ISBN 978-5-8088-
1711-1. — Tekcr : anexTpoHHBbI // JlaHb : 3nmekTpoHHO-OnOMMoTeuHas cucrema. — URL:
https://e.lanbook.com/book/340967

2. «Pa3paboTka 3amIMIEHHBIX MPOTPAMMHBIX CPEICTB MH(GOPMATHU3aLUK MPOU3BOICTBEHHBIX
nporeccoB npennpustus» (baOymkun, B. M. Pa3zpaboTka 3amuineHHBIX MPOrPaMMHBIX
cpencTB uH(OpMaTU3aIMK MPOU3BOJACTBEHHBIX MPOIIECCOB MPEANPUATHUS | yueOHOEe ocodue
/ B. M. babymkun. — Kazanp : KHUTY-KAU, 2020. — ISBN 978-5-7579-2463-2. —
Texcr : onexktponnwlid // Jlap : »3nekrpoHHO-OMOnMoTeyHast cuctema. — URL:
https://e.lanbook.com/book/193486

3. «OCHOBBI TEXHHYECKOW OSKCIUTyaTallMy 3aIIWIICHHBIX TEICKOMMYHUKAITMOHHBIX CHCTEM»
(KpsokanoBckuii, A. B. OcCHOBBI  TEXHHYECKOW  OKCIUTyaTalldd  3allUIICHHBIX
TEJICKOMMYHHUKAIIMOHHBIX CHUCTEM : MeToauveckue ykasanus / A. B. KpwspkanHoBckuit. —
Camapa : TII'VTHU, 2021. — 50 c. — Teker : amekTpoHHBbIH // JlaHb : 37M€KTpOHHO-
6ubnuoreuynas cucrema. — URL: https://e.lanbook.com/book/301133

4.3 JlonoJiHUTEJIbHASA JTUTEPATYPA

1. «ba3oBble NpUHLMIB HHMOPMALMOHHONW O€30IaCHOCTH  BBIYMCIMTEIBHBIX CHCTEM)
(bazoBble mpuHIMIIEI HH)OPMAITMOHHOW 0€30TTACHOCTH BBIUMCIUTEIBHBIX CUCTEM : Y4eOHOE
nocobue / A. A. I'magkux, J[. B. 'anun, C. B. KpuBonoros [u ap.]. — Hwkuuii Hosropon :
HI'Mo2Y, 2015. — ISBN 978-5-91592-067-4. — Texct : snexktpoHHbld // JlaHb
3NIEKTPOHHO-Onbmmoreunas cucrema. — URL: https://e.lanbook.com/book/330293

2. Koneros, /I. H. JlaGopaTOpHbIii NpPakTUKyM II0 OCHOBaM IIOCTPOCHHUS 3alUIIECHHBIX
KOMITBIOTEPHBIX ceTeld : yuebnoe mocodue / J{. H. Komeros. — Tomck : TT'Y, 2013. — 140 c.
— Texct : snexktpoHHbld // JlaHb : 3IeKTpOHHO-OMOMMorewnas cucrema. — URL:
https://e.lanbook.com/book/44913

4.4 JjekTpoHHBbIE 00pa3oBaTebHbIEC PeCyPChI
1. D0OP «MHCTpyMEHTaIbHbBIE CPENICTBA AaHAIM3A 3ALIUIIEHHOCTH U YIIPABJICHUS YA3BUMOCTSIMM
[DnexTponHsIii pecypc] — URL: https://online.mospolytech.ru/course/view.php?id=10268 (nata
obpamienus: 18.02.2023).



4.5 JIuueH3u0HHOe U CBOOOTHO pacnpocTpaHsieMoe MPporpaMMHoe
odecreuyenue

1. Virtual Box

2. BupryanbsHast Mammna Metasploitable3

3. dMuctpudytus OC Kali Linux

4. Muctpubytu OC Windows Server 2012/2016
5. Huctpubdytu OC Windows 7, 10

4.6 CoBpeMeHHbIe TPodeccnoHATIbLHBIEC 0a3bI JAHHBIX U

HHG(OPMAIMOHHBIE CIIPABOYHbIE CHCTEMbI
1. BAY ®CTOK [Onexrponnsiii pecypc] — URL: https://bdu.fstec.ru/ (nara oOpamenus:
18.02.2023).
2. CVE [Dnextponnsiii pecypc] — URL: https://www.cve.org/ (nata oopamenus: 18.02.2023).

5 MarepuajibHO-TeXHHYECKOe O0ecreyeHmne

Jlis mpoBeneHWs BceX BHUAOB 3aHATHH HEOOXOAMMO TIPE3CHTALMOHHOE 000pyJOBaHUE
(MyJBTUMEIMWHBIN TTPOCKTOP, SKpaH) — | KOMIUIEKT.

Jlnsi mpoBeneHUsl J1a0OpaTOPHBIX 3aHATHH HEOOXOAWMO HAJMYUEe KOMITBIOTEPHBIX
KJIACCOB, 000PYIOBAaHHBIX COBPEMEHHOUN BBIUMCIUTEILHON TEXHUKOW M3 pacdyeTa OJHO pabouee
MECTO Ha OJJHOTO 00y4aeMoro.

6 MeToanueckue peKOMeHIAINU

6.1MeToauyeckne peKOMeHAAMU sl PenoaaBaTes 1no
OpraHu3anuu o0y4eHust

1. Ilpy moAroToBke K 3aHATUSM CIEAyeT MpeABapUTEIbHO MPOpadOTaTh MaTepuan 3aHATHSA,
IPEIyCMOTPEB €ro Imojady TOYHO B OTBEACHHOE Ui O3TOro Bpems 3aHaTus. Cremyer
MOJArOTOBUTh HEOOXOJMMBbIE MaTepHalbl — TEOPETUYECKHE CBelIeHus, 3aaauu u Ap. llpu
IIPOBEACHUM 3aHATUSA CIIEAYET KOHTPOJMPOBATH IOAAYy Marepuajga U pPEIICHWE 3aJaHuil ¢
y4eTOM Yy4eOHOTO BPEMEHHU, OTBEJIEHHOTO JUIsl 3aHSATHSL.

2. Ilpu npoBepke pabOT M OTUETOB CIEAYET YUUTHIBATH HE TOJBKO MPABHIBHOCTh BBIOJHEHUS
3a/laHui, HO M ONTUMAJBHOCTH BHIOPAHHBIX METOJOB PELIEHUS, MPaBUIBHOCTh BBIOJIHEHUS
BCEX €ro 11aroB..

6.2 MeToan4yeckue yKazaHus 1Jsi 00y4a0IUXCs M0 OCBOCHUIO
AUCIHUNIMHBI

N3yuyeHune NUCHUIUIMHBI OCYIIECTBISIETCS B CTPOIOM COOTBETCTBUU C IIEJIEBOM yCTaHOBKOM B
TECHOHN B3aMMOCBSI3U yueOHbIM IUIaHOM. OCHOBOI TEOpPETHYECKOH U MPAKTUYECKON MMOJATOTOBKH
CTYACHTOB SIBJISTFOTCS JIEKIIUH U JTA00OPATOPHBIE PAOOTHI.

B npomecce camocrosiTenbHON pabOThl CTYIAEHTHl 3aKpeIUIIOT M YINIyOJSIOT 3HaHUS,
MIOJTyYE€HHBIE BO BpeMsl ayJJUTOPHBIX 3aHATHH, TOTOBITCS K SK3aMEHY, a TaKKE CaMOCTOSATEIbHO
U3Yy4aloT OT/AEIbHbIE TeMbl y4EeOHOM MPOrpaMMBl.



10
7 ®oHJ OLEHOYHBIX CPEACTB

7.1MeToaAbl KOHTPOJISl U OLIEHUBAHUS Pe3yJIbTATOB 00y4YeHUs

B npomecce 00ydyeHHs HCHONB3YIOTCS CIEAYIOIIME OLEHOYHbIE (OPMBI CaMOCTOATEIHHOU
paboTbl  CTYIEHTOB, OIICHOYHBIE CpPEIACTBA TEKYLIEro KOHTPOJS  YCIEBAEMOCTH H
IPOMEXKYTOUHBIX aTTECTALlUN!

- MpoBeJIeHUE 1Ta0opaTOPHBIX PabOT (MPAKTUUECKUX 3aHATUN C UCIIOJIb30BAHUEM CHEITEXHUKH)
U UX 3al1UTa;

- CaMOCTOSATENbHASA MOATOTOBKA U MPOBEACHUE NIPE3ECHTALUI 110 TEMaM JAUCLUIUIMHBL

- DK3aMe€H.

7.211Ikana 1 KpUTEPHH OLEHUBAHUSA PE3YJbTATOB 00y4eHHUS
dopma MPOMEKYTOUHOM ATTECTALIUN: IK3aMEH.

[To uToram npomMexyTOUHOU aTTECTALMU MO AUCHUIUIUHE (MOAYJIII0) BHICTABIISIETCS OLIEHKA
COTIIMYHOY, «XOPOILIOY, «YIOBIECTBOPUTEIHLHO» WIIH «HEYIOBICTBOPUTEIIHLHOY.

IkaJia oneHUBaAHUA Onucanne

BeinmonHeHnsl Bce BHIBI  y4eOHOM paboThl, MNpeayCMOTpPEHHbIE
y4eOHbIM T1aHOM. CTYJeHT IeMOHCTPUPYET COOTBETCTBUE 3HAHMUH,
YMEHHUH, HaBBIKOB NPHUBEJECHHBIM B TaOJMIAX MOKa3aTeleH,
onepupyeT NpUOOPETEHHBIMH 3HAHUSAMH, YMEHMSMHU, HaBBIKAMH,
INPUMEHSET UX B CUTyalMsIX MOBBILIEHHOW Ci0oXHOCTH. [Ipu 3TOoM
MOTYT OBITh JOMYyIIEHbl HE3HAYUTEIbHBIC OIIMOKH, HETOYHOCTH,
3aTpyJHEHUS MPU aHAJIUTUYECKUX ONEpaLUAX, IEPEeHOCE 3HAHUHN U
YMEHHUI Ha HOBBIE, HECTaHJAPTHBIE CUTYAllUH.

OTIH4YHO

BemmonHensl Bce Buabl y4eOHOH pabOTHI, IPEIyCMOTPEHHBIC
y4eOHbIM  TuIaHOM.  CTyA€HT  JEMOHCTPUPYET  HEIOJHOE,
Xoporo NpaBWJIBHOE  COOTBETCTBUE  3HAHWH,  YMCHHUH,  HaBBIKOB
IIPUBEICHHBIM B TaOIUIaX MOKa3aTese, 100 eciau npu 3TOM ObLIN
JIOMYIIEHBI 2-3 HECYIIECTBEHHBIE OMINOKH.

BeimonHensl Bce BBl yueOHOH paboThI, MpeayCMOTpPEHHBIE
y4eOHBIM TuTaHOM. CTYJEHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUH,
VY 10BIETBOPUTENBHO | B KOTOPOM OCBELIEHAa OCHOBHas, HambOoiee BaXKHas 4YacTb
MaTepuanga, HO IpHU 3TOM JONyIeHa OJHA 3HAa4YUTeNbHas OIINOKa
WM HETOYHOCTb.

He Bbmmonnen oxuH wnmu Oonee BUAOB Yy4eOHOH paboOTHI,
IpPEAyCMOTPEHHBIX Y4eOHbIM TUIaHOM. CTyIeHT JIeMOHCTPUpPYET
HETOJIHOE COOTBETCTBHE 3HAHWW, YMEHUH, HABBIKOB MPUBEICHHBIM
B Talnumax moKa3aTeel, JOMyCKAIOTCS 3HAYMTENbHBIC OIINOKH,
NPOSIBISETCS OTCYTCTBUE 3HAHWW, yMEHUI, HAaBBIKOB 10 DIy
NOKa3aTelel, CTYIEHT HCIBITBIBACT 3HAYHUTENBHBIC 3aTPyIHEHUS
IpU ONEPUPOBAHUU 3HAHMSIMM U YMEHUSMH NPH HX IepeHoce Ha
HOBBIE CUTYaIHH.

HeynosnerBopurenbHo
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7.3 OueHo4YHbIE CPeICTBA

7.3.1 Tekymuii KOHTPOJIb
OrneHouHble CPEACTBA IJIs TEKYLIEH aTTecTaluu
- 3amuTa OTYETOB O BHIMOJIHEHUH JTA00PATOPHBIX paboT

7.3.2 [IpomexxyTodHast aTTeCTaIUs

OneHOYHBIE CPEACTBA AJIS MPOMEKYTOUHOM aTTECTALUN
- DK3aMeH

Crnrcok Bompoc sl MPOBEACHUS SK3aMeHa M0 TUCIUTUIMHE:

1 BBenenne B TecTUpOBaHKE Ha MPOHUKHOBEHUE M aHAIIN3 3alIUIIEHHOCTH.

2. UnctpymeHTapuil A7 MpOBEASHUS aHAM3a 3alUIIEHHOCTH HH()OPMAIIMOHHBIX CHCTEM.
3. Kimaccudukanms ceteBbix aTak. [lacCHBHBIE CeTEBBIC aTaKH.

4. AHanu3 ceTeBoro Tpaduka.

5. AxtuBnble ceteBblie atraku: ARP, DNS, DHCP-spoofing.

6. AxTHBHEIC ceTeBble aTaku: bruteforce, DoS, DDoS.

7. Metasploit Framework: cTpykTypa, KOMaHIbI.

8. Metasploit Framework: mone3snas Harpy3ka, ynpaBieHHe MOAYJISIMH, TOJIyYEHHUE yIaJICHHOTO
JOCTYTIA.

9. Metasploit Framework: ciocoObl BHeIpeHHsI, MOAU(DHUKAIIIHI U JETCKTUPOBAHUS
BPEIOHOCHOTO KoJ1a B (paiinax.

10. Mexanusmel aytenTuduranui OC, cnocoObl UX 00X0Aa U BOCCTAHOBJICHHSI TapoJiei.

11. ABTOMaTH3MpOBaHHBIE CPEACTBA MOUCKA ysi3BUMocTeii: OpenVas, nmap nse.

12. PowerShell: o61acTh npuMeHeHHs, KOMaHAbI U IEPEMEHHbIE, O0BEKTHI.

13. PowerShell: cTpykTypbI JaHHBIX, YCIIOBHBIC OTIEPATOPHI U ITUKJIBL.

14. PowerShell: ¢ynkium, pabora ¢ MoIyIsiMHu.

15. PowerShell: criocoObI TOKaTBHOTO U YIAJICHHOTO 3aITyCKa CIICHAPHUCR.

16. Ananus ctpykryp PE-daiina u nporecca, OCHOBHBIE 3JIEMEHTHI UCTIOTHSIONICH MOACUCTEMBI.
Pasrpanndenue mocryma Kk pecypcam, cOop HHGOpPMANUU O CHCTEME U TOJIh30BATESX.

17. DTansl TeCTUPOBaHMS Ha TPOHUKHOBEHUE cUcTeM Mo yrnpasieHuem Windows AD.

18. Kimaccudukarus arak Ha AD: mpo0OiieMsl ienerupoBanus, ucrnoiaszoBanue GPO.

19. Knaccuduxarnus arak Ha AD: ysI3BUMOCTH TPOTOKOJIOB.

20. MeTozp! 1 criocoObl cOOpa yUeTHBIX JaHHBIX B Linux.

21. CriocoObl AKCIUTyaTaIlMH YA3BUMOCTEH siipa U ciy>k0 B Linux, METObI 3alIUTHI.

22. Crioco0sl 3KCIUTyaTaliy ysI3BUMOCTEH TUIa security misconfiguration, METO/IBI 3aIIUTHI.
23. V3BUMOCTh OMOIMOTEKH KypHaTUpoBaHus log4j: criocoObl SKCITyaTalluy U €€ 3aKPBITHUSI.
24. Hacrtpoiika pacIimpeHusi CHCTEeMbl MOHUTOpPUHTA Zabbix, €e CIOJIb30BaHNE B KAYCCTBE
CUCTEMBI YIIPaBJICHUS YSI3BUMOCTH.

25. PKI: nonsiTHe, CTPYKTYpa, ’KU3HEHHBIN UK CePTU(PHUKATA.

26. PKI: cozmanue Y1, BEIyCK, OT3BIB, MPOBEPKA MOAJIMHHOCTH CEPTH(HUKATOB.
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[Ipumep Ounera.
MUHUCTEPCTBO OBPA3OBAHHUSA U HAYKHU POCCUICKO ®EJEPALIN
®EJIEPAJIBHOE T'OCYJIAPCTBEHHOE ABTOHOMHOE OBPA30OBATEJIbHOE VUPEXK/IEHUE BBICLLIETO
OBPA3OBAHU S

«MOCKOBCKHMI HOJII/ITEXHICI‘JECKI/IFI YHUBEPCHUTET»
(MOCKOBCKHWM MOJIUTEX)

@dakyabpTeT HHPOPMAITMOHHBIX TEXHOJIOTUI

Kadenpa: Madopmanmonnas 6e301macHOCTh

Juciunnuua:  MHCTpymMeHTanpHBIE CpelcTBa aHalIM3a 3alIMIIEHHOCTH M YIPaBIICHUS
YSI3BUMOCTSIMU

baxanaspsl. Kypc 3, cemectp 2

SK3AMEHALIMOHHBIM BUJIET Ne 1

1. PKI: monsTue, cTpyKTypa, )KU3HCHHBIN ITUKII cepTU(HUKATA.
2. AxrtuBHsble ceteBble ataku: ARP, DNS, DHCP-spoofing.

[Ipenonasatens / Wunynua [.O. /




