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1 Hean, 3212494 ¥ NJIAHUPYeEMble Pe3yIbTAaThl 00y4eHHs M0 JMCUMILINHE

K ocHOBHbIM measiMm ocBoeHus aucuuiuimHel «MHpopmannoHHas 0e30MacHOCTbY

OTHOCHTCS:

. o0y4yeHue CTYAeHTOB mNpuHUOuNaMm 3(dexkTuBHON opraHu3anuu HHOOPMALMOHHON
3aIIUTHI;

. (dopMupoBaHe y HUX YMEHUI BOCCTAHOBIICHHUS YaCTUYHO MOTEPSIHHON HH(pOPMAIINH.

* 3aKpEIUICHHE [10JIyYaEMbIX B CEMECTPE 3HAHUM U HABBIKOB Ha MPAKTUKE;

° (bOpMI/IpOBaHI/IC BSaHMOCBHSCfI, IMOJIy4a€MbIX B CEMECCTPE 3HaHWM M HaBBIKOB C
HN3Y4YCHHBIMHU PAHEC,

. IOJI'OTOBKA CTYICHTOB K JESTEIbHOCTH B COOTBETCTBHH C KBAIU(HKAIMOHHOI
XapaKTepUCTUKON OakajaBpa.

K ocHOBHBIM 3agavdyaM JUCHUIIIINHBI ((HH(bOpMaHHOHHaH 0€30MIaCHOCTE» OTHOCATCS:

. 3aKpEIUICHUE OCHOB ITPOrPaMMUPOBAHUS;
. OCBOCHHME COBPEMEHHBIX TEXHOJIOTMH 3alUThI OT Pa3JIMYHbIX atak B MIHTepHeTE;
. CIIOCOOHOCTH UCIOJIB30BaTh OCHOBHBIC MPUHITUITBI HHPOPMAIIMOHHOW 0€3011aCHOCTH

B Pa3NIUYHBIX cepax AesITeTbHOCTH.

O6yuenne mno guctumnae «MHpopmannoHHas 0€301acHOCTHY

dbopmupoBaHue y 00y4aronuxcs CleAyoIuX KOMIIETeHIIN:

HalpaBJIEHO Ha

Kon y HanmMeHnoBanue KoMmneTeHu

Nuaukaropbl 10CTHKEHHS] KOMIIETEHIHH

OIIK-3. CniocobeH pemiaTh CTaHJapTHBIE
3a1a4M MPo(heCcCHOHAIBHON NesITeTbHOCTH Ha
OCHOBE HH(OPMALMOHHOH U
O6ubarorpaduyeckoi KyabTyphbl C
pUMEHEHHEM HH(POPMAIIMOHHO-
KOMMYHHKAIIMOHHBIX TEXHOJIOTUHN U C yUE€TOM
OCHOBHBIX TpeOOBaHUI MHPOPMALIMOHHON
0e30macHoOCTH

NOIIK-3.1. 3HaeT npuHLHUIIBI
nH(pOpMaITMOHHON 1 OMOIMOTpaduIecKoi
KYJIBTYpPbI, METO/IBI, CIOCOOBI M CPEZCTBA
MOJTY4YEHUs1, XpPaHEHUS U IepepaboTKu
WH(POPMAIINH; IPUHIIUTIBI TOCTPOSHUS
COBPEMEHHBIX
MH(POPMAITMOHHOKOMMYHHUKAITMOHHBIX
TEXHOJIOTHi{; MOJIeNIN OpraHu3aluy JaHHBIX,
CETEBbIC MOJIENIN, HePaApPXUUECKUE MOJIEIH,
PESAUOHHYIO MOJIENTb U OOBEKTHYIO MOJIEINb.
NOIIK-3.2. Ymeer pewiaTh cTaHJapTHBIE
3a7a49¥ MPO(ECCHOHAIBHON AeITeTbHOCTH Ha
OCHOBE MH(OPMAIIMOHHOH U
Ooubnmorpauyeckoit KylnbTyphl ¢
pUMEHEHHEM UH()OPMAIIHOHHO-
KOMMYHUKAIIHOHHBIX TEXHOJIOTHH U C yUeTOM
OCHOBHBIX TpeOOBaHUI HHPOPMALIMOHHON
0€30IacHOCTH.

HNOIIK-3.3. Bnageetr MeTonaMu IIOUCKA U
aHan3a HQOpMAIMK IS TIOATOTOBKH
JIOKYMEHTOB, 0030p0OB, pedepaToB, TOKIAI0B,
myOJIMKalui, Ha OCHOBE MH(MOPMALIMOHHON U
O6ubnuorpauieckoil KylabTyphl, C yYETOM
COOJTIO/IEHUS aBTOPCKOTO ITpaBa U TpeOoBaHUN
MH(POPMALIMOHHOM O€30MaCHOCTH.




2 MecTo AUCHUILIIMHBI B CTPYKTYpe 00pa30BaTe/ibHOM MPOrpaMMbl

Juctumnnmna «HbopMamonHas 6€30MacHOCThY OTHOCHUTCS K YHCTY YYEOHBIX AMCIUILINH

dbopmMupyemble y4acTHUKaMH 0Opa3oBaTebHBIX OTHOIICHHH dYactu «MT-pa3paboTka» OCHOBHOMH
o0pa3oBareIbHON IPOrPaMMBI.

I[I/ICHI/IHJ'II/IHa B3aUMOCBA3aHa JOTHYCCKHU U COACPKATCIIBHO-METOANYECKHU CO CICAYIOINIMMU

aucuuimHaMu 1 npaktukamu OOIT:

. «OCHOBBI TECTUPOBAHUSAY,

. «[IpoekTupoBaHue MOIH30BATEIBCKUX HHTEPPEHCOBY,
. «Pa3paboTka TEKCTOB M JOKYMEHTALUK,

. «ba3bl TaHHBIX»,

. «KopnoparusHble ”HPOPMAILIMOHHBIE CUCTEMBI»,

. «Beb pazpaboTkay,

. «IIpoekTHas 1eATEeIbHOCTDY.

3 CTpyKTypa U cojep:KaHue TUCIUTIITHHbI

9JacoB).

OO6mias TpyA0EMKOCTh JTUCHUILIAHBI COCTABIACT 4 3aUueTHBIX eAUMHUILI 144 akajeMHU4ecKux

3.1 Buabl yueOHoi1 padoThI M TPYI0EMKOCTh

(mo ¢popmam o0ydyeHuUs)

3.1.1 Ounas dhopma oOydeHHs

Ne KosmyecTBo CemecTpbl
w/n Buj yueGHoii padoThl 4aCOB 7
1 | AyauTopHble 3aHATHS 54 54
B Tom uncie:
1.1 | Jlexkuuu 18 18
1.2 | CeMuHapckue/mpakTUUECKUE 3aHSITUS 18 18
1.3 | JlabopaTtopHBbI€ 3aHATHUSA 18 18
CamocrosTeqbHas pabora 90 90
IIpomesxxyTouHas aTTeCTALMA
3adet/mu.3a4eT/3K3aMeH IK3aMeH IK3aMeH
Uroro: 144 144




3.2 TemaTn4yecKuii NJIaH U3yYeHUS TUCIHUINITHBI

(mo ¢popmam oOyueHus)
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{ BBoanas neknusa «OCHOBBI 3 3 3
nH(pOpMaITMOHHOM 0€301TaCHOCTH
5 JI/p Nel «3amuta ot XSS 1 3
INJECTION (mocTostHHOI# )»
3 JI/p Ne2 «3ammra ot XSS 1 3
INJECTION (otpaxeHHOM)»
4 Jl/p Ne3 «3ammra ot FILE 1 3
INJECTION»
5 Jlexnust «Ya3BUMOCTH BeO- 3 3 3
MIPUIIOKEHU I
6 Jl/p Ne4 «3ammra or BRUTE 1 3
FORCE»
. JI/p Ne5 «3Bamuta ot 1 4
CLICKJACKING»
g JI/p Ne6 «3ammra ot SQL 1 4
INJECTION (cnenoit)»
9 Jlexmus «HdopmanmoHHast 3 3 4
6e3onacHocTh B IHTepHeT. TpeH1p1»
10 JI/p Ne7 «3amura ot SQL 1 4
INJECTION (sBHOI1)»
T JI/p Ne§ «3Bamuta o1 3arpy3ku 1 4
BPEIOHOCHBIX (haioB»
1 JI/p Ne9 «3Bamuta ot ciaboro 1 4
mudpoBaHUS
13 Jlexuust «3ammTa BeO-NPUIIOKEHUN 3 3 4
Ha PHP»
14 JI/p Nel0 «3amuTa OT BBIIOIHEHUS 1 4
KOMaH/]I Ha CepBepe»
15 | JI/p Nell «3ammura or CSRF araku» 1 4
16 Jl/p Nel2 «3amuta OT pacKpbITUS 1 4
Ty TH»
17 | Jlekuust «OcHOBHBIE yTpo3bl by 3 3 4
Jl/p Nel3 «3amuta oT noay4eHus 1 4
18 | mcxomnoro koma npunoxeHus




(momHOrO)»

19 JI/p Nel4 «l:)amHTa oT HOJ‘I}:‘I@HI/IH 1
TpaH3aKIUH MOJIb30BaTENCH»

20 JI/p Nel5 «3ammra ot l;IOJ'Iy‘leHI/IH 1
JAHHBIX TOJIb30BaTeNICH»

o1 Jlexknusa «MoTtuBanus 3 3
37I0YMBIIIEHHUKA)

2 JI/p Nel6 «3amura OT OITY4EeHUS 1
MIOJIHOTO JIOCTYIA K CEPBEPY»

53 JI/p Nel7 «3amura oT aBTOPU3AIUH O] 1

IIPOU3BOJIbBHBIM ITOJIB30BATCICM»

JI/p Nel8 «3ammura oT mepeBoja CpeacTB 1
24 | OT MHIIA APYroro MOJb30BaTENs»

Hroro 144 18 18 18

3.3 Conep:kaHue TUCHHUILIHHBI
OcHoBbl HH(GOPMAITMOHHOI 0€30MacHOCTH
Vazsumoctu BeO-npunoxenuit u UC
Nudopmarmonnas 6e3onacHocth B IHTepHET. TpeH b
3amura BeO-mpritoxkeHuii Ha PHP.

OcHosHble yrpo3sl 1b.

© g s ke

MortuBanus 3JIOYMBIIIJICHHUKA

3.4 TemaTuka J1a0OpPaTOPHBIX 3AHATHI
1. 3AIIMTA OT XSS INJECTION (IIOCTOSITHHOW)
Cooeporcanue u nopsiOoK 8bINOIHEHUS 1AO0OPAMOPHOU paOOMbL:
° aHaJIM3 KO/Ia TECTOBOTO MPUJIOKEHUS U HAXOXKICHNUE YKa3aHHOU YSI3BUMOCTH;

® pa3pa60TKa IMPUITOKCHU A oe3 YKa3aHHOﬁ YA3BUMOCTH.

2. 3AIIUTA OT XSS INJECTION (OTPAXXEHHOIT)
Cooepoicarnue u nops0oK 8bINOIHEHUS 1AOOPAMOPHOU padombl:
° aHaJIU3 KoJla TECTOBOTO MPHJIOKEHUS U HAXOXKICHUE YKA3aHHOW YSI3BHUMOCTH; ®

pa3paboTKa MPUIIOKEHUS 0€3 YKa3aHHOU YSI3BUMOCTH.

3. SAIINTA OT FILE INJECTION
Cooepoicarnue u nops0oK 8bINOIHEHUS 1AOOPAMOPHOU padombl:
° aHaJIN3 KOJIa TECTOBOTO MPHIIOKCHUS U HAXOXKICHUE YKA3aHHON YI3BUMOCTH;

° pa3paboTKa MPUIIOKEHUS 0€3 YKa3aHHOU YSI3BUMOCTH.




4. 3AILIUTA OT BRUTE FORCE
Cooeporcarue u nopsiOOK 8bINOIHEHUS 1AOOPAMOPHOU paOOMb:
° aHaJIM3 KOJIa TECTOBOTO MPUJIOKECHUS U HAXOXKICHNUE YKa3aHHOU ySI3BUMOCTH,

° pa3paboTka npuioKeHus 0e3 yKa3aHHOU yA3BUMOCTH.

5. 3AIIUTA OT CLICKJACKING
Cooeporcarue u NOpsiOOK 8bINOIHEHUS 1ADOPAMOPHOL paboOmbl.
° aHaJIN3 KOJIa TECTOBOTO MPUJIOKECHUS U HAXOXKICHNE YKa3aHHOU ySI3BUMOCTH,

° pa3paboTka MpUIoKEeHUs 03 YKa3aHHOW ySI3BUMOCTH.

6. 3AIUTA OT SQL INJECTION (CJIETION)
Cooeporcarue u nOpsiOOK 8bINOIHEHUS 1AOOPAMOPHOU pabOOMb:
° aHalM3 KOJa TECTOBOTO NPWIOKEHHS M HAXOXKICHHWE YKA3aHHOU YS3BHMOCTH; ©

pa3pa60TKa IMPUITIOKCHUA 0e3 YK8.38.HHOI7I YA3BUMOCTH.

7. 3AILUTA OT SQL INJECTION (SIBHO)
Cooepoicanue u nopsi0oK 8bINOIHEHUS IAOOPAMOPHOU padOmbL:
° aHaJIU3 KOJIa TECTOBOTO MPHJIOKCHUS U HAXOXKICHUE YKA3aHHOU YSI3BUMOCTH;

® pa3pa60TKa MIPUITOKCHUA oe3 YKaSaHHOﬁ YA3BUMOCTH.

8. 3AILUTA OT 3AI'PY3KH BPEJJOHOCHBIX ®AMJIOB
Cooepoicanue u nopsi0oK 8bINOIHEHUS IAOOPAMOPHOU padOmbL:
° aHaJIM3 KO/Ia TECTOBOTO MPUIIOKEHUS U HAXOXKICHNE YKa3aHHOU ySI3BUMOCTH;

L] HCIIPABJICHUC YA3BHUMOCTHU.

9. 3ALIUTA OT CJIABOT'O IIU®POBAHU A
Cooeporcanue u nopsa0oK 8bINOIHEHUS 1AOOPAMOPHOL pabombi:
° aHaJIM3 KOJIa TECTOBOTO MPHIIOKEHHS U HAXOXK/ICHNE YKa3aHHOW ysS3BHUMOCTH;

L] HCIIPABJICHUC YA3BHUMOCTHU.

10. SAIINTA OT BBITTOJIHEHHMA KOMAHJ]I HA CEPBEPE
Cooepoicarnue u nops0oK 8bINOIHEHUS 1AOOPAMOPHOU pabOmbl:
° aHaJIM3 KOjla TECTOBOTO MPUIIOKEHHS U HAXOXKICHUE YKa3aHHOW yA3BHMOCTH,

® HCITPABJICHUC YA3BHUMOCTH.

11. 3AIINTA OT CSRF ATAKHA
Cooepoicarnue u nops0oK 8bINOIHEHUS 1AOOPAMOPHOU padombl:
° aHaJIM3 KOjla TECTOBOTO MPUIIOKEHHS U HAXOXKICHHUE YKa3aHHOU yA3BHMOCTH,

® HCITPABJICHUC YA3BHUMOCTHU.



12. 3AIIUTA OT PACKPBITUSA ITYTU
Cooeporcarue u nopsiOOK 8bINOIHEHUS 1AOOPAMOPHOU paOOMb:
° aHAJIM3 KOJIa TECTOBOTO MPUIIOKECHUS U HAXOXKICHNE YKa3aHHOU ySI3BUMOCTH,

L] HCITPABJICHUEC YA3BHUMOCTH.

13. 3AHIUTA OT TOJYYEHUA HUCXOJHOI'O KOIJA TIPHUIIOXEHUA
(ITOJIHOTI'O)

Cooeporcarue u nOpsiOOK 8bINOIHEHUS 1AOOPAMOPHOU pabOOMb:

° aHAJIM3 KOJIa TECTOBOTO MPUIIOKECHUS U HAXOXKICHUE YKa3aHHOU ySI3BUMOCTH;

® HCIIPABJICHUC YA3BHUMOCTHU.

14. 3AIIUTA OT ITOJIYUEHU S TPAH3AKIINI ITOJIb30BATEJIEM
Cooepoicanue u nops0oK 8bINOIHEHUS 1AOOPAMOPHOU pabombi:
° aHAJIM3 KOJIa TECTOBOTO MPHIIOKCHUS U HAXOXKICHNUE YKa3aHHOU ySI3BUMOCTH;

L] HCIIPABJICHUC YA3BHUMOCTHU.

15. 3AIUTA OT ITIOJIYUEHUS TAHHBIX ITOJIb30BATEJIEM
Cooeporcanue u NopsiOOK 8bINOIHEHUS 1AOOPAMOPHOU paOOMbL:
° aHaJIU3 KOJIa TECTOBOTO MPWJIOKEHHS U HAXOXKICHUE YKa3aHHOW ysS3BHMOCTH;

® HCIIPABJICHUC YA3BHUMOCTHU.

16. SAIIUTA OT ITOJIVUHEHUMA TTOJIHOT'O JJOCTVYIIA K CEPBEPY

Cooeporcanue u nopsa0oK 8bINOIHEHUS 1AOOPAMOPHOL pabombi:

° aHaJIM3 KOJIa TECTOBOTO MPHIIOKEHHS U HAXOXK/ICHNE YKa3aHHOW ysS3BHUMOCTH;

° UCTIPABJICHUE YSI3BUMOCTH.

17. 3AIINUTA OT ABTOPU3ALIMU 1O/ ITPOM3BOJIBHBIM ITOJIB30BATEJIEM
Cooeporcanue u nopsa0oK 8bINONHEHUS 1AOOPAMOPHOL pabombi:

° aHaJIM3 KOJIa TECTOBOTO MPWIIOKEHHS U HAXOXK/ICHNE YKa3aHHOW ysS3BHMOCTH;

° UCTIPaBJICHUE YSI3BUMOCTH.

18. 3AIINUTA OT IEPEBOJIA CPEACTB OT JIMLA APYT'OI'O I[TOJIbB30OBATEJIA

Cooepoicarnue u nops0oK 8bINOIHEHUS 1AOOPAMOPHOU padombl:
° aHaJIM3 KoJla TECTOBOTO MPUJIOKEHUS M HAXOXKJICHHE YKa3aHHOW YSI3BUMOCTH; ®

HCIIPABJICHUC YA3BUMOCTH.

4 Y4yeOHO-MeTOAUYeCKOe U HH(POPMALIMOHHOE o0ecIieueHue

4.1 OcHoBHasl JuTEpaTypa

1. KpakoBckuit, 0. M. 3amurta nadopmannn : yueoHoe mocodbue / FO. M. Kpakosckuit. —
PoctoB-Ha-/lony : ®enukc, 2016. — 347 c. — ISBN 978-5-222-26911-4. — TekcT : 31eKTPOHHBIH

9



// Jlanb : anexkTpoHHO-OMOMMOTeuHas cucremMa. — URL: https://e.lanbook.com/book/102279 (nmara
obparmenus: 28.09.2023). — Pexum goctyna: st aBTOPHU3. TOJIb30BaTECH.

4.2 /lonoJIHUTEJIbHAS JIUTEPaTypa

1. Jleontses, A. C. 3ammura uadopmarun : yaeoHoe mocodue / A. C. JleonTheB. — MoCKBa :
PTY MUPDA, 2021. — 79 c. — TekcT : anekTpoHHbIi // JIaHb : 3IeKTPOHHOONOINOTEYHAs CHCTEMA.
— URL: https://e.lanbook.com/book/182491 (mara oOpameHus:

28.09.2023). — Pexxum moctyna: s aBropu3. [lomb3oBareneii.

4.3 DieKTpOHHBIE 00pa3oBaTebHbIE PeCYpPChI

3amuta nHpopmanmu https://online.mospolytech.ru/course/view.php?id=10487

4.4 J/InieH3MOHHOE U CBOOOHO pacnpoCcTpaHsieMoe NPOrpaMMHOe
ol0ecnevyeHnmne

Visual Studio Code
Bpaysepsr Chrome, Edge, Firefox

OpenVPN c npaBaMu 114 3a11ycka y CTYJ€HTOB
FileZilla

PuTTy

Git

Node.js 18

Python 3.10

Wireshark

©oNo s WDNE

4.5 CoBpemennble npodeccnoHalbHbIe 0a3bl JAHHBIX U HHPOPMALIMOHHbIE
CIIPaBOYHbIE CUCTEMBI

1. https://owasp.org/

5 MarepuajibHO-TeXHHUYECKOe o0ecnedeHue

s mpoBeneHus: 1abOpaTOpHbIX pabOT U CAMOCTOSTENbHOW PadOTHI CTYAEHTOB MOAXOAST
ayIUTOPHH, OCHALICHHbIE KOMIIBIOTEpAaMH C HPOrPaMMHBIM OOECIEYeHHEM B COOTBETCTBHM CO
CIIMCKOM B MYHKTE 4.5 U MOAKIIOYEHHbIE K UHTEPHETY.

Yucno pabounx MecT B ayAUTOPUU JIOMKHO OBITh [OCTaTOYHBIM JJsi oOecredeHus
WHAUBUIYAIbHON pabOTHI CTYIEHTOB.

Pabouee mecTo mpenopaBatens JOMKHO ObITh OCHAIIEHO KOMITBIOTEPOM C MOJKJIIOYEHHBIM K
HEMY ITPOEKTOPOM MJIM MHBIM aHAJIOTMYHBIM 10 (PYHKIIMOHAJILHOMY Ha3HAuE€HUIO0 000PYIOBaHUEM.

6 MeToauuyeckne peKOMeHIALNH

6.1 MeTonnueckue peKOMeHIAUMHU /ISl IPENoJABaTe sl 10 OPraHU3ALNH
o0yueHust
Mertonuka mpernogaBaHus AUCHUIUTHHBL «HpOpMaIoOHHAsT 0€30MaCHOCTE» U PeaTnu3alius
KOMIIETEHTHOCTHOTO [O/IXOfa B W3JIOKEHHH W BOCIPUATHU MaTepHaia IpeaycMaTpUBaeT
UCIIONBb30BaHUE CJICAYIOUIMX AKTUBHBIX M HWHTCPAKTUBHBIX (DOPM TPOBEICHUS TPYIINOBBIX,
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WH/IMBUIYAIGHBIX, AyAMTOPHBIX 3aHATHH B COYETAHHH C BHEAYAHTOPHOW pabOTOH C IIEIbIO
dbopMHUpOBaHUS U Pa3BUTHS MPO(HECCHOHAIBHBIX HABBIKOB Y 00YUYaOIIUXCS:

®  BBINOJHEHHE JIAOOPATOPHBIX PadOT B 1a0OPaTOPHUSX By3a; MOCEIICHUE JICKIIHIA;
®  UHIVBHIYaJbHBIC U IPYNIIOBbIC KOHCY/IBTAIIMU CTYCHTOB MIPEIOIaBaTEIIeM;

e rmocerieHne NpoGUIbHBIX KOH(EepeHIHiA 1 paboTa Ha MacTep-KiIaccax IKCIEPTOB
CHELMAINCTOB B BEO-TEXHOJOT X, BeO-pazpadoTke, MHTEpHET-MapKETUHTE U APYTUX
npodecCHOHANBHBIX 00IaCTSX.

CamocrosTenpHas BHCAYAUTOPHAA pa60Ta CTYACHTOB COCTOMT M3 ITOATOTOBKH K BBIIIOJTHECHHUIO
H 3alIuTe J'Ia60paT0pHBIX pa60T, HU3YUCHHUIO TCOPCTUUCCKOIO0 Mar€puajia, a TaKXKE IMOATOTOBKH K
HpOMeX(YTOHHOﬁ arT€CcTaluu BO BpEMA 3K3aMeHaHI/IOHHOﬁ CECCHM.

Pexomenpayercs:

1. [Ipy MmOArOTOBKE K 3aHATHUSIM CJIEAyeT MpelBapUTENbHO MpopaboTarh Marepual
3aHATHA, TPEIYCMOTPEB €ro IMojadyy TOYHO B OTBEAEHHOE AJii 3TOro Bpems 3ausatus. Crnemyer
MOJITOTOBUTH HEOOXOAMMBIE MaTepHUalbl — TEOPETUUECKHE CBeIeHus, 3aaa4n u 1p. [Ipu npoBenenun
3aHATUA CIEAYeT KOHTPOJIUPOBATh MOJady Marepuala U pelieHHe 3aJaHuil C y4eToM yueOHOro
BPEMEHH, OTBEJICHHOTO JUIS 3aHSTHSL.

2. [Ipu mpoBepke pabOT M OTYETOB CIEAYET YYMTHIBaTh HE TOJBKO MPAaBUIBHOCTD

BBITIOJTHCHHU A SaI[aHHﬁ, HO H OITHMAaJIbHOCTH BI)I6paHHI)IX MCTOAOB pPCIICHHA, IPaBUIIBHOCTH
BBIINNOJIHCHUS BCEX €0 II1aroB.

6.2 Metonnueckue yKazaHus JJsi 00y4al0UIMXCH M0 0CBOECHUIO THCHUJINHbBI

N3yyeHne AMCLUUIUIMHBI OCYIIECTBIISIETCS B CTPOTOM COOTBETCTBHH C 1€JIEBOM YCTaHOBKOI B
TECHOM B3aUMOCBS3H y4eOHbIM I1aHOM. OCHOBOM T€OPETUUYECKOM MOJTOTOBKHU CTYIEHTOB SBIISIOTCS
ayoumopHule 3aHamus, 1eKyuu, 1abopamopivie pabomul.

B mporecce camocTosTenbHONW paOOTHI CTYIEHTHI 3aKpEIUISIOT W YIIYONISIOT 3HAHUA,
IMOJIYYCHHBIC BO BpEMs aydUTOPHBIX 3aHﬂTHﬁ, I[Opa6aTBIBaIOT KOHCIIEKTHI U 3aIliMCH, I'OTOBATCA K
NPOBENICHUIO U 00padaThIBalOT Pe3yNbTaThl JA0OPAaTOPHBIX PabOT, TOTOBATCS K MPOMEKYTOYHON
aTTecTalllt, a TAKXKe CAMOCTOATEIbHO M3Y4alOT OT/EIbHbIE TEMbl Y4eOHON POTrpaMMBlI.

Ha zanstusx CTYACHTOB, B TOM 4YHMCJIC NpcArnojararomux IMpakKTUICCKYHO OCATCIbHOCTD,
OCYIIECTBIISIETCS 3aKPETICHHUE MOTyYSHHBIX, B TOM YHCIIE U B MPOIECCE CAMOCTOSTEIIEHOW paboThI,
3HaHui. Ocoboe BHHMaHue oOpalllaeTcss Ha pa3BUTHE YMEHHMH M HaBBIKOB YCTAHOBJICHMS CBSI3U
MOJIOKEHUH TeopUHu ¢ MpodeccuoHaNbHON JesATeIbHOCTBIO Oyaylero cnenuanucTta B odnactu Beod-
TEXHOJIOTUH.

CamocrosrenbHas paboTa OCYIIECTBISIETCS MHIUBUAYaIbHO. KOHTpOIb caMoCTOsATEIbHOM
paboThI OpraHu3yercs B IByX Gopmax:

° CaMOKOHTPOJIb U CAMOOIIEHKA CTY/IEHTA,

o KOHTPOJIb CO CTOPOHBI Mpenojanareiei (TeKyIui U IPOMeKyTOUHBIH).
Texymuii KOHTPOJIb OCYIIECTBIISIETCS HA ayIUTOPHBIX 3aHATUAX, IPOMEXKYTOUHBIN KOHTPOJIb
OCYIIIECTBIIAETCS HA K3aMEHE B MUChbMEHHOH (YCTHOI) opme.

KputepusmMu OIleHKH pe3yabTaTOB CaMOCTOATEIHHON PaOOTHI CTYACHTA SBISIOTCS:

° YpOBEHb OCBOEHUS CTY/IEHTOM y4eOHOT0 Marepuaa;

° YMEHUS CTYIEHTa UCTOJIb30BaTh TEOPETUUECKUE 3HAHUSI IPU BHITIOJIHEHUU
MPaKTUYECKHUX 3a/1a9;

° c(hOpMUPOBAHHOCTH KOMIIETEHIINIA;
11



° odopMIIeHHE MaTepralia B COOTBETCTBUU C TPEOOBAHUSIMHU.

7 ®OoHJ OLIEHOYHBIX CPEACTB

7.1 MeToabl KOHTPOJISI U OLlEHUBAHUS Pe3yJIbTATOB 00y4YeHus!

B mpormecce 00ydeHHUsT MUCIONIB3YIOTCS CIEAYIONIUE OICHOYHBIE (POPMBI CAaMOCTOSTEIBLHOM
paboOThI CTYJAEHTOB, OIEHOYHBIE CPEACTBA TEKYIIETO KOHTPOJS YCIEBAEMOCTH W IPOMEKYTOUHBIX
aTTecTaluN:

° BBITIOJTHEHHE J1a00paTOPHBIX padoT, 3auerT.

7.2 lllkajia 1 KpUTEPUM OLICHUBAHNS Pe3yJIbTATOB 00y4eHHUsA

[Toka3arenem OIEHMBAHUS KOMIIETEHIIMI Ha Pa3IMYHbIX dTanax ux (POPMHUPOBAHUS SBISACTCS
JOCTH)KEHUE 00yUYaroIUMUCS IJIAHUPYEMBIX PE3YJIbTaToOB 00YUYEHHUs IO AUCIUTIINHE.

Kpurepun onenuBanuns

IMoka3zarean
2 3 4 5

OIIK-3. CiocobeH pemaTh CTaHIapTHBIC 3a/1a91 TPO(EeCCHOHABHOM JIeATEIPHOCTH Ha OCHOBE
UH(POPMAITMOHHOW ¥ OMOIHOTpaduecKoil KyIbTYphl ¢ IpUMEHEHHEM HH(POPMAITMOHHOKOMMYHUKAI[HOHHBL
TEXHOJIOTHI U C Y4E€TOM OCHOBHBIX TpeOOBaHM HH(POPMAITMOHHONW OE30MTaCHOCTH
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NOIIK-3.1. 3HaeT npuHLUIIBI
UH(POPMAITMOHHON U
6ubimorpadudecko i KylnbTypbl,
METOJIBI, CIIOCOOBI M CPEeICTBA
NOJTY4EHUs!, XPAaHEHHS U
nepepadoTKu HHPOPMAITHH;
TPUHIUITBI TIOCTPOCHHS
COBPEMEHHBIX
WH(POPMAITTOHHOKOMMYHHUKAIIMOHHBI
X TEXHOJIOTHI; MOJIEIIN OpTraHU3aIUN
JTAHHBIX, CETEBBIC MOJIEIIH,
uepapxuuecKue MOEH,
PESALMOHHYIO MOJIESIb U OOBEKTHYIO
Moaenb. MOIIK-3.2. YMmeer pemarb
CTaHJapTHBIE 3a/1a4U
npodecCUOHANBbHON AEATEIbHOCTH
Ha 0CHOBE MH()OPMAIIMOHHON 1
6ubimorpadudecko i KylnbTyphI ¢
pUMEHEHHEM
UH(POPMAIIMOHHOKOMMYHHUKALIMOHHBI
X TEXHOJIOTUH U C

OO6yuatomuiics
JNEMOHCTpPUpPYE
T MOJIHOE
OTCYTCTBUE
HIIH
HEI0CTAaTOYHOC
COOTBETCTBHEC
MaTtepuary
JHACIUATUTHHBI
3HAHHMH,
YKa3aHHBIX B
WHJIUKATOpax
KOMITIETEHIINI
JHACIUATUTUHEL

OO6yuatomuiics
JEMOHCTPHUPYET
HETIOJIHOE
COOTBETCTBHEC
CJIeIYIOLIUX
3HAHUI,
YKa3aHHBIX B
WHJIUKATOpax
KOMIETEHIIAH
JUCIUTLIHHEL.
Honyckarorcs
3HAYUTEIIbHBIC
OIINOKH,
MPOSIBIISACTCS
HEIOCTaTOYHOCT
b 3HAHUM, 11O
pAny
MoKazaTeneH,
oOyyJaromuiics
HCILITEIBACT
3HAYUTEIILHEIC
3aTpyaHEHUs
npu
OTIEpUPOBAHUU
3HAHUSIMU TIPU
UX MepeHoce Ha
HOBEIE
CUTYaIlUH.

OO6yuaromuiics
JEMOHCTPHUPYET
YACTUYHOE
COOTBETCTBUC
CJIEIYIOLIUX
3HAHUI,
yKa3aHHBIX B
WHINKATOPax
KOMITETCHITUH
JUCIHATIIHHEL
Ho
JIOTTyCKAFOTCS
HE3HAYUTEILHBI
€ OIINOKH,
HETOYHOCTH,
3aTpyIHEHUS
npu
AHAITUTHYECKUX
oTepaIusiX.

OO0yuatomuiics
JEMOHCTPHPYE
IIOJTHOE
COOTBETCTBHE
(1 (91390111704
3HAHUI,
yYKa3aHHBIX B
WHINKATOPax
KOMITETCHITUH
JUCIHATIIHHEL
CBo0OoxHO
oriepupyer
pUOOPETEHHB
Y 3HAHUSIMHU.
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YYETOM OCHOBHBIX TPeOOBaHHIA
MH(POPMALMOHHOM OE30MaCHOCTH.
NOIIK-3.3. Bnaneer meronamu
MOVICKA U aHaJIN3a HHPOPMAIIHH IS
MOITOTOBKH JIOKYMEHTOB, 0030POB,
pedeparoB, TOKIAIOB, MyOIHKAIHH,
Ha OCHOBE MH(POPMAITMOHHON U
o6ubnmuorpaduyecko i KyiabTypsl, C
YUYETOM COOJFOZICHUST aBTOPCKOTO
npaBa ¥ TpeOOBaHUI
nH(pOpPMAITMOHHOM 0€30MTaCHOCTH.

7.3 OueHo4HbIE CpecTBA

7.3.1 Texymuii KOHTPOJIb

B pe3ynbrare ocBoeHUs IUCHUILTUHBI GOPMUPYIOTCS cienyromiie komnereHuuu: OITK-2

B npouiecce ocBoeHust 00pa3zoBareabHON IPOrpaMMbl JaHHbIE KOMIETEHIIMH, B TOM YHCIIE UX
OTACJIBHBIC KOMIIOHCHTHI, (bOpMI/IpyTOTCSI IIO3TAITHO B XOA€ OCBOCHUSA O6yan-OHII/IMI/IC$[ JUCHUITIINHBI
B COOTBETCTBHUU C yUE€OHBIM IUIAHOM U KaJeHAapHBIM IpadukoM yueOHOTO Tpoliecca.

7.3.2 [IpomexxyTouHasi aTTecTalus
[IIxansl OLIECHUBAaHUS PE3YJAbTATOB IPOMEKYTOYHOM arTeCTAllMM U UX ONUCAHUE:

®OPMA MPOMEXYTOYHOM ATTECTAIIMU: DK3AMEH.

[TpomexyTouHas arTecTanus oOyJaroumxcs B (hopMe sK3aMeHa MPOBOTUTCS 0 Pe3ylbTaTam
BBIMIOJIHEHUsI BCEX BUAOB Y4eOHON paloThl, MPEeIyCMOTPEHHBIX Y4YeOHBIM IUTAHOM MO JAaHHOMN
JTUCIUIUIMHE (MOYIIO), IPU ATOM YUHUTBHIBAIOTCS PE3YIbTAThl TEKYLIET0 KOHTPOJIS YCIIEBAEMOCTH B
TedeHrne cemectpa. OIeHKa CTENEHU JOCTHKEHUS OOy4JaloUIMMUCS IUIAHUPYEMBIX PE3Yy/IbTaToB
o0y4yeHUs: MO JUCHUILUIMHE (MOJYNI0) TMPOBOJUTCS IMpernoAaBareieM, BEeAYIIUM 3aHSATHS 110
JTUCIUILIMHE (MOJYII0) METOAOM SKCIEPTHOI oneHkH. [1o uToram mpomexyTouHoil arrecTaluu mno
JUCIUIUINHE (MOAYIIO) BBICTABISAETCS OLEHKA «OTIIMYHOY, «XOPOILI0», «yIOBIETBOPUTEIHHO» WIH
«HEYIOBJIETBOPUTEIBLHO.

K mpomexyTouHO#l arTecTanuy JO0IMYCKAIOTCS TOJIBKO CTYAEHTHI, BBIIIOJIHUBILNE BCE BUIbI
yueOHO#l paboThl, IpeaycMOTpeHHbIe paboueil nmporpammoit no auctumnae «MHbopmanoHHas
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0€30MacHOCTh» — BHINOJIHEHHE U 3amuTa JlaboparopHbIx paboT cOrIacHO MOTYYEHHOMY 3aJaHHIO C
JOCTHXKEHUEM ITOPOTOBOT0 3HAYCHUSI OL[CHKHU.

Hlkaaa
OlleHUBAHUSA

Onucanue

OT1iIn4HO

Cpennee 3HaueHue A BceX (HOPMHPYEMBIX Ha MOMEHT IPOBEICHHS
arTecTaliyd YPOBHEW KOMIETCHIIHMA — 5. BBIMOTHEHBI Bce BUABI Y4eOHOM
paboTHI, IPeayCMOTPEHHBIC yU4eOHBIM TUIaHOM. CTYIEHT AEMOHCTPHUPYET
COOTBETCTBHE 3HAHWI, yMEHWW, HABBIKOB MPHUBEICHHBIM B TaOIUIAX
MoKa3aTeliel, OmepupyeT NPHOOPETEHHBIMUA 3HAHUSMH, YMEHUSIMHU,
HaBBIKAMH, TPUMEHSET UX B CUTYalMsIX MOBBIIIEHHON cloxkHOCTU. [Ipn
9TOM MOTYT OBITh JNOMYIICHBl HE3HAUUTEIbHBIE ONIMOKH, HETOYHOCTH,
3aTPYHEHUSI TNPU aHAJUTHUYECKUX OIECpalusX, MNEPEHOCE 3HAHWU U

YMGHI/Iﬁ Ha HOBBIC, HCCTAHAAPTHLIC CUTYallhuU.

Xoporo

Cpennee 3HavyeHue a1 Bcex (OPMHUPYEMBIX HAa MOMEHT IMPOBEACHUS
arTecTaluy ypoBHEH KoMIieTeHInil — 4. BoimomHeHsl Bce BUIbI yueOHOM
paboThl, IPeyCMOTPEHHbBIE YUeOHBIM MIaHOM. CTYIEHT JEMOHCTPUPYET
HEIOJIHOE, NPAaBUJIBHOE  COOTBETCTBUME  3HAHMI, YMEHHUH, HABBIKOB
MPUBEJCHHBIM B TaOJWIIAX IOKa3aTeliei, JU00 eCiau IpH 3TOM ObLIH
JIOTIYILIEHBI 2-3 HECYyIIeCTBEHHbIE OMIMOKH.

YI[OBJ'IGTBOpI/ITeJ'IBHO

Cpennee 3HadeHHE Ui BceX (OPMHPYEMBIX HAa MOMEHT IPOBEICHUS
aTTecTaluy ypoBHEH KoMIeTeHIM — 3. BrinonHeHsl Bce BUJIbI YUeOHOU
paboThI, TPEeyCMOTPEHHBIE yueOHBIM TuTaHOM. CTYIEHT JEMOHCTPUPYET
COOTBETCTBHE 3HAHUM, B KOTOPOM OCBEIIICHA OCHOBHAsI, HAauOoJee BaxHas
4acTh Marepuasa, HO MPHU 3TOM JOMyIIeHa OJHAa 3HAYWTEIbHAs OIIMOKa
WJTU HETOYHOCTb.

HeynosieTBopuTenbHO

He nocturayTo noporoBoe 3HauyeHHe XOTs Obl I OJJHOTO YPOBHS
(bopMHpyeMBIX Ha MOMEHT IPOBEJICHHs aTTecTalli koMneTenuil. He
BBITIOJIHEH OJIMH WK Oojiee BUJIOB y4eOHOM paboThl, TPEIyCMOTPEHHBIX
yueOHbIM T1aHOM. CTYEHT IEMOHCTPUPYET HEMOJIHOE COOTBETCTBUE
3HaHU, yMEHH, HaBBIKOB ITPUBEJCHHBIM B TaOJIMIIaX MOKa3aTeeH,
JIOMYCKAIOTCS 3HAYMTEIbHbBIE OINOKH, IPOSIBIIETCS OTCYTCTBUE 3HAHUIA,
YMEHHH, HaBBIKOB II0 Py MOKa3aTelel, CTYIEHT UCTIBIThIBAET
3HAYUTEIbHBIE 3aTPYJHEHUS MPU OTIEPUPOBAHUM 3HAHUSIMU U YMEHUSIMHU
IIPU UX MIEPEHOCE HAa HOBBIE CUTYaLIUU.

7.4 IlepedyeHb OLIEHOYHBIX CPEICTB

HaunmenoBanue
OIIEHOYHOT'O
Ne
OoC CpencTBa

IIpencrasienue
Kparkas xapakrepuctuka OLIEHOYHOTO
OIIEHOYHOT'O CPE/ICTBA cpeactBa B DOC

CpenctBo KOHTPOJIS,, OPTaHU30BAHHOE Kak
Mpe3eHTaus 00yJaroMCst
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pe3ynbraroB BbINogHEHUS KypcoBoro

Yerusii onpoc / MPOEKTA C AEMOHCTPALIMEN HAITISAHBIX KonTponbHbie
COOECE/IOBANKE, | \arepuaoB 1 OTBETOB Ha BOIPOCHI BOITPOCHI
(YO) MeAaroruaecKux

paboTHUKOB (pabOTHUKA) HA TEMY
JOKJIaga, TeMe, mpodiieMe | T.II.

Koneunsbrit MPOAYKT, TIOJIydaeMbld B
pe3yibTare IUIAaHUPOBAHUS U

HUCCICAOBATCIIbCKUX 33,HaHPII>i.
Ilo3Boaser OLICHUTD YMECHUA
O6yLIaI-OH_[I/IXC$I CaMOCTOATCIIBHO
KOHCTpYHUPOBATH CBOU 3HAHUS B

[Tpoekt nporecce perieHust MPAKTUYCCKHUX
(IT) 3aj1a4 ¥ POOIIEM, OPUEHTUPOBATHCS B
UH()OPMAIIMOHHOM ~ TPOCTPAHCTBE U
YPOBEHb c(OpPMHPOBAHHOCTH
AHAMTHYICCKHUX, HCCIICTOBATEIIBCKUAX
HABBIKOB, HABBIKOB MPAKTHYECKOTO W
TBOPYECKOTO MBIIUICHHST.  MOXeT
BBINIOJHATBCSL B HHIUBHIYaJIbHOM
HOPSIKE WM TPYIION 00yUYaroIIiXxcs.

Tunosas mporpamMmma

BBIIIOJIHEHHUA  KOMIIJIIEKCaA yLIe6HBIX n 9K3aMC€Ha

L O

10.
11.
12.
13.

14.
15.

7.5 Onucanne OLEHOYHBIX CPEACTB

IIporpecc MH(MOPMALMOHHBIX TEXHOJOTMH W  HEOOXOIUMOCTh
MH(POPMALIMOHHON 6€30MaCHOCTH.

OcHoBHbIE NOHATUS UH(HOPMAIIMOHHOM 0€3011aCHOCTH.
CrpykTypa noHATHS MH(OPMALIMOHHAsE O€30MaCHOCTb.
Cucrema 3amuThl HHQOPMAITUHU U €€ CTPYKTYpa.

OKOHOMHUYECKAS I/IH(I)OpMaI_II/IH KaK TOBap U 00BeKT 0€30I1aCHOCTH.

o0ecreyeHus

[Ipodeccuonanvubie TaiiHbl, uX BUIBL. OOBEKTHI KOMMEPUECKONW TallHBI Ha

MPEINPUSITHH.

[lepcoHanbpHBIE TaHHBIE U UX 3aIINATA.

WHudopmanimoHHble yrpo3bl, UX BUABI U IPUYMHBI BOSHUKHOBEHUSI.
WNudopmanmoHHbIe yrpo3bl VTSI TOCYIapCTBa.

WHopmalimoHHbIe yTpo3bl 11 KOMIAHUH.

Nudopmarmonnsie yrpo3bl 171 THYHOCTU ((PU3NYECKOTO JINLIA).
JleiicTBus 1 COOBITHS, HapyIIAIOIINEe HHPOPMAITMOHHYIO O€30MaCHOCTb.

JInuHOCTHO-TIpO(eCCHOHANBHBIE  XapaKTePUCTHUKH U JAEWCTBUS
CIOCOOCTBYIOIIMX pean3alui HH()OPMALMOHHBIX YIpo3.

Crioco6b! Bo3eicTBUSI MHPOPMAITMOHHBIX YTPO3 HAa OOBEKTHI.

Buemrnue v BHyTpeHHHE CyObEKTH HHPOPMAIIMOHHBIX YIPO3.

COTPY/IHHKOB,
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16. KommbrorepHbie MpecTyIIeHUs U UX KJIacCUu(PUKaIns.

17. HcTopudeckue acreKThl KOMIBIOTEPHBIX MPECTYIUICHUN U COBPEMEHHOCTb.

18. CyOBeKThI U PUIHHBI COBEPIIICHUSI KOMITBIOTEPHBIX MPECTYTIICHHIA.

19. BpenoHocHbIE TPOrpaMMBbl, KX BHJIBI.

20. HcTopust KOMIBIOTEPHBIX BUPYCOB U COBPEMEHHOCTb.

21. TocynmapcTBeHHOE peryaupoBaHre HHPOPMAIMOHHON 0€301MaCHOCTH.

22. JlesTenbHOCT,  MEXKAYHApOAHBIX  opraHu3amuii B cdepe uHDOpPMAMOHHON
0€30MacHOCTH.

23. HopmaruBHO-TIpaBOBBIC aCIeKThI B obnacTu nH}OpMaITMOHHON

6e3onacHoctu B Poccuiickoit dexepanuu.

24, JlokTpuHa nHGOpMaMOHHOM O6e3omacHocTH Poccun.

25. Yro10BHO-IIPaBOBOM KOHTPOJIb HAJl KOMIIBIOTEPHOMU ITPECTYIHOCTHIO B

Poccun.

26. ®denepanbHble 3akoHbI 110 11 B PD.

27. [Tonutrka 6€30MaCHOCTH U €€ TPUHITUIIBI.

28. @parMeHTapHbINA U CUCTEMHBIHN MOAXOJ K 3aIluTe HHPOPMAILIUH.

29. MeTombl U cpeicTBa 3aliuThl HHPOPMAIIHH.

30. Opranm3anuonHoe ooecrneueHue Ub.

31. Opranu3zanys KOH(QHICHITUATBHOTO JIeJIOPOU3BOJICTBA.

32. Komrinekc opraHM3almOHHO-TEXHUYECKUX MEPONPUATUN MO OOECIEYCHHIO 3alllUThI
uHpopMaIuu.

33. NnxeHepHO-TeXHUYECKOE 00ecTIedeHre KOMITbIOTEPHON 0€30IacHOCTH.

34. Opranu3aliioOHHO-IPABOBOM CTATyC CIY:KObI O€30MaCHOCTH.

35. 3ammra uapopmaiuu B UuTepHere.

36. DneKTpoHHAas oYTa U €€ 3alluTa.

37. 3ammTa OT KOMITBIOTEPHBIX BUPYCOB.

38. «boabHBIe» MOOUIIBHUKH U UX «JICICHHE.

39. [TonmynsipHble aHTUBUPYCHBIE IPOTPAMMBI U UX KIIaCCU(pUKAIHUS.

40. Opranu3zanys CUCTEMBI 3alUThl HHPOPMAIIMK SKOHOMHUYECKHX 00BEKTOB.

41. Kpunrorpadguueckue MeTop! 3aliUThl HHPOPMAIUH.

42. DTarnbl TOCTPOCHUS CUCTEMBI 3aIIUTHl HH()OPMAITIH.

43. Onenka 3 PpEeKTUBHOCTH HHBECTULIUH B MH()OPMALIMOHHYIO 0€3011aCHOCTb.

44, [Inan oOecrnedeHuss HempepbIBHOM padOTHl U BOCCTAHOBIECHUS (YHKIIMOHUPOBAHUS
ABTOMAaTU3MPOBAHHON WH(OPMAIIMOHHOW CHCTEMBI.

45. VYnpasnenue HHPOPMAIIMOHHOM OE30MMaCHOCTH Ha TOCYIaPCTBEHHOM ypPOBHE.

46. Aynut Vb aBTOMarn3upoBaHHBIX OAHKOBCKHX CHUCTEM.

47. DJeKTpOHHAS KOMMEPIIUSA U €€ 3allUTa.

48. MeHeKMEHT U ayTuT MHPOPMALIMOHHON O€30MaCHOCTH Ha YPOBHE MPEANPUSATHUS.

49. Nudopmarimonnasi 6€30MacHOCTh PETPUHUMATENECKON IEATEIBHOCTH.
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50. Obecneuenne HMHPOPMAITMOHHOW  0€30MaCHOCTH JIOJDKHOCTHBIX JINII

Y MIPEACTAaBUTENEN JEIOBBIX KPYTOB.

7.6 Tunosasi nporpaMma 3K3aMeHa
BPEMSI BBITIOJIHEHU A 3AJJAHU A

4 ACTPOHOMHYCCKUX Yaca. HepepBIBBI BO BpEMs BBIITIOJIHEHUA 3alaHUA HE ITPEAIIOIAararoTCs.

3AJJAHUE 5K3AMEHA

PykoBosicTBa 6aHKka BecbMa JIOBOJILHO BAllIUMU YCIIEXaMU B MOOMJIBHOM pa3paboTKe U pe3KUM
yBeJIMYCHHEM uncia KieHToB. [Tobena B konkypce "Jlydiiee 6aHKOBCKO€ MOOMIIBHOE TIPHIIOKEeHHE"
OTKPBLUIO Nepe/l BAMU TOPU3OHT HOBBIX 3a71a4, OJTHA U3 KOTOPBIX JICKUT B 00JIaCTH MHPOPMALIMOHHON
0€301MacHOCTH.

MHorouuciieHHbIe Kalo0bl KIIMEHTOB BBISIBUIIN CYLIECTBEHHYIO TPOOIEMY B UCHOIB3YyEMOM
IIPOrpaMMHOM OOECIIEYEHUH — HAIMUUE YA3BUMOCTEN BEO-IIPHIIOKEHUI U CEPBUCOB, C KOTOPHIMU Bhl
paboranu. Kak cneunanucty Hanbolsiee XOpoIIO 3HAKOMbIM ¢ UX AP (K coajleHHIo pa3padoTUUK
coOctBeHHO 10 ucues u3 noss 3peHus 0aHka, Mo ciiyXxaM IocIeAHUH pa3 ero Bujaenu Ha Kanapckux
OCTpOBaxX... HO CITy’0a 0€301MacHOCTH aKTHBHO €ro uieT) BaM mopyueHo mpoBecTu aymuT CEpBHCOB
¥ OOHAPYXUTH BCE YA3BUMOCTH.

PyxoBozacTBO OaHKa 1mocie npucKopOHOTo CUE3HOBEHUS pa3paboTunKa HE BIIOJTHE JJOBEPSIET
BaM, TOXTOMY TECTHpPOBaHHE OyleT MPOU3BOIUTHCS 1O METOAY “4€PHOrO SIMKa’, TO €CThb
U3HAYaJIbHO y Bac He OyAeT J0CTyNa K MCXOJHOMY KOy MPHIIOKEHHs (XOTsS BIIOCIEICTBUH, IPU
yCIIEIIHOM B3JI0M€, BBl cMOkeTe mocMOTpeTh AaHHBIM Kon). B mepByro ouepenp ayauTy JOIKHO
HOABEPTHYTHCS XOPOILIO U3BECTHOE CTaHIAPTHOE OAHKOBCKOE MPHIIOKEHHE, MMEIOLIee 3HAKOMBIN
uHTepdeiic 1 BO3MOKHOCTH — aBTOpU3aLUs, MOJIyYeHHE CIIUCKA ApY3eH, MPOBEIeHNE TPAH3AKIIUN U
NOJy4YeHUe CNUcKa TpaH3akuuil. VIMeHHO oHO, Onaromapsi ycrmexy MOOMJIBHOTO HpPUIIOKEHUS,
Han0oJiee YacTo UCHOIb3yeTCs KIMeHTaMu.

CpoyHOCTh M Ba)XHOCTbh 33J]aud BBIHYAWJIO PYKOBOJCTBO OaHKa OOBSIBUTH CYIIECTBEHHYIO
Harpajy 3a yCIICIIHOE BBIIIOJIHCHUE 3aJJaHUsl, 1a)K€ €CIIM OHO BBIIIOJHEHO JIUIIb YaCTUYHO. [Ipemus
3aBHCUT KaK OT CJI0O)KHOCTH, KpUTUYHOCTH M KOJIMYECTBAa OOHAPYKEHHBIX YSI3BUMOCTEH, IPUBOIAIINX
K YT€UKE IIEPCOHANIBHBIX TaHHBIX MATEPUAILHBIM U PEIIYTALIMOHHBIM IIOTEPSM, TaK U OT MOJIHOTHI UX
ONHUCAaHUS U pEeKOMEHJalui 1o ycrpaHeHuto. Ho momHuMTe — Bama panmpHedmias cyapba Kak
COTpyAHMKA OaHKa 3aBUCHUT OT IOJHOTHI PEIIEHHOMN 3a/lauy, cTapaiTech HAWTH KaK MOXKHO OoJIbIlIe
yA3BUMOCTEH nHaye OyZeTe yBOJIEHBI.

BXO/JHBIE JAHHBIE

st Toro, uToOBI TecThl He moBpeauian padouee 10, agMuHUCTpaTOphl OaHKA CO31AJIA JIBE
BUPTYyaJIbHble MallluHbl B popmare Virtualbox, MOTHOCTHIO KOMUPYIOUINE CHUCTEMbI JEHCTBYIOIINX
CepBEPOB, KOTOpPhIe BbI MOXeETE UCTIOIB30BATh ISl pAOOTHI.

1. BuptyanbHast ManiHa ¢ 1eiCTBYIONMM BeO-IPUIIOKEHUEM /7S TecTupoBanus. [locie
3amycka oOpasza BeO- MPHIOKEHHWE JOCTYIHO IO JIOKAJIbHOMY aJpecy BUPTYAIbHOM MalluHBI
(http://192.168.56.12). Mcnionp3oBaHrEM TaHHOW BUPTYaIbHOM MAITUHBI KaK-THO0 KPOME MPOTOKOJIA
HTTP, nu60 TecTupoBaHHE yA3BUMOCTH JPYTUX MPOTOKOJIOB HE Toipa3ymeBaercs. Mcxons u3 aToro
Ha Hell OTCYTCTBYET Irpaduueckas 000JI04Ka, U MallliHa 3allUIleHa 1apoJieM.

2. Buptryanbnas mamuna Kali Linux 2016.2 co cneumansubiM auctpuOytuBoM Linux c
rpaduveckoil 000JI0YKOM U MpeTyCTaHOBICHHON BO3MOYKHOCTBIO BBOJA TEKCTA HA PYCCKOM SI3BIKE
JUIsl IPOBEJEHUS TeCTUpOBaHUs. J[aHHas BUpTyallbHAs MallMHA HAXOJUTCS B TOM K€ BUPTYyaJbHOU
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MOJCETH, YTO W MallMHa C BeO-NPUIOKEHUEM — TakUM 00pa3oM, HMeeTcs BO3MOXHOCTb
UCIIONIb30BaTh MHCTPYMEHTHI, Bxoxasmue B cocTaB Kali Linux, Hampsmyio Ha TecTHpyeMOM
MPUIOKECHUH.

BbIXOAHBIE JTAHHBIE

B pesynbrare pabotsl B manke "Pabouuii cmon/@HO - Homep epynnvt/ WEBSECURE" nonxen
OBITH TIpeOCTaBIeH (ailil report.docx, cogepxKaiuii CIeIyOIY0 HHHOPMAITHUIO.

Bamy ®H1O.

Homep rpymibi.
Tabnuiry ¢ 0TYETOM O HAlACHHBIM YSI3BUMOCTSIM, COAEPIKAIILYIO CIEeTYIOLTYI0 HH(pOpMaIIHIO:

Ne o mopsiaky:

. BUJI YSA3BUMOCTH;

. MECTO PacIoiI0KEeHUE B BeO-CEpPBUCE;

. HCIOJIb3YEMBIH c110c00 0OHAPYKEHUS YSI3BUMOCTH;

° OIMMCAHUC YA3BUMOCTU,

. NOTEHIMAJIbHBIE YTPO3bI ISl pACCMAaTPUBAEMOI0 BEO-TPUIIOKEHMS;

. METO/Ibl YCTPAHEHUs YSI3BUMOCTEM TaHHOIO THUIIA;

° IMPHUYUHBI BOSHUKHOBCHUSA YA3BUMOCTHU B JaHHOM BC6-HpI/IJIO)K€HI/II/I;

° PEKOMCHAAIWH 110 YCTPAHCHUTIO YA3BUMOCTH,

. CKPUHULIOTHI 9KPAHOB, MOKA3bIBAIOLIUE MpOLecC OOHAPYKEHHsI M pe3yibTar

WCIIOJIB30BaHUS YA3BUMOCTH 3JI0YMBIIIJICHHUKOM.
YCJIOBHA BBIITOJIHEHM A PABOTBI

I[J'ISI BBITIOJIHCHUSA 3aJaHHd OOIYCKACTCA HCIIOJIb30BAHUC TOJIBKO YCTAHOBJICHHBIX
cpencts u [10 nokanbHOro KOMIIbIOTEPA U YKa3aHHBIX BUPTYalbHbIX MallivH. He nomyckaercs
UCIIOJIb30BaHUE HMHTEpPHET B JI0OOM BuME, flash-Haxonurenei, TenepoHOB, HOYTOYKOB,
MaTepHajIoB Ha cepBepax.

KPUTEPNHM OLUEHKHU 3ATAHMA

DA d 'i

XSS INJECTION (ITOCTOSAHHAS) 2000

1|Haxoxxnenue 200

2|ITonHOE ommcaHue 800
3(PexomeHjauu 1o UCTpaBICHUIO 1000
XSS INJECTION (OTPAKEHHASI) 1000

4 HaxoxaeHne 100

S|TlonHOE onMcaHue 400

6| PekoMeHjanimy o UCIpaBIeHUIO 500
FILE INJECTION 2000

7|Haxoxaenue 200

8 [TomHOE onucanue 800
9(PexomeH nanuu 1o MCIpaBICHUIO 1000
BRU E FORCE 3000

10| Haxoxxnenue 300
11{ITomHOC OnMICaHKE 1200
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12| Pexomenpanuu 1o ucrpaBieHHUIO

1500

CLICKJACKING 1000
13|Haxoxxnenue 100
14{ITonHoe onmcanue 400
15| PexoMenaaniuy o UCIpaBICHUIO 500

SQL INJECTION (CJIEITIAS) 3000

16 |Haxoxnmenue 300
17 |IlonmHOE OomMCcaHKe 1200
18 [PexoMeHmaluu 1Mo UCIpPaBICHUIO 1500
SQL INJECTION (SIBHAS) 2000
19 |HaxoxxacHue 200
20 [[TomHoe ommcanue 800
21 |PekomMeHalMK IO UCIIPABICHUIO 1000
3AI'PY3KA BPEJOHOCHBIX ®ANJIOB 2000
22 |HaxoxneHue 200
23 [[TomHOE OmHICaHUE 800
24 |PekoMeHaluK 10 UCTIPaBICHUIO 1000
CJIABOE HIM®POBAHUE 2000
25 [Haxoxnenue 200
26 [[TomHOE OTIHICAaHUE 800
27 |PexoMeHAalNHU IO UCIIPABIICHUIO 1000
BBIIIOJTHEHUE KOMAH/I HA CEPBEPE 4000
28 [Haxoxnenue 400
29 [[TomHOE OmHICaHUE 1600
30 |PexomeHalMU IO UCIIPABIICHUIO 2000
CSRF ATAKA 1000
31 [HaxoxxacHue 100
32 [[loxHoe ommcaHue 400
33 |PexomMeHalMU IO UCIIPABIECHUIO 500
PACKPBITHE ITYTHU 1000
34 |HaxoxacHue 100
35 [[loxHoe ommcaHue 400
36 |PekomMeHAALMH MO UCIIPABICHUIO 500
MNOJYUYEHUE UCXOJHOI'O KOJIA IMTPUJIOKEHUSA (ITOJTHOI'O) 6000
37 [Haxoxmenue 600
38 [[TomHoe omucaHue 2400
39 |PexomeHaluu O UCIIPABIEHUIO 3000
MOJIYYEHUE TPAH3AKIIUH ITOJB30BATEJIEN 1000
40 |Haxoxmenme 100
41 [[TomHoe ommcaHue 400
42 |PexoMeHAALNU IO UCIIPABIICHUIO 500
MOJIYYEHUE JAHHBIX ITOJIb30OBATEJIEN 1000
43 |Haxoxnmenne 100
44 [[TomHoe ommcaHue 400
45 |PexoMeHAALNH 10 UCIIPABIEHUIO 500
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INOJTYYEHHME ITOJHOT' O JOCTYIIA K CEPBEPY

10 000

46 |HaxoxnaeHue 1000
47 [[TomHoe ommcaHue 4000
48 |PekomMeHalMK 110 UCTIPaBICHUIO 5000
ABTOPU3AIUA 1O ITPOU3BOJIBHBIM ITOJIB3OBATEJIEM 1000
49 |HaxoxnaeHue 100
50 [[ToxHOE ommcanue 400
51 |PexoMeHaaIuu 1o UCIpaBICHUIO 500
IHNEPEBO/I CPEJICTB OT JIMIA JPYI'OI'O ITIOJIB3OBATEJIA 1000
52 |HaxoxupeHue 100
53 [[ToxHOE ommcaHue 400
54 |PexoMeHaaIMU 110 UCIIPABIICHUIO 500

COOTBETCTBHME HABPAHHBIX BAJIJIOB OLUIEHKE 3K3AMEHA Pesynbsrar paGoTsl
OLICHUBAETCS COITIACHO IIPUBEACHHBIM BBIIIE KPUTEPUSM, BBIIIOJHEHUE KaXKI0T0 U3 KOTOPBIX

YBEIUYMBACT PE3yJAbTUPYIOLIEE BO3HArpakJCHHE Ha YKAa3aHHOE 3HaueHHe. MaKkCcuMallbHOe

BUPTYaJIbHOE BO3HATrPAXICHHE, OIy4aeMO€e CTYICHTOM 3a YCHEIIHOE BBIOIHEHHE 3aJaHUs
¢ yuetoM Bcex kputepueB — 44 000$. MtoroBoe Bo3HarpaxxiaeHue npeodpa3yercs B OLCHKY

COMJIACHO ClIeNyIolei Tabiuile.

Jlnana3oH 6aioB Onenka
0...11999 HeynosnersopurenabHo
12 000 ... 15999 VY10BIETBOPUTEIBHO
16 000 ... 21 999 Xopol1o
22000 ... 44 000 OT1nraHo

Ha6paHHLIC Oautel U COOTBCTCTBYIOIIAA UM OLICHKA MMECT peI(OMeH,Z[aTCJ'IBHHﬁ XapakKTep —
9K3aMCHATOp UMECT IIPaBO CKOPPCKTUPOBATHL OLCHKY B TY UJIK UHYIO CTOPOHY.
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