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1. esn, 32724 U IVIAHUPYEMbIe Pe3yJIbTAaThl 00y4eHHs 10 AMCUHUILIMHE

K OCHOBHBIM 1eJISIM OCBOCHHS JUCHUIUTHHBI «METOIbl M CpelcTBa KPHUITOTpadUIeCKOM
3aIUThl MHOOPMALIUN» CIIEAYET OTHECTH:
- U3y4CHHE COBPEMEHHBIX METOJIOB U CPEICTB KPHUITOTPA(QUUICCKON 3aIMUTH HHPOPMAIUH
JUTSL PEIICHUS TPOOJIeM 3auThl HH(OPMAITHH.

K ocHOBHBIM 3a/1a4aM OCBOEHUS AMCUUIUIMHBI «METObI ¥ CPEACTBAa KPUNTOTpadhUIECKOi
3alUThl HHQOPMALIUNY» CIEAYET OTHECTH:

- OBJIQJICHUE OCHOBHBIMHM KPUNTOTrpapMUEeCKUMU HHCTPYMEHTAMM, HEOOXOIUMBIMU IS
MTOCTPOCHHUSI 3aAIIUIIEHHBIX HH()OPMAIIMOHHBIX CUCTEM.
OOyuenue no aucuuiuiiHe «MeTonbl U CpelcTBa KpUNTOrpapuueckod 3aliuThl MHPOPMAILUN»
HaIpaBJieHO Ha (POPMUPOBAHKE Yy OOYUAIOIIMXCS CIASAYIOMMNX KOMITETCHITHI:

KO}I U HAUMCHOBAaHHC KOMl'[eTeHIII/Iﬁ I/IHJII/IKaTOpr JOCTHIKCHUA KOMIICTCHIIMHU
OIIK-9 CriocobeH nMpUMeHsITh CpeacTBa HOIIK-9.1. 3Haer cpencTBa kpunTorpaduieckoi u
KpUNTOrpaduuecKoil 1 TEXHUUECKOH 3alUThI TEXHUYECKOW 3aIIUThI HHPOpPMAIIUK JUIsl PEILICHUSI
uH(OpMaLUK A1 peleHust 3a/1a4 npodeccoHaibHOl | 3aaa4 npodeccnoHabHOM e TeNbHOCTH;
NeATEIIbHOCTH NOIIK-9.2. YMmeeT npuMeHsITh CpeicTBa

KpHUNTOrpaduuecKod U TEXHUUECKOH 3alUThI
nHpopManuu s peneHus 3a1a4 npopecCHOHaTbHON
JIeSITebHOCTH;

HOIIK-9.3. Bnaseer cpeacTBamMu KpunTorpaduueckoit
Y TEXHUYECKOH MH(OpMALMH VIS peLIeHUs 3a1aq
npodecCHOHaTbHON NeATeIbHOCTH

2. MecTO IMCUMILIMHBI B CTPYKTYpe 00pa30BaTeIbHOI NPOrpaMMbl

Jucuunnuna «MeTtoabl U cpeAcTBa Kpuntorpadhuieckon 3amuThl HHGOPMALIUN» OTHOCUTCS K
YUCITy y4eOHBIX JUCHUILIMH Oioka 1 oOs3artenpHOM yactu (b1.1) ocHOBHOM 00pa3oBaTebHON
nporpammsl (b1.1.19).

JlucuuniuHa B3aMMOCBsI3aHA JIOTUYECKH M COJIEPKATeIbHO-METOAUYECKA CO CIEAYIOIIMMU
mucuumimHamMu U npaktukamu OOIL: «MaremaTudeckuii ananusy, «JIluneitnas anredpay, « Teopus
BEPOSITHOCTEH 1 MaTeMaTHYeCKasl CTaTUCTHKa», « OCHOBBI HH(POPMAIIMOHHON 0€30TaCHOCTH.

3. CTpykTypa u conepkaHue TUCUUILTHHBI
OO61ast TpyA0EeMKOCTh AUCIUTUINHBI COCTaBIsAET 4 3aueTHble equHuIp (144 gaca).
3.1. Buabl yueOHOI padoThl U TPYA0EMKOCTH
(o dpopmam oOydeHus)

3.1.1 Ounas popma oOyueHus

| Bup yueoHo# padoThl CemecTpsbl




Ne KoauuectBo | Cemectp Hepeas
n/n 4acoB cemecTpa
1 | AyauTopHble 3aHATHS 72 3 1-18
B ToM uucne:
1.1 | Jlekuun 4 3 -
1.2 | CemuHapckue/mpakTHIECKUE 3aHATHS - - -
1.3 | JlabopaTopHbIe 3aHATHS 68 3 1-18
2 | CamocrosiTeJbHas padoTa 72 3 1-18
3 | Ipome:kyTOUHasi aTTeCTALMA
DK3aMeH 3 ITo pacrimcanmio
Hroro 144




(o dpopmam oOydeHus)

3.2.1 Ounas popma oOydenus

3.2. TemaTu4yecKuii MJIaH U3yYEeHHUS TUCIIATIMHBI

TpyaoemMKocThb, yac

AynuTopHasi padora
Camoc
J:/') Pa3znenabl/TeMbl CeMHH/ap Jlabop | Ilpaxr TOSATE
AUCHMILTUHBI Bceero | Jlex crHe aTOPH | MHCCKA | 1y s
n MpaKTH4e | bIe A
11401 padot
CKHE | 3aHATH | IOIOT | ©
3aHATHUS b OBKa
Paznen 1. CummerpuuHsbie
1 60 - - 28 - 32
KPHUIITOCUCTEMBI
1.1 | Tema 1. UcTopus pa3BuTHs 4 - - - - 4
12 Tema 2. OCH?BHBIG 3a7a4u 5 1 i i i 4
COBPEMEHHOH Kpurnrorpahuu
1.3 | Tema 3. Knaccuduxanus mugpos 4 - - - - 4
1.4 | Tema 4. Iudpsl nepecTaHOBKU 8 - - 4 - 4
1.5 | Tema 5. Hludpsl 3aMeHbI 12 - - 8 - 4
1.6 | Tema 6. llIudpsr raMMupOBaHUS 8 - - 4 - 4
17 Tema 7. [ToTouHBIE CUCTEMBI 8 i i 4 i 4
mudpoBaHUs
18 Tema 8. brouHsle cucTemsl 12 ) ) 8 ) 4
mudpoBaHUs
2 Paznen 2. AcummeTpuyHbie 80 i 40 40
KPUIITOCUCTEMBI
21 Tema 1. Maremarnueckue OCHOBBI 18 2 8 8
KpUNTOrpaQuu ¢ OTKPHITHIM KIIFOUYOM
29 Tema 2; OTKpbITOC pacipeeneHue 6 i 4 5
KITFoueit
23 Tewma 3. Cuctembl mudpoBaHus ¢ 12 i 8 4
OTKPBITBIMU KITIOYaMH
24 Tewma 4. Kpunrorpadus Ha 12 i 4 8
AITUNTUYECKUX KPUBBIX
2k Tema 5. DnexTpoHHbIE TUDPOBBIE 16 ) ) 8 ) 8
MOANKICH
26 Tema 6. gTaHILapTH u(ppoBBIX 16 i i 3 i 3
noanucen
2.7 | Tema 7. KBanToBas kpunrorpadus 3 1 - - - 2
Hroro 144 4 68 72
3.3. ConepxaHue QUCHUNIHHBI
Pazgen 1. CuMMeTprYHbIe KPHIITOCHCTEMBI.
Tema 1.1. Mctopus pazButust Kpunrtorpaduu.
OcHoBHble TpeOoBanuss Kk mmdpam. [lonsrue kpunrorpadguyeckoi CTOHKOCTH.

Cosepuiennsie mudpsl. Konnemnius n30pITo9HOCTH HHDOPMALIUH.

Tema 1.2. OcHOBHBIE 337]a4U COBPEMEHHOI KpunTorpaduu.

KondunennuansHocts. LlenoctHocTh. AyreHTHdUKanus. YnpasieHue Kirodamu. CxeMbl
pa3aelieHus CeKpeTa.




Tema 1.3. Knaccudukarus mudpos.
Knaccugpukamus mumdppoB 1o pazauuHbiM npusHakam. DopmaiibHble MOJETH MIH(POB.
MaremaTHueCcKie MOAETH OTKPBITOTO TEKCTA.

Tema 1.4. [lludpsl nepecTaHOBKH.
HIndper BepTukansHO# nepectaHoBku. [Iudper mapmpyrHOii nepecranoBku. [ToBopoTHbIE

pemietku. Cerp ®@elictens. Illudppbl nepecTtaHOBKH. JNEMEHThl KpUNTOAHAIM3a LIM(PPOB
[IEPECTaHOBKH.

Tema 1.5. [lludpsr 3aMeHBI.

HIudper  mpoctoit 3amensl. Kpunrtoanamuz mmdpoB mnpoctoii 3amensl. [ludps
MHOT'O3HAYHOW 3aMEHBI.

Tema 1.6. Lludpsl raMmmupoBaHus.
Opnnopazossiii OnokHOT Illennona. I'ammupoBanue I'OCT P 34.13-2015 nmo anroputmy

Marma (TOCT P 34.12-2015).

Tema 1.6. [Torounblie mudpsl.

Peructpsr cnBura ¢ o0patHoi#t cBszbro. CkpemoOiepsl. MeToabl paHIoMU3alUKH COOOIIEHUH.
[ToTounsle mmdpcuctemsl. Hudpsr AS5/1 u AS5/2.

Tema 1.7. brounsie cuctemsl MHUPPOBAHUSL.

Koucrpykuuun @eiictens. AnroputMel Oio4yHoro mudpoBanus. Pexumbl mudpoBaHus

6mounbix mudpos. 'OCT P 34.13-2015, T'OCT 34.13-2018. brnounbie cuctemsl muUGPOBAHUS.
Anroputmsl mudposanus DES u AES. Anroputmsl mudposanus 'OCT 28147-89, T'OCT P 34.12-
2015, 'OCT 34.13-2018.

Pa3znen 2. AcuMMeTprYHbIe KPUIITOCHCTEMBI.

Tema 2.1. MaTemaTudecKkrie OCHOBBI aCHMMETPUYHOMN KpUNITOrpaduu.

HenpepeiBubie apobu. MynbrunnukatuBHble (QyHKUuU. CpaBHEHHE LENbIX YHCENT IIO0
Moayio. Perienne cpaBHeHUH MepBoid cTeneHu. [ pyniibl, KoJblia, KOHEYHBIE TOJIS.

DOJUIMNTHYECKUE KpUBbIE HAJ KOHEYHBIMU TMOJSMHU.  ODJIEMEHThl TEOpUM 4YHCeT U
anredpanveckoil reOMeTpun. DJUTUNITUYECKHE KPUBbIE Ha/l KOHEYHBIMU MOJISIMH.

Tema 2.2. OTKpbITOE pacnpeesicHue KIrYeH.
Cxema [luddpu-Xennmana.

Tema 2.3. Cuctembl mppoBaHUs C OTKPHITHIMH KITFOYaMHU.
[Iudp RSA. Kpunroananus mmdpa RSA. [udpp EI Gamal.

Tema 2.4. Kpunrorpadus Ha SJUIMIITUYECKUX KPUBBIX

[Ipunuun pa6otsl mudpcuctemsl. KpunTocToKocTh MmM@pCHCTEM HA SIIMOTHYECKUX
kpuBbIX. Kpunrocucrema ECC ¢ ucnosnb3oBanreM abCLUCCHI TOUKH.

Tema 2.5. DnexTpoHHBIE IUPPOBBIE MOANNCH.

MexaHu3M JIeUCTBUS AIEKTPOHHON 1TU(POBOM MOATUCH

OyHKMKM X3mupoBaHus. Kpunroananu3 OJHOCTOPOHHUX X3UI-(QYHKUMNA. AJITOPUTMBI
udpoBoii noanucu. Aaroputmsl udposoit moanucu RSA nu EGSA.

Tema 2.6. Ctannaptsl LU(POBBIX MOANUCEH

Anroputwmsl 1iudposoit nognucu DSA, ECDSA u 'OCT P 34.10-94, -2001 u -2012, TOCT
34.10-2018.

Tema 2.7. KBanTtoBas kpunrorpadus.

3.4. TeMaTHKAa CEMUHAPCKUX/TIPAKTHYECKUX U JIa0OPATOPHBIX 3aHATHI

3.4.1 CemuHapckue/IpaKTUYECKHE 3aHATUS



He npedycmompenvr npocpammoii.

3.4.2 JlaGopaTopHbIe 3aHATUS

Tema 1. CummeTpruyHbIE KPUITOCHUCTEMBI.
Jlaboparopuas padota 1.1. lIudps! 0THO3HAYHON 3aMECHBI.

HIugper npocmoii 00no3naunou 3amenvl. Amoaw, wugp Llezaps, wugp I[orudus.
JlaboparopHuas padota 1.2. [IIudpsl MHOTO3HAYHOH 3aMEHBI.

HIugpor Tpumemus, benazo, Budicenepa.
Jlaboparopuas padota 1.3. [IoBOpOTHBIC PEIICTKH.

Pewemxa Kapoano.

JlaboparopHnas padota 1.4. [ludps nepecTaHOBKY.
Hlugppvr 6epmuranvrot nepecmanosku. Llugpor mapupymuoti nepecmarosKku.

JlabopaTtopHas pabota 1.5. [lIudpsr 6;109HON 3aMEHBI.
Mampuunwviti wiugpp. Ulugpp [notighepa.
JlaGoparopHas padota 1.6. Iludpsl raMMupoBaHuUs.

Oonopasosuviii 010knom lllennona.

JlabopaTtopHnas padota 1.7. [ToTounbie mmudpsl.

Hlugper A5/1 u A5/2.
JlabopaTtopHnas padora 1.8. KomObunanmnonusie mmdpsr.

T'OCT P 34.12-2015 Maema u Kysneuux, FOCT 28147-89, AES.
Tema 2. AcCHMMETpUYHbBIE KPUTITOCUCTEMBI.

JlaGopaTtopHnas pabdota 2.1. Maremarrndeckie OCHOBBI KpUNITOTpa(UH ¢ OTKPHITHIM KITFOUOM.
Henpepuignuvie opobu. Mynemunauxkamusnvie @ynxkyuu. CpasHenue yenvlx uucenr no

mooynio. Pewenue cpasnenutl nepgotl cmenenu. I pynnoi, Koavya, KoneuHvle nojs. Duiunmudeckue
Kpusbvle Ha0 KOHEeYHbIMU NOIAMU. DIIUNMUYECcKUue KpUugble Ha0 KOHEUHbIMU NOAAMU.
JlaGopaTtopHas padorta 2.1. AcuMMeTpHUUYHbIE MUQPHI.

Aneopumm Jlugpgpu-Xennmana, [lugpp RSA,

Hlugp El Gamal. Kpunmocucmema ECC ¢ ucnonv3oganuem abcyuccol mouku.

JlaGopaTtopHas pabota 2.2. AITOpUTMBI IU(PPOBHIX MO ITHCEH.

Aneopummst RSA, EGSA.
JlaGopaTtopnas pabota 2.3. CtanaapTsl HUGPOBOM MOAMKICH.

Aneopummst yughposoti noonucu I'OCT P 34.10-94 u I'OCT P 34.10-2012.
JlaboparopHas padota 2.4. O6meH kioyamu 1o anroputmy Juddu-Xemnmana.

3.5. TemaTnka KypcoOBBIX POEKTOB (KyPCOBBIX padoT)

He npedycmompenvi npoepammoii.

4. Y4yeOHO-MeTOANYeCKOEe U HHPOPMALIMOHHOE O0ecIeueHue

4.1. HopmatuBHbie 1okKyMeHTbI 1 'OCThbI

1. ®enepanbuplii 3akoH oT 06.04.2011 N 63-®3 (pen. ot 11.06.2021) «O6 351€KTPOHHON
MOJIITUCHY: Tekcr: AJIEKTPOHHBIN // Texakcnepr: [caiiT].— URL:
https://docs.cntd.ru/document/902271495 (nata obpamenus 15.03.2021);

2. TOCT P 34.10-2012 HWudopmarnmonHass texHosorusi. Kpuntorpaduueckass 3amura



https://docs.cntd.ru/document/902271495
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uHpopmanuu. Ilpomeccsl GopmupoBaHus W TPOBEPKH 3EKTPOHHOU IudpoBoi Information
technology. Cryptographic data security. Generation and verification processes of electronic digital
signature: Haumonanbheiii cranmapt P®: Brex. 01.01.2013: -M.: Crannaptundopm, 2018. -URL:
https://docs.cntd.ru/document/1200095034 (mata obparenus 15.03.2021).- Tekct: 351eKTpOHHBIH.
3. TOCT P 34.11-2012  HndopmanmonHas TexHoJorus. Kpunrorpadudeckas 3amiura

nnpopmanuu. Oynknus xdmmpoBanus Information technology. Cryptographic data security. Hash-
function: Harmonaneuenii crangapt P®: Beex. 01.01.2013:- M.: Crangaptuadopm, 2013.- URL:
https://docs.cntd.ru/document/1200095035 (nata obpaienus 15.03.2021).- TekcT: 31eKTPOHHBIH.

4. TOCT P 34.12-2015 WudopmammonHas texHosorus. Kpunrorpadudeckas 3amura
uHpopmauuu. biounsie mmdpe: Hanumonansuslit crangapt P®: Been. 01.01.2016:- M.:
Cranmaptundopm, 2015.- URL: https://docs.cntd.ru/document/1200121983 (mara oOpartieHus
15.03.2021). - TekcT: 37eKTPOHHBII.

5. TOCT P 34.13-2015 MWudopmanmonHas TtexHojorus. Kpunrorpapuueckas 3ammura
unpopmanuu. Pexxumbl paboTel O10uHbIX mudpoB: nformation technology. Cryptographic data
security. Modes of operation for block ciphers: Haumonansnsiit crangapt P®: Been. 01.01.2016:-
M.: Cranmapturdopm, 2015.- URL:https://docs.cntd.ru/document/1200121984 (nara oOparieHus
16.03.2021).- TekcT: 3MeKTPOHHBIH.

I'OCT 19.701-90 Ennnas cucrema nporpaMMHOM TOKyMeHTauu. CXeMbl aarOpUTMOB, IPOTPAMM,
JTAHHBIX U cucTeM. MexayHapoaubiid cranaapt.: Beea. 01.01.1992. — I'ocynapcTBeHHBI KOMUTET
CCCP no BeIYMCIUTENBHOM TeXHUKE U HHPopMmaTHKe. [lepensnan — ssuBaps 2010.

4.2. OcHOBHAas JTUTEpATypa

1. byrakoa H.I'., ®emopoB B.H. Kpunrtorpadpuueckune wmeTompl W cpeacTBa 3allUThI
nHpopMmanuu: ydebHOoe mocoOme. M3manume 2-e, ucmparieHHoe W gononHeHHoe. — CII6: UI]
«MuaTepmennay, 2020. — 380c. — ISBN 978-5-4383-0210-0.

2. byrakoBa H.T'., Cemenenko B.A., ®emopoB H.B. Kpunrorpadpuueckas 3ammura
nHpopManuu: yuebHoe mocoodue st By30B. — M. : U3zn-Bo MI'Y, 2011 . — 316 c. - ISBN 978-5-
2760-1503-3

3. byrakoBa H.I'., ®enopor B.H. Kpunrorpaduueckue ™MeTroiapl M CpeACTBA 3allHUThI
nHpopmanuu: yuebHoe nmocooue. — CI16: UL «uTepmenua», 2016. — 384c. — ISBN 978-5-4383-
0135-6. Joctyn K ANEKTPOHHOU BEpCUU KHUTH OTKPBIT Ha caire
https://elibrary.ru/item.asp?id=28331738.

4.3. JlonoJiHUTe/IbHAS JIUTepaTypa

1. BBenenue B kpuntorpaduyeckyro 3amuty uHpopmauu o0bexToB: yueoHuk s CIIO0 /
C.H. Unbunsix, C.I'. Amtomnna, T.W. Kanunakuna [u gp.]. - M.: KT MTYCH, 2021. - 276¢c. —
Texcrt : anexTpoHHbIH // JIaHb : 31eKTpOHHO-OnOMMoTeyHas cuctema. — URL:
https://reader.lanbook.com/book/215231

2. Kopuuenko A. A. Kpunrorpaduueckue npoTokoisl : yued. nocodue / A. A. Kopauenko, M.
JI. I'myxapes. — CI16 : ®T'bOY BO MII'VIIC, 2020. — 74 c. — ISBN 978-5-7641-1509-2. — TekcT :
ANIeKTpOHHBIN // JlaHb : anekTpoHHO-O0ubnmoTeuHas cucrema. — URL:
https://reader.lanbook.com/book/191009

3. Epmakoga, A. 1O. Kpuntorpaguueckue metos! 3amuthl nHpopmanuu / A. FO. EpmakoBa. —
M. : MUPDA - Poccuiickuii TexHoJorndeckuili yausepcurer, 2021. — 172 c. — Teker :


https://docs.cntd.ru/document/1200095034
https://docs.cntd.ru/document/1200095035
https://docs.cntd.ru/document/1200121983
https://docs.cntd.ru/document/1200121984
https://elibrary.ru/item.asp?id=28331738
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ANIeKTpOHHBIN // JlaHb : anekTpoHHO-O0nbmmoTeynas cucrema. — URL:
https://reader.lanbook.com/book/176563

4. Urnartses E. b. 3amura nadopmaum: KpUNToAIrOpUTMBI XEIIMPOBAHUS: y4eOHOE TocoOue
mist By30B / E. b. Urnatees. - Cankr-IlerepOypr: Jlanb, 2023. - 264 c. — Tekcr : 21eKTpOHHBIH //
Jlaub : anekTpoHHO-OMOIHOTeuHas cuctema. — URL: https://reader.lanbook.com/book/311792

5. OBunHHHKOB, A. A. Kpunrorpadguueckre MeTo bl 3aIUTHl HHPOpManuu: YdeOHoe
nocoo6ue / A. A. OBunaHNKOB. — CII6 : Cankr-IletepOyprekuii rocyapcTBEHHBI YHUBEPCUTET
a’pokocmuaeckoro npubdopocrpoenus, 2021. — 133 ¢. — ISBN 978-5-8088-1591-9. — Tekcr :
ANIeKTPOHHBIN // JIaHb : 3IeKTpOHHO-OnOIMoTeyHas cuctema. — URL:
https://e.lanbook.com/book/216491

4.4, JnexTpoHHbIE 00pa3oBaTe/IbHbIE PeCypPChI

1. byraxosa H.I'. Kpunrtorpaduueckue MeTo bl 3aliUThl HHPOPMAIHU. DJIEKTPOHHBIN

00pazoBaTeNbHbIN pecypc. MockoBcKkui [TonuTex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=2518.
2. byrakoa  H.T'. [IporpamMmmupoBanue  KpUNTOrpa@UYECKUX  AJITOPUTMOB.

OnekTpoHHBIM  oOpa3oBarenbHBIl  pecypc.  MockoBckuit  Tlomurex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=8378&

4.5 JInueH3MOoHHOE U CBOOOHO PacIpPoCTPaHsieMoe POrpaMMHoe odecnedeHne

1. Onepanronnas cucrema Microsoft Windows ot 7 Bepcuu u Beitie; Microsoft Office unmn Open
Office, 6payzep (Firefox/Google Chrome /Explorer).

4.6 CoBpeMeHHbIe MpodeccHOHATbHBbIE 0a3bl JAHHBIX U MHPOPMALIHOHHbIE
CIIPaBOYHbIE CHCTEMBI

1. eLIBRARY.RU: Hayunas snextpoHHast Oubaunoreka: cailT. - Mocksa, 2000 -. - URL:
https://www.elibrary.ru (aara obpamenus: 16.03.2021). — TekcT: 3ME€KTPOHHBIH.

2. JIAHb: snextponHO-0MbMMOTEYHas cuctema: caidit. — Cankr-IlerepOypr,2010 -. - URL:
https://e.lanbook.com (mara oopamenus: 10.03.2021). - TekcT: 37EKTPOHHBIMN.

3. ®CTOK Poccuu: I'ocynapcTBeHHBIN peecTp CepTHUPHUIIMPOBAHHBIX CPEACTB 3allUTHI
uapopmanmu. — Mocksa, 2014. - . - URL: https://fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii (zara o6pamenus: 10.03.2021). -
TexeT: DJeKTPOHHBIN.

4. bubnmuorpaduyeckas u pedeparuBHas 0aza JaHHBIX HAYYHOM MEPHOJUKH «Scopusy -
WWW.SCOpuUS.com.

5. Caiit @enepanbhoii cyx0b1 6e3omacHocT Poccuu (PCB Poccun). -http://www.fsb.ru.

6. Caiir ®enepanbHOi CIyXKOBbI 10 TEXHUYECKOMY M dKCHOpTHOMY KoHTpoito (PCTIK
Poccun). - http://www.fstec.ru.

7. TlopTan TeXHUYECKOTO KOMUTETA MO CTaHJapTH3ALMU «3amuTa UHQOpMaumy». —
http://tk.gost.ru/wps/portal/tk362

8. MHPopmMaLMOHHO—aHaIMTHUecknt NHTepHeTt—noptan 1SO27000.ru. —



https://lms.mospolytech.ru/course/view.php?id=2518
https://lms.mospolytech.ru/course/view.php?id=8378&
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
http://www.scopus.com/
http://vpo.pk.mesi.ru/www.fsb.ru
http://www.fstec.ru/
http://tk.gost.ru/wps/portal/tk362
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http://www.iso27000.ru/.

5. MarepuajibHO-TeXHHYECKOe o0ecrneuyeHue

Jlnst mpoBefieHUS BCEX BHUJOB 3aHATHI HEOOXOJMMO TMPE3EHTAIMOHHOE O0O0pYAOBaHUE
(MyJTBTUMETUITHBIN TIPOEKTOP, HOYTOYK, KpaH WM HHTEPAKTUBHAS TOCKA) — | KOMIUIEKT.

I[JISI MMPOBCACHUA HNPAKTUUCCKUX 3aHATHI H606XOI[I/IMO HaJIMYUC KOMIIBIOTCPHBIX KJIACCOB,
000pYIOBaHHBIX COBPEMEHHOU BBIUYMCIIUTEIHPHON TEXHUKOW W3 pacuera OqHO pabodee MecTo Ha
OJIHOTO 00y94aeMoro.

6. MeTtoanuyeckue peKOMeHIALUU
6.1 MeToauueckue peKOMeHIANHU JISl IPEeNnoaBaTe/isi 10 OPraHu3aluu 00y4eHust

[Ipu moaroroBke K mabopaTOpHBIM padoTaM CJeayeT MpeaBapUTENbHO TPopadoTaTh
TeOpeTI/I'-IeCKI/II\/’I MaTCpural 3aHATUA, MIPEAYCMOTPEB €TI0 INoAa4y TOYHO B OTBCACHHOC JIJI1 9TOT'O BpEMA
3aHATUA.

[Ipu npoBeneHnN 3aHATHUSA CIIe1yeT KOHTPOJIMPOBATH MTOAAYy MaTepraja U pelieHue 3aJaHui
C Y4eTOM y4eOHOTO BPEMEHH, OTBEACHHOTO ISl 3aHSTHS.

[Ipu mpoBepke pabOT M OTYETOB CJEIYeT YYUTHIBATh NPABUIBHOCTH BBITIOJTHEHUS
1a00paTOPHBIX pabOT HAa BCEX dTaIax.

6.2 MeTtoauueckue yKazaHus JJisl 00YyYAIOIIMXCS 10 OCBOEHUIO TUCIIUIINHBI

N3ydeHne qUCUMILTUHBI OCYIIECTBIIETCS B CTPOTOM COOTBETCTBUU C 1I€JIEBOIl YCTAHOBKOM B
TECHO B3aMOCBA3H y4eOHbIM 11aHOM. OCHOBOM TEOPETUYECKON MOJrOTOBKH CTY/ICHTOB ABJISIOTCS
JIeKYuuU.

B mnpomecce camocTosiTenbHOM pabOThl CTYACHTHI 3aKpeIUIOT U YIIyOJsioT 3HaHMS,
MOJIyY€HHBIE BO BpeMsl ayJUTOPHBIX 3aHITUN, NOpadaThIBalOT KOHCIEKTHI JEKIUH, TOTOBITCS K
9K3aMEHY, a TAK)KE CaMOCTOSITENIbHO U3Y4alOT OTJENbHbBIE TEMbl YUeOHOU MPOrPAMMBI.

JlaGoparopubie pabOThl MPOBOAATCA TO Hauboyiee BaXKHBIM TeMaM JIUCHUIUIMHBL.
OcymiecTBiseTcs 3aKpeIlUIeHHE 3HAaHWM, IMOJYYEHHBIX CTYACHTaMU Ha JIGKIUSAX U B Ipoliecce
camMocTosITeNbHOM paboThl. Ocoboe BHUMaHUE oOOpaliaeTcs Ha pa3BUTHE YMEHHIl M HABBIKOB
YCTQHOBJICHHSI CBSI3M TOJIOXKEHUH TeOpuH C MTpOo(ecCHOHANBHON NeATENbHOCThIO OyIylIero
cnenuanucta no Mb. JlabopatopHble paOOThl MPOBOAATCS MO TEOPETHYECKUM M MPOOIEMHBIM
Bonpocam UB. JlaGopaTopHbie paboThl mpeamnoiiaraeT TBOPUYECKUE NUCKYCCHH, aKTHUBHBIA 0OMeH
MHEHMSIMA TI0 TIOCTaBJIEHHBIM BOIpOCAaM, 3acilylIMBaHME M OOCYXAEHUE JIOKJIAJOB IO
IIPEUI0KEHHBIM MTPETIOJAaBaTENIEM TEMAM.

BaxxHbIM 0OCTOSATENIBCTBOM SBIISICTCS NPUBJICUCHUE BHUMAHUS CTYJCHTOB K 00CYXKIaeMoil
npobiemMe, CTUMYIMpPOBaHME MHTepeca K HEW M OpraHu3alys akTUBHOTO OOCYXKIEHHUs, Kak
CTPYKTYpBl IPOOJEMBbI, TaK U COCTaBIAIOIIMX ee Haubojiee akTyalbHbIX TeM. JJii MOBBINICHUS
3pPEeKTUBHOCTH NPOBEACHUS 3aHATUS TpeOyeTcs NpeABapUTENbHas MOJArOTOBKA BCEX €ro
YYaCTHHUKOB. B 3Toil cBA3M pexkomeHayeTcs 3abiaroBpeMeHHO (He MEHee, 4eM 3a HEJelo)
OTIOBECTUTH CTYJEHTOB O TEME 3aHATHUSA, JaTh NIEPEUEHb JIUTEPATYpPHI 110 TEME, HA3HAYUTh U3 YUCIIA
CTYAEHTOB JOKJIaJYUKOB U CONOKIaTUNKOB.

IIpu npoBeneHnM 1a60paTOpHO PabOTHI MPENOJaBaTeNb BEIINOIHSIET, B OCHOBHOM, (DYHKIIUU
BEJYILErO - CIEIUT 3a pPEerjaMeHTOM BpPEMEHH, IIOMOTaeT YTOYHHTH (OPMYIHUpPOBKH, 000OIIaeT


http://www.iso27000.ru/
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pe3yabTaThl AUCKYCCHM, HOJBOJUT WUTOT 3aHATHIO B 1eJOM. IIpu BBICOKOM YypOBHE IMOJAIOTOBKH
CTY/IEHYECKOH TpYyNIBl OTAENbHbIE (PYHKIIMU BETYIIET0 MOXHO MOPYYUTH OJTHOMY M3 CTYACHTOB. B
cilyyae He0OXOIMMOCTH, MPET0AaBaTeNb OKa3bIBAET €My IOJIEPKKY, a MPH MOJIBEJCHUN UTOTOB -
JaeT OIEHKY paboTe BEAYIIEro.

AxTuBHas paboTa cTyneHTa Ha JabOpaTOpPHON padoTe YYUTHIBACTCS TPU OIPENEICHUN
WTOrOBOM OLEHKH €r0 3HaHW MO JUCIUIUIMHE HA DK3aMEHE.

CamocrositenpbHas paboTa CTYAGHTOB TPEAIONATaeT M3yYeHHE TEOPETUYECKOTO |
[IPaKTUYECKOI0  Marepuajga [0 akTyalbHbIM BOIpOcCaM JUCUMUIUIMHBL — Pexomennmyercs
CaMOCTOSITEJIbHOE M3ydeHHE Y4eOHON M HaydHOW JMTEpaTypbl, HCIOJIb30BAaHUE CIPABOYHOMN
JUTEPaTypsl U Jp..

[Ipu BeIave 3a1aHUN HA CaMOCTOSITENIbHYIO pabOTy MCNOb3yeTcs Au(depeHIInpOBaHHBIN
MOAXOJ1 K cTyieHTaM. [lepes BbINOJIHEHNEM CTyIEHTaMU CaMOCTOSITENIbHOM BHEAYIUTOPHON pabOThI
MIpenoaBaTelb MPOBOANUT UHCTPYKTAX MO BHITOJIHEHUIO 3aJaHHsl, KOTOPBIN BKIKOYAET: 1I€J1b 3AaHUS,
€ro co/iep>KaHue, CPOKH BBINIOJHEHUS, OPUEHTUPOBOYHBIN 00BEM pabOThl, OCHOBHBIE TPEOOBAHUS K
pe3ynabTaTam paboThl, KpUTEPUH OLIEHKH. B mporiecce MHCTpyKTaka npenogaBaTesib Npeaynpexaact
CTYACHTOB O BO3MOXHBIX THIHMYHBIX OIIMOKaX, BCTPEYAIOIIMXCS NP BBINOJHEHUU 3aJIaHUS.
WHcTpyKTaxk MpOBOIUTCS IpenoAaBaresieM 3a c4eT o0beMa BPEMEHM, OTBEJICHHOIO Ha M3y4eHUe
JTUCIUIUIAHBIL.

Texyiuit KOHTPOJIb OCYHIECTBIISAETCSA Ha MPAKTUUECKUX 3aHIATUSIX, IPOMEXKYTOUHBIH KOHTPOJIb
OCYILIECTBJISIETCS Ha 9K3aMEeHe B MMCbMEHHOM (YyCTHOM) Gopme.

CamocTtosrenbHas paboTa OCYIIECTBISETCS UHIMBUIYAIBHO.

KonTtpons camocTosiTeTsHOM paboThl OpraHu3yeTcs B IBYX opMax:

®  CaMOKOHTPOJIb U CAMOOIICHKA CTY/ICHTA;

®  KOHTPOJb CO CTOPOHBI MpernoAaBaTeseH (TeKyIuid U MPOMEXKYTOUHBIN ).

Texyiuit KOHTPOJIb OCYIIECTBIIAETCS Ha TPAKTUUECKUX 3aHATUSX, TPOMEKYTOUHBIN KOHTPOJIb
OCYIIIECTBJISIETCSI HAa SK3aMEHEe B MUChbMEHHOM (YCTHOM) hopme.

Kputepusmu o1ieHKH pe3ysnbTaToB CaMOCTOSITENIbHOM paboThl CTYIEHTA SBIISIOTCA:

®  ypPOBEHb OCBOEHUS CTYACHTOM y4eOHOIo MaTepuaia,

® YMEHHUS CTYJIEHTa HCIOJIb30BaTh TEOPETUYECKUE 3HAHUS MPU BHIMOIHEHUH MTPAKTHYECKUX

3azay;
® chopMHUPOBAHHOCTh KOMIIETEHIIUH;
e odopMmieHHe MaTepHuaia B COOTBETCTBUH C TPEOOBAHUSIMH.

7 MOoHJ OLIECHOYHBIX CPEACTB
7.1 MeToabl KOHTPOJISI U OLIEHUBAHHS Pe3yJabTaTOB 00y4eHUsI

B mpouecce oOyueHUsT HCTONB3YIOTCA CIEAYIOIINE OLEHOYHbIE (DOPMBI CAMOCTOSTEIBHOU
paboThl CTYIEHTOB, OLICHOYHBIE CPEJICTBA TEKYIIET0 KOHTPOJIS YCIIEBAEMOCTH U MPOMEXYTOUHBIX
aTTecTalui:

- TpoBeleHHE NabOpaTOpHBIX pPAa0OT (MPAKTUYECKUX 3aHATHH C HCIOJIH30BAHHEM
CHEITEXHUKN) U WX 3alUTa;

- CaMOCTOSATEIIbHAA MTOATOTOBKA U IPOBEICHUE IPE3CHTALMI 110 TEMAM AUCLUILINHBL

- DK3aMeEH.

7.2 lllkana U KPUTEPHUH OLIEHUBAHUSI Pe3y/JIbTATOB 00yUYeHHs

IlokazareneM olleHUBAHHUS KOMIIETCHIIUM Ha PAa3JIMYHBIX JTAllaX UX (I)OpMHpOBaHI/ISI SABJIACTCA
JOCTHIXXCHHUC OGy‘I&IOIJ.II/IMI/IC}I IJIAaHUPYCMBIX PC3YJIbTATOB O6yquI/I${ IO AUCHUITIIUHE.
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OIIK-9 Cnocoden npuMeHSITH cpecTBa KpUNTOrpaguyeckoi U TEXHHYECKOI 3aIUThl HHPOPMALUH 1151
peuieHusi 3aaa4 npogecCUOHAIBHON AeATeJIbHOCTH

Kpurepun onennBanus

Iloka3arenn
2 3 4 5
3HATH: OOyuaronuiics OO0yuatronmiics OO0yuaronmics OO0yuatonmiics
cpencTaa JIEMOHCTPHPYET JIEMOHCTPHPYET JIEMOHCTPHPYET JIEMOHCTPHUPYET
KpunTorpaguyeckoll | MoJHOE OTCYTCTBHE | YaCTHYHOE 3HAHHE TIOJTHOE 3HAHUE TIOJTHOE 3HAHWE
3aIUTHI WITY HEJIOCTaTOYHOE | CPENCTB CpeICTB CpencTB
uHpopmManuu s 3HaHHEe CPEJICTB kpunrTorpaduueckoi | Kpunrorpaduiecko | Kpunrorpaduyec
peuenus 3ana4d KpUNTOrpaduuecko | 3amuThl HHPOPMAIMK | W 3aIIUTHI KO 3aIINThI
npogeccuoHaTBLHOM 1 3a1uTh JUISL pelLieHus 3a/1a4 nHpopmanum s nHpopmanuu
JIeATENTLHOCTH; uHpopmanuu s npogeccuoHabHOM pemieHus 3ana4 JUISL peIIeHUST
peleHus 3ana4d JIeTENTbHOCTH. npodeccHoHaIbHO | 3a1ad
npogeccuonansHoit | HcmbiThiBaeT I NeSATeTbHOCTH, npodeccroHanb
JACATCIIBHOCTH, 3aTPYAHCHUS TIpU HO IOIIyCKaeT HOM
ONCpHUPOBAHUN HC3HAYUTCIIbHBIC JACATCIBbHOCTHU.
TEPMUHAMH U OIIHMOKH, CB0oOoOHO
IIOHATUAMU HETOYHOCTHU onepupyer
TEPMHUHAMU U
IIOHATUSMMU.
Jonyckarorest
HE3HAUYUTCIIbHbIC
HETOYHOCTH
yMeThb: OOyyaromuiicst He OOyuaromuiics Ob6yuaromnmiics OOyuarommiics
IPUMEHATh CPEACTBA | yMEeT WM B JEMOHCTPHPYET JEMOHCTPHUPYET JEMOHCTPHUPYET
Kpunrorpapuyeckoil | HEZOCTaTOUHOM YaCTUYHOE YMECHUE HIOJTHOE YMEHUE HOJIHOE YMEHHE
3aIIUTEI CTEIIEHH yMeeT IPUMEHATH CPEACTBA | NPUMEHATH HIPUMEHSATD
UHpOpMALUH TS IPUMEHATD Kpunrorpaduueckoil | cpeacrsa cpeacTsa
pelenus 3ana4 cpencTBa 3ammThl HHGOPMaIK | Kpunrorpapuyecko | Kpunrorpaduuec
npodeccoHaNbHOMN KpunTorpaduiecko | Jyis pelieHus 3anad 1 3aIUTBI KOH 3aLIUThI
JIeATENbHOCTH; i 3aIIUTHI npoheccroHaNBLHOM nuHpopmanum as nHpopmanuu
uHGOPMAIUH I JeATENbHOCTH. perIeHus 3a1a4 JUISL PEIICHUS
pelreHus 3ana4q Jomyckarorcs npodecCHOHANbHO | 3a1a4
poecCHOHAIBHON | 3HAUUTENbHBIE f IeATeNbHOCTH. npodeccroHab
NeATEIIbHOCTH OIIINOKH Homyckarorcs HOM
He3HAYHUTeIbHBIE JEATEITbHOCTH.
OIINOKH, Hormyckarorcst
HETOYHOCTH HE3HAYHUTEIIbHBIE
HETOYHOCTH
BJAJETh: OObyuarommiics He Ob6yuatormmiics OO6yuatormmiics OObyuatommiics
HHCTPYMEHTAMH yMeeT W B JEMOHCTPHPYET JEMOHCTPUPYET JEMOHCTPUPYET
Kpunrorpaduueckoil | HEJOCTATOYHOU YaCTUYHOE YMCHHUE TIOJTHOE YMCHUE TIOJTHOE YMEHHUE
3aLIUTHI CTEIIeHH yMeeT UCIIONIB30BATh UCIIONB30BATh UCIIONB30BaTh
uHOOPMAIUH IS HCIIONB30BAaTh cpencraa cpencrTaa cpencraa
perreHus 3a1a4 cpeacTa Kkpunrorpadgudeckoii | kpunrorpaduuecko | Kpumrorpadudec
podeCCHOHATHHON Kpunrorpaguyecko | 3amuThl HHGOpMAIK | i 3aIHUTHI KOM 3aIUThI
JeSTENbHOCTH. 1 3anIuThI IUTSL pelIeHus 3a1aq UHGOPMaIUH IS nH(pOpMaIUH

HHPOPMALIAH TS
peleHus 3aa4
po¢eCCHOHATBFHON
JESITEIBHOCTH

npodeccroHaTbHOMN
JIeATEbHOCTH.
Homyckatorcs
3HAYUTEIbHBIC
OIIINOKHM,

pelIeHns 3a1a4
npodeccroHATBHO
H IeATENLHOCTH.
Homyckatorcs
HE3HAYUTEIFHBIC
OIINOKH,
HETOYHOCTH

JUISL PeIICHNUS
3a1ad
podecCHOHANTb
HOU
JIeATEIbHOCTH.
JHomyckarorcs
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HC3HAYUTCIIbHBIC
HCTOYHOCTH

®DopMa NPOMEKYTOYHON aTTEeCTALMM: IK3aAMEH.
[To uToramMm mMpoMeXyTOYHOW aTTECTAIlMU IO TUCHUIIIHHE (MOJIYJI0) BBICTABIISETCS OLIEHKA
«OTJIIMYHO», «XOPOILIO», «yIOBIETBOPUTEIBHO» WUIIH «HEYAOBIETBOPUTEIBHO.

I xana
Onucanmne
OllEHMBAHUSA
BreimonmHens Bce BUAB y4eOHOW pabOTHI, NPETyCMOTPECHHBIC
yaeOHbIM TuTaHOM. CTYZIEHT AEMOHCTPUPYET COOTBETCTBUE 3HAHUIM,
YMEHUM, HaBBIKOB TIPUBEACHHBIM B TaOMUIIaX TIOKa3aTelew,
OomepupyeTr MNPHOOPETEHHLIMU 3HAHUSIMU €HUSIMH, HaBBIKAMH
OTINYHO pupy! puoop >, M ) ,

MPUMEHSIET UX B CUTYyallUsIX TMOBBIIIEHHOW cloxHOCTH. [Ipu sTOM
MOTYT OBITh JOMYIIEHBl HE3HAYUTEIbHBIC OIIMOKH, HETOYHOCTH,
3aTPyJHEHUsS TIPU AHATUTUYECKUX OTepalusx, epeHoce 3HaHul u
YMEHHI Ha HOBbIE, HECTaHJAPTHBIE CUTYaIIUU.

Boimonnensl Bce BUIbl yueOHOW pabOThl, MNPEAYCMOTpPEHHBIE
yueOHbIM T1aHOM. CTYZEHT JEMOHCTPUPYET HEMOJIHOE, TPaBUIILHOE
Xopouio COOTBETCTBME 3HAHHH, YMEHHUH, HABBIKOB NMPUBEJICHHBIM B TA0JIMIIaX
nokaszaTenei, aubo eclid Tpu OSTOM ObUIM JIOMYyIICHBl 2-3
HECYIIECTBEHHbIE OLINOKH.

Boimonnensl Bce BUIbl  yueOHOW pabOThl, MNPEAYCMOTpPEHHBIE
yueOHbIM TIaHOM. CTYIEHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUIA,
Y 10BIETBOPUTETHHO B KOTOPOM OCBEIII€Ha OCHOBHAsl, HanOoJiee BayKHAs 4YacTh MaTepHala,
HO TMpPU OBTOM JIOMYyIIEHAa OJHA 3HAaYUTellbHAs OIIMOKa WU
HETOYHOCTb.

He BbmonHen oauH win Ooiee BUAOB y4yeOHOW pPabOTHI,
NPEAYCMOTPCHHBIX Y4eOHBIM TUIAaHOM. CTYICHT JEMOHCTPHUPYET
HETIOJIHOE COOTBETCTBUE 3HAHNH, yMEHH, HABBIKOB IIPUBEICHHBIM B
TaOJIMIAX TOKa3aTeleil, JOMyCKAlTCsS 3HAYUTEIbHBIC OLIMOKH,
NPOSIBIISIETCS. OTCYTCTBHE 3HAHUMN, YMEHUH, HABBIKOB IO PSIY
MoKasaresiei, CTYJCHT HCIBIThIBAET 3HAYUTENbHBIC 3aTPYIHEHUS
IpyU ONEPUPOBAHHUH 3HAHHMSMH U YMEHHSIMHU TpU WX MEepeHOoce Ha
HOBBIE CUTYaIUH.

HeynosnerBopurensHo

7.3 OnleHOYHbIE CPeCTBA

7.3.1 Texyuuii KOHTPOJIb
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Texyiuii KOHTPOJIb YCIIEBAEMOCTH CTYICHTOB OCYIIIECTBIISIETCS B TPOIECCE MTPOBEICHUS
nabopaTopHBIX PabOT, MPOMEKYTOUHBIX TECTOB H KOHTPOJIBHBIX PabOT, MOATOTOBICHHBIX B paMKax
CaMOCTOSITEIIBHON paOOTHI IO TEMaM.

Borpockl kK KOHTPOJILHBIM paboTam

Haiite obmee nmonsrue kpunrorpaduu. B uem coctout cymuocts mudpoBanus u aemudpoBanus
uHpopmanun?

CooTHecute MexXay OO0 MOHITHS KKPUITOTPAPHsD, «KKPUTITOAHATH3» M «KPUIITOIOTHUSI.
[IpuBenuTe NCTOpUYECKHE TPUMEPHI 3aPOXKACHUS KPUTITOTpaduu.

Oxapakrepu3yiTe AOHAYYHBIH Tepuo] pa3BuTHs Kpunrorpadpuu. Paccmorpure mepBbie mm@phI
3aMEHBI U TIEPECTaHOBKH.

C kakoro BpeMeHHU Hauajcsl Hay4HbIil nepuos pa3Butus kpunrtorpadun? Kakue coObITHS cTamy 1
ATOTO OMPELISIONTUMU?

Yem omnpenensieTcss KPUIITOCTOUKOCTH mudpoBanus? Kakue apyrue TpeOoBaHUS MPEIbIBISIOTCS K

muppoBaHUIO?
B uem cocroutr mpasmwio Kepkroddca? Ilouemy 53T0 mpaBuio sBIseTCS OOMIECPUHSATHIM B
Kpunrorpapuu?
Korpma mnosBunace kpumnrtorpagusi ¢ OTKPBHITBIMH KJIOYaMHM U TepBas peajibHas cHCTeMa
mndpoBanus?

Kakux Boraaromuxcs kpunrorpagon XX B. Bol 3Haete?

Uem oTimyaroTCs MOAXOJbI K oOecredeHnto 0e30macHOCTH MH(popMauuu B Kpunrtorpaguu M B
crerasorpagpuu?

UTto 00111€TO ¥ B Ye€M OTIMYHE KpUTITOTpadhuuecKkoro mpeoopa3zoBanus HHGOPMAITIH OT KOTUPOBAHMS
€€ TIPH 3aIUTe OT CIAYYAHBIX yrpo3 O€30MaCHOCTH?

Kakumu metonamu obecrieurnBaeTcsi KOHGUISHITATHLHOCTh HH(pOpMaIun?

UTto Takoe 1mesocTHOCTh nH(popManun?

JlaiiTe onpeneneHne MMUTOCTOMKOCTH udpa.

Uto Takoe UMUTOBCTAaBKA? /{7151 KakuX 1ieJIeid OHA UCTIOJIb3YETCA?

Jljig KakuX acieKToB MH(GOPMAIIMOHHOTO B3aUMOAECHCTBUS He00X0[uMa ayTeHTUpUKaIus?

JIBa OCHOBHBIX TpeOoBaHUsI K X31I-QyHKIUAM. [IpOTHUB KakuX aTak OHU HamNpaBiICHBI?

Kakue cpenctBa ncnosb3yrores A1 006ecredeHnsi HeBO3MOKHOCTH OTKa3a OT aBTOpCTBa?

Uto 03HauaeT CBOMCTBO OJJHOCTOPOHHOCTU KpUNTOrpadudeckoit xau-pyHKiuu?

B 4em cyTh mpeABapUTENbHOTO pacipeaeieHus KIroJen?

Uto Takoe cepTHU(HUKAT OTKPHITOTO Kito4a?

Jl71g yero UcHoJb3yeTcsl cxeMa pa3eneHus cexpera?

[IpuBeaute kiaccuuKalnio METOJ0B MKU(POBAHUS B 3aBHCHUMOCTH OT cllocoba mpeoOpa3zoBaHUs
nHpopMaIuu.

Uro Takoe mudpBennynHa, muppobo3HayYeHHe U KaK 3TH MOHATUS COOTHOCATCA?

Kakne 0coOeHHOCTM XapaKTepHBI Uil METOJOB IIM(PPOBAHUS C CHUMMETPUYHBIM KIIOUOM U
HECUMMETPUYHBIM (OTKPBITHIM) KIIFOUOM?

UeM OTIMYAIOTCS CUMMETPUYHBIE MU(PPCUCTEMBI OT aCUMMETPUYHBIX?

[TosicHuTe Ha MpUMepe CYIIHOCTh MU(POBAHKS METOJIOM 3aMEHBI.

[IpuBeaute mnpumepbl MmuU(POBaHUS METOJAMH TEPECTaHOBKH. UTO O3HAaYaeT MapHipyTHas
nepecTaHoBKa?

[TosicHuTe CYIIHOCT, TaMMHUpPOBaHUS Kak crocoba Kpunrorpaduyeckoro mpeodpazoBaHus
uHpopmanuu. YTo SABISETCS IPU ITOM KITHOYOM IIHPpOBaHUs?

[Touemy anauTHUBHBIC METOIBI ITU(PPOBAHUS OTHOCITCS K mU(ppamM raMMupoBanus?

K kakomy kiaccy mudpoB OTHOCSATCS aHATUTUYECKHUE CITOCOOBI MIM(PPOBaHUS?

[TpuBeaute npumep mudpa nepecTaHOBKU, KOTOPBI MOKET pacCMaTPUBATLCS U KaK OJIOYHBIHN MU (D
3aMEHBI?

C kakuMH 1eNsIMU B KpUOTOrpaduu BBOISATCS MOJETH OTKPHITHIX TEKCTOB?
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Kakue noaxoap! HCHOIb3YIOTCS ISl pAaCIIO3HABAHUS OTKPBITHIX TEKCTOB

Kakoe npaBuiio 1eXuT B OCHOBE BCEX MUPPOB MEPECTAHOBKHU?

Uto sBISETCS KIIFOUOM Mudpa mepecTaHOBKH?

Ha3zoBuTte 0CHOBHO# HEOCTATOK MK(POB NEPECTAHOBKHU.

[IpuBeaute npumep murdpa nepecTaHOBKU, KOTOPBIM MOKET pacCMAaTPUBATHCS U KaK OJIOYHBIH
mudp 3aMeHbI?

Kak onpeaenuts o KpUNTorpaMMe, MOJy4eHHON C MOMOIIBIO M (pa BepTHKAIEHON
[I€PECTaHOBKH, YUCJIO KOPOTKUX CTOJIOLIOB 3alI0JIHEHHOTO OTKPBITHIM TEKCTOM OCHOBHOIO
MPSIMOYTOJIbHUKA?

Kakue cBoOicTBa OTKPBITOrO TEKCTA MCIIOJIB3YIOTCS MPH BCKPBITUH MU(pPa TEPECTAHOBKHU?

Kakwue mugps! HazpIBaroTCs mMHUPpaMu IPOCTON 3aMEHBI?

[IpuBeaute npumep mudpa nepecTaHOBKH, KOTOPBIM MOKET pacCMaTPUBATHCS U KaK OJIOYHBIH
mudp 3aMeHbI?

Uro sBasieTcs KirouoM 1mudpa npoctoit 3aMmeHbl? KakoBo MakcuManbHO BO3MOYKHOE YMCIIO KITHOUen
mudpa npocToit 3aMmeHbI?

UYro 6onee 1enaecooOpa3Ho JUIsl HaIeKHON 3alUThl THPOPMAIIUK: apXUBAIUs OTKPBITOTO TEKCTA C
MOCJIEYIOUM MI(ppOBaHUEM WU MIH(DPOBaHUE OTKPBITOTO TEKCTa C MOCEeAYIoIel apXuBauei?
Nwmeet nmu mmdp [Indiidepa sxBUBaIECHTHBIE KITIOUH, TO €CTh TAKUE KIIIOUH, HA KOTOPBIX JHOObIE
OTKPBITBIE TEKCTHI MUPPYIOTCS 0TMHAKOBO?

Kakwue mugpst HazpiBatoTcs omodonamu? [IpusBeaure npumep.

K xaxkum mmdpam otHOocuTCst cuctema mudposanus [erpa [ «lubupsy»?

Kakwue mudps! HazpIBaroTcs mu@paMu MHOTO3HAUHOM 3amenbl? [IpuBenuTe npumepsl.

Asnsercs mu mwdp MPONOPIUOHATHFHON 3aMeHbI OMO(OHOM?

[TosicHuTe, YTO BB HOHUMAETE MO/ COBEPIIEHHBIM muppoM. [IpuBenuTe npuMepsl.

[Touemy mmdp Tpuremus, nexamuii B ocHoBe mudpa Bwkenepa, He sBisercs mubpoM
raMMUpPOBaHUs?

[Touemy HanoOXEHME Ha OTKPBITBIM TEKCT TaMMBbI, MPEACTABISIONICH COOOW TEPHOIUYECKYIO
MIOCJIEI0BATEIbHOCTh HEOOJIBIIOr0 NEPHO/A, HE 1AaeT HAAEKHOMN 3aIUThI?

[loueMy HeAONMYCTMMO HCIOJB30BaTh JABAXKABI OJHY M Ty K€ TamMmy (Jaxke CilIyd4ailHyl0 |
PaBHOBEPOSATHOCTHYIO!) 1115 3aIM(PPOBAaHUS Pa3HBIX OTKPHITHIX TEKCTOB?

Ilepeuncnnure ocHOBHbIE TPEOOBAHUS K TaMMe.

KakoBbl ¢ TOYKM 3peHHs KpulTorpaduu IMpeuMyIlecTBa M HEJOCTaTKH Iepexoja K OJoYHOMY
mudpoBaHUIO?

Kak peanusyercsa npeanoxeHsbsiil K. IIIeHHOHOM IMPUHIMI «I€PEMEIIUBAHUA) NIPU MPAKTUYECKON
peanu3anuy aaropuTMOB OJI0YHOTO MUGPOBaHUS?

KaxoBsl 0CHOBHBIE HeocTaTKn anroput™ma DES, 1 KakoBbI IyTH UX yCTpaHeHUs?

B kakux ciiyyasx MOXXHO PEKOMEHJOBATh MCIIOJb30BaTh OJOYHBIM HIM(QpP B peKUME MPOCTON
3aMEHBI?

OT KakuX NOTEHIHAJIBHBIX CIa00CTEeN MO3BOJIAET N30aBUTHCS UCIOJIb30BaHUE OJOYHBIX MH(POB B
pexxnmax mudpoBanus ¢ 00paTHOM CBA3bIO?

B yem 3axiro4aroTcss JOCTOMHCTBA U HEAOCTATKU CHCTEM MOTOYHOIO MK (PPOBAHUS IO CPABHEHUIO C
O6710YHBIMH IIUppamMu?

[Touemy Bo3HMKaeT npobiaeMa CHHXpOHHU3AIMU OTOYHBIX MU (POB?

Kakue mpuunHbl 00yCIOBUIM NIMPOKOE MCMOJIb30BAaHUE JIMHEWHBIX PErMCTPOB CABHMra B KaueCTBE
YIPaBJISIOUINX OJ0KOB NOTOYHBIX HIHM(pcUCcTEM?

IIpoBeauTe cpaBHUTENBHBIN aHAIN3 anropuT™MoB muppoBanus RC4 u RCS.

[lepeuncnnte OCHOBHBIE PEKUMBI PaOOTHI, TPEAYCMOTPEHHBIE B POCCUIICKOM CTaHIapTe
m(ppPOBaHUS TaHHBIX

B uem cocTosT npenmyInecTBa CUCTEM C OTKPBITBIMH KJIFOUAaMU TEPE]] CHMMETPUYHBIMU
mudpcrcremamu?

Cn0KHOCTBIO KAaKOM MaTeMAaTUYECKOM 3a/1aul OIPENEIAeTCs CTOMKOCTh cucteMsl RSA?

Kakue TpeboBaHus NpenbsIBIAIOTCS K KirouaMm B mudpe RSA?
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K kakomy THIy mugpoB NpuHAISKUT cXeMa MU(pPOBaHUs, UCTIOIb3yeMast B CUCTEME DJIb-
lNamansa? B uem ee npeumyiiecrsa?

CHOXHOCTBIO KAKOW MaTeMaTHYECKOW 3a7jauyll OTPEIEISIETCS] CTOUKOCTD MM (PPCUCTEMBI Db~
INamans?

HazoBure HepocTaTku cxemsbl Dib-I"amanns.

Kakwue nmpo6aembl nH(GOpMAITMOHHON 0€301TaCHOCTA MOKHO PEIINTh C TIOMOIIBIO AaCHMMETPHYHBIX
muQpoB.

N3noxute NpUHIMIINATBHYIO CXEMY OPTaHU3allMK CEKPETHON CBS3U € UCIOJIb30BAaHUEM
MHQPPCUCTEMBI C OTKPBITHIM KITFOUOM.

Kakum 00pa3oM ¢ moMomipro KpunrocucteMbl RSA MOKHO OpraHu30BatTh mepenady cooOmeHui,
MOJJIMHHOCTh KOTOPBIX MOT' ObI MPOBEPUTH JIF000H! MOTydaTeNb?

Kakum o0pa3om ¢ moMo1ibio KpuntocucteMbl RSA MOKHO opraHu3oBath nepefady cooOIeHUH,
MOJJIMHHOCTh aBTOPCTBA KOTOPBIX MOYXHO IPH HEOOXOTUMOCTH JI0Ka3aTh?

Urto ob6miero mexxay oObIvHON U 1M poBOi moanucei0? YUem oHM paznmuyarorcs?

Kakwue 3a1aun no3BosisieT pemuTsh 1u(poBas Moanuch?

B uem 3akitoyaercs NpUHIMINAAIBHAS CIIOKHOCTD B IPAKTUYECKOM IPUMEHEHUHU CUCTEM HU(POBOM
noanucu?

[Touemy B Kpunrorpapu4eckux CHUCTEMaX, OCHOBAHHBIX Ha OTKpPBITBIX KIIIOYaX, HeNb3s
HCII0JIb30BaTh OJIMHAKOBBIE KIIIOUH JJIs1 IIHU(PpOoBaHUs U LU(POBOI moanucu?

[IpuBeauTte nmpuMep NOpsAIKa OTKPHITOTO paclpeieieH sl KITIouel o KBaHTOBOMY KaHay.

KakoBa npupoa cekpeTHOCTH KBaHTOBOM Kpurnrorpapuu?

[Touemy KBaHTOBBIN KpUNITOAHATN3 OBICTPO MOXKET BCKPBITh Kpunrocucremy RSA?

KaxoBbl mpo6sieMbl KBaHTOBOM KpunTorpapuun’?

TECT-BOITIPOCDI

Urto sBngercs npeameroM Hayku KPUIITOPT ADA?

A) criocoObl mu$poBaHUs U AU (OPOBAHNS,

B) meToe1 cokphiTHs (hakTa mepenayr CeKpeTHOM nH(popMaIuu;

B) cnioco6s1 mpeobpazoBanus HHGOPMALIUH C LIEIbIO €€ 3aIUThl OT HECAHKIIMOHUPOBAHHBIX
MOJIb30BaTEIECH.

Kpunrocucrema Ha3bpIBacTCsl KPUIITOCUCTEMOM OOIIETO MCTIOIB30BaHUS, €CIIH €€ CTOMKOCTh
OCHOBBIBAETCSl HA CEKPETHOCTH

A) anropuTMoB mMU(PPOBaHUS U paciIuGpPOBaHUS;

b) xmoua;

B) pexuma mudpoBaHusi.

Ha xakue nBe TpyImibl MOXKHO pa3feluTh CAMMETPUYHbBIE KPUIITOCUCTEMBI?
A) 0J10YHBIEC M IOTOYHEIC;

B) cuHXpOHHBIC U ACHHXPOHHBIE;

B) ananorossie u nudpossIe.

Kakue coObITHS cIOCOOCTBOBANIM Pa3BUTHIO KpUniTorpaduu?

A) pOCT rpaMOTHOCTH CPEIU HACEIECHUS;

B) paznen Tepputopuii, o00pazoBaHue rocyJapcTB, BOWHBI;

B) nepexon k (hoHETHUECKOMY MHCBMY, COKpAIlleHHe MOIIHOCTH aiaBUTA.

[Touemy nmoTouyHble MHUPHI B 0OIIEM CITydae 10 CKOPOCTH HAMHOT'O MPEBOCXOAT OJIOUHBIE
mudps1?

A) MOCUMBOJIbHOE IU(PPOBAHIE MEHEE TPYIOEMKO, YeM IU(PPOBAHNE OOJIBIIMMH OJIOKAMU;
B) norounoe mugppoBanue He TpeOyeT cXeM CUHXPOHU3ALINY;
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B) mudpyromas nocaenoBaTeIbHOCTh YaCTO TEHEPUPYETCS HE3aBUCUMO OT OTKPBITOTO TEKCTA MU
mudpTeKcTa.

HazoBute ocHOBHYIO MpoOIEMyY TP OPraHu3allii CeKPETHOM CBSI3U B CITydae MOTOYHBIX MTU(GPOB?
A) ipobiiema miepeaun KIroded Mex 1y abOHECHTaMH,

B) npo6nema ycTpaHeHHs OmMOOK B IOTOKE MIM(PPYEMBIX TaHHBIX;

B) npoGnema cMHXpOHHU3AMY TTOTOKA MIH(PPYEMBIX TaHHBIX.

Kewm Obu1a peanoxkeHa nepsast IpakTUYecKast peaan3alisi KpUnTorpapuu ¢ OTKPBITHIM KIII0YOM?
A) Yurdpunaom duddu (Whitfield Diffie) m Mapturom Xemmmanom (Martin Hellman) u Pansdom
Mepxkiiem (Ralf Merkle);

B) Ponansnom PaiiBucrom (Ronald Rivest), Anu [lamupom (Adi Shamir) u Jleonapaom
Aniemanom (Leonard Adleman);

B) [lTa¢du INomsaBaccepom (Shafi Goldwasser) u CunsBuo Mukanu (Silvio Micali).

K kaxoii rpynne mugpos otHocutes mmdp CHUTAIIA?
A) mudp 3aMeHsl;

B) umdp nepecranoBky;

B) xomOuHMpPOBaHHBIN TIIHD.

Cnoso KPUIITOI'PA®UA 3ammudposano knaccuyeckum mudpom Lesaps. Beibepure
COOTBETCTBYIOIIUN HIHU(PPTEKCT.

A) YBTOUI'CBUBTh;

B) ®CXKBJIBIKCIIOXIO;

B) HYJII'XCXVYI'YJIb.

[Ipu mndpoBaHUM OTKPHITOTO TEKCTA €r0 OYKBbI 3aMEHSIOTCS MapOoil Yncel, COOTBETCTBYIOIINX
HOMEpaM CTOJIOIIOB M CTPOK JaHHO# OykBbI B Tabmuie. Kak HazpiBaeTcs SToT mudp?

A) pemrerka Kapnano;

B) xBagpar [lonubus;

B) ta6numna Ilopro.

Kak naszpiBasics mmdp, Ha 0CHOBE KOTOPOTO ObLII CO37aH OJUH U3 Haubosee CTOMKUX BOEHHO-
Mopckux mudpoB BenmnkoObpurannu Bo BpeMs BTopoit MUpoOBOii BOWHBI?

A) pemrerka Kapnano;

B) kBagpar [lonuous;

B) ta6numna Ilopro.

[Ipu kakux ycIOBHUSIX BOCCTAHOBUTH TEKCT [0 KPUIITOTPaMMeE KPUINITOAHAIUTUKY CTAHOBUTCS
MPUHIUITHATIEHO HEBO3MOKHO?

A) ecnu mU(PPOBAHUE «CTHPAET» U3OBITOYHOCTS;

B) ecnu ncnonp3yercs JUIMHHBIN KIIHOY,

B) ecnu anroput™ mudpoBaHus HEU3BECTEH.

Kak Ha3bpIBaroTCs UCHOJIb3yEMbIE B KPUIITOTpa(uu MOJETN OTKPHITOrO TEKCTA, YYUTHIBAIOIINE
3aBHCUMOCTB OYKB TE€KCTa OT MPEAbLAYIIUX OYKB?

A) TIO3HaYHBIE MOJIETN OTKPBITOTO TEKCTA,

B) BeposTHOCTHBIE MOJIeNN K -TO pUOIKEHUS;

B) MapkoBckue MOJIENN OTKPBITBIX TEKCTOB.

Kto B Poccuu pykoBoaun pa3pabotkoit TenedonHoro mudparopa?
A) B.A . KoTenbHHUKOB;
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b) A.H.Konmoropos;
B) b.b.IInoTpoBckuii.

B uem cocrout ocHoBHOU npuHIMn Kepkroddca?

A) KOMITpOMETALUS CUCTEMBI HE JIOJDKHA MPHUUUHATH HEYJ00CTB KOPPECTIOHICHTAM;

B) Heo6x0 1Mo, YTOOB! KPUNTOCHCTEMA ObLTa IPOCTOH B UCTIOIB30BAHUY, U €€ IPIMEHEHHNE HEe
TpeOoBaio COOMIOICHHSI [UIMHHOTO CIHCKA MTPABUI,

B) y KoppecnoHIeHTOB I0JKHA OBITH BO3MOYKHOCTB TI0 COOCTBEHHOM BOJIE MEHSATH KIIIOY.

Urto noHMMaeTcs N0 KpUnTorpagpu4eckum MpoToKoIoM?

A) anropuTm mudpoBaHUs JaHHBIX Mepej repenadeil no o0meI0CTyTHOMY KaHaly CBSI3H;
B) pacnipeneneHHbIN anropuT™ peuieHus IByMs WK 00Jiee yduaCTHUKaMU HEKOTOPOM
KpunTorpaguueckom 3aaauu;

B) nHabop npaBuin mupoBaHus U paciiippoBaHus KPUITOCUCTEMBI.

B uem cocrout kpuntorpaduueckas 3azaya o0ecreyeHus 1eT0OCTHOCTH?

A) rapaHTHpOBaHUE HEBO3MOKHOCTH BHECEHUSI CIIyYalHBIX OIIMOOK B IIpOIECCE MepeaadH 1Mo
KaHaJaM CBSI3H;

B) rapantupoBanue HEBO3MOKHOCTH HECAaHKIIMOHUPOBAHHOTO M3MEHEHUs HH(OpMaIny;

B) o0a oTrBeTa BepHBI.

Kakue metozpl pa3pabarbiBaloTCs € 1ENbI0 00ecTIeYeHHs ayTeHTU QUKL ?

A) MeTO bl TTIOATBEPIKICHUS MTOJJITMHHOCTH CTOPOH M caMOi HH(GOPMAIIMH B MPOIECCE
MH(OPMALIMOHHOTO B3aUMOICHCTBUS;

B) MeTo b1 MPHCBOCHUS YHUKATBLHOTO WACHTH(DUKATOPA B3aUMOCHCTBYIOIINM CTOPOHAM U CaMOit
nH(popManuu B mpoiecce HHHOPMAITMOHHOTO B3aUMOICHCTBUS,

B) 06a oTBeTa BEpHBHI.

Kakoii MexaHu3M ucnosb3yercs A1 00ecredeHnsi HeBO3MOKHOCTH OTKa3a OT aBTOPCTBA WU
MIPUIHICHIBAHUS aBTOPCTBA?

A) MeXaHU3M CUMMETPHUYHOTrO MU(POBAHUSA C IPUBIICUCHUEM apOUTpa;

B) mexanu3m 1udpoBoit moanucy;

B) 06a oTBeTa BEpHBI.

C 4yem cBsi3aHa aKTUBHAsS aTaka Ha 3amm@poBaHHYIO HHGOPMALHO?

A) ¢ IpoCITyIIIMBaHUEM, aHAITM30M TpadHKa, IEPEXBaTOM, 3alUCHIO MePeIaBACMbIX MIH(POBAHHBIX
COOOILIEHUH;

B) ¢ nemmdpoBanueM, T. €. MOMBITKAMH "B3JI0MaTh'" 3aIUTY C LEIBIO OBJIAJICHUS HHPOPMALIUEH;
B) ¢ npepsiBaHKMeM Ipoliecca nepeaadu CoOOMEHUH, CO3IaHUEM M0 ICIbHBIX COOOIICHHIH,
MoAM(HKAIUCH ITepeiaBaeMbIX COOOIICHHUH.

Ot yero 3aBHCHUT BBIOOp criocoba mudpoBaHus?

A) oT ocobeHHOCTE nepenaBaeMoit nHGopMaIu (ee IeHHOCTH, 00beMa, croco0a MpeCTaBIeHus,
HE00X0AMMOM CKOPOCTHU TepeiauH;

B) oT BO3MOXXHOCTEH BiIaJeNblEB M0 3aIUTEe CBOeH MH(POpPMALUU (CTOUMOCTh IPUMEHSIEMbIX
TEXHUYECKUX YCTPOMUCTB, Y10OCTBO MCIIOIB30BaHMUS, HAJIS)KHOCTh (PYHKIIMOHUPOBAHMUS,

B) o6a oTBeTa BepHBI.

Jlnst oOHapyXeHHUs LeIeHANPaBICHHOTO HaBsA3bIBAHUS TPOTUBHUKOM JIOKHON MH(POPMALIUH
A) B niepegaBaeMoil HH(pOpMAIK CTHPACTCS N30BITOYHOCTH;

B) B nepenaBaemyro HHGOPMALIHIO BHOCUTCS U30BITOYHOCTB;

B) ucnonpe3yercs Kol Y4ETHOCTH.
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Kaxk na3biBaeTcs uncioBas KOMOWHALIMS, UCTIONb3yeMasi )i MPOBEPKH 1IEIOCTHOCTH?
A) UMHUTOBCTABKa;

B) ko ayrentudukanyum cooOrieHus;

B) o6a oTBeTa BepHHI.

Kakue TpeOoBaHMS IPEABSBISIOTCS K KIFOUSBBIM XII-QyHKIHIM h(M)=S?

A) HEBO3MOKHOCTD BEIYMCICHUS 3HaueHus hy(M) =S s 3amansoro cooOmieaus M 6e3 3HaHus
xiroya K;

B) HEeBO3MOXKHOCTB TI000pa /IS 3alaHHOTO cooOIIeHuss M ¢ nu3BeCTHBIM 3HaueHueM hx (M) =S
apyroro coobmuierust M1, ¢ u3BectHbIM 3HaueHHeM Nk (M1) = S1 Ge3 3naHus Kioua K;

B) 00a oTrBeTa BepHBI.

Kakoe TpeOoBaHue HampaBieHO IPOTUB CO3/IaHUS MOAEIbHBIX (cPaOpUKOBAaHHBIX) COOOIIEHUN

TIPH aTaKax THITA HMUATAIAS ?

A) HEBO3MOKHOCTh BhIYHCIeHUs 3HaueHust hk(M) =S st 3amanHoro cooOrienus M 6e3 3HaHUS
xioya K;

B) HEBO3MOKHOCTB TIOA00pA IS 3a1aHHOTO cooOIIeHuss M ¢ u3BeCTHBIM 3HaueHueM hy (M) =S
apyroro coobmierust M1, ¢ u3BectHbIM 3HaueHueM Nk (M1) = S1 Ge3 3nanus kioua K;

B) o0a oTrBeTa BepHBI.

Kakoe TpeOoBanue HampaBieHO TPOTHUB MOIU(UKALIMN NTEpeJaBaeMbIX COOOIIEHUI PHU aTakax
THNA roaMeHa?

A) HEBO3MOKHOCTD BEIYMCIICHUs 3HaueHus h(M) =S s 3amansoro coodmienuns M 6e3 3HaHus
xiroua K;

B) HEBO3MOKHOCTB TIOA00pA IS 3a1aHHOT0 cooOIIeHuss M ¢ u3BeCTHBIM 3HaueHueM hy (M) =S
apyroro coobmierust M1, ¢ u3BectHbIM 3HaueHueM hx (M1) = S1 Ge3 3nanus kioua K;

B) 06a oTBeTa BEpHBL.

Kakas npoBepka o3HauaeT ayTeHTHU(PUKAINIO CeaHca CBIA3HU 7

A) IIpOBEpPKa HEJIOCTHOCTHU COCAUHCHNA, HCBO3SMOKHOCTH HOBTOpHOﬁ nepecaadn faHHbIX

28.

29.

30.

MIPOTUBHUKOM, CTOPOH B3aHMOJICHCTBUS;

B) mpoBepka 11eI0CTHOCTH COEIMHEHMSI, HEBO3MOKHOCTH IMOBTOPHOM Mepeiadn TaHHBIX
MIPOTUBHUKOM, CBOEBPEMEHHOCTH Tepe/lauu TaHHbIX;

B) 06a oTBeTa BEpHBI.

Kaxkoe cpencTBo sSBIISIETCSI OCHOBHBIM CPEACTBOM ISl TPOBEACHHS MICHTU(PUKAIIUN ?
A) TIPOTOKOJIBI OJJHOCTOPOHHEH MICHTU(PUKALINH;

B) npoToKoJIbI B3aUMHOM WCHTU(DUKAIUY

B) 06a oTBeTa BEpHBHI.

Kak BeIrmsaut g poBas MoANUCH i COOOIIeHNs ?

A) 4KcIo, TONYYeHHOE B PE3yabTaTe XeMIUPOBaHUs, MPUMEHEHHOTO K 3TOMY COOOIIIECHHUIO;

B) uncno, monyuyeHHOE B pe3yapTaTe KpUnrorpaduyeckux npeoOpa3zoBaHuil, IPUMEHEHHBIX K
3TOMY COOOIIEHHIO;

B) xon ayrenTuduKay coooIeHus.

J1st 4ero NpuMEeHsIIoTCs CIelMalbHble CUCTEMBI IIPEBAPUTENILHOTO pacIipe/leNIeH s KITtouei ?
A) 11pu GOJIBILIOM YHCIIE B3aMMOACHCTBYIOIINX CTOPOH TpeOyeTcs MpeaBapuTelIbHAs PacChUIKa
3HAYUTEIBHOTO 00beMa KIII0UeBON HHPOPMALIUU U TIOCTIETyIOlIee ee XpaHeHHe,
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B) onpenensercs nopsAa0K UCIIOIb30BaHMSI, CMEHBI, XpaHEHMSI U apXUBHUPOBAaHMsL, PE3EPBHOIO
KONUPOBAHUS ¥ BOCCTAHOBIICHHS, 3aMEHBI HJI M3BATHS U3 00paleH sl CKOMIIPOMETUPOBAHHBIX, a
TaK)K€ YHUUYTOKECHHSI CTAPBIX KIIIOUEH;

B) npenycmarpuBaeTcs pacupeieieHUe U XpaHEHHE HE CaMUX KIIIOUEH, a HEKOTOPOW MEHBIIEH 110
00beMy nH(pOpPMAIIH, HA OCHOBE KOTOPOW Ka)/1asi CTOPOHA MOYKET BBIUMCIIUTH KIIIOY JUISI
B3aMMOJECHCTBHUS C IPYTOA CTOPOHOM.

Kakum o06pa3om HanboJiee mpocTo MOXKHO OCYIIECTBHTH paclpeaesieHue KIIUeH s ceTei ¢
OO0JIBIIM KOJTHYECTBOM a0OHEHTOB?

A) B cHCTEMax NIPEABAPUTEIIBHOIO PACIPEAEICHUS CEKPETHBIX KIIFOUEH;

B) B cuctemax OTKpBITOrO pacipeneseHNus CEKPETHBIX KITHYEH;

B) 00a oTrBeTa BepHBI.

Uro Takoe cepTU(PHUKAT OTKPHITOTO Kiroua?

A) HaOOp JaHHBIX, 3aBEPEHHBIX U(POBOM MOAMHUCHIO LIEHTPa CEpTUUKALINHY, U BKITFOYAIOIIUN
OTKPBITBIA M CEKPETHBIN KIIIOUHU, UMsI TT0JIb30BATENs, UMsI CEPTU(PUKALIMOHHOTO IIEHTpa, HOMEP
ceptu(uKkara, Bpems JAeUCTBUS cepTU(UKaTa, MpeJHa3HAUEHUE OTKPHITOrO Kiltoya (udpoBast
MOJITUCH, MHU(PPOBAHHKE);

B) Habop naHHBIX, 3aBEPEHHBIX M1€YaThIO LIEHTPa CePTUPUKAIINY, U BKIIOUAIOLIUN OTKPBITHIN KITI0Y,
CIHCOK JIOTIOJTHUTENBHBIX aTpUOYTOB, MPUHAAJIEKAITUX AOOHEHTY, U MpeJHa3HAYeHNE OTKPHITOIO
KIII0Ya,

B) Habop naHHBIX, 3aBEPEHHBIX HU(POBON MOINUCHIO IIEHTPa CepTU(UKALINY, U BKIIOYAIOIINN
OTKPBITBIN KJIH0Y U CIIUCOK JIOTIOJIHUTENbHBIX aTpUOYTOB, IPUHAAIEKAIIUX A0OHEHTY.

UTo 03HaUaeT TEPMUH MOIIHOCTH andaBurta?

A) KOJTMYECTBO CUMBOJIOB B OTKPHITOM aJi(haBUTE;

B) uncio BO3MOKHBIX KOMOWHAIMI CUMBOJIOB OTKPBITOTO ai(haBuUTa;
B) xosmuecTBO mmdpBETMYHH OTKPHITOrO adaBuTa.

K kaxomy knaccy mudpoB otHocuTcs mudp, eciiu GparMeHT OTKPHITOro TEKCTa (OTAEIbHbIC
OYKBBI WJIH T'pyIITia OyKB) 3aMEHSIOTCS HEKOTOPBIMH MX DKBHBajeHTaMu (OykBamu, 1udpamu,
CUMBOJIAMHU WJIM UX KOMOWHaIUEH) B muppTercTe?

A) mudpsl 3aMEHBI;

B) mmdper nepecTaHoBKY;

B) xomno3uiimoHHbIe MUQPHI.

K kaxomy kiaccy mudpoB oTHOCUTCS IUGP, €Ci OYKBBI OTKPHITOTO TEKCTa MPH MU(POBAHUN
KaKUM-HHOYIb CIOCOOOM TMEepEeCcTaHaBINBAIOTCS, TO €CTh U3MEHSIETCS TOJILKO MOPSJIOK CIEA0BaHUS
CHUMBOJIOB OTKPBITOTO TEKCTa?

A) mudpsl 3aMEHBI;

B) mmdpe nepecTaHOBKH;

B) koMmo3uIMOHHbIE MTUPBHIL.

UYro cnenyeT aenath A yBEIUYEHUS KPUITOCTOMKOCTH mudpa’?

A) yBEITMYMBAThH PA3HUILY MEX]Y YACIOM IN(PBETUYNH U YUCIOM OYKB B ali(haBUTE;
B) 6onee paBHOMEpHOI! 10JKHA OBITH MarpaMMa MOBTOPSIEMOCTH 3HAKOB ITU(PPTEKCTA;
B) o6a oTBeTa nmpaBUIIbHBL.

Jl1st 9ero ucnoJib3yroTes 00uHbIe U(PHI?

A) U1 yBETMUEHHS KOJMYECTBa NN (PPBETUYHH;
B) nns yBenuueHust ckopoctu muppoBaHus;

B) 06a oTBeTa mpaBUIIbHBL.
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. B 4em cocTouT 0CHOBHOE PEUMYIIECTBO aCUMMETPHYHOTO MIH(PPOBAHUS TIEpe]l CAMMETPUYHBIM?
A) HeT HeOOXOMMOCTH B IIEpeiaye CEKPETHOTO KITF0Ya, KOTOPBI MOKET OBITh IIepeXBayeH
37I0YMBIIIJICHHUKOM;

B) Gonbiiast TpyA0€MKOCTb NOCIEAHETO U, KaK PE3yJIbTaT, MEHBLINE CKOPOCTU IIPU IIU(PPOBAHUY;
B) o6a oTBeTa BepHBI.

Kakwne mmdpsl Ha3piBatoTcst oMopoHamu?
A) mmdpbl MHOTO3HAYHON 3aMEHBI;

B) mHOrOandaBuTHBIE WHPEI;

B) mmmdps! raMMupoBaHus.

Urto Takoe mudpBenanHa?

A) 4HMCII0 BO3MOXHBIX SKBUBAJIECHTOB JJIs1 3AMEHBI OTKPBITBIX CHMBOJIOB;

B) sxBUBasIeHTH! B IIM(PPTEKCTE, 3aMEHSIOLNE CUMBOJIbI WIIM IPYIIIBI CAMBOJIOB B OTKPBITOTO
TEKCTa;

B) oTKpbITHIN TEKCT nepe] Mn(POBAHUEM MTPECTABISIETCSA B BUJIE TIOCIIEI0BATEIBHOCTH
«TIOJCIIOBY», HAa3bIBAEMbBIX MM (PBETUUNHAMHU.

C kakuMH 1eNIsIMU B KpUOTOrpaduu BBOIATCS MOJETH OTKPBHITHIX TEKCTOB??

A) ciyaT OCHOBOM JIJIsl aBTOMATH3AIMH MPOIIECCOB KPUNITOAHAIM3A MHU(PPTEKCTOB;

B) ciayxat ocHOBOH B Ipoliecce U3y4eHUs KpUIITOCTOMKOCTH Pa3IMYHbIX CUCTEM MM (poBaHuUs;
B) 06a oTBeTa BEpHBL.

K kaxomy kiaccy mu@poB OTHOCSATCS aJIUTUBHBIE METObI IIHUPPOBAHUS?
A) oM0OOHBI;

B) mmdpe1 MHOTO3HAYHOM 3aMEHBI;

B) mudpser rammupoBanms.

K kaxomy kiaccy mu@poB OTHOCSATCS aHAIUTUYECKHUE CIIOCOOBI MIN(pPOBaHUS?
A) mmdpsl 3aMEHBI;

B) mmdper nepecTaHoBKY;

B) mapuipyTHbIe IepeCTaHOBKH.

Kaxkue n3 npuBeieHHBIX MUQPPOB SIBISIOTCS UG paMu IEPECTAaHOBKU?
A) pemrerka Kapnano;

B) xkBagpar [lonubus;

B) ta6numna Ilopro.

Kakwue u3 npuBeneHHbIX MU(POB SABISIOTCS MUppaMH 3aMEHbI?
A) RSA;

b) AES;

B) T'OCT 28147-89.

Kakue cBoiicTBa OTKPBITOrO TEKCTA UCMOJIb3YIOTCS MPH BCKPBITUU MIH(pPa NEPECTaHOBKHU?
A) orpaHMYEHHEM MOXET MOCTYKUTh MOSBICHHUE 3alPETHBIX OUTPaMM;

b) nanGonee yacteie GUrpaMMBbl OTKPBITOTO TEKCTA, KOTOPbIE MOKHO COCTaBUTh U3 OYKB
paccMaTpuBaeMoOro MHU(pPOBAHHOTO TEKCTA;

B) o6a oTBeTa BepHBI.

Kakast u3 MaTeMaTu4ecKux MoJieJiell COOTBETCTBYET anroputmy mudpa Aroari?
A) Yij=1j;
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B) Yi = Xi+3(mod n);
B) Yi = Xni +1).

A=

o W
© N b
g1 N 0o

48. ammdpyiiTe ¢ TOMONIBI0 MATPUIHOTO MK (pa ¢ KIFOYEBON MaTpULIeH
U(ppPOBOTO FIKBUBAIEHTA OYKB OTKPBITOTO TEKCTa CIOBO 3aOasa.
A) 28,35,67,21,26,38;
b) 24,38,42,21,32,46;
B) 12,32,7634,17,19.

49. Yto GoJree 11e51eco00pa3Ho I HAJACKHOM 3aUTh HHPOpMaIin?
A) apxuBanus OTKPBITOIO TEKCTA € MOCIEAYIOLIUM;
B) mmdpoBanue OTKpHITOro TEKCTA € MOCIEAYIOUIEH apXuBalei;
B) He uMmeer 3HaYeHHUS.

50. K xakum mudpam oTHOCUTCS crcteMa mudposanus [lerpa I « [ {uduppy»?
A) oMO(OHBI;
B) mmdps1 OurpaMMHO 3aMeHbL;
B) mmmdps! npocToit 3aMeHBI.

51. Ha kakom cnioco6e mmdpoBanus 6611 ocHOBaH Ourpammubiid mudp [lmiidepa (Playfair,
Benukobpurtanus), npumensBmuniics Benukoopuranueii Bo BpeMs [lepBoii MUPOBOi BOHBI?
A) crioco0 mudpoBaHust COCTOSIT B pa30MBKE BXOIHOTO TEKCTAa HA OUTPaMMBI;
B) Ha 103yHroBoM crioco0e 3armoaHeHus MUGPTAOTUIIHI;
B) 06a oTBeTa BEepHBI.

52. Kakwue mmdpsl OTHOCATCS K MG paMu MHOTO3HAYHOM 3aMEHBI?
A) mudp Brmwxenepa u mmdp Tpuremus;
B) mmdp [Tmiidepa n mmdp Xumna;
B) mudp Beprama u mmudp INopra.

53. ChopmynupyiiTe OCHOBHOE TpEOOBAHHME K KPUIITOTPaPUUIESCKH CTOMKOMY I'€HEPATOPy
[ICEBJ0OCTYYaitHOM MOCIeJOBATEIbHOCTH WIIU TaMMBI.
A) TIepuo1 raMMBbl JOJKEH ObITh TOCTATOYHO OOJIBIINUM U1 ITHU(PPOBAHUS COOOIEHUI pa3TuYHON
JUIAHBI;
B) ramma noinkHa OBITH TPYAHO MPEICKa3yeMoi, T.€. €CIM U3BECTHBI THII TeHEpaTopa U KyCOK
ramMMbl, TO HEBO3MO>KHO TMpeACcKa3aTh CISAYIOUIUHN 32 ’TUM KYCKOM OUT raMMBbl C BEPOSITHOCTHIO
BBIIIIE 3aJaHHOM.
B) o6a oTBeTa BepHBI;

54. IlpuBenuTe MpUMep COBEPIICHHOTO MM dpa.
A) mmdp Buxenepa ¢ camokirouom;
B) onnopazoBeiit 61okHOT LlleHHOHA;
B) cucrema Beprama i Tenerpada ¢ OyMaxHbIM KOJIBIIOM, COAEPKAIIUM raMmy.

55. Kakue mmdpsl sBistroTes mudpamMu raMMupoBaHus?
A) umdp Tpuremus;
Bb) mm¢p Buxenepa;
B) 06a oTBeTa BepHBI.
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[To xkakOMy MOJIYJIIO IPOU3BOUTCS CyMMHUPOBAHHE TAMMBI C OTKPBITBIM TEKCTOM B PEKUME
rammupoBanus ['OCT28147-897

A) CyMMUpPOBaHHE IO MOAYIIIO 2;

B) cymMmmupoBaHue o Moy 2°2;

B) o6a oTBeTa BepHHI.

KakoB pa3mep Omnoka mugppyemoro Tekcra B kpuntocucreme 'OCT28147-897
A) 32 Owura;

B) 64 Oura;

B) 'OCT28147-89 — noTtouHast KpUITOCHCTEMA.

Kakue ¢hyHKIIMM BRIMOTHSAET KPUTITOCUCTEMA?

A) ycusieHre 3allUIIeHHOCTH JaHHBIX U 00JierdeHrne paboThl C KPUITOAJITOPUTMOM CO CTOPOHBI
YyeJIOBEKa;

B) ycuiienue 3anuieHHOCTH TJaHHBIX U 00€CTICYeHHEe COBMECTUMOCTH MOTOKA JAHHBIX C APYTUM
MPOTPaMMHBIM 00€CTICUCHUEM;

B) 00a oTrBeTa BEpHBI.

J1jis 4yero B HOTOYHBIX MH(PaxX UCIOIB3YIOTCS PETUCTPHI CABUra C 00paTHOM CBSI3bI0?
A) 17151 TeHepaliy KIF0YEBOM MOCIEeI0BATEIbHOCTH

B) g opranu3zanum pexuma oOpaTHOU CBA3M B OJI0YHBIX MIH(ppax;

B) o0a oTrBeTa BepHBI.

Uto Takoe ckpembuep?

A) nporpaMMHbI€ WK annapaTHbIE peaIM3alMi T'€HepaTopa MCeBAOCITYYaiiHO TaMMBbl;

B) nmporpaMMHbIe UK anmapaTHbIE peaan3alii alrOpUTMa, MO3BOJIAIONIEro MHUPPOBATh MOOUTHO
HEenpepbIBHbIE TOTOKK UH(GOPMALUY;

B) 06a oTBeTa BEpHBL.

B gem cocTout riaBHas rnpobiaemMa mudpoB Ha OCHOBE CKpeMOIepoB?

A) CHHXpOHHU3AIUS TIEPEIAIOIIETO (KOAUPYIOIIET0) U MPHHUMAIONIETO (JICKOANPYIOIIETO)
YCTPOMCTB;

B) xonupyromias mociie10BaTeIbHOCTh OUT MPOU3BOIUTCS U3 HEOOJIBIIIOTO HAYAJIBHOTO 00beMa
nHpopMmaluu;

B) ManeHbKuii IepUoI TaMMBI.

Kakue MeTo1bl CHHXpOHU3aLUK IPUMEHSIOTCS Ha IPAKTUKE B cCUCTEMax MU(POBaHMs Ha OCHOBE
cKkpeMOIepoB?

A) no0aBieHue B IOTOK HHPOPMALUU CUHXPOHU3UPYIOIIUX OMTOB, 3apaHee U3BECTHBIX IPUEMHOM
CTOPOHE, YTO M03BOJISIET €l IPU OTCYTCTBUU TAaKOTO OMTA aKTMBHO HAYaTh MOUCK CUHXPOHU3ALUH C
OTIIPaBUTEJIEM;

B) ucnonb30BaHNE BHICOKOTOYHBIX T€HEPATOPOB BPEMEHHBIX UMITYJIBCOB, YTO MO3BOJISIET B
MOMEHTBI OTEPU CUHXPOHMU3AIMK POU3BOIUTH paciin(poBaHne MPUHUMAEMBbIX OUTOB
uHpopmanuu "mo namaTH" 06e3 CUHXPOHHU3AIHH;

B) 06a oTBeTa BepHBI.

Kakoit MmeTon ucnonb3yercs A1 paHA0MHU3ALNH COOOLIeHUN?

A) BHeceHHe CITyJaifHbIX OMT B caM MU(pyeMblii (ailil ¢ ITHOPUPOBAHUEM HX Ha JeIH(pyroei
CTOPOHE;

B) mm¢poBanue ncxoaHoro (aina ciydailHbIM KITIOUOM;

B) o6a oTBeTa BepHBI.
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KaKI/Ie IJ_II/I(prI/ICTeMBI n3 HGpG‘II/ICJIeHHBIX HNXEC ABJISAKOTCA l'IOTOIIHIJIMI/I‘.7
A) A5, SEAL, RC4;

B) DES, AES, Rijndael;

B) RC2, RC5, IDIA .

[lepeuncnure OCHOBHBIE pEKUMbI PA0OTHI, IPETYCMOTPEHHBIE B CTaH1apTE MIU(PPOBAHUS JaHHBIX
'OCT28147-89.

A) pocTOii 3aMEeHbI, FTaMMHUPOBaHUs, TAMMHPOBaHHs ¢ 00paTHOW CBSI3bI0, TAMMHUPOBAHUS C
00paTHO CBA3BIO MO MIH(P TEKCTY;

B) npocToii 3aMeHbl, raMMHPOBaHNs, TAMMHPOBAHUS C 0OPATHO CBA3BIO, BEIPAOOTKH
MMHTOBCTABKH;

B) snexktpoHHas Ko/10Basi KHUTa, CLEIUIEHUS OJIOKOB, 00paTHas CBs3b 110 BBIBOAY, OOpaTHas CBA3b
o Mu(pPTEKCTY.

[lepeuncnure OCHOBHBIE pEKUMBI PAaOOTHI, IPEAYCMOTPEHHBIE B CTaHAAPTE MU(POBAHUS JaHHBIX
DES.

A) IpoCTOM 3aM€eHbl, FTaMMHPOBAHUS, TAMMUPOBAHUS C 00OpAaTHOI CBSI3bI0, FTAMMHPOBAHMUS C
00paTHOM CBS3bIO MO MHUPPTEKCTY;

B) mpocroii 3ameHbl, raMMUpPOBaHuUs, TaMMUPOBaHUs ¢ 0OpaTHOM CBSI3bIO, BEIPAOOTKHU
MMHTOBCTABKH;

B) snektpoHHas KoJI0Basi KHUTA, CLETUIEHUS! OJIOKOB, 0OpaTHas CBSI3b MO BBIXOY, OOpaTHas CBSI3b
1o mudprexcry?

HazoBute aeiicTByromuii cranaapt mudpoBaHus B AMepuke?
A) DES;

B) AES;

B) Triple DES.

Kaxoit kpunrorpaduueckuii ailropuT™ JieT B OCHOBY cTaHaapTa mudpoBanus AES?
A) Lucifer;

B) Blowfish;

B) Rijndael.

Kaxkune n3 npuBeIeHHBIX KpUNTOTpadhUIECKUX AITOPUTMOB MCTIOJB3YIOT B OCHOBE ceTh DericTensa?
A) DES;

B) Rijndael;

B) 06a oTBeTa BEpHBHI.

Urto o6miero B crangaaprax DES u 'OCT28147-89?

A) pa3mep 0J10Ka, pa3Mep KiIr4a, KOJTUYSCTBO IUKIIOB;
B) pa3mep 6110ka, mpeoOpazoBaHue, KOJUIECTBO IIMKIIOB;
B) o6a oTBeTa BepHBI.

HazoBure pasmep kitoya (B 6utax), ucnonb3yemoro B kpunrocucreme '[OCT28147-89?
A) 32;

B) 56;

B) 256.

[Touemy kpunrtorpaduueckuii anroput™m 'OCT28147-89 Gonee ycTOHUMB K BCKPBITHIO ITyTEM
MOJIHOTO TIepebopa 0 MHOXKECTBY BO3MOKHBIX 3HaUeHUH Kiroua, ueM DES?

A) ¢ynxius mudposanust 'OCT ropasno cnoxuee ynkuun mudposanus DES;

B) B cuimy HaMHOTO OOJIbINIEH JUTMHBI KITIOYA;
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B) o6a oTBeTa BepHBI.

73. Yro Takoe JalKECT cOOOIIeHUs?
A) pe3ynbTaTta BRIYHCICHHUS XeUl-(QYHKIIH;
B) mndpoBoii oTneuaTok nansa;
B) o6a oTBeTa BepHBI.

74. Kakast maTeMaTuueckasi mpooyiemMa JISKUT B OCHOBE CXEMBbI OTKPBITOTO PACTIPECIICHHS KITIOUeH
Huddu n Xemnmmana (Diffi W., Hellman M.E.)?
A) orepariys BEIYUCICHUS JUCKPETHOTO JIoTapudma;
B) gakropuzaiys 00JIBIIOTO YHCIIA;
B) 00a oTrBeTa BepHBI.

75. B yeM cOCTOUT OCHOBHOE OTJINYHE ACHMMETPUYHBIX KPUIITOCHCTEM OT CHMMETPHYHBIX?
A) 1715 nepeadr OTKPHITOrO KIIk0Ya OT MOJydaTess K OTIPABUTENI0 CEKPETHBIN KaHall HE HY)KEH.
BMmecTo Hero ncnosp3yeTcst ayTeHTHYHBIA KaHajl, TapaHTHPYIOMIUN TIO/UTMHHOCTh HCTOYHHUKA
uHpopmanuy;
B) nns mmadpoBanus 1 gemm@poBaHUs UCTIOIB3YIOTCS PA3IMYHbIE KITIOUH;
B) 00a oTrBeTa BepHBI.

76. HazoBuTe HanboIiee pactpocTpaHeHHbIE 00J1acTH IPUMEHEHUST aCHMMETPUIHBIX
KpunTorpaguueckux cucrem?
A) accUMeTpUYHAas CHCTEMa MCTIONIb3YyeTCs 11 MU(pPOBaHUS KOPOTKOTO CEaHCOBOIO KIIIOYa, a
nH(OpMaLMOHHbIE TOTOKU B TEUEHUE CEaHca MPUXOJIAT IO CUMMETPUYHON CUCTEME;
B) accumeTpuyHas cucrteMa UCHOIb3yeTCs AJIs JOKa3aTeNIbCTBA MIPUHAIIEKHOCTH B CIy4ae OTKa3a
OTIPABUTEIISI/TIOJIydaTeN sl OT paHee MepeJaHHOTO/TPUHATOTO COOOIICHUS;
B) 06a oTBeTa BEepHBHI.

77. Jlnsa pereHus KaKuX 3a/1a4 UCMOJIb3yeTcsl IUGpoBas MOMHUCH?
A) 115 AoKa3aTeNbCTBA IPUHAICHKHOCTH B ClIydae 0TKa3a OTIIPaBUTENIS/TIOIydaTeNs OT paHee
MepelaHHOTO/TPUHATOTO COOOLICHUS;
B) g obecrieuenust ayreHTU(GUKAIIMA U KOHTPOJISI LIEIOCTHOCTH;
B) 06a oTBeTa BEpHBI.

78. SIBysieTcst I BEpHBIM yTBEPKJICHUE, YTO IPUMEHEHNUE ACHMMETPUYHBIX CUCTEM B 00IIIEM CiIydae
MIPUBOJIUT K CYIIECTBEHHBIM 3aJIepKKaM MpH MU(PPOBaHUU (TI0 CPABHEHUIO C CUMMETPUYHBIMU)?
A) na;
b) Her;
B) 3aBUCHT OT pa3MepoOB UCIIOJIb3YEMBIX KIIOUEH.

79. Kakum 00pa3omM BeIYUCIAETCS TU(PpoBast MOAMUCH?
A) mocne10BaTeNbHOE BRIYUCIICHNE XeI-(QYyHKIIMA OT HCXOIHOTO COOOIIEHHS U U pOBaHUE
MOJIyY€HHOTO 3HAYECHUS HA CEKPETHOM KJIF0U€e OTTIpaBUTeNs (WK pacimudpoBaHie Ha OTKPHITOM
KITIF0YE TMPU TPOBEPKE MOJIHUCH);
B) nocnegoBarenpHOE MHUPPOBAHUE UCXOTHOTO COOOIIEHHS Ha CEKPETHOM KITFOYE OTHPABUTENS U
BBIYHCIICHUE XeNI-(PYHKIIUU OT 3alu(POBAHHOTO COOOIIEHUS;
B) nocnenoBatensHOCTH Onepaliii He UMeeT 3HAYCHUS.

80. BepHo 111 yTBEpIKACHHUE, YTO B ACHMMETPUYHOM CHCTEME HUKTO, KPOME OTIPABUTEIIS
MOAMKMCAHHOTO COOOIIEHHUS, HE 3HAET CEKPETHOTO KIIt0Ya, Ha KOTOPOM COOOIIEeHHE OBLIO
MOITMCaHO?

A) na;
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B) Her, cekpeTHBIH KIII0Y U3BECTEH TAKXKE YIOCTOBEPSAIOLIEMY IICHTPY, BBIAABIIEMY OTIPABUTEIIIO
cepTudHKAT HUPPOBOM MOIIHCH;

B) Her, cekpeTHBIN KITI0Y U3BECTEH TAKXKE IIEHTPY ayTeHTHU(PHUKAINN, B KOTOPOM HUCHOIb3YETCS
KPHUITOCHCTEMA.

Kaxkas ¢yHKkuus Ha3pIBaeTcst 0IHOCTOpOHHEH (one-way function)?

A) Oynkuus f(X) Ha3piBaeTcst 0THOCTOPOHHEH (one-way function), eciu 1y1st Bcex X U3 ee 001acTH
OTIPEICTICHUS JIETKO BBHIUUCIUTD Y=F(X), HO HAXOXKJCHHUE MO 3aJJAHHOMY Yo TAKOTO Xo, Il KOTOPOT'O
f(X0)=Yo, BBIYHUCIUTEIBHO HEOCYILIECTBUMO;

B) Oynknus f(X) Ha3bpBaeTcs oiHOCTOPOHHEH (One-way function), eciu Ui HAX0XKICHUE T10
3aJJAHHOMY Yo TAKOTO Xo, T KOTOPOro f(Xo)=Yo TpeOyeTcss HaCTONBKO OrPOMHBII 00bEM
BBIYMCIICHUH, YTO 32 HUX MTPOCTO U HE CTOUT OPaThCs;

B) 00a oTrBeTa BepHBI.

BepHo 11 yTBepiKIeHUE, YTO LEIOYUCIICHHAs mokazarenbHas ¢yakius f(X)=a*(mod n), rae
OCHOBaHHE a U MOKa3aTellb CTENCHU X MpUHayIekaT uaTepBaiy (1,n-1), sBiseTcs 0THOCTOPOHHEH
byHKIMEH?

A) na;

B) cymecTBoBanne 0AHOCTOPOHHUX (YHKITUN HE JOKA3aHO, HO OHAa MOKET OBITh B3sITa B KAYECTBE
MPUOIKEHNUS;

B) Her.

K xakum xpuntorpaduueckum cUCTeMaM OTHOCUTCS cuctemMa RSA?

A) K OJIOYHBIM DKCITOHEHITUATBLHBIM CHCTEMAaM, TaK KaK Kax bl 070K M OTKpPBITOTO TEKCTa
paccMaTpuBaeTCs Kak 1esoe unciio B uatepsaie ot 0 1o (N-1) u mpeodpasyetcst B OJI0K
mudpTeKcTa;

B) x mmdpam o1HO3HAYHOM 3aMEHBI;

B) 06a oTBeTa BEpHBL.

YeM onpenensiercsi CTOMKOCTb Kpuntocuctembl RSA?

A) CII0)KHOCTBIO U3BJICUEHUS KOPHS CTENEHU € U3 OO0JIBIIOro 1IEJI0r0 YUCIIa MO0 3alaHHOMY MOJIYITIO
n;

B) cioxHOCTBIO pa3iiokeHHs Ha IPOCThIE COMHOXKHUTENN OOJIBIIOTO IIEJIOT0 YMCIa;

B) 06a oTBeTa BEpHBI.

Kakas ¢pyHkuus ucnonb3yercs B kpunrocucreme RSA 11 renepanuu ceKpeTHoro Kioya?
A) byukuus Ditnepa;

B) dynkus Mebuyca;

B) 006a oTBeTa BepHBI.

Kakoii dakrop onpenensier pazmep kiroua B kpunrocucteme RSA?
A) pecypcamu 9BM, Ha KOTOpO# YCTaHOBJIEHA KPUIITOCUCTEMA;
B) mnHO# mindpyemMoro OTKpHITOTO TEKCTA,

B) pazmepoM mMotyms N, IO KOTOPOMY UAET MuppOBaHUE.

Yewm ompenensercs: cToikocTh kpuntocuctemsl Elgamal?

A) CIOXHOCTBIO TUCKPETHOTO JIOTapu(pMUPOBAHUS;

B) clo’XHOCTBIO pa3oKeHUs Ha MPOCTHIE COMHOKHUTENIN OOJIBIIOTO IEJI0T0 YHCa;
B) o6a oTBeTa BepHBI.

Kakast cxema mugpoBaHus Jierjia B OCHOBY CTaHIapTOB IEKTPOHHOU 1rdpoBoi moanucu B CIIIA
(DSA - Digital Signature Algorithm) u Poccuu (TOCT 334.10-2001)?
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A) cxema PaiiBecta, [llamuns u Aqiemana (Rivest R., Shamir A., Adleman L.;
B) cxema Dnp-I'amans (Elgamal);
B) cxema [luddu un Xemnmana (Diffi W., Hellman M.E.).

[To xako¥#t hopmyJsie BEIYUCISICTCS CEKPETHBIN K104 B mupe Dib-I'amans?
—_— £

A)Y =g (mod p).

B) ed = 1 (mod ¢(n));

B) BEIOHpaeTCs MPOU3BOJILHO U3 YCIIOBHS 1 < X < p.

I[To xako#t opmyIie BEIYUCISETCS CEKPETHBIN KiTto4 B mmdpe RSA?
— €T

A)Y =g (mod p).

B) ed = 1 (mod ¢(n));

B) BriOupaeTcst mpor3BOJIBHO U3 YCIIOBHS 1 < X <.

K kaxomy knaccy mudpoB otHocutces mudp no cxeme nb-I'amans?
A) mmmdpsl MHOTO3HAYHOW 3aMEHBI,

B) cxeMbl BeposTHOCTHOTO MM (ppoBaHHUS;

B) o0a oTrBeTa BepHBI.

Uto ob6mero mexay kpuntocuctemamu Dib-I"amanst u RSA?
A) mmdpel MHOTO3HAYHON 3aMEHBI;

B) mmmdpe1 01HO3HAUHO 3aMEHBI;

B) acummeTpuyaHbie A QPEHI.

B gem coctout croco6 B3noma mudpa RSA ?
A) B TOM, 4TOOBI HAUTH METO/I BBIYHUCIICHHSI KOPHSI CTETICHH € 13 MOd N,. TOCKOJIbKY KPUIITOrpaMma

C=M ) (mod n), To kopaeM ctenenu € u3 (Mod n) sBisteTcst coodIeHne M;

B) B TOM, 4TOOBI HAWTH TJTaBHBIE COMHOXHTENHN 0011ero Moay/st N (P ), MOCKOJIBKY C HX
TIOMOIIBIO MOKHO JIETKO BBIUMCIHTB CeKpeTHbIH Kmod d a1s pacmupposarus M= C? (mod n);
B) 06a oTBeTa BEpHBI.

B uem cocrosT npeumyiiectBa U pPCUCTEM € OTKPHITHIMU KIHOYaMu?

A) nns oOMeHa KiIro4aMyu a0OHEHTaM CeKPETHBII KaHall He HY)KEH;

B) npuMeHeHre CUMMETPUYHBIX CUCTEM MIPUBOUT K CYIIECTBEHHBIM 33/Iep>KKaM Ipu MHUPpoBaHUU
(0 CpaBHEHHIO C ACUMMETPUYHBIMHU);

B) o6a oTBeTa BepHBI.

Kakue xa11-hyHKIMH NCTIONB3YIOTCS [UId (OPMUPOBaHUS HU(PPOBOH MOIIHCH?
A) GecKiIIoueBbIe OHOCTOPOHHUE X3UI-(DYHKIINHY;

B) xiroueBbie 0THOCTOPOHHUE X3UI-(PYHKIUH;

B) xpunrorpaduueckue xam-(QyHKIHUH.

Xnsui-3HaueHue kakoi uHbI (B Oaiitax) Berauciser cranaapt ['OCT P34.11-20017
A) 32;
b) 16;
B) 20.

Kakoit mmdp ncnomns3yet oreuectBeHHsli ctanaapt xamupoBanust [OCT P 34.11-94 nns
m(poBaHUs UCXOTHBIX JAHHBIX, YTOOBI 00ECTIEYUTh HEBO3MOXKHOCTh O00pa COOOIIEHHUH C
OJINHAKOBBIM X3II-3HAYEHUEM?
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A) RSA;
B) I'OCT 28147-89;
B) mmdp Dmp-Tamans.

[lepeuncanTte alIrOPUTMBI AIEKTPOHHON ITU(PPOBOI MOATIHCH?

A) RSA, DSA, EGDA, cxema Hlnoppa, TOCT P34.10;

B) 'OCT 28147, DES, AES, ESIGN, ECDSA,

B) CTb 1176.2-99, McEliece, Rijndael, Cxema {uddu — Jlamnopra.

K kakum Bugam arak ys3suma nudpoas moamuch RSA?
A) K MyIbTUIUIMKaTUBHOW aTaKe;

b) HeneneBoro uCMoIb30BaHUS CEKPETHOTO KITHOYA;

B) 00a oTrBeTa BepHBI.

Kakumu npenmyiectBamu obnagaer cxema uu@poBoil noanucu Dib-I"amans no cpaBHEHHIO CO
cxemoit g poBoit moamucu RSA?

A) TIpu 3aJJaHHOM YPOBHE CTOMKOCTH aJITOpUTMa U(DPOBOI TOAMMCH LIEITbIE YHCTIa, YIACTBYIOITHE
B BBIYMCIICHUSIX, UMEIOT 3aMuch Ha 25% Kopoue, YTO YMEHbIAET CJI0KHOCTh BBIYMCICHUH OUYTH B
JIBa pa3a U MO3BOJISIET 3aMETHO COKPATUTh 00BEM HCIOJIb3yeMON MaMsITH;

B) ipu Be160pe MoyIst P 1OCTaTOYHO MPOBEPUTH, YTO 3TO YUCIIO SIBIISIETCS TPOCTHIM;

B) o0a oTrBeTa BepHBI.

7.3.2 IIpomexyTOoUHas aTTecTamus
O1ieHOYHBIE CPENICTBA ISl TPOMEKYTOUYHOM aTTECTAILIUU
DK3aMeH
Crnucok BOIIPOCOB JIJIs dK3aMeHa

Ucropus passutus kpunrorpaduu. 3akon Kepkroddcea.

Konnenmus n3osrrounoit nadopmanuu K. Illennona. Copepmennsiii mudp. [udp Beprama.

3agauy ¥ Mpo6IeMbl COBPEMEHHON KpUnTorpaduu.

3angaun kpunrorpapuu. KonpuaenuuansHocts. Kpunrorpadguueckue anropuTMsl.

Ataku Ha mmdpel. Kpunrorpadguueckas CTOMKOCTD.

CumMeTpuYHbIE U ACUMMETPUYHBIE KPUIITOCUCTEMBI.

3anmaun kpunrorpaduu. llemoctHocTh. UIMHUTOCTORKOCTS.

3anaun kpunrtorpapuu. AyreHtTuduxanus. [IpoTokossl uaeHTHGUKALNN.

3anaun kpunrtorpapuu. HeBo3aMoxkHOCTh 0TKa3a oT aBTopceTBa. Llndposas noanucs.

0. Liudporas noanuce. Ceprudukanus OTKPbITHIX KIHOYEH.

1. IIporokonsl pacnpenenenus kiode. Cxembl pazfeneHust cekpera. ATakM Ha MPOTOKOJIBI
pacripesielIeHus KITIouei.

12. Knaccudukanus mudppoB M0 pa3IudHbIM IIPHU3HAKAM.

13. Iudpsr nepecranoBku. Kpunroananus mmdpoB nepecTaHOBKH.

14. HIudpse! 3amensl. Kpunroananus noTo4HOTo mu@pa NpocToi 3aMeHBbl.

15. HIudper rammupoBanus. Kpunroananus mudpa Buxenepa.

16. TpeboBanus k ramme. OMIMOKH MTPHU UCTIOIB30BAHUH IIHU(PPOB raMMHUPOBAHUSI.

17. Peructpsl caura ¢ o6patHoit cBs3bro. CkpemMOiIepsl.

18. Metobl paHIOMH3aLUU COOOIIEHU.

19. TlotouHsle MUGPCUCTEMBI.

20. briounsle cucremsl muppoBanus. Koncrpykius delictens.

21. AnropuTMbl 6JI0YHOTO MU(BPOBAHMS.

22. Pexxumbl muppoBaHust OJI0UYHBIX IUPPOB. DIEKTPOHHAS KOJIOBasK KHUTA.

23. Pexxumsl mudpoBaHust 6J104HBIX IIUPPOB. PexuM cuerienns 6J0KOB.

24. Pexxumbl mudpoBaHust 6104HBIX IUPPoB. Pexum oOpaTHOM cBsA3M MO MH(PTEKCTY.

RBPpooo~NokwNE
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Pexumbl mudpoBanus 6109HBIX IIHQPPOB. PexxnM 00paTHOM CBSI3U 1O BHIXOY.
Anroputm mmdposanus ganusix [OCT 28147-89.

Anroputmsl mudposanus ganaeix ['OCT 34.12-2015.

Aunroputm mmdposanus g1aHHbx DES.

Aunroput™ mudpoBanus 1aHHbIX AES.

Pexumbr 6mounbix mugpos 'OCT P 34.13-2015.

Pexumsl ncnons3oBanusa DES.

MynpTuruinkatuBasle GyHkuuu. Mx cpoiictBa. @yHkuusa Ditnepa.

HenpepwiBabie apoou. AnroputMm EBkimna. Pemrero Dparocdena. HempepoiBabIC ApoOH.
3aKOH BBIYUCIICHHS TTOIXOIAIIUX TPOOEH.

CpaBHeHue 1enbIX Ynucen o Moxyiato. ColicTBa cpaBHeHM. Perienne cpaBHEHUH.
Boruncnenue MynbTUIIIIMKaTUBHOTO OOPATHOTO 3JIEMEHTA 10 3aAJaHHOMY MOAYIIIO.
Kiaccrr uncen. Cuctemsl BerueToB. Mx cBolicTBa. Teopema Ditnepa. Manas Teopema
®epma.

I'pynmel. Kosbia. [Toms. Tons anya. Onepanuu cnoskenust 1 ymHoxeHus. Jlorapudm
HEHYJIEBOTO 3JIEMEHTA MOJIsL.

DnnunTudecKkas KpuBas HaJl KOHEYHBIMHA MOJISIMU. [IOpsAa0K 2IImunTHYeCKON KpUBOH.
Kommno3unus u cnokeHne ToYeK Ha SJUIUITUYECKUX KPUBBIX.

Cucrembl UG pPOBAHUS C OTKPHITHIMU KITIOYaMHU.

PexxuMbl HCIOJIB30BAHUS CUCTEM C OTKPBITHIM KIIFOUOM.

OtkpsiToe pacnpenenenue kiaouein. Cxema J{uddu-Xemnmana.

Kpunrocucrema RSA. Kpunrtoananus mmdpa RSA.

Cucrema mmdposanus El Gamal. Kpunroananus mudpa El Gamal.
Kpunrocucrems! 6e3 nepenauu kitoua. Opranu3aiius CeKpeTHON CBS3H.
Kpunrorpadus Ha 3;UIMOTHYECKUX KPUBBIX.

Kpunrorpapuueckue xem-gynkiuu. KimtoueBsie n O0eckiioueBbie PYyHKIIUN XEITUPOBAHMUS,

WX CBOMCTBA U Ha3HAYECHHUE.

DnexTpoHHas 1udposas noanuck. Kpunrorpaduyeckre npoToKoIbL.
AnropuT™MbI ITMGPOBOMA MO TUCH.

[TpoTokoi udpoBoit moanucu mo aroputMy RSA.

Anroput™m nudposoit noanucu EGSA.

Anroput™m nudposoit noamucu DSA.

[TpoTokon udporoit moanucu mo cranaapty DSS.

AnropuTMBI ITMGPOBOM MO TUCH.

Anroput™m nudposoit noamucu ['OCT P34.10-94.

AnroputMm tudpooit noanucu 'OCT P34.10- 2012.

DnekTpoHHas U poBas noanuck. TpeboBaHus K Xeu-QyHKIUAM.
Oynkuus xemuposanus no 'OCT P 34.11-2012.

DnexTpoHHas U poBas NOAMUCH. AITOPUTMBI XernupoBanus MDX.
DnexTpoHHas U poBas MOANUCH. ANTOpUTMBI XemupoBanus SHA-1.
Kpunrtoananus o1HOCTOPOHHUX XAII-(YHKIIHIA.
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