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1 ]_[e.]'ll/l, 3ala'YiM 1 IVIAaHUPYEMBIC PE3YJIbTaThbl Oﬁy‘IeHI/Iﬂ o AMCOMIIJINHE

K 0CHOBHBIM 1eJISIM OCBOCHHUS TUCIUILTHHBI «be30macHoCcTh HHPOPMAITMOHHBIX PECYPCOB
B lHTEpHET» OTHOCUTCS:
e 00ydeHue CTyJeHTOB MpUHIHIAM 3(PPEeKTUBHON opraHn3annuu HHOOPMAITHOHHON
3aIlUTHI;
e (opMuUpOBaHWE Y HUX YMEHHUI BOCCTAHOBIICHUS YaCTUIHO MOTEPSHHONW HH(POPMAIIHH.
e 3aKpEIUICHHE TOTYyYaeMbIX B CEMECTPE 3HAHUI ¥ HABBIKOB Ha MPAKTUKE;
e (opMUpOBaHHE B3aUMOCBSI3CH, MTOJTy9IaeMbIX B CEMECTPE 3HAHUH M HABBIKOB C
W3YYCHHBIMU paHee;
[ IIOoATOTOBKA CTYACHTOB K ACATCIbHOCTH B COOTBCTCTBHUH C KBaHI/I(bHKaHHOHHOﬁ
XapaKTepUCTHKON OakanaBpa.
K ocHOBHBIM 3a1auyaM TUCIUTUTHHEI «be3omacHoCTh HHPOPMAIIMOHHBIX PECYpCOB B
HNHuTtepHeT» oTHOCATCS:
e 3aKpEINIEHHUE OCHOB IIPOIrPaMMHUPOBAHUS,
e  CIOCOOHOCTH MCIOJIb30BaTh OCHOBHBIC TPUHITUIIEI HH(POPMAIIMOHHON 0€301aCHOCTH B
pa3nu4HbIX chepax AesITeTbHOCTH.
e OCBOCHHME COBPEMEHHBIX TEXHOJIOTHIl 3aIIUThI OT pa3NYHbIX aTak B IHTepHeTE;

OO6yuenune no nucuuiuinHe «be3omacHOCTP MHPOPMAIMOHHBIX pecypcoB B MHTepHeT»
HAaIpasJIeHO Ha (popMupoBaHUE y 00YUAIONIMXCS CIEAYIOMNX KOMITCTESHITHIA:

Koa m HaumMeHnoBanue KoOMIeTEeHIMIA NuHankaTopbl 10CTHKEHUS] KOMITETEHIMH

NOIIK-2.1.
MH(POPMAIMOHHBIE

3Haer COBPEMEHHBIE
TEXHOJIOTUH u
MPOTPaMMHBIC CPEJICTBA, OCHOBHBIC BUMBI H
MIPUHITUTIBEI PA0OTHI THGOPMAITMOHHBIX CHCTEM
1 MHPOPMAIMOHHBIX TEXHOJOTHH; CIIOCOOBI
BHEJIPCHUSI W HWHTETPAlMd  COBPEMEHHBIX

I/IH(I)OpMaI_II/IOHHBIX CHUCTEM, CIIOCOOBI OLICHKHU

HE00XOAUMOCTH HUCIOJIb30BAHUS
POTPAaMMHBIX CPEJICTB.
HNOIIK-2.2. VYmeer HUCIOJIL30BaTh

OIIK-2. Cnoco0eH npuHUMAaTh TPUHLIUIIBI
paboThI COBpEMEHHBIX HH(POPMAIIMOHHBIX
TEXHOJIOTHI U IPOrPaMMHBIX CPEACTB, B TOM
YHCIIe OTEUYECTBEHHOTO MTPOU3BOACTBA, U
UCTIONIb30BATh MX MIPU PEIICHUH 33124
npodecCHOHATBHOM AeITEIEHOCTH

COBpEMEHHbIC MH(POPMAIIMOHHBIE TEXHOJIOTUN
U TporpaMMHBIE CpEICTBa, KaK B paMKax
OTIIEJILHOTO TPEANPUSATHS, TaK U B paMKax

KOpPIIOpaLlMi, TOCYJapCTBEHHBIX  CHUCTEM;
BHEIPATb U  HACcTpauBaTb COBPEMECHHBIC
MHPOPMALIMOHHBIE  CHUCTEMBI,  IPOBOJIUTH

MHTETPAUIO PA3IUYHBIX HH()OPMAITMOHHBIX
CUCTEM U MPOTrPaMMHBIX CPEICTB, OLICHUBATh

HEOOXOIUMOCTD HUCIIOJIb30BAHMS

MIPOTPaMMHOTO CPEICTBA JIJIsl PEIICHUS 3aa4.
NOIIK-2.3.Bnaneet HaBbIKaMy MPUMEHEHHUS
COBPEMEHHBIX HH(POPMAITMOHHBIX
TEXHOJIOTHI ¥ MPOTPAMMHBIX CPEJIICTB, TIPH
peLIeHNH 33124 B Pa3JIMYHbBIX OTPACiIIX,
BHEJIPEHUS U HACTPOMKH COBPEMEHHBIX
WH(GOPMALIMOHHBIX CUCTEM, OIEHKU
HEOOXOIMMOCTH MCITOJIb30BaHUS




IPOTPaMMHBIX CPEACTB U UH()OPMAIIHOHHBIX
CUCTEM ]ISl pELICHHUs 3a/1a4.

IIK-2. CriocoOeH oCymEeCTBISTh yIpaBIeHUE
npoektamu B oonacti T Ha ocHOBe
MOJTyYSHHBIX TUIAHOB MTPOEKTOB B YCIIOBHSX,
KOTJIa IPOEKT HE BBIXOJUT 32 MPEICIbI
YTBEPKACHHBIX [TapaMEeTPOB

HIIK-2.1. 3HaeT: NPUHIUIIBI U1 METOI0JIOTHU
yIpaBieHUs IPOEKTaMu B 001acTu
nH()OPMAIMOHHBIX U BeO TEXHOJOTHH,
CBS3aHHBIMU C MPOCKTUPOBAHUEM CAUTOB
Internet-npunoxeHun.

HIIK-2.2. YMeeT: BHIIOIHATH pabOTHI Ha
BCEX CTAJUAX KU3HEHHOTO UKJIA MIPOEKTa
HNC, onieHMBaTh Ka4€CTBO U 3aTPAThl IPOCKTA;
YTOUHSATH COJEPKAHUE U COCTaB PabdoT;
IUTAHUPOBATh Pa3IMYHbIE ACTIEKTHI IPOEKTa
(comeprkaHue, CTPYKTypa, KaueCTBO);
YIOPaBISATh PUCKAMH MIPOEKTA.

HIIK-2.3. Bnageer: cnenyaln3upOBaHHBIM
MPOrPaMMHBIM 00€CTICUeHUEM JITISl BEACHUS
MPOEKTa; METOJIaMU YIIPaBJICHUS
NPOEKTHPOBaHUsI Web-caliToB 1 pa3paboTkoi
Internet mpunoxenwuii; paboTsI ¢
HUHCTPYMEHTAIBHBIME CPEICTBAMHU
MOJIETTMPOBAHHUS TIPEIMETHOM 001acTH,
MPHUKJIATHBIX U MH(OOPMAIIMOHHBIX MTPOIECCOB
NIIK-4.1. 3HaTh: 0CHOBBI HHGOPMAITMOHHON
0e30macHOCTH Web-pecypcoB.

[TIK-4. Cioco6eH npoBoAUTE pabOTHI IO
WHTETPallUH MPOTPAMMHBIX MOIYJIEH 1
KOMIIOHEHT U MPOBEPKY pabOTOCTIOCOOHOCTH
BBIITYCKOB MTPOTPAMMHBIX TIPOTYKTOB

B nporniecce ocBoenust 00pa3oBaTebHON MPOTrpaMMbl JaHHbIE KOMIIETEHIIUH, B TOM YHCIIE UX
OTJeNIbHBIE KOMIIOHEHTHI, (JOPMHUPYIOTCS TIOATAITHO B XOJI€ OCBOCHUS 00YJAIOIUMHUCS JUCIUTUINH
(MoyIeit), pakTUK B COOTBETCTBUH C yUEOHBIM TUTAHOM U KaJICHAAPHBIM rpauKoM y4eOHOTO
nporiecca.

2 MecTo IMCUMILUIMHBI B CTPYKTYpe 00pa30BaTeIbHOM MPOrpaMMbl

Jucuunnuna «be3onacHocTh HHOOPMAILIMOHHBIX pecypcoB B IHTEpHET» OTHOCUTCS K YHUCITY
Y4eOHBIX 0053aTeIHHBIX TUCITUTUIMH OCHOBHOM MPOQeCCHOHANTBHON 00pa30BaTeIbLHOM
POrPaMMBI.

JlucuuiuinHa B3aMMOCBSI3aHa JIOTHYECKH U COJIEPIKATEIIBHO-METOMYECKH CO CIIEAYIOIUMHU
aucuuauHaMu u npaktukamu OITOIT:

¢ ba3zwl JaHHBIX;

e Pa3paboTka MOOMIBHBIX MPUIIOKEHUN;

e OcHoBsl pazpabotku KUC;

e OcHOBBI pa3pabOTKU MOOMIIBHBIX TIPHIIOKCHHH.

3 Crpykrypa u coaepkaHue TUCHUIINHBI

OO0mass TPyIOEMKOCTh JTUCHHUIUIMHBI COCTaBJIseT 3 3auyeTHBIX eAuHulbl, T.e. 108
aKaJIeMHYeCKUX 4YacoB (M3 HUX 54 yaca — caMmocTosiTelbHas paboTa CTyIEeHTOB U 54 yaca —
ayJIUTOPHBIC 3AHSITHSA).

Pazgenbl muCHUIIIMHBI W3y4aloTCd Ha TPEThEM Kypce B IIATOM CEMECTpe,
MIPOMEKYTOUHOM aTTeCTaIMH - IK3aMEH.

dbopma
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3.1 Buasbl yueOHOI1 padoOThI U TPYI0EMKOCTh

(mo popmam 00yueHus)

3.1.1 Ounas popma obydeHUs

Ne . KoaunuecTBoO CemecTpbl
Bua y4eOHoii padoThI
n/n 4acos 5
1 | AyautopHble 3aHATHA 54 54
B ToMm uncrne:
1.1 | Jlekuun 36 36
1.2 | CemuHapckue/mpakTHIECKUE 3aHATHS
1.3 | JlabopaTopHbIe 3aHATHS 18 18
2 | CamocrosiTeqbHast padoTa 54 54
3 | IlpoMe:xkyTOUYHasI aTTeCTAIUS
DK3amMeH JK3aMeH
Hroro: 108 108
3.1.2 3aounas dhopma oOydeHus
Ne . KoauuyecTBoO CemecTpbl
Bupa yueOHoii padoThI
n/n 4acoB 7
1 | AyauropHble 3aHATHSA 12 12
B ToMm uucne:
1.1 | Jlexkuuu 8 8
1.2 | CemuHapckue/mpakTHYECKUE 3aHATHS
1.3 | JlaGopaTopHbIe 3aHSATHS 4 4
2 | CamocTosiTesqibHAS padoTa 132 132
3 | IlpomexkyTOo4YHasi aTTecTanust
DK3aMeH 3K3aMEH
Uroro: 144 144

3.2 TemaTn4yeckuii NJIaH U3y4YeHUS TN CHUNINHBI

(mo popmam 00yueHus)

3.2.1 Ounas popma 0OyueHus

TpynoeMKOCTBb, 4ac
AyautopHasi padoTa 2
3 |3 556
Ne Pa3nenani/Tembl o - % % = aé § 2 g E
n/n JUCIUIIINHDBI S § g 2 = e E 5 9 Y=
= | EEE 82| Eg| 5L
= = £ S| 6 8 = = 3
S < O O a ) =
0 O < = =
O E = = S
1 Jlexuus «OcHOBBI HH(POPMAITOHHOM 17 6 4
0€30IaCHOCTID
2 JI/p Nel «3ammura ot XSS INJECTION 17 1 2
(IOCTOSIHHOM)»
3 JI/p Ne2 «3amuta ot XSS INJECTION 17 1 2
(oTpaskeHHOM)»




4 Jl/p Ne3 «3ammra ot FILE 15 1 2
INJECTION»
5 Jlexuus «Ys3BUMocTH BEO- 3 6 2
MPUJIOKEHUAN
6 JI/p Ne4 «3ammra or BRUTE FORCE» 3 1 2
7 JI/p Ne5 «3ammra ot 3 1 2
CLICKJACKING»
8 Jl/p Ne6 «3ammra ot SQL INJECTION 3 1 2
(cremoit)»
9 Jlexnus «HpopmarmonHas 3 6 2
0e3onacHocTh B MHTepHET. TpeHanpny
10 | JI/p Ne7 «3amura or SQL INJECTION 3 1 2
(sIBHOH )»
11 | JI/p Ne8 «3ammra ot 3arpy3ku 3 1 2
BPEIOHOCHBIX (paiiyioBy
12 | Jl/p Ne9 «3ammra ot cmaboro 3 1 2
UG pOBaHUSDY
13 | Jleknus «3amura BeO-MPUIIOKEHUN Ha 3 6 4
PHP»
14 | JI/p Nel10 «3ammra OT BHIIOTHEHUS 3 1 2
KOMaHJ| Ha CEpBepe»
15 | JI/p Nell «3ammura or CSRF atakmy» 3 1 2
16 | JI/p Nel2 «3ammuTa OT pacKpbITHS Iy TH» 3 1 2
17 | Jlekiust «OcHOBHBIE Yrpo3bl by 3 6 4
18 | JI/p Nel3 «3amuTa OT OTy4deHUS 3 2
HCXOHOTO KOJa MPUIIOKCHHUS 1
(moxHOrO)»
19 | JI/p Nel4 «3amuTa oT nosyueHus 3 1 2
TpaH3aKLMI I10JI30BATENICH
20 | JI/p Nel5 «3ammra oT nonydeHus 3 1 2
JAHHBIX TOJIH30BATEIICH
21 | JIexmus «MoTtuBamnus 3 6 2
37I0YMBIIIJICHHUKA
22 | JI/p Nel6 «3ammra OT nmomydeHus 3 1 2
MIOJIHOTO JIOCTYIIA K CEPBEPY»
23 | JI/p Nel7 «3amura OT aBTOpU3AILUH 10T 3 1 )
MIPOU3BOJILHBIM I0JI30BATEIEM)
24 | JI/p Nel18 «3ammuTa ot mepeBoaa 21
CPEICTB OT JUIIa IPYTroro 1 2
MI0JIb30BATEIISD)
HTtoro 108 36 18 54
3.2.2 3aounas ¢opma o0yueHus
TpynoeMKOCTBb, 4ac
AyautopHasi paboTa 2
ze |3 |5g]8
Ne Pasnesbl/TemMbl o - SE¥x| Ex| 52|88
n/n JTUCHUILIMHBI 51 Ef 2 y E e E g e g \8
@ | 5§ |EEE| 25| E2| 54
= | £58 88| 25| ¢
O Qo < L= =
O B = = 8




1 Jlexnust «OCHOBBI MHPOPMALIMOHHOM 8 5
0€30MMacCHOCTH

2 JI/p Nel «3ammura ot XSS INJECTION 8 0.4 5
(OCTOSTHHOM )» ’

3 JI/p Ne2 «3amura ot XSS INJECTION 8 0.2 5
(OTpaXE€HHOM )» ’

4 JI/p Ne3 «3amura ot FILE 8 0.2 5
INJECTIONY ’

5 Jlexmus «Y A3BUMOCTH BEO- 5 5
MIPUIIOKEHUID)

6 JI/p Ne4 «3ammrta or BRUTE FORCE» 5 0,4 5

7 Jl/p Ne5 «3ammra ot 5 0.2 5
CLICKJACKING» ’

8 JI/p Ne6 «3amura ot SQL INJECTION 5 0.2 5
(creroi)» ’

9 Jlexnust «aopmanmonHas 5 5
6e3omacHocTh B IHTepHET. TpeHapn»

10 | JI/p Ne7 «3ammra or SQL INJECTION 5 0.2 5
(IBHOK )» ’

11 | Jl/p Ne8 «3ammra ot 3arpy3ku 5 0.2 5
BPEIOHOCHBIX (paiisioB» ’

12 | JI/p Ne9 «3ammura ot cmaboro 5 0.2 5
G poBaHUS) ’

13 | Jlekmus «3amnura BeO-TIpUITOKCHUH HA 5 6
PHP»

14 | JI/p Nel0 «3amuTa OT BBITTOJIHEHHS 5 0.2 6
KOMaHJl Ha CEpBEpe» ’

15 | JI/p Nell «3anmura or CSRF aTakm» 5 0,2 6

16 | JI/p Nel2 «3ammuTa OT pacKpbITUS Ty TH» 5 0,2 6

17 | Jlekus «OcHoBHBIE yrpo3sl by 5 6

18 | JI/p Nel3 «Bamura ot mosydeHus 5 6
HCXOJHOTO KOJIa MPHUIIOKEHHUS 0,2
(0JTHOTO)»

19 | JI/p Nel4 «3amuTa oT nmosyueHus 5 0.2 6
TpaH3aKIUH MOJIb30BaTEICH» ’

20 | JI/p Nel5 «3ammra OT nmomydeHus 5 0.2 6
JAHHBIX MOJIb30BATEIIECI» ’

21 | JIexmus «MotuBamnus 5 6
37I0YMBIIIJICHHUKA

22 | JI/p Nel16 «3amuTa OT OTy4deHUS 5 0.2 6
MIOJIHOTO JIOCTYIIA K CEPBEPY» ’

23 | JI/p Nel17 «3amura oT aBTOPU3AINAN TIO]T 5 0.2 6
MIPOU3BOJIBHBIM TOJIH30BATEIEM) ’

24 | JI/p Ne18 «3ammra oT mepeBoaa 17
CPEZCTB OT JIMIAa APYTroro 0,2 6
I0JIE30BATEIS»

HTtoro 144 4 132

3.3 Copepxanue QU CHUAININHbBI
No TeMbl JIeKIUH

OcHOBBI HHPOPMALIMOHHOH 6€301MacHOCTH

VY s13BUMOCTH BeO-IIPUITOKEHUH




HNudopmannonnas 6e3onacHocTs B UnTepHeT. Tpenabl.

3amura BeO-miprtokennii Ha PHP.

OcHoBHbie yrpo3sl Ub.

MOTI/IBaHI/IH 3JIOYMBIIIJIICHHUKA

Tembl 1a00paTOpHBIX PadoT

— | Z oy || & |w

3AIUTA OT XSS INJECTION (ITOCTOSIHHOI)

Cooeporcanue u nopsi0ox 8binoIHeHUs 1aO0PamopHOU pabomot.

e aHANU3 KOJa TeCTOBOTO MPWJIOKECHUS U HAXO0XK/ICHNUE YKa3aHHOU ySI3BHUMOCTH;
e pa3paboTKa MPUIIOKECHH 0€3 YKa3aHHOW YSI3BUMOCTH.

3AIUTA OT XSS INJECTION (OTPAXXEHHOI)

Cooeporcanue u nopsi0ox 8binoIHeHUs 1aO0pamopHou pabomoi.

e aHANU3 KOJa TeCTOBOTO MPWJIOKECHUS U HAXO0XKICHUE YKa3aHHOU ySI3BHUMOCTH;
e pa3paboTKa MPUIIOKECHH 0€3 YKa3aHHOW ySI3BUMOCTH.

3AIIUTA OT FILE INJECTION

Cooeporcanue u nopsi0ox 8biNOJIHeHUs 1aO0PamopHoU pabomot.

e  aHANU3 KOJa TeCTOBOTO MPWJIOKECHUS U HAXO0XKICHUE YKa3aHHOU ySI3BHUMOCTH;
e pa3paboTKa MPUIIOKECHH 0€3 YKa3aHHOW YSI3BUMOCTH.

3AIIUTA OT BRUTE FORCE

Cooeporcanue u nopsi0ox 8binoJIHeHUs 1aOOPaAmopHOU pabomoi.

e aHANU3 KOJa TeCTOBOTO MPWJIOKECHUS U HAXO0XKICHUE YKa3aHHOU ySI3BHUMOCTH;
e pa3paboTKa MPUIIOKECHH 0€3 YKa3aHHOW YSI3BUMOCTH.

3AIIUTA OT CLICKJACKING

Cooeporcanue u nopso0oK 8blnoIHeHUs 1a00PAmMoOpHOU pabomai:

e aHaAJIW3 KOJA TECTOBOT'O MPWJIOKEHHUS M HAX0XK/ICHHE YKa3aHHON YS3BHUMOCTH;
e pa3paboTka MpHIOKEHUs 0e3 YKa3aHHOH ySI3BHMOCTH.

3AIUTA OT SQL INJECTION (CJIEIIOMN)

Cooeporcanue u nopso0oK 8blnoIHeHUs 1a00PaAmopHoOU pabomat:

e aHaJIW3 KOJA TECTOBOT'O MPWJIOKEHHUS M HAX0XKICHHE YKa3aHHON YS3BHUMOCTH;
e pa3paboTKa MpHIOKEHUs 0e3 YKa3aHHOH ySI3BHMOCTH.

3AIUTA OT SQL INJECTION (SIBHOI)

Cooeporcanue u nopsooK 8blnoIHeHUs 1a00PamopHoU pabomat:

e aHaAJIW3 KOJA TECTOBOT'O MPWJIOKEHHUS M HAX0XKICHHE YKa3aHHON YS3BHUMOCTH;
e pa3paboTka MpHIOKEHUs 0e3 YKa3aHHOH ySI3BHMOCTH.

3AIIUTA OT 3ATPY3KU BPEJJOHOCHBIX ®ANJIOB

Cooeporcanue u nopsooK 8blnoIHeHUs 1a00PaAmopHoOU pabomai:

e aHaAJIW3 KOJA TECTOBOT'O MPWJIOKEHHUS M HAX0XK/ICHHE YKa3aHHON YS3BHUMOCTH;
e WCIIPABJICHHUE YSI3BUMOCTH.

3AIIUTA OT CJIABOI'O IM®POBAHU A

CoOeporcanue 1 nopso0oK 8blNOIHEeHUs 1AO0PAMOPHOU pabomal:

e aHaNU3 KOJa TECTOBOTO MPWJIOKEHUS U HAX0XK/IEHNUE YKa3aHHOM ySI3BUMOCTH;
e HCIIpaBJICHUE YSI3BUMOCTH.
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3AIIUTA OT BBIIIOJIHEHA KOMAH/I HA CEPBEPE

CoOeporcanue 1 nopso0oK 8blNOIHEeHUs 1AO0PAMOPHOU pabomai:

e aHaNMU3 KOJa TECTOBOTO MPWJIOKEHUS U HAX0XK/IEHUE YKa3aHHOU ySI3BUMOCTH;
e HCIIpaBJICHUE YSI3BUMOCTH.
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3AIIUTA OT CSRF ATAKU

CoOeporcanue 1 nopso0oK 8blNOIHEHUs 1AO0PAMOPHOU pabomal:

e aHaNMU3 KOJa TECTOBOTO MPWJIOKEHUS U HAX0XK/IEHUE YKa3aHHOU ySI3BUMOCTH;
e  HCIIpaBJICHUE YSI3BUMOCTH.
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3AIIUTA OT PACKPBITUA ITYTU
CoOeporcanue 1 nopso0oK 8blNOIHEeHUs 1AO0PAMOPHOU pabomai:
e aHaJIMU3 KOJa TECTOBOTO MPWJIOKEHUS U HAX0XK/ICHUE YKa3aHHOM YSI3BUMOCTH;




e  WCHPABJICHHE YSI3BHUMOCTH.

13 | BALLUTA OT ITOJIYYEHU A UCXOAHOI'O KOJA ITPUJIOXKEHU A (ITOJIHOI'O)
Cooepoicanue u nopsi0oK GbINOIHEHUsL 1ADOPAMOPHOU pabombt:

e  aHaAJIM3 KOJa TECTOBOI'O MPUJIOKCHHUS M HAX0XKICHUE YKa3aHHON YS3BHUMOCTH;

e WCIPABJICHHUE YSI3BUMOCTH.

14 | BALIMTA OT ITOJIYYEHUS TPAH3AKLIUM [TOJIb30BATEJIEN
Cooepoicanue u nopsi0oK GbINOIHEHUsL 1ADOPAMOPHOU pabombt:

e  aHaJIM3 KOJa TECTOBOI'O MPUJIOKCHHUS M HAX0XKICHUE YKAa3aHHON YSA3BHUMOCTH;

e WCIPABJICHHUE YSI3BHMOCTH.

15 | 3ALIIATA OT IIOJIYUYEHHW S JAHHBIX ITOJIb3OBATEJIEN

Cooepoicanue u nopsi0oK GbINOIHEHUsL 1ADOPAMOPHOU pabombi:

e  aHaAJIM3 KOJa TECTOBOI'O MPUJIOKCHHUS M HAX0XKICHUE YKAa3aHHON YS3BHUMOCTH;

e WCIPABJICHHUE YSI3BHMOCTH.

16 | BALLIUTA OT ITOJIYYEHU A ITOJIHOI'O JOCTVYIIA K CEPBEPY
Cooeporcanue u nopsi0ox 8binoIHeHUs 1aO0PamopHoU pabomot.

e aHANU3 KOJa TeCTOBOTO MPWJIOKECHUS U HAXO0XKICHNUE YKa3aHHOU ySI3BHUMOCTH;

e WCHPABJICHHUE YSI3BUMOCTH.

17 | BALLIUTA OT ABTOPU3AILIMU TTO/] ITPON3BOJIbHBIM TTOJIb3OBATEJIEM
Cooeporcanue u nopsi0ox 8binoIHeHUs 1aO0PamopHOU pabomot.

e aHANU3 KOJa TeCTOBOTO MPWJIOKECHUS U HAX0XKICHNUE YKa3aHHOU ySI3BHUMOCTH;

e WCHPABJICHHE YSI3BUMOCTH.

18 | BALLIUTA OT IIEPEBOJJA CPEJICTB OT JIMLIA JPYT'OI'O ITOJIb3OBATEJIA
Cooeporcanue u nopsi0ox 8binoIHeHUs 1aO0PamopHoU pabomot.

e aHANU3 KOJa TeCTOBOTO MPWJIOKECHUS U HAXO0XKICHUE YKa3aHHOU ySI3BHUMOCTH;

e WCHPABJICHHE YSI3BUMOCTH.

4 Y4yeOHO-MeTOAMYECKOE U MHPOPMALMOHHOE o0ecnieyeHne

4.1 HopmaTuBHbie 1okymMeHTbl 1 'OCTbI

1. ®enepanbHbiii 3aK0H 0T 29 nekabps 2012 roga Ne 273-D3 «O6 oOpazoBaHuM B
Poccwuiickoit @eaepanumny (¢ I3MEHEHUSIMU U TOTIOTHEHUSIMH );

2. denepanbHBIM rOCYIaPCTBEHHBIN 00pa30BaTENbHbIN CTAaHAAPT BHICIIETO 0OPa30BAHMUS -
OakanaBpuat no HanpasieHuto noaroroBku 09.03.01 MudopmaTika u BEIYUCIUTEIbHAS TEXHUKA,
yrBepkaeHHbIH [Iprkazom MunancTepcTBa 00pa3zoBanus U Hayku PD ot 19 centsops 2017 r. N 929
"O06 yTBepxkaeHuU QeaepanbHoro... Pegakius ¢ usmenenusimu N 1456 ot 26.11.2020

3. Ilpuka3 MunucrepcTBa oopazoBanus u Hayku P® ot 05 anpens 2017 r. Ne 301 «O6
yTrBepxkacHuH [lopsaka opraHu3auu 1 OCYIIECTBICHUS 00pa30BaTENbHOM 1€ATEILHOCTH TI0
0o0pa3oBaTesIbHBIM IIpOrpaMMaM BBICIIETO 00pa30BaHus — IporpaMmamM OakajaBpHara,
porpammam CIielHagnuTeTa, IporpaMMmaM MarucTparypsbl;

4. TTopsToK IPOBEICHSI TOCYIapCTBEHHOW HTOTOBOM aTTECTAIIMH IO 00pa30BaTEIHHBIM
mporpaMMam BhICIIEro o0pa3oBaHus — IporpaMmam OakaiaBpuaTa, MporpaMMaM CIeualnTeTa u
IporpaMMaM MarucTparypsl, yTBEpKJI€HHBIN prkazoM MunoopHayku Poccuu ot 29 utons 2015 r.
Ne 636;

5. IlonoxeHue o MpakTUUECKON MOArOTOBKE 00YUaIOLUXCsl, YTBEPKACHHOE MPUKA30M
MuHucTepcTBa HayKH U BhICIIETo 0O0pazoBanus Poccuiickoit deaepannn 1 MUHHCTEpCTBA

npoceemnienus Poccuiickoit @enepanun ot S aBrycta 2020 1. Ne 885/390.

4.2 OcHoBHasi IMTEPaATYpa

1. 3enkos, A. B. Undopmarmonnas 6e30MacHOCTb M 3aIMTa HHPOPMALHMH : yIeOHOE
nocobue 11t By30B / A. B. 3enkoB. — Mocksa : UznatensctBo FOpaiit, 2023. — 104 ¢. —
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(Bricmiee oopaszoBanue). — ISBN 978-5-534-14590-8. — TekcCT : 37€KTpOHHBIH //
O6pazoBarenpHas wiaTdopma FOpaitt [caiit]. — URL: https://urait.ru/bcode/520063

2. CyBopoga, I'. M. NupopmarronHast 6e30MacHOCTb : yaeOHOe mocodue st By30B /
I'. M. CyBopoBa. — Mocksa : U3mparensctBo FOpaiit, 2023. — 253 ¢. — (Bricmiee
obpazoBanue). — ISBN 978-5-534-13960-0. — Tekct : anexkTponHsIi // OOpa3oBaTenbHas

wiatdopma Opaiir [caiit]. — URL: https://urait.ru/bcode/519780

4.3 JlonmosiHMTEIbHAS JIUTEPATypa

1. Kopa6ensuukos, C. M. Tlpectymienus B cdhepe nHGOPMAMOHHOM GE30MaCHOCTH : yueOHOe
nocobue st By3oB / C. M. KopabensuukoB. — Mocksa : U3narensctBo FOpaiit, 2023, —
111 c. — (Bricmiee o6pazoBanue). — ISBN 978-5-534-12769-0. — TekcT : 21eKTpOHHBIH //
ObpazosarenbHas wiatdopma KOpaiir [caiit]. — URL: https://urait.ru/bcode/519079

4.4 DyIeKTpPOHHbIE 00pa3oBaTe/ibHbIE pecypchl

He 3aIlJTAHUPOBAHO

4.5 JInueH3M0HHOE ¥ CBOOOTHO pacnpocTpaHsieMoe MPorpaMMHoOe odecriedyeHne

Microsoft windows.
Notepad++.
webStrom.

phpStorm.

XAMPP.
Beb6-6paysep, Chrome.
VirtualBox.

Putty.

Filezilla.

A A A

4.6 CoBpeMeHHbIe TIpodecCHOHAIBbHBIE 0a3bl JAHHBIX U HHGOPMAIIMOHHBbIE
CIPABOYHbIE CHCTEMbI

1. https://doka.guide/
2. https://developer.mozilla.org/ru/
3. https://roadmap.sh/frontend

5 MarepuajJibHO-TeXHUYECKOe o0ecnevyeHune

JlabopatopHble pabOTBl M CaMOCTOSITENbHAs PabOTa CTYAEHTOB JOJDKHBI MPOBOJIUTHCS B
CIIELMAJIM3UPOBAHHON ayJIUTOPHM, OCHAICHHOW COBPEMEHHOM OPITEXHHKOM M IEpPCOHAIBHBIMU
KOMIBIOTEPAMH C TPOrpaMMHBIM 00€CliedeHHeM B COOTBETCTBUM C TEMATHKOW H3y4aeMoro
Matepuana. Yucio pabouynx MeCT B ayJUTOPUHM JOHKHO OBITh TOCTATOYHBIM JUISi OOECTICUCHUs
WHIUBUIyaIbHOW pabOThl CTyJaeHTOB. Pabodee mMecTo mpemomaBaTelsis JAOHKHO OBITH OCHAICHBI
COBPEMEHHBIM KOMIBIOTEPOM C MOJAKIIOYEHHBIM K HEMY MPOEKTOPOM Ha HACTEHHBIM SKpaH, WIH
WHBIM aHAJIOTUYHBIM 110 (yHKIIMOHATFHOMY Ha3HAYCHHUIO 000PYI0BAHUEM.

JleKIMOHHBIE 3aHSTHS JOJHKHBI MPOBOAUTHCS B CIELUATU3UPOBAHHBIX AYJUTOPUSX C
KOMILIEKTOM MYJIbTUMEIUHHOTO O00OpYIOBAaHUS W/MIW JOCKOW IJIsl 3amuceil matepuaioB. Uucio
paboynx MeCT B ayJAHTOPUU JOJKHO OBITh JOCTATOYHBIM JJisi OOECICYCHHs] WHIWBUIYaITbHOU
paboTHI CTYICHTOB.
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https://urait.ru/bcode/520063
https://urait.ru/bcode/519780
https://urait.ru/bcode/519079

6 MeToanuecKue peKOMeHAAluU

6.1 MeToanueckue peKOMeEHIAIUM IS IIPENoAaBaTeis M0 OpPraHu3amuu
00y4eHust

1. [Ipu moATrOTOBKE K 3aHATHUAM CJIEIyeT MpeIBapUTEIbHO IPOopadboTaTh MaTepuai 3aHsITHS,
IIPEAYCMOTPEB €r0 MOoJIayy TOYHO B OTBEAECHHOE UIS 3TOTO BpeMs 3aHATHs. ClielyeT NOArOTOBUTH
HEOOXOIMMBbIE MaTepHajbl — TEOPETUYECKHE CBEACHUS, 3a1auu U jap. [Ipu mpoBeaeHUu 3aHATHSA
clielyeT KOHTPOJMPOBATh MOJauyy MaTepHaja U pelieHHe 3aJaHuil ¢ y4eToM yueOHOro BpPEeMEHH,
OTBEJICHHOTO IS 3aHATUS.

2. Ilpu mnpoBepke pabOT U OTYETOB CIEAYET YUYUTHIBATh HE TOJIBKO MPaBHUIBHOCTh
BBITIOJTHCHMSI 3aJaHUi, HO M ONTUMAJIbHOCTh BBHIOPAHHBIX METOJOB PEIICHUS, MPABUIHLHOCTH
BBIIIOJIHEHHSI BCEX €r0 IIaroB.

6.2 Metoanueckue yKazanus JJsl 00y4arOIIUXcsl M0 OCBOEHUIO TN CUUILIHHBI

I/I3yquHe AUCHUIUIMHBI OCYHICCTBIISACTCA B CTPOTOM COOTBCTCTBHUU C HGHCBOﬁ yCTaHOBKOﬁ B
TECHOM B3aUMOCBSI3U YUeOHBIM M1aHOM. OCHOBOM TEOPETHYECKOM MOATOTOBKU CTYICHTOB SIBISIOTCS
ayIUTOPHBIE 3aHATHS, CEMUHAPBI U IIPAKTUKHU.

B mpouecce camocToATenbHONH pabOThl CTYNEHTHI 3aKPEIUISIOT M YIUIyOJISIOT 3HAHUS,
IMOJIYYCHHBIC BO BpPCM ayJAUTOPHBIX SaHSITI/II\/JI, nopaGaTmBamT KOHCIICKTHI U 3aIlMCH, I'OTOBATCA K
IPOMEXYTOUHOIM aTTecTalu, a TakXKe CaMOCTOSITENIbHO H3y4yaloT OTIENbHbIE TeMbl yueOHOMU
HpOrpaMMEL.

Ha 3aHsaTHSX CTyIEHTOB, B TOM 4HCIE MPEANONarailuX MPaKTHYECKYIO IeATeIbHOCTD,
OCYHICCTBIIACTCA 3aKPCIJICHUC MTOJTYUYCHHBIX, B TOM YHUCJIC U B IIPOLCCCC CaMOCTOSITEIILHOU pa60T1>1,
3HaHui. Oco0oe BHUMaHHE OOpalaeTcsl Ha pa3BUTHE YMEHUN U HABBIKOB YCTAHOBJICHHS CBSI3U
MOJIOKEHUH TEOPHH ¢ TPO(HEeCCHOHATLHON IEATEIBHOCTHIO OYIYIIETO CIeIMATUCTA.

CamocrosTenbHas paboTa OCYILECTBIISCTCS MHAWBUAYaNbHO. KOHTPOIb caMOCTOATENbHON
paboThI Opranu3yeTcs B IBYX GopMax:

® CaMOKOHTPOJIb U CAMOOLICHKA CTYZCHTA;
e KOHTPOJb CO CTOPOHBI IpenoiaBarenel (TEKyIUNi U IPOMEKYTOUHBIN).

Texymuii KOHTPOJIb OCYIIECTBIIAETCS Ha ay TUTOPHBIX 3aHIATUAX, TPOMEKYTOUHBIN KOHTPOJIb
OCYIIECTBIISIETCS Ha 3a4€Te B MUCbMEHHOM (YCTHOI) hopMme.

KpurepusiMu OLleHKH pe3yIbTaTOB CAMOCTOATENBHOM pabOThI CTYICHTA SBISIFOTCA:

® YPOBEHb OCBOCHUS CTYJICHTOM y4eOHOTO MaTepHara;

e yMEHHUS CTYACHTAa WCIOJIh30BaTh TEOPETUUCCKUE 3HAHWS IPH  BBITIOJHECHUU
MPAKTHYECKUX 3a7a4;

e copMUPOBAHHOCTH KOMIICTCHIIHIA;

e odopmMIeHHEe MaTepralia B COOTBETCTBUH C TPEOOBAHUSIMHU.

7 DOoHI OLIEHOYHBIX CPEACTB

7.1 MeToabl KOHTPOJISI M OLIEHNBAHHUS Pe3yJIbTATOB 00yUeHUs

B mporiecce o0yueHus: UCTIONB3YIOTCS CIEAYIONIME OLEHOYHbIE (DOPMBI CAMOCTOSITEIHLHOM
paboTHI CTYJCHTOB, OIICHOYHBIE CPEACTBA TEKYIIETO KOHTPOJISI YCTIEBAEMOCTH U MPOMEKYTOUHBIX
aTTeCTaIluU:

e  BBHINIOJIHEHHE TAOOPATOPHBIX padOT, IK3aMEH.
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7.2 lIxkana U KPpUTEPHUHU OLCHMBAHUS Pe3yabTATOB 00y4eHH S

[Tokazarenem olieHMBaHUs KOMIIETEHIMI HA pa3IMYHbIX ATanax UX GOPMUPOBAHUS SIBISIETCS
JOCTIKEHUE 00y4JaloUIMMHUCS TUIAHUPYEMBIX PE3yJIbTaTOB 00YUYEHHS M0 JUCLUIUINHE.

Kpurepun oueHuBanust

pamMKax OTIEIBHOTO
PEIIPUITHS, TaK U B
paMKax KOpHOparui,
roCyJIapCTBEHHBIX
CHUCTEM; BHEIPSITH U
HACTpauBaTh
COBpPEMCHHBIC
UH(POPMALIMOHHBIE
CUCTEMBI, MPOBOIUTH
UHTETPAIUIO
Pa3IUYHBIX
UH(POPMAIIMOHHBIX

Iloka3aTean
2 3 4 5

OIIK-2. CnocobeH mpruHUMATh IPUHIIUIIBI pAOOTHI COBPEMEHHBIX WH()OPMAIIMOHHBIX
TEXHOJIOTHI U MTPOTPaMMHBIX CPEJICTB, B TOM YHCIIE OTEYCCTBEHHOTO IIPOU3BOICTBA, U
WCITOJIB30BaTh UX MPH PEIICHUH 3a7a4 MPOo(heCCHOHATBLHOMN eI TeIbHOCTH
HNOIIK-2.1. 3naer | O0yyatomumiic | OOyyarommiics OO6yuatomuiics | OOyyarommiics
COBPEMCHHBIC i JEMOHCTPHUPYET | IEMOHCTPUPYET | IEMOHCTPUPYET
nHGOPMaIMOHHBIE JEMOHCTPHUPYE | HEMOTHOE YaCTUYHOE MOJIHOE
TEXHOJIOTHH U | T IIOJHOE COOTBETCTBHE COOTBETCTBUE COOTBETCTBUE
MpOrpaMMHBIE OTCYTCTBHE CJIETYFOIINX CJIe Ty IOIINX [ (S13% 0111704
CpEICTBA, OCHOBHBIC | WJIH 3HAHHM, 3HAHHH, 3HAHHMH,
BUJbl M TPHUHLHUIBI | HEJOCTATOYHO | YKA3aHHBIX B yKa3aHHBIX B yKa3aHHBIX B
paboThI e WHIKATOpaX WHIUKATOpaX WHIKATOpaXxX
UH(GOPMaIIMOHHBIX COOTBETCTBUE | KOMIIETEHIUH KOMITETEHIIHH KOMIIETEHIUH
CHCTEM U | MaTepuany JIACIMIUTMHEI. IACIIATUINHEL IHACIATUINHEL.
UH(GOPMaIIMOHHBIX JTHACIIATUIMHEI Jlomyckatorcst Ho CBo0OoaHO
TEXHOJIOTHIA; 3HAHUH, 3HAYUTEILHEIC JIOITYCKAIOTCS orepupyeT
crocoObl BHEIPEHHS | YKa3aHHBIX B OIIIHOKHU, HE3HAYUTENbHBI | TPUOOPETEHHBIM
51 WHTETPAINK | MHIUKATOpaX | MPOSBISETCS € OIINOKH, 1 3HAHUSIMU.
COBpPEMEHHBIX KOMIIETEHIIMH | HEIOCTATOYHOCT | HETOYHOCTH,
WH(POPMAITMOHHBIX IACHUIUIMHLL. | b 3HAHMI, 10 3aTpyIHEHUS
CHCTEM, CIIOCOOBI pany npu
OIICHKU IoKa3aTelieH, AHAJINTHYECKHUX
HEOOXOIMMOCTH oOyyJaronuics oTepanusx.
HCIIOIB30BaHUA HCIBITHIBAET
MIPOTrPaMMHBIX 3HAYHUTEILHBIE
CPEJICTB. 3aTpyIHEHUS
HNOIIK-2.2.  VYwmeer pu
HCIOJIL30BATh OTIepUPOBAHUU
COBPEMECHHBIC 3HAHUSIMU TIPU
nH(OpMaAITMOHHBIC UX MepeHoce Ha
TEXHOJIOTHH U HOBEIC
MporpamMMHBIE CUTYaIUH.
CpelncTBa, Kak B
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CHCTEM H
IPOTPaMMHBIX
CPEICTB, OIICHUBATh
HEOOXOIMMOCTE
HCIIOIL30BaHUSA
MIPOTrPaMMHOTO
CpencTBa
penieHus 3aaay.
HOIIK-2.3.Baageer
HaBBIKAMH
PUMCHCHUS
COBpPEMEHHBIX
UH(POPMAIIMOHHBIX
TEXHOJIOTUH u
IPOTPaMMHBIX
CPEICTB,
penieHuun
pa3INMYHBIX
OTpacisix, BHEAPEHUS
u HACTPOWKU
COBPEMEHHBIX
MHGOPMaIIMOHHBIX
CHCTEM, OIICHKH
HEOOXOUMOCTH
HCIIOJIL30BaHUS
MPOrPaMMHBIX
CpE/CTB 31
UH(GOPMaIIMOHHBIX
CHUCTEM JJIsl PEIICHUS
3a1a4

TS

npu
3ama4 B

[IK-2. CriocobeH ocymecTBIsATh yIpaBieHne npoekraMu B oonactu T Ha 0CHOBE MOTYy4YeHHBIX
IUTAaHOB ITPOEKTOB B YCIIOBUAX, KOT'JIa IPOEKT HE BBIXOAUT 3a MPEAEIbl YTBEPKACHHBIX

apaMeTpoB

NIIK-2.1. 3uaer:
MPUHIIUIIBI 1
METOI0JI0TUH
yIOpaBIeHUs
POEKTaMU B
o0iactu
UH(POPMALMOHHBIX
BeO TEXHOJIOTHH,
CBSI3aHHBIMU C
MPOEKTUPOBAHUEM
caittoB Internet-
MIPUIIOKEHUH.
HIIK-2.2. Ymeer:
BBITIOJHATH PAOOTHI
Ha BCEX CTaJIMIX
JKHU3HEHHOTO ITUKIIa
npoekra UC,
OIICHHUBATh Ka4eCTBO

OO6yuarommiic
a1
JIEMOHCTpUPYE
T TIOJTHOE
OTCYTCTBHUE
580071
HEIOCTATOYHO
e
COOTBETCTBHUE
Marepuainy
TUCHUILIMHEI
3HAHUH,
YKa3aHHBIX B
WHIUKATOpax
KOMIICTEHITHI
JMCHMITINHEL.

OO6yuarommmiics
JEMOHCTPUPYET
HEIIOJIHOE
COOTBETCTBHE

[ (14%0)1117.¢
3HAHUH,
YKa3aHHBIX B
WHJIUKATOpax
KOMIICTCHITUM
JUACIUATLINHEI.
Jonyckarorest
3HAYNTCIIbHEBIC
OIIIOKMU,
MPOSIBISAETCS
HEJOCTAaTOYHOCT
b 3HAHUH, IO
pAany
MokKazarTelei,

OO0yuarommiics
JEMOHCTPUPYET
YacTUYHOC
COOTBETCTBHE
CIEQYIOIINX
3HAHUM,
yYKa3aHHBIX B
WHJUKAaTOpax
KOMIICTCHITHIH
JMCIIUTUIMHEL.
Ho

JIOITY CKatOTCst
HE3HAYUTEIIHHBI
€ OIINOKH,
HETOYHOCTH,
3aTpyAHEHUS
npu

OO6yuarommiicst
JEMOHCTPUPYET
IOJIHOE
COOTBETCTBHE
CJICTYIOIINX
3HAHUH,
yKa3aHHBIX B
WHJUKaTOpax
KOMTICTEHITHI
JMCITUTUIMHEL.
CB0001HO
OnepupyeT
MIPUOOPETEHHBIM
¥ 3HAHUSAMHU.
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Y 3aTpaThl IPOEKTA;
IUIAHUPOBATh
pa3IMYHbIEC ACTIEKTHI
IpoeKTa
(comepxanue,
CTPYKTYypa,
Ka4ecTBO);
YIPaBISATh PUCKAMU
IIPOEKTA.

NIIK-2.3. Bnaneer:
CIIeUaIU3UPOBAHHBI
M MIPOTPaMMHBIM
obecrieyeHreM Jis
BEJICHUS MIPOEKTA;
METOAaMH
yIpaBiIeHUs
MPOEKTUPOBAHUS
web-caiiToB u
pa3paboTkoii Internet
IIPWIOKEHUH;

oOyuarouiics
HUCIBITLIBAET
3HAYUTEILHBIE
3aTpyIHEHUS
npu
OTIEPUPOBAHUHT
3HAHUSIMH TIPH
WX IepeHoce Ha
HOBBIE
CUTYAaITUH.

AHATUTHYECKIX
OTIepaIHsX.

[1K-4. CriocobeH mpoBOAUTH pabOTHI IO UHTETPAITUH TPOTPAMMHBIX MOYJIEH U KOMIIOHEHT U
POBEPKY pabOTOCIOCOOHOCTH BBIITYCKOB IPOTPAMMHBIX MPOJYKTOB

NIIK-4.1. 38aTth:
OCHOBEI
UH(POPMALIMOHHOM
0e301macHOCTH Web-

pecypcoB

OOyuarormuiic
'
JEMOHCTpUpYE
T IIOJTHOE
OTCYTCTBHUE
TN
HEJI0CTAaTOYHO
e
COOTBETCTBHE
Marepuany
JTUCHMUITIMHBI
3HAHHMH,
yKa3aHHBIX B
WHJIMUKAaTOpax
KOMIIETEHIIUH
JTHUCHUILINHEL

OObyyvarommiics
JEMOHCTPUPYET
HETIOJIHOE
COOTBETCTBHE
CJIeIYIOIIUX
3HAHWMH,
YKa3aHHBIX B
WHJIMKATOpax
KOMIIETCHITHM
JUCITATUINHBI.
Jonyckarorest
3HAYHUTEIILHBIC
OIIIHMOKHU,
MIPOSIBIISIETCS
HEJOCTATOYHOCT
b 3HAHWH, IO
pany
ImoKa3aTelei,
oOyuarouiics
HCIBITEIBACT
3HAYNUTCIIbHEIC
3aTpyAHCHUS
npu
OTIepUPOBAHUU
3HaHUSMU [IPU
WX TIEPEHOCE Ha
HOBBIC
CUTYaIlUH.

OO0yuarormumiics
JIEMOHCTPHUPYET
YacTUYHOC
COOTBETCTBHUE
1 (14% 01117 0.
3HAHUM,
YKa3aHHBIX B
WHJIUKATOpax
KOMIIETCHITUIH
JUCIUTIINHEL.
Ho
JIOITyCKAOTCS
HE3HAYUTEIIBHBI
€ OIINOKH,
HETOYHOCTH,
3aTpyIHEHUSA
npu
AHAITUTHYECCKUX
onepanusx.

OO0yuaromumiics
JIEMOHCTPUPYET
IOJIHOE
COOTBETCTBHE
CJIEAYIOIINX
3HAHHH,
yKa3aHHBIX B
WHINKATOpax
KOMIICTCHITH I
JUCITUTIIMHEL.
CB000OIHO
oTiepUpyeT
MPHOOPETEHHBIM
W 3HAHUSMHU.

[[Ixana oneHUBaHUS Pe3yIbTATOB MPOMEKYTOYHOM aTTECTALIMK U €€ ONTMCAHHE:

15




DopMa NPOMEKYTOYHON aTTECTALMH: IK3aMEH.

[IpomesxyTouHas arTectaus o0yJaromuxcs B GopMe FK3aMeHa IPOBOTUTCS 110 Pe3yIbTaTaM
BBITIOJIHEHHUSI BCEX BUIOB Y4E€OHOM pPabOTHI, MPEIyCMOTPEHHBIX YYEOHBIM IUIAHOM I10 JaHHOU
JTUCIATUTHHE (MOYITO), IPY 3TOM YUUTBIBAIOTCS PE3YJIbTaThl TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH B
TedeHue cemectpa. OIEHKa CTENEHH AOCTIDKEHHsS OOyYaloUIMMUCS IUIAHUPYEMBIX pPe3yJIbTaTOB
oOydYeHHsI 10 JUCHUILTMHE (MOJIYJII0) TPOBOAMTCS TIPENoJaBareieM, BEAYIIMM 3aHSATHS T10
JUCLUHUIUIMHE (MOIYII0) METOJIOM SKCIEpTHOM onleHKHU. [1o uToram npoMexyTOYHOH aTTecTaluu 1o
JTUCIUTUTHHE (MOJYJTIO) BBICTABIISIETCS OLEHKA «OTIIHYHO», «XOPOII0», «yIOBICTBOPUTEIHHOY WIIH
«HEYIOBJIETBOPUTEIHHO.

K mpomexyTo4HO# aTTecTaluu JOMYyCKAIOTCS TOJBKO CTYICHTHI, BHIMIOJIHUBIIHE BCE BUIBI
y4eOHOI pPaboThI, MpeayCMOTpPEHHBIE paboyeil mporpamMMmoil mo aucruruinHe «be3omacHOCTh
UH(POPMAIMOHHBIX pecypcoB B IHTEpHET» — BHIIOIHEHUE U 3anuTa JIJabopaTOpHBIX paboT COTJIAaCHO
MOJYYEHHOMY 33/IaHUIO C TOCTH)KEHUEM ITOPOTOBOT0 3HAUEHUS OLICHKH.

JK3aMeHbl MO JUCHUILUIMHE NMPOBOAATCS B (opMaTe NMPAKTHKO-OPHEHTHPOBAHHBIX
3k3aMeHOB B popmarte WorldSKkills.

IxkaJa oneHUBAHUA Onucanne
OTangyHO Cpennee 3HaueHHE 17151 BceX (OPMUPYEMBIX HA MOMEHT MPOBEICHHS
aTTeCTAllMM YPOBHEN KOMIIETEHUHUW — 5. BBINOJHEHBI BCE BUIBI

y4eOHON paboThl, MPEIyCMOTPEHHBIE Y4YeOHBIM IIaHOM. CTyaeHT
JIEMOHCTPUPYET  COOTBETCTBUE  3HAHUM, YMEHUW,  HABBIKOB
MPUBEICHHBIM B Ta0JIHIIAX [TOKa3aTeseil, onepupyeT npuoopeTeHHbIMU
3HAaHUSIMU, YMEHHUSIMHU, HaBbIKAMH, MPUMEHSET HUX B CHUTYyalUsAX
MOBBIIIEHHONW COXHOCTU. [Ipm 3TOM MOryT OBITH JOMYILIEHBI
HE3HAYUTENIbHbIC  OMIMOKW, HETOYHOCTH, 3aTPyJAHCHUS  TIpU
AHAJIUTUYECKUX OIepalusix, epEeHOCe 3HAHWW U YMEHHUI HAa HOBBHIE,
HECTaHJIaPTHBIC CUTYAIUU.

Xoporo Cpennee 3HaueHue Ais BceX GOPMUPYEMBIX HA MOMEHT MPOBEICHUS
aTTeCTallul YpPOBHEH KommeTeHUuuid — 4. BhIMogHEHBI BCE BHIIBI
yueOHOM paboThl, MperyCMOTpPeHHbIE Yy4eOHBbIM IUIaHOM. CTylIeHT
JEMOHCTPUPYET HEIMOJHOE, TMPaBWIbHOE COOTBETCTBUE 3HAHUU,
YMEHH, HaBBIKOB MPUBEIECHHBIM B TaONIUIIAX MMOKa3aTenei, 1ubo eciu
P 3TOM OBLIU 0NYILIEHBI 2-3 HECYIIIECTBEHHbIE OIIMOKH.

VY 10BIETBOPUTETBEHO Cpennee 3HaueHue As BceX GOPMUPYEMBIX HA MOMEHT MPOBEICHUS
aTTeCTallul YpPOBHEH KommeTeHuuid — 3. BhImogHEeHBI BCE BHIIBI
y4eOHOM paboThl, MperyCMOTpPeHHbIE Yy4eOHBbIM IUIaHOM. CTylIeHT
JEMOHCTPUPYET COOTBETCTBHME 3HAHUM, B KOTOPOM OCBEIIEHA
OCHOBHasi, Hambojee BakKHasg YacTh MaTepuaiga, HO TMPH ITOM
JIOTYIIIEHA OJIHA 3HAYUTEJIbHAsI OUTHOKA UM HETOYHOCTD.
HeynosnerBoputensto | He HOCTUTHYTO MOpOroBoe 3Ha4yeHHE XOTs OBl Uil OJHOTO YPOBHS
(hopMHpYEMBIX HA MOMEHT ITPOBEICHUS aTTeCTalllK KoMreTeHnuid. He
BBIMIOJIHEH OOWH Wiau  Oonee  BUAOB  y4eOHOIl  paboTHI,
MPEIyCMOTPCHHBIX y4eOHBIM IIaHOM. CTyIEeHT JeMOHCTPUPYET
HETIOJIHOE COOTBETCTBHE 3HAHMI, YMEHUI, HABBIKOB MPUBEACHHBIM B
TabnuIax ToKa3aTesiel, JIOMyCKAaIOTCS 3HAYHUTENIbHBIE OUIMOKH,
MPOSIBISIETCS. OTCYTCTBHE 3HAHUW, YMEHUM, HaBBIKOB [0 psay
MOKa3aTeNel, CTYJEHT UCTIBITHIBACT 3HAYUTEIBHBIC 3aTPYIHEHUS TIPU
ONEPUPOBAHNU 3HAHUSIMU U YMEHMSIMHU IPU MX MEPEHOCE HA HOBBIE
CUTYaIIUH.
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7.3 OneHo4HbIe CPeICTBA

7.3.1 IlepeyeHb OLIEHOYHBIX CPEACTB

oC

HanmenoBanue
OLIEHOYHOTO
cpeacTBa

Kpatkas xapakTepucTiKa OLEHOYHOTO
cpeicTBa

[IpencraBnenue
OIICHOYHOTO
CpEeACTBa B
®OC

YcTHbIl ompoc /
cobeceqoBaHue,
(YO)

CpencTBO KOHTPOJISI, OPTraHU30BAaHHOE KaK
npe3eHTaIus 00yJalonMMCs PEe3yIbTaTOB
BhinosiHeHus1 KypcoBoro mpoekra ¢
JEMOHCTpAIMel HATJISTHBIX MAaTePUAIIOB H
OTBETOB Ha BOIPOCHI MEIarOTMYECKUX
paboTHHUKOB (pabOTHUKA) HA TEMY JIOKJIA/A,
Teme, mpobaeMe U T.I1.

Kontposnbnbie
BOIIPOCHI

[Ipoekt

(I1)

Koneunslil npoyKT, MOJTy4acMblil B
pe3ynbTare IUIAaHUPOBAHUS U BBITIOJTHEHUS
KOMIUIEKCa Y4eOHBIX U HCCIEA0BATEIbCKUX

3ananuii. [103BoJII€T OLIEHUTDH yMEHUS
00y4aroInXCsl CAMOCTOATEIBHO
KOHCTPYUPOBAaTh CBOM 3HAHMsI B IIpoLIECCe
pelIeHUs MTPaKTUYECKUX 3a]1a4 U pooIieM,
OpPUEHTUPOBATHCS B UH(POPMAILIMOHHOM
IIPOCTPAHCTBE U YPOBEHB
c(OPMHPOBAHHOCTH AHATUTUYECKHX,
HCCIIE0BATENIbCKUX HABBIKOB, HABBIKOB
IIPAKTUYECKOI0 ¥ TBOPUYECKOI'O MBIIIICHMS.
MOo3KeT BBIOIHATHCSA B UHIUBUYaJIbHOM
HOPSIIKE WIM TPYNION 00yYaIOIIMXCsl.

Tumnosas
nporpamma
SK3aMeHa

7.3.2 Bonipochl AJ151 IK3aMeHAa

1. TIporpecc nH(pOPMAMOHHBIX TEXHOJIOTHH U HEOOXOIUMOCTh 00ECIICUCHHUS
MH(POPMALMOHHON OE30MaCHOCTH.

O 0 1N DN K W

. OcHOBHbBIE TOHATHSI HH(POPMAILIMOHHOHN 0€301MacHOCTH.

. CTpyKTypa MmoHsATUS HHPOPMAITMOHHAS OC30ITaCHOCTb.

. Cuctema 3amuThl HH(GOPMAIMU U €€ CTPYKTYpA.

. DKOHOMHUYecKast MHPOpPMAaIUs KaK TOBAP U OOBEKT OE30MaCHOCTH.
. Ilpodeccronanbhble TaitHbl, UX BUBL. OOBEKTH KOMMEPUECKOM TaltHbI Ha MPEAIPUATHH.
. HepCOHaJIBHLIC JaHHBIC U UX 3alIuTa.

. adopmanimoHHbIe yrpo3bl, UX BUIBI U TPUYUHBI BOSHUKHOBCHHSI.
. UHpopManimoHHble yrpo3sl i TOCYIapCcTBa.

10. UadopManimoHHbIe YIrpo3bl JUTIsl KOMIIAHUU.

11. UudopmarioHHble yrpo3bl A TUYHOCTHU ((PU3HUECKOTO JIULIA).
12. JleficTBUA U COOBITHSA, HApYIIAIOIINE HHPOPMAITMOHHYIO OE30MTaCHOCTD.

13. JInuHOCTHO-TIPO(eCCHOHATIbHBIE XapaKTEPUCTHKHU U ACUCTBUS COTPYIHUKOB,
CIOCOOCTBYIOIIUX pean3aiui HHHOPMAITMOHHBIX YTPO3.

14. Cioco6s! Bo31eHCTBHS HH(GOPMAIIMOHHBIX YTPO3 HA OOBEKTHI.
15. BHenHne u BHYTpeHHUE CyObEeKThI HH(POPMAIIMOHHBIX YTPO3.
16. KoMmnbroTepHble NPeCTYIUICHUS U UX KilacCu(UKanusl.

17. UcToprueckue acCieKTbl KOMIBIOTEPHBIX MPECTYIICHUH U COBPEMEHHOCT.

18. CyObeKThl ¥ IPUYHUHBI COBEPIIEHUS KOMITBIOTEPHBIX MPECTYTICHHUH.

19. BpenoHocHble mporpaMMbl, KX BH/IBI.
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20. McTopust KOMIBIOTEPHBIX BUPYCOB U COBPEMEHHOCTb.

21. lN'ocynapcTBeHHOE peryanpoBaHue HH(HOPMAITMOHHOM 0€301MacHOCTH.

22. JlesSsTenbHOCTh MEXIYHAPOJHBIX OpraHu3anuii B chepe nHPOPMALMOHHOM
0€30MacHOCTH.

23. HopMaTHBHO-TIPAaBOBBIE ACMIEKTHI B 00J1aCTH HH(OPMAIIMOHHON 0€30IacHOCTH B
Poccuiickoit deneparumn.

24. JloxtpuHa nHpOpMannOHHOH Ge3omacHocTH Poccun.

25. YTOoa0BHO-IIPABOBOM KOHTPOJIb HaJ KOMITIBIOTEPHOU MPECTYMHOCTHIO B Poccun.

26. ®enepanbubie 3akoHbI 110 VI B PO.

27. IlonuTrka 6€30MaCHOCTH M €€ TPUHIIUTIHI.

28. dparMeHTapHbIi U CUCTEMHBIN MOAXO K 3aIIUTe HH(OPMALIHH.

29. Metoapl 1 cpecTBa 3alTUTHI HHPOPMAIIHH.

30. Opranmsanuonnoe ooecneuenue Mb.

31. Opraam3anus KOHPUACHIIMAIHHOTO JIETOMPOU3BOJICTBA.

32. KomIuieke opraHu3aioHHO-TEXHUUECKUX MEPOIPUATHIA 10 00ECTICUCHHIO 3aIUThI
nHpopManuu.

33. UnXeHepHO-TeXHUYEeCKOe 00ecTieYeHne KOMITBIOTEPHOM 0€301MacHOCTH.

34. Opranu3aliOHHO-TIPABOBOM CTATyC CITYKOBI O€30TTaCHOCTH.

35. 3amuTa nnpopmarmu B MaTEpHETE.

36. DneKTpOHHAs OYTA U €€ 3alUTa.

37. 3amuTa OT KOMIIBIOTEPHBIX BUPYCOB.

38. «bonbpHBIe» MOOMIIBHUKH U UX «JICYECHUEH.

39. IlomynsapHBbIE aHTUBUPYCHBIC TPOTPAMMBI M UX KJIacCU(DUKAIIHSL.

40. Opra"u3zanusi CHCTEMbI 3aIIUTH HHHOPMAITUH YIKOHOMHUYECKUX O0BHEKTOB.

41. KpunTorpapuueckrue METOIbI 3aLUTHI HH()OPMAIIHH.

42. DTansl TOCTPOSHUS CUCTEMBI 3aIUTH HHGOPMAITUH.

43. Ouenka >pPpeKTUBHOCTH UHBECTULIUI B HH(POPMAIIMOHHYIO O€30IaCHOCTb.

44. I1nan obecrieueHNst HEIPEPHIBHOW paOOTH M BOCCTAHOBJICHHS ()yHKIIMOHUPOBAHUS

aBTOMATH3UPOBAHHON MH(POPMAIIMOHHON CUCTEMBI.

45. Ynpasnenue nHHOpMaImOHHOM 0€30MMaCHOCTH Ha TOCYAapCTBEHHOM YPOBHE.

46. Aynut Vb aBTOMaTH3upOBaHHBIX OAHKOBCKHX CHCTEM.

47. DneKTpoHHasi KOMMEPIUSA U €€ 3alUTa.

48. MeHeKMEHT U ayIuT MH)OPMAIIMOHHON 0€30aCHOCTH Ha YPOBHE MPEIIPUSATHS.

49. UndopmanmronHas 6€301acHOCTb MPEANPUHUMATEIIbCKON IeITeITbHOCTH.

50. O6ecneuenre nHGOPMAIMOHHON 06€30MaCHOCTH JOHKHOCTHBIX JIUI] M MPEACTaBUTENCH
JIEJIOBBIX KPYTOB.

7.3.3 TunoBasi nporpaMmMa 3K3aMeHa

BPEMA BBIITIOJIHEHU A 3AJJAHUA
4 actpoHomMHuueckux 4aca. [lepepbiBbl BO BpeMsi BBITIOJIHEHHS 33/1aHUS HE TPEIOIaraoTcs.

3AJJAHUE DK3AMEHA

PykoBoacTBa 0GaHka BechMa JIOBOJBHO BAaIlUMH YyCIeXaMH B MOOWIBHOHM pa3paboTke U
PE3KMM yBENIMYCHHEM 4Yucia KineHToB. [lobena B koHkypce "Jlydmiee GaHKOBCKOE MOOHMIIBHOE
npuiIokKeHrne" OTKPBUIO Tepesl BAMU TOPU30HT HOBBIX 3ajay, OJJHA U3 KOTOPBIX JIEKHUT B 00JacTh
nH()OpPMAITMOHHOM 0€30MTaCHOCTH.

MHoro4ucaeHHbIE al00bl KIMEHTOB BBISIBIIIM CYIIECTBEHHYIO NPOOJIEMY B HCIIOIB3yEMOM
IIPOrpaMMHOM OOECTIeUEHUU — HaJM4Ke YSI3BUMOCTEH BEO-NIPHIIOKEHUN U CEPBHCOB, C KOTOPHIMU
Br1 paboranu. Kak criermanucty Hanbosee XopoIo 3HaKOMbIM ¢ UX A P/ (K coaJleHUIo pa3paboTunK
cobctBenHo [10 ncues u3 mons 3peHust 6aHka, Mo ciyxaM MoclIeTHUN pa3 ero Bujaenan Ha Kanapckux
OCTpOBAax... HO CiIyk0a 6€30MacHOCTH aKTUBHO €ro UILET) Bam nmopy4yeHo nmpoBecTH ayaAuT CEpBUCOB
U OOHAPYKUTh BCE YSI3BUMOCTH.
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PykxoBozacTBO 6aHKa mocie NpucKOpOHOTro HCYE3HOBEHHS Pa3paboTUrKa HE BIIOJIHE JOBEPSET
BaM, TOJTOMY TECTHUPOBAaHHE OYJET MPOM3BOIUTHCA MO METOMy “dEpPHOro smMKa’, TO €CTh
U3HAYaJIbHO y Bac HE OyAeT JOCTyIa K UCXOAHOMY KOAY MPUIIOKEHHUS (XOTS BIOCIEICTBHHU, IIPU
yCHEIHOM B3JloMe, Bbl cMokeTe mocMoTpeTh AaHHBIN Koxa). B mepByio odepeab ayauTy TOJIKHO
HOJBEPTHYTHCSI XOPOILIO M3BECTHOE CTaHAAPTHOE OAHKOBCKOE MPUIIOKEHHE, UMEIOIIee 3HAKOMBIN
uHTep(delic 1 BO3MOXKHOCTH — aBTOPU3ALIMS, MTOJIyUeHHUE CITUCKA Jpy3el, IpOBeeHIE TPaH3aKIUU U
NOJy4YeHHE CIUCKa TpaH3akiuid. MIMeHHO oHO, Onaronmapst ycrexy MOOWIBHOTO MPHIIOKECHHUS,
HauboJee YacTo UCTOIb3YeTCs KIIMEHTaMU.

CpOoYHOCTh M Ba)XKHOCTH 33JaYl BBIHYAMUJIO PYKOBOJCTBO OaHKa OOBSBUTH CYIIECTBEHHYIO
Harpajay 3a YCIIEIIHOE BBIIIOJTHEHHUE 3ajaHMsl, 1a)Ke €CJIM OHO BBINOJIHEHO JIMIIb YacTuuHO. [Ipemus
3aBUCUT KaK OT CIIOXKHOCTH, KPUTHYHOCTH U KOJMYECTBA OOHApPYKEHHBIX YSI3BUMOCTEH,
MPUBOAIIMX K YTEUKE NEPCOHAIBHBIX TaHHBIX MAaT€PUAIbHBIM U PENYyTAlMOHHBIM MOTEPSAM, TaK U
OT IIOJIHOTHI MX ONMCAaHMs U peKOMEHJaluil mo ycrpaHeHutro. Ho momHuTe — Bama nanbHeMmas
cynpba Kak COTpyAHHMKa OaHKa 3aBUCUT OT IOJHOTHI PEUICHHOW 3ajJauM, cTapaiTech HAWTH Kak
MOYKHO OO0JIbIIIe ySI3BUMOCTEH MHAUe OyZeTe YBOJICHBI.

BXOIAHBIE TAHHBIE
Jlst Toro, 9ToOBI TeCcThl HEe ToBpeawn padbouee [10, anMuHECTpaTOpHl OaHKA CO37AJIH B
BUpPTYyaJibHbIE MAaIIUHBI B popmare Virtualbox, MOTHOCTbIO KOMUPYIOIIUE CUCTEMBI AEHCTBYIOLINX
CepBepOB, KOTOpbIe Bbl MOKeTe NCIOIB30BATH ATl pAOOTHI.
1. BupryanbHas MammHa ¢ JEHCTBYIOIIMM BeO-TIPHIIOKEHHEM sl TecTupoBanus. [locne
3amycka oOpa3a BEO-IPUIIOKEHHE JIOCTYIHO M0 JIOKAJIBHOMY aJpecy BHPTYalbHOU
MamuHsl (http://192.168.56.12). Mcnionb30BaHueM JaHHON BUPTYaIbHON MAaIlIMHbBI Kak-
160 kpome npoTtokosia HTTP, nnbo TeCTUPOBAHUE YSA3BUMOCTH APYTHX MPOTOKOJIOB HE
nojpasymeBaercs. Vcxoas M3 3TOro Ha HEH OTCYTCTBYeT rpaduyeckas 000J0YKa, H
MallliHa 3allUIIeHa apoJIeM.
2. Bupryanbnas mammumza Kali Linux 2016.2 co cneunanbsHbiM auctpuOyTuBoM Linux c
rpaguveckoil 000JOYKOW W TPEIyCTAaHOBJICHHOW BO3MOXXHOCTBHIO BBOJIa TEKCTa Ha
PYCCKOM s3BbIKE€ JJIsi TPOBEACHHsS TecTHpoBaHUs. JlaHHas BuUpTyajdbHas MallMHA
HaXOJUTCS B TOM K€ BUPTYaJIbHOM IIOJICETH, YTO U MAlllMHA C BEO-NPHIIOKEHUEM — TAKHM
o0pa3oM, UMEeTCs] BO3MOXXHOCTh MCIIOJIb30BaTh HHCTPYMEHTBI, BXosmue B coctas Kali
Linux, HanpsiMy!o Ha TECTUPYEMOM IPUIO0KEHUU.
BBIXO/IHBIE TAHHBIE
B pesynbrare paGotel B mamnke "Pabouuii cmon/@PUO - Homep epynnvt/WEBSECURE"
JIOJDKEH OBITh pefocTaBiieH (aiin report.docx, conepkaiuii ClieAyONIyo HHPOpPMaLHIO.
e Bamy ®UO.
¢ Howmep rpynmsl.
e Tabnumy ¢ OTYETOM TIO HANACHHBIM YSI3BUMOCTSIM, COZICPIKALIYIO —CJIEIYIOIIYTO
nH(pOpPMAIIHIO:
o Ne mo nmopsaky:
e BUJ YSA3BUMOCTH;
e MECTO pacIoyIOKEHHE B BEO-CEpBUCE;
e HCHOJB3YEeMbIH crioco0 0OHapy KEHHs ySI3BUMOCTH;
e ONHCaHUE ySI3BUMOCTH;
e MOTEHIHAJbHbIE YTPO3bI AJISI PACCMATPUBAEMOT0 BEO-TIPHIIOKEHHUS;
e  METOJBI yCTPAHEHUS YS3BUMOCTEH TaHHOTO THIIA;
e IPUYUHBI BO3HUKHOBEHUS YSI3BUMOCTH B JAHHOM BEO-TPUIIOKEHUH;
e PEKOMEHIAIIWU 110 YCTPAHCHHIO YSI3BUMOCTH;
e CKPHMHIIOTHI 3KPaHOB, IIOKa3bIBAIOIME TPOLECC OOHAPYXKEHHS U  pe3ysbTaT
WCTIOJIb30BAHUS YS3BUMOCTH 3JI0yMBIIIJICHHUKOM.
YCJIOBYMA BBITIOJIHEHU A PABOTBI
J171s1 BBITIOTHEHUS 3aJJaHUs JIOIYCKAETCS MCIIOIB30BAHNE TOJIFKO YCTAaHOBJICHHBIX CPENICTB U
ITO nokanpHOr0 KOMIBIOTEPA U YKa3aHHBIX BUPTYaJIbHBIX MalIuH. He gomyckaercst ucnoiab3oBaHue
WHTEPHET B JIIOOOM BUjIe, flash-HakonuTee, Tere)OHOB, HOYTOYKOB, MAaTEpHUAaJIOB Ha CEpPBEpax.
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KPUTEPMIM OLUEHKU 3ATAHMA

XSS INJECTION (NOCTOAHHAS) 2000
1 Haxoxnenune 200
2 | IlonHoe onmcaHue 800
3 PexoMeHnaaiuu 1o ucnpapieHUIO 1000

XSS INJECTION (OTPAXKEHHASI) 1000
4 | Haxoxxnenue 100
5 ITonnoe onmcanue 400
6 | Pexomenmanuu 1o UCIpaBICHUIO 500

FILE INJECTION 2000
7 Haxoxnenune 200
8 ITonnoe onmcanue 800
9 | PexomeHnpaiuu no UCIpaBICHUIO 1000

BRUTE FORCE 3000
10 | Haxoxxnenue 300
11 | TlomHOE ommcaHue 1200
12 | PexomeHaluu O UCIPABIECHUIO 1500

CLICKJACKING 1000
13 | Haxoxneuue 100
14 | IlonHoe onucanue 400
15 | PexomeHaanuu no MCrpaBiIEHUIO 500

SQL INJECTION (CJIEITAS) 3000
16 | Haxoxxnenue 300
17 | TlomHoe ommcaHue 1200
18 | PexomeHnanuu no UCIPaBIECHUIO 1500

SQL INJECTION (SIBHAS) 2000
19 | Haxoxneuue 200

20 | TlomHoe omucaHue 800

21 | Pexomenpanuu no MCrpaBiIEHUIO 1000

3AI'PY3KA BPEJJOHOCHBIX ®ANJIOB 2000

22 | Haxoxnenne 200

23 | IlomHoe onmcanue 800

24 | PexomeHaluu IO UCIPABIECHUIO 1000

CJABOE IIN®POBAHUE 2000

25 | Haxoxneuue 200

26 | IlomHoe omucaHue 800

27 | PexomeHzanuu 1o MCIPABIECHUIO 1000

BBIINIOJIHEHUE KOMAH/I HA CEPBEPE 4000

28 | Haxoxnenwne 400

29 | IlomHoe onucanue 1600

30 | PekomeHnpanuu no UCHpPaBICHUIO 2000

CSRF ATAKA 1000

31 | Haxosxxnenue 100

32 | IlomHOE ommcaHue 400

33 | PexomeHanuy no UCHPaBIECHUIO 500

PACKPBITHUE ITYTH 1000

34 | Haxoxneuue 100

35 | IlomHoe onmcaHue 400

36 | PekomeHpanuu no MCHpaBICHUIO 500

MHNOJYUYEHHUE UCXO/IHOT'O KOJA NPUJIOKEHUA (ITOJTHOT'O) | 6000




37 | Haxoxxnenue 600
38 | IlomHOe ommcaHue 2400
39 | PexomeHanuu o UCIPaBIECHUIO 3000
MOJYUYEHME TPAH3AKIIMM TOJIB30BATEJIEN 1000
40 | Haxoxnenme 100
41 | IlomHoe ommcaHue 400
42 | PexomeHganuu no UCHPaBICHUIO 500
MNOJYYEHHUE JAHHBIX MOJIb3OBATEJIEN 1000
43 | Haxoxxnenwne 100
44 | TlonHoe onucaHue 400
45 | PexoMeHIauu no UCIPaBICHHUIO 500
MNOJYUYEHHUE ITOJIHOT'O TOCTYIIA K CEPBEPY 10 000
46 | Haxoxnenme 1000
47 | TlonHoe onncaHue 4000
48 | PexomeHpanuy 1o UCIpaBIECHUIO 5000
ABTOPU3AIUA 11O/ MPOU3BOJIBHBIM INOJIb30BATEJIEM 1000
49 | Haxoxnenue 100
50 | IlomHOe ommcaHue 400
51 | PexkoMmeHnpanuu no UCHpaBICHUIO 500
INEPEBO/J CPEACTB OT JIMIA APYI'OI'O ITIOJIB3OBATEJISA 1000
52 | Haxoxxnenue 100
53 | IlomHOE ommcaHue 400
54 | PexomeHanuy Mo UCHPABIECHUIO 500

COOTBETCTBUE HABPAHHBIX BAJIJIOB OLIEHKE DK3AMEHA

Pe3yHBTaT paGOTLI OLCHUBACTCA COIIACHO NPUBCACHHBLIM BBIIIC KPUTCPUAM, BBIIIOJIHCHUC
Ka)XJIOTO M3 KOTOPBIX YBEIHUYMBACT PE3yJbTHPYIOIIEe BO3HATPAKICHUE HA yKa3aHHOE 3HAYCHHE.
MakcumanpHOE BUPTYAJIbHOC BO3HATrpaXJACHUC, IMOJIy4acMOC CTYJCHTOM 34 YCIICIITHOC BBITIOJTHCHUC
3aJlaHus ¢ yueToM Bcex kpurepues — 44 000$. toroBoe Bo3HarpaxaeHue mpeoOpa3yeTcsi B OIICHKY
COIJIACHO CIIAYIONIeH Tabuie.

Jlnama3on G6aioB OreHka
0...11999 HeynoBieTBOpUTEIBHO

12000 ... 15999 | VYnoBaeTBOpUTEIHHO

16 000 ... 21 999 Xopo1o

22 000 ... 44 000 OTanuHOo

HaGpannbie 6ayuibl 1 COOTBETCTBYIOIIAsE UM OLIEHKA UMEET PEKOMEHIATeIbHBIN XapakTep —
9K3aMEHATOP UMEET IPaBO CKOPPEKTUPOBATH OLICHKY B Ty WM HHYIO CTOPOHY.
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