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1. HEJIM OCBOEHM S TN CHUITJINHBI

[enssmMu ipenofaBaHus JUCITUTITMHBI SIBJISTFOTCS

®  OCBOCHHE CTYJICHTAMH OCHOB CETEBBIX TEXHOJIOTHIA;

®  PUOOpPETEHHE HABBIKOB CAMOCTOSITEIBLHOTO M3YYCHHUS OTACIBHBIX TEM JUCIUTIIUHBI
Y pEIICHMs TUIOBBIX 3a]1a4,

e  puOOpeTeHHE HAaBBIKOB pPabOThl B COBPEMEHHBIX HHTETPUPOBAHHBIX CHCTEMax
MIpOrpaMMHUPOBAHUS IS PEATU3ALIUN CETEBBIX IIPOTOKOJIOB;

®  YCBOGHHEC TMOJYYCHHBIX 3HAHUU CTyJACHTaMH, a Takxke (QOpMHUpPOBAHHWE Yy HHUX
MOTHBAllMM K CaMOOOpa30BaHUIO 3a CYET aKTHUBU3AIMH CaMOCTOSITEIHHOM
MO3HaBaTEIbHOM JCATCIbHOCTH.

2. MECTO JUCIMIIYIMHBI B CTPYKTYPE OOII

Huctumumaa «OcHoBbI cereBblx TexHonoruit» (b1.1.8.3) sBnsercss 6a3oBoii npoduinbHOI 1O
HarnpasieHuto 09.03.01 MudopmMaTHKH ¥ BEIYMCIUTENBHAS TEXHUKA, TPOPECCHOHAIBHOTO MK
(b1).

Jlyig €€ yCHemHoro ycBO€HHs HEOOXOAUMbI 3HAHUSI 0a30BbIX MOHSATHI BBIYUCIUTEIHHON
TEXHUKH, POJM CETel U TEIEKOMMYHUKAalMHd B HAayKe U TEXHUKE, YMEHHSl IPUMEHSITbH
BBIYHUCIUTENbHYIO TEXHUKY JJIS PEHICHHs] MPAKTHYEeCKUX 3a/1a4, BJIAJ€HHsl HABBIKAMU PabOTHI
Ha IEPCOHAIbHOM KOMIIBIOTEPE U CO3J1aHuUs PO(ECCHOHATbHBIX POrPAMMHBIX POJIYKTOB.

[IpepexkBu3uTaMu JaHHOW JUCUUIUIMHBI SBISIOTCA AUCLUUIUIMHBI MaTEMaTHYeCKOro H
€CTECTBEHHOHAY4YHOT'0 LUKJIA: «Hudpopmaruka, npodeccrnoHalIbHOTO LUKJIa
«[IporpammupoBaHue».

3. PE3YJIBTATBI OCBOEHMSA JNCHUIIVINHBI

1. IlepedyeHb TMUIAHHMPYeMBIX PpPe3yJabTATOB O00y4YeHMs 10 [AWCUMILIMHE (MOAYJIIO),
COOTHECEHHBIX ¢ IUIAHMPYeMbIMHM pe3yJIbTATAMH OCBOCHUSI 00pa3oBaTeJbHOI
NPOrpaMMbl

BBIHYCKHI/IK, OCBOMBIITHH JUCHUIIIIMHY, JOJIKCH O6J'Ia)IaTI> CJICAYIOIMIMMH KOMIICTCHIUAMMU:

Koa u HaumeHoBaHue NuaukaTopsl 10cTHKEHUA KOMIIETeHIMHU
KOMITeTEeHIH
OIIK-7 Cnocoben | OIIK-7.1 3HATh: MeTo1010THYECKUE TPUHIUIIBI
y4acTBOBaTh B HACTpPOMKE U | OpraHU3alMM UCCe0BaHMs, 000CHOBaHUS TMIIOTE3 U
HasaJKe IIPOrpaMMHO- | IOCTAHOBKU 3aJa4 UCCIIEJOBAHMSI, METOJIUKH
anmnapaTHBIX KOMIUIEKCOB WCIIOJIb30BAaHUS TPOIrPAMMHBIX CPEJCTB ISl PELICHUS

MPaKTUYECKUX 3aJa4 B 00J1aCTH UH(POPMATUKH U
BBIYHUCIIUTENIBHON TEXHUKU.

OIIK-7.2 YMETb: dopmynupoBaTh ETH U 3a0a91
UCCIIeIOBAaHMsI B KOHKPETHBIX 00J1acTIX HH()OPMATHKH U
BBIYHMCIUTENbHON TEXHUKH, UCTIOIb30BaTh POTrPAMMHBIE
CpeZACTBa JJIs pelIeHuUs MPAKTUYECKUX 3a]1a4 B 00JIacTH
MH(OPMATHUKH U BBIUMCIUTEIbHON TEXHUKH, BHIOMPATh
IIPOrpaMMHBIE CPEICTBA JUIsl PEIICHUS TPAKTUYECKUX 3a7a4
B 00J1aCTH UH()OPMATUKH U BHIYUCTUTEIbHON TEXHUKU
OIIK-9.3.

OIIK-7.3 BJIA/[ETh: meTonuKaMH UCITOIb30BaHUS
IIPOrPaMMHBIX CPEJICTB I PEIIEHUS] IPAKTUUECKUX 3a7a4

IIK-1 Crnocoben noaxmtouats | MIIK1.1 3HATh: 0OCHOBBI OCTPOCHUS U apXUTEKTYPHI
u HacTpauBath Moayiu OBM u | DBM; npuHLIUIIBI TOCTPOEHMS], TapaMeTPhl U
nepudepuiHoro XapaKTEPUCTUKH LU(POBBIX U AHAJIOTOBBIX AJIEMEHTOB
000pyI0BaHUs OBM; coBpeMeHHbIE TEXHUUECKHUE U IPOrPaMMHbIE
cpeAcTBa B3aumoAeicTBus ¢ DBM; nmpuHIUIIBI
(GyHKIMOHMPOBAHUS MEPUPEPUITHOTO 000PYTOBAHHUSL.




UIIK1.2 YMETh: Boibupath, KOMIIEHCHPOBATh U
9KCIUTyaTHPOBaTh POrpaMMHOAINIAPATHBIE CPEJCTBA B
CO3/1aBAEMbIX BBIUMCIUTENLHBIX U HHPOPMALIMOHHBIX
CHCTEMaxX U CETEBBIX CTPYKTypax; CTaBUThb U peIlaTh
CXEMOTEXHUYECKHE 3aJ[auH, CBA3aHHBIE C BHIOOPOM CHCTEMBI
9JIEMEHTOB MPU 331aHHBIX TPEOOBAHUAX K MapaMeTpaMm
(Bp€MEHHBIM, MOIIIHOCTHBIM, Ta0apUTHBIM, HaJEKHOCTBIO);
UHCTAJUINPOBATh, TECTUPOBATh, UCIBITHIBATh U
HCII0JIb30BATh IIPOrpaMMHOAMNNapaTHbIE CPEICTBA
BBIUMCIIUTENIBHBIX U HHPOPMALIMOHHBIX CUCTEM.

HUIIK1.3 BJIAJJTETH: metogamu BbIOOpa 3JIEMEHTHON 0Oa3bl
JUIs IOCTPOEHUS PA3JIMYHBIX apXUTEKTYP BBIYUCIUTEIbHBIX
CPEICTB; METOAAMM MHCTAJNIMPOBAHUS, TECTUPOBAHUS
anmnapaTHbIX ¥ IPOrPaMMHBIX CPEACTB BBIUMCIUTEIbHBIX
cucreM. JloJKeH JEMOHCTPUPOBATh CIIOCOOHOCTD U
TOTOBHOCTb: HPUMEHSTH PE3YJIbTaThl OCBOCHUS
JMCIUTUIMHBI B TPOECCHOHATBHON NI TETLHOCTH

IK-2: Criocoben paboTaTh UIIK-2.1 3HATb: 0CHOBHBIE METO/BI HAYYHO-

HaJl IPOEKTaMU HCCIIEA0BATENIBCKOMN NEATEIBHOCTH.

KoHTpoaupoBaTh xoa ux pabor | MIIK-2.2 YMETh: BoiiensaTh U CUCTEMaTU3UPOBATh

B 00JIaCTH UCII0JIb30BAHUS OCHOBHBIEC HJICH B HAYYHBIX TEKCTaX; KPUTHYECKU
TPEXMEPHOTO MOJICTTUPOBAHUS | OLIEHUBATH JIFOOYIO MOCTYMNAIOIIYIO HH(OPMAILIKIO, BHE

U pa3paboTKu 3aBUCUMOCTH OT UCTOYHHKA; U30€eraTh aBTOMAaTUYECKOTO
CHEeLUaIu3UPOBAHHOTO MIPUMEHEHUS CTAaHAAPTHBIX POPMYI U IPUEMOB IIPU

MPOrPaMMHOTO 00ECIIEUeHUs C | PEUICHUH 3a/1a4.

MIPUMEHEHHUEM TPEXMEPHOU HUIIK-2.3 BJIA/IEThD: naBeikamu cOopa, 00paboTKH,
rpadukH. aHaJIM3a U CUCTeMaTU3ali UH(pOpMaILMK 110 TEME
UCCIIeIOBaHMs; HaBbIKaMH BbIOOpa METOJIOB U CPEZICTB
pelIeHws 3a/1a4 UCCIICTOBAHMSL.

4. CTPYKTYPA U COAEP KAHUE JUCIUIIJINHBI

4.1 AHHOTHPOBAaHHOE CO/IepPKaAHMe Pa3/1e/I0B INCHUIIIHHbI:

1. BseneHue B OCHOBBI CETEBBIX TEXHOJIOTHI
Hcroprst KOMIBIOTEPHBIX CETEH
I'moGanbHBIE, TOPOACKUE, TOKAIBHBIE U [IEPCOHATbHbBIE CETH
CereBble cTaHAAPTHI
Tononorus cereit
DNEeMEHTHI CeTH
XapakTepuCTUKHU CETH
2. MHOroypoBHEBbIE MOJIEIH
a. Monenn OSI
b. VYposuu mogenu OSI
c. CranpapTHble CTEKH IPOTOKOJIOB
d. CootBercTBHE CTEKOB MPOTOKOIOB Mojienu OS]
e. Pacnpenenenue npoTOKOJIOB MO 3JIEMEHTAM CETH
3. Bepxuue ypoBuu mozenu OSI

P OO0 T

a. Kiuenrt-cepBepHas MOJeb U OJHOPAHTOBBIE CETH
b. TIIpotokon Telnet

c. Cucrema JOMCHHBIX UMCH

d. TIporoxkon DHCP

e. IIporokom HTTP

f.

DneKTpoHHas mouTa
4. TpancnoptHbIit ypoBeHb Moaenu OSI




a. Iloptsr

b. IIporoxon UDP
c. IIporokon TCP
d.

CpaBHeHHE U IPUMEHEHHUE TPOTOKOJIOB
5. Anpecanus B cetsix [P
Tunsl [IPv4-aapecoB
®opwmar [P-agpeca
KnaccoBast agpecanus
Macka cetn
BbeckiiaccoBas anpecarust
Pacnpenenenue agpecos
Oco0sie IP-anpeca
Texnonorus NAT

I. Anpeca IPv6
6. Cereoii ypoBenb mojenu OSI

a. IIporokom IP

b. ®opmar makera

C. Mapupyruzanus

d. IIporokox IPv6

e. IIporokon ICMP
7. KananbHblil ypoBeHb Mojienn OSI
[TonypoBHU KaHATBHOTO YPOBHS
MAC-anpeca
[Iporoxon ARP
Pa3znensemas cpena, MeToibl 1ocTyna
Hepaznensemas cpena
becnipoBogHBIE TEXHOIOTUI
8. ®wusnueckuil ypoeHb moaenu OSI

a. XapakTEepUCTUKH JIMHUU CBS3U

b. Tunsl kabeneit

c. KoHHekTOpbI

d. Monynsuus

€. Mertobl KOJUPOBAHUS
9. Texnonorus Ethernet
®opwmar kazapa Ethernet
[lepenaua naHHbIX
dusnyeckas cpeaa
Texnonorus Fast Ethernet
Texuonorus Gigabit Ethernet
Texunonorus 10G Ethernet
10. BecripoBoTHBIC CETH
PacnipocTpanenue 35eKTpOMarHuTHBIX BOJTH
JInuen3upoBaHue 4acToT
TexHONI0rus MUPOKOMOIOCHOTO CUTHAJA
®usnyeckue ypoBHH ctangapta 802.11
Texnonorus Bluetooth
be3zonacHocTh GecipoBOIHBIX ceTe
11. MapmpmiauI/m
3anayu, pemaeMble MapIIpyTU3aTOpoOM
Tabnuma MappyTuzanuu
Cratuyeckast MapIIpyTHU3aIHs
Buzsl 1pOoTOKOI0B IMHAMUYECKON MapIIPyTU3aLUU
JlcTaHIMOHHO-BEKTOPHBIE NMPOTOKOJBI: RIPV] 1 RIPv2
[IpoTokomnsl cocTosiHusa kaHanoB cBsizu: OSPF
12. KOMMyTaTOpr
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[MpuHIMIBL paOOTH KOMMYTATOpPA

AJNTOPHUTM MOKPHIBAIOIIETO AepeBa

Bupryansnsie cetn (VLAN)

Hepapxuueckas ceTeBasi MOJICNb: YPOBHH JOCTYIIA, PACIIPEACICHHS H MarHCTPaJIH

o0 o

JlabopaTopHble 3aHATHSA

Pa6ota ¢ mpotokosiom FTP.

Pabota ¢ nporokonamu SMTP/POP3.

Amnanu3 KOH(GHUrypaluy CETH ¢ MOMOIIBIO cTaHaapTHRIX yTrauT ipconfig, ping, tracert, netstat.

Pabota co caudepom Wireshark, 3axsar u ananu3 cereBoro Tpaduka.

3HAKOMCTBO C MPOrPaMMHUPOBAHUEM COKETOB; HAMMCAHKUE TPOCTOTO KJIMEHT-CEPBEPHOTO

MPUIIOKEHHUS.

Peanuzanus nporokona HTTP ¢ moMonibro cOKeTOB; HaNnMCaHUE KIMEHTCKOTO U CEPBEPHOTO

MPUJIOKEHUN I B3auMoaercTBus o nporokoiry HTTP.

7. 3uakoMcTBO ¢ onepaionHoi cucremoii Cisco 10S; koHpurypaus MappyTu3aTopoB
COIJIACHO IJIAaHY CETH.

8. 3HaKOMCTBO ¢ OCOOCHHOCTSIMU HCIOJIb30BAaHUS KOMMYTAaTOPOB; KOHPUTypalus

KOMMYTaTOpPOB COTJIACHO TUTaHY CETH.

orwbpPE
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4.2 CTpyKTypa IMCUUILIMHBI 110 pa3aeaaM U (popMaM OPraHu3annu 00y4eHHsl [IPUBEJICHA B
tabymre 1.

Taonuua 1

Cmpykmypa oucyuniuHsl no pazoenam u popmam opeanuzayuu ooyyeHus

AyauTopHas
paborta
HasBanue pasnena/Temsbr (dac)
Jlexum Jlab. 3an.
u
1. BBeieHre B OCHOBBI CETEBBIX 1 6
TEXHOJIOTUI
2. MHOroypoBHEBbIE MOJIENIN 2
3. Bepxuue ypoBau moaenu OSI 1 4
4. TpancniopTHbIi ypoBeHb Mojenu OS] 1 4
5. Anpecarus B cetsix [P 1 4
6. CereBoil ypoBeHb Mozienu OSI 2 4
7. Kananbnbiii ypoBeHb Mmojenu OSI 1 4
8. ®uznueckuii ypoBeHb Mojienn OSI 1 4
9. Texnonorus Ethernet 2 2
10. bectipoBoIHBIE CETH 2 2
11. Mapmpytusanus 1 6
12. KommyTaTopst 1 6
Uroro 16 16

5. OBPA3ZOBATEJIBHBIE TEXHOJIOI'MH

B Ta6J'II/II_IC 2 IMPUBCACHO OITMCAHUC 06pa3OBaTCJ'IBHLIX TCXHOHOFHﬁ, HCIIOJIb3YCMbIX B TAHHOM

MOJTyJIe.
Tabmumna 2
Memoowvt u popmul opeanuzayuu oo6yuerus (POO)
D00 Jla6oparo | Ilpakr. |Tpenunr,
Jlexmmst pHas 3aH./ Macrep- | CPC | K. mp.
MeTto b1 pabora. | CemuHap,| Kiacc




IT-MeToB1 + + +
Pabora B xomane
Case-study + +
Urpa
MeTob1 TpoGIEMHOTO
00y4eHusl.
OO0yueHue
Ha OCHOBE OIIbITa
Onepexaronas
caMmocTosiTeNIbHast paboTa
IIpoekTHBII MeTO
ITouckoBEI METO +
UccnenoBarenbckuil
METOJT
Hpyrue meronsl
* - Tpenunr, ** - Macrep-knacc

6. OPTAHM3AIIUA U YYHEBHO-METOANYECKOE OBECIIEYEHUE
CAMOCTOSTEJIBHON PABOTHI CTYJEHTOB

6.1. CamocrosiTesbHYI0 padory cryaeHToB (CPC) MO0XHO pa3ieiMTh Ha TeKYIIyl0 H
TBOPYECKYIO.

Texymasa CPC — pabota ¢ JeKIMOHHBIM MaTepHaoM, IIOJrOTOBKA K JJaOOPaTOpHbIM padboTam;
OIlEpeXaloIiasi CaMOCTOSTENbHAs pPad0Ta; BBHINOJIHEHHE JIOMAIHUX 33JaHuil; W3y4CHUE TEM,
BBIHECEHHBIX HA CAMOCTOSITEIHHYIO POPAOOTKY; MOJATOTOBKA K SK3aMEHY.

Tropueckasi Npo0/1eMHO-OPHEHTHPOBAHHAS CAMOCTOSITeIbHASA padoTa
(TCP) - nowuck, aHanmu3, CTPYKTYpHUpOBaHUE HH(OPMAaLMU 10 TeMaM, BBIHOCHUMBIM Ha
caMOoCTOsITeNIbHOE U3yueHHe (pecypchl IHTEpHET B TOM YHCIIe).

6.2. Cogep:xaHnue caMOCTOATEIbHON PadOThI CTY/IEHTOB IO JUCIUIIMHE

B npornecce u3ydeHus AUCHUIUIMHBI CTYAEHTHI JOJKHBI CAMOCTOSITENILHO OBJIA/IETh
CIIEYIOIMMHU TEMaMHU:

1. TIporoxomsl anekTpoHHOH noutsl POP3, SMTP

2. CerteBas 6€30MaCHOCTD

3. Kommyranus BUpTyanbHbIX ceTei

4. KadecTBO 00CTY)XKMBaHUS B KOMMYTHPYEMBIX CETSX

[IpoMexyTOUHBI KOHTPOJIb 3HAHUM — TEOPETUYECKMX U MPAKTUUYECKUX — IPOU3BOAUTCS B
MpoLIecCe 3aLUTHI CTyIeHTaMu JabopaTopHbIX padoT. KOHTpoibh M OlleHKa 3HaHWUN MPOU3BOJATCS B
COOTBETCTBUHM C pPEUTHHI-TUIaHOM. OKOHYATENbHBIA KOHTPOJIb 3HAHUM MPOU3BOAUTCS B (Qopme
sK3aMeHa (C yuyeToM HaOpaHHBIX 0aslioB).

6.3. KonTpoab caMocTOATEIbHOM PadoThI

1. PyOexHblii KOHTPOJIb B BHJE KOHTPOJBHOW pabOTBHl IO TEOPETUYECKOH U
MIPAKTUYECKON YacCTH.

2. Tlo pe3ympTaTaM TEKyIero U pyoeXHOTO KOHTPOISI OPMHPYETCSI TOIYCK CTYIACHTa
K 9K3aMeHYy. 3a4eTIPOBOIUTCS B YCTHOU opMme.

6.4.Y4eOHO-MeTOAMYECKOE 00ecnedeHHe CAMOCTOATEIbHOI Pa0oThI CTYACHTOB

Jl1s caMOCTOSITENIbHOM pabOThI CTYIEHTOB UCIIOJIB3YIOTCSI CETEBBbIE 00pa30BaTENbHBIE PECYPCHI,
npencrasieHHble Ha cepepe Kadeapsl UIIC, cetp MHTEpHET M Apyrue HaydHO-0Opa3oBaTelIbHbIC

pECypCHI.

7. CPEJICTBA (®0OC) TEKYIIIEA 1 U'TOIOBOM OIIEHKH KAYECTBA
OCBOEHMUA JUCHUIVINHBI



JUnst  opraHM3anuy  TEKyLIEro KOHTPOJISL IIOJAYYEHHBIX CTYJEHTaMHM 3HAaHUU 10 JaHHOU

JTUCITUTIIIMHE UCTIONB3YIOTCS TECTHI, pa3MmelieHHble Ha caitte kad. UIIC. Kaxnprit Tect numeet 2 unu 3
BapuMaHTa M COJACPXKUT HECKOJIBKO BOMPOCOB. TeKylMid KOHTPOJIb OCBOEHUS JAUCIHILIUHBI
OCYIIECTBJISIETCS TPHU CJade CTYJASHTOM JabopaTOpHbIX paboT. [nsg KOHTpOJIBHOW paboThI
MpeAJiaraeTcsi NepeueHb U3 TEOPETHUYECKUX BOMPOCOB M IMPAKTHUUYECKUX 3adad. DK3aMEHAIIMOHHbIC
OWJIETHI TAK)KE COJIepKAT TEOPETUUCCKYIO U TPAKTUUYECKYIO YACTH.

8. PEUTUHI KAUECTBA OCBOEHMS JJUCHUTLTAHBI

Pacnpenesienue yueOHOro BpeMeHU:

Jlexuun 16 yaca
JIaboparopHbie pabOTHI 16 yaca
CamocrosiTenbHas paboTa CTyICHTOB 40 ygaca
Bcezo 72 waca

OCHOBHBIE 10JI02KEHHS N0 PEHTHHI-IVIAHY M CHHILTHHbI
Ha nmucuummuny Bepieneno 100 GamioB M 5 KpeIWTOB, KOTOPBIE PacIpenessitoTCs

CIIeyIOIUM 00pa3oMm:

1-it cemectp: 5 kpenutoB, 100 6annoB — nekuuu, 1abopaTopHble pabOThl, KOHTPOJIbHAS

pabota, SK3aMeH.

- TEKYIIUA KOHTPOJIb 75 6annos;
- IPOMEXKYTOYHAS aTTeCTalus (3a4eT) 25 GaioB.

Jlomyck K ciade 3adera OCYIISCTBIISICTCS MPU Hauduu Ooiiee 60 6amwioB, 00s3aTeIbHBIM

ABJIACTCA BBIIIOJIHCHUEC BCCX J'Ia60paTOpHBIX pa60T.

WtoroBelii pelTHHT oOmpenensercs CyMMHpOBaHHEM OayuioB, HaOpaHHBIX B TEUYEHHE

CEMCCTpa U HAa OK3aMCHC.

bank 3ananuii k naboparopueiM padoram npuseneH B [IPUIIOXKEHUN.

9. YAEBHO-METO/IMYECKOE 1 TH®OOPMAIIMOHHOE
OBECIIEYEHME JJUCIIUITJINHbI

OcHoBHasi iuTEpaTypa:

1. Omudep B. I'., Onudep H. A. Komnberotepusie cetu. [I[puHIMIBI, TEXHOIOTUH, TTPOTOKOJIBI:

VYuebuuk i By30B. 4-e uza. — CII6.: [Tutep, 2010. — 944 c.: nin.

2. Tanenbaym 3., dumctep H., Yazepomn 1. Komnsrorepusie cetu. 6-¢ u3a. — CII6.: TTutep,

2024. -992 c.: nn.

JlonmoJiHuTeIbHASA JINTepaTypa:

1. KommbrotepHsbie ceTH. YueOHbIi kypc.- Microsoft Press, "Pycckas penakuus", 1999.- 576¢
2. Cetessle oneparmonnslie cuctemsl/ B.I.Onudep, H.A.Onudep. — CI16.: "TTutep", 2001. —

544c.: wii.

3. k. Yonpaua. TenekoMMyHHKAIIMOHHBIE U KOMITbIOTEpPHBIE ceTH. BBoaHbIHM Kype. M.: TTocT

N
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Mmapker, 2001. — 480c.
IIporpammuoe odecneuenne u Internet-pecypceni:

Omnepanuonnas cucrema Microsoft Windows 7 uiau HoBee

[Mporpamma Bupryanuzauu Oracle VirtualBox

Omnepanuonnas cucrema Ubuntu LinuX mist paGoThl B Ka4eCTBE TOCTEBOM OMEPainOHHOM
CHCTEMBbI BUPTyaJIbHOU MamuHbl VirtualBox

ITporpamma aist aHaau3a ceTeBbiX maketoB Wireshark mrst Linux

Cpena pa3paboTtku (Ha BIOOD):



a. Borland Turbo Delphi 7 unu HoBee
b. Cpena paspaborku Microsoft Visual Studio 2005 wiu HOBee
6. IIporpamma-tepmunan HyperTerminal unm ananornynas

10. MATEPUAJILHO-TEXHUYECKOE OBECITIEYEHUE
JUCHUATIIMHBI

JIaGopatopHble pabOTHl BBIIOJHIIOTCA B KOMIBIOTEPHOM KJlacce, OCHAIIeHHOM 15-10
KoMIIbIoTepamu Ha 6a3e mporeccopos Intel Core 2 DuUo u Bbiie.

[Tporpamma cocraBiena Ha ocnoBe Crangapta MII B cootBeTcTBHU ¢ TpeboBanusmMu ®I'OC mo
HarnpasieHuto 09.03.01 «MHbopMaTHKX U BEIYUCIUTEIbHAS TEXHUKAY.

[Tporpamma onobpena na 3acenanuu kadeapsl «CMAPT TexHOTOTHI»



[MPUIJIOXKEHUE
bank 3aganuii K 1a00paTopHBIM paboTaM (IIPUMEPHBII)

JIaﬁopaTopHaﬂ padora 1. IIporoxoa FTP
3amycTtute kineHT ftp.exe.

BxutrounTe 0TIaI09HBIN PEKIM.

[Moaxmounrecs k ftp-cepepy 109.123.146.125 (umst u maposs: student).
OTto0Opa3uTe TUCTUHT KaTayora.

Co3pnaliTe CBOM KaTajior, ClIeJIaiTe ero TEKYIHUM.

3arpy3ure kakoi-nmbo ¢aiia Ha cepBep.

CkavaiiTe Kakon-11u00 (aiis1 Ha CBOMl KOMIIBIOTED.

VY nanute cBoit daitn.

© O NDO AW

VY nanurte cBOM KaTaJor.

-
o

3aBepiute padoty ¢ ftp-cepsepom.

JlaGopaTopHas padora 2. KoMmaHabl TECTUPOBAHUSA CETH

Vcnonp30BaTh KOMaHbI CETEBOM AMArHOCTHKU Nslookup, ping, tracert mis nonydyenus
nHpOpMAaIHY O ABYX JJOMEHAX, IPOBEPKU MX pabOTOCIOCOOHOCTH, OTCICKUBAHUS ITyTH. JJOMEHBI
MO>KHO BBIOPATh MPOU3BOJIBHBIE, HO HE PEKOMEHYeTCsl UCTIOJIb30BaTh OOIIEU3BECTHBIC JOMEHBI
(Takue, kak google.com wiu yandex.ru), a Takke JOMEHbI TOMCKOMH CETH.

Hcnons3oBate koManay ipconftig nns BeisicHenus [P-anpeca koMiproTepa, Macku CETH U LUTI032 O
YMOJIYaHHIO0, a TAKXKe TOTOTHUTEIbHBIX mapameTpoB. OTobpa3utsh kamr DNS.

Hcnons3oBate koMauay netstat nms oroOpakeHus CTaTUCTUKHU MPOTOKOJIOB U OTKPBITHIX
coenHeHu/mopToB. [IpuBECTH CIIMCOK MPOIECCOB, MPOCITYIINBAIOIINX TTOPTHI.

J7a KaK0i U3 KOMaH] CIeAyeT MOCTapaThCss MaKCUMaIbHO UCTIONIB30BATh IOCTYITHBIEC OMIIHH.
JlabopaTopnas padora 3. IlpocToe KiIMeHT-cepBepHOe NPHUJIOKEHHE

Pa3paborats ABe mporpamMmebl, HCTIONB3YIOIINE COKETHI IS iepeaaun JaHHbIX. KimenTckas
IporpamMma JIOJDKHA COSTUHATHCS C CEPBEPOM U TIepe/iaBaTh Ha HETO JTaHHBIE, HalleYaTaHHbIC
nonb3oBareneM. CepBepHas mporpamMmma J0JKHA 0KUAATh COSTMHEHUS C KIMEHTCKON MPOrpaMMOoid,
MOJTy4aTh OT He€ TaHHBIC W BO3BPAIIATh WX B MOAU(PHUIIMPOBAHHOM BH/IE (HAIIPUMED, JIeTaTh BCE
OYKBBI TIEpEeJTaHHOTO TEKCTA 3arJIaBHBIMHU).

[Tpu HarmMCcaHWUU TMPOTPAMM JIOTTYCTUMO HCITOJIB30BATh TOJIBKO KJIACCHI M IMPOIIETyphI pabOTHI C
COKETaMHM, KOTOPBIE BCTPOEHBI B OCHOBHYIO OMOTHOTEKY KJIAaCCOB BEIOPAHHOTO SI3BIKA.

B oTdere nmpuBeIuTE HCXOMHBIE TEKCTH O0OOUX MPOTPAMM, a TaKKe CHUMKH OKOH IIPOTpamMM B
nporecce paboThl.

JlabGoparopHas padora 4. Ci105kHO€ KJIHEHT-CepBepPHOoe NMPUII0KEHUEe

[Ipu BBITIOIHEHUU 3TOTO 3aJaHMsI MOXKHO PadOTaTh B Mape: OAMH YEIOBEK MOXKET B3STh Ha Ce0s
HaIMCaHUE CEPBEPHOM YacTH, Apyroi — KiMeHTcKou. [Ipu onnHOYHOM paboTe JOMyCTHUMO
HCIOJIb30BaTh CTOPOHHUE CEPBEPHI WM KIMEHTHI, HE TPEOYIOIHe YCTAHOBKY WIIM HAXOSAIINECs B
CETH.

Henomyctumo uconp30BaHUE BHICOKOYPOBHEBBIX MPOTOKOJIOB MJIH KJIACCOB, PEATU3YIOIINX
yKa3aHHYIO (YHKIIHOHAJFHOCTH: B KAUYECTBE MHCTPYMEHTA JIOJKHBI MCTIOIB30BATHCS TOJIBKO KITACCHI U
MpOLEAYPHI i pabOThI C COKETaMH, KOTOPbIE BCTPOEHBI B OCHOBHYIO OMOJIMOTEKY KI1acCOB
BBIOPAHHOTO SI3BIKA.

B okHe mporpamm J0KHA OBITH IPETYCMOTPEHA BO3MOKHOCTH MPOCMOTPA JIOTOB: MOJHBIX TEKCTOB
3aIpOCOB U OTBETOB Ha HUX.

1 3anaHue Ha cepBepPHYIO YACTh

Pazpaborats mpuioxenue, Kotopoe uMuUTUpyeT poctoii Web-cepsep. [IpunokeHue 10mKkHO
MPOCITYIINBATh KaKOK-In00 nopt (Harpumep, 8080 umm 1pyroit cBOOOHBIN) M 0KUAATH COSTMHEHUS
ot knueHTa (6paysepa). [1pu nocrymnennn HTTP-3anpoca (MOXHO OTpaHHYUTHCS] TUTIOM COOOIIEHUS
GET) cepBep 10JKEH €ro MpoaHalIu3upOBaTh U MIPOBEPUTH HAJTMUKE 3arpaiirnBaemMoro ¢aitna. Ecin
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¢aiin HalieH, cepBep JOHKEH MepeaTh ero B OTBETHOM 3ampoce Opaysepy. Ecnu daiin e HaiifeH,
CEpBEP IOJDKEH BEpHYTH OommoOKy 404.

2 3agaHue HA KJIMEHTCKYIO YacTh

PazpaboTars npuinoxenue, koropoe uMuTHpYeT rpoctoii Web-6paysep. [IpunokeHue 101KHO
OTIPABJIATH 3aIIPOC HA CEPBEP MJIs MOIYUCHUS YKa3aHHOM MoJIb30BaTeneM cTpaHullsl. [Ipu nonydenun
OTBETa CTPaHHULIA JOJKHA OBITh MOKa3aHa MOJIb30BATEIIIO.

JlaGopaTopHasi padora 5. AHAJIN3 NAKETOB JIOKAJIbHOU CeTH

BoinmonuuTh 3axBat Tpaduka, IpOU3BECTH €ro aHaIU3.

3 IlocaenoBaTeIbHOCTH BHINOJHEHUS PA0OTHI

1) 3amyctute nporpammy VirtualBox.

2) BriGepuTte u 3anmycTuTe BUpTYyaiapHyro MamuHy Ubuntu.

3) OTkpoiiTe TepMUHAI IBOMHBIM MISITYKOM TI0 SIPIBIKY Ha pabo4YeM CTOJIe.

4) Beenute xomanay sudo wireshark.

5) Korna tepMuHa 3arpocuT napoJsib, BBEAUTE ips.

6) B cexnuu Capture B okae nporpammbl Wireshark Beibepure unrepdeiic etho.

7) 3anycrute Opaysep FireFOX u oTkpoiiTe kakoii-1100 caiiT, 3aKpoiite Opaysep.

8) C nomotpio GUIBTpa Ha MaHEIM HHCTPYMEHTOB OTQWIBTPYHTE 3aXBaueHHBIN TpaduK,

OCTaBUB TOJILKO MakeThl mpoTokona TCP.

9) CkonmpyiiTe B OTUET CTPOKU aHATM3aTOPa TpaduKa, OTHOCSIIINECS K CISIYIOIUM
coOBITHSM (€ClTn 32 BpeMsi 3axBaTa Tpaduka ObLJIO yCTaHOBICHO HECKOJIbKO TCP-
COCITMHEHUH, yIaTUTe U3 OTYETA JINITHUE CTPOKH):

a) ycranoBka TCP-coennnenus;
b) nepenava J1aHHbIX;
C) 3aBepuienne TCP-coennHeHus.

10)  3akpoiite Wireshark (Ha Bompoc mporpaMMbl O COXpaHEHHHU PE3YJIbTATOB OTBETHTE
OTPHIIATENIEHO) M IPYTHUE OTKPBITHIEC B BUPTYaIbHOM MalllMHE OKHA.

11)  3aBepumTe paboTy BUPTYaIbHOW MAIIMHBL: BBIOEPHUTE B MEHIO MawuHna yHKT 3aKpbime...,
otMmeTbTe MyHKT Coxpanums cocmosanue mawunsl 1 Haxxkmure kHonky OK.

12)  JloxauTech COXpAaHEHHUS COCTOSIHUSI BUPTYaIbHOW MAITHHBIL.

13)  3akpoiite nporpammy VirtualBox.

JlabopaTopnasi padora 6. PazOnenne Ha nmoacerun
Hcnonb3ys cxemy ceTu, IpUBEIEHHYIO Ha CIEeYIOIIeM PUCYHKE, a TaKkKe HH(POPMAIIHIO O KOJIUYECTBE
KOMIIBIOTEPOB B OTJeNIaX MPEANpUsATHs, pa30eiTe CeTh Ha COOTBETCTBYIOIIEE KOJINYECTBO MOJICETEH.
Pa30buenue 10kHO OBITH ONTUMANIBHBIM, TO €CTh HE ClIElyeT UCIOIb30BaTh AJIsl OT/ENa MOJICETh,
€CITU JI0CTaTOYHO Oy/IeT MOJIOBUHBI ToZiceTH. B oTueTe mpuseauTe:

1. cxeMy ceTH ¢ MOANMMCAHHBIMU MOICETIMU

2. mapaMeTpsl KaXa0# MojaceTH:
a. azpec ceTu (B IBOUYHOM U JIECATUYHOM BUJIE);
npedukc;
Macka (B IBOUYHOM U JAECATUYHOM BHJIE);
M POKOBEIIATENbHBIN aapec
azipec IUI03a;
MaKCHMaJIbHOE KOJIMYECTBO XOCTOB;

Q@ -~ ® o0 T

KOJIMYCCTBO HCUCITIOJB3YCMEIX aIp€COB XOCTOB.
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MapuwpyTtmsatop A

Otanen b

Pucynok 1. Cxema ceTu npeanpusTus

OTpen B

MapuwpyTtumsatop b

MapuwpyTtmnsatop I

NHTepHeT

Ta6mmma 1. BapuanTe! 3aganuit

No Hcxonnas cetpb KoymmuecTBO KOMIIBIOTEPOB B OTIENAX

A b B
1 34.178.0.0 /16 3750 6793 1702
2 118.7.50.0 /24 7 9 27
3 39.221.98.0 /24 8 5 18
4 88.27.252.0 /23 30 9 46
5 81.104.216.0 /21 48 120 249
6 7.50.128.0 /19 267 176 678
7 89.151.32.0 /19 311 246 806
8 126.61.74.0 /23 8 61 17
9 36.121.96.0 /19 311 696 226
10 28.54.64.0 /19 957 153 274
11 67.253.0.0 /16 3656 1165 5086
12 77.75.0.0 /18 338 830 1403
13 5.63.168.0 /21 119 61 226
14 85.123.72.0 /21 189 51 72
15 72.241.3.0 /25 12 7 3
16 87.228.68.0 /22 26 45 71
17 46.41.64.0 /18 384 1535 675
18 57.214.86.0 /23 63 9 21
19 74.30.128.0 /19 346 179 732
20 88.61.128.0 /20 366 77 130
21 10.58.180.0 /22 30 92 43
22 112.56.76.0 /22 23 114 60
23 2.78.160.0 /19 214 443 525
24 30.182.64.0 /18 624 1700 358
25 75.39.128.0 /19 625 219 372

JlabopaTopnasi padora 7. CraTH4ecKkasi MapLIPyTH3A U
CoeuHUTh U HACTPOUTh MapIIPyTU3aTOPHI JJIs1 paOOTHI B CETH CO CIEAYIOIIEH TOMOIOTHEH:
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RiB RiC

(=TE) 192.168.2.1 192.168.2.2

192.168.1.2 192.168.3.1

192.168.1.1 192.168.3.2

=

HiA RiD

ITomaroBsast HHCTpYKLHSA:

1.
2.

3.

CoenuHNUTE COOTBETCTBYIOLIME TOPTHI MAPIIPYTU3aTOPOB Crossover-KadeIsiMH.
3amycTuTe TepMUHANBHYIO Tporpammy, Harpumep, HyperTerminal u otkpoiite
TEPMUHAJIILHYIO CECCUIO C HY>KHBIMU I1apaMeTPaMHU.
[ToakmrounTe KOHCOJNIBHBINA KabeNb K IEPBOMY MapuIpyTU3aTOPy.
ITonb3ysch TEpMUHATIOM:
d) BOWIMTE B PSXKHUM TI00aIbHOM KOH(UTYpalny;
b) u3MeHuTe MMs MapIIpyTH3aTOpa Ha RtA;
C) HacTpoiiTe HHTepPElc, K KOTOPOMY MOAKIIIOYCH COCSHUN MapIIPyTU3aTOP:
I. BOWIMTE B p&IKMM KOHPHUTYpHpOBaHus HHTEp(deiica;
ii. 3amaiite IP-ampec A manHoro uHTepdeiica;
iii. akTuBUpyiiTe HHTEpDEIiC;
IV. BBIIUTE U3 peKUMA KOHQUTYpHpPOBaHUs HHTEpdeiica;
d) ecnu y MapuipyTu3aropa UCIOIb3YIOTCS Apyrue nHTepdeichl, TO MOBTOPUTE LIAT C JUIs
Ka)KJI0TO U3 HUX;
€) MPONMHMIINTE CTATUYECKHE MyTH ISl KXKI0H CeTH, KOTOpasi HEe SIBIISIETCS COCEAHEH st
JAHHOTO MapIlIpyTH3aTOPa;
f) BBIimUTE U3 pexuMa rI00ATBHOM KOHPHUTYpalny;
[ToBTOpHTE MYHKTHI 3-4 U151 KAXKI0TO MapIIpyTHU3aTopa.
BeinonHuTe NpoBepKy CBA3M MEXIY MapHipyTuzaTopaMu RtA v RtD B 000MX HampaBIEHUAX
C MMOMOIIBIO KOMAaHJ ping U traceroute.
B oTuere oTpazute cieayroiryo HHPOPMAIHIO M0 KaXXA0MYy MapIIpyTU3aTopy:
a) KOMaH/bl, HEOOXOUMbIE ISl KOHQUTYPAIHH, C TIOSICHEHUSIMU CYTH KXKI0H KOMaH/IbI;
b) Tabmuiy MapuipyTH3aiuu;
C) pe3y’abTaThl BBIMOJIHEHUS KOMaHA ping U traceroute.

JlaGoparopHas padora 8. /luHamMmuyeckass MapmpyTu3auus
CoenuHUTh U HACTPOUTH MapIIPyTU3aTOPHI IS paOOTHI B CETH CO CIEAYIOIIEH TONOIOTHEH:
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HiB

RiC

192.168.2.2

@ 192.168.2.1

192.168.1.2

192.168.1.1

=

HiA

192.168.3.1

192.168.3.2
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