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1 esn, 3a7a4M U IVIAHUPYEMbIe Pe3yJIbTATHI 00y4eHUs M0 AMCHUIIIMHE

K ocHOBHBIM IIeJIIM OCBOCHUS JUCHUITIIINHBI «OCHOBBI CETEBBIX TEXHOJIOTHI CIEOYy€CT
OTHECTH:

® YCBOCHUC MOHSITHI U METOAOB  JTUCIUIIJIMHBGI.

K ocHoBHBIM 3aJavyaM OCBOCHHA OUCIHHUIIIHMHBI «OCHOBBI CETEBBIX TCXHOIOTHID» CIIeaycCT

OTHECTH:
. 03HAaKOMJICHHE CTYACHTOB C IPUHLUIIAMU IIOCTPOCHUSI KOMIIBIOTEPHBIX CETEH;
. n3ydeHue npuHuunoB IP-agpecanuy;
. (hopMUpOBaHNE HABBIKOB aIMUHUCTPUPOBAHUS KOMITBIOTEPHBIX CETEH.

O6yuenne mno aucuuiinHe «OCHOBBI CeTeBBIX TEXHOJOTHil» HANpaBlIEHO Ha
(dhopMupoBaHHE y 00YUAIOIIMXCS CICTYOIINX KOMITIETCHIIUN:

Koa 1 HauMeHoBaHue KOMIIeTeH U NHauKaTopbl 10CTHKEHUS] KOMIIETeH U
OIIK-2. Cnoco6eH NpuMEHS T 3HATH:
MH(POPMAITMOHHO-KOMMYHHUKAIIMOHHBIC ®  [PUHLMIB! QYHKIHOHUPOBAHHSI

BBIYMCIIUTEIBHBIX CETEH U KOMIIJICKCOB,
L] OCHOBHBIC PCHICHUSA 11O ITOCTPOCHUIO
(1)I/IBI/I‘ICCKOFO, KaHaJIbHOI'0, CETECBOI'O U

TCXHOJIOTHH, IPOTPAMMHBIC CPEACTBA
CUCTCMHOI'O U IPUKJIAAHOTO HA3HAYCHUA, B

TOM YHUCJIC OTCUCCTBCHHOI'O IIPOU3BOJICTBA, TPaHCIOPTHOTO ypOBHeﬁ;

AT PpCIICHHUA 3a1a4 HpO(l)eCCPIOHaJII)HOI)'I ® OCHOBHBIC CTaHIAAPTHI B obacTu

IESATCIBHOCTU WH(POKOMMYHHUKAITMOHHBIX CHCTEM M CETEBBIX
TEXHOJIOTUH,

®  IIPUHIMIIBI IOCTPOEHUS COBPEMEHHBIX
KOMITBIOTEPHBIX CETel 1 0COOEHHOCTH UX
3KCILTyaTaluu;

®  METOBI U CIIOCOOBI MPOTPAMMHOM peain3aiu
CETEeBOT0 B3aUMOJIEHCTBUS B BHIYUCIUTEIIBHBIX
CeTsX;

®  METOABI IPOCKTUPOBAHUS JIOKAJIBHBIX U
KOPIIOPaTUBHBIX BBIYUCIUTENBHBIX CUCTEM;

®  OCHOBBI CEPBHUCHO-IKCILTYaTAHOHHON

JIeSTEIBHOCTHL.
OIIK-7. CnocobeH nCroab30BaTh SA3bIKH yMeTh:
OporpaMMHUpOBaHUS U TCXHOJOTHMH ®  HACTPaMmBaTh PA3IMIHOE CETEBOE
Pa3pabOTKH IPOTPAMMHBIX CPEJCTB IS 00opy0BaHye.
peleHus 3a1a4 npogeccuoHaIbHON BJIAJIETh:

®  HaBbIKaMH (JOPMHUPOBAHUS MTOJICETEH.

JCATCIIBHOCTH

2 MecTo IMCHUIUIMHBI B CTPYKTYpe 00pa3oBaTe/IbHOM POrPaMMbl

HucuurninnHa «OCHOBBI CETEBBIX TEXHOJOTHUW» OTHOCHUTCS K UYUCTY TPO(EeCcCHOHATBHBIX
y4eOHBIX TUCHUIUIMH o0s3atenbHON vactu mukia (b.1) ocHoBHOW o0Opa3oBaTeNbHOM MPOrpaMMbl
(b1.1.14).

N3yuenne AUCIUIUIMHBI OMHUPAETCS HAa 3HAHHWSA, YMEHUS W HABBIKH, NMPHUOOPETEHHBIC B
MPEAMISCTBYOIMNX JUCIUTUTHHAX : «OCHOBBI HHGOPMAITMOHHON Oe30macHOCTHY, «OcHOBBI MKT.



3 Crpykrypa u cojep:KaHue JUCUUIINHBI

OO6masi TPYIOEMKOCTh JHUCUUIUIMHBI COCTaBIsET 4 3adeTHBIX eAWHUIBI, T.e. 144
aKaJIeMHYECKUX 4acoB (Jekuuu — 4 4daca, jabopaTopHbIe 3aHATHS — 68 4acoB, CaMOCTOSITEIbHAS
pabota - 72 yacoB, popma KOHTPOJIS — SK3aMEH) B 2 ceMecTpe.

3.1 Buabl yueOHOI padoThI M TPYA0EMKOCTh
(mo ¢popmam 00ydeHuUn)

3.1.1 Ounas popma obydeHus

Ne Cemectpsl
. KoaunuectBo
n/n Bua yueOHoii padboThl Cemectp Hepeas
4acoB
cemecTpa
1 | AyauTopHble 3aHATHS 72 2 1-18

B ToM umucie:

1.1 | Jlexuunu 4 2 1-18

1.2 | CemuHapcKue/mpakTHUYECKUE 3aHITUS

1.3 | JlaGoparopHbIe 3aHITHS 68 2 1-18
2 | CamocTosiTesibHAsI padoTa 72 2 1-18
3 | IlpoMexxyTOYHASL ATTECTALHA 2 19-21

OK3aMeH
Uroro: 144




3.2 TemaTuyecknii NJIaH U3yYeHU S JUCHUTLINHBI

(mo ¢popmam o0y4eHus)

3.2.1 Ounas ¢opma 00yueHuUs

TpynoemMKocTh, 4ac

AyautopHas padora

Camoc
J;;') Pasjennbi/Tembl CeMHH/ap Jabop | Ipaxr TOAITE
IHCIAN/IAALL Beero | Jlex CKHE aTOpH | MYecKa | oo
I IMpaKTU4€E | BbIC 1
117071 padot
CKH€ | 3aHATHU | IOATOT a
3aHATUSA A OBKa
1 | Co3nanue u HacTpolka OJHOPAHTOBOI ] 4 4
CeTu
2 | Co3ganue KOMIBIOTEPHOM CETH € 10 ) 4 4
MIOMOIIIbI0 MapIIyTU3aTOpa
3 | 3HaKOMCTBO C OCHOBHBIMHU CETEBBIMU 6 ) 4
ciyxbamu
4 | YcraHOBKa U HacTpoiika OecripoBOJHOM 3 4 4
CeTu
5 | Hacrpotika 0e30macHOCTH 3 4 4
KOMITHhIOTEPHOM CETH
6 | louck wu ycrpanenue mnpobieM B 10 ) 4 4
KOMIIBKOTEPHBIX CETAX
Coznanue CXEMBI MOAKITIOYEHU N
7 | mocraBmmka ycnyr MHTepHera mpu 9 A 4
TTOMOIIIN cpencTBa TPaCCUPOBKHU
Mapuipyta Traceroute
8 | Co3nanue noacereit 3 4 4
9 | IlepBnunas HaCTpoMKa 6 ) 4
MapuipyTu3aropa
Hacrpoiika MapuipyTu3aropa c
10 HCIIOJIb30BaHUEM uHTepdetica 8 4 4
KomaHJIHOM cTpoku 10S
11 | Hacrpoiika koMMmyTaTopa 8 4 4
12 | IlnanupoBanue monepauzanun WAN 8 4 4
Hacrpoiika YIAAIE€HHOIO
13 MapuIpyTuzaropa c TTOMOIIIBFO 8 4 4
nporokoaa SSH
14 | Pabota ¢ I[P wmapmpyTtuzanueit u 3 4 4
MIPOTOKOJIAMU MapIIPyTHU3ALHUU
15 | Pabora ¢ cucremoil OMEHHBIX HMEH
8 4 4
DNS. IIpocMoTp BeO-3ampoCoB.
16 | Mcnons3oBanue 3x0-3ampoca. 8 4 4
17 | Iouck u ycrpanenue npobiieM B pabote 3 4 4

CCTH.




18 | Pabota ¢ IP wmapmpyTtusanueit u ] 4 4
POTOKOJIAMHU MapUIPyTU3AIHU
Hroro 144 4 68 72

4 VYyeOHO-MeTOAMYECKOE U HH(POPMaLMOHHOE 00ecIeYeHue

4.1 OcHoBHas1 JIUTEPATYypa

Cetn ¥ TeJICKOMMYHUKAIIMH : Y4eOHUK W TTpakTukyMm s By30B / K. E. Camyiinos [u 1p.]
; mox penakuueir K. E. Camyitnosa, 1. A. llanumona, J[. C. Kymsa6oBa. — 2-e¢ uzn.,
nepepab. u pon. — MockBa : MznarensctBo FOpaiit, 2023. — 464 c¢. — (Bsiciiee
obpazoBanue). — ISBN 978-5-534-17315-4. — Tekct : DSJIEKTPOHHBIA //
O6pasosarenbHas matdopma KOpaiir [caiit]. — URL: https://urait.ru/bcode/532855.

CeTH ¥ TEIEKOMMYHUKAINH : YY€OHUK U MIPAKTUKYM JIJIsl CPEIHET0 MPO(eCcCHOHATBHOTO
obpazoBanus / K. E. CamyiinoB [u np.] ; mox penakuumeir K. E. Camyiinoa, . A.
[Manmumosa, JI. C. Kynabosa. — 2-e uza., nmepepad. u gon. — Mocksa : M3naTenscTBO
Opaiir, 2023. — 464 c. — (IIpodeccuonanproe odpazoBanue). — ISBN 978-5-534-
17310-9. — TekcT : anexTponHbiid // O6pa3oBatenbHas miatdgopma KOpait [caidT]. —
URL: https://urait.ru/bcode/532849

Tpodumos, B. B. I'nobanbHbIe U TOKaNbHbIE CETH : yueOHUK 1 By30B / B. B. Tpodumos,
M. U. bapaGanosa, B. 1. KusieB. — 4-e u3a., nepepad. u non. — Mocksa : 3naTenbcTBo
HOpaiit, 2023. — 162 c. — (Bricmee obpa3zoBanue). — ISBN 978-5-534-17504-2. —
Texct : amexktponnblii // OOpasoBatenbHas Ttuiargopma FOpaiit [caiit]. — URL:
https://urait.ru/bcode/533206

. 3amsarmaa, O. M. BpruncnuTenbHble CUCTEMBI, CETH M TEICKOMMYHHKAIIHH.

MopenupoBanue cereid : yueObHoe mocodue st By30oB / O. M. 3amsatuna. — Mocksa :
NznarensctBo I0paiit, 2023. — 167 ¢. — (Bricmee oo6pazoanue). — ISBN 978-5-534-
16305-6. — Texct : anexTpoHHsbIi / OOpa3oBatensHas miatdopma FOpait [caiit]. —
URL: https://urait.ru/bcode/530772.

4.2 JlonoiHUTEIbLHAS JIUTEPATYPA

. IIpoMBIIIUIEHHBIE BBIYMCIUTENBHBIE CETH: y4eOHOE JJICKTPOHHOE HW3JaHWe : ydeOHOe

nocobue : [16+] / U.A. Emuzapos, B.H. Hazapos, B.A. [loronun, A.A. TpeThsKOB ;
MunuctepctBo oOpa3oBanusi u Hayku Poccuiickoit @eneparnuu, TamOoBckuit
roCyJapCTBEHHBIN TeXHUYECKHH yHUBepcuTeT. — Tam6oB : ®I'BOY BITO "TI'TY", 2018.
— 162 c. : Tabn., rpad., cxem., wi. — Pexum poctyma: mo moamucke. — URL:
http://biblioclub.ru/index.php?page=book&id=570443 (nata obOpamenus: 18.08.2019). —
bubnuorp.: c. 156-157. — ISBN 978-5-8265-1933-2. — TeKkcT : 3JE€KTPOHHBIH.

. I'mankux, T.B. UHdopmanmoHnHbie cHCTeMBI U ceTu : yueOHoe mocobue / T.B. ['magkux,

E.B. BoponoBa ; MunucrepctBo obOpa3oBanuss u Hayku P®, Boponexckuit
rOCY/IapCTBEHHBI YHUBEPCUTET MHKEHEPHBIX TEXHOJIOTMU. — BopoHex : BopoHexckuii
rOCy/IapCTBEHHBI YHUBEPCUTET MHKEHEPHBIX TexHoJoruu, 2016. — 88 c. : cxem., ui.,
TaOoJI. — Pexum JIOCTyTa: o MHOJITUCKE. - URL:
http://biblioclub.ru/index.php?page=book&i1d=481994 (narta oOpamenus: 18.08.2019). —
bubnuorp. B kH. — ISBN 978-5-00032-189-8. — TeKcCT : 3J1eKTpOHHBIH.



https://urait.ru/bcode/532855
https://urait.ru/bcode/532849
https://urait.ru/bcode/533206

3. Kosran, H.M. Komneiorepasie cetu : yuebHoe nocodue : [12+] / H.M. Kosran. — MunCck
: PUIIO, 2014. — 180 c. : cxem., wir., Tabn. — Pexxum poctyma: mo moamnucke. — URL:
http://biblioclub.ru/index.php?page=book&id=463304 (narta obpamenus: 18.08.2019). —
bubmuorp. B kH. — ISBN 978-985-503-374-6. — TekcCT : 37E€KTPOHHBIMN.

4. TIlyroBkuH, A.B. Ceru nepemauu JaHHbIX :@ yuyeOHoe mocobue / A.B. IlyroBkuH ;
MunucrepctBo  oOpasoBanusi u  Hayku Poccuiickoit  ®@enepauun, Tomckuit
lNocynapcrBennsiit YuuBepcuter CucteM Ynpasnenus u Pagnosnexrponnku (TYCVYP).
— Tomck : @akynbTeT AucTaHimonHoro ooyuenuss TYCVYPa, 2015. — 138 c. : cxewm. ,ui.,
TadI. - Pexxum JocTyna: o TOJITTUCKE. - URL:
http://biblioclub.ru/index.php?page=book&id=480793 (mata obpamenus: 18.08.2019). —
bubmuorp.: c. 131-132. — TekcT : 2JIeKTPOHHBI.

4.3 DjeKTpOoHHBIE 00pa30oBaTeIbHbIE PeCcypChl

DIIEKTPOHHBIN 00pa30BaTEIBHBIN peCypc Ha pa3paboOTKe.
S MarepuanbHoO-TeXHHYECKOe oOecIeYeHne

Jlis mpoBeleHHUS BCEX BHJIOB 3aHITHA HEOOXOAMMO IMPE3ECHTAIIMIOHHOE O0OpYyI0BaHUE
(MyIBbTUMEIUHHBIN IPOEKTOP, FKpaH) — 1 KOMIUIEKT.

Jlia mpoBeneHusl 1ab0paTOpHbIX 3aHATUNH HEOOXOAMMO HAJIMYME KOMIIBIOTEPHBIX KJIACCOB
000pyIOBaHHBIX COBPEMEHHOU BBIYMCIUTENBHON TEXHUKOM M3 pacueTa OJHO pabodee MecTo Ha
OJIHOTO 00y4YaeMoro.

OOopynoBanme u annmaparypa:
Kommnbrotep ¢ onepannonnoii cuctemoit Microsoft Windows.
KommyTrarop, mapmipytusarop.

IIporpaMmmHoe oGecrieuyeHue 1 UHTEPHET-PeCYpPChI:
1. Beb6-6pay3ep Chrome.
2. Microsoft Office.
3. Cisco Packet tracer.
4. Wireshark.

6 Meroauyeckne peKOMEHAAUNH

6.1 MeToauuecKkue peKoMeHIaMU ISl PenoaBaTeJisi 0 OPraHu3amuu
o0yueHust

[Ipy MOATOTOBKE K 3aHATHSAM CIEIyeT MPEeABAPUTENBHO MPOpadoTaTh MaTepuan 3aHSATHS,
MPEeIYCMOTPEB €ro MoJjayy TOYHO B OTBEACHHOE JUIsl 3TOTO BpeMs 3aHsATHs. CleayeT MoJroTOBUTh
HEOOXOUMBbIE MaTepHaNIbl — TEOPETHUUYECKUE CBEICHUS, 3afauu U np. llpu mpoBeneHun 3aHATHUS
clielyeT KOHTPOJMPOBATh MOJauyy MarepHaja U pelleHHe 3aJaHuil ¢ y4eToM y4eOHOro BpeMEHH,
OTBEJICHHOTO JIJIsl 3aHSATHSI.



[Tpu mpoBepke pabOT M OTYETOB CIIEYET YUUTHIBATH HE TONBKO MPABUIHLHOCTH BBHITIOJHEHHUS

3aI[aHI/II>'I, HO U OIITUMAJIBHOCTD BI)I6paHHBIX MCTOOOB PCHICHU A, ITPABUIJIBHOCTD BBIITIOJIHCHHA BCECX €TO

a1aros.

6.2 MeToan4yeckue yKa3aHus JJIsl 00yYAIOHIUXCH M0 OCBOCHUIO THCHUIIINHbBI

I/IsyquI/Ie AUCHUIUINHBI OCYHICCTBIIACTCA B CTPOT'OM COOTBETCTBUU C LIeJIeBO YCTaHOBKOﬁ B

TECHOI B3aMMOCBS3HU y‘le6HbIM mwranoM. OcHOBOM TeOpeTquCKOﬁ NOATOTOBKHU CTYIACHTOB SABJIAIOTCA

JICKIIMH.

B mpormecce camocTosITeNbHOM pabOTHI CTYIEHTHI 3aKPEIUIIOT W YIIIyOJISSFOT 3HAHUS,

IOJIYUCHHBIC BO BpPEMA ayAUTOPHBIX SaHHTHﬁ, TOTOBATCA K 3K3aMCHY, a4 TAaKKE CaMOCTOATCIBHO

M3Yy4aroT OTAENbHbIE TeMbl y4€OHOM POrpaMMBl.

7 ®OoHJ OLEHOYHBbIX CPEICTB

7.1 MeToaAbl KOHTPOJISI M OLIECHUBAHNS Pe3yJIbTATOB 00y4YeHUs

B mpouiecce oOyueHus: UCTIOIB3YIOTCS CIEAYIOIINE OLIEHOYHbIE (POPMBI CaMOCTOSITEIBHOMN
paboThl CTYyEHTOB, OLICHOYHBIE CPECTBA TEKYIIETO KOHTPOIS YCHEBAEMOCTU U MPOMEKYTOUHBIX

aTTECTaLlUuN:

® BBINOJHEHHUE JIAOOPATOPHBIX paboT;

® DK3aMCH.

7.2 1lIka/1a 1 KPUTEPHHU OLICHUBAHUS Pe3yJIbTATOB 00y4YeHUs!

IlokazaTenem OLICHHUBAHUA KOMHCTGHHI/Iﬁ Ha pa3JIMYHbIX JTallaX Uux (I)OpMI/IpOBaHI/IH SABJIICTCA

JOCTHXKEHHE 00yJaroMMHUCS MJIAHUPYEMbIX PE3YJIbTaTOB 00YUYEHHS MO AUCIUILTHHE (MOAYIIO):

OIIK-2 Cnoco6eH npuMeHsATh HHPOPMAIHOHHO-KOMMYHHKALIMOHHBIE TEXHOJIOTHH, IIPOrPAMMHBIE CPEeACTBA
CHCTEMHOI'0 M NPHKJIAJHOr0 HA3HAYCHUSI, B TOM YHCJIe 0Te4eCTBEHHOI0 IPOU3BO/ACTBA, /Il PelleHus 32124
npogdeccuoHaAILHOM e TeJbHOCTH

Kpurtepnu ouennpanus

Iokazartenn
2 3 4 5

3HATH: OO0yuaromuiics OOyuatoniuiics OO0yuaromuiics OO0yuatomuiics
3HATH: JIEMOHCTPUPYET JIEMOHCTPHUPYET JIEMOHCTPUPYET JIEMOHCTPHUPYET
. MPUHIIATIBI MOJHOE€ OTCYTCTBHE | HEMOJHOE COOTBETCTBHE | YaCTHYHOE MOJIHOE COOTBETCTBHUE
(YHKIIHOHUPOBAHUS WIM HEIOCTATOYHOE | CIEIYIOUIMX 3HAHU: COOTBETCTBHE CIIE/TYFOIIMX 3HAHWNA:
BBIYHMCITUTETBHBIX COOTBETCTBHE 3HATh: CIICAYIONIUX 3HAHUMA: | 3HATH:
ceTeil U KOMIUIEKCOB; | CICAYIOIIUX 3HAHUIL: | © MIPUHIIUTIBI 3HATh: . TIPUHIIMTIBI
. OCHOBHbIE . 3HATh: (bYHKIIMOHUPOBAHMUS . MPUHIIUTIBI (bYHKIIOHUPOBAHUS
petieHus m | ¢ MPUHIIATIBI BBIYMCIIMTENBHBIX CeTel | (GYHKIHMOHUPOBAHUS | BBIYHUCIHTEIBHBIX
IMOCTPOCHUIO (l)yHKHHOHI/IpOBaHI/Iﬂ " KOMIIJICKCOB, BBIYUCIUTCIBbHBIX ceTel u KOMIIJICKCOB,
(l)I/ISI/IquKOFO, BBIYUCIUTCIBbHBIX . OCHOBHBIC ceTer u KOMIIJICKCOB, * OCHOBHBIC
KaHaJBHOTO, CETEBOTO | CETEH M KOMIUIEKCOB, | PELIEHUS IO . OCHOBHbBIE PELIEHUs 10
u TPAHCIIOPTHOTO | * OCHOBHbIE HOCTPOEHHIO peleHus 10 | MOCTPOEHHIO
YPOBHEIA; pelieHus mo | ¢usnueckoro, MOCTPOEHHIO (u3ryecKoro,
. OCHOBHbIE MOCTPOEHHIO KaHaJbHOTO, CETEBOTO U | (PU3UUECKOTrO, KaHaJbHOTO, CETEBOTO
CTaHAapThl B 007acT | Gu3nvecKkoro, TPaHCIIOPTHOTO KaHaJIbHOTO, U TPAHCIIOPTHOTO
UH()OKOMMYHHKAIIMO | KAaHAIBHOTO, yPOBHeIf; CETEBOr0 U | ypOBHEif;
HHBIX ~ CHCTEM M | CETeBOro u TPaHCIIOPTHOTO . OCHOBHbBIE




CETEBBIX TEXHOJIOTUH;
. ITPUHIUIIBI
MOCTPOCHHUS
COBPEMEHHBIX
KOMITBIOTEPHBIX CeTel
U OCOOCHHOCTH WX
JKCIUTyaTaluu;

. METO/IbI u
CITOCOOBI
MIPOrPaMMHOMI
peanuzanyu CeTeBOTro
B3aUMOACHCTBUSA B
BBIYHUCIUTCIBHBIX
CeTsXx;

. METO/IbI
MPOEKTUPOBAHUS
JIOKJIbHBIX u
KOpPIOPaTUBHBIX
BBIYHCITUTEIBHBIX
CHCTEM;

. OCHOBBI
CEPBHUCHO-
AKCIUTyaTallHOHHOM
JIeITEIIbHOCTH.

TPAHCIIOPTHOTO
YPOBHEH;

. OCHOBHBIE
CTaHJAPTHI B 00JIACTH
WH(POKOMMYHHUKAITHO
HHBIX  CHUCTEM |
CETEBBIX
TEXHOJIOTHH;

. TIPUHITUITEL
MOCTPOCHHS
COBPEMEHHBIX
KOMIIBIOTEPHBIX
ceTel 1 0COOCHHOCTH
UX IKCIUTyaTaIluH;

. METOIbl |
CIoCOOBI
MIPOrpaMMHOMI
peau3aIyu CeTeBOro
B3aMMOJICHCTBUS B
BBIYHCITUTEILHBIX
CeTsX;

. METOIbI
MPOSKTUPOBAHUS
JIOKaJIbHBIX u
KOPITOPATHBHBIX
BBIYHMCITUTEIIBHBIX
CHUCTEM;

. OCHOBBI
CEPBUCHO-
SKCIUTYaTallMOHHON
JIeATEITBHOCTH.

° OCHOBHBIC
CTaHIAPTHI B 00JIACTH
WH(POKOMMYHHUKAITUOHH
BIX CHCTEM H CETEBBIX
TEXHOJIOTU;

. TIPUHITATIBI
TTOCTPOCHHUS
COBPEMEHHBIX
KOMIIBIOTEPHBIX CETEN U
0COOEHHOCTH UX
JKCIUTyaTallnu;

. METOJIbI U
CIOCOOBI IPOrpPaMMHOM
peanu3anuu CeTeBOro
B3aUMO/JICHCTBUS B
BBIYUCITATEIEHBIX CETSIX;
. METOJIBI
MIPOEKTHUPOBAHUS
JIOKAITBHBIX U
KOPIIOpaTHBHBIX
BBIYUCIIATENEHBIX
CHCTEM;

* OCHOBBI
CEPBHUCHO-
SKCIUTyaTallMOHHOM
JCSITETTHHOCTH.
Homyckatorcs
3HAYUTEIIBHBIC OITUOKH,
TIPOSIBIIACTCS
HEJAOCTaTOYHOCTh
3HaHUM, 1O Py
nokasaTejie,
oOygaromuics
HUCIIBITHIBACT
3HAYUTCIbHBIC
3aTpyAHEHUs IpU
OMEePUPOBAHUH
3HAHUSMH [IPH UX
nepeHoce Ha HOBBIE
CUTYAIHU.

YPOBHEH;

o OCHOBHBIC
CTaHJAPTHI B 00JIACTH
WH(POKOMMYHHUKAITHO
HHBIX  CHCTEM U
CETEBBIX TEXHOIOTHI;
. TIPHUHITUITEL
MTOCTPOCHHUS
COBpPEMEHHBIX
KOMIIBIOTEPHBIX
ceTeil 1 0COOEHHOCTH
nux 3KCHJ’[yaTaHI/II/I;

. METOJIbI U
CITOCOOBI
MPOrpaMMHON
peau3aIu CETeBOro
B3aUMOJCHCTBHS B
BBIYUCIUTENBHBIX
ceTsx;

. METO/IbI
MPOEKTUPOBAHUS
JIOKAJIbHBIX u
KOpHOpaTHBHLIX
BBIYHUCIIUTCIBHBIX
CHCTEM;

. OCHOBBI
CEPBHCHO-
JKCIUTYaTallMOHHOM
EeITEIbHOCTH.,  HO
JTOITY CKAIOTCS
HE3HAYUTCIIbHBIC
OIIINOKH,
HETOYHOCTH,
3aTpPyAHEHUSA
AHAJIIUTUYCCKUX
oreparusx.

pu

CTaHJAPTHI B 00JIACTH
HH(POKOMMYHHUKAIHO
HHBIX CUCTEM U
CETEBBIX TCXHOJIOTHI;
. TIPUHIUTIBI
TTOCTPOSHHS
COBPEMEHHBIX
KOMIBIOTEPHBIX CETEH
1 0COOEHHOCTH UX
SKCIUTyaTallny,;

. METOBI 1
CIOCOOBI
IIPOrPaMMHO
peau3aIun CETEBOro
B3aUMO/JICHCTBUS B
BBIYHCITATEIEHBIX
CETSIX;

. METOJTBI
MIPOEKTUPOBAHUS
JIOKAITBHBIX U
KOPIIOPaTHUBHBIX
BBIYHCIIATENEHBIX
CHCTEM;

. OCHOBBI
CEPBUCHO-
SKCIUTyaTallMOHHON
JESITETBHOCTH.

, CBOOO/THO orepupyer
IPHOOPETEHHBIMU
3HAHUSAMH.

OIIK-2 CnocofeH npuMeHSTh HH(OPMAIIMOHHO-KOMMYHHKAIIMOHHBIE TEXHOJOTMH, IPOrPaMMHBIe CPeACTBa
CHCTEeMHOI'0 U MPUKJIAJHOI0 Ha3HAYEHHUs], B TOM YHCJIe 0Te4eCTBEHHOT 0 NMPOM3BO/ICTBA, /ISl pelleHus 3aAa4
npo(eccuoHAIbLHOM AeTeIbHOCTH

Kpurtepuu onenuBanus

IlokazaTens
2 3 4 5

3HATB: OOyuaromuiics OOyuaromnuiics OOyuaromuiics OOyuaromuiics
3HATh! JIEMOHCTPUPYET JIEMOHCTPHUPYET JIEMOHCTPUPYET JIEMOHCTPHUPYET
. TPUHIHIIBI MOJIHOE ~ OTCYTCTBHE | HEIIOJHOE COOTBETCTBHE | YaCTHYHOE MOJTHOE COOTBETCTBHUE
(YHKIMOHUPOBAHHS WIH HEIOCTaTOYHOE | CIEMYFOLINX 3HAHHIA: COOTBETCTBHUE CIIEIYIOIINX 3HAHUIA:
BBIYHCIIUTEIBHBIX COOTBETCTBHE 3HATB! CIISIYIOIIVX 3HAHUH: | 3HATH!
ceTell ¥ KOMIIEKCOB; | CIIeAYIOIINX 3HAHWM: | ° TIPUHLHIIBI 3HATB! . TIPUHLHIIBI
. OCHOBHEIE . 3HAaTh! (GYHKINOHHPOBAHUS . HPUHIHIIBI (GYHKINOHUPOBAHUS
pelIeHus no | ° HPUHIHIIBI BBIYHCIIUTENbHBIX CeTel | (YHKIMOHMPOBAHUS | BBIYMCIHUTENBHBIX
MOCTPOEHHIO (DYHKUMOHMPOBAHUSI | M KOMIUIEKCOB; BBIYHCITUTEIBHBIX cereil U KOMILIEKCOB;
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¢usnueckoro,
KaHAJILHOT'O, CETEBOI0
u TPAHCIIOPTHOT'O
YpOBHEH;

. OCHOBHBIC
CTaHIApTHI B 00JACTH
HH(POKOMMYHHUKAITHO
HHBIX CHCTEM "
CETEBBIX TEXHOJIOTHI;
. TIPHUHITAITEL
MTOCTPOCHHUS
COBPEMEHHBIX
KOMIIBIOTEPHBIX CeTel
U OCOOEHHOCTH UX
JKCIUTyaTalluu;

. METOBI u
CII0COOBI
MpOrpaMMHOMN
peam3anui CeTeBOro
B3aUMOIEUCTBHUS B
BBIYMCIIMTENBHBIX
CETSIX;

. METOJIbI
MIPOEKTUPOBAHHUS
JIOKAJIBHBIX u
KOPHOPaTHUBHBIX
BBIYHCIIUTENBHBIX
CHCTEM,;

. OCHOBBI
CEPBHCHO-
9KCIUTyaTallMOHHON
JIESTEIBHOCTH.

BbIYUCJIUTCIBHBIX
CceTell U KOMILJIEKCOB;
. OCHOBHBIE
pelieHus o
MIOCTPOECHUIO
(huzmgeckoro,
KaHAJILHOTO,
CETEBOTO u
TPAHCIIOPTHOTO
YPOBHE;

® OCHOBHBIC
CTaHAapTHI B 00J1aCTH
MH()OKOMMYHHKAIILO
HHBIX  CHUCTEM H
CETEBBIX
TEXHOJIOTUH;

. TIPUHITAIIBL
MOCTPOCHHUS
COBPEMEHHBIX
KOMIIBIOTEPHBIX
ceTeilt 1 0COOCHHOCTH
UX HKCIUTyaTaIlHH;

. METOOBI U
CIoCOO0BI
IIPOrPaMMHOM
peanusaly ceTeBoro
B3aUMOJICHCTBUSL B
BBIYUCITUTEILHBIX
CeTAX;

. METOJTbI
MIPOEKTUPOBAHUS
JIOKQJIBHBIX u
KOPITIOPaTHBHBIX
BBIYUCIUTCIBHBIX
CHUCTEM;

® OCHOBBI
CEpPBUCHO-
9KCIUTyaTaluOHHON
JIeSITENbHOCTH.

* OCHOBHBIC
pelIeHus 1o
ITOCTPOCHUIO
(usnuecKoro,
KaHaJIbHOTO, CETEBOT0 U
TPAHCIIOPTHOTO
YPOBHEN;

. OCHOBHEBIE
CTaHIAPTHI B 00JIACTH
WH(POKOMMYHHKAITUOHH
BIX CUCTEM U CCTCBBIX
TEXHOJIOTUH;

. IIPUHIIUTIIBI
MTOCTPOCHHUS
COBPEMEHHBIX
KOMIIBIOTEPHBIX CETCH U
0COOCHHOCTH MX
SKCIUTyaTallny;

. METOJBI U
CHOCOOBI IPOTPaMMHON
peanu3ain CeTEeBOro
B3aUMOJEUCTBUS B
BBIYUCIINTCIIBHBIX CCTAX,
o METOJIbI
MPOCKTHPOBAHUS
JIOKAJIbHBIX H
KOPIIOPaTHUBHBIX
BBIYUCITATENBHBIX
CHUCTEM;

. OCHOBBI
CEpBUCHO-
SKCIUTYyaTallMOHHON
JIEATEITBHOCTH.
HonyckaroTcs
3HAYNTENBHBIE OLITHOKH,
TIPOABJIACTCA
HEJ0CTATOYHOCTh
3HaHUM, Mo psny
ToKasareseH,
oOygaromuics
HCITBITHIBACT
3HAYNTEbHBIE
3aTpyOHEHUS TIPH
OTIePUPOBAHUH
3HAHUSAMH MIPH UX
MEPEHOCE Ha HOBBIC
CUTYaIUU.

CeTel U KOMILJIEKCOB;
® OCHOBHBIC
peLieHust mno
MIOCTPOECHUIO
¢usnueckoro,
KaHaJIbHOTO,
CeTeBOro u
TPaHCIOPTHOT'O
YPOBHEN;

. OCHOBHbIE
CTaHJIApPTHI B 00JIACTH
HH(POKOMMYHHUKAITHO
HHBIX CUCTEM )51
CETEBBIX TEXHOJIOTHif;
. TIPUHIIMIIBI
MOCTPOCHHUS
COBPEMEHHBIX
KOMITBIOTEPHBIX
ceTelt 1 0COOCHHOCTH
UX 3KCIUTyaTaluy;

. METOJbl U
CITOCOOBI
IIPOrPaMMHOMI
peanu3aly ceTeBOro
B3aUMOJCHCTBUS B
BBIYHCITUTENbHBIX
CeTsIX;

. METO/IbI
MIPOEKTUPOBAHUS
JIOKQJIbHBIX u
KOPHOPaTUBHBIX
BBIYUCITUTENBHBIX
CHCTEM;

® OCHOBBI
CEpPBUCHO-
3KCIUTyaTalluOHHOM
JIeATEeNbHOCTH.,  HO
JIOTTY CKaroTCst
HE3HAYUTENIbHbIE
OIIINOKH,
HETOYHOCTH,
3aTpyIHEHUS
AHATTUTUYECKHUX
onepauusx.

pu

. OCHOBHBIE
peleHus 1o
IIOCTPOEHUIO
¢usnyeckoro,
KaHaJIbHOT'0, CETEBOI0
1 TPAHCIIOPTHOTO
YPOBHEW;

. OCHOBHBIE
CTaHIAPTHI B 00JIACTH
WH(POKOMMYHHUKAITHO
HHBIX CUCTEM U
CETEBbIX TEXHOJIOTHH;
. HPUHIUTIBI
MIOCTPOEHUS
COBPEMEHHBIX
KOMIIBIOTEPHBIX CeTeH
1 0COOEHHOCTH BX
9KCIUTyaTaIlH;

. METO/BI U
CIIOCOOBI
NIPOrpaMMHOM
peanu3auy CETEBOro
B3aUMOJEICTBUS B
BBIUUCIIUTEIBHBIX
CeTSIX;

. METO/bI
MIPOEKTUPOBAHUS
JIOKAJBHBIX U
KOPIOPATHUBHBIX
BBIYHCIUTENBHBIX
CHCTEM;

. OCHOBBI
CEpPBHUCHO-
SKCIUTyaTallMOHHOMN
JeSITETTBHOCTH.

, CBOOOJIHO omepupyer
MIPUOOPETEHHBIMU
3HAHUSAMU.

[IIxans! OnieHUBAaHMS PE3yJIbTaTOB IPOMEKYTOUHOM aTTECTALIUU U UX OIIMCAHUE:

(Dopma npomeofcymouuoﬁ ammecmauuu’ IK3aMeHN.

ITpomesxyTouHas arTecTalus oOydaromuxcs B popMe 3Kk3aMeHa IPOBOAUTCS 0 pe3ysIbTaTaM
BBINIOJIHEHHUSI BCEX BUIOB y4e€OHOH pPabOThI, MPEIyCMOTPEHHBIX YYEOHBIM IUIAHOM I10 JaHHOU

JUCHUILIMHE (MOJYJII0), IPU 3TOM YUUTBIBAKOTCS PE3YJIbTAThl TEKYIIETO KOHTPOJIS YCIEBAEMOCTH B

TedeHue cemectpa. OLEHKa CTENEHH JOCTIKEHUS O0YyYaloUMMHCS IUIAHUPYEMBIX DPE3yJIbTaTOB

o0y4yeHus MO JUCHUIUIMHE (MOIYJI0) TPOBOIAUTCS TMPENoaaBaTesieM, BEAYIIUM 3aHATHS TIO
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JUCHUILIMHE (MOIYJII0) METO/I0M IKCHEPTHOH olieHKH. [1o nToraMm mpoMexyTo4HoOl aTTecTaluu 1o

JUCITHUITIIINHC (MOILYJHO) BBICTABJIACTCA OLCHKA «OTIUYHO», «XOPOIIO», «YyAOBJICTBOPUTCIBHO» WA

CHEYOOBJICTBOPHUTCIBLHO).

MIxasa oneHNBaHUA

Onucanmne

OTIUYHO

BeimosnHeHbl Bce BUIBI y4eOHOH paboThI, IPENLyCMOTPEHHbIE YUeOHBIM IIJIAHOM.
CTyneHT JeMOHCTPUPYET COOTBETCTBUE 3HAHUHN, YMEHU, HABBIKOB PUBEICHHBIM
B TaOIMIax NokasaTejed, ornepupyeT NpHOOPETCHHBIMH 3HAHUSMH, YMEHUSIMH,
HaBBIKAMHU, MPHUMEHSET UX B CUTyalMAX MOBBILIEHHON cloXHOCTH. [Ipu 3TOoM
MOTYT OBITh JONYIIEHBI HE3HAYNTEIbHBIE OIMOKN, HETOYHOCTH, 3aTPYAHEHHUS [IPU
AHAIMTUYECKUX ONepanusaX, MepeHoce 3HAaHMW U YMEHMH Ha HOBBIE,
HECTaHAapTHBIC CUTYaLUU.

Xopoio

BeInonHeHbl Bce BUJIBI yueOHON pabOThI, MPEAyCMOTPEHHbBIE YUECOHBIM TLIAHOM.
CTynIeHT IeMOHCTPUPYET HEIOIHOE, TPABHIBHOE COOTBETCTBHE 3HAHUM, YMEHUH,
HABBIKOB MPHUBEICHHBIM B TaOJMIAX MOKaszareneil, mubo ecinu mpu 3TOM ObUIH
JIOTTYTIIEHBI 2-3 HECYIIECTBEHHBIE OITHOKH.

Y 10BIIETBOPUTEIBHO

BeimonHeHbl Bce BUIBI y4eOHOH pabOoThI, IPENLyCMOTPEHHbIE YUeOHBIM IIJIAHOM.
CTyneHT IeMOHCTPUPYET COOTBETCTBHE 3HAHUM, B KOTOPOM OCBEI[€Ha OCHOBHas,
HaunOoJee BakHas 4acTh MaTepHaia, HO IIPH 3TOM JIOMyIIeHa OJHa 3HAYUTEIbHAs
omuoOKa WM HETOYHOCTb.

HeynosneTBopuTENnbHO

He BomosnHeH oxuH WK Oosee BUIOB ydeOHOH pabOThHI, MpPEXyCMOTPEHHBIX
yueOHbIM Tu1aHOM. CTYAEHT IEeMOHCTPUPYET HEIOJIHOE COOTBETCTBHE 3HAHUM,
YMEHUH, HaBBIKOB MPUBEICHHBIM B TaONMIax I1OKa3aTeNeH, JOIyCKaloTCs
3HAYUTEJBHBIC OIIMOKH, MPOSIBISICTCSI OTCYTCTBUE 3HAHWH, YMEHHWH, HAaBBIKOB IO
psny TmoOKaszaTenel, CTYJICHT WCHBITHIBACT 3HAYWTENBHBIC 3aTPyTHEHUS IpH
OTIEPUPOBAHUY 3HAHMUSAMH U YMEHHSIMHU TIPH MX TIEPEHOCE Ha HOBBIE CUTYAIHH.

7.3 OueHo4HbIe CpeACTBA

7.3.1. CnucOK BONPOCOB K IK3aMEHY

T'naBa 1

1. Bunsl nonkmouenus kK UHTepHeTy.

A T

HCIOCTATKH.

du3nueckas v JoTruUecKas TOIOJIOTHS.
KommioHeHTHI ceTH.

WNHTepHeT, MHTPAaHEeT, SKCTPAHET.
Hanexnas ceTsh.

7. Obecrneuenne OE30IIACHOCTHA CETH

I'naBa 2
1. bannep MOTD.
2. IIporpaMmbl SMYJISALIMU TEPMUHAIIA.
3. JHoctyn x Cisco IOS
4. show ip interface brief, no shut, no ip domain lookup.
5. Pexwumsl pabotsl ¢ CLI.

O,I[HOpaHFOBaH cetb. CeThb Ha OCHOBE CEpBCpa. OanaHHe, NpeuMyImcCTBa H
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https://www.linuxshop.ru/articles/a26710803-cisco_bazovye_komandy_i_nastroyki

A S

[TaposibHas 3amuTa yCTPOMCTB.
IP s kommyTaTopa.

Crnioco6s1 moaktroueHust kK kommytaropy VIY, SVI, VLAN.
Kaxk coxpanuts u copocuts (aitn konpurypamuun 8 NVRAM. -

T'maBa 3

1.

IIpaBuina 1 IpPOTOKOJIBI

2. HabGopsl mpoTOKOJIOB
3. Opranu3anuu 1o CTaHaapTU3AINI
4. DtaroHHBIE MOJEITH
5. NHxancynsuus JaHHBIX
6. ocTyn k 1aHHBIM
I'nasa 4
1. Ha3HayeHue u XapaKTEPUCTHKH (PU3HMUECKOTO YPOBHS.
2. CrangapTsl GU3NUECKOTO YPOBHS, (PU3NYeCcKre KOMIIOHEHTHI.
3. IlpomyckHas CHOCOOHOCTH 1 TEPMUHOJIOTHSI.
4. Mennslii kabenb (MMPOBOIHBIE CITOCOOBI MOIKIIOUCHHUS ).
5. Tlpokiagka ONTOBOJIOKOHHBIX KaOEIeH.
6. CpencrtBa 6€cIpOBOTHOTO MOAKIIOUEHUS
7. KananbHbli ypoBeHb, HOAYpOBHU KaHaia nepenaun ganHbsix IEEE 802 LAN/MAN
8. IlpemocraBienue noctyna K cpezie, CTaHAapThl KaHAJIbHOTO YPOBHS
9. ®wusmnueckas u noruueckas ronoiorus (WAN, point-to-point, LAN)
10. CSMA/CD, CSMA/CA

11. Kanp xanana nepeiauu JaHHBIX

T'naBa 5

1.

Kanper Ethernet

2. MAC-anpec Ethernet
3. Tabauua MAC-agpecos
4. CxopocTh 1 cIIOcOOBI MEPECHIIKM Ha KOMMYTaTOpax
5. MACulP
6. IIpotoxon ARP u ero nmpoGnembl
I'imaBa 6
1. CereBoil ypoBEHb

2. Xapakrepucrtuku [P. MTU.
3. Ilakert IPv4
4. Ilakert IPv6
5. Meronbl MapIpyTU3aLnX y3JI0B
6. Tabnuua mappyTtusanuu Mapupytusaropa [Pv4
7. IlamsaATh ¥ 3arpy3ka MapuipyTusaropa
I'naBa 7
1. TIpoGnemsi [Pv4

13



2. IPv6-ampecarus
3. Tunsl IPv6-anpecon
4. WnauBunyanehsie [Pvo
5. I'pynmossie [Pv6
6. Pasnenenue IPv6 Ha noacetu (8 ri)
I'nasa 8
1. 3amauum (cm. 3amagy 3) (Bam OyayT BBIaHBI IpyTHE aJipeca Mo 3TUM IIPUMEpam )

2.

[Tocunrate ampec ceTw, mepBbIA, mociaeaHuii u broadcast ampec. (Hampumep
192.168.16.70/26)

Paznenmute Ha Heckombko moxacereit. (Hampumep - 172.16.0.0/16 pazmenuts Ha 8
MTO/ICETEH )

Paznenuth Ha Heckonbko nojcere aapec 10.1.1.101/20 (nepsas cets 100 y310B, 2-5
60, 3-1 20 y3110B)

T'maBa 9

1.

[Tepenaua nanubix mo TCP u UDP

2. 0O630p npotokosioB TCP u UDP
3. OOwmeH maugbiMu 1o TCP
4. HanexHOoCTh M yIpaBieHUE NOTOKOM Iepenadn. Pazmep okHa
5. O6wmen ganabivu o UDP
6. Ilpunoxenus TCP u UDP u kak onpenenstorcs NpuiIoKeHus
I'maBa 10
1. YpoBeHb NpusIOKEHUH, YPOBEHB ITPEICTABICHHS], CEAHCOBBIA YPOBEHb
2. Crnoco0sl B3aMOJEHCTBHS MPOTOKOJIOB € PUJIOKEHUSIMU TOJIb30BaTeNIen
3. TIpotokosnsl BeO-TpaduKa U 3J1. OUThI
4. Cepsucsl [P-anpecaruu
5. CepBHCHI COBMECTHOTO JIOCTyNa K (haiiam
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