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1 Hesn, 3apa4m U NVIAHUPYEMBbIE Pe3yJIbTATHI 00yYEeHUS M0 JAUCHUIIINHE

K ocHOBHBIM measiM OCBOe€HUA TUCHUILIUHBL «lIpoTHBOmElcTBHE KHOEPIPECTYITHOCTH»

CJICAyeT OTHCCTU:

O3HaKOMHUTb  C  OCHOBHBIMH  TOHATHSIMH WM METOJaMH  TNPOTHBOJAEHCTBHUS
KHOEepIpecTymHOCTH;

00eCTIeYnTh TEOPETHUYECKYIO U MPAKTHYECKYIO MOATOTOBKY CHEIHAINCTOB K IS TEIbHOCTH,
CBSI3aHHOW C MPOTHUBOJCHCTBHEM KHOEPIPECTYIMHOCTH Ha JIOKAJIHHOM, HAI[MOHAJIBHOM W
MEXTYHAPOJAHOM YPOBHSIX.

K ocHoBHBIM 3a1a4yamM ocBoeHust auctuiumHbl «[IpoTHBONEiicTBHE KHOEPIPECTYITHOCTI

CJICAYyCT OTHCCTU:

HAy4HUTh pabOTaTh C OPUANYECKONU, SKOHOMUICCKON U MHOW MH(POPMAIIMEH, OTHOCSIICHCS K
MIPOTUBOJICHCTBUIO KHOESPIIPECTYITHOCTH;

NPUBUTh HABBIKA WCIOJIB30BAHUS CTPATETHH, TEXHUK W METOIOB IPOTHUBOACHCTBHS
KUOEPIPECTYMHOCTH B MPO(ecCHOHANBHOM 1eSTeTbHOCTH;

BOCIIUTaTh Yy OOydYaeMbIX BBICOKYIO  KYIbTYpy  MBIIUIEHUS, T.€. CTPOTOCTb,
MOCJIEIOBATEILHOCTh, HEMPOTUBOPEYHUBOCTH M OCHOBATEIIBHOCTD B CY>KJIEHUSAX, B TOM YHCJIE
U B ITIOBCETHEBHOM KU3HU;

HAy4YUTh TOHUMATh COIMAIBHYIO 3HAYMMOCTh CBOed Oyaymiei mpodeccuu, ob6mangath
BBICOKOM MOTHBAIlMEl K BBIMOJHEHUIO MPO(EeCCHOHATBHON MESITEIIbHOCTH B 00JIACTH
obecrnieueHnss ”HPOPMAITMOHHON 0€30MAaCHOCTH ¥ 3aIUThl UHTEPECOB JTUYHOCTH, 00IIeCTBa
Y TOCYAapCTBa, COOMIOAATH HOPMBI PO(HECCHOHATILHOM ITHKH;

IPUBUTH HABBIKU PabOTHl B KOMaH/1€/KOJUIEKTHBE, TOJIEPAHTHO BOCIIPUHUMAS COLUAIbHBIE,
KYJIBTYPHBIC ¥ HHBIC Pa3IUIHs;

pa3BUTh CMOCOOHOCTH K KOMMYHHUKAIIMM B YCTHOW M MUCHBMEHHOU (opMax Ha PyCCKOM H

HWHOCTPAHHOM A3bIKaxX IJId pCHICHUA 3aaa4 MEKIINYHOCTHOI'O U MCKKYJIbTYPHOI'O B321PIMOI[€I>1CTBPI$I

OOyuenue no nuctuiinHe «IIpoTuBogeiicTBHe KHOepNpecTYNMHOCTH» HAIMPABIEHO Ha

(dopmupoBanue y 00y4yaromuxcst ClAeIyOmUX KOMIETESHIIHA:

Koa m HauMeHOBaHHEe KOMIIETEHIIMH I/IHIII/IKaTopr JOCTHKCHUSA KOMIICTCHIUN

OIIK—1 — Cnoco6nocts onenuBars ponb | MOIIK-1.1  3HaeT OCHOBHBIE  HOHATHSA
HH(pOpMaLHH, MH(OPMALOHHBIX uH(hOpPMATUKH, Ha3HA4YCHHE, QYHKIUU W
TEXHOJIOTUH u MH(POPMALIMOHHOM
0€30MacHOCTH B COBPEMEHHOM OOIECTBE, UX
3HaYeHue Jid oOecredeHuss OOBEKTUBHBIX

MoTpeOHOCTEH  JMYHOCTH, OOIIecTBa U
roCyapcTBa HOIIK-1.2. Ymeer UCIIONb30BATh

CTPYKTYpY OTIepaIMOHHBIX CHUCTEM,
BBIYHUCIIUTENbHBIX ceTeit u CUCTEM
ynpaBieHus 0a3aMu 1aHHbIX;

mporpaMMHbIE ¥ ammapaTHble CpeIcTBa
MEPCOHATBHOTO KOMITBIOTEPA,;

NOIIK-1.3. Bnageer HaBbIKaMM TOHCKa
uHpOopMaun B r7100aTbHOM
nH(popMalMoHHON ceTu VIHTepHET U paboThI
C O(GUCHBIMH TPUIOKECHUSAMHU (TEKCTOBBIMHU
MPOLIECCOPAaMU, DJIEKTPOHHBIMH TaOIHIIAMH,
CpeICTBAaMHU TMOJTOTOBKU MPE3EHTAIIMOHHBIX
Marepuanos, CYB/] u T.11.).




VK-3 — Cnocoben opranusoBsiBath U | UYK-3.1 [lonumaer nenu u 3agaun
PYKOBOIWTH paboToii KOMaH/Ibl, | KOMaHbl, CBOIO POJIb B COLIMATTEHOM
BBIpa0aThiBass KOMaHIHYIO CTpPATeTHUIO IS | B3aUMOJICHCTBUU M KOMaHHOW padoTe ¢
JOCTHKEHHUSI TIOCTaBICHHOH 1IeNn y4eTOM COOCTBEHHBIX JTUYHBIX U JAETOBBIX
Ka4eCTB, MHTEPECOB KOMAaH/IbI; BJIaICeT
OCHOBaMHU YIIPaBJICHHUS.

NYK-3.2 Peanusyet CBOIO poJib,
MPOIYKTHBHO B3aUMOJICHCTBYS C APYTUMU
qJICHAMH KOMaH bl

NYK-3.3 CobnrogaeT npaBuia KOMaHTHOM
paboThI; OCO3HAET JINYHYIO OTBETCTBEHHOCTH
3a pe3yNbTaThl ACSITEILHOCTH U PEeaTu3allnio
0OIIIEKOMAaH IHBIX IIeJICH 1 3a/1a4

YK-4 — CnocoOHOCTB npumensTs | YK-4.1 O6nagaer 3HaHHEM OCHOB JIEJIOBOM
COBpPEMEHHBIC KOMMYHUKATHBHBIE | KOMMYHHKAIIUH, CTICIIU(PUKH BEpOATHHOTO
TEXHOJIOTHH, B TOM qrcle Ha | HeBepOaIbHOTO B3aMMOJICHCTBUS, STUKH
WHOCTPaHHOM(BIX) s3bIKe(ax), JUTSL | IGTIOBOTO OOIICHMS; Ha JTOHKHOM YPOBHE
aKaJIeMUYEeCKOT0 W MPOQECCHOHATBHOTO | BIAJCET rOCYAapCTBEHHBIM SI3BIKOM
B3aUMOIEHUCTBUSA Poccutickoit ®eneparum 1 He0OX0IUMBIM(1)

JUTSI KOMMYHUKAILMK TOCY1apCTBEHHBIM (1)
SI36IKOM CyOBekTa(0oB) dhenepauu u
WHOCTPAHHBIM(U) S3BIKOM (aMH)

VK-4.2 Ocy1iiecTBisieT JeI0BYIO
KOMMYHHUKAIMIO B YCTHOH popme Ha
roCyIapCTBEHHOM si3bIke Poccuiickoin
®denepannu, rocyJapcTBEHHOM(BIX)
s3pIke(ax) cyobekTa(oB) penepanuu u
MHOCTPAHHOM(BIX) sI3bIKe(aX) C yUeTOM
0COOEHHOCTEN KOMMYHUKAaTOPOB U BHJIa
JIEIIOBOTO OOTIEHUS

VYK-4.3 Ocy1iiecTBisieT JeI0BYIO
KOMMYHHKAIUIO B TUCBMEHHOU (hopme ¢
UCIOJIb30BaHNEM O(PHIHATEHO-/IETI0BOTO
CTHJISL HA TOCYJAPCTBEHHOM SI3bIKE
Poccuiickoit denepanuu,
rocy1apcTBEHHOM(BIX) sI3bIKE(aX)
cyowrekTa(oB) dheneparuu u
MHOCTPaHHOM(BIX) s13bIKe(ax), B TOM YUCIIE C
Y4eTOM MPaBUJ OTEYECTBEHHOTO
JIEIIOTPOU3BOACTBA U MEXKIYHAPOIHBIX HOPM
oopMIIEHUS TOKYMEHTOB

2 MecTo AUCHUIIMHBI B CTPYKTYpe 00pa3oBaTe/ibHOI NPOrpaMMbl

Hucuunnuna  «lIpoTuBonmeiicTBue  KHOEPHIPECTYMHOCTHY»  OTHOCUTCS K YHUCHY
po(heCCHOHANBHBIX YYeOHBIX TUCIHIUIAH YacTH, GOpMHUPYEMON YyJaCTHUKAMH 00pa30BaTEIbHBIX
orHomennd  (b1.2) ocHoBHO#Il  oOpa3oBaTenbHOW  mporpammel  crnenuanurera  (b1.2.6),
oTpeIeIIeMOi 00pa30BaTEIbHBIM YUPEIKICHHEM



quctuiiiHaMu U npaktukamu - OIT:

I[I/ICIII/IHJII/IHa B3aUMOCBA3aHa JJOTUYCCKU U COACPIKATCIIBHO-MCTOANYCCKU CO CIICAYIOIIUMUA

«YmpaBiieHHE

«ConmanbHO-TICUXOJIOTHYECKHE aCTIeKThl HHPOPMAIIMOHHOW 0€30ITaCHOCTHY.

3 CrTpykrypa U cofep:KaHHe IUCHUIINHBI

MH(OPMALIMOHHONH  0€30MaCHOCTHIOY,

OO0mas Tpy10eMKOCTh AUCHMILTUHBI cocTaBiseT 4 3aueTHbIX(e) equHuIl(pl) (144 gaca) Bo
BTOPOM CEMECTE.

3.1 Buabl yueOHOM padoThI M TPYI0EMKOCTh

(o gpopmam oOyueHus)

3.1.1 Oynas popma oOyyeHus

Ne CemecTpnl
. KoaunuecTBO
n/n Buj yueOHoit padoThl Cemectp Henens
4acos
cemecTpa
1 | AyauTropHble 3aHATHS 72 9 1-18
B ToMm uucne:
1.1 | JIekuuu 9 1-18
1.2 | CeMuHapckue/mpakTUYEeCKUe 3aHATHA
1.3 | JlabopaTopHbIe 3aHATH 72 9 2-18
2 | CamocrosiTesibHAs padoTa 72 9 2-18
3 | IIpomesxkyToyHas aTTecTalus 19-21
3auet/nu. 3aueT/>3K3aMeH Juddepenn 9
HPOBAHHBbIH
3a4yer
Uroro: 144

3.2 TeMaTH4ecKUil MJIAH U3yYeHUS JUCUUIINHBI

(o gpopmam oOyueHus)

3.2.1 Ounas popma oOyueHus
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n/n
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Pa3gennl/TeMbl
JTUCHUATNINHBI
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AynuTopHas padora
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JlaGoparopHbie

[IpakTnueckas
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Paznen 1. KubepnpecTynmHOCTS Kak ocobast

KPUMHHAJIbHAs yrpo3a




1.1

Jlangmadt yrpo3 kubepOe30macHOCTH

1.2

CoBpeMeHHBII KOHTEKCT 0€30ITaCHOCTH.
CII0’)KHOCTb aTak.

1.3

Hi-Tech Crime Trends 2021/2022 kak
WCTOYHHK CTPATErn4ecKoi HH(POPMAIIH O
riobanpHOM TaHamadTe KHOepyrpo3 u
NPOTHO3aX MX Pa3BUTHSL.

1.4

HNudopmanmonnas 6€30MacHOCTb U
IPECTYIHOCTb.

1.5

MesxyHapogHOE COTPYIHHYECTBO B IEIISIX
MTPOTHBOACHCTBHS KMOSPIPECTYITHOCTH.

1.6

KonBeHnus o kuGepnpecTymHOCTH
(bynmanemrt, 2001 r.) 1 TOTIOJTHUTETHHBII
MIPOTOKOJI K HEH O THUIaX yTrOJOBHBIX
npaBoOHapyLIeHUH HHQOPMALMOHHO
0€30IaCHOCTH.

1.7

MexayHapoaHble CTaHIAPTHI.

1.8

HpeCTyHJ'ICHI/Iﬂ, CBA3aHHBIC C IPUMCHCHHUEM
KOMIIBIOTCPOB M KOMIIBKOTCPHBIX TEXHOJIOTUH.

1.9

[IpaBoBEIE BO3MOXHOCTH OOPHOBI €
KHOEPIPECTYITHOCTEIO.

Paznen 2. KubepnpecTymiieHus ¥ yroJIoBHOE
3aKOHOJaTeNbCTBO Poccuiickoit denepaunn
(I'nasa 28 YK P®)

2.1

Yros0BHas OTBETCTBEHHOCTH 33 COBEPILCHHE
KnOeppecTyIuieHuH (pecTyIuieHuil B chepe
KOMIIBIOTEPHOI MH(OpMAIIHH.

2.2

IpectymieHus B cepe KOMIIBIOTSPHON
uHpopmanum.

23

WHsie (061ue) mpecTyIuieHus], COBepIIaeMbie
C MCIOJIb30BaHUEM UH()OPMAIIMOHHBIX
TEXHOJIOTU UM B OTHOLIEHUU
TENEKOMMYHHUKAIIMOHHBIX CeTEeH.

24

KBanupunrpoBaHHbIe cOCTaBbI
IPECTYIUICHUI.

2.5

AKTYansHOCTb IPOOJIEMBI 00ecTIeYeHHS
kubepycroiunBocTH [{npoBoil SKOHOMHKH
Poccun B ycnoBusix pocTa yrpos
0e30aCHOCTH.

2.6

HenpepsIBHOCTD OM3HECA KaK KIIIOYEBas
KOMIIOHeHTa ycrorunBocTr L{udpposoit
SKOHOMUKH Poccun.

2.7

YronoBHas OTBETCTBEHHOCTS 3a
KHOEepIPecTYIUICHHUS 110 3apyOeKHOMY
YroJoBHOMY NpaBy. OTBIT pa3HBIX CTPaH.

2.8

OreHKa MPUTrOTHOCTH 3apyOEKHOTO OIBITA
JUisl 00ecTieYeHuUs] KUOepYCTOMYMBOCTH
Llndposoii sxonomuku Poccuu.

Pasnen 3. O030p OCHOBHBIX BHJIOB U METOJIOB
OCYIIECTRIIEHHS] KHOEPIIPECTYIIEHHUH

3.1

Buel 1 MEeTOTBI KHOCPIIPECTYIUICHHIA.

32

Ienu 1 MeTo b1 pabOTHI COBPEMEHHBIX
KHOEPIPECTYTHUKOB, 0030p MPAKTHYECKUX
cUTyanui (KeHCcoB).

33

[TopTpeTr MoTeHIHAIFHOTO 3710y MBIIICHHHUKA.
Mogens yrpo3 1 MOZIENIb HAPYIIUTES

34

DKocucTeMa TEHEBOTO CETMEHTa CETH
MNuaTepuer. OCHOBHBIE MPHUYMHBI POCTA YHCIIA




KHOEePIIPECTYIUICHUI

35

KpI/IHTOBaJIIOTBI 1 aHOHMMHBIC CCTH.

3.6

KpaTKI/Iﬁ O630p METOAOB COKPBITHUA aBTOPCTBA
MPECTYIUICHUA U CII0c000B OOHATMYMBAHUS
TMOXUIICHHBIX CPEJCTB.

KubepOe3omnacHoCTh HHTYCTpHUATBHBIX
CHCTEM.

4.1

3amuTa OT yTeUeK 4epe3 CMEHHbIC HOCUTEIH.
[Ipobnemsbl Ha MyTH BHEAPEHMUS 3aIUTHI OT
yTEUEK.

4.2

[IpobeMbl KOPIIOPATUBHOTO YIIPABICHUS
npaBamu (ERM).

43

TpynHOCTH KOHTEHTHOW (DMIIBTPALINH.

4.4

ApXUBUpPOBaHHE AIEKTPOHHOI
koppecnonneHiuu. CrueHapuu
HCTIOBb30BaHUs LIEHTPAIU30BaHHBIX apXHBOB.
[TpumMeps! BHEIpEHUS.

4.5

Hogsle yrpo3sl 6e30macHOCTH ISt
BBICOKOTEXHOJIOTHYHBIX TIPEATIPUATHI.

4.6

Oobecnieuenre KnOEpyCTOHUBOCTH
UHGPOPMAIINOHHBIX CHCTEM LU(PPOBOI
HH/Iy CTPUH.

4.7

KubepycroitanBocTs ceTelt ¢ THOKOM
THUIOJIOTHEN.

4.8

OO6HapyXeHIE HHITUICHTOB OE30MTaCHOCTH B
MarvCTPAIBbHBIX CETAX MEpeaay JaHHbIX.

4.9

Texuonoruu SIEM 11t MpOMBIIIIIEHHOTO
WHTEpPHETA BEIIeH.

4.10

Co3naHne ToBepeHHOIt cpenbl 0OMeHa
JTAaHHBIMHM JUTs IIM(POBOI HHAYCTPHUH.

4.11

TecTupoBaHue 3alIUILIEHHOCTH
KuOep(pU3NIECKIX CUCTEM.

HepCHeKTI/IBHLIe TCXHOJIOT'NU U HOBBIC
BBI30BBI 0E€30IIACHOCTH.

5.1

MamHHOe 00yueHre U HCKYCCTBEHHBIN
HHTEJJIEKT.

52

ABTOMaru3anus 1 podoTuzanus OuzHec-
MPOLIECCOB.

53

[pumeHeHre TeXHOMOTHH BOJIBIINX TaHHBIX B
obecrieueHHN KHOepOe30MacHOCTH.

54

KBanToBBIE BEIYUCICHHUS.

55

Hogrlie pucku nHbDOpMAITMOHHOM
6€301IacHOCTH.

5.6

Pa3paboTka HOBBIX TEXHOJIOTHH IS
obecnieuerns kubepycroruanBocTr L{udpposoit
SKOHOMUKH Poccun.

Crparerus 1 TakTHKA IIPOTUBOAEHCTBHSA
KHOEPIPECTYTHOCTH.

6.1

CrpaTeruu npoTHBOICHCTBUS
KHOEPIPECTYITHOCTH.

6.2

HccnenoBanus Kubepyrpos, HeJeBbIX aTak v
TPYIIIHPOBOK.

6.3

LleHTpe! 0beceueHust 6€30MaCHOCTH 1
KnbepOe30acHOCTH.

6.4

I'pynmna 3KkCTpeHHOro pearupoBaHus Ha
KOMIMBIOTEPHBIE UHIUIECHTHI.

6.5

PaccrnenoBanus BBICOKOTEXHOIOTMYHBIX
IPECTYIUIEHUI




6.6 AHanu3 BpeI0HOCHOTO KOJIa TIPH 4 5 5
paccieloBaHuH KHOepIpecTyIIeHUI
6.7 | KommproTepHas KpUMUHAINCTHKA. 3 2 1
6.8 | Kubepyuenus B popmare Red Teaming. 7 6 1
6.9 | KommekcHsrit aynuT nHOpMAITMOHHOM 6 4 >
6e3omacHOCTH
Hroro 144 72 72

3.3 Coapepxxanue QM CHUTLITHHBI

BBoaHas BuaeosieKIusi

[Ipenmer, nenu u 3agauu Kypca «IIpoTuBoaeiicTBie KHOSTIPECTYITHOCTIY.
— Ilpenmer, nenu u 3agadm Kypca.
— JlopoxHast KapTa U pe3ysibTaT Kypca.
— Konuenuus, stamnsl, conepxaHue yueOHOM paboThI.

Pasnen 1. Ku6epnpectynmHocth Kak ocod6asi KpUMHHAJIbHASA YIpo3a

Jlangmagt yrpo3 kubepOezonmacHOCTH (METOABI U TEXHUKH aTaKYIOLIMX IOCTOSHHO
COBEPILEHCTBYIOTCS, 3JOyMBIIIJICHHUKHA HCIIONB3YIOT HOBBIE HWHCTPYMEHTHI U BEKTOPHI aTak,
KOTOpBbIE HE IETEKTHUPYIOTCS CTAHJAPTHBIMU CPEICTBAMHU 3ALLUTBHI).

CoBpeMeHHbIN KOHTEKCT Oe30nacHOCTH. CI0KHOCTh aTak.

Hi-Tech Crime Trends 2020/2021 kak HCTOYHMK CTpaTerMyeckod HHPpOpMALUU
o riobanbHOM JaHamadTe KHOEPyrpo3 U MPOTHO3aX X Pa3BHUTHSI.

NudopmanronHas 0e30MacHOCT, U NPecTynHOCTb. [loHATHA KHOEpHpecTynmHOCTH U
KuOepnpecTyruieHus. MexIyHapoaHble MacIITaObl KHOEPIPECTyITHOCTH.

MexayHapoHOEe COTPYIHUYECTBO B MLEISAX MPOTUBOJACHCTBUSA KHOEPIPECTYNHOCTH.
HestensnocTs MHTEpTiONa, EBpornona B 60prde ¢ KHOEpnpCTyTHOCTHIO.

KounBennust o xubepnpectynunoctu (bynamemr, 2001 r.) © AONOTHUTENBHBIN MPOTOKON K
HeH 0 TUIaxX YroJOBHBIX MPaBOHAPYIICHUH HH()OPMAIIMOHHON 0€30IacHOCTH.

MesxyHapoaHble CTaHapPThI.

[Ipectymnennuss TNpOTUB  KOH(DHUOCHIMATBHOCTH,  LEIOCTHOCTH W JOCTYITHOCTH
KOMIIBIOTEPHBIX JIaHHBIX M CHCTeM (HE3aKOHHBIH JOCTYH, MNOJy4YeHHE JaHHbBIX, HE3aKOHHBIN
nepexBar HHPOPMALMOHHBIX PECYPCOB, HCKaKEHHE HHPOPMALINN).

IIpectynienus, cBsi3aHHbIE C KOHTEHTOM (ZleTCKas HOpHOrpagus, pacusM, arpecCUBHbIC
BBICKA3bIBaHUS U JP.).

IIpectymienus, cBsi3aHHbIE ¢ HAPYIICHUEM UHTEJIEKTYaIbHbIX IPaB.

[Ipectymienus, cBA3aHHBIE C MPUMEHEHHEM KOMITBIOTEPOB M KOMITBIOTEPHBIX TEXHOJIOTHI
(KOMITBIOTEPHOE ~ MOIIEHHUYECTBO, HCIOJb30BAHUWE MEPCOHAIBbHBIX JaHHBIX, MOJYYEHHBIX
HE3aKOHHBIM ITyTeM, KHOepTeppOpU3M, OTMBIBAHHUE JICHET, Ip.).

IIpaBoBble BO3MOXHOCTH OOpBOBI € KHOEPIPECTYMHOCTBIO: 0030p MEXIYHApPOAHBIX,
PETHOHANBHBIX M HALMOHAJIBHBIX MOJEJEH, UX B3auMOCBs3b. ['ocnoacTByromue mo3umuu. Crpoc
Ha yTroJioBHOe mpaBo. Peamuu yrosnoBHoro mnpasa. [IpoGnemsl peanusanuu. CyOcuauapHbiit
XapakTep YroJoBHOTO MPaBa.

Pasnen 2. KuOGepnpecTymjieHHMss W YroJiOBHOe 3aKOHOAaTeJbLCTBO Poccuiickoii
®enepanun (I'taa 28 YK P®)

VYros0BHAs OTBETCTBEHHOCTH 32 COBEPIIIEHUE KHOepIpecTyIuieHnit (ipecTyrieHuit B cepe
KoMIbIoTepHON nHpopMaruu - ['nmaBa 28 YronoBHoro koxaekca Poccuiickoit denepanun).

[Ipectymnennuss B cdepe KommbroTepHOH uHPOpManuu. HempaBomepHBI TOCTYN K
KoMnbploTepHON uHGopManuu. Co3gaHue, HUCHOIb30BAHUE M PACHPOCTPAHEHUE BPEIOHOCHBIX
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KOMITBIOTEPHBIX Mporpamm. HapyieHnue npaBuit SKCIUTyaTalliy CPEICTB XPaHEHUs, 00paOOTKHU HITH
nepeAayy KOMIBIOTEpHON HHPOpManuu U HHGPOPMALMOHHO-TEICKOMMYHHUKALMOHHBIX CETEH.
Omnucanue B 3aKOHE KOMIBIOTEPHON MHPOPMALIMU KaK MpeAMeTa JaHHOW TPYMIIbI MPECTYIICHUHN.
OObexTuBHasE U CyOBEKTHUBHas CTOpPOHA IPECTYIJICHUH B chepe KOMIbIOTEPHON HH(pOpMAIUH.
KpanuduuupoBanHbie BUABI COCTABOB.

Wuble (o0mue) NpecTyIUIeHUs, COBEpLIAaeMble C HCIOJIb30BaHUEM HH()OPMAIIMOHHBIX
TEXHOJIOTUH WJIM B OTHOIIECHUH TEIEKOMMYHHKAIIMOHHBIX CeTel, B cepe IKOHOMHKH, OXpaHBI
KOHCTUTYLMOHHBIX IIPaB TpakIaH, 0OLECTBEHHONW 0€30MacHOCTU U 3/10pOBbs HaceneHus. [Ipuembl
BBIJIEJICHUS OTJIEJIbHBIX MPECTYIUIEHUI B TEKCTE YIOJOBHOIO 3aKoHa. CaMOCTOSITENIbHBIE COCTaBbI
NPECTYIUIEHUI: MOIIEHHUYECTBO B chepe KOMITbIOTEpHOM nHpopmanuu. Ero ocobeHHOCTH.

KBanuduuupoBanHble COCTaBbl MPECTYIJICHUH (10 MpU3HAKaM crioco0a MM O0OCTaHOBKHU
COBEpILEHMs): M3TOTOBJIEHHUE M OOOPOT MaTepuajoB WIM IPeIMETOB € NOpHOrpadUuecKUMU
U300paKEHUSIMUA HECOBEPILICHHOIETHHUX, ITyOJINYHBIEC MTPHU3BIBBI K OCYIIECTBICHUIO SKCTPEMHUCTCKON
JeSITebHOCTH, MyOJIMYHBIE MPHU3BIBBI K OCYLIECTBICHUIO TEPPOPUCTHUECKON NEATENBHOCTH WU
nyOJIMYHOE ONpaBIaHKue TePPOPU3Ma U JIp.

AxTyanpHOCTh HpoOaeMbl oOecrneueHuss KubepycroluuBocTH LludpoBoil SKOHOMUKH
Poccun B ycnoBusix pocTa yrpo3 0€30nacHOCTH.

HenpepbiBHOCTh On3HECa Kak KiIr0oueBas KOMIIOHEHTa ycTonuuBocTH L{nppoBoil s3koHOMUKN
Poccun.

VYT0510BHAsI OTBETCTBEHHOCTH 332 KUOEPIPECTyIUICHHs 110 3apy0eKHOMY YTrOJIOBHOMY IIPaBy.
OneIT pa3HbIX CTpPaH.

OneHka MNPUTrOJHOCTH 3apyOeXHOTro omblTa A oOecredeHus KuOepyCTOWYMBOCTH
Hudposoii sxonomuku Poccun.

Pasnen 3. O030p 0CHOBHBIX BH/I0B U METOJI0B OCYLIIeCTBJICHUS] KHOepnpecTyneHuil

Bunasl 1 MeTo bl KHOEpIPECTYIICHUH.

Iern u Meroabl pabOThl COBPEMEHHBIX KHOEpPIPECTYIHUKOB, 0030p MNPaKTUYECKUX
CUTyarui (KeHcon).

[TopTpeT noTeHUAIBHOTO 3JI0YMBIIIJIEHHUKA. MOJeNb yrpo3 U MOJIEIh HAPYILIUTESL.

DKocucTeMa TEHEBOIo cermMeHTa cetu VHrepHeT. OCHOBHbIE NPUYMHBI POCTa 4YHCIIa
KUOEepIpeCTyIIICHUH.

KpunroBatoTel 1 aHOHUMHBIE CETH.

OCHOBBI KpUNITOTpa(HH.

Kpatkuii 0030p METOA0B COKPBITUS aBTOPCTBA MPECTYINICHHUS U CIIOCOOOB OOHATMYMBAHUS
HOXUIIIEHHBIX CPEJICTB.

Pa3znen 4. Kudep6e30nacHOCTb HHAYCTPUAIBbHBIX CUCTEM

HoBpie yrpo3sl 0e30macHOCTH ISl BBICOKOTEXHOJIOTMYHBIX MPEANPUITHNA. DBOIIOLUS
TEXHOJIOTHH HHPOPMAITMOHHON 0e301acHOCTH KHOep(PU3NIECKUX CHCTEM C TOYKH 3PECHUS TEOPUU
yIpaBIeHUS.

Obecneuenune KHOEPYCTOMMBOCTH WH(POPMAIIMOHHBIX CUCTEM IU(PPOBOI HHIYCTPHUH.

KubepycTounBOCTh ceTel ¢ THOKOM THIIOJOTHUECH.

OO0HapyxeHre UHINICHTOB 0€30MaCHOCTH B MAarMCTPAIBHBIX CETSAX MepeIadu TaHHBIX.

Texnonoruu SIEM 1151 pOMBIIIJIEHHOTO MHTEPHETA BEIICH.

Co3pmanue ToBepeHHOM cpesibl 0OMeHa JTaHHBIMHE [T IU(PPOBON MHTYCTPHH.

MeTtononorus ayTeHTU(DUKAIIMY B CETAX HU(PPOBOM UHIYCTPHH.

TecTupoBanue 3aMUIIICHHOCTH KHOSP(HU3HUSCKUX CHCTEM.

Pasnen 5. [lepcieKTMBHBIE TEXHOJIOTMU U HOBbIE BbI30BbI 0€30MACHOCTH
MamuHHOe 00y4eHUe U UCKYCCTBEHHBIN MHTEIICKT.
ABToMaTu3zanys 1 podoTH3aLKs OU3HEC-IIPOLIECCOB.
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[Tpumenenne TexHonoruu bonbmx 1aHHBIX B 00ecrieueHNH KuOepOe30macHOCTH.

KBaHTOBbBIE BHIYHMCIICHHUS.

Hosrle pucku nH)OpMaIOHHON 6€30MaCHOCTH.

PazpaboTka HOBBIX TexHOJOrMi Ui oOecneueHus kuOepycroitunBoctu Lludposoit
3KOHOMUKH Poccum.

Pa3nen 6. CTpaTerusi M1 TAKTHKA NPOTUBOAEHCTBIS KHOEPNPECTYMHOCTH.

Crpareruu npoTHBOJEHCTBUS KHOEPIIPECTYTHOCTH.

HccnenoBanust KuOepyrpo3, MeJIeBbIX aTaKk | IPYIITUPOBOK.

Ientp obecneuenus 6e3omacHocTy (Security Operations Center (SOC)).

LenTp obecrieuenus kubepoe3omacuocTr (Cybersecurity Operations Center (CSOC)).

['pynma 3KCTpeHHOTO pearupoBaHus Ha KoMIbloTepHble HHIUACHTH (Computer Emergency
Response Team (CERT).

KoMmMmepueckue 1eHTphl MOHUTOPHHIA W PEarupoBaHHUsS HAa KOMIIbIOTEPHBIE HHIIMEHTHI
(JSOC).

PearnmpoBanne Ha uHIOHUAEHTHI uHGOpManMoHHONW Oe3omacHocTH. CBOEBpeMeHHas
uACHTU(DHUKAIHS, TOKATU3AIMS U JTUKBUIAINS HHIIHICHTOB 110 BCEMY MUDY.

HcnonwszoBanne nmanHbix Threat Intelligence &  Attribution a1 BOCCTaHOBJICHUS
XpOHOJIOTUU  WHIMJACHTAa W npuBeneHuss W TuHppacTpykTypy B CTAaOHIBHOE  COCTOSIHHC
B KpaT4allllIie CPOKH.

PaccienoBanusi BBICOKOTEXHOJIOTHYHBIX MPECTYIUICHUH. bophba ¢ KOMIIBIOTEPHBIMH,
(bMHAHCOBBIMU, KOPIIOPATUBHBIMU MPECTYIICHUSIMH 110 BCEMY MUDY.

AHanu3 BpeIOHOCHOTO KOJIa TIPU PacCIeI0BAaHUN KUOSPIIPECTYTUICHHA.

KommbroTepHas KpUMHHAIUCTHKA, TOJE3HbIE MPAKTUKH, HEOOXOIUMBbIe ISl oOecredeHus
BBICOKOT'O YPOBHS KHOEpOE30TIaCHOCTH.

Kubepyuenuss B ¢Qopmare Red Teaming. Mmuranus ueneBblXx aTtak U pPEryIspHOE
IIPOTUBOJICHCTBHUE UM.

KommnekcHplii  aynut uHGOpMAlMOHHONW  0€30MacHOCTH  (COBPEMEHHBIM  KOHTEKCT
0e30MmacHOCTH. TpeOyeT MPUHIUIHAILHO HOBOTO TOIX0/a K MPOBEACHHUIO ayAHUTAa; OICHKH TOJBKO
TEXHUYECKON OCHAIIEHHOCTH YK€ HEJOCTATOYHO JJIs TapaHTUU TOTOBHOCTU K CIIOKHBIM aTakam).
[ToyHBII UK MPOBEPOK ISl BCECTOPOHHETO ayauTa UHPPACTPYKTYPHI U OIICHKH 3aIHUIIEHHOCTH
KOMIIAaHUH OT CIIOKHBIX KHOEpyTrpo3.

Texnonorun
— OrtcyTcTBUE  CIEIOB  KOMIPOMETAMU  (PETPOCIEKTHBHO) M KPUTHUYECKUX
yA3BUMOCTEMN
— Hanexwusie cpeactsa 3amuThl UHPPACTPYKTYP
[Tpoueccer

— Tlompo6Hoe xypHanupoBaHue COOBITUI
— IlonmHoTa, aKTyalbHOCTh U IPAKTUYECKOE IPUMEHEHHUE PErVIAMEHTOB pearupoBaHus
JIromu
— KoMneTreHTHOCTh BCeX WIEHOB KOMaH/Abl pearnpoOBaHUs
— OCBeJOMIIEHHOCTb COTPYIHUKOB O KHOEpyrpo3ax
AyauT Ha IpeIMET BHEIIHUX YIpO3
— IlpoBepka roroBHOcTH KOoMaHAbl Ib Kk pearmpoBaHuio s OLEHKU padOThI
JENCTBYIOIINX B KOMIIAHUU PETIIAMEHTOB
— DBaxemnee TecTupoBaHME Ha IPOHMKHOBEHHE JUIA IIPOBEPKU  3AlIMILEHHOCTH
UHQPACTPYKTYphl ~ OT BHEIIHUX aTaK ¥ MNPOHUKHOBEHMSI  3JIOYMBIIIJIEHHUKOB
BO BHYTPEHHIOIO CEThb KOMIIAaHUU
— CouMONHXEHEpPHOE TECTUPOBAHUE JUISI OLIEHKH OCBEIOMIIEHHOCTH COTPYAHHUKOB
0 Kubepyrpozax
AyauTt Ha IpeIMET BHYTPEHHUX yIpo3
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— JluarHoctuka KOMIpoMeTalui HHPPACTPYKTYPHI 17151 pACKPBITUS TOTOBSIIINXCS aTaK
- BHyTpeHHee TCCTUPOBAHUC HA NPOHUKHOBCHHUC IJI1 OHLHCHKH T'OTOBHOCTH K aTaKe
OT HapYLIMTENS, UMEIOIIEro JOCTYM K JIOKATbHON CeTH
Kommiexc MCTOHOB I AOCKOHAJILHOTO HCCICAOBAHHA CCTU HaA NPCIAMCT y}ISBHMOCTefI
U KOMIIPOMETAllUM, OLEHKH TOTOBHOCTH K PEarupoOBaHUIO U BO3MOKHOCTH  BO3JEHCTBUS
Ha COTPYAHUKOB MCTOJaMHU COHHaHLHOﬁ HWHXXCHCPUHU.
[IpaBuna 1udpoBoil TUTUEHBI B YCIOBUAX YIaJICHHON pabOTHI.
KitoueBble npaBuiia no 0e30macHOMY BBIXOAY M3 peXHUMa yJaleHHON paboThlI.
AHau3 NPaKTUYECKUX CUTYyaIuu.

3.4 TemaTnka CEMMHAPCKUX/TIPAKTHYECKUX H JTA00PATOPHBIX 3AHATHI

CemuHapcKue/mpakTHUECKUE 3aHATHS B y4eOHOM IUIaHE HE 3alUIAHUPOBAHBI.
3.4.2 JIaGopaTopHbIe 3aHATHS
JladbopaTopnas padora 1 «3yuenue Hi-Tech Crime Trends»

JlabopaTopHasi paGora 2. «AHaJW3 NPECTYIUIEHWH, CBA3AHHBIX C MNPHMEHEHHEM
KOMIIBIOTEPOB H KOMIILIOTEPHBIX TEXHOJIOTHIl».

JlaGopatopHass pabora 3. «YrojOBHasi OTBETCTBEHHOCTbL 32 COBepUICHHUE
KuOepnpecTynjeHuii (mpecrynjieHuii B cpepe KOMNbIOTEPHOIT HHPOPMALIHN.

JlabopaTopnasi padora 4. «IIpecTtymiienust B cpepe KOMNbIOTEPHOH MHpOpMAaLTHN.

JlaGoparopnass pabora 5. «IIpecTtymjieHusi, coBepuiaeMble ¢ HCIOJb30BAHUEM
HH(OPMANMOHHBIX TEXHOJOTHIl WJIN B OTHOIIEHHH TeJIEKOMMYHUKALMOHHBIX ceTeil».

JlabopaTopnasi padora 6. «KBamupuuupoBaHue coCTaBa NpecTyNJICHUN».

JlaGopatopHasi padora 7. «O030p akTyaJdbHbIM MPOOJeM KHOEPYCTOMUYMBOCTH
1M poBoil IKOHOMUKM.

JlabopaTopnasi padora 8. «Buabl H MeTOAbI KHOECPIPECTYIJICHUID).

JlabopaTopHasi padoTa 9. «KAHAJIM3 IKOCHCTEMBbI TEHEBOT0 cermeHTa ceT HTEepHET».
JlaGoparopHas padora 10. «kKpuntoBaiaroThl 1 0J10K-4eHHbD).

JlaGoparopnas padora 11. «KKnbep0e30nacHOCTb, HHAYCTPHAJIBLHBIX CHCTEM).
JlabopaTopHasi padora 12. «3ammuTa oT yredek yepe3 CMeHHbI€ HOCUTEJIN».
JlabopaTopHas padora 13. «®PuabTpanus u 6JJ0OKHPOBKA KOHTEHTA B CETH.

JlabopaTtopnass paGora 14. «CueHapum WCHOJb30BAHUS IEHTPAJIU30BAHHBIX
apXUBOBY.
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JlabopaTopHasi padora 15. «KoHTeHTHas puabTpauus».
JlabopaTopHasi pabora 16. KApXMBHpPOBaHHUE 3JIEKTPOHHONH KOPPECHOHICHIIHMN.
JlabopaTopnasi pabora 17. KubepycroiiunBocTtb cereii ¢ rudKoii THIOIOTHEi.

JlaGoparopHasi pabora 18. OGHapy:keHHe HHIMIEHTOB 0€30MACHOCTH B MATHCTPAJbHBIX
ceTsiX mepeaavyu TaHHBIX.

JlabopaTopnasi padora 19. Texuosoruu SIEM //isi IpOMBIIIJIEHHOT0 HHTEPHETA Belleii.
JlabopaTopnasi padora 20. TecTupoBaHue 3alUILEHHOCTH KHOEPHU3MUECKUX CHCTEM.

JlabopaTopHasi pabdora 21. IlpumeneHue TexHoornu BoJbIINMX JaHHBIX B o0ecreyeHHUH
KH0ep0e30macHOCTH.

JlaGopaTtopHas padora 22. HcciaenoBanusi KuGepyrpos, ejieBbIX aTaKk H TPyNNHPOBOK.

JlabopaTopHasi paGora 23. AHaiu3 BpPeIOHOCHOr0 KOAa NpPH  Pacciel0BaAHHH
KHOepnpecTyIIeHui.

JlabopaTopHasi padora 24. Ku6epyuenusi B popmarte Red Teaming.

JlaGopaTropHas padora 25. KoMmimiekcHbIi ayTuT HHPOPMALHOHHON (€30MacHOCTH.

3.5TemaTnka KypcoBbIX IPOEKTOB (KYPCOBBIX padoT)

VY4eOHbIM MJIaHOM KYPCOBOE MPOEKTUPOBAHUE HE MPEAYCMOTPEHO.

4 Y4eOHO-MeTOAMYECKOE U MH(POPMALIMOHHOE 00ecIieYeHne
4.1 HopmatusHbie 1o0KyMeHTHI 1 'OCThI

1. Koncrurymus Poccuiickoit ®enepauny (mpuHATa BCEHAPOAHBIM T'0JIOCOBAHHUEM
12.12.1993) // Poccumiickas razera. Ne 237. 25.12.1993.

2. TI'paxnanckuii kogexc Poccuiickoit @enepauun (Yacts nepsast) ot 30 HostOpst 1994
roga N 51-03

3. I'paxpanckuii koaekc Poccuiickoit ®enepanuu (Yacte BTopas) ot 26.01.1996 Ne
14-®3 // C3 PD. 1996. Ne 5. cr. 410.

4. T'paxnanckuii kogekc Poccuiickoit denepanuun vacts 3 ('K PD 4.3) ot 26 HOs0ps
2001 roga N 146-®3

5. T'paxpanckuii konekc Poccuiickoit @enepanuu yacts 4 ('K PD u.4) ot 18.12.2006
Ne 230-03

6. YronosHblii kKogekc Poccuiickoit @eneparuu ot 13.06.1996 Ne 63-03 // C3 PO.
1996. Ne 25. ct. 2954.

7. YronoBHO-mpoueccyalbHbli Kojekc Poccuiickoit @enepanuu ot 18.12.2001 Ne 174-
@3 // C3 PO. 2001. Ne 52 (u. I).ct. 4921.

8. Tpymnosoii koneke Poccuiickoit @enepamuu ot 30.12.2001 Ne 197-D3 // Poccuiickas
razera. Ne 256.,31.12.2001.
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9. T'paxnanckuii kogekc Poccuiickoit ®denepanuu (Yacts uersepras) ot 18.12.2006 Ne
230-®3 // C3 P®D. 2006. Ne 52 (1 4.).ct. 5496.

10. 3akon P® ot 21.07.1993 Ne 5485-1 «O rocynapcrennoit taiine» // C3 PD. 1997. Ne
41. ctp. 8220-8235.

11. ®epepanpubiii 3akoH oT 02.12.1990 Ne 395-1 «O Oankax u OaHKOBCKOH
nearesHOCTHY // C3 PD.1996. Ne 6. ct. 492.

12. ®enepanbhsiii 3akoH 0T 07.08.2001 Ne 119-03 «O6 ayauTopckoit aesareaIsHOCTHY //
C3 P®. 2001. Ne 33 (wacts I).cT. 3422.

13. ®epepanpubiii 3akoH oT 10.01.2002 Ne 1-D3 «O6 snexrponnoit noanucu» // C3 PO.
2002. Ne 2. ct. 127.

14. ®enepanpHblii 3akoH "O JHMIIEH3UPOBAHUU OT/IEJIBHBIX BHJIOB JAEATEIBHOCTU" OT
04.05.2011 N 99-@3

15. ®enepanbhelii 3akoH "O TexHUUYecKOM perynupoBanuu” ot 27.12.2002 N 184-D3

16. ®enepanbhbiii 3akoH oT 07.07.2003 Ne 126-D3 «O cBszu» // C3 PD. 2003. Ne 28. cr.
2895.

17. ®enepanpublil 3ak0H OT 29.07.2004 Ne 98-D3 «O xomMmepueckoit TaitHe» // C3 PD.
2004. Ne 32. cT. 3283.

18. ®enepanpubiii 3akoH OoT 26 wmrons 2017 roma Ne 187-®3 «O 6Ge3omacHOCTH
KpUTHUECKON MH(POpMaMOHHON HHPpacTpyKkTypbl Poccuiickoit denepaunny.

19. ®enepanpubiii 3akoH ot 27.07.2006 Ne  149-d3 «0O6 wuHpOpManuH,
UH(POPMAITMOHHBIX TEXHOJOTUSX U 0 3ammre uHpopmamum» // C3 PD. 2006. Ne 31 (1 4.).cT.
3448.

20. ®epepanpHbiid 3akoH 0T 27.07.2006 Ne 152-03 «O mepcoHanbHbIX aAaHHBIX» // C3
P®. 2006. Ne 31 (1 u.).ct. 3451.

21. Vka3 Ilpesunenta P® or 05.12.2016 N 646 "OO0 yrBepxaeHun JlOKTpUHBI
nHdopmarmoHHoi 6e3omacHocTy Poccutickoit deneparmn”

22. Vxa3 llpesunenta P® ot 20.01.1996 N 71 "Bompockl MexBen1oMCTBEHHON
KOMMCCHH T10 3alIUTe TOCYIapCTBEHHON TalHbI"

23. Va3 [Ipesunenra P® ot 16.08.2004 N 1085 "Bomnpocsl @enepanbHON CiryKObl 110
TEXHUYECKOMY U IKCIIOPTHOMY KOHTPOIItO"

24. Vka3 Ilpesunenta Poccuiickoit ®enepamun ot 01.05.2022 Ne 250 «O
JIOTIOIHUTENBHBIX Mepax Mo olecrnedeHrto nHpopMmannoHHoOW Ge3omacHocTH Poccuiickoit
denepanun»

25. ®epepanbhbit 3ak0H "O denepanbHOM cmy)oe 6e3omacHocTu" ot 03.04.1995 N 40-
o3

26. ®enepanbhblii 3akoH 0T 31.05.1996 N 61-D3 «O06 o60poHE»

27. Va3 Ilpe3unenra PO ot 06.03.1997 N 188 "OO yrBepxkaenuu Ilepeuns csenenuit
KOH(HICHIIMAIBLHOTO XapakTepa"

28. Vka3 Ilpesugenta PO or 01.05.2022 N 250 "O pnomosHUTENbHBIX Mepax II0
obecnieueHnro nHGOpMaIMOHHON Oe3omacHocTu Poccuiickoit denepammn”

29. Ilocranosnenue IlpaButensctBa P® or 03.11.1994 N 1233 "OO yTBepKAeHUU
[TonoxkeHuss o mopsake oOpaiieHuss co CciyxeOHoM uHopManueil OorpaHMYEeHHOTO
pacrpocTpaHeHust B QenepajbHbIX OpraHax HMCIOJHUTEIBHON BIACTH, YHOJIHOMOYEHHOM
OpraHe YIpaBJICHUS HCIOJb30BAHHUEM ATOMHOM SHEPTMHU U YIMOIHOMOYEHHOM OpraHe Io
KOCMUYECKOU IESITETbHOCTI

30. [ToctanoBnenue IlpaBurensctBa Poccuiickoit @enepanuu ot 3 ¢espans 2012 r. N
79 «O nUIEH3UPOBAHWUHU MAEATENBHOCTH IO TEXHUYECKOW 3aluTe KOH(QUACHIUAILHOU
uHbOpMaIUm»

31. Ilocranosnenue [lpaButensctBa Poccuiickoit @enepauuu ot 3 mapra 2012 r. N 171
O JUIEeH3UpOBAaHUU JESATENBHOCTH MO pa3paboTKe U TMPOU3BOJCTBY CPEICTB 3alllUTHI
KOH(HICHIIMATHHON HH(OpMAITIH
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32. Ilocranosnenue IlpaButensctBa P® ot 02.06.2008 N 418 "O Munucrepcrse
1M (POBOTO PA3BUTHSI, CBSI3M U MaCCOBBIX KOMMYHUKanui Poccuiickoit ®enepanun’”

33. [loctanosnenue IlpaButensctBa PO ot 15.04.1995 N 333 (pen. ot 03.02.2023) "O
JUICH3UPOBAHUU  JCSATENbHOCTH TMPEANPUATUH, YUPSKICHHM ¢ OpraHu3aluidi 1o
OPOBEJCHUIO pPadOT, CBSI3aHHBIX C MCIOJIb30BAHUEM CBEACHMH, COCTABIISIOIINX
rOCy/IapCTBEHHYIO TallHy, CO3JaHHEeM CpEACTB 3alluThl HWHGOpMAlMU, a Takke C
OCYIIECTBJICHUEM MEPONPUIATUN U (WJIM) OKa3aHHWEM YCIyT IO 3allUTe TocydapCTBEHHOM
TalHbI"

34. [loctanosnenue IIpaButensctBa PO ot 06.02.2010 N 63 (pen. ot 10.07.2020) "OO6
yTBEpKACHUH MHCTPYKIMH O MOPSIIKE TOMycKa JOJKHOCTHBIX JIUIL U TpaxaaH Poccuiickoit
®denepannu K TOCy1apCTBEHHOM TaliHe"

35. IloctanoBnenue IIpaButenbctBa PO ot 26.06.1995 N 608 (pen. ot 21.04.2010) "O
cepTudUKaIyy CPeICTB 3amUThI HHGOopManun'

36. [locranoBnenue IIpaBurensctBa P ot 15.07.2022 N 1272 "OO yTBepKIeHUH
TUIIOBOIO  IIOJIOKEHHST O  3aMECTUTENEe  PYKOBOAMUTENS oOpraHa (OpraHu3alun),
OTBETCTBEHHOM 3a obecrieueHre HHPOpPMAIOHHOM 0e30MacHOCTH B OpraHe (OpraHu3alun),
U THUIIOBOTO IIOJIOKEHUS O CTPYKTYpHOM THIOJpa3felieHud B oOpraHe (OpraHu3alun),
obecrneunBaroieM HHHOPMAITMOHHYIO 0€30MacHOCTh OpraHa (opraHu3arum)"

37. llpuka3z ®Cb PD ot 24.10.2022 Ne 524 «O06 yrBepxaeHun TpeOoBaHUil 0 3aImuTe
uHbopMalluy, cojepxKalielics B TOCYAapCTBEHHBIX HHPOPMAIIMOHHBIX CHCTEMax, C
UCIOJIb30BaHUEM KU (PPOBANIbHBIX (KpUOTOrpaUIECKUX) CpeacTB"

38. [Ipukaz ®CBH Poccum ot 10.07.2014 N 378 "OO6 yrBepxknaennn CoctaBa
COJIEpXaHUsl OPraHU3AIMOHHBIX W TEXHUUYECKHMX Mep M0 OO0ecrneyeHuIo Oe30MacHOCTH
MEPCOHANBHBIX JTAHHBIX MpHU UX 00paboTke B MH(POPMAIIMOHHBIX CUCTEMaX MEePCOHATbHBIX
JAHHBIX C HCIIOJNB30BAaHUEM CPEICTB KpUNTOrpadUuecKkor 3amuTel  HH(pOpMaLuy,
HEOOXOJUMBIX  JUIS  BBIMIOJNIHEHUS ycTaHOBIeHHbIX [IpaBurensctBoM  Poccuiickoii
Oegepanru TpeOOBaHUN K 3allUTe MEPCOHAIBHBIX MAaHHBIX IS KaXJIOrO U3 ypOBHEH
3alUIeHHOCTH "

39. Ilpukaz ®CTOK Poccunm ot 11 despans 2013 r. N 17 «OO6 yTBepkaeHUU
TpeOoBaHuil o0 3ammure HHDOPMALMM, HE COCTABIAIONIEH TOCYAapCTBEHHYIO TaiiHy,
coJiepKalieiicss B TocyJapCTBEHHBIX HH(POPMAITMOHHBIX CHUCTEMAX)

40. ITpuka3z ®CTIK Poccum ot 29 anpens 2021 r. N 77 «O06 yTBepKIeHUU TOPSIKA
OpraHu3alii ¥ TpOBeACHUS padoT Mo aTTecTalii OOBEKTOB HWH(POpPMATH3AalUU Ha
COOTBETCTBUE TpeOOBaHMUAM O 3amUTe HHDOPMALMU OTPAaHUMYEHHOTO JIOCTyIa, He
COCTaBJIAIONIEH IrOCYJapCTBEHHYIO TailHy»

41. ITpuka3z ®CTOK Poccun ot 25.12.2017 Ne 239 «O6 yrBepxkacHuu TpeGoBaHU 10
oOecrieyeHnI0 0E30MAaCHOCTH 3HAYMMBIX OOBEKTOB KPUTHUYECKOW HH(DOPMAITMOHHON
uHdpacTpykTyphl Poccuiickoit denepanum»

42. Ilpuxa3z ®CTOK Poccun ot 18 ¢eBpans 2013 r. N 21 «O06 yTBepkaeHUN cOCTaBa U
COJIEp’KaHUsl OPraHU3alMOHHBIX W TEXHHUYECKUX Mep Mo o00ecrnedyeHuro Oe30MacHOCTH
NEPCOHAIBHBIX JTAHHBIX IPU UX 00paboTKe B MH(POPMALMOHHBIX CUCTEMAaX MEPCOHAIbHBIX
JTAHHBIX)

43. [Ipukaz ®CTIK Poccun ot 23 mapra 2017 r. N 49 «O BHeceHUM U3MEHEHUU B
COCTaB U COJIep)KaHHWE OPTraHM3AIlMOHHBIX U TEXHUYECKUX Mep IO OOeCHedYeHHUI0
0€30MaCHOCTH TIEPCOHANBHBIX JAaHHBIX MPU WX 00paboTke B WH(POPMAIMOHHBIX CHCTEMAax
NEPCOHANBHBIX  JAHHBIX, YTBEpXKIEHHBbIE TMpHKa3oM (eaepaabHOl  CIYXKOBl IO
TEXHUYECKOMY U KCIIOPTHOMY KOHTpoito oT 18 ¢eBpans 2013 r. n 21, u B TpeGoBaHus K
00eCrevYeHn0 3aluThl MHPOpPMAIM B aBTOMATHU3HPOBAHHBIX CHCTEMaxX YIpaBICHUS
MPOU3BOACTBEHHBIMU U TEXHOJOTUYECKMMH TPOILECCAaMM Ha KPUTHUYECKH Ba)KHBIX
00BbEKTaX, MOTEHIMAIBFHO OIMACHBIX OOBEKTaX, a Takke OOBeKTax, MPeACTaBISIONIUX
HOBBILIEHHYIO ONACHOCTb JUISl )KU3HM M 370POBbsI JIOJIEH U Ui OKPY’KaIOLIEH IpUPOIHON
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Cpelbl, YTBEpKACHHBIC MTPUKa30M (heZiepaibHOM CITyKObI 0 TEXHUYECKOMY U AKCIIOPTHOMY
KOHTpoJto oT 14 mapta 2014 . n 31»

44. Ilpukaz PCTOK Poccun ot 03.04.2018 N 55 (pex. or 19.09.2022) "O6
yTrBepxkaeHun [lonoxenus o cucreme cepTuduKay CpecTB 3aluThl nHGopManuu"

45. "Mertoandeckuii JOKyMEHT. MeToiuKa OleHKH yrpo3 Oe3omacHocTd uHpopmarmn”
(ytB. ®CTIK Poccum 05.02.2021)

46.TOCT P 53131-2008 «3amura wuHpopMmanuu. PekomeHmarmum 1o yciyram
BOCCTAHOBJICHHSI TIOCIIE YPE3BBIYANHBIX CUTyalluid (PYHKIMA U MEXaHU3MOB OE30MaCHOCTH
UH(POPMALMOHHBIX M TEJIEKOMMYHHUKAIIMOHHBIX TEXHOJIOTHH. OOIIUE MOI0KEHUS.

47.TOCT P UCO/MBK 27005-2010 HarmoHanbHBINA CTaHIAPT POCCUUCKON (eaepannn
UHQOPMALIMOHHAS TEXHOJOTHS METOAbl M CpeacTBa obecredeHus: 0e30macHOCTH
MEHEKMEHT prcka HH(OOPMAIMOHHON O€30MMacCHOCTH

48."TOCT P MHCO/MBK 27001-2021. HaumonanbHbIii cTanmapt Poccuiickoit
Oenepanuu.  MuHopmanronHas TexXHONOTHs. MeToabl U CpelIcTBa  oOecredeHHs
6e3omacHocTH. CHCTEMbI MEHEDKMEHTa HHPOPMaIMOHHOH Oe3omacHocTH. TpeboBanus"

49.TOCT P MCO/MBK 27002-2021 «WHpOpManMOHHBIE TEXHOJIOTHU. METOIbI H
cpeacTtBa obecrieueHus Oe3omacHocTH. CBOX HOPM M TMpaBWJI TNPHUMEHEHHUS Mep
obecrieueHuss THPOPMAIIMOHHON 0€30TTaCHOCTH

4.2 OcHOBHAas1 IMTEpaTypa

1. Kpuynun, A. A. OcHOBBI 0€30MMaCHOCTH MPUKJIAJHBIX HHPOPMAIIMOHHBIX TEXHOJIOTUI U
cuctem : yueOHoe mocobue / A. A. Kpuynun, B. C. Hedenos, C. . CmupHoB. —
Mocksa : PTY MHPDA, 2020. — 136 c¢. — Tekct : amekrtpoHHbli // JlaHp :
3IEKTPOHHO-0MOmoTeyHas cuctema. — URL: https://e.lanbook.com/book/167606.

2. Hedenos, B. C. OcHOBbI oOecricueHHss aHOHMMHOCTH B ceTH HHTepHeT : ydeOHOe
nocodue / B. C. Hedenos, A. A. Kpuynun, I'. }O. IlorepneeB. — Mocksa : PTY
MUPOA, 2022. — 81 ¢. — TekcT : 35eKTpoHHbIH // JIaHb : 31eKTpoHHO-OUOInOTeYHAs
cuctema. — URL: https://e.lanbook.com/book/240041

3. Hudopmanmonnas 0e30MacHOCTh M 3ammra WHGOpMAluu B IUGPOBOW IKOHOMHKE
AJIEMEHTHI TEOPUU M TECTOBBIC 3ajaHus : yuyeOHoe mocodue / W. JI. Aneknepos, B. B.
XpamoB, A. A. I'op6auesa, /I. C. ®DomuueB. — PoctoB-Ha-/lony : UYbull, 2020. — 114
c. — Tekcr : snexTponHsblif // Jlanb : 3nekTpoHHO-OMONMMOTEYHast cuctema. — URL:
https://e.lanbook.com/book/248747

4. Tlerpenko, B. WM. 3ammra mepcoHaNbHBIX MaHHBIX B WH(QOPMAIMOHHBIX CHCTEMaXx.

[Tpaktukym : yuebnoe nmocodue ans CI1IO / B. U. Tlerpenko, 1. B. Manapuna. 2-¢ usm.,
crep. - Cankrt-IletepOypr: Jlanp, 2022. 108 ¢. — ISBN 978-5-8114-9038-7 — Texkcr :
NeKTpoHHBI  //  Jlanb : anekTpoHHO-OMOnmoTeyHas cucrema. —  URL:
https://e.lanbook.com/book/183744

4.3 lonojiHUTEIbHAS JTUTEPATYPA

1. KubGepOesomacHocTs mudpoBoil mHAyCTpuH. Teopuss W MpaKTUKa YCTOHYMBOCTH K
kubepatakam / Ilox penakumeit nmpodeccopa PAH, nokropa texnuueckux Hayk JI.II.
3erxkapl. — M.: T'opsiuast nmunus — Tenexom, 2020. — 560 c.: wi.


https://e.lanbook.com/book/167606
https://e.lanbook.com/book/240041
https://e.lanbook.com/book/240041
https://e.lanbook.com/book/248747
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2. Jworenec 0., O3kaiis 3. Kubep0Oe30macHOCTb: CTpaTeTHH aTak U 00OPOHBI /TIep. ¢ aHTJL.
H.A. —M.: IMK Ilpecc, 2020. — 326 c.: ui.

3. Ilerpenxo C. KubepycroitunBocts 1nppoBoit 3koHOMHKH. Kak oOecrieuuTsb
0e30MmacHOCTh U HenpepeiBHOCTL Ou3Heca. — CI16: ITurep, 2021. — 384 c.: u.

4. CadpponoB E.B. A3bl KHOEprurueHbI: METOJOJIOTHUYSCKHE W TIPABOBBIC ACIEKTBL —
Mockaa, [Ipocnekr, 2021. — 48 c.

5. Bcecroponnee UCCIIeIOBaHHE poOIeMbI KHOEPIPECTYITHOCTH
https://www.unodc.org/documents/organized-
crime/cybercrime/Cybercrime Study Russian.pdf.

6. llenmynanoB A.A., Cmonuaa A.P. ®opensuka. Teopus ¥ TpakTHKa paccieIoBaHUs
kubeprnpectymienuid. — M.: ['opsiuas muauns — Tenekom. 2020. — 104 c.: wit.

7. KubepbeszonacHocth 1udpoBOl  WHAYCTpUU. Teopus ©  TPaKTUKA
ycToiunBocti K kubOeparakam / Ilog pemakmumerr mpodeccopa PAH,
nokrtopa texnuueckux Hayk JI.II. 3erkapl. — M.: T'opsuas nuHus —
TenekoMm, 2020. — 560 c.: u.

8. Juorenec 0., O3kaiis D. Krnbep0Oe30macHOCTb: cTpaTeruu aTak ¥ 00OOPOHEI /TIep. ¢ aHTJI.
J.A. —M.: IMK Ilpecc, 2020. — 326 c.: un.

9. Ilerpenxko C. KubepycroitunBocts 1nppoBoii 3koHOMHKH. Kak oOecrieuuTsb
0e30macHOCTh U HempepbIBHOCTH Ou3Heca. — CII6: TTutep, 2021. — 384 c.: wi.

10.CadponoB E.B. A3bl KHOECPTUTHEHBI: METOAOJIOTHYECKHE M MPABOBBIC ACIEKTHI. —
Mockaa, [Ipocnekr, 2021. — 48 c.

11.Bcecroponnee UCCIICIOBaHKE po0JIeMbI KHOCPIPECTYITHOCTH
https://www.unodc.org/documents/organized-
crime/cybercrime/Cybercrime Study Russian.pdf.

12.lllenynanoB A.A., Cmomuna A.P. ®opensuka. Teopuss M NpakTUKa paccieIOBaHUs
kubepnpectymiaeHuil. — M.: I'opsiuas nuaust — Tenexom. 2020. — 104 c.: u.

13. Suzanne Widup. Computer Forensics and Digital Investigation with EnCase Forensic v7
(Networking & Communication - OMG). 2014;

14.Brett Shavers, John Bair. Hiding Behind the Keyboard: Uncovering Covert
Communication Methods with Forensic Analysis. 2016.

4.4 dekTpoHHbIE 00pa3oBaTe/bHbIE Pecypchl

DNEeKTPOHHBIN 00pa30BaTENbHBIN pecypc pa3padaThiBaeTCs.
Mocxkosckuii [lonutex nonakimtouen k ObC: FOpaiit, AillluAp u Jlanb
https://mospolytech.ru/obuchauschimsya/biblioteka/

el

4. -bank maHHBIX yrpo3 6e30macHOCTH HHPOPMAIUH (IOCTYITHO IO CCHUIKE:
https://bdu.fstec.ru/);

5. HudopmanmonHoe coodmieHne o pazpadbotke metoaudeckoro nokymenra @CTIK
Poccun «Metoauka onpezeneHust yrpo3 6€30nacHOCTH HHPOpPMAIMK B MHPOPMAIIMOHHBIX
cucremax» ot 9 anpens 2020 r. Ne 240/22/1534

4.5 JIuueH3M0HHOE U CBOOOTHO paclpocTpaHsieMoe IPOrpaMMHoe odecrieyeHue

Jlnsi  BBIMOJNHEHUS J1a0opaTOpHbIX pabOT M CcaMOCTOSTEIbHOM pPabOThl HEOOXOIMMO
cileAyroliee IporpaMMHOe 00ecIieueHHe:


https://www.unodc.org/documents/organized-crime/cybercrime/Cybercrime_Study_Russian.pdf
https://www.unodc.org/documents/organized-crime/cybercrime/Cybercrime_Study_Russian.pdf
https://www.unodc.org/documents/organized-crime/cybercrime/Cybercrime_Study_Russian.pdf
https://www.unodc.org/documents/organized-crime/cybercrime/Cybercrime_Study_Russian.pdf
https://mospolytech.ru/obuchauschimsya/biblioteka/
https://bdu.fstec.ru/
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1. Microsoft Windows.
2. Be6-6paysep, Chrome.

4.6 CoBpemMeHHbIe TPOdeccuoHATIbHBIE 0a3bl JAHHBIX U MH(POPMALIMOHHBbIE
CIIPABOYHbIE CHCTEMBbI

6. CrnpaBounas npaBoBas cucrteMa "Koncynerantllinroc" https://www.consultant.ru/
7. Odwummanshneiii caiit ®CTIK Poccuu https://fstec.ru/
8. O6pazoBarensHas mwiathopma «FOpatimy https.//urait.ru/

5 MarepuajbHO-TeXHHYECKOe o0ecreyeHue

W nexuuoHHble W JabOpaTOpHbIE 3aHATUS MOTYT MPOBOJIUTCS AMCTAHLIMOHHO B (hopmare
onnaifH. [IpemomaBaremto Il MPOBENCHHUS 3aHATHH HEOOXOIUM HOYTOYK C BO3MOXHOCTBHIO
WCITOJIb30BaHUS CepBHCa KOpIopaTuBHOH 1aTdopmbl Microsoft Teams ninu apyrux miatdopm asis
IPOBEJCHUS 3aHATUH, Hampumep, Zoom. Y CTYAEHTOB JOJDKHA OBITh BO3MOXKHOCTH BBIXOJA B
NurtepHer.

6 MeToanyecKue peKoOMeHAAuu

6.1 MeTonnueckne peKOMeHIANH JJIsI MPENOaBaTeNs M0 OPraHNu3aluu
o0yueHust

IIpy mOAroTOBKE K 3aHATHSAM CIELYyeT NpeABAPUTEIbHO MpopaboTaTh MaTepuas 3aHATHUS,
IIPEyCMOTPEB €ro nojady TOYHO B OTBEAEHHOE AJIA 3TOr0 BpeMs 3aHATHA. CiaenyeT MOAroOTOBUTh
HEoOXOIMMbIE MaTepHajbl — TEOPETUUYECKUEe CBeleHUs, 3a1aun u 1p. Ilpu mpoBeneHuM 3aHATHSA
clieZlyeT KOHTPOJIHMPOBAThH M0Jady MaTepuayia U pelleHHe 3aJaHui C yuyeToM y4eOHOTro BpeMEHH,
OTBEACHHOTO IS 3aHATHS.

[Ipu npoBepke paboT U OTYETOB CIIEIYET YUUTHIBATh HE TOJIBKO IPABUILHOCTD BBIITOJIHEHUS
3aJJaHUi, HO U ONTHMAJIbHOCTb BBIOPAHHBIX METOJOB PEIIEHUs, NPAaBUIBHOCTb BBINOJIHEHUS BCEX
€ro 1IaroB..

6.2 MeToanyeckue yKazaHus sl 00y4AKOIUXCHA M0 0CBOCHUIO THCHUIINHbBI

CamocTosTenbHast paboTa CTYIEHTOB IIOMOTaeT MOJYUUTh JOMOJHUTENbHBIE TEOPETHUECKHE
U IPAKTUYECKHE 3HAHUSMHU I10 M3Yy4aeMOM JHMCLUMIUIMHE, Pa3BUBAET CO3HATEIbHOE OTHOLICHUE K
VHTEIJIEKTYaJIbHOMY TPYAY.

B mnpomecce camocrosiTenbHOl padOThI, CTYAEHTHI J0padaThIBAIOT KOHCIEKTHI JIEKLIUH,
rotoBiarcs K AudQepeHnrpoBaHHOMY 3a4eTy, H3Y4YaloT pPEKOMEHJIOBAHHYIO JIMTEPaTypy,
OCYLIECTBJISIIOT MOAOOPKY HOPMAaTHBHO-IIPABOBBIX JIOKYMEHTOB M MPOBOJAT O3HAKOMUTEJIbHBIN
aHaJIN3 C HUMU, TOTOBATCA K JaOOPATOPHBIM paboTaM, BBIIOIHSIOT IOMAIlIHUE 3aJaHHs;

CaMocTosTenbHast paboTa MO3BOJISET 3aKPENUTh U YIIIyOUTh 3HAHMUSI, TOJIyYeHHbBIE BO BpeMs
ayJIMTOPHBIX 3aHATHUH, a TAK)KE U3yUUTh OTJEIbHBIE TEMbI Y4eOHOI MPOrpamMMmBl.

KonTtpons camocTosiTebHON paboThl OpraHu3yeTcs B IBYyX GopMax:

. CaMOKOHTPOJIb M CAMOOLIEHKA CTY/EHTA;


https://www.consultant.ru/
https://fstec.ru/
https://urait.ru/
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. KOHTPOJIb CO CTOPOHBI MIpernoaaBaTesien (TeKyui u TPOMEKyTOUHBIN ).

JlekuuoHHbIE 3aHATHS 0T 00lee MpeACTaBIeHUE 10 U3y4yaeMol TeMe, OCHOBHOW 3HaHUs
CTYZACHT MOJIy4aeT B IPOLIECCE BIMOJIHEHUS Ja0OPaTOPHBIX PA0OT U CaMOCTOSITEIbHON pabOThI.

[IpakTHyeckue 3aHATHA MPOBOAATCS IO HauOojee BaKHBIM TeMaM JUCLUILIUHBI.
OcyuecTBisieTcs 3aKpeIlICeHUE 3HAaHUM, IOJIyYEHHBIX CTYICHTAMHM Ha JIEKUUAX W B IIpOLEcce
camocTosATeNIbHOW paboTel. Oco0oe BHMMaHuE oOpamiaercs Ha pa3BUTHE YMEHMH M HaBBIKOB
YCTQHOBJICHHSI CBSI3U TMOJIOKEHHH TEOpUH C MPOPECCHOHATBHON JEsTeIbHOCThIO OYAyIIero
cnenuanucta no Ub. Hanucanue nabopamopnvix pabom npearnonaraet 6oiee AeTalbHOE H3YYCHUE
HOPMAaTUBHO-IIPaBOBBIX JTOKYMEHTOB, PErJaMEHTUPYIOIIUX ACSITEIbHOCTD 10 3alIUTe HH(OpMALIUH,
B paMKax OINpe/ielIEHHON TEeMAaTUKH, a Takke OOMEH MHEHMSMHU IO IOCTABIEHHBIM 60MPOCAM, B
npoiiecce pazdopa MpOBEPEHHBIX paboT.

JlomaliHuM  3ajlaHueM, 1o OoJblleld YacTH, SBISIETCS IMOATOTOBKA K  CIeXyromei
nabopaTtopHoil pabote. CTyaeHTaM MpeasaraeTcsi BHIIOIHUTH 1M0A00p JIUTEPaTyphl, HOPMATUBHO-
IIPABOBBIX JIOKYMEHTOB, 10 TEMATUKE JIAOOPATOPHON pabOThl, U MPEIBAPUTEIHHOE 03HAKOMIIEHUE C
HUMU.

[Ipn npoBeaenun nabOpaTOpHON pabOTHI TNPENONABATENb GbINOAHAEH, 6 OCHOBHOM,
(YHKIMM BEAYyIIEro - CIEAWUT 3a PErIaMEHTOM BpPEMEHH, IOMOraeT yTOYHUTb (HDOPMYJIUPOBKH,
OTBEYAET Ha BOIPOCHI CTYJIEHTOB, MPOBEPSET BBINOJIHEHHBIE paboThl. Ha crnenyromem 3aHsTHH,
HOJBOJUTCS MTOT TPOBEIEHHONM paloThl, CTyAE€HTaM COOOIIAIOTCA pe3yJbTaThl, BEAETCS
00CyX/IeHUE PaCCMOTPEHHBIX BOIIPOCOB MOABOAUTCS UTOT 3aHATHIO B LIEJIOM.

[To pe3ynpTaTaM BBINOJHEHHS BCEX BUAOB yueOHOH paboThHI, MPEAyCMOTPEHHBIX YUeOHBIM
TUIaHOM  (TIOATOTOBKA KOHCIIEKTOB JIEKIIMH, YCIENIHOE BBINMOJHEHHE JTa0OpaTOpHBIX padorT,
MOArOTOBKA JIOMAILHErO 3aJlaHusl, IPUCYTCTBHE M aKTHBHas paboTa Ha 3aHATHUAX) MO JaHHOU
JUCLUIUIMHE (MOJYJI0), TpenojaBaTelb MOMKET pPAacCMOTPETh BO3MOXKHOCTh IPOCTaBICHHUS
HOJIOKUTEIbHOM OLICHKH Ha Au(PepeHInPOBaHHOM 3a4eTe «ABTOMATOM», IPH 3TOM YUUTBIBAIOTCS
pe3yJIbTaThl TEKYLIEro KOHTPOJS YCIEBAEMOCTH B TEUEHUE ceMecTpa. B ciyuwae, ecim cryaeHT
JUINTEJIBHO OTCYTCTBOBAJl HA 3aHSTHUAX, HE BBINOJIHSUI 3aJaHUSl OH BCE pAaBHO JOIYCKaeTcs 10
Qg QepeHIIMPOBaHHOTO 3a4eTa, HO Ha Ju(QepeHIMpPOBAHHOM 3aueTe, TaKUM CTyJIEHTaM,
IpernojaBaTeslb MOXET 3a/aBaTh J000€ KOJMYECTBO BOMPOCOB IO BCEM TeMaM JaHHOH
JUCIUIUIMHBL (B paMKaX OTBEAEHHOIO BpEMEHH), 1a0bl yOeIUThCS, YTO CTYAEHT CaMOCTOSTEIbHO
OCBOWJI AUCLUIIIUHY.

Texkymmii KOHTPOJb OCYLIECTBISIETCS Ha MPAKTHUYECKUX 3aHATHUSAX, [POMEXYTOUHBIH
KOHTPOJIb OCYIIECTBIISIETCS Ha 3a4éTe B MMCbMEHHOH (YCTHOIT) opme.

7 DoH/ OLIEHOYHBIX CPEeICTB

7.1 MeToabl KOHTPOJISI M OLICHUBAHUS Pe3yJbTATOB 00y4eHHs
B nporiecce 00ydeHust UCTIONB3YIOTCS CIEAYIOIINE OLEHOYHbIE (POPMBI CAMOCTOATEIBHOM

pa6OTI)I CTYACHTOB, OUCHOYHLIC CPCACTBA TCKYIICT'O KOHTPOJIA YCIICBACMOCTHU U ITPOMEIKYTOUYHBIX

aTTeCTalui:
. JIOMAITHUE 3a/IaHUS M UX 3aIIUTa;
. nabopaTopHbIE pabOTHI,

. mudhepeHIIMPOBaHHBIN 3a4eT.
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7.2 lllkana ¥ KPUTEPUHU OLIECHUBAHUS Pe3yJIbTATOB 00y4YeHUsI
[Tokazarenem olieHHBaHHUS KOMIIETEHIMI Ha pa3IMYHBIX ATamax UX (OPMHUPOBAHUS SIBISETCS

JOCTHXKEHHE 00yJaroMMHUCS MJIAHUPYEMBIX Pe3yIbTaTOB O0yUEHUs MO JUCIUILTUHE (MOIYJIIO)

OIIK-1. Cnoco0HOCTb OLICHHBATH POJIb HH(pOpMALHH, HHGOPMALIMOHHBIX TEXHOJIOTHIl H HH()OPMALHOHHOI
0e30IaCHOCTH B COBPEMEHHOM 0011ecTBe, UX 3HAYeHHUe VIS o0ecniedyeHns1 00beKTUBHBIX NOTPeOHOCTeH
JIMYHOCTH, 001[eCTBA H rOCyapcTBa

Kpurtepun onennBanus

IHoka3arenn
2 3 4 5
3HATh: OOyuaronuiics OO0yuaromuiics OO0yuaromuiics OOyuaromuiics
OCHOBHBIE JIEMOHCTPHUPYET IOJTHOE JIEMOHCTPUPYET JIEMOHCTPUPYET | IEMOHCTpHpYeE
TIOHSTHS OTCYTCTBUE 3HAHUN HETIOJIHOE COOTBETCTBHE | YACTUYHOE T IIOJIHOE
UHOOPMATUKY, | OCHOBHBIX MOHATHI 3HAHUH COOTBETCTBHUE COOTBETCTBHE
Ha3HauYeHUE, UH(OPMATHKH, Ha3HAYCHHE, OCHOBHBIX MOHSTHH CJIETYIOIIUX CIIETYOILIX
¢GbyHKIMA 1 (DYHKIMH U CTPYKTYPY HH(POPMATHKH, 3HaHUI: 3HAHUH:
CTPYKTYPY OIIePaLIOHHBIX CUCTEM, Ha3HaueHUE, YHKLIUHA H | OCHOBHBIX OCHOBHBIX
OIEPallMOHHBIX | BBIYUCIHUTENBHBIX CeTeil U CTPYKTYpY TOHSTHH TIOHATHH
CHCTEM, CHCTEM yNpaBJICHUS 0a3aMH | ONEPALMOHHBIX CUCTEM, | MH(GOPMATHKH, nHdopMaTHKH,
BBIYUCIIUTCIIBH JNAaHHBIX. BBIYHMCIIMTELHBIX CETEN Ha3HA4YCHHUC, Ha3HaA4YCHUC,
BIX CETEH U U CUCTEM YIIpaBJIEHUSA byHKIMY 1 GbyHKIMH 1
CHCTEM 0azaMu JaHHBIX. CTPYKTYPY CTPYKTYpY
yIpaBIeHUS Homnyckarorcs OTEPAI[MOHHBIX | ONEepaluOHHBIX
6azamMu JaHHBIX 3HAYNTEJIbHBIE OIMINOKH, | CHCTEM, CHCTEM,
MIPOSIBIISICTCS BBIYHMCIIUTENBHBl | BBIYHUCIUTEIbH
HEeOCTaTOYHOCTh X ceTei u BIX CEeTeH U
3HaHU, 1O PALY CHCTEM CHCTEM
MoKa3arenei, YIIPaBICHUSL yIIpaBIICHUS
oOygaromuiics 0OazaMM JaHHBIX, | O0azamu
UCIIBITHIBACT HO JIONYCKAIOTCs | AaHHBIX,
3HaYUTEIbHBIE HE3HAYUTeNIbHbIE | CBOOOJHO
3aTPYyIHEHHUs IIPU OIINOKH, onepupyer
OIEPUPOBAHUU HETOYHOCTH, npuobpe-
3HaHUAMU ITPU UX 3aTpyAHCHUA TCHHBIMU
nepeHoce Ha HOBbIE npu 3HaHHUSAMHU.
CHUTYaIIH. AHATTUTUYECKIX
oTeparysiXx.
yMeTh: OOGyuaronmuiics He ymeeT win | OOydarommiics OO6yuaronuics OOGyuaronuiics
- Ymeer B HEJIOCTATOYHOMN CTENEHU JIEMOHCTPUPYET JIIEMOHCTPUPYET | JIEMOHCTPUPYE
UCIIOJNIb30BaTh yMeeT UCII0JIb30BaTh HEIOJTHOE COOTBETCTBUE | YaCTUYHOE T IIOJIHOE
NIPOrpaMMHBbIE [IPOrPaMMHBIE U alllIapATHBIE | CIENYOIIMX YMEHUMN: COOTBETCTBHUE COOTBETCTBHE
W anmaparHble | CpeJcTBa MEPCOHAIBHOTO MPUMEHSTH CIIEAYFOLINX CJIETYFOLIUX
cpeacTBa KOMITBIOTEPA. MIPOTrpaMMHBIE U YMEHUIA: YMEHHH:
NIepCOHAJILHOTO anrnapaTHbIEe CpeJICTBA MIPUMEHSTh MPUMEHSATb
KOMIBIOTEPA; MIEPCOHAILHOTO NpPOrPaMMHBIC U | TIPOrpaMMHbIE
KOMIIbIOTEPA. anmaparHble U anraparHble
Hormyckarorcst cpencraa cpencraa
3HAYUTENbHBIC OHMOKH, | MEPCOHAIBHOIO | NEPCOHAIBHOTO
HPOSBIISETCS KOMIIBIOTEPA. KOMIIBIOTEPA.
HELOCTATOYHOCTH VYMmenus CBobOogHO
YMEHHH. OCBOEHBI, HO oIepupyer
JIOILY CKarOTCSL nproOpeTeHHBI
HE3HAUYUTCIIbHBIC MU YMCHUSAMU,
omnoKy, MIPUMEHSIET UX
HETOYHOCTH. B CUTYaIUIX
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MTOBBIIIEHHOU
CJIOYKHOCTH.
BJAJ1€Th: OOyyaromuiics He BIaeeT OOyJarontuiics Bageet OO0yuaroruiics OO6y4aromnuiicst
- HaBBIKAMU WIHA B HEOCTATOYHOM HaBBIKAMH TIOUCKA YaCTUIHO B MTOJTHOM
TTOHCKa CTETICHH BIIAZICCT HABBIKAMH | MH(QOPMAIIH B BIIA/ICCT o0BeMe
nHpOpMAMK B | MMOMCKA HHPOPMALIUH B ri100aTbHOM HaBBIKAMH BIIA/ICET
I00ATEHOM T100aJIbHOM HH(POPMALIHOHHOM CeTH ToucKa HaBBIKAMHU
nHQOPMANMOHH | MH(POPMAIIMOHHON CEeTH WutepHeT u paboThI C nH}poOpMaInH B MOUCKa
oif cetn WurepHer 1 paboThI ¢ oucHbIMU r7100anbHOM uHpopmanuu B
HutepHer u O(HCHBIMU TIPUIIOKCHUSIMU HPUIOKECHUSIMA MH(OPMALIMOHHO | TJI00ANBHOM
paboTsl ¢ (TEKCTOBBIMH MPOLIECCOPaMH, | (TEKCTOBBIMHU it cetn UuTepHer | madopManuoH
O(pUCHBIMH 3JIEKTPOHHBIMHU TAOJIUIIAMH, MpoLEeccopamy, 1 paboTHI C HOM ceTu
MIPUIIOKEHUSIMH | CPEICTBAMH MOATOTOBKH JNEKTPOHHBIMU O0(pUCHBIMH WnTepHeT n
(TeKCTOBBIMU MIPE3CHTAIIHOHHBIX TaOJUIIAMH, CPEICTBAMH | MIPHJIOKCHUAMH | pabOTHI C
mporeccopamu, | matepuano, CYB/] u T.1mw.). TTOITOTOBKH (TeKCTOBBIME oHuCHBIMU
ANEKTPOHHBIMHI TIPE3CHTAI[IOHHBIX IpoIIeccopamu, TIPHUIIOKCHUSIM
TabIUIIaMH, matepuanoB, CYB/] u ANEKTPOHHBIMHU 1 (TEKCTOBBIMH
CpeICcTBaMH T.I.)., JOITyCKAIOTCS TabIUIaMH, TpoIeccopamu,
ITOITOTOBKH 3HAYUTEIbHBIC OIINOKY, | CPEeICTBAMHU 3JIEKTPOHHBIMHI
Mpe3eHTAIOHH MPOSIBIISIETCSI MOJITOTOBKH Tabnuamy,
BIX HEJI0OCTaTOYHOCTh MPE3eHTAllMOHH | CPEICTBAMU
MaTepHaoB, BJIJICHUSI HABBIKAMH. BIX MAaTEPHUAJIOB, | TIOATOTOBKH
CYBJ u T.11.). CYB u T.1m.).. MIPe3eHTAIMOH
Hagbiku HBIX
OCBOCHBI, HO MaTepHAIIOB,
JIOITY CKarOTCst CYbAurTmm).,
HEe3HAYUTENBHBIE | CBOOOIHO
OIINOKH, TIPAMEHSET
HETOYHOCTH, MTOTyYeHHEIE
3aTpyAHEHUS. HaBBIKH B
CUTYyaIHAx
TTOBBIIIICHHOU
CJI0’KHOCTH.

YK-3 Cnoco0HOCTh OPraHM30BBIBATH H PYKOBOOUTH pPadoToOll KOMAaHIbI, BHIPA0ATHIBAs KOMAHIAHYIO

CTpaTeruio it J0CTUKEHUSA MoCTaBJIeHHOI HeJIu;

3Haer:

LIEJIM U 331a4H
KOMAaH/IBI, CBOIO
poJib B
COLIMAILHOM
B3aUMOEUCTBU
U 1 KOMaHJIHOH
pabote ¢
y4eToM
COOCTBEHHBIX
JIMYHBIX U
JCIIOBBIX
Ka4ecTB,
HHTEPECOB

OO0yuaromuiicst He OO0yuaromuiics
3HAeT: JEMOHCTPUPYET HETOJTHOE
LeJIH 1 3a1a4u 3HAHHUE:

KOMaH/bl, CBOIO POJIb B
COLIMAJIILHOM
B3aNMOJIEUCTBUHU U

nenel 1 3agad KOMaH/Ibl,
CBOIO POJIb B COMATEHOM
B3aUMOJIEUCTBUU U

KOMaHTHOH paboTe ¢
Y9eTOM COOCTBEHHBIX
JIMYHBIX U JEJIOBBIX
Ka4yeCcTB, UHTEPECOB
KOMaH/Ibl; BiIajieeT
OCHOBaAMH YIIPABICHUS

KOMaHIHOW paboTe ¢ y4eToM
COOCTBEHHBIX JTUYHBIX U
JETIOBBIX Ka4eCTB, UHTEPECOB
KOMaH/IbI; BJIaJIeeT OCHOBaMH
ynpasiieHus. JlomyckaroTcs
3HAYNTEIBHBIE OLIHOKH,
MPOSIBIISIETCSI
HEJIOCTaTOYHOCTh 3HAHUM, 110

OO0yuaromuiics
JIEMOHCTPUPYET
YaCTUYHOE
3HAHHE

mejei u 3agad
KOMAaH/IbI, CBOIO
poTb B
COLIMAILHOM
B3aUMOJIEUCTBUH
M KOMaHIHOU
paboTe ¢ yueToM
COOCTBEHHBIX
JINYHBIX U
JIETIOBBIX

OO0yuatonuiics
JIEMOHCTPUPYE
T 3HAHUE:
nenei u 3agad
KOMaH/IbI,
CBOIO POJIb B
COLIMAILHOM
B3aUMOJEHNCTB
707871
KOMaHTHOM
pabote ¢
Y4E€TOM
COOCTBEHHBIX
JINYHBIX U
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KOMaH/Ibl; psiy ToKa3areneH, Ka4ecTB, JIETIOBBIX
BJaJeeT 00y4alouiics UCTIBITHIBAET MHTEPECOB Ka4ecTB,
OCHOBaMH 3HAYNTEIIbHBIE 3aTPYAHCHHS KOMaH/1bl; HWHTEPECOB
YIpaBIIeHUS IIpY ONIEPHPOBAHNY 3HAHUSIMU | BIIaJIeeT KOMaH/Ibl;
IIPY UX NIEPEHOCE Ha HOBBIE OCHOBaMH BIIaJCET
CHUTYaIIH. yTIpaBICHNUS. OCHOBaMH
Homyckarores YIPaBJICHUS.
He3HaunTenbHble | CBOOOIHO
OIIMOKH, orepupyer
HETOYHOCTH, MIPUOOPETEHHBI
3aTPpyAHCHUSA TIPpU MU 3HAHUSIMU.
AHAJITUTHYCCKUX
oTeparmsXx.
Ymeer: OO0yuarommiics He OO6yuaromnuiics OO0yuarommiics OO6y4atontuiics
peanu3oBaThb yMeEeT: JEMOHCTPHPYET HETIOTHOE JEMOHCTPUPYET | JEMOHCTPHpPYE
CBOIO POJIb, peannu3oBaTh CBOIO COOTBETCTBHE CJICAYIONINX YaCTHYHOE T TTOJIHOE
MIPOIYKTUBHO poIb, IPOAYKTHBHO YMEHHI: pealn30BaTh CBOIO COOTBETCTBHUE COOTBETCTBHUE
B3aUMOJICHCTBY | B3aUMOJEHCTBYSI C pOJIb, IPOAYKTUBHO CIEAYIOIMMX YMEHMUII:
s C IpyTUMH JpyTUMH 4JIEHaAMU B3aUMOJEHCTBYS C APYTUMU yMeHUi: - peann3oBaTh
YIIeHAMH KOMaH/Ibl. YJIeHaMH KOMaH/Ibl. peanu3oBath CBOIO POJIb,
KOMaH/IbI. JlomyckaroTcsi 3HaUUTENIbHBIE | CBOKO POJIb, MIPOyKTUBHO
OLIMOKH, TIPOSIBIISIETCS MPOJYKTUBHO B3aUMOJEHCTBY
HE/I0CTaTOYHOCTh YMEHHH. B3aUMOJICHCTBYS | S C IPYTUMH
C IpyTUMHU YICHAMH
YWICHAMH KOMAaH/IbI.
KOMAaH/IBI. CBo0oOIHO
YMeHnus onepupyer
OCBOEHBI, HO MIPHOOPETEHHBI
JIOIyCKaroTCs MU YMEHUSIMU,
HC3HAYUTCIIbHBIC MPUMEHACT UX
OLINOKH, B CUTYyallUsAX
HETOYHOCTH. HOBBIIEHHOH
CJIOYKHOCTH.
Baaneer: OOyuaronmiics He OOy4atomntuiicst BiIageer - OObyuaromnmiics OO6yJatontwiicst
- HaBBIKaMH BJIAJICET: - HABBIKAMHU HaBBIKAMU COOJIOJICHUS YaCTHYHO B TIOJTHOM
co0oaeHus COOJIOZICHHS TIPaBUIT IpaBUJI KOMaHIHOH paboTHI; BIIafIceT - obbeme
mpaBuil KOMaH}IHOﬁ pa6OTLI; HC OCO3HACT JIMYHYIO HaBbIKaMHU BJIAACCT -
KOMaHTHOH OCO3HAET JIMYHYIO OTBETCTBEHHOCTb 32 co0uoieHus HaBBIKaMHU
paboTsl; OTBETCTBEHHOCTH 32 PE3yNbTaThI AEATEIBHOCTH U | TPAaBUI coOroieHus
OCO3HaeT pe3yIbTaTh peanuzanuio KOMaH/THOH TIpaBuUIl
JTMYHYIO JIeSITEIbHOCTU | OO0IIEKOMaH/HbIX LIeIeH 1 paboThI; KOMaH/IHOU
OTBETCTBEHHOC | peaM3aIHIo 3ajad., HO JIOITyCKaIOTCs OCO3HaeT paboTsr;
Tb 32 0O0IIIEKOMaHIHbIX 1IeJel | 3HaYMTEeNIbHBIE OIINOKH, JTMYHYIO OCO3HAeT
PE3yIbTaThI W 3a7a4.. MIPOSIBIISCTCS OTBETCTBCHHOCTH | JINYHYIO
JIESITENEHOCTH HEIOCTaTOYHOCTD BIIAJCHUS 3a pe3yabTaThl OTBETCTBEHHOC
U peaTn3aIio HaBBIKaMH. JEATENPHOCTU U | Th 32
00IeKOMaHIH peanuzaruo pe3yNbTaThl
BIX LieNIeH u OOIEKOMaHIHBIX | AEATEIBbHOCTH
3ajad. ueneu u 3agad. U peayin3aIiio
HaBrixku 00IIeKOMaHIH
OCBOCHBI, HO BIX IIeJICH U
JIOTTyCKaroTCA 3ajay..
HE3HAYHUTEIIbHBIC
OIINOKH,
HETOYHOCTH,
3aTpyIHEHUSI.

[[Ixanbl olleHUBaHUS PE3YJIbTATOB IPOMEKYTOUHOM ATTECTALUH U UX ONUCAHUE:
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®opma nNpoMeKYTOYHOM aTTecTanuu: U epeHIMPOBAHHBIN 3a4ET

[IpomexxyTounass arrectamusi oOywaromuxcsi, B (opme auddepeHIUupoBaHHOTO 3adeTa,

IMPOBOOUTCA II0 PE3yJIbTaTaM BbIIIOJIHCHUSA BCEX BHUIOB yqe6H0171 pa6OTI>I, npeayCMOTPCHHBIX

y‘le6HHM IJIaHOM MO JAaHHOW JMCIUIIINHE (MOI[y.]'HO), Ipru 35TOM YUUTBIBAIOTCA PEC3YJIbTATHI

TCKYIICTO KOHTPOJISI YCICBACMOCTH B TCUCHUC CCEMCCTpaA.

00yYaromuMuCs IJIAHUPYEMBIX Pe3yJbTaTOB OOYyYEHHUS IO JUCHUIUIMHE (MOJYJI0) MPOBOAUTCS

npernoaaBaTesieM, BEYIUM 3aHATHs 10 AUCLUILIMHE (MOIYJII0) METO/I0M 3KcrepTHOM oneHKu. [1o
WUTOraM MPOMEKYTOUHOM aTTecTaluy M0 AUCUUIIMHE (MOAYJII0) BBICTABISETCS OLEHKA «OTIMYHOY,

«XOpoHuIo», KyAOBJIETBOPUTCIBbHO» UJIW «HEYAOBJICTBOPUTCIBHO).

IIIxajaa oueHUBaHUS

Onucanmne

OT1in4HO

BrimosnHeHs! Bce BUABI yueOHON pa®oThI, MpeAyCMOTPEHHbBIE YUEOHBIM IIJIAHOM.
CTyZoeHT  JEMOHCTPHPYET  COOTBETCTBHE  3HAHUM, YMCEHHUH, HaBBIKOB
NPUBECHHBIM B Ta0IWIAxX I[OKaszaTeleH, OINepHUpyeT NPHOOPETCHHBIMHU
3HAHUAMH, YMEHUSAMH, HABBIKAMH, IPUMEHAET HX B CHUTyalMsAX IMOBBILICHHON
cioxkHocTd. Ilpm 3TOM MOryT OBITH [OIyIIEHBl HE3HAYUTENbHBIC OIIMOKH,
HETOYHOCTH, 3aTPyAHEHUs NPU aHATUTUYECKHX ONEpalusX, NEPEeHOCe 3HAHUH U
YMEHHUI Ha HOBbIE, HECTAaHAAPTHBIE CUTYalLHUH.

Xopouio

BeimonHeHB! Bce BUABI y9eOHOH pabOTHI, MPEIyCMOTPEHHBIE yUEOHBIM IIIIAHOM.
CTyZIeHT 1eMOHCTPUPYET HETOJIHOe, NPAaBIIBHOE COOTBETCTBUE 3HAHUM, YMEHHH,
HaBBIKOB IPUBEICHHBIM B TaOJHUIAX IOKa3aTeNeH, JIMOO ecli MpH 3TOM ObUIN
JIOMYIIEHBI 2-3 HEeCYIECTBEHHbIE OLIMOKH.

VY 10BIIETBOPUTENBHO

CTyIeHT IEMOHCTPUPYET COOTBETCTBHE 3HAHUH, B KOTOPOM OCBEIIIEHA OCHOBHAS,
HaunboJsiee BakHas 4acTh MaTepualia, HO MPH ATOM JIOMYIIEHA OJ{HA 3HAYUTEIIbHAsL
omnOKa MM HETOYHOCTD.

HeynosneTBopurensHo

He BrmonHeH onuH win Oojee BHIOB y4ueOHOW paboTHI, MpeayCMOTPEHHBIX
yueOHBIM Iu1aHOM. CTYAEHT AEMOHCTPHUPYET HEMOJIHOE COOTBETCTBHE 3HAHHM,
YMEHHH, HaBBIKOB NPHBEICHHBIM B TaOMHIAX IIOKAa3aTeNisiM, MJOIyCKAarOTCS
3HAYNTEIIbHBIEC OMINOKH, MPOSBIIAETCA OTCYTCTBHE 3HAHUI, YMEHHH, HABBIKOB TI0
psmy TIOKa3aTeNel, CTYIEHT WCIBITBIBACT 3HAYNTEIbHBIC 3aTPYOHEHHS IIpU
OINEepPUPOBAHUY 3HAHUSAMH U YMEHUSAMH IIPU UX IEPEHOCE HA HOBBIE CUTYallHU.

7.3 OneHo4HbIe CPeACTBA

7.3.1 IlpuMepHBI CIMCOK BONPOCOB 115 N depeHIIHPOBAHHOIO 3a4eTa

1) HNudopmarnmonHas 6€30MacHOCTh U IPECTYMHOCTh. [[oHATHS KHOEPIIPECTYITHOCTH U
KUOepIpecTyIICHUs

2) ®opmbl TPOTUBOICHCTBHS KHOEPIPECTYITHOCTH.

3) HopmatuBHO-TIpaBOBBIE OCHOBBI HH(OPMAIIMOHHON Oe30macHoCTH B Poccuiickoit

denepaunu

4) MexIyHapoJHOE COTPYIHUYECTBO B OOJIACTH 3alUTH HH()OPMAIIH,
IPOTUBOJCHCTBHS KHOEPIPECTYITHOCTH.

OI_IGHKa CTCIICHU JOCTHXXCHHA
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5) IIpaBoBeie cTpaTerunt 0OPHOBI ¢ KHOEPIPECTYIMHOCTHIO: 0030p MEKIYHAPOIHBIX,
pEruoHaNbHBIX U HAIMOHAIBHBIX MOJEIEH, UX B3aUMOCBSI3b

6) Kubepmnpecryruienus B cucteme Ocodernoit yactu YK PO

7) Ilpecrynnenus B cdepe KOMIBIOTEPHOM HH(pOpMALMU: XapaKTEPUCTUKA COCTABOB

8) VYroioBHas OTBETCTBEHHOCTH 32 KHOSPIIPECTYIUICHUS B 3apyOekKHBIX CTpaHaX

9) TunuuHble cIOCOObI COBEPILICHUS KHOEpIPECTYIICHUI

10) MeTtoab! COKpBITHS aBTOPCTBA MIPECTYIUIEHUS B ceTu MHTepHeT

11) Atpubynus kubeparak. [loHsaTHEe HCTOYHUKA elcTBHIA B ceTH MHTEpHET. MeToabl
aTpUOyIIMH UCTOYHUKA KuOepaTak

12) I[lonarue noka3aTensCcTs B LuppoBoM Buje. MicTouHnkH cOopa J0Ka3aTesIbCTB B
uudpoBoM BUJIE.

13) MeToab! KOMIIBIOTEPHO-TEXHUYECKUX IKCIIEPTU3, UX IPABOBBIE OCHOBBI.

14) PaccnienoBanue kubepnpecTyrieHud. ' ocy1apcTBEeHHbIE OPTaHbl, OCYIIECTBIISIONINE
paccienoBaHue KubepnpecTyIuieHuil. MexxyHapoaHOe COTPYIHHUYECTBO B
paccienoBaHUN KHOEePIPECTYIUICHUH.

15) MammHHOe 00y4eHHe U UCKYCCTBEHHBIN MHTEIJICKT: HOBbIE PUCKU
MH(OPMaLIMOHHON OE€30MaCHOCTH.

[Tpumep Ounera.

MUHHUCTEPCTBO HAYKHU U BBICILIET'O OBPA3OBAHMS POCCUMCKOM GEJEPALINN
®EJIEPAJIbHOE T'OCYJAPCTBEHHOE ABTOHOMHOE OBPA30OBATEJILHOE YUPEXIEHUE
BBICIIIEI'O OFPA3OBAHUSI
«MOCKOBCKHWM NOJIUTEXHUYECKUI YHUBEPCUTET»
(MOCKOBCKMH MMOJIUTEX)

Kypc «IIpoTuBonelicTBrue KubeprnpecTymnHOCTH»
3auer

buner Ne_

Nudopmanmonnas 6e30macHOCTh W MPECTYNHOCTh. [IOHATHA KUOEPIPECTYIMHOCTH H
KHOepIpecTyIUICHUS.

[IpaBoBbIe cTpateruu OOpbOBI C KHUOEPHPECTYMHOCTHIO: 0030p MEXKIYHAPOIHBIX,
PETHOHANBHBIX U HAITMOHATBHBIX MOJIENICH, X B3aMOCBS3b
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