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1 He.]'ll/l, 3a/lavYi U IVIAHUPYEMBIC PE3YyJabTaTbl Oﬁy‘leHI/Iﬂ o AMCOMIIJINHE

K ocHOBHBIM LiesIM OCBOCHMS AMCUUIUINHBI «[IporpaMmHoO-anmnapaTHble CpeicTBa 3allUThI
nH(pOpMaIUM CIIETyeT OTHECTH:

. O3HAaKOMJICHHE CTYJCHTOB C COBPEMEHHBIMH IPOTPaMMHO-aNMapaTHEIMU
CpEeICTBaMH 3aIIUTHI HHPOPMALIUU B KOMIIBIOTEPHBIX CUCTEMAX;

. OBJIAJICHUE METOJaMU peIIeHHs 3afad MpPOrpaMMHO-AaNMapaTHOW  3aIlUThI
UHpOpPMAIINH.

K ocHOBHBIM 3a71auaM OCBOCHHS TUCHUTILTUHBI «I[porpaMMHo-anmmapaTHbie CpeICcTBa 3aUThI
uH(pOpMaIMK» CIeIyeT OTHECTH:

. o0ydYeHHe CTYJIEHTOB COBPEMEHHBIM METOJaM IPOrPaMMHO-AIMAPAaTHON 3alUThI
uHbOopMaIuy;

. npuoOpereHre Mpo(ecCHOHATBHON KOMIIETEHTHOCTH B IPOrPAaMMHO-ANIapaTHBIX
Cpe/CTBax 3alUThl HH(pOpMAIINY;

. YMEHHE OpHEHTHUPOBATHCS B TPOAYKTaX W TEHACHIMSIX PAa3BUTHA CPEICTB
POrpaMMHO-aNIapaTHOM 3alIUThl HHPOPMAIIMOHHBIX TEXHOJIOTHH.

B pesynpraTe ocBoenus nucuuiuinHbl «lIporpaMMHoO-anmapaTHble CpeAcTBa  3aIlUThI
uHpOpMAIU) y OOyJaroImuxcs (GOPMHUPYIOTCS CIEAYIONUE KOMIIETEHIIMM W JIOJDKHBI OBITh
JOCTUTHYTHI CIEAYIOLIUE Pe3yibTaThl OOyueHUs Kak dSTan (OPMUPOBAHHUS COOTBETCTBYIOLINX
KOMIIETCHIINH:

I[IK - 1. Crmoco0OeH BBHIMOMHATH Pa0OTHI MO YCTAaHOBKE, HACTPOWKE WM OOCITYKWBAHUIO
NPOTPaMMHBIX, HPOTPAMMHO-ANMNApPaTHBIX (B TOM YHCJIEC KPUNTOrpaUYecKUX) M TEXHHYCCKUX
CPEZCTB 3alIUTHl HH(OPMAIIHH;

3HATh:

- BO3MOXHBIC JEHCTBHSI TIPOTUBHUKA, HANpaBICHHBIE HA HApPyIICHHE IIOJUTHKA
Oe30macHOCTH UH(pOpMAIIHH;

- HauboJee ys3BUMBIC IS aTaK MPOTUBHHUKA 3JIEMEHTHI KOMITBIOTEPHBIX CHCTEM;

MEXaHU3MBbI PEIICHHS THUIIOBBIX 3a/1a4 MPOTPaMMHO-AIIapaTHOW 3alIUThl HH(POPMAIIHH;

YMETh:

-aHaJIM3UPOBATh MEXAaHU3MbI peaM3alliil POTPAMMHO-AMIAPATHBIX METOJOB 3allUThI
KOHKPETHBIX OOBEKTOB U MPOLIECCOB VIS PEUICHUs TPOPEeCCHOHATIBHBIX 3a/ay;

-IIPUMEHATH MITaTHBIE CPECTBA MPOTPAMMHO-AIIIAPATHON 3alIUTHI M CIICUAN3UPOBAHHBIC
IPOAYKTHI JJISl pEIICHUS TUIIOBBIX 33/1a4;

-KBATH(UITUPOBAHHO ~ OIICHWBaTh 00JacTh TNPUMEHEHUS KOHKPETHBIX MEXaHHU3MOB
POrPaMMHO-AIIAPATHON 3alIUTHl HHPOPMAIUH;

-HCITIOJIb30BATh alllapaTHhIE ¥ TIPOTPaMMHBIE CPEJICTBA 3alUTH HHPOPMAIIUH TIPU PEIICHUN
NPaKTUYECKUX 3a/1a4.

- OpraHMU30BaTh €T0 BHEAPECHHE U MOCIIEAYIOIIEee COMTPOBOKICHNUE;

- BBITIOJIHATH pabOoTHI 10 yCTaHOBKE, HACTPOHKE M 00CITYKUBAHHUIO TPOrPAMMHO-AIIAPATHBIX
CPEZCTB 3alIUTHl HH(OPMAIIHH;

BJIAJICTh:

- HaBBIKAMHM OKCIDTyaTanmud (B 4YacTH, Kacalollecs pasrpaHHyYeHHs JOCTYIIa,
ayTeHTH(UKaWU 1 ayuTa) 06a3 JaHHBIX, JOKAJIBHBIX KOMIIBIOTEPHBIX CETEH, MPOrPaMMHBIX CUCTEM
¢ yueTroM TpeboBaHMi 10 oOecreueHrn0 HHPOPMAIIMOHHON O€30ITacCHOCTH.

OIIK-6 CnocobeH mpu pemeHur Tpo(PEecCHOHANBHBIX 3a/lad OPraHW30BBIBATH 3AIIUTY
HH(bOpMaL[I/IPI OTpaHUYCHHOI'0 AOCTyIa B COOTBCTCTBUMU C HOPMATUBHBIMH IIPABOBBIMU AKTaAMWU,



HOPMAaTUBHBIMU MW  MCTOAWYCCKUMHU JOKYMCHTaAMH d)ez[epanLHoﬁ

CITYKOBI

Poccuiickoit @enepanuu, GenepanbHoii CIyKObI IO TEXHUYECKOMY U 3KCIIOPTHOMY KOHTPOITIO:

YMETB:

- AIMUHUCTPUPOBATH IIOACUCTCMEL HH(I)OpMaHHOHHOfI 0e30macHOCTH 00BEKTa 3allluThI,

BIaJCTh.

- HaBBIKAMHM aJMUHUCTPUPOBAHMUA (B 4YAaCTH, KacaloIlelcs pa3rpaHUYeHUs JOCTyTa,
ayTeHTU(UKAINK U ayuTa) 0a3 TaHHBIX, JIOKATHHBIX KOMITBIOTEPHBIX CETEH, POTPAMMHBIX CHCTEM

C yueToM TpeOoBaHHMii 1o obecrieueHn 0 HHPOPMAIMOHHON O€30MaCHOCTH.

OOyuenue no mucuuiuinHe ««IIporpammHo-anmnapaTHble CpPeACTBA 3aILUTHl UH(OPMAIMN»

HaIpasJIeHO Ha (opMUpoBaHUe y 00YUAIONIMXCSI CIESAYIOMNX KOMIICTESHITHH:

Koa v HaumMeHoBaHHe KOMIIETEHIINA

NuaukaTopbl 10CTHKEHUST KOMIIETEHIMU

K -1

HACTPOWKE U 0OCITY)KUBAHHIO TPOTPAMMHBIX,
MPOrPaMMHO-AMIAPATHBIX (B TOM YHUCIIe
KpUNTOTPaPUIECKUX ) U TEXHUUECKUX
CpPEZCTB 3alIUThl HH(OPMAIIHH;

OIIK-6

denepanbHOM CITYKOBI 110 TEXHHUYECKOMY U
AKCIIOPTHOMY KOHTPOJIIO

Crioco6eH BBIMOTHATH paboTHI 110 YCTaHOBKE,

CrniocobeH npu pereHuH npodeccuoHaIbHBIX
3aJa4 OPraHU30BHIBATh 3aUIUTY WH(POPMAIUN
OTPaHUYEHHOTO JIOCTYIla B COOTBETCTBHM C

HOPMAaTUBHBIMHU MPaBOBBIMU aKTaMH,
HOPMaTUBHBIMHU n METOINYCCKUMU
JNIOKYMEHTaMHU denepanbHON CITyKOBbI
6esomacHoct  Poccmiickoit  Depepanum,

UIIK-1.1. 3HaeT COBpPEMEHHBIE  BHUbI
uH(GOPMALIMOHHOTO B3aMOJEUCTBHUSA "
00CITy)KMBaHWs, TPUHIUNBI W METOIBI

MPOTUBOJICUCTBHUSI HECAHKIIMOHUPOBAHHOMY
nH(OpMaAITMOHHOMY BO3JICHCTBUIO Ha
BBIYMCIIUTENIbHBIE CETH U CUCTEMBI Ilepeaadn
nH(pOopMaIu, OCHOBHBIC 3a/1a4l U TIOHITHS
Kkpunrorpaduu, TpeOoBaHus K muUppaMm U
OCHOBHBIE€ XapaKTEPUCTUKHU MHUDPOB, MOICITH
muPpOB M MaTeMaTHYECKHE METOIbI UX
WCCICOBAHUS,  NPUHIMIBI  MMOCTPOCHUS
KpUnTorpaguueckux alropuTMoB;

HIIK-1.2. Vmeer HCIIOJI30BaTh u
HacTpauBaTh MIporpaMMHO-anmnapaTHbIe
cpeAcTBa 3amMThl MHGOPMAIUH, MPOBOJUTH
aHaJIM3 ITOKa3aTeIed KauecTBa CETEN U CUCTEM
CBSI3U

NIIK-1.3. Brageer HaBbIKaMu IO YCTaHOBKE,
HACTpOIKe U 00CITy’)KMBaHHUIO POTPaMMHBIX,
MPOrPaMMHO-AMIAPATHBIX M TEXHUYECKUX
CPE/ICTB 3alIUThl UHPOPMAIIUH.

HNOIIK-6.1 3HaeT 3am[UTHBIE MEXAaHU3MBI U
cpeacTBa obecrneyeHus 0€e30I1acHOCTH
OTICPAIIMOHHBIX CHUCTEM, OCHOBHBIC BUJIBI
ITOJTUTHK YIPABJICHUS JOCTYTIOM n
WH(POPMAITMOHHBIMU MMOTOKaMH B
KOMITBIOTEPHBIX ~ CHCTEMAX, OPTraHHU3aLUI0
pabOThI ¥ HOPMATHBHBIE aKTHI U CTAHAAPTHI IT0
JTUICH3UPOBAHUIO JAESITETLHOCTH B 00JIACTH
oOecriedeHHsl  3aIUThl  T'OCYJAapCTBEHHOMN
TalHBI, TEXHUYECKOMN 3aIUThI
KOH(UICHINATLHOW HH()OPMAIIHH,

OCHOBBI OpPTraHH3allMOHHOTO M TPaBOBOTO
o0ecreyeHus MH(POPMAIMOHHOM
0€30MacHOCTH, OCHOBHBIE  HOPMAaTHBHBIC

MIPaBOBBIC aKThI B 00JaCTH OOeCTIeYeHUs
nH(bOpMallMOHHON 6€30MaCHOCTH;

0€e30IMacHOCTH




HOIIK-6.2. Ymeer IIOJIE30BaThCS
HOPMAaTUBHBIMH JOKYMEHTaMHU B 00JIacTu
WH(POPMAITMOHHOW 0€30MMaCHOCTH;
NOIIK-6.3. Brnangeer HaBbIkKamMu pabOThI C
HOPMATHUBHBIMH ITPABOBBIMH aKTAMHU

2 MecTO TUCHUMILIHHBI B CTPYKTYpe 00pa30BaTe/IbHO MPOrpaMMbl

JucuumuinHa «IIporpaMMHo-annapaTHbIE CpeCTBa 3allUThl HH(MOPMALMH » OTHOCUTCS K
YHUCIly MPOPECCHOHATBHBIX YUeOHBIX JUCHUIUINH 00s13aTenbHOoM yacTu nukia (b1.1) ocHoBHOM
o0Opa3oBaTenbHOI mporpammbl 6akanaBpuata (b1.1.42).

W3ydenue TUCHMIUIMHBI OIIMPAETCs Ha 3HAHUS, YMEHHS U HaBBIKU, IPHOOPETCHHBIC B
NPEIECTBYIOUINX AUCHUILTHHAX: «OCHOBBI HH(pOpMAIMOHHOM Oe3omacHocThy, «OcHoBBI MK,
«Kpunrorpadudeckne METObI 3aUTH HH)OPMAIII.

3 CTpykTypa u coiep:KaHue TUCUUIIINHBI

OO0miass TPyIOEMKOCTh JUCIHIUIMHBI COCTaBiIsieT 4 3a4eTHBIX €IUHUIBL, T.e. 144
aKaJeMUIeCKHX yacoB (JIeKIuK — 4 yaca, 1abopaTopHbIe 3aHITHS — 68 Yac, CaMOCTOsTeNIbHAS padoTa
- 72 yacosB, (hopmMa KOHTPOJISI — IK3aMEH) B 5 ceMecTpe.

CrpykTypa W cofepkaHue AUCHHUIUIMHBI «lIporpamMmHo-anmapaTHble CpPEICTBA 3allUThI
uHbOpMaIMK» TI0 CPOKAM U BUJAM pabOTHI OTPAXKEHBI B MPHUIOKECHUU.

3.1 Buabl yueOHOI padOThI M TPYA0EMKOCTh
(o popmam oOyueHus)

3.1.1 Ouynas ¢popma oOydeHus

Ne Cemectpsl
n/m Buj yue6Hoii paGoThI KOJ:;:?)SBO Cemectp Henens
CCMCCTpa
1 | AyauTopHbIe 3aHATHS 72 5 1-18
B ToMm uucne:
1.1 | Jleknuu 4 5 1-2
1.2 | CeMuHapckue/mpakTUYECKUEe 3aHATUS - - -
1.3 | JlaGopaTopHbIe 3aHATHS 68 5 3-18
2 | CamocTosiTenbHas1 padoTa 72
B ToMm uncrne:
2.1 | CPC 72 5 1-18
3 | IlIpoMexyTOYHASI ATTECTALUSA - 5 6-17
DK3aMeH 5 ITo
paCIIHICAHHIO
Hroro 144

3.2 TemMaTuyeCKuil IJIAH U3yYEeHHUS TUCUMIIJINHBI
(o popmam oOyueHHs)




3.2.1 Ounas popma o0ydeHus

n/n

Pa3nennl/TeMbl
JUCIHUILINHBI

TpyroeMkocThb, yac

Bcero

AyauTopHasi padora

Jlek
1005051

MPAKTU4YC bIC

3aHATUA A

Cemunap | JlaGop | ITpakr
CKue/ | aTOpH | M4ecka

A

CKHC 3aHATH | IOATOT

OBKa

Camoc
TOsITE
JbHas
padoT

CamocrosiTeapHas padoTa

Pa3paboTtka monmuTukm
UH(POPMALIMOHHOM O€30MaCHOCTH.
MeTo1010THst TIOTUTHKH
0€30MacHOCTH KOMITBIOTEPHBIX
cucteM. OCHOBHBIE TIOJIOKEHHUS
MOJUTUKN UHPOPMALTMOHHON
Oe3omacHOCTH. JKU3HEHHBIN UK
HOJUTUKU Oe30macHOCTH. [IpuHIHITBI
TOJIUTHKH 0€30I1aCHOCTH.

1.2

Pa3paboTtka monutuku
nH(pOpMaITMOHHOM 0€30MacHOCTH
KOMITBIOTEPHOU CHCTEMBL.

1.3

PazpaboTka moaenu yrpos
KOMIIBIOTEPHOM CUCTEMBL.

1.4

OO0bexTsl yrpo3. Knaccudukanus

yIpo3 Mo crnoco0y UX OCYIIECTBICHUS.

Knaccudukanus 00beKTOB yrpo3.
QOyHKIIMOHAIBHAS MOJIEITb CHCTEMBI
3amuThl. CocTaB ¥ Ha3HAYEHUE
(GyHKIMOHATBHBIX 6J10KOB. OCHOBHBIE
TPyl MEXaHU3MOB 3aIlUTHI.
OyHKIMOHATBHAS MOJICITH.
PexomeHnanmm o oTAeTbHBIM
YPOBHSIM (DYHKIITHOHAJIHOW MOJIEITH.

1.5

I[I/ICKpE?III/IOHHLIe U MaHOAaTHBIC
MOICIIN.

1.6

Cucrema 3amuThl ”HGOPMALIUU OT
HECaHKIIMOHUPOBAHHOTO JOCTYTIa
«CTPAX NT». YcraHoBka u cHATHE

C3U. 3amkHyTas nporpamMmHasi cpesa.

1.7

Cucrema 3aiuTsl ”HPOPMALUU OT
HECaHKLIMOHMPOBAHHOI'O JOCTyIa
«CTPAX NT». Ynpasnenue
HOJIb30BATEISIMU. YUYET HOCUTEINIEH U
KOHTPOJIb YCTPOMCTB.

1.8

[ToHsTHE TOCTYyMa © MOHHTOPA
oeszomacHoctr. O0eceyeHme
I‘apaHTI/II\/'I BBITIOJIHCHUS ITOJIMTUKHU
Oe3omacHOCTH. MeTo10I0r st
POCKTHUPOBAHHUS TAPAHTUPOBAHHO




samuieHHbix KC. Merog renepanuu
M30JJMPOBAHHON MPOTrPaMMHOM CPEJIbl.

1.9

Huckpennonubie Mojenu. Moaenb
AJIEIIT-50. [TaTumepuoe
MPOCTPAHCTBO OE30MACHOCTH
XaprcroHa. ManznaTtHast MOJEb.
Mogens bemna-Jlamanyna. Ilepsoe
npaBwio Mojienu bemna-Jlananyna.
Bropoe npasuiio moaenu bea-
Jlanagyna. Onucanue MOJCIIH.

1.10

WNnentudukarus 1 ayTeHTHQUKAIIS.
OCHOBHbIE IOHATHS U
kinaccudukanus. [Ipocrast
ayTeHTHUUKausI. AyTeHTH(PUKAIIHAS
Ha OCHOBE MHOTOPAa30BBIX ITAPOJICH.
AyTeHTH(HKAIHI HA OCHOBE
OJIHOPA30BBIX ITAPOJIEH.
AyTeHTH(HKAIMI HA OCHOBE
ceptudukaToB. buomerpudeckas
UAeHTU(DUKAIUS U Ay TCHTH(UKAIIHS
10JIB30BATENIEH.

Crporas ayreHTU(DHUKAIIHS.
[IpoToKOIBI ayTeHTUDHUKAIIIH C
CUMMETPHUYHBIMU aITOPUTMaMHU
mudpoBanus. [IpoTokonsl,
OCHOBaHHBIE Ha UCIOJIb30BaHUU
OJIHOHAITPABJICHHBIX KIIFOYEBBIX X3III-
GyHKui. AyTeHTUDUKALMS C
UCIIOJIb30BAHUEM aCUMMETPHUYHBIX
QITOPUTMOB IIU(PPOBAHMUS.
AyTeHTH(UKaLKs, OCHOBAHHAs HA
UCIIOJIb30BaHUH LIU(POBOI MOAMUCH.
[IpoTokosbl ayTeHTU(PHUKALUY C
HYJIEBOU Ilepeadyeii 3HaYCHU M.
VYnpoieHHas cxeMa ayTeHTU()UKAUN
C HYJIEBOM Ilepelayeii 3HaHUM.
[TapannensHas cxema
ayTeHTH(UKALINYU C HYJIEBOU
nepeaadel 3HaHui.

1.12

[Iporokon uaeHTHPUKAIUN U
ayrentudukamuu B OC Windows

1.13

[IpoTokon uaeHTUGUKAMY U
ayreHTudukaruu B8 OC Windows .
[Iporokon ayrentudukanuu Kerberos.
CoxpaHHOCTb NapoJIel y4EeTHBIX
3anuceil. Windows. 3amuTa naposiei.
Kpaxxa SAM-¢aiina. 3axBar
npusmieruit. Copoc naposis. Banom
BTOPUYHBIX napoJieil. Cucrema
pasrpanudenus gocryna OC LINUX.
B03MOXHOCTH CTaHAAPTHOMN CUCTEMBI
pasrpannuenus gocryna OC Linux.
HepocTatku cTaHgapTHON CHCTEMBI




pasrpannyenus goctyna OC Linux.
Bo3morkHOCTH Hanbosee U3BECTHBIX
CPEICTB COBEPIIECHCTBOBAHMUS
pasrpaamdenus goctyna OC Linux.

[IpoTtokon ayrenTuduranuu Kerberos.

n

AN

Cucrema pasrpannuenus gocryna OC
LINUX.

N

B~

1.16

3amuTa ¢aitioBoil cUCTEMBI
Windows. Pa3pemenns ans daitnos u
nanok. [ludpyromas daitnosas
cucrema (EFS) Encrypting File
System. TexHomorust muQppoBaHus.
Boccranosnenue nannsix. [Iporecc
ummdposanus. [Ipomecc
nermudpupoBanus. [Iporece
BOCCTaHOBJEHUA. B3aumopaencTeue
daiinoBoit cuctemsl 3amuThl NTFS u
3alUTHI pecypca o0IIero A0cTymna
(Sharing). TunoBsie 3a1aun
aJMUHHUCTPUPOBAHUSI.
AJMUHUCTPUPOBAHKE JUCKOB B
Windows. CxoacTBa u pa3inuuus
mexay Disk Management u Disk
Administrator.

[Mudpyromas daiinosas cucrema
(EFS) Encrypting File System.

1.18

3ammra daitoBoit cuctembr OS
Linux. ®aiinosas cuctema OS Linux .
OcHoBHBIE KOHIICTIHH (DaiToBON
cucreMsl. Bupryansnasa daiinosas
Cucrema (VFES). ®aiinoBbie cucTeMbl
EXT2 (The Second Extended File
System).

JlabopaTopHblie padoThl

YcTaHOBKA IPOTPaAaMMHOTO KOMITICKCa
ViPNet Administrator 4.x.Co3nanue
CTPYKTYPHI 3aIUIICHHON CETH

2.2

Hacrpoiika pe3epBHOTO KOMMPOBaHHUS
JIAHHBIX U BOCCTAHOBJICHHE JaHHBIX B
[1O ViPNet Administrator.
PasBepTriBanue pabouero mecra
IIOMOIITHHUKA I''IaBHOI'O
aJIMHHHCTpATOpa.

23

Monuduxarys 3amuIEeHHON CETH.
Komnpomeranusi.

24

Hacrpoiika monmutuk 6€30macHOCTH B
ViPNet PolicyManager. YcranoBka
ViPNet Coordinator B kauecTBe
MEKCETEBOT'O IILTF03a

2.5

[IepBoHavanbHas HACTPOUKa
MEXCETEBOI0 B3aUMOJCHCTBHSL.
Moaudukammsi MeXCEeTeBOTO
B3aMOJICUCTBUSL.
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2.6 | Hactpoiika TOKadbHBIX U TPAH3UTHBIX 4 4
buIbTpPOB OTKpHITOM ceTu. HacTpoiika
(GUIBTPOB 3aIIMIIICHHON CETH.

2.7 | HacTpoiika TpaHCTSIIUU apECOB 4 4
(NAT). TyunenupoBanue B ViPNet
Coordinator.

2.8 | ViPNetClient 4 — VPN u 4 4

IIEPCOHAJIbHBIN CETEBOM IKPaH.
Kpunronposaitnep ViPNetCSP.

2.9 | Pabota ¢ mpuIOKEHUSIMH 4 4

2.10 | YcraHoBKa U MHUIIMATU3ALIMS 2 2
koMmruiekca «Cobonby. Hactpotika
00IINX MapaMeTpoB.

2.11 | Hactpoiika 1 3KCIuTyaTauus 4 4
KomIuiekca «Co6omby.

2.12 | YcTa"HoBKa ¥ MHULIMATU3AIAS 4 4

komIuiekca «Secret Net 5.0-C».
Hactpoiika 06mux nmapameTpoB.

2.13 | YopaBineHue pexumamMu BX0a B 4 4
cUCTEMY. YTIPaBIICHUE
HEepCOHATbHBIMU UACHTU(DUKATOPAMHU

I10JIb30BATENIEH.

2.14 | Ynopasnenue ycTpoilcTBamu B Secret 4 4
Net 5.0.

2.15 | IlomHOMOYHOE pa3rpaHUUuCHUE 4 4
noctyna B Secret Net 5.0.

2.16 | KoHTposb LIETOCTHOCTH U 3aMKHYTast 4 4
nporpammHas cpeaa B Secret Net 5.0

2.17 | lIudpoanue daiino B Secret Net 4 4
5.0.

3 Jleknuu

3.1 | IlpuHuun GpyHKIMOHUPOBAHUS 2 2

samumennon cetu ViPNet.
Apxutextypa ViPNet Administrator
4.x. Monudukanus 3amuieHHon
CETH U HACTPOMKA MOJUTUK
0€30MacHOCTH Ha y3Jax.
Monudukaryst 3aUIEHHON CETH U
HACTPOIiKa MOTUTHK OE30MMaCHOCTH Ha
y3J1ax.

3.2 Pa6ora ¢ ViPNet Coordinator for 2 2
Windows. ViPNetClient.

Hroro | 144 4 68 72

3.3 Conepxxanme Q1M CHUILTHHBI

Temal. IloHsiTHe NMOJUTHKH 0€30MACHOCTH NPH NPOrPAMMHO-ANNAPATHON 3aliuTe
uHopMmanum.

Pa3paboTka monmuTHKM WHGOPMAIMOHHOW OE€30MaCHOCTH. METO0JIOTHS  TIOJUTUKH
0€30MaCHOCTH KOMIBIOTEPHBIX CUCTeM. OCHOBHBIC TOJIOKEHUS TOJUTHUKH HH()OPMAITMOHHON
6e3onacHOCTH. JKU3HEHHBINH UK MOJUTUKH Oe30macHOCTH. [TpuHIUIBI TOMUTHKN 0€30aCHOCTH.
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Tema 2. ApaneKTypa CHUCTEMBbI nporpaMMﬂo-annapaTﬂoifl 3alllMThI.

OO0bekThl yrpo3. Kimaccudukamnus yrpos mo crnoco0y mux ocymectsieHus. Kinaccudukarms
00BekTOB yrpo3. DyHKIMOHANBbHAs MOAENb CcUCTeMbl 3amuThl. CocTaB H Ha3HA4YCHHE
(YHKIIMOHAIBHBIX O0J0KOB. OCHOBHBIE TPYIIBl MEXaHU3MOB 3aIlUThl. DYHKIIMOHAIbHAST MOJAECIb.
PexomeHmaImu mo oTaeIbHBIM YPOBHSAM (DYHKIIMOHATLHON MOJICIIH.

Tema 3. MoaeJsib KOMIIBIOTEPHOI CHCTEMBI.

[Tonstne noctynma M MoHHMTOpa Oe3omacHocTH. OOecrieyeHHe TapaHTUH BBIOJHEHHUS
NOJUTUKN ©0€30MacHOCTH. MeTof00Tusl MPOEKTUPOBAHUS TapaHTHpPOBaHHO 3amuineHHbIX KC.
Mertoa remepanuu U30JIMPOBAHHOM TPOrpaMMHOI CpeJibl.

Tema 4. Moaesim THIIOBBIX NMOJHTHK 0€30MACHOCTH KOMIIBIOTEPHBIX CPEACTB 3allUThI
uHopMmanum.

Huckpernronnsie moaenu. Moaens AJIEIIT-50. [TsaTumepHOe MpOCTPaHCTBO OE30MACHOCTH
Xaprcrona. ManaatHas Mojaens. Moaens bemna-Jlamagyna. IlepBoe mpaBwio moxaenu bemna-
Jlananyna. Bropoe npasuio mozenu bemnna-Jlanagyna. Onucanue Moaeny.

Tema 5. IIporpaMMHoO-anmapaTHble CpeACTBa MACHTH(PUKANUM H ayTeHTH(UKANHUU
10J1b30BaTeJICH.

Unentuduxamms u ayreHTugukanus. OcHOBHbIe MOHATUS U Kiaccuduxanus. I[Ipocras
ayreHTH(UKanus. AyTeHTH(UKAIUS Ha OCHOBE MHOTOPA30BBIX Mapoiieil. AyTeHTH(HKaIMs Ha
OCHOBE OJIHOPA30BbIX Mapojeil. AyTeHTHUdUKAIMs Ha OCHOBe cepTudukaToB. buoMerpuyeckas
UICHTU(QUKAIMA U ayTeHTU(UKAIUS T10JIb30BaTeNeH.

Crporas ayrentudukanus. [Iporokossl ayTeHTUGUKALNN C CAMMETPUYHBIMU aITOPUTMaMU
mudpoBanus. [IpoToOKOIBI, OCHOBaHHBIE Ha MCIIOIB30BAaHUM OJTHOHANPABICHHBIX KJIFOUEBBIX X3III-
byHkuii. AyTteHTHduUKanus ¢ HUCHOJIb30BAaHUEM ACHMMETPHUYHBIX aJITOPUTMOB MIM(PPOBAHUS.
AyTeHTH(UKaIMA, OCHOBAaHHAs Ha UCIOJb30BaHUM LUPoOBO moanucu. IIpoTokossl
ayTeHTU(UKAITIH C HYJICBOM Nepeadeii 3HaueHU. Y TIpoIleHHAs cXeMa ayTCHTH(UKAIINY C HYJICBOU
nepenayeil 3Hanuil. IlapamnenpHas cxema ayTeHTH(UKAIUMU C HYJIEBOM Iepenavyeld 3HAHHMA.
NHuppacTpyKTypa OTKPBITBIX KITIOUYEH.

Tema 6. Mexanu3sm uaeHtTupukanuu u ayrenrupuxkanmu B OC. Pasrpannyenue
AocTymna.

[Ipotokon wuaeHtudpukamuu u ayreHtupukammn B OC  Windows . IIportokon
ayteHTudukaruu Kerberos. CoxpaHHocTh maposeit yueTHbix 3anuceir. Windows. 3ammura naposei.
Kpaxxa SAM-gaiina. 3axBar npusmieruii. Copoc maposns. B3nom Bropuunbix maposeid. Cucrema
pasrpanndenusa noctyna OC LINUX. B03MOXHOCTH CTaHIZAPTHOW CHCTEMBI pa3rpaHUYCHHS
noctyna OC Linux. HenmocraTku craHmapTHOM cuctembl pasrpanuueHus goctyna OC Linux.
Bo3moxHOCTH Hanbosee M3BECTHBIX CPEICTB COBEPLICHCTBOBaHMs pasrpaHudeHus aoctyna OC
Linux.

Tema 7. 3amura ¢aiinosoii cucremsl B OC.
3ammra QaiinoBoit cucrembl Windows. Pazpemenus mist ¢aitnoB u manok. Hudpyromas

daiinoBas cucrema (EFS) Encrypting File System. Texnomorust mmdpoBanus. BoccranoBienne
nansbix. [Ipomecc mmdpoanus. Ilpouecc aemmdpupoBanus. Ilpomecc BoccTaHOBIEHHS.
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Bsaumoneticteue daitnoboii cucreMsl 3amuThl NTFS u 3amutsr pecypcea obmrero gocrymna (Sharing).
TunoBble 3aayu agMUHUCTPUPOBaHUA. AIMUHUCTpUpoBaHue auckoB B Windows. CxoacTtBa u
paszmuuns Mexy Disk Management u Disk Administrator. 3anura ¢aiinoBoit cuctemsr OS Linux.
@aiinosas cuctema OS Linux. OcHoBHbIE KOHLIENIUH (ailioBoii cucteMmbl. BuptyansHas @aiinosas
Cucrema (VES). ®aitnoseie cucrembl EXT2 (The Second Extended File System).

3.4 TemaTuka CeMUHAPCKUX/MIPAKTHYCCKUX U J1a00PaTOPHBIX 3aHATHI

3.4.1. JlabopaTopHbIe 3aHATHS

Jlaboparopnasi pa6ora 1. YcranoBka nporpamMmmHoro komiiekca ViPNet Administrator
4.x.Co3gaHue CTPYKTYphl 3alIUILEHHON CETH.

JlaGopaTopnas padora 2. HacTpoiika pe3epBHOTO KONMMPOBAHUS JaHHBIX K BOCCTAHOBJICHUE
nanHbix B I1O ViPNet Administrator. Pa3BepTsiBanue pabodero Mecrta MOMOIIHMKA TJIaBHOT'O
aJIMHUHHCTpATOpA.

JlaGopaTopHas padora 3. Moaudukaius 3amuiieHHoi cetu. Kommnpomeranusi.

JlabopaTropnasi pabdora 4. Hactpoiika monutuk O6e3zomacHoctd B ViPNet PolicyManager.
VYcranoBka ViPNet Coordinator B kauecTBe MEKCETEBOTO ILTI03a

JlaGopaTtopnasi pabdora 5. [lepBoHauasiibHasi HACTPOWKA MEXKCETEBOIO B3aMMOJICHCTBUA.
Monudukarysi MeKCETEBOTO B3aUMOICHCTBUSI.

JlabopaTropHnasi pab6ora 6. HacTpoiika JOKaJIBHBIX U TPAH3UTHBIX (PHIIBTPOB OTKPHITOM CETH.
Hactpoiika ¢puibTpoB 3alMIIEHHON CETH.

JlabopaTropuasi padora 7. Hactpoiika Tpancmsmuu aapecoB (NAT). TynnenupoBanue B
ViPNet Coordinator.

Jlabopatopnasi padora 8. ViPNetClient 4 — VPN u mepcoHambHBI CETEBOW SKpaH.
Kpunronpogaiinep ViPNetCSP.

JlabopaTropHnasi padora 9. PaGota ¢ npuioxeHusIMHu

JlaGopaTtopnass pabGora 10. VYcranoBka u uHUIMaTM3anus Komruiekca «CoOomby.
Hacrpoiika o0mux mapameTpos.

JlaGopaTopHas pa6ora 11. Hactpoiika u skcrutyaranust komriekca «Co0omby.

JlaGoparopnas padora 12. YcraHoBka u nHuUIManu3anus komiiekca «Secret Net 5.0-Cy.
Hactpoiika o0mux napameTpos.

JlaGopaTtopnas pabora 13. VYmpapieHue pexumMaMHu BXOJa B CHCTEMY. YTpaBJIEHUE
MEPCOHATBHBIMU HICHTU(UKATOPAMH TIOJTB30BATENICH.

JlaGopatopnas padora 14. Ynpasienue yctpoiictBamu B Secret Net 5.0.

JlaGopaTopHas padora 15. [lonHomMouHOE pasrpannueHue gocryna B Secret Net 5.0.

JlaGopaTtopnas paGora 16. KoHTpOb LIETOCTHOCTH M 3aMKHYyTasi IporpaMMHas cpelia B
Secret Net 5.0

JlabopaTropHnasi padora 17. [lludposanue ¢aiinos B Secret Net 5.0.

3.5 Temarnka KypcoOBBIX IPOEKTOB (KypCOBBIX padoT)

KypcoBoe npoekTupoBanue 1o JaHHON AMCHUIUIMHE Y4eOHBIM IIJJaAHOM HE 3aIUIaHUPOBAHO.

4 Y4eOHO-MeTOAMYECKOE 1 MHPOPMALMOHHOE o0ecneyeHne

4.1 Hopmatusnblie 1oKyMeHTbI 1 'OCTb1
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[Iporpamma cocraBieHa B cOoOTBeTCTBUM ¢  DepepanbHbIM  ToCydapCTBEHHBIM
00pa3oBaTeNIbHBIM CTAHJAPTOM BBICILIET0 0Opa30BaHMs MO HAINPABJICHUIO MOJArOTOBKU OakallaBpOB
10.03.01 «MudopmarmonHas 6€30MaCHOCTHY.

IIpodeccronanpHble CTaHAAPTHI:

06.032 Crneunanuct mo O€30MaCHOCTH KOMIBIOTEPHBIX CUCTEM U CETEH. YTBEpXKIEH
IpuKa3oM MuHHCTEPCTBA TpyJa U conuanbHoi 3amuThl PO ot 14.09.2022 Ne 533H;

06.033 Criermnanuct 1o 3anmre HHPOPMAIUY B aBTOMATU3UPOBAHHBIX CHCTEMaX. Y TBEPK/ICH
prKa30oM MUHUCTEPCTBA TpyAa U colranbHOM 3amuThl PO ot 14.09.2022 1. Ne 525h).

4.2 OcHoBHasi JIMTEpaTypa

1) Mapmaxkos, JI. B. [IporpaMmMmHo-amnmapaTHbie CpeCTBa 3aUTH HHGOPMAITUH :
yuebHoe nocooue / JI.B. Mapmaxkos, I.B. @arxu ; JIoHCKOH TOCyJapCTBEHHbIM TEXHUYECKUN
yHuBepcutet. Pocros-na-Jlony: AI'TY, 2021. - 228 c. - ISBN 978-5-7890-1878-1 — TekcrT :
ANIEeKTPOHHBIH // JIaHb : 3NeKTpoHHO-0nbIoTeunas cuctema. — URL:
https://reader.lanbook.com/book/237770 (mata obpamenus: 01.09.2023). — Pexxum moctyna: as
aBTOPU3. IIOJIb30BATEIICH.

2) bynerués, I'. I'. [IporpammHo-amnmapaTHbie CpeICTBA 3aIUTHl HH()OPMAITUH :
yaeOHo-MeTonudeckoe nmocodue / I'. I'. Bynerués. — Mocksa : PTY MUPDA, 2022 — Yacts 1 —
2022. — ISBN 978-5-7339-1652-1. — Tekct : anekTpoHHbI# // JIaHb : 371eKTpOHHO-O0UOIMOTeUHAS
cuctema. — URL: https://e.lanbook.com/book/310781 (nara o6pamenus: 01.09.2023). — Pexum
JOCTyma: ISl aBTOPU3. MOJIb30BaTENEH.

3) Bynbrués, I'. I'. [IporpammHo-amnmapaTHbIE CpeICTBA 3aIUTHI HHPOPMAIUH :
yueObHo-meToanueckoe nocoodwue / I'. I'. bynsrués. — Mocksa : PTY MUPDA, 2022 — Yactp 2 —
2022. — ISBN 978-5-7339-1653-8. — TexkcT : anekTpoHHbIH // JIaHb : 3eKTpOHHO-ONOIuOTeUHAS
cucrtema. — URL: https://e.lanbook.com/book/310784 (mata o6pamenus: 01.09.2023). — Pexxum
JIOCTYTIA: JIIs1 aBTOPU3. TIOJIb30BaTEIIECH.

4.3 JlonoiHATEIbHASA JIUTEPATYPA

1) ['opnos, A.Il. ABTOMaTU3UpOBaHHAS CUCTEMA OIIEHKU A((EKTUBHOCTH
IpOrpaMMHO-aNnapaTHbIX cpeAcTB 3auuThl nHpopmarmu / A.I1. Topnos, M.1O. Prrtos, J[.A.
JIvicoB // ABTOMaTH3a1IMsI K MOJICTTMPOBAHNE B MPOSKTUPOBAHUH U yrpaBiieHnn . — 2019. — No 2,
— C. 25-32. — ISSN 2658-6436. — TekcT : 5eKTpoHHbIH // JIaHb : 3IeKTpOHHO-ONOIHOTEeUHAs
cucrema. — URL: https://e.lanbook.com/journal/issue/311268 (mara obpamenus: 01.09.2023). —
Pexwum nocTyma: st aBTOpU3. MOJIb30BATEIIEH. .

2) Kwmypog, /1. b. [IporpamMmHo-anmapaTHbie CpeACTBA 3aUTUTH HHPOPMAIIUH :
yuebnoe nocoodue / /1. b. Kmypos, C. B. Kykos. — Camapa : Camapckuii yausepcuret, 2022, —
ISBN 978-5-7883-1799-1. — Tekcr : aneKkTpoHHBIN // JIaHb : 3IEKTPOHHO-OMOINOTEYHAS CHCTEMA.
— URL: https://e.lanbook.com/book/336515 (mara obpamenus: 01.09.2023). — Pexxum goctymna:
JUISl aBTOPH3. TOJIB30BATEIIEH.

3) Bytun, A. A. IlporpamMmmHo-anmnapaTHbie CpeICTBA 3aIUTHI HHGOPMALIUK : ydeOHOe
nocobue / A. A. byrun, H. U. I'myxos, C. Y. HockoB. — 2-e u3x., mepepad. u nom. — MpKyTCK :
NpI'YIIC, 2022. — 92 ¢. — TekcT : 3neKTpoHHbIN // JIaHb : 351eKTpOHHO-O010INOTEeYHas cUCTEMA.
— URL: https://e.lanbook.com/book/342113 (nara obpamenus: 01.09.2023). — Pexxum gocryma:
JUTSL aBTOPHU3. MOJIb30BATENICH.

4.4 JjieKTpOHHBIE 00pa3oBaTe/IbHbIE PeCYPChI
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1. ®enopor H.B. . [IporpammHo-anmapaTHbie CpeAcTBa 3alIUTH HHPOPMALIUH.
OneKkTpoHHBINH 00pa3zoBaTenbHbIi pecypc. MockoBckuii [Tonutex, 2020-
https://Ims.mospolytech.ru/course/view.php?1d=495

2. Secret Net Studio https://www.securitycode.ru/products/secret-net-studio/

3. Infotecs https://infotecs.ru/products/filter/type-is-33/apply/

4.5 JInneH3N0OHHOE U CBOOOHO PACIIPOCTPaHsieMOe MPOrpaMMHOe
o0ecreyenue

ITO «ViPNet Administrator 4»

OnextpoHHbIi 3aMok "Coboip".

Cucrema 3amutsl "Secret Net Studio".

ITAK 3ammmiennoro xpanenust unpopmanun «Cekpetr Ocoboro Haznauenus»
Kommnexc cpencts 3amutel uHpopmanmu ot HCJ «Axkopa—AM/I3»

ITAK 3amuTsl ”HPOPMALUU OT HECAHKIIMOHUPOBAHHOTO JIOCTYTIA
«AKKOP/I-Win64» (Bepcus 5.0).

ANl o e

4.6 CoBpemeHHbIe TPpo(eccHOHANbHBIE 0a3bl JaHHBIX M HH(POPMAIlHOHHBIE
CIPaBOYHbIE CHCTEMBI

JlokanbHBI  HayyHO-00pa30BaTEeNbHBIA KOMIUIEKC 1O jaucuuminHe "IIporpamMmmHO-
amnmapaTHas 3amurta naHpopmanuu.

5 MarepuajabHO-TEXHHYECKOE o0ecrevueHne

Jlis mpoBeneHUS BCEX BHJIOB 3aHATHNA HEOOXOAWMO MPE3CHTAMOHHOE O0OpYI0BaHHE

(MyJBTUMEIMUHBIN TTPOCKTOP, SKpaH) — | KOMIUIEKT.
Jns  mpoBeneHus: 1a00paTOPHBIX 3aHATHI HEOOXOIUMO HAIMYME KOMIBIOTEPHBIX KJIACCOB

000pYyIOBaHHBIX COBPEMEHHOW BBIYHCIUTEIBHOW TEXHUKOW W3 pacueTa OJHO paboyee MECTO Ha
OJIHOTO 00y4aeMoro.
6 MeToauvecKkue peKoMeHIaluu

6.1 MeToauyecKkue peKOMeHIAMH sl IPenoaBaTeJisi 10 OPraHu3alun
00y4eHus

1. Ilpu mOATroTOBKE K 3aHATUSAM CIIEAYET MpEeABAPUTEIHHO MPOpadoTaTh MaTepHall 3aHsTHS,
MPEeAyCMOTPEB €ro MoJlayy TOYHO B OTBEACHHOE JUIsl 3TOTO BpeMsi 3aHsTHs. ClenyeT NoAroTOBUTh
HEoOXO0MMbIe MaTepuajbl — TEOPETUYECKUE CBEACHUS, 3a1auu U Ap. [Ipu mpoBeneHuu 3aHATHA
ClelyeT KOHTPOJIMPOBATh MOJa4y MaTepualia U pellieHHe 3aJaHuii C y4eTOM y4eOHOro BPEMEHH,
OTBEACHHOTO JIJISl 3aHSTHS.

2. Tlpu mpoBepke pabOT W OTYETOB CJEAYyeT YYHUTHIBATH HE TOJHKO NPABHILHOCTH
BBIMIOJTHEHMsI 3aJaHuil, HO M ONTUMAJIbHOCTh BBHIOPAHHBIX METOJOB pEIICHUS, NPABUIBLHOCTH
BBITIOJIHEHUSI BCEX €r0 I11aroB.

6.2 MeToan4yeckue YKa3aHus JJisl 00y4AIOUIUXCHA M0 OCBOCHUIO TUCHUIINHbBI
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N3yyeHne TUCIUIUIMHBI OCYIECTBIISIETCA B CTPOIOM COOTBETCTBUU C 1IEJIEBOI YCTaHOBKOM B
TECHON B3aUMOCBS3M y4eOHbIM MIaHOM. OCHOBON TEOPETUYECKON M MPAaKTUYECKOW MOJArOTOBKU
CTYZCHTOB SIBJISIFOTCS JIEKIIUH U JTA00OPATOPHBIE PAOOTHI.

B mpouecce caMocTosTENbHONM pPabOThl CTYIEHTHI 3aKPEIUISIOT U YIUIyOJsIOT 3HaHMA,
MIOJlyYE€HHBIE BO BpEMs ayJUTOPHBIX 3aHATHI, TOTOBATCA K SK3aMEHY, a TaKXXE CaMOCTOATEIbHO
U3Yy4aloT OT/EIbHbIE TeMbl y4EeOHOM MPOrpaMMBl.

7 DoH/I OLICHOYHBIX CPEIACTB
7.1 MeToabl KOHTPOJISI M OLICHUBAHUS Pe3yJbTATOB 00y4eHHs

B nporecce oOydeHUsT UCTIONB3YIOTCS CICAYIONIME OIICHOYHBIE (POPMBI CaMOCTOSITEIIbHON
paboThl CTY/ICHTOB, OLICHOYHBIE CPEACTBA TEKYIIETO0 KOHTPOJS yCIEBAEMOCTH U MPOMEXKYTOUHBIX
aTTEeCTaIlUuU:

- TpoBeleHUE Ta0OpPaTOpHBIX pPabOT (MPAaKTHUYECKUX 3aHITHA C HCIOJIIb30BAHUEM
CIICHITEXHUKH) M MX 3aIUTa;

- CaMOCTOSITEIIbHAS MTOATOTOBKA U MPOBEICHUE NPE3CHTALMI 10 TEMaM JUCLUUILINHBL,

- DK3aMCH.

7.2 lllkana u KPpUTEPUN OLIEHUBAHUS Pe3yJIbTATOB 00y4eHM sl
dopMa IpOMEKYTOYHON aTTECTALUU: SK3aMEH.

[To uToram nmpomMexyTOUHOM aTTECTAMU MO IUCHUIUIMHE (MOIYJIIO) BBICTaBJISETCS OILICHKA
«OTIIMYHO», «XOPOLIO», «YIAOBJIETBOPUTEIBHO» WU «HEYIOBIETBOPUTEIBLHO.

Ixana oueHuBaHudA Onucanue

BeimonHensl Bce BHIbl y4eOHOW paboOThl, NpeayCMOTPEHHbIE
y4eOHbIM Tu1aHOM. CTYAEHT JEMOHCTPUPYET COOTBETCTBHE 3HAHHM,
YMEHHMM, HaBBIKOB IIPUBEJIEHHBIM B Ta0JMLAX IOKa3aTesel,
0 onepupyer NpUOOPETEHHBIMU 3HAHUSMHU, YMEHHUSIMH, HaBbIKaMH,
TAHO NPUMEHSET UX B CUTYalUsAX MOBBIIEHHON cioxkHocTu. [lpu sToM
MOTYT OBITh JOIYIIEHBl HE3HAUYMUTEJIbHbIE OIMIMOKH, HETOYHOCTH,
3aTpyJHEHUS IIPH AHAUTUYECKHUX ONEpalusax, EPeHOCe 3HAHUN U

YMGHI/Iﬁ Ha HOBBIC, HCCTAHAAPTHBIC CUTyalluU.

BeimonmHeHsl Bce BUABI  y4eOHOUW pabOTHI, TPETyCMOTPEHHBIC
y4eOHBIM T1aHOM. CTYJIEHT JEMOHCTPUPYET HEMOJIHOE, IPABUILHOE
Xoporio COOTBETCTBUE 3HAHHM, YMEHUI, HABBIKOB MTPUBEICHHBIM B Ta0JIAIIaX
nokasarenei, nubo ecnu TMpu ATOM ObUIM JOMyLIEHBl 2-3
HECYIIIECTBEHHBIE OLTUOKHU.

Boimonnensl Bce BUIbl  yueOHOW palbOTHI, MpPeayCMOTPEHHBIE
Y A0BNETBOPUTENBHO | yueOHBIM M1aHOM. CTyIEeHT IEeMOHCTPUPYET COOTBETCTBUE 3HAHUIA,
B KOTOPOM OCBEIIIEHAa OCHOBHas, HanboJiee BaskHas 4aCTh MaTepuarna,
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HO HOpHU 3STOM J[JONIIyHICHAa OAJHA 3HAa4YUTCIIbHAas omunbOKa WIx
HCTOYHOCTbD.

HeynosnersopurenbHo

He BemonmHeHn onuH win  Ooyiee BUIOB y4uyeOHOW paboTHI,
MPEeIyCMOTPCHHBIX y4eOHBIM IUIaHOM. CTYJIEHT JIEMOHCTPHPYET
HETIOJTHOE COOTBETCTBUE 3HAHUH, YMEHUH, HABBIKOB IIPUBEJICHHBIM B
TaONMUIAX TIOKa3aTeNied, JOMyCKAITCS 3HAYUTENIBbHBIC OIIHMOKH,
MIPOSIBIISIETCS.  OTCYTCTBUE 3HAHUM, YMEHUH, HABBIKOB IO psAy
HOKa3aTCHeﬁ, CTYILCHT HUCIIBITBIBACT 3HAUYHUTCIIBHBLIC BanyIIHCHI/IH
IIpY ONEPUPOBAHUU 3HAHUAMU U YMECHUSAMH IIPU HUX IIEPEHOCE Ha
HOBEIC CI/ITyaHI/II/I.

7.3 O eHOYHBbIE CpeaCcTBA

OrneHouHBIE CpeNICTBA AJIs TEKYIIEeH aTTecTalun

KoMmnbrorepHoe TecTupoBanue.

OI_IeHOLIHHe cpeacrTBa Ajist HpOMG)KyTO‘IHOﬁ aTTCCTallunu

IK3aMeEH.

Crmcok BOIIPOCOB IJIA 9K3aMCHA 1O JUCIHUIIIINHE

XNANRE DD =

9.
10.

KomnproTepHast cuctema kak 00BEKT 3auThl HH(pOpMaIH

[TonsiTue yrpo3s! nHpopMmairoHHoi 6ezonacuoctu B KC

Knaccudukanus n o0mwii ananu3 yrpo3 nahpopmannoHHon 6e3omacaocta B KC
Cayuaiinblie yrpo3sl nHpopMmaoHHo# 6ezonacHoctu KC

[Ipennamepennsie yrpo3bl nHpopMaroHHo#i 6ezonmacnoctu KC

Pa3paboTtka nonuTtrku nHpopmanoHHo# 6ezonacuoctu KC

MeTomonorust NOIUTUKHA O€30MaCHOCTH KOMIBIOTEPHBIX CUCTEM

OcHOBHBIE TIOJI0KEHUS TOIUTUKU HHPOpMaLmoHHoi 6e3onacHocTr KC
Kuznennsrit ik noautuku 6e3omacHoctu KC

@OyHKIMOHANIbHAs MOJIENb CUCcTeMbI 3alUThl. COCcTaB M Ha3HAYEHHE

(GyHKIIMOHATIBHBIX OJIOKOB

11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.

23.

[TonsiTve qOoCcTyma U MOHUTOPA OE30MACHOCTH

Metononorust MpOeKTUPOBAHUS FapaHTHUPOBAHHO 3amuieHHbIX KC

Meron renepanuu U30JIMPOBAHHON IPOTPAMMHOM CPEJIbl

Mogens AJIETIT-50

[TaTumMepHOE MPOCTPAHCTBO 0€30MaCHOCTH XapTCTOHA

ManpaaTHasg MOJIENb TOCTyIa

Mogens bemna-Jlananyna

WNnentudukanus u ayreHTrduKanys. OCHOBHBIC MIOHSATHUS U KJIacCU(DHUKAIIHS
[Ipocras ayrenTudukanus

DnekTpoHHbIH 3aMok "CoboJp"

buomerpuueckas naeHTuGUKAIMSA U ayTeHTUPHUKAIUS TOJIb30BaTeNIeH
Crporas ayreHTUUKALINA

[IpoTokobl ayTeHTH(PHUKAIIUU C CHMMETPUUYHBIMH aITOPUTMaMU MIH(PPOBAHUS




24.

byHKIUI

25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.
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HpOTOKOJ'II)I, OCHOBAHHBIC HA UCITIOJIb30BAHUH OJJHOHAIIPABJICHHBIX KIIFOYCBBIX XOII-

AyTeHTH(HKAIHS C UCTIOJIb30BAaHHEM aCHMMETPUYHBIX aITOPUTMOB UG POBAHHS
AyTeHTH(UKaLMs, OCHOBAHHAs HA UCIOJIb30BaHUM LIU(POBOM HoaNHCH
[IpoTokoibl ayTeHTUPUKALIMK C HYJICBOU mepenadeii 3HaueHu i

VYnpouieHHas cxeMa ayTeHTU(UKALUK ¢ HyJIeBOM mepenadyei 3HaHuH
[MapaynenbHas cxema ayTeHTH(DHUKAIMY ¢ HYJICBOH mepeaadeii 3HaHuH

[Ipotokon ayrentuduxanuu Kerberos

[Iportokon naentudukanmm u ayrearupukamun B OC Windows

CoxpaHHOCTb ITapOJIeH YUETHBIX 3alUCEn

3amura naGopmanyu B (aitmosoii cucteme NTFS

HIudpyromas ¢aitnosas cuctema (EFS) Encrypting File System
BzaumonetictBue daitnoBoit cuctemsl 3anmuthl NTFS 1 3anmuTst pecypcea o61iero

noctyna (Sharing)

36.
37.
38.
39.
40.
41.
42.
43.
44.
45.
46.

AnMuHUCTpUpOBaHHE AUCKOB B Windows

Windows : 3ammura naposneit

Bo3MoskHOCTH cTaHAapTHOM cucTeMbl pazrpannueHus gocryna OC Linux
Cucrema LIDS

dopmar cepTH(PHUKATOB OTKPHITHIX Kitodei X.509
NudpacTpykTypa OTKPBITHIX KIIOUSH

Teopernueckre MPUHIMITBI TOCTPOSHUSI OMOMETPUIECKUX CUCTEM
BekTop mapameTpoB Ipu aHaJINU3€ PYKOIMCHOTO MOYepKa

3amuTa Ha ypoBHE pacupenuii BIOS

3anmTa Ha ypOBHE 3arpy34MKOB ONEPALIMOHHON CUCTEMBbI
Ceprudukar OTKpBITHIX Kitodel X.509

[Tpumep Ounera.

KomMmnerotepHoe TeCTHpOBaHHE.
AyTeHTH(UKALNA C UCIIOIB30BaHUEM aCUMMETPUYHBIX QJIFOPUTMOB IIU(PPOBAHMUS.
[IpakTuueckas HacTpoika MPOrpaMMHO-aNNapaTHBIX CPEACTB 3aILUTHI.



