[loKyMeHT NoAnucaH NpocToit 3NeKTPOHHOM NOAMUCHI0
WUHdopmaumsa o Bnagenbue:

OMO: Makcumos Anexceit bopUMEIIMCTEPCTBO HAYKU Y BBICIIIEIO OBPABOBAHUSI POCCUMCKON ®EJIEPALINU

LlomkrocTs: AMpeKigp A AR TR PR S RAIE R RS RH B FOMHOE OBPA3OBATEJIBHOE YUPEJIEHHE BBICIIETO OBPA30BAHIS
[arta nognucanus: 16.06.2026 10:24:26

Vinkanoinii nporpavmisii nios: < VIOCKOBCKHM MOJIMTEXHUYECKUN YHUBEPCUTET»
8db180d1a3f02ac9e60521a5672742735¢18b1d6 (MOCKOBCKHH NNOJIATEX)

dakynbTeT HHPOPMAITMOHHBIX TEXHOJIOTUI

VTBEPA A
Hexan (axynsTeTa

«HHbOPMALHOHHBIX TEXHONOIHE

—_—

_,_E%—E?,L_i—* /LT esuon /

o AW r;i__zfﬁ;.:m‘.. 2026 T,

PABOYASA NIPOT'PAMMA JUCHUIIJIMHBI
«be3onacHoCTh onepanuoOHHBIX cucTeM Linux»
Hanpasnenne noaroroBku
10.05.03 «MupopmannonHas 6e301aCHOCT, ABTOMATH3MPOBAHHBIX CHCTEM)

[Ipoduib
«be30macHOCTb OTKPBITHIX HH(POPMALHOHHBIX CHCTEM)

KBanuduxamms
Crnenuanuct no 3amure nHGpopmManun

®opmbl 00yueHust
Ounas

Mocksa, 2026 r.



Pa3paGorunk(mn):

[Ipenonasatens /T.®. umynun/

CornacoBano: Vi
3apenyromnuii kapeapoit «MapopManmonHast 6€30MacHOCThY /fUZLM ~  W.B. Kanyukuit



Conep:xkanue
1 Lenu, 3amaun ¥ TUIAHUPYEMBIE Pe3yIbTaThl O0YUYEHH 10 AUCHUIUINHE 4
2 MecTo AUCUMIIIUHBI B CTPYKTYype 00pa3oBaTesIbHOM nporpaMmsl 4
3 CtpyKTypa u coliepKaHue NUCIUIIMHBL 4
3.1 Bunel yueOHOI paboThl M Tpy10EMKOCTh 4
3.2 TemaTudeckuil TIaH U3yYEeHUS JUCHUILIMHBI 6
33 ConepsxaHue TUCHUILITUHBL 7
3.4  Temarnka CEMUHApPCKHUX/TIPAKTHUYCCKUX U JAOOPATOPHBIX 3aHATUN 7
3.5  Temaruka KypcoBbIX IPOEKTOB (KypCOBBIX paboT) 7
4 Y4eOHo-MeToan4YecKkoe U nHpopMalroHHoe odecrieueHue 7
4.1 Hopmatushublie nokymeHTsl 1 ['OCTHI 7
4.2 OcHoBHas nuTeparypa 7
4.3 JlononHuTenpHas tuTepaTypa 7
4.4 DneKTpOHHBIE 00pa30BaTENbHBIC PECYPCHI 8
4.5  JluueH3noHHOE U CBOOOJHO pacHpocTpaHsieMoe MPOrpaMMHOE 00ecrieYeHIE 8
4.6  CoBpemeHHble npodeccuoHaIbHbIe 0a3bl JAHHBIX U HH(OPMALMOHHBIE CIIPABOYHbBIE
CHCTEMBI 8
5 MarepuanbHO-TeXHHYECKOE oOecrieueHne &
6 MeTtoauueckue peKkoMeH1aluu 8
6.1 MeTtoauueckie peKkOMEHAaluU AJIs IPeroAaBaTesis o OpraHu3auy o0yueHus: §
6.2  Meroanueckue yKazaHus JJisi 00y4arolUXCsl IO OCBOCHUIO TUCIUIUIUHBI §
7 @DoH/] OLICHOYHBIX CPEACTB 9
7.1 MeTo bl KOHTPOJIS U OLICHUBAHUS pe3yIbTaToB oOydeHus 9
7.2 lllkana v KpUTEpUH OIECHUBAHMS PE3yJIbTaTOB O0y4YeHUsT 9
7.3 OueHouHble CpeacTBa9



4

1 ]_Ie.]'[l/l, 3alavi U IVIAHUPYEMBIC PE3YyJIbTaTbl oﬁyqunﬂ o TMCIOMIIJIMHE

Heabo npenoaaBanus AUCHUILIUHBI SABISETCS (POPMUPOBAHUE Y CTYAECHTOB 3HaHUH B 00JacTu
0€30macHOCTH OTepalMOHHBIX cucTeM Linux.
3ajaum npenogaBaHus IUCLUIINHBL
® u3yuyeHHE NPUHIMIIOB OPraHU3alUU HH(OPMAIMOHHBIX CHCTEM B COOTBETCTBHU C
TpeOOBaHUSAMU 10 3aIUTe UHPOPMALIHH;
® OCBOGHHME METOJIOB, CIIOCOOOB M CPEACTB pa3BepThIBAHUA, KOHQUIYpUPOBAHMSI
BBIUMCIINTENIbHBIE CETH, HACTPAWBAHUS MOJIMTHKU 0€30MacHOCTH PaCHpOCTPAHEHHBIX
OIEPALMOHHBIX CUCTEM, a TAKXKE JIOKAJIbHBIX BBIUYMCIUTEIbHBIX CETEH, MOCTPOSCHHBIX
Ha UX OCHOBE, MPUMEHEHHsI OTEYECTBEHHBIX M 3apyOeXHBIX CTAaHAAPTOB B OOJIACTH
KPUNTOTrpapUUECKUX METOJ0B KOMIIBIOTEPHOM 0€30IacHOCTH Ul MPOEKTUPOBAHUS,
pa3pabOTKU M OILIEHKH 3aLIUIEHHOCTH KOMIIBIOTEPHBIX CUCTEM;
® U3ydYeHHE TUIOBBIX KPUNITOTrPa()UIECKUX alITOPUTMOB.
B pesynbrare OCBOGHMS JUCHUIUIMHBI «be30MacHOCTh OMNEPalMOHHBIX cHUcTeM Linux» y
oOyyaromuxcs (HOpPMUPYIOTCS CIEIYIOIIUE KOMIIETCHIMM M JOJDKHBI OBITh JTOCTUTHYTHI
CJIeyIOLIe pe3yabTaThl 00yueHHsI Kak 3Tan (OpMUPOBAaHMS COOTBETCTBYIOIIMX KOMIETEHIIUH:
3HATh:
- NPUHLUIOBl OpPraHU3ald HMH(POPMALMOHHBIX CHCTEM B COOTBETCTBUU C TPEeOOBAHUSAMH IO
3ammTe HWH(OpManuMH, KpunrTorpaduvYeckue CTaHAapThl W KaK HUX HCIOJb30BaTh B
UH(QOPMALIMOHHBIX CUCTEMAX;
YMETh!
- pa3BepThIBaTh, KOH(PUIYPHPOBATH U HACTPAUBATh BBIYUCIUTEIbHBIE CETH, (OPMYJINPOBATH U
HACTpauBaTh MOJUTUKY O€30MaCHOCTH PACHpPOCTPAHEHHBIX OINEPAllMOHHBIX CHUCTEM, a TaKkKe
JIOKaJIbHBIX BBIYHUCIIUTENIBHBIX CETEH, IOCTPOCHHBIX HA UX OCHOBE, IPUMEHAITh OTEUECTBEHHBIE U
3apyOexHble CTaHIapThl B  00JACTH  KpUNTOrpapUUeCKUX METOJOB  KOMIIBIOTEPHOU
0€30I1aCHOCTH JAJIsl NPOEKTUPOBAHMs, pa3pabOTKM M OLEHKHM 3alMIIEHHOCTH KOMIIBIOTEPHBIX
CHUCTEM,;
BJIAJICTh:
- HaBBIKAMH UCTIOJIb30BAHUS TUIIOBBIX KPUITOTPAPHUECKUX AITOPHUTMOB.

OOyuenue mo aucuuiuinHe «be30macHOCTh OINMEpalMOHHBIX CHCTeM Linux» HampaBieHO Ha
(dhopMupoBaHHe y 00YUYAIOUINXCS CIETYIONIMX KOMICTSHIIUN:
Ko u HauMeHOBaHHe KOMIeTeH M NuaukaTopsl 10cTHKEHUS KOMIIETeHIMH

OIIK-1.2 Cnoco0GeH aqMHUHUCTPUPOBATH NOIIK-1.2.1. 3HaeT npuHUMIBI OpraHU3aALMH
CpeZACTBa 3aIlUThl HHPOPMALIUU B MH(QOPMALMOHHBIX CUCTEM B COOTBETCTBUU C
KOMIIBIOTEPHBIX CUCTEMAX U CETX; TpeOOBaHMSAMHU MO 3aIIUTe HHPOpPMAaLHUH,
KpUNTOrpauueckue CTaHJapThl M KaK HX
UCIIOJIb30BaTh B MH(POPMALIMOHHBIX
cucremMax;

NOIIK-1.2.2. Ymeer pa3BepThIBATS,
KOH(UTYypHpOBATH u HacTpauBaTh
BBIYUCIIUTENbHBIE CETH, (OPMYIUPOBATH U
HAacTpauBaTh HOJUTUKY  O€30IaCHOCTH
pacrnpoCTpaHEHHBIX OINEPAMOHHBIX CHUCTEM,
a TakXe JIOKaJIbHbIX BBIYMCIUTEIbHBIX CETEH,
IIOCTPOCHHBIX HAa HMX OCHOBE, HPUMEHSIThH
OTEYECTBEHHbIE U 3apyOe)KHbIE CTAHAAPTHI B
obOmactd  KpunTorpauueckux  METOJIOB
KOMITbIOTEPHOI 0€e30I1aCHOCTH e
POCKTHPOBAHUS, Pa3pabOTKU U OLECHKH




3aIUIIEHHOCTH KOMITBIOTEPHBIX CUCTEM;
HMOIIK-1.2.3. Bnaneer HaBbBIKaMU
HCIIOJIb30BaHUS THUIIOBBIX
KPUNTOrpahUIeCKUX aJIrOPUTMOB.

2 MecTo TUCHUILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOI MPOrpaMMbl

JucuunnuHa «be3onacHOCTh ONEPallMOHHBIX CHUCTeM Linux» OTHOCUTCS K YHUCITY Y4eOHBIX
mucuIuinH oos3arensHoi gactu (b1.1) ocHoBHOM 0Opa3oBaTenbHO# mporpammsl (b1.1.25).
W3ydyeHue AMCUMILIMHBI ONUPAETCSl Ha 3HAHUS, YMEHUS M HaBbIKU, NPUOOpPETEHHbIE B
NPEIIIeCTBYIOMUX JUCHUIUIMHAX: «be3omacHocTh  omepanmuoHHBIX cucteM  Windowsy,
«be3onacHOCTh ceTeil ANMEKTPOHHBIX BHIYUCIUTEIbHBIX MALTHH.

3 CTpyKTypa  coepkaHue TUCUUIIIHHBI

OO0mas TPYIOEMKOCTh JHUCHUMUIUIMHBI COCTaBIsSeT 4 3adeTHbIX eauHMI, T.e. 144 dYacoB
(;mabopartopHble 3aHATHS — 72 4aca, caMoCTosiTenbHas pabora — 72 yaca, ¢opma KOHTPOJIS —
9K3aMEeH, KypCOBOM MPOEKT) B 4 cemecTpe.

CTpykTypa W coAepKaHWe IUCIUIUIMHBI «be30macHOCTh omnepamuoHHBIX cucTeM Linux» 1o
CpoKaM u BUJaM pabOThl OTPaKEHBI B II. 3.2

3.1Buabl y4eOHO#i padoThI M TPYAOEMKOCTh

(mo dopmam oOyueHus)

3.1.1 Ounas popma oOydeHUs

Ne B vae6Hoiil paGorhI KoanyectBo CemecTpnl
n/n ry P 4acoB 4
1 | AyautopHble 3aHATHSA 72 72
B ToM uncie:
1.1 | Jleknunm
1.2 | CemuHapcKue/MPaKTUIECKUE 3aHATHS
1.3 | JIabopaTopHBbI€ 3aHATUS 72 72
2 | CamocTosiTeqbHasi paboTa 72 72
B Tom uncne:
2.1 | ...
3 | Ilpome:kyTOUYHasI ATTeCTAIUSI
3adet/nud.3aueT/7K3aMeH DK3aMeH
Kypcosoit npoekt +
Hroro 144

3.1.2 OuHo-3a04Hast popma 00ydeHus
He npenycmotpena

3.1.3 3aounas ¢popma oOyueHust
He npenycmotpena

3.2 TemaTuyeckuil IJIAH U3yYEeHHU S AU CHUTIIHHBI
(mo popmam oOyueHus)

3.2.1 Ounas popma 0OyueHus




TpynoemMKocTh, 4ac

AyautopHasi pa6oTa
Cemunap [Tpakt Camoc
Ne Pazgenbl/Tembl JIabopa TOSATE
n/n AU CUMILINHbI Bcero | Jlek cKue/ TOPHBIE MK | L nan
| PATEC e s 4 pador

CKHe N moarot |
3aHATUA OBKa

1 Pazgen 1.

1.1 | Tema 1. YcrpotictBo OC Linux. 28 14 14
Tema 2. PaboTa ¢ KOMaHIHOH CTPOKOIA, 28 14 14
nporpamMmmupoBaHue Ha Bash.

1.3 | Tema 3. MexaHHU3MBI pa3rpaHUdCHUS 28 14 14
npaB goctyna B OC Linux.

1.4 | Tema 4. CereBas nnoncucrema OC 28 14 14
Linux.

1.5 | Tema 5. Monutopusr coositrii, COB u 32 16 16
ayaut OC Linux.

Hroro | 144 72 72
3.2.2 OuHo-3a0uHas opMa oOydeHus
He npenycmotpena.
3.2.2 3aounas ¢popma oOydeHus
He npenycmorpena
3.3. Coaepxanue TUCHUINIMHBI

Ne Paznen (Tema) Conep:xkanue

n/n AMCUMUILIMHBI

1 2 3

1 Paznen 1

1.1 | YerpoiictBo OC Linux. Pabora ¢ o6opynoBanuem, ynpasieHue ycrpoiictBamu B Linux.

[Tponecc 3arpys3ku Linux. Mannmanms3anus sysV, systemd,
upstart. [Togcucrema HHUIIMATU3ALWY U YIIPABJICHUS CITyKOaMu
systemd. 3arpy3unku Linux. Ympasienne 6u0arnoTekamMu B
Linux. Yopasnenue nakeramu B Redhat-nono0ubix u B Debian -
nono0HbIX OC. Pabora ¢ )KeCTKUMHU JUCKAMU: CO3JaHUE U
(dbopMaTupoBaHUe pPa3AeNOB KECTKOTO AUCKA, YIPaBIEeHUE
KBoTamu AuckoB. CTpykTypa (haitnosoii cucremsr OC Linux.
[IpoBepka (haii1oBOI CCTEMBI, MOHTUPOBAHUE U
JEMOHTHpOBaHuEe. MArkue u xectkue ccbliku. [lonck u
pacnosnoxxeHue komaua u ¢aitnos B LINUX.

1.2 | Pabota ¢ xomanaHo# | [loHsTre koMaHqHON 000JI0UKH, HACTPONKA, IEPEMEHHBIE

CTPOKOH, cpensl, anuackl. Pabota ¢ mporeccamu B Linux, mpuopuTeTh
mmporpaMMupoBaHue  Ha | mporeccoB. PaboTta B koMaHHO#M cTpoke Linux: TeKCTOBBIE
Bash. MOTOKH, onepanuu ¢ (paiaamMu U TUPEKTOPHUSIMH, UCIIOJIb30BAHKE

ITIOTOKOB, KOHBEHEPOB U NepeHanpasiieHuid. [I[porpaMmmupoBanue
Ha Bash: nepemeHHbIe, yCIOBHBIE ONEPaTOpPbl; MACCUBBI, LIUKJIBI;
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BXOJIHBIE MTapaMeTpbl, QyHKIMH. PerysipHble BRIpaKeHUS:
oOmmii mpuHIMMI, 06padoTka (daiiaoB popmara csv.

1.3

MexaHu3Mbl
pasrpaHuYCHUS paB
noctyna B OC Linux.

[Ipouecc ayrentudukanuu nonszosareneit B OC Linux, PAM-
ayTeHTU(UKAIHS. YTIPaBICHUE YICTHBIMU 3aMTUCIMU
MOJIb30BaTeNeH U TPy, UX CBOMCTBaMU. MeXaHU3M MPOBEPKU
IpaB J10CTyIa y cyObekTa Kk 00bekTy. Biagenblipl nanok u
¢aiinos, mpaBa goctyna K ¢aiiiaM 1 mankam, Macka co3/1aHus
¢aitnos u nanok. SUID SGID STICKY Outsl. CTpyKTypbl
IIOTOKOB U Mpo1ieccoB. MeXaHn3M KOHTEHHEPU3aLUK IIPOLIECCOB
cgroups. Cuctema NpuHyIMTEIBHOIO KOHTPOJIS JOCTyTa
SELinux, AppArmor. Knaccudukanus ysizsumocteit OC Linux.

1.4

CeteBas noncuctema OC
Linux.

Certu: IPv4 anpeca u macku mojiceTel, KiaaccoBas u 6e3
knaccoBas anpecanuu, ctek TCP/IP, cereBbie MOPTHI U CITYKOBI,
nportokoi [Pv6. Kondurypanmonnsie gaitnbl cetu, pydHas
HACTpPOMKa CETH, yTUJINTBl HACTPONKHU CETH, YIIPaBIECHUE
ceteBbIMU AemMoHaMu. CeteBas mapuipyTtuzanus B OC Linux,
MHCTPYMEHTBI AUATHOCTUKH CETH, HACTpoiKa knueHta DNS.
Hactpoiika u ucnonbs3zoBanue MexceTeBbix 3kpaHoB B OC Linux.
ITpotokon FTP/SFTP: mexanusm paOoThl, HacCTpoiKa
6e3onacuoro FTP/SFTP-cepsepa. [IpoTokoin ssh: mexanmnsm
paboTbl, HacTpoiika 6e3omacHoro ssh-cepsepa. VPN.
TyHnHenupoBaHue ceccuii ¥ MOPTOB, MK(pOBaHUE PailsioB.
IIporokos IPSec: TyHHENbHBIN U TPAHCTIOPTHBIN PEKUMBI.
[TocTpoenue 3ammineHHOro KaHaia cBsi3u. Beenaenue B git,
pa3BepThIBAHUE JIOKAJILHOTO git-cepBepa.

1.5

MonutopuHr  COOBITHH,
COB u ayaut OC Linux.

[11aHupOBIIKKHY 3a/1a4 Cron, anacron: CHUHTaKCUC U
pacnonoxxeHue ¢aitioB, MOIb30BATEIILCKUE U CUCTEMHBIE
3a/IaHusl, CIIUCKU AocTyna. XXypHamupoBaHue coObITHIL: syslog,
rsyslog, syslog-ng, journal, logrotate. MoHMTOpPUHT ceTH ¢
nomoupio ELK-cTeka: HacTpoiika U UCoJIb30BaHue. AHaIU3
sanumeHHocTn ELK-cteka. Cuctembl 0OHapyKeHUsT BTOPKEHHH
(COB), nactpoiika u ucnonp3zoBanue COB Snort. Ayaut
cucTeMbl ¢ momotikto auditd: HacTpoiika U MPUMEHEHHE.
Hcnonb3oBaHue u HaCTpoOMKa CpeACTBA KOHTEHHEPU3ALUHI
Docker Ha ocaoBe OC Linux.

3.4TemaTuKa CEeMUHAPCKUX/MIPAKTHYECKUX U JT1A00PATOPHBIX

3AHATUN

3.4.1 CemuHapcKue/IpaKTUUECKUE 3aHATUS

He npedoycmompenwi yuebuvim naanom.

3.4.2 JIaGopaTopHbI€ 3aHATUS




No HaunmenoBanue 1abopatopHoil paboThI SaiBeM’
1 Brimonaenue tadboparopHoit padotsl Nel o teme 1 8
2 Brimonaenue nabopatopaoit paboTst Ne2 mo teme 1 6
3 Brinonnenue naboparopaoit padotsl Ne3 mo teme 2 6
4 Brinonnenue naboparopHoit pabotsl Ne4 o teme 2 8
5 Brinonnenue nabopatopHoid pabotsl Ne5 mo teme 3 8
6 Brimonaenue maboparopHoit pabotsl Ne6 1o Teme 3 6
7 Beinonnenue naboparopaoit pabotel Ne7 mo Teme 4 4
8 Brinonnenue aboparopHoii pabotsl Ne® 1o teme 4 6
9 BrimonHenune madopatopaoit pabotel Ne9 mo teme 4 4
10 Boinonnenue naboparopaoit padotsl Nel0 mo teme 5 16
Htoro 72

3.5 TemaTnka KypcoBbIX IPOEKTOB (KypPCOBbIX padoT)

KypcoBoe mpoektupoBaHue MO JaHHOM AUCHUIUIMHE Y4eOHBIM IJIAHOM 3aIlJIaHWPOBAHO, TEMBI
KYpPCOBBIX padoT:

1. AHanu3 onepalnnoHHBIX CUCTEM OECIPOBOAHBIX TOYEK JIOCTYTIA.

2. Pa3BepThIBaHKE IIEHTPATM30BAHHOM CUCTEMBI cOOpa J1oToB Ha 6ase pemenus ELK-cTexka.

3. Meronsl 06xoa ayrentudukammu B OC Linux.

4. BxiroueHre B KOPIIOPaTUBHYIO CETh MO yrpasieHueM Microsoft Active Directory cepsepoB
Ha 0aze OC Linux.

5. Beinenenne namaru u ee ucnoab3zosanue B OC Linux.

6. Pa3pabotka nporpammHoro obecneuenus B oonactu ayaura OC Linux.

7. IlocTpoeHue 3aMIIEHHOT0 KaHaa cBsi3u Ha 6asze [PSec.

8. MeTo/1bl COKpBITHUS CIIE0B HeCaHKLIMOHKUpOoBaHHOTO goctyna B OC Linux.

9. Pa3BepThIBaHNE W HACTPOWKA CUCTEMBI OOHAPYKEHHUS BTOPKEHHUI Snort.

10. Hactpoiika u ucnonb3oBanue cpenctsa konreitnepusanuu Docker Ha ocHoBe OC Linux.

11. YcrpotictBo BupTyanbHoi mamsata OC Linux.

12. CpenctBa otnaaku siapa OC Linux.

13. Ananu3 6e3omacuoctu OC Linux.

14. Pa3BepThIBaHUE LIEHTPATM30BAHHOIO CEpBEpa cOOpa CUCTEMHBIX JIOTOB.

15. Hactpoiika u 6e3omacHas KoH(puUrypamus cepsepa Apache.

16. Hactpoiika u 6e3onacHas konurypamus cepsepa NGINX.

17. MexceteBoii axpad B OC Linux: cpeacTBa GuabTpaluu CETeBOTo Tpaduka.

18. IIporpammupoBanue Ha bash: aBToMaTH3a1Ms MOHUTOPUHTA JTUCKA.

19. IIporpammupoBanue Ha bash: HacTpoiika (uibTpanuu manok U (aiioB B ceTH HA OCHOBE
PETYISIPHBIX BBIPAXKEHHIA.

20. Hacrpoiika 6e3onacaoro SMTP-cepsepa B OC Linux.

21. AuTuBupycs Linux.

22. Aptedaktsl, octaBisiembie B pesyibrare HCJI B OC Ubuntu.

23. Aptedakrsl, octaBisiemble B pesyiabrare HCJ[ B OC Cesntos.

4 YueOHO-MeTOAN4YecKOe U HHPOPMALIMOHHOE O0ecneueHne

4.1 HopmatuBHblie 1okyMeHTbI U 'OCThI
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[Iporpamma cocrtaBiiena B cootBeTcTBUM ¢ DenepanbHbIM TOCyAapCTBEHHBIM 00pa30BaTeIbHBIM
CTaHIApPTOM BBICIIETO O0Opa30BaHWS [0 HAMPABICHHUIO MOATOTOBKH OakamaBpoB 10.03.01
«MurdpopmanonHas 6€30MacHOCTHY.

4.2 OcHoBHAaA JUTEpaTypa

1. «Bash u kubepOe30macHOCTh. ATaka, 3alliuTa U aHAIU3 U3 KOMAaHTHOW CTPOKHY», aBTOPBHI:
On6unr Kapn, Tponkon Ilom, url: https://www.ozon.ru/product/bash-i-kiberbezopasnost-ataka-
zashchita-i-analiz-iz-komandnoy-stroki-linux-olbing-karl-tronkon-pol-211432367

2. «Snpo Linux», aBrop: 1. bosert, url: https://www.livelib.ru/book/1000289082-yadro-linux-d-
bovet

3. «be3omacHocts Linux. PykoBoACTBO aAMUHHCTpATOpPa IO CUCTEMaM 3aIIHUThI C OTKPBITHIM
UCXOIHBIM KOooM», aBTOp: CroTT MawnH, url: https://www.ozon.ru/product/bezopasnost-linux-
rukovodstvo-administratora-po-sistemam-zashchity-s-otkrytym-ishodnym-kodom-1472334

4.3 JlonoiHUTEIBbHAS JIUTEpPaTypa

1. «Linux rna3amm xakepa. 6-e¢ wusa.», astop: PnenoB Muxaun EsrenbeBuu, url:
https://www.ozon.ru/product/linux-glazami-hakera-6-e-izd-flenov-mihail-evgenevich-
242310026

4.4 JjeKTpOHHBbIE 00pa3oBaTe/ibHbIE PeCypPChI
1. DOP «be3onacHocTh omepanuoHHbIX cucTeM Linux» [OnextponHsii pecypc] — URL:
https://online.mospolytech.ru/course/view.php?id=9267 (nara obpamenus: 18.02.2023).

4.5 JIMueH3M0HHOe U CBOOOHO pacnpocTpaHsieMoe MporpaMMHoe
o0ecrnieuenue

1. Virtual Box
2. MuctpubytuB OC Centos7, Ubuntu 20.04
3. Huctpuodytus OC Kali Linux

4.6 CoBpeMeHHbIe TPodeccoHAIbHBIE 0a3bI JAHHBIX U

HHGpOPMALIMOHHBbIE CTIPABOYHBIE CHCTEMBbI
1. JoxymenTanus CentOS [Dnextponnslii pecypc] — URL: https://docs.centos.org/en-US/docs/
(mara obpamenus: 18.02.2023).
2. MoxymenTauusa Ubuntu [DnextponHslii pecypc] — URL: https://help.ubuntu.com/ (nata
obpamenusi: 18.02.2023).

5 MarepuajbHO-TEXHHYECKOE O0ecredeHue

Jnst mpoBeneHHMsT BCEX BHJIOB 3aHATHH HEOOXOJUMO TMIPE3EHTAllMOHHOE 000pyI0BaHUE
(MyIBTUMEIUHHBIN IPOEKTOP, SKpaH) — 1 KOMIUIEKT.

Jnst mpoBeneHusi J1abOPaTOPHBIX 3aHATUH HEOOXOAMMO HAIMYHME KOMIIBIOTEPHBIX KIIACCOB,
000pyI0BaHHBIX COBPEMEHHON BBIYUCIUTEIBHON TEXHUKOM U3 pacyeTa 0JJHO pabouee MecTo Ha
OJIHOTO 00y4aeMoro.
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6 Meroanyeckne peKOMeHAAUNH

6.1MeToan4yecKkue peKOMeHIAIMHU JIsl PENnoaaBaTe/If 1Mo
OpPraHu3anuu 00y4eHusi

1. Ilpy moaroToBke K 3aHATHSAM CJIEAyeT IMpelBapUTENIbHO NMpopaboTaTh MaTepHall 3aHATHS,
IPEIyCMOTPEB €ro mojady TOYHO B OTBEACHHOE JUIsl 3TOro Bpems 3aHaTus. Cuepyer
MOATOTOBUTh HEOOXOAMMBIE MaTepHallbl — TEOpEeTUYeCKHe CcBeleHus, 3aaauu u Ap. llpu
IIPOBEICHUM 3aHATUS CIIEAyeT KOHTPOJMPOBATH IIOJAYy MaTepuaja U pPEIICHHE 3aJaHuil ¢
y4eToM y4eOHOTO BpeMEHHU, OTBEIEHHOTO IS 3aHSATHSL.

2. Ilpu npoBepke pabOT M OTUETOB CIEAYET YUUTHIBATH HE TOJHKO MPABHIBHOCTH BBIIOIHEHUS
3a/laHui, HO U ONTUMAJbHOCTh BHIOPAaHHBIX METO/JOB pELIEHUS, MPaBUIBHOCTh BBIOJIHEHUS
BCEX €ro 1aros..

6.2 MeTtoanueckne yKa3aHus 1Jisl 00y4arOUIUXCs M0 OCBOCHUIO
AUCUMILTHHBI

M3y4yeHne DUCLUILIMHBI OCYIIECTBIISIETCS B CTPOTOM COOTBETCTBUM C LIEJIEBOM YCTaHOBKOH B
TECHOHM B3aMMOCBSI3M yueOHBIM M1aHOM. OCHOBOM TEOPETHUECKON M MPAKTUYECKOI OArOTOBKU
CTYACHTOB SBJISIOTCS JIEKLUH U JJaOOpPaTOpHbIE PaOOTHI.

B mnpomecce camocToATENbHOM pPabOTHI CTYACHTHI 3aKPEIUISIIOT W YIIyOJIIOT 3HAHMA,
IIOJyYEHHBIE BO BpeMs ayJUTOPHBIX 3aHATHH, TOTOBATCA K DK3aMEHY, a TAK)KE CaMOCTOSITEIIBHO
U3y4aloT OT/EIbHbIE TeMbl Y4eOHOWH MPOTrpaMMBI.

7 DOHJ OLIEHOYHBIX CPEICTB

7.1MeToAbl KOHTPOJISl U OLIEHUBAHUS Pe3yJabTATOB 00y4YeHUs

B mnpouecce o0OyueHHs HUCHONB3YIOTCS CHEIYIOIUE OLIEHOYHBbIE (DOPMBI CaMOCTOSTENIBLHOU
paboThl  CTYJEHTOB, OLICHOYHBIE CpEACTBAa TEKYIIEro KOHTPOJIsS  yCIIEBa€MOCTH U
IPOMEXKYTOUHBIX aTTeCTALlUM:

- IIpoBeieHue JabopaTOPHBIX PAOOT (MIPAKTUYECKUX 3aHATUN C UCIOJIb30BAHUEM CHELTEXHHUKH)
U UX 3alIUTa;

- CaMOCTOATEIbHAs IOATOTOBKA U IIPOBEIEHUE MPE3EHTALUI 110 TEMaM JIUCLUIUIMHBI;

- DK3aMEH.

7.2111kana 1 KPUTEPUU OLCHUBAHMUS Pe3yJIbTATOB 00y4YeHUs!
d)opMa HpOMe)ICYTO‘{HOfI aTTeCTalluu: 3K3aMCH.

[To uToram nMpomMeXyTOYHON aTTECTALMU 10 AUCIUIUIMHE (MOIYJII0) BHICTABIISICTCS OIEHKA
COTJIMYHOY, «XOPOILOY, «YIOBJIECTBOPUTEIBHO» WIH «HEYIOBICTBOPUTEIHHOY.

Ixkana oueHNBaHUA Onucanue

BoimonHensl Bce BHIBI  y4eOHOW pabOThL, MpPeryCMOTPEHHBIE
y4eOHBIM I1aHOM. CTYJEHT JEMOHCTPUPYET COOTBETCTBUE 3HAHUM,
YMEHHUI, HaBBIKOB MPHUBEICHHBIM B TaOJHMIIAX MOKa3aTeNew,
ONepupyeT NPUOOPETEHHBIMU 3HAHUSMHU, YMEHUSMH, HABbIKAMH,
MIPUMEHSET WX B CUTYyalUsAX MOBBIIIEHHON cioxHOCTH. [Ipu 3TOM
MOTYT OBITH JIONYIIEHBl HE3HAYUTEIbHBIC OIIUOKH, HETOYHOCTH,

OTIU4HO
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3aTpyAHEHUS MPU AHATIMTUYECKUX OIEepalusix, NepeHoce 3HaHU U
YMEHHI Ha HOBbIE, HECTAHJAPTHbIE CUTYAIIUH.

Xopomuio

Boinonnensl Bce BuIbI  y4eOHOM pabOThl, MpPeryCMOTPEHHbIE
yueOHbIM  miaHoM.  CTyOeHT  JeMOHCTPUPYET  HEMOJHOE,
MPaBWIbHOE  COOTBETCTBHE  3HAHWUM,  YMEHHIA, HaBBIKOB
MPUBEICHHBIM B TaOMUIaX MMOKa3aTesei, TMO0 eCiu Mpu ATOM ObLIN
JIOTYIIIEHBI 2-3 HECYIIIeCTBEHHBIC OIIHOKH.

Y 10BII€TBOPUTEIIHHO

BeimonHeHnsl Bce BHIBI yueOHOH paboThI, MpPeIyCMOTPEHHBIE
y4eOHbIM Tu1aHOM. CTYJEHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUH,
B KOTOPOM OCBELIEHa OCHOBHas, HaumOojee BaXkHas YacTb
MaTepuaia, HO MPHU 3TOM JOIyIIeHa OJHA 3HAUYMTENbHAs OLIMOKa
WJIA HETOYHOCTb.

HeynosnerBopurensHo

He BbmomHen oauH wiaum Oonee BHAOB y4eOHOH paboOTHI,
MPEeTyCMOTPEHHBIX y4eOHBIM TuIaHOM. CTYAEHT JEeMOHCTPUPYET
HETOJIHOE COOTBETCTBHME 3HAHUH, YMEHHM, HAaBBIKOB MPHUBEICHHBIM
B Ta0NHIaX TOKa3aTeNel, TOIMYyCKAITCS 3HAYUTEIbHBIC OIIMOKH,
MPOSBIIAETCS OTCYTCTBUE 3HAHWW, YMEHHH, HABBIKOB [0 PSay
MOKAa3aTeNe, CTYIEeHT HUCHBITHIBACT 3HAYHUTEIbHBIC 3aTPYTHEHUS
IPH ONEPUPOBAHUM 3HAHUSAMHU U YMEHHUSIMH IPH UX IMEPEHOCE Ha
HOBBIC CUTYAIIUU.

7.3.1 Tekymuii KOHTPOJIb

7.3 OneHoYHbIE CPeACTBA

OreHOYHBIC CpPENICTBA AJIs TEKYIICH aTTeCcTaluu
- 3amuTa OTYETOB O BBIMOJHEHUH J1a00OPaTOPHBIX padboT

7.3.2 [IpomMexyToUHasi aTTecTanus

O1ieHOYHBIE CpENICTBA AJIsI IPOMEXKYTOUYHOM aTTeCTalluu

- DK3ameH

Crrcox BOMpoC sl MPOBEACHUS SK3aMeHa 10 TUCIUTUTHHE:

1. PaGoTa c oGopynoBaHueM, yrpaBieHUe yCTporcTBaMu B Linux.

2. [Iponecc 3arpy3ku Linux. Mannmanuszanus sysV, systemd, upstart.

3. IloacucremMa MHUTIMATTM3AIMH U YIIPABICHHS CiTy)kOamu systemd.

4. 3arpy3uuku Linux. Ynpasnenue 6ubnuorekamu B Linux. Ympasnenue makeramu B Redhat-
noxo0HbIX U B Debian - momoousix OC.

5. PabGora ¢ JXeCTKUMH AMCKAaMHU: CO3JaHue M (OpMATHPOBAHUE DPA3JIEIOB >KECTKOI'O JUCKA,
yIpaBJIeHUE KBOTAMH JTUCKOB.

6. Ctpykrypa ¢aiinosoii cuctembl OC Linux. [IpoBepka ¢aiiioBoil cuCTEMbI, MOHTUPOBAHUE U
JIEMOHTHPOBaHUE. MSTKHE M KECTKHE CCBUIKH. [IOMCK M pacrojioXeHHe KOMaHI W (aiijioB B

LINUX.

7. IlonaTre KOMaH HOW 000JI0YKH, HACTPOIKA, TIEPEMEHHBIE CPEJIbI, ATNACHI.

8. Pabora c mpomeccamu B Linux, MpHOPUTETHI MPOIIECCOB.

9. Pabora B KOomaHAHOW CTpoke Linux: TeKCTOBBIE NOTOKH, omeparuu ¢ daitnamMu u
TUPEKTOPHSIMH, UCIIOJIb30BaHNE TOTOKOB, KOHBEHEPOB U MepeHAPABICHUIA.
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10. IIporpammupoBanue Ha Bash: mepemeHHbIe, YCIOBHBIE OIEPAaTOPBI; MACCHUBBI, ILUKJIBI;
BXOJIHBIE TTapaMeTphl, HYyHKITUH.

11. PerynsipHbie BeIpaskeHUs: 001l mpuHLMT, 00padoTka (aitinoB ¢popmara csv.

12. TIpouecc ayrentudukaimu noyup3oateneit B OC Linux, PAM-ayTenTuduxausi.

13. YnpaBneHue y4eTHBIMH 3aIIUCSIMU 110JIb30BaTENEH U IPYII, UX CBOMCTBAMH.

14. MexaHu3M TIPOBEPKH MpaB JOCTyNa y CyObekTa K 00bekTy. Bmamenbiibl mamnok u (haisos,
mpaBa JIOCTyma K QaiiiaM 1 mamkam, Macka co3fanus ¢aiioB u namok. SUID SGID STICKY
OUTEHI.

15. CTpyKTypbl HOTOKOB M ITPOLIECCOB.

16. MexaHu3M KOHTEHHEPHU3AIMK ITPOIIECCOB CZroups.

17. Cucrema npuHyauTeNbHOTO KOHTpOIs noctyna SELinux, AppArmor.

18. Knaccudukanus yszsumocteit OC Linux.

19. Ceru: IPv4 anpeca u Macku mojceTei, kiaccoBas u 0e3 kiaccoBas aapecaruu, crek TCP/IP,
CETEBBIE TIOPTHI M CITY>KOBI, MpoToKOoJT [PV6.

20. Kondurypaunonnsie (ailibl ceTH, pydHas HACTPOWKa CETH, YTHJIUTBI HAaCTPOWKH CETH,
yIpaBleHUE CETEBBIMU IEMOHAMH.

21. CereBas mapmpyTtm3amus B OC Linux, MHCTpYMEHTHI JWAarHOCTUKH CETH, HACTPOWKa
kinnenta DNS.

22. Hactpoiika 1 ucronp3oBaHue MexceTeBbix 3kpaHoB B OC Linux.

23. IIporokon FTP/SFTP: Mmexanusm paboTsl, HacTpoiika 6e3omacHoro FTP/SFTP-ceprepa.

24. TIpotokon ssh: MmexaHn3Mm pabOThI, HACTpPOiika O6e3omacHoro ssh-cepsepa.

25. VPN. TyHHenMpoBaHHE CECCHI U TTOPTOB, MudpoBaHue (HANMIIOB.

26. VPN. IIportokon IPSec: TyHHENbHBIN U TpaHCHOPTHBIN pexxuMsl. [locTpoeHne 3amuieHHoro
KaHaJja CBS3U.

27. Brenenue B git, pa3BepThIBaHNE JIOKAIILHOTO Zit-cepBepa.

28. IlnaHupoBUIMKKM 3ajJad Cron, anacron: CHHTAaKCUC M  paclojiokeHue (Qaiinos,
I10JIb30BATEIbCKUE U CUCTEMHBIE 33JIJaHUS, CIIUCKU JIOCTYyIIA.

29. XypuanupoBanue coObiTuii: syslog, rsyslog, syslog-ng, journal, logrotate.

30. MonuTopuHr cetu ¢ nomouisto ELK-cTeka: HacTpolika U UCIIOJIb30BaHUE.

31. Cucremsl ooHapyxeHus Bropskernit (COB), nacTpoiika u ucnons3oBanue COB Snort.

32. Aynut cuctemsl ¢ moMoineto auditd: HacTpolika U MpUMEHEHHE.

33. Mcnonp30BaHUEe U HACTPOMKa cpeacTBa KoHTeiHepu3anuu Docker Ha ocHoBe OC Linux.

[Tpumep Ousera.
MUHUCTEPCTBO OBPA30OBAHHS U HAYKU POCCUICKON ®EJIEPALIMU
®EJIEPAJILHOE I'OCY IAPCTBEHHOE BIOJUKETHOE OBPA30OBATEJILHOE YUPEX/IEHUE BBICIIETO
OBPA3OBAHUS

«MOCKOBCKHI HOJII/ITEXHI:I‘IECKI/Iﬁ YHUBEPCUTET»
(MOCKOBCKHWH ITOJIMTEX)

®dakyabTeT HHHOPMAITMOHHBIX TEXHOJIOTUI

Kadenpa: Uudopmanmonnas 6e30nacHOCTb

Huctunnuna: bezonacHocTh onepanmoHHbIX cucteM Linux
baxanaspsl. Kypc 2, cemectp 2

SK3AMEHAILIMOHHBIM BUJIET Ne 1

1. Cucrema npuHyAUTEIBHOTO KOHTpOIS noctyna SELinux, AppArmor.
2. TloHATue KOMaHAHOM 000JIOYKH, HACTPOIIKa, IEpEMEHHBIE CPEIbl, aTHACHI.

[IpenonaBaTenp / Wunynua I'.D. /
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