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4
1 esmn, 3apauM U IVIAHUPYEMbIe Pe3yJbTAThI 00y4eHUs M0 AU CHUILIMHE

K OCHOBHBIM 1EeNAM OCBOEHHMS JAUCHUIUIMHBI «be30macHOCTh ceTell  3JIeKTPOHHBIX
BBIYUCIIUTENBHBIX MAIINH» CIEyeT OTHECTH:
. TEOpeTHYecKass M TpaKTHYeCKash MOJATrOTOBKA CIEIHATUCTOB B 00JacTu
noctpoeHus ceteit 9BM u obecrieuenuss 0e30macHOCTH MPpH dKCIUTyaTanuu cereid OBM.

K OCHOBHBIM 3amayamM OCBOEHHSA JHUCHUIUIMHBI «be30MacHOCTh CETeM JIIEKTPOHHBIX
BBIYMCIIUTEIbHBIX MAILIUHY» CIEAYET OTHECTH:
. OBJIAJICHHE MEXaHU3MaMH MTOCTPOEHUS CUCTeM Oe3omacHocTu ceteit OBM.

B pesymprare  ocBoeHmsi  mucHMIUIMHBL  «be3omacHOCT  ceTel  3JEKTPOHHBIX
BBIYUCIIUTENBHBIX MAIIMH» Y 00ydaromuxcs GOpMUPYIOTCS CIEIYIONe KOMISTEHIIUN U JOKHBI
OBITH JIOCTUTHYTHI CIIEIYIOIINE Pe3yJIbTaThl 00yUeHHs KaK dTan (GOpMHUPOBAHUS COOTBETCTBYIOIIUX
KOMIIETCHIINH:

OIIK-1.2. CriocobGeH aAMMHUCTPUPOBATH CPEJICTBA 3aIUTHl HHPOPMAIMKU B KOMIIBIOTEPHBIX
CHCTEMaXx U CeTsX.

3HATh:

HPUHIUIBI TOCTPOCHUS U (PYHKIIMOHUPOBAHUS, IPUMEPHI peaan3aliiii COBpEMEHHBIX
JIOKAJIbHBIX U II100aJIbHBIX KOMIBIOTEPHBIX CETEH; OCHOBHBIE

MIPOTOKOJIBI ceTeit DBM;

ATAJIOHHYIO MOJIEJTb B3aUMOJICHCTBHS OTKPBITHIX CHCTEM;

OCHOBHBIE KPUNITOTPaUIECKHE METO/IBI, aITOPUTMBIL, TPOTOKOJIBI, UCTIOIb3YEMBbIC IS
obecrieueHns Oe3omacHocTH B ceTsix OBM; mocnenoBaTenbHOCT, W COJEPIKAHHE dTarloB

MOCTPOCHUSI KOMITBIOTEPHBIX CETeH; YMETb: MPOEKTHPOBaTh M aJAMUHHCTPUPOBATH

KOMIIBIOTEPHBIE CETH, PEATU30BBIBATH MTOJIUTHKY
0€30MaCHOCTH  KOMITBIOTEPHOM CEeTH; TPOBOAWTH MOHHTOPUHT YIpO3

0€30MaCHOCTH KOMITBIOTEPHBIX CETEH;

3P HEKTHBHO MCIIOIE30BaTh PA3IMYHBIE METO/IBI M CPEJICTBA 3AIMUTHI HH(POPMAIIUH JIS
KOMITHIOTEPHBIX CETEH; BIIJICTh:

CIIOCOOHOCTBIO  aIMHHUCTPHPOBATH  CHUCTEMY  HH(POPMAIMOHHOW  0E30MacHOCTH;
CHOCOOHOCTBIO BBIOJHATH MOJHBIM 00beM paloT, CBSI3aHHBIX C peaju3alMel YaCTHBIX MOJIUTUK
UH(POPMALIMOHHON 0€30MacCHOCTH aBTOMATH3MPOBAHHOM CHUCTEMBI, OCYLIECTBISATh MOHUTOPUHI U
ayuT 0e30MacHOCTH aBTOMAaTU3UPOBAHHON CHCTEMBI

OOyuenue no aucruIuinHe «be30macHOCTh ceTell NMEeKTPOHHBIX BBIYHCIUTEIBHBIX MAIITIH
HarpasJeHO Ha (opMUpOBaHUE y 00YUAFONTMXCS CIEAYIOMNX KOMITCTESHIIHA:

Koa m HanmMeHoBaHHe KOMIIETCHIINH NHaukaTopbl 10CTHKEHUSI KOMIIETeH N
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OIIK-1.2. Cnocoben NOIIK-1.2.1.3HaeT NpUHLIMIIBI
AIMUHUCTPUPOBATE CPCACTBA 3AlIUTHI opraHnuzanvun I/IH(i)OpMaIII/IOHHI)IX
HHq)OpMaIII/II/I B KOMIIBIOTCPHBIX CHUCTEM B COOTBETCTBUHU C
CHUCTEMAX U CCTAX Tpe6OBaHI/I$IMI/I I10 3aIIuTe

nH(pOpMaNHU, KpUNTOTpadhuIeCKue
CTaHJIaPThl M KaK UX HUCIIOJIb30BATh B
nHpopmannonHsix cucremax; MOIIK-
1.2.2.YMeeT pa3BepThiBaTh,
KOH(UTYPUPOBATh U HACTPAUBATh
BBIUYHCIIUTENbHBIE CETH,
(dbopMynHUpoBaTh U HACTPaUBATh
MOJIUTUKY 0€30MacHOCTH

pacIpoCTPaHEHHBIX ONEPAMOHHBIX
CHCTEM, a TaK)Ke JTOKAIbHBIX
BBIYMCIIUTENBHBIX CETEH,
MMOCTPOSHHBIX Ha UX OCHOBE,
MIPUMEHATHh OTEYECTBEHHBIE 1
3apyOexHbIe CTAaHIAPTHI B 001aCTH
KpUNITOTPaPUIECKUX METOIOB
KOMITBIOTEPHOU O€30MacHOCTH ISt
MIPOCKTUPOBAHUS, pa3pabOTKU U
OLIEHKH 3alUIIEHHOCTH
KOMITbIOTEPHBIX CUCTEM;
HMOIIK-1.2.3.Bnaneet HaBBIKaMHU
HCIIOIB30BaHHUS TUIIOBBIX
KpUNITOTpaUIeCKUX aJrOPUTMOB.

2 MecTO IUCHHUIUIMHBI B CTPYKTYpe 00pa30oBaTeibHOM MPOrpaMMbl

JucuunnuHa «be3onacHOCTh ceTeil AIEKTPOHHBIX BBIYUCIUTENIBHBIX MAIIUH» OTHOCHUTCS K
YUCITY TPOPECCHOHANBHBIX YUYEOHBIX AUCHUIUIMH oOs3atenbHoN vactu mukia (b1.1) ocHoBHOM
obpazoBarenbHoi iporpammel (b1.1.24).

N3ydyeHne AMCUMILIUHBI ONMUpAaeTCss HA 3HAHUS, YMEHHsS W HaBBIKH, NPUOOpETEHHBIE B
npenmectpytomux aucuuruinHax: «OcHoBel UKT», «OcHOBBI BeO-TexHOIOTUI», «OCHOBBI
CETEBBIX TEXHOJIOTHIY, «CHUCTEeMBI yIIpaBIeHUsS 0a3aMu JaHHBIX.

3 Crpykrypa u coiep:kaHue TUCUUIIIHHBI

OOmass TPyIOEMKOCTh JUCIHIUIMHBI COCTaBIsieT 4 3a4eTHBIX €JWHUII, T.e. 144
aKaJIeMHYeCKUX 4acoB (abopaTopHbIe 3aHATHS — 72 Yac, CaMOCTOsITeNbHas paboTa - 72 4acos,
dbopMa KOHTpOJIA — 9K3aMeH) B 4 cemecTpe.

3.1 Buabl yueOHO# padoThHI M TPYI0EMKOCTH
(o popmam oOyueHus)



3.1.1 Ounas dhopma o0ydeHus

Bup y4eOHoii padoThI

KoauuecTtBo
JaCOB

CemecTtpsl

AyIUTOpPHBbIE 3aAHATHS

72

B ToMm uucie:

1.1

Jlexknuu

1.2

CCMI/IHapCKI/Ie/HpaKTI/ILIeCKI/Ie 3aHATHUA

1.3

JlaGopatopHble 3aHATHS

72

CamocTrosiTesibHast padoTa

72

B ToM uucie:

2.1

CPC

72

1-19

HpOMe)KYTO‘lHaH aTTeCTalud

3auet/nud.3auer/sKk3aMeH

IIo
pacnucaHuIo

Hroro

144

3.2 TemaTu4eckunii IJIAH U3yYeHUS JUCHUILINHBI

(mo ¢popmam oOyueHus)

3.2.1 Ounas opma o0ydeHus

n/n

Pa3geanl/TeMbl JUCHUILIUHBI

TpyroeMkocTsb, yac

Bcero

AynuTopHas padora

Jlex
4105071

Cemunap
ckue/
MpPaKTHYe

CKHE
3aHATHUS

Jlabop
aTOpH
bIC
3aHATH
s

[Ipakt
nyecka
s
MOATOT
OBKa

pador

CamocrosiTesibHass padora

72

72

OCHOBBI COBPEMEHHBIX CETEBBIX
TEXHOJIOTHUH.

1.2

CxeMa B3auMOJCHCTBUSA C
Webcepsepom. Pacnipenenennas
00paboTka MHPOPMAITUN HA OCHOBE
MUTPUPYIOMHKX porpamm. Jloctyn k
PEISIOIUOHHBIM Oazam JOAHHBIX.

1.3

be3omacHoe
KOMITBIOTEPHBIX CETEH.
Hcnonb3oBaHne NOBTOPUTETIEH.
CGFMCHTaHI/ISI CETHU C IIOMOIIIBIO
MOCTOB.

MacmTabupoBaHue

1.4

[IpuMeHeHre KOMMYTaTOpPOB.
[TocTpoeHne MapIpyTU3UPOBAHHBIX
ceTell. AITOPUTMBI U IPOTOKOJIBI
MapIIpyTH3aLIKH.

Camoc
TOATE
JbHAA




1.5

Croco05b1 HalagcHuN Ha
KOMITBIOTEPHBIE CETH.

1.6

Crioco0bl HECaHKIIMOHUPOBAHHOTO
JO0CTyMa K HH(QOpMaIiu B
KOMIIBIOTEPHBIX ceTsX. Hamanenus Ha
MOJINTUKY 0€3011aCHOCTU U
IpoIeypbl aAMUHUCTPATUBHOTO
JOCTyIa.

1.7

HaHaI[eHI/ISI Ha IIOCTOAHHBIC
KOMITIOHCHTSBI CUCTCMBI 3all1UTHhI.
HaHaI[eHI/ISI Ha CMCHHBIC 3JICMCHTHI
CHUCTCMBI 3allIUThI.

1.8

Hananenust Ha mpOTOKOJIBI
MH(GOPMALIMOHHOTO B3aUMOAECHUCTBHSL.
Hananenust Ha GyHKIHMOHATIbHbIE
3JIEMEHTBI KOMIIBIOTEPHBIX CETEH.

1.9

3aH_II/ITa OT HCCAHKIIMOHHUPOBAHHOI'O
MECKCETEBOI'O AOCTYIIA.

1.10

QYHKIUU MEKCETEBOrO
SKpaHUPOBAHUS HA Pa3INYHBIX

ypoBHsix moaenu OSI. dunpTpanus
Tpaduka. Beimonnenue pyHKuu
nocpenHuuecTBa. Kpurepuu oneHku u
KJIaccU(PUKAIUS MEXKCETEBBIX 3KPAHOB.
O0630p COBPEMEHHBIX CUCTEM
FireWall.

[Toctpoenue 3aIUIIEHHBIX
BUPTYaJbHBIX ceTei

1.12

Beenenue B 3anuineHHbIC
BUpTYyaJIbHBIC CeTU. TyHHENIUpPOBaHNE
Ha KaHaJbHOM YpPOBHE. 3aluTa
BUPTYJIbHBIX KAHAJIOB HA CETEBOM
YPOBHE.

1.13

[TocTpoeHue 3amuIIeHHbIX
BUPTYaJIbHBIX CETEIl HA CEAHCOBOM
ypoBHe. Pacnipenenenue
KpUINTOrpapuUUecKux KIro4YeH 1
corjacoBaHue apaMeTpoB
3alMIIEHHBIX TYHHEJEH.

1.14

be3zonacHOCTh y1aeHHOro A0CTyna K
nokanbHO# cetr. O030p cpencTs
IIOCTPOEHHUS 3ALUIIIEHHBIX
BUPTYaJIbHBIX CETEH.

1.15

CMS, cambie pacnpoCTpaHEHHBIE
CMS, Drupal.

1.16

VA3BUMOCTH, XapaKTEPHBIE IS
BEOIPUIIOKEHUN, 0COOEHHOCTH JIJIst




CMS.

1.17

Vsa3sumoctu Drupal.

1.18

Buael TepMuHanoB yaaneHHOro
noctymna Telnet u SSH, cxonctBa u
pa3nuus.

1.19

Tumnossle omMOKN 0€30I1aCHOCTH
ucnonbs3oBanus SSH, best practice.

1.20

WMHCTpYMEHTBI JIJ1s aTak 1O CJIOBApIO U
OopyTdopca, crrocoObI 3aUTHI OT HUX.

1.21

OO0GHapy>KeHue MPU3HAKOB aTakK Ha
CEpBHUCHI HA YPOBHE XOCTa, HA YPOBHE
CeTH.

1.22

XapakTepHble JeHCTBUS HApyILIUTES.
OOHapyKeHue NPU3HAKOB aTaK Ha
ypoBHe ceTn. OOHapy) eHue
NPU3HAKOB aTaK Ha YPOBHE XOCTa.

1.23

OCHOBHBIE YSI3BUMOCTH
BeOnpuinoxenuii. OWASP TOP 10.

1.24

Va3sumocts SQL-unbekuus. CyTs.
Bunapl. Yrpo3ssl.

1.25

Yro Takoe BeO-1Ie/T U KaK MX UCKATh.

1.26

Dumvar. OCHOBHBIE CIIOCOOBI ATAKU
Ha I10JI630BATENA.

1.27

[Iporokon RDP. HaznaueHnue,
YSI3BUMOCTH M CIIOCOOBI
KOH(HUTYpUPOBaHHUS.

1.28

bazoseie monsaTus Active Directory.
VYrpasieHue moyib30BaTensiMu Active
Directory.

1.29

JlorupoBanue coObITHI B BeOcepBepe.
Kakne JAHHBIC XpaHATCS B JIOrax.

1.30

OCHOBHBIE CBE/ICHUS 110 aHATH3Y
JoroB BeO-cepBepa. Ha uto criegyer
oOparnaTe BHUMaHHE.

1.31

Kaxk npoBonuTh aHanm3 0a3bl TaHHBIX
BeO-pecypca, Ha UTO CTOUT 0OpaIaTh
BHUMAHHUC.

1.32

OcHOBHBIE CBEICHHS O TIOYTOBOM
cepsepe MS Exchange.

1.33

Yro takoe Outlook Web Access u
KaKHe yrpo3bl OH HECET.

1.34

Mapumpyrusarop. Haznauenue u
BBITOJIHSIEMbIE (PYHKLIUH, CIOCOOBI
KOH(HUTYypUPOBAHHUS.




1.35 | IIporokon SMB. OcHOBHBIE CBEEHUS 2 2
U IPUMEHEHHE.

1.36 | 'maBHBIE U3BECTHBIE YSA3BUMOCTHU 2 2
nportokona SMB.

2 JlabopaTopHblie padoThl 72 72

2.1 | Unrepdeiic Cisco Packet Tracer. 8 8

I'maBaoe oxHo Cisco Packet Tracer.
O6opynoBanue u JiuHUK cBs3H B Cisco
Packet Tracer. dusnueckas
KOMILTCKTAIHsI 000PYIOBAHHS.

2.2 | Pexxum cumymsamuu B Cisco Packet 6 6
Tracer.

2.3 | CereBble ciyx0b1. HacTpoiika ceTeBbIx 8 8
CEpPBHUCOB.

2.4 | OcHOBHbIE KOMAaH[bl OIEPAIIOHHOM 8 8
cucremsl Cisco 10S.

2.5 | Cratuyeckast MapupyTU3anusi. 8 8

Hactpoiika cratuueckou
mapuipytusanuu. [locrpoenue Tabmui
MapuIpyTHU3aLnH.

2.6 | [IuHamuyeckasi MapuipyTH3alMs. 8 8
Hactpoiika  mporokosa  RIP.
Hacrtpoitka mnporoxkona RIP B
KopriopaTuBHOM cetu. Hactpoiika

nportokona OSPF.

2.7 | Cayxb6a NAT. IIpeoOpazoBanmue 6 6
cereBbIX azipecoB NAT.

2.8 | BupryanbHble nokanbHble ceTd VLAN. 8 8

Hactpoiika VLAN Ha ogHOM
kommyTtarope Cisco. Hactpoiika
VLAN nHa nByx kommyTatopax Cisco.
Hacrpoiika VLAN B kopriopatuBHOI

CETH.
2.9 | MHOrononb30BaTeNbCKUN PEKUM 6 6
paboTHI.
2.10 | Cnucku ynpasienust goctynom ACL 6 6
(Access Control List).
Hroro | 72 72
| Miroro | 144 | | | 72 | | 72 |

3.3Coaep:xanue QU CHUNINHBI

Tema 1. OCHOBBI COBPEMEHHBIX CETEBBIX TEXHOJIOTHH.
Tema 2. Cxema B3aumopeiictBus ¢ Web-cepBepom. Pacnpenenennas oOpaboTka
MH(POPMALMU Ha OCHOBE MUTPUPYIOMIKX MporpamMmm. JIoCTyM K pesIiuOHHBIM 0a3aM TaHHBIX.
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Tema 3. be3zonacHoe MacmTabupoBaHuE KOMIBIOTEPHBIX ceTedl. Vcmonb3oBaHue
noBTtopureneil. CerMeHTanus CeTH ¢ OMOIIbIO MOCTOB.

Tema 4. [Ipumenenne koMMyTatopoB. [locTpoeHre MapIpyTU3UPOBAHHBIX CETEH.
ANTOPUTMBI U TPOTOKOJIBI MAPIIPYTU3ALIUH.

Tema 5. CriocoObl HanaIeHUH Ha KOMITbIOTEPHBIE CETH.

Tema 6. CriocoObl HECAaHKIIMOHMPOBAHHOTO JIOCTyNa K HMH(OpMAIUM B KOMIIBIOTEPHBIX
cersax. Hanmajenus Ha noauTUKy 0€30MaCHOCTH M MTPOLEAYPhl aAMUHUCTPATHBHOTO JIOCTYTIA.

Tema 7. HamameHuss Ha TOCTOSIHHBbIE KOMIIOHEHTBI CHUCTEMbI 3amuThl. Hamanmenwss Ha
CMEHHbIE JIEMEHThI CUCTEMbI 3aIUTHI.

Tema 8. HamageHust Ha mpoTOKOJbI MH(GOPMAITMOHHOTO B3amMojelicTBus. Hamagenust Ha
(GYHKIIMOHATBHBIC JIEMEHTHI KOMITBIOTEPHBIX CETEH.

Tema 9. 3amura OT HECAHKIIMOHUPOBAHHOT'O MEYKCETEBOrO TOCTYIIA.

Tema 10. @yHKIMHM MEXCETEBOIO 3KPAaHUPOBAHMS HA PA3IUYHBIX YpoBHAX Mozaenu OSI.
QunbTpanust  Tpaduka. BreimonHenuwe QyHKuMi mocpennudecTBa. Kpurepuu OLEHKH U
KJ1accuuKanus MexxceTeBbIX s3kpaHoB. O030p coBpeMeHHbIX cuctem FireWall.

Tema 11. [locTpoeHue 3alIMIIIEHHBIX BUPTYaIbHBIX CETEH

Tema 12. BBenenue B 3alIUIIECHHbIC BUPTyalibHbIC C€TU. TyHHEIMpPOBAHME HA KaHAJbHOM
yYpOBHeE. 3aluTa BUPTYaJbHbIX KaHAJIOB Ha CETEBOM YPOBHE.

Tema 13. IlocTpoeHue 3alIMILEHHBIX BHPTYaJbHBIX CETEH Ha CEAHCOBOM YPOBHE.
Pacnpenenenne kpuntorpapuueckux KIOYEH M COIIACOBAaHME MApaMETPOB 3aIIUIIEHHBIX
TyHHEJEH.

Tema 14. be3omacHOCTh yHaEHHOTO JOCTyNa K JoOKanbHOW cetu. O030p cpeacTs
MOCTPOCHHUS 3aIUIICHHBIX BUPTYaJIbHBIX CETEH.

Tema 15. CMS, camble pactipoctpanennsie CMS, Drupal.

Tema 16. Ys3BUMOCTH, XapaKTepHbIE I BeO-IPHII0KeHHH, ocoOeHHOCTH it CMS.

Tema 17. Yszsumoctu Drupal.

Tema 18. Bunsl TepMuHanoB yaaineHnoro gocrymna Telnet u SSH, cxoncrsa u paznuuusi.

Tema 19. TunoBsie ommoOKK 6e30MacHOCTH Mcnoiib3oBaHust SSH, best practice.

Tema 20. UHCTpyMEHTHI U1 aTak Mo cjaoBapio U OpyTdopca, CrnocoObl 3alUThI OT HUX.

Tema 21. O6GHapy>keHHe TPU3HAKOB aTaK Ha CEPBUCHI HA YPOBHE XOCTa, HA YPOBHE CETH.

Tema 22. XapaktepHsie neicTBus HapymmTens. OOHapyKeHHe MTPU3HAKOB aTak Ha ypOBHE
cetu. OOHapy>keHUe MPU3HAKOB aTaK Ha YPOBHE XOCTA.

Tema 23. OcHoBHbIe ysi3BUMOCTH BeO-nipuioxxenuit. OWASP TOP 10.

Tema 24. Vs3BumocTts SQL-unbekius. CyTs. Buasl. Yrpo3ssl.

Tema 25. Yro Takoe BeO-11I1EIUT U KAK UX UCKATh.

Tewma 26. @ummnr. OCHOBHBIE CITIOCOOBI aTaKW Ha MOJIb30BATENS.

Tema 27. [Iporokon RDP. Haznauenue, ys13BUMOCTH U CITIOCOOBI KOH(UTYPHUPOBAHUSI.

Tema 28. ba3ossie monsaTust Active Directory. YnpaBieHue monp3oBareiasMu Active
Directory. Tema 29. JlorupoBanue coObITH B BeO-cepBepe. Kakue maHHbIE XpaHATCS B

Jorax.

Tema 30. OcHoOBHBIE CBEACHUS 10 aHAJIU3Y JIOTOB BeO-cepBepa. Ha uro cnexyer obpaimaTth
BHUMAaHHUE.

Tema 31. Kak mpoBoauTh aHaim3 0a3bl NaHHBIX BeO-pecypca, Ha YTO CTOWT OOpaimaTth
BHUMaHHUeE.

Tema 32. OcHoBHbIE cBeZieHUs1 0 TOYTOBOM cepepe MS Exchange.

Tema 33. Yro Takoe Outlook Web Access 1 kakue yrpo3sl OH HecerT.
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Tema 34. Mapmpyrtuzatop. HasHaueHume u BbIIOJAHSEMBIE (QYHKIHMH, CIIOCOOBI

KOH(UTYpUPOBAHUS.

Tema 35. [IpoTtokon SMB. OcHOBHBIE CBEIEHUS U TpUMEHEHUE. Tema
36. I'naBHBIE N3BECTHBIE YS3BUMOCTH NPOoTOKOIa SMB.

3.4TemaTnka CeMUHAPCKUX/TIPAKTHYECKUX U JIa0OPATOPHBIX 3aHATHI

3.4.1 JlaGopaTopHbIe 3aHATHUSL

JlaGopatopnas pabora Nel

JlaGopatopnast paborta Ne2.
Jlaboparopuas pabora No3.
Jlaboparopuas pabora No4.
Jlabopartopnast pabota NoS5.
Jlabopartopnast pabota Neb.
Jlaboparopnast pabota No7.
Jlaboparopnast pabota NeS§.
JlaGopaTopnas padora Ne9.

. Pexxum cumymsiiun B Cisco Packet Tracer

Hactpoiika ceTeBbIX cepBUCOB

3HakoMcTBO ¢ komaHaamu [0S

Hacrpoiika craTnyeckoi MapipyTH3aluu

[TocTpoenue Tabnui MapuIpyTH3aLUU

Hacrpoiika nmporokona RIP

Hactpoiika npotokosna RIP B kopnopaTuBHOM ceTr
Hactpoiika npotokona OSPF

[TpeoOpaszoBanue cereBbix agpecoB NAT JlaboparopHas

pabota Ne 10. Hactpoiika VLAN Ha ogHoM kommyTatope Cisco

JlaGopatopnast padora Ne 11. Hactpoiika VLAN Ha n1Byx kommyTaropax Cisco

Jlaboparopnas padota Ne 12. Hactpoiika VLAN B KOpIOpaTUBHOM ceTH

Jlaboparopnast pabota Ne 13. MHOTOIOIH30BATEIBCKHUIN PEKUM PAOOTHI

Jlabopartopnast pa6ota Ne 14. Crimicku moctyrma

3.5TemaTnka KypcoOBBIX IPOEKTOB (KypCOBBIX padoT)

KypcoBoe npoexTipoBaHue no JaHHON AUCHUIUIMHE y4eOHBIM IUIAHOM HE 3aIIaHHPOBAHO.

4 VYueOHO-MeTOAMYeCKOE U HH(POPMALIMOHHOE 00ecredeHue

4.1 HopmatuBHbie 1oKyMeHTHI 1 'OCThI

[Iporpamma  cocTaBieHa

06p a30BaTCIIbHBIM CTaHAapTOM

B COOTBCTCTBHH C CDCI[epaJ'IBHBIM ToCy1apCTBCHHBIM
BBICIICTO O6pa30BaHI/I${ 110 HampaBJICHUIO IIOATOTOBKH

crietpanuctoB 10.05.03 «MudopmanuonHas 6e301aCHOCTL ABTOMATH3MPOBAHHBIX CHCTEM))

4.2 OcHoBHAs JuTEpPaTypa

1. Bopo6ses, C. I1. KomnbroTepHble ceTH U ceTeBast 0e30MacHOCTb : yueOHoe mocooue /
C. I1. BopoObeB, C. H. IllupoGoxosa, P. K. JIutesik. — HoBouepkacck : FOPI'TIY (HIIN), 2022. —
216 c. — ISBN 978-5-9997-0805-2. — TekcT : a5eKTpoHHbIH // JIaHb : 37IeKTpOHHO-ONOIHOTEeYHAS
cuctema. — URL: https://e.lanbook.com/book/292247. (nata obpamienus: 01.09.2022)



https://e.lanbook.com/book/292247
https://e.lanbook.com/book/292247
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2. Oununmos, b. U. MadopmanmonHast 6e3omacHocTh. OCHOBBI HAZIGKHOCTH CPENICTB
cBs3u : yueOHuk / b. Y. ®ununmos, O. I'. [llepctHesa. - Mocksa : lupexr-Meaua, 2019. - 240 c. -
ISBN 978-5-4475-9823-5. - Tekct : anexktpoHHsbIil. - URL:
https://znanium.com/catalog/product/1908083. (nara obpamenus: 01.09.2022)

3. Kupenbepr, A. I'. CuctemMmHOE aIMHHUCTPUPOBAHUE U HHHOPMAITMOHHAS
6e3omacHocTh ceteit IBM : yueOnoe nocobue / A. I'. Kupenbepr. — Kemeposo : Ky3['TY umenu
T.®. I'opbauera, 2022. — 120 ¢c. — ISBN 978-5-00137-292-9. — Texkcr : anexkTpoHHbIH // JlaHb :
ANIeKTPOHHO-OuOMoTeunas cuctema. — URL: https://e.lanbook.com/book/257564. (nata
obpamenus: 01.09.2022).

4.3 lonoJiHMTeIbHAS JIUTEPATypa

1. [Tpoxoposa, O. B. Mudopmanmonnas 6e3omacHocTs U 3amuTa uHpopmanuu / O. B.
[TpoxopoBa. — 5-e uzn., crep. — Caunkr-IlerepOypr : Jlanp, 2023. — 124 c. — ISBN 978-5-507-
46010-6. — Tekct : anekTpoHHbId // Jlanb : snekTpoHHO-OMONHMoOTeuHas cuctema. — URL:
https://e.lanbook.com/book/293009. (nata o6pamenus: 01.09.2023).

2. Kpaxosckuii, FO. M. Metop! 3amutel nHGOpManuu : yuedHoe nocodue /i By30B /

1O. M. KpakoBckuii. — 3-¢ u3z., nepepad. — Cankrt-IlerepOypr : Jlanp, 2021. — 236 c. — ISBN
978-5-8114-5632-1. — TekcT : aneKTpoHHbIH // JlaHb : 31eKTpOHHO-OMOIMOTeYHas cucTeMa. —
URL.: https://e.lanbook.com/book/156401. (mata obpamenus: 01.09.2023).

3. Bopo06bes, C. I1. KomnbroTepHbIe CETH U ceTeBasi 0€30I1aCHOCTh : yueOHOe rmocoodue /
C. I1. Bopo6ses, C. H. Illupo6okosa, P. K. JIutesik. — HoBouepkacck : FOPT'TIY (HIIN), 2022. —
216 c. — ISBN 978-5-9997-0805-2. — TekcT : aneKTpoHHbIH // JIaHb : 2JIeKTpOHHO-OMOINOTEUHAS
cuctema. — URL: https://e.lanbook.com/book/292247. (nata oopamenwus: 01.09.2023).

4.4JyeKTpOHHBIE 00pa3oBaTe/ibHbIE PECYPChI

https://www.cisco.com/c/m/en_sg/partners/cisco-networking-academy/index.html

4.5 JInueH3noHHOE ¥ CBOOOIHO PACNIPOCTPaHsIeMOe POrPaMMHOe
o0ecrieyeHue

1. Be6-6pay3ep Chrome

2. Microsoft Office

3. Cisco Packet Tracer

4. Wireshark

5. Cisco Network Academy
6. VBox

4.6 CoBpemeHHbIe TPodecCHOHATbHBIE 0a3bl JAHHbIX U HH(POPMALMOHHbIE
CIIPaBOYHbIE CHCTEMbI

JlokanbHbI Hay4yHO-00pa3oBaTENbHBIM KOMIUIEKC MO auciumuinHe «be3omacHocTh cereit
3JIEKTPOHHBIX BBIYHUCIUTEIBHBIX MALLIIH.


https://e.lanbook.com/book/257564
https://e.lanbook.com/book/257564
https://e.lanbook.com/book/257564
https://e.lanbook.com/book/293009
https://e.lanbook.com/book/293009
https://e.lanbook.com/book/156401
https://e.lanbook.com/book/156401
https://e.lanbook.com/book/292247
https://e.lanbook.com/book/292247
https://www.cisco.com/c/m/en_sg/partners/cisco-networking-academy/index.html
https://www.cisco.com/c/m/en_sg/partners/cisco-networking-academy/index.html
https://www.cisco.com/c/m/en_sg/partners/cisco-networking-academy/index.html
https://www.cisco.com/c/m/en_sg/partners/cisco-networking-academy/index.html
https://www.cisco.com/c/m/en_sg/partners/cisco-networking-academy/index.html
https://www.cisco.com/c/m/en_sg/partners/cisco-networking-academy/index.html
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5 MarepuajibHO-TEXHHYECKOE O0ecIeYeHue

Jlnis mpoBefeHUs BCeX BMJOB 3aHATUH HEOOXOIMMO MpPE3eHTALMOHHOE 000pyrOoBaHHE
(MyIbTUMEIUNHBIA IPOEKTOP, IKpPaH) — 1 KOMIUIEKT.

Jns mpoBeneHust 1a00OpaTOPHBIX 3aHATUN HEOOXOJUMO HAJTUYHME KOMIIBIOTEPHBIX KJIacCOB
000pYIOBAaHHBIX COBPEMEHHON BBIYMCIUTEIBHON TEXHMKON M3 pacyera OAHO paboyee MecTo Ha
0JIHOr0 00y4aeMoro.

6 Meroanyeckne peKOMEHIAUNH

6.1 MeToaquueckue peKOMeH/ 1AM /1JIs1 PENOaBaTeIsl 10 OPraHu3auuu
o0yueHus

1. [Ipy mOATOTOBKE K 3aHATHSM CJEAYeT MPEIBApUTEIILHO IMpopaboTaTh MaTepuan
3aHATHUS, TPETYCMOTPEB €ro IMmojady TOYHO B OTBEICHHOE Ui 3TOro BpeMms 3asaTus. Cremyer
MOJArOTOBUTh HEOOXOJMMbIE MaTepHalibl — TEOpeTHYeckue cBeAeHus, 3amauu u Ap. llpu
MIPOBECHUM 3aHATUS CIEAYEeT KOHTPOJIMPOBAThH MOJadyy MaTepuana U peuieHue 3aJaHuil ¢ y4eToM
y4eOHOTO BPEMEHU, OTBEJCHHOTO JJIsl 3aHATHUS.

2. [Tpu mpoBepke pabOT M OTYETOB CIIEAYeT YYHUTHIBATH HE TOJBKO IMPABUIBHOCTH
BBITIOJIHCHMS 33/IaHWK, HO W ONTUMAJIBHOCTh BBIOPAHHBIX METOJOB PEIICHHS, MPaBUILHOCTH
BBIIIOJIHEHHSI BCEX €r0 1I1aroB.

6.2 MeToanuyeckue yKa3aHus sl 00y4AOIUXCSH M0 0CBOCHUIO TUCHUIJINHbBI

I/ISY‘IGHI/IC JAUCHUIIIIMHBI OCYHIECTBIACTCA B CTPOTOM COOTBETCTBUH C IICJIGBOI71 YCTaHOBKOfI B
TECHOW B3aMMOCBSI3U Y4eOHBIM M1aHOM. OCHOBOW TEOPETHUECKON U MPAKTUYECKOM MOATOTOBKU
CTYJICHTOB SIBJISIFOTCS JICKIIUU U JaOOpaTOpHbIE pabOTHI.

B mporiecce camocTosiTenbHOM pabOTHl CTYAEHTHI 3aKPEIUISIOT W YIIIYOJISIIOT 3HAHUS,
IMMOJIy4YCHHBIC BO BpPEMA ayIAWUTOPHBIX SaHﬂTHﬁ, TOTOBATCA K DOK3aMCHY, a TaKxXe
CaMOCTOSITENIbHO M3Y4alOT OTJENIbHBIE TEMbI Y4EOHOH MPOrpamMMBbl.

7 DOHJ OLEHOYHBIX CPEICTB

7.1 MeTobl KOHTPOJISI U OLlEHMBAHUS Pe3yJIbTATOB 00y4eHH s

B nponecce o0yueHHsl HCHOIB3YIOTCS CIEAYIOLIME OLIEHOYHBbIE (DOPMBI CaMOCTOATENIBHOM
pabOThl  CTYIEHTOB, OLIEHOYHBIE CpEACTBA TEKYIIEro KOHTPOJS  YCINEBAaeMOCTH U
IIPOMEXYTOUHBIX aTTECTALIUN:

- IpOBeJEHHUE J1a0OPAaTOPHBIX PAOOT (MPAKTUUECKUX 3aHATHI C UCIOIb30BaHUEM
CMELTEeXHUKN) U UX 3allNTa;

- CaMOCTOATCIIbHAsA IMOATOTOBKAa MW IIPOBEACHHC HpGSGHTaHI/Iﬁ 10 TEMaM
AUCHUIIIIMHBI, - OK3aMCH.
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7.2 lllkana ¥ KpUTEPUH OLICHUBAHUA Pe3yJIbTATOB 00yUeHHUS
d)opMa HpOMC)KyTO‘IHOfI aTTCCTallMM. DK3aMCH.
[To uToram MpoMeKyTOYHOM aTTECTAIIMU MO TUCIUILTAHE (MOIYJII0) BBICTABIISETCS OIICHKA

COTIIMYHO», «XOPOII0», «yAOBJICTBOPUTCIBHO» HUIIN «HCYAOBJICTBOPUTCIIHEHO).

IxaJja oneHUBAHUSA Onucanue

Boimonuensl Bce BHIbI  y4eOHOH paboThl, MNpeayCMOTpPEHHbBIE
y4eOHbIM Tu1aHOM. CTYJEHT JeMOHCTPUPYET COOTBETCTBUE 3HAHMIA,
YMEHHH, HaBBHIKOB MPHUBEICHHBIM B TaOJHMIIAX MOKAa3aTeNe,
OTepupyeT NPUOOPETECHHBIMU 3HAHUSAMH, YMEHHSIMH, HaBBIKAMU,
MPUMEHAET UX B CUTyalUsX MOBBILIEHHON CiOXHOCTH. IIpu 3TOM
MOTYT OBITh JOMYIIEHbl HE3HAYUTENbHBIC OIIUOKH, HETOYHOCTH,
3aTpyAHEHUS MPU AHAIUTUYECKUX Olepalusix, NepeHoce 3HaHUM U
YMEHUI Ha HOBBIC, HECTAHIAPTHBIC CUTYAIUU.

OTINYHO

BreimonmHeHsl Bce BHIBI  y4eOHOW pabOThI, MPEeIyCMOTPCHHBIE
yueOHbIM  miaHoM.  CTyJIeHT  JEMOHCTPUPYET  HEMOJIHOE,
Xopouio NIPABUIIBHOE COOTBETCTBUE 3HaHH, YMEHHU, HABBIKOB
MIPUBEJICHHBIM B TAOIUIAX MMOKA3aTeleH, IN00 eCu Mpu dTOM ObLITH
JOTYIIEHBI 2-3 HECYIIIECTBEHHBIE OIIMOKH.

BeimonHensr Bce BHUIBI  yueOHOW pabOThI, MpeayCMOTPEHHBIE
y4eOHBIM Tu1aHOM. CTYyAeHT AEeMOHCTPUPYET COOTBETCTBUE 3HAHUIA,
Y IOBNETBOPUTENHHO | B KOTOPOM OCBEIIEHAa OCHOBHas, HauOoyiee BakHas YacTh
MaTepuaina, HO IpU STOM JIOMyIIeHa OfHa 3HA4YMUTEIbHas OLIMOKa
VI HETOYHOCTb.

He BeimonneH onuH win Oojee BUAOB Yy4eOHOH pabOTHI,
IPETyCMOTPEHHbIX Yy4eOHbIM IIaHOM. CTyAEHT JEeMOHCTPUPYET
HEIOJHOE COOTBETCTBME 3HAHUM, YMEHUH, HaBBIKOB NPUBEICHHBIM
B TaOnuIax TMOKa3aTesei, JOMyCKaIOTCs 3HAUYUTENbHbIE OIIMOKH,
MPOSABIIIETCS OTCYTCTBUE 3HAHWN, YMEHHWIl, HaBBIKOB IO pAIY
MOKa3aTesei, CTyJEeHT HWCHBITHIBAET 3HAUYMTEIbHBIE 3aTpyIHEHUS
MIpU ONEPUPOBAHUM 3HAHUSMU U YMEHHMSIMHM TpU UX MEpEeHOCE Ha
HOBBIE CUTYAIINU.

HeynosnerBopurenbHo

7.30ueHo4HbIE CpeacTBa
7.3.1 OnieHOYHBIE CPEACTBA M TEKYILEH aTTeCTaluu

KomnbroTepHoe TecTUpOBaHMe.

7.3.2 OueHouYHbIE CPECTBA 11 MPOMEKYTOUYHON aTTECTALIMU
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IK3aMeH.

Crmcok BOITPOCOB JIA 5K3aMCHa 110 JUCIHUIIIINHE

1. Bunpl ceTeBbIX aTak W BPEIOHOCHBIX MPOTPaMM, MEXaHU3M pealH3alud U
ceTeBasi ySI3BUMOCTb.

2. Knaccudukanum crnoco00B HECAaHKIIMOHHMPOBAHHOTO JOCTyNa K CETEBOM
uHpOpMaLnH.

3. OcHOBHbBIE MEXaHU3MbI MPOBEJCHHS CETEBBIX aTaK Ha Pa3NUYHBIX YPOBHSIX
monenu ISO/OSI.

4. [Ipobnembr  oOecrieueHuss  KOHPUACHIHAIBHOCTH,  IEJIOCTHOCTH |

JOCTYITHOCTH HMHpOpMalMM Ha pa3nuyHbiX ypoBHsAX wmozaenu ISO/OSI  (ciyxOb
0€30MacCHOCTH U MEXAaHU3Mbl UX pealln3alnn).

5. Dransl MOCTPOCHUS CUCTEMBI HH()OPMALIMOHHON O€30MaCHOCTH.

6. Croco0Opl  HECAaHKIIMOHHPOBAHHOTO  JocTynma K  uHbopMauud B
KOMITbIOTEPHBIX CETSX.

7. Hanagenust Ha MOMUTUKY 0€30MACHOCTH U MPOLIEAYPHl aAMUHUCTPATUBHOTO
JocTyma.

8. Hanagenust Ha OCTOSIHHBIE KOMIIOHEHTBI CUCTEMBbI 3aILIUTHI.

9. Hananenust Ha cMEHHbBIE 3JIEMEHTBI CUCTEMbI 3aIUTHI.

10. Hamanenust Ha MpOTOKOJIBI HHPOPMAIIMOHHOTO B3aUMO/ICHCTBUSI.

1. Hamanenus Ha pyHKIIMOHAIBHBIC 3JIEMEHTHI KOMITBIOTEPHBIX CETEH.

12. OYHKIUKA MEXKCETEBOIO SKPaHUPOBAHUS HA PA3IUYHBIX YPOBHSAX MOJEIH
OSI.

13. QunbTpanus Tpaduka.

14. @YHKINUN TOCPETHUYECTBA.

15. Kputepuu onieHkH u kitaccuuKaiysg MEeXCETeBbIX SKPaHOB.

16. OcoOeHHOCTH PabOTHI MEXKCETEBBIX IKPAHOB SKCIIEPTHOIO YPOBHSI.

17. YcraHoBka, KOHQUTYPUPOBAHUE W HACTpOiika cucteM 3ammuThl FireWall.

18. 3amura nHGOpMaIIUK B MpoIiecce nepenaydu mo cetu (TexHomorus VPN).

19. TyHHeNnUpoBaHUE HA KAHAJIBHOM YPOBHE.

20. 3amuTa BUPTyaIbHbIX KaHAJIOB HAa CETEBOM YPOBHE.

21. [TocTpoeHune 3alMIEHHBIX BUPTYaJbHBIX CETE HA CEAHCOBOM YPOBHE.

22. Bunpsl, pacnpeneneHue KpUNTOTpa@UUECKUX KIOYEH W COTJIACOBAHUE
MapaMeTpoB 3aIIUIICHHBIX TYHHEJIEH.

23. be3omacHOCTh ynaIeHHOTO JOCTYyNA K JIOKAIBHOM CETH.

24, 3amuTta WHQOpPMAIMK OT HECAHKIIMOHUPOBAHHOTO JOCTYyMa (MEXKCETEeBbIE
JKpaHsbl).

25. TpeboBanust k OC KOMIBIOTEPA, HA KOTOPBIN YCTaHABIMBACTCS OpIHIAMAYIP.

26. Kakue snemeHTbl BHyTpEeHHEH MOJIUTUKU O€301aCHOCTU CETH MPEeANpUsATUs
MO3BOJISIET OPTaHMU30BaTh UCTIONB30BaHue MO, 1 KakuM o0pazom?

27. Crioco0ObI opraHu3aIiy 3alUIIeHHBIX BUPTYJIbHBIX KaHAJIOB.

28. BapuanTsl Texanueckoil peannzanuu VPN-ceTei.

29. 3amura BHYTPUCETEBOIO TpadukKa.
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30. JIOCTOMHCTBA W HEIOCTaTKH ayTeHTH()HUKAIWU Ha PA3IUYHBIX YPOBHSIX
monemu ISO/OSI.

31. MexceTeBble SKpaHbI.

32. 3agaun MEKCETEBBIX DKPAaHOB B 00ECIICUEHNH CETEBOM OE30MaCHOCTH.

33. Knaccudukanus MexceTeBbIX SKPaHOB.

34. IToctpoenue npaBui GUIBTPALUH.

35. TpeboBaHMs K MEKCETEBBIM IKPAHAM.

36. [1111:03b1 YpOBHS IPUIIOKEHUH.

37. DKpaHUPYIOLUH MapUIpyTU3aTOp (MMaKETHBIN QUIBTP).

38. DKpaHUPYIOLIUI TPaHCHIOPT (LLUII03 CEAaHCOBOI'O YPOBHS).

39. KoMIuiekcHbIe MEXKCETEBbBIE KPaHBI.

40. Peanu3zanus cereBoit NOJUTUKU OE30MIaCHOCTH € UCIIOJIB30BAHUEM.

41. Mertoapl 00X0/1a MEKCETEBBIX IKPAHOB

42. OcCHOBHbBIE BO3MOXHOCTH U CXEMbI Pa3BEPTHIBAHHS MEKCETEBBIX SKPaHOB.

43. JloCTOMHCTBA U HETOCTATKA MEKCETEBBIX YKPAHOB.

44. CriocoObl M30IA1IMU TOTOKOB MH(OPMAIIUH B CETH.



