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1 Hean, 3axa4m ¥ NJIAHUPYeMble pPe3yJIbTAThl 00y4eHHsl 110 JUCHUIIIHHE

K 0CHOBHBIM WHeJSIM OCBOSHHS TUCIHIUIHHBI «AYIUT WHPOPMALMOHHOW OE30MaCcHOCTI
CIIe/TyeT OTHECTH:

® W3y4YCHHUE CTyJCHTAaMH BHJOB, NMPAKTUYECKUX METOIOB M CPEICTB MPOBEICHUS ayIHTa
uHpopmannonHoi 6e3onacHoctu (UB).

K ocHOBHBIM 3a1a4aM OCBOCHHS JUCHUIUIMHBI «AyIUT HHYOPMALMOHHON 0€30IacCHOCTH

CJIe/lyeT OTHECTH:

e (dopMHpOBaHHE TIOHMMAaHUSI TMPOIECCOB TpoBepku u oueHku Wb, mnpuHIMnon
OpraHM3aluH TPOLECCOB ayAWTa W aHaidu3a pUCKoB Wb M MOATOTOBKM OTYETHBIX
JIOKYMEHTOB;

® O03HAaKOMJICHHE C OCHOBHBIMH CTaHmapTramu B oOnactu ayauta Wb, mpaktudeckumu
npueMaMy TPOBEICHHS ayIuTa, METoJaMH cOOpa JaHHBIX, OICHKH PHCKOB M aHalN3a
3aIIUIIEHHOCTH;

e 00yuyeHHe HHCTPYMEHTAJIbHBIM CpeCTBaM NpoBeaeHus ayaura 1b.

OOydeHue mTO IUCIHIUIMHE «AYyIUT WHPOPMANMOHHOW OE30IMacHOCTW» HANpaBJICHO Ha
dbopMupoBaHHUE Y O0YJAFOIITUXCSI CICTYIONTUX KOMIICTCHITHH:

Koa n HauMeHoBaHNe KOMIIETEHIIMIA

HNuankaTopbl A0CTHKEHUSI KOMIETEHIIHA

OIIK-10. CnocobeH B KadecTBE TEXHHYECKOTO
CIicuaJIincra HpI/IHI/IMaTB y‘-IaCTI/Ie B
GOpMHPOBAaHUM  TOJWTHKUA  WH(POPMAIIMOHHOM
0€30MMacHOCTH, OPraHU30BbIBATh U MOAACPKUBATH
BBITIOJTHEHHWE KOMIUIEKCA Mep II0 00ecIeueHUIo
WH(POPMAIIMOHHOYW  0E30MaCHOCTH,  YIPAaBIATh
MPOIIECCOM HX pealii3allii Ha 00bEKTE 3alUThI.

HOIIK-10.1. 3Haer npuHIUIE (OPMUPOBAHUS
MIOJINTUKU  HWH(POPMAIMOHHONW O€30MMacHOCTH B
“H(OPMAITMOHHBIX CHCTEMAaX;

HOIIK-10.2. VYwmeer pa3pabaTeiBaTh YacTHBIC
MOJIMTUKKH ~ MH(OPMAIMOHHOM  0€30MacHOCTH
“H(OPMAITMOHHBIX CUCTEM, OIIPEIIEISITh KOMILIECKC
Mep (WpaBwia, TPOUENYPHI, TPAKTHIECKUE
MPUEMBI, PYKOBOJSIIUEC TNPHUHIIMIIBI, METOJIBI,
cpencTBa) st obecrieueHuss WH()OPMALMOHHOM
0€30I1aCHOCTH WHPOPMAITMOHHBIX CHCTEM,
VIPABJIATH MIPOIECCOM MX PeasIH3aIliH Ha 00BEKTe
3aIUTEL.

HOIIK-10.3. Bmageer wmeromamu  pabOTHI
TEXHUYECKOTO  CHEIHAIACTa W MOAICPIKKOMN
BBIMOJIHEHUSI KOMILJICKCA MEp MO OOECICUEHHUIO
“H(OPMAITMOHHOW OE30MaCHOCTH, YNPaBICHUEM
MIPOIECCOM MX Pear3alfii Ha 00hEKTE 3alTUThHI

[IK-2. CmocobeH TpWHHMATh yYacTHE B
OpraHu3allid ® CONPOBOXICHHH AaTTECTAIllUH
oObekTa wH(pOpMaTH3alMu MO TPeOOBaHUSAM
Oe3omacHoCTH MHPOPMALIAN

HIIK-2.1. 3maer opra#um3amuio paboOTel |
HOPMATHUBHBIC IIPABOBBIC AKTBI II0 aTTCCTAllUU
00BEKTOB MH(OPMATU3AIUK, METOJIBI ATTECTAIIUN

YPOBHA  3alIMLICHHOCTH  MH()OPMAIMOHHBIX
CHCTEM;

UIIK-2.2. YMmeeT y4yacTBOBaTh B OpraHM3allUd U
COIIPOBOXICHUN aTTecTaluu o0BeKTa
nHpOpMaATH3AIINHN TT0 TPEOOBAHUAM 0€30TTACHOCTH
rnH(popMaIuy;

UIIK-2.3. Bnageer MeToguKaMH TPOBEPKU

3AIHUIEHHOCTH OOBEKTOB WH(MOPMATH3AIMH Ha
COOTBCTCTBUC HOPMATHBHBIX JOKYMCHTOB.

[IK-6. CmocobeH TpWHMMATh yYacTHE B
(hopMupoBaHUH, OpPTraHHU30BHIBATh u
MOJ/ICP)KUBATH BBITIONIHEHHE KOMIUIEKCA MeEp 10
obecrieueHnto WHMOOPMAIIMOHHON 0€30MaCHOCTH,
YIPaBISATh MPOIECCOM UX pealln3alluu

UIIK-6.1. 3naer npuHOMIB (HOPMHUPOBAHUS
KOMILJIEKCa Mep o o0ecreYeHn o
nHPOPMAITMOHHON 0€30ITaCHOCTH MPEIIIPHSITH
(opranuzanumn);

UIIK-6.2. Bnameer MeTomaMHu OpraHu3alld U
VOpaBICHUA  JIEATENBHOCTh  CIyXk0  3amuThl
rHGOpMaIK Ha TPEIITPHUSTHI.




2 MecTo IMCUMILIMHBI B CTPYKTYpe 00pa3oBaTeIbHOI MPOrpaMMbl

JuctunnnHa oTHOCUTCA K o0s3aTenbHOM yactu (b1.1), yacTeio ocHOBHOI 00pa3oBaTenbHON
nporpammel (b1.1.30).

JlucuumnHa B3aMMOCBSI3aHA JIOTHYECKU U CONEPKATEIBHO-METOAUYECKH CO CIIETYIOIUMU
muctuiiiHaMu - W npaktukamu - OOl «Ananutuka wHQOpMaAMOHHOW  0€30MMacHOCTHY,
«MOHUTOPHUHT COOBITHI U ynpaBiaeHue HHuuAeHTaMu (SIEM)».

3 Crpykrypa H coaep:KaHue TUCHUIIMHBI
OO0mast TpyA0€MKOCTh TUCHHUTUTHHBI COCTaBISACT 4 3a4eTHBIX equHUIIBI (144 qacoB)

3.1 Buabl yueOHO# padoThl U TPYAOEMKOCTH

3.1.1 Ounas ¢popma oOyueHus

3 | IIpomexkyTouHasi aTTecTanus

Ne . KoanuectBo CemecTpsl
Buj yueOHoii padoThl
n/n 4acoB 6
1 | AyautopHble 3aHATHSA 72 6
B Tom uucne:

1.1 | Jlekuuu 18 6
1.2 | CeMuHapckue/mpakTUYECKUE 3aHATHS 6
1.3 | JJabopaTopHbl€ 3aHATUS 54 6
2 | CamocTosiTesqibHARA padoTa 72 6
6
6

DK3aMeH

Hroro: 144




3.2.1 Ounas ¢popma 0OyueHus

3.2 TemaTn4eckuii IVIaH U3yYeHHUS AUCHUTITHHBI

Pa3nenani/Tembl
TUCIHHUILTNHEI

TpynoeMKoOCTBb, 4ac

Bcero

AynuTopHas padora

Jlexnun

Cemunapckue/
MPaKTHYECKHE
3aHSTUS
Jlaboparopubie
3aHATUA

[IpakTrueckas

IMOATOTOBKA

CamocrogaTejbHas
padora

Pazpen 1.

Knaccugukanus uHpOpMAIH B
COOTBETCTBUU c poccuiickuM
3aKOHOJATEIHLCTBOM.

28

Paznen 2.
Tunossie yTpO3bl 0€301acHOCTH
aBToMaTu3upoBaHHbBIX cucteM (AC)

22

12

Pasznen 3.
Hactpolika W »3KCIulyaTaiusi CpeicTB
obecrieuenns oeszonacHoct AC.

32

16

Pasnen 4.
CpencTBa 1 METOABI IPOEKTUPOBAHUS U
IIOCTPOEHHUS 3amuiIeHHbIX AC.

18

Paznen 5.

CpencTBa BBISIBJICHUS U HEUTpaTU3aIluN
MOTBITOK  HapylIeHUsT Oe30MacHOCTH
AC.

22

12

Pa3nen 6.
Bunsl mopneneit yrpos. PaspaboTtka u
BHEJPCHHUE.

14




7 Paznen 7.
Pa3zpabotka OpraHU3aIMOHHO-
pacCHOpSIUTEIBHOM W HOPMATHUBHO-

o 8 2 - 2 - 4
TEXHUYECKOUI JIOKyMEHTAITU! TUTS
samueHasIx AC
HToro 144 18 54 72

3.3 Conepskanue QM CHUATIINHbBI

Paznen 1. Knaccudukamus wHOpMamuum B COOTBETCTBUM C  POCCHUUCKHAM
3aKOHOAATEIHCTBOM.

[Ipenmert, comepxaHue W 3aladd Kypca, €ro MECTO Cpelu APYruX IUCHUIUIUH y4eOHOTO
rwiana. @OpMbl OTYETHOCTH, OCHOBHAS U JOMOJHUTENbHAs JautepaTypa. UHdopmanus u ee pons B
coBpeMeHHOM obmiectBe. HopmatuBHO-TIpaBoBasi 6a3a i kiaccuukanuu WH(GOpPMAIUH, BHIBI
TallH 1 MUHMMAaJBHBIM HaOOp TpeboBaHMII K oOecrneueHuI0 0e30MacHOCTH Pa3TUYHBIX KaTeropHii
UHpOpMAIIHH.

Pa3nes 2. Tunossie yrpo3sl 6€30MaCHOCTH aBTOMaTU3UPOBAaHHBIX cucteM (AC)

[TonsaTne yrpo3sl 1 0COOEHHOCTH TUIOBBIX YIpo3 JJsl aBTOMAaTU3UpOBaHHBIX cucteM (AC).
ABromarusupoBaHHas cuctema (AC) kak 00beKT 3amuTsl HHPopManuu. Kiaccudukanms u oOmmii
aHanu3 yrpo3 uHpopmarmonHoi 6e3onacHoctu B AC.

Pa3nen 3. Hactpoiika u skcrutyaTaus cpeacTB odecneuenus 6e3omnacuoctu AC.

TumoBoii coctaB cpeactB obecriedeHus wuHMopManuoHHOW  Oe3omacHoctn  AC.
PexkomeHIyeMbie mapamMeTpbl HACTPOWKH B 3aBHCUMOCTH OT HEOOXOIMMOTO YPOBHSI OOCCIICUCHUS
WHPOPMAITMOHHOH  0€30MacHOCTH. OJKCIUTyaTallds ©  HAJEKHOCTh CPEJICTB  OOECTCUCHUs
6e3onacHocTu AC.

Paznen 4. CpenctBa U METO/IbI TPOSKTHUPOBAHUS U TOCTPOEHUS 3aIlUIIeHHBIX AC

Peanmzamust yrpo3 wHGOpMAaNMOHHONW O€30MacHOCTH MYTEM HECAHKIMOHHUPOBAHHOTO
noctymna. Mozenbs NoBeIeHUs MOTEHIUAIbHOro HapymuTenst. O000IEHHbIE MOJIEIN CUCTEM 3aILUTHI
uHpopmanuu AC. OCHOBHBIE TPUHITUITBI 0OecriedeHnst nHpopmarmonHoi 6e3onacaoct AC.

Pazpnen S. CpezncTBa BeISIBICHHS U HEMTpaTU3allK MONBITOK HapyeHus 6e3onacHocty AC.

Cucrempl oOHapykeHUS M NIpenoTBpalleHus BTopxkeHuil. Buenpenune B mepumerp AC
CpPEZCTB BBISBJICHUS U HEUTpaIM3alluu MONBITOK HapylIeHus 6e3onacHocTH AC. AyTuT BHEIPEHHBIX
CPEJIICTB U Mep.

Paznen 6. Bunsl moneneit yrpo3. Pa3paboTka u BHeApEHHE.

HopmaruBHo-nipaBoBasi 0a3a A  COCTaBICHHMA MOJEIU Yrpo3 HH(GOPMAIMOHHON
0€30MaCHOCTH M MOJENIM HapyIuTeNs. PUCK-OPHEHTUPOBAaHHBIM MOJAXOA K OIIEHKE aKTyalbHBIX
yrpo3 Oe3onacHoctd AC. CopepkaHue THUIIOBOM Mojenu yrpo3. OmmcaHue B MOJETH YIpo3
UH(POPMALIMOHHON 6€30MaCHOCTH HEAOMYCTUMBIX COOBITHH.

Pazgen 7. PazpaboTka opraHu3alMOHHO-PACTIOPSIUTENFHOW U HOPMATUBHO-TEXHUYECKOH
JIOKYMEHTAlUM 715 3anuieHHbix AC.

PazpaboTka conpoBOAUTENBHOM JOKyMEHTAIMH K 3amuieHHoil AC. HopmaTtuBHo-IpaBoBast
6a3a 3amutel AC, knaccudukamnus AC o ypoBHsAM (Ki1accam) 3amuiieHHocTH. CoriiacoBaHne Mep
U TpeOOBaHMH pPA3TUYHBIX HOPMATHUBHO-TIPAaBOBBIX AaKTOB B paMKaX OpraHU3allMOHHO-
pacnopsAaUTEIbHON 1 HOPMAaTUBHO-TEXHUYECKON TOKYMEHTALMH ITPEIITPHUATHS.




3.4 TemaTnka ceMMHAPCKHX/NIPAKTHYECKHUX 3aHATHH

3.4.1 CemuHapcKue/IpaKTHYECKUE 3aHATHSI
He npedycmompenul yuebHbIM NIAHOM.

3.4.2 JlabopatopHble paboTEhI
Paznen 1. Knaccudukamus uHbopManuu B COOTBETCTBUM C  POCCHUHCKUM

3aKOHOJAaTCJIIbCTBOM.

BHJA.

JIaGopatopHas pabota Nel.l. Buasl koH(puACHIMAIBHOW HHPOPMALIUY.
JlaboparopHuast pabota Nel.2. OcHOBHBIEC TPEOOBAHHUS K 3aITUTE MHPOPMAITUH OTIPEACICHHOTO

Paznen 2. Tunosslie yrpo3bl 0€30MacHOCTH aBTOMAaTU3UpOoBaHHBIX cucteM (AC).
JlaboparopHuast pabota Ne2.1. Knaccudukanus u o0muid aHaJ3 yrpo3, akTyanbHbIX st AC.
JIaGoparopHas pabota Ne2.2. Tunoast cuctema 3amutsl AC.

Pa3nen 3. Hactpoiika u skcrutyaTaius cpeacTB odecneuenus 6e3omnacuoctu AC.
Jlaboparoprast padota Ne3.1. Hactpoiika U dKCITyaTausi CHCTEMbI KOMIIEKCHOTO aHAJIA3a

3aIUIIEHHOCTH.

ceTell.

JlabopaTtopHas pabota Ne3.2. Hactpoiika 1 sKCIuTyaTarisi CACTEMBI aHaIN3a 3aIUIIEeHHOCTH

Pa3nen 4. CpenctBa M METO/IBI IPOSKTUPOBAHUS U TIOCTpOeHUs 3anuieHHbIx AC.
JlaboparopHast pabota Ned. 1. Dranbl mpoekTupoBaHus 3amuimeHHbx AC.
JlabGopaTtopHnas padota Ne4.2. [Toctpoenne moaenu 3amuiieHHon AC.

Pa3nen 5. CpencrBa BRISIBJICHUS U HEUTpaIM3aIlMH TIOMBITOK HapymeHus 6e3omnacHoctu AC.
JlaGopatopHas pabota Ne5.1. Beisinenue nniunestos b AC.
JlabopaTtopHas pabota Ne5.2. IIpenoTBparnienue u npotuBojeiicTerue Hapymenusm b AC.

Pasnen 6. Buast Mmozeneii yrpos. PaspaboTka u BHenpeHue.
JlaGopartopHas pabota Ne6.1. PazpaboTka THIIOBOI MOJENN YIpo3.
JlaGopatopnass pabota Ne6.2. CormacoBaHusi MOJEIH Yrpo3 C OpPTraHU3AIMOHHO-

pacopsAUTENIBHON JOKYMEHTAUEN TIPEAIIPUATHS.

Pazgen 7. PazpaboTka opraHM3allMOHHO-PACHIOPSIUTENIFHOW U HOPMATUBHO-TEXHUYECKOH

JIOKYMEHTAlUM 1715 3auuieHHbix AC.

JlaGopatopnast pabora Ne7. Pa3paboTka KOMIUIEKTa OpraHM3allMOHHO-PacIoOpSIUTEIbHON

JIOKyMEHTaIlM1, HeoOxoauMoi 1yt mpoBenenus ayauta b AC.

3.5 TemaTnka KypcOBBIX IPOEKTOB (KypCOBBIX padoT)

Kypcosoe npoexmuposanue no oucyuniumne « Ayoum ungpopmayuonHo 6e30nacHocmuy

npeoyCMOmMpPeHo Y4eOHbiM NAAHOM.

TembI KypCcOBBIX padoT:

Aynut Ub cootBercTBus 187d3 Ha TpaHCTIOPTHOM NPEANPHUATHN (C TPUMEPOM)
Aynut Ub cootBercTBus 187P3 B 00:1acTH 31paBOOXpaHEHUs (C IPUMEPOM)
Aynut Ub cootBetcTBus 187D3 B opranuzanum KpeaAuTHO-(GPUHAHCOBOU ceprl (¢
IPUMEPOM)

Aynut Ub coorBercTBus crangapty PCI DSS

Aynut Ub cootBercTBus ctanaapty banka Poccun CTO BP



Aynut Ub coorBercTBus 15203 I1/[n
Aymut Ub coorBercTBust 6303 [{udposas moanuch
Aynut Ub cootBerctBus 75203 buomerpuueckue 1111

A SR

Aymut Ub coorBercTBus cranmapty ['OCT P 57580.1—2017 be3omacHocTh (hriHAHCOBBIX

(6aHKOBCKHX) OTepaIuii

10. Aynut Ub cootBerctBus ctanaapty PCI DSS I'OCT P 53647.3 2015 MenemxkmMeHT
HenpepbIBHOCTH OM3Heca. Ob0ecnieuenue coorBercTBus TpedboBanusiM ['OCT P CO 22301

11. Aynut Ub cootBerctBus ISO/IEC 27001

4 YuyeOHO-MeTOAUYECKOEe U MH(POPMAIITHOHHOE O0ecTeyeHne

4.1 HopmatusHble 10KyMeHThI 1 'OCTo1

1. ®enepanpublii 3akoH oT 27.07.2006 1. Ne149-03 «O6 unbopMayu, HHPOPMATMOHHBIX
TEXHOJIOTHSIX W O  3amuTe  WHGOpMAIuu»,  TEKCT: anekTponHsli, —  URL:
http://pravo.gov.ru/proxy/ips/?docbody&nd=102108264, pexxum gocTymna: CBOOOIHBIH.

2. ®enepanbHblii 3akoH OT 27.07.2006 r. Nel52-®3 «O mepcoHanbHBIX AAHHBIX», TEKCT:
anektpoHHblii, — URL: http://pravo.gov.ru/proxy/ips/?docbody&nd=102108261, pexum pocryma:

CBOOOIHBIN.

3. TOCT P UCO/M3K 27001-2021 WudpopmannoHHas TEXHOJIOTUSA. MeTOAbl U CpelcTBa
obOecrieuennss  Oe3omacHocTH. CHCTEMBI MEHEKMEHTa HH(OPMAIMOHHONW  0€30MacHOCTH.
TpeboBanus. Hanmonansusiit crangapt P®: Beenen 01.01.2022: - M.: Crangaptundopm, 2021.-
URL:
https://protect.gost.ru/document1.aspx?control=3 1 &baseC=6&page=10&month=12&year=2021&s
earch=&1d=242006. - TekcT: AIeKTPOHHBI.

4. TOCT P UCO/M3BK 27004-2021 NudopMaiimoHHbIe TEXHOIOTUUA. METOIBI U CpeAcTBa
obecnieueHus 6ezonacHocTH. MeHePKMEHT HHPOPMALIMOHHOM 6e30nacHOCTH. MOHUTOPHHT, OLIEHKA

3alllMIIEHHOCTH, aHanu3 W oueHuBaHue. Hamumonanbubiii ctangapt P®: BBemen 30.11.2021:
- M.: Craagaptuadopm, 2021.- URL:
https://protect.gost.ru/document1.aspx?control=3 1 &baseC=6&page=52 1 &month=6&year=2008&s
earch=&1d=240761. - TekcT: 3MeKTPOHHBIA.

5. TOCT P UCO/MDK 27006-2020 MudopmarioHHbIe TEXHOJIOTHH. METOIbI U CPEeACTBA
obecrieuenust Oe3omacHocTU. TpeboBaHMs K opraHaM, OCYIIECTBISIONIUM ayauT B CepTUDHUKAIINIO

CHCTEM MEHEDKMEHTa WH(pOpMaIMOHHOW Oe3omacHocTu. Harmmonanbublid crangapt P®: BBenen
01.07.2021: - M.: Crangaptuadopm, 2020. URL:
https://protect.gost.ru/document.aspx?control=7&id=238756. — TekcT: 2IEKTPOHHBIN.

6. TOCT P UICO/M3K 27007-2014 NudopmannoHHas TEXHOJIOTUSA. MeTOAbl U CpelcTBa
obecrieueHns Oe3omacHOCTH. PyKOBOACTBa MO ayauTy CHUCTEM MEHEIKMEHTa HH()OpMaIMOHHOU
6e3onacHocty. Hanmonaneueiii crangapt P®: Beenen 01.06.2015: - M.: Crannaptundopm, 2019.
URL.: https://protect.gost.ru/document.aspx?control=7&id=187871. — TeKkcT: 3JIeKTPOHHBIH.

4.2 OcHoOBHas JIUTEpaTYypa
1. Hecrepos, C. A. OcHoBsl nHpopManmonHoi 6e3omacHoctu / C. A. HecrepoB. — 2-e u3.,
crep. — Cankr-IlerepOypr : Jlanp, 2023. — 324 ¢. — ISBN 978-5-507-48149-1. — Texkcr :
AJICKTPOHHBINA /l Jlanb : 3JICKTPOHHO-OMOIMOTEYHAS cucTema. — URL:
https://e.lanbook.com/book/341267




2. Parosun, 0. H. Opranusanus u ynpasjieHue MMopa3AeieHueM 3aliThl HHPOPMALUU Ha
npeanpustan : yue6Hoe mocobume / FO. H. Parosun, B. A. Menbauk. — Cankr-IlerepOypr :
Wntepmenns, 2019. — 240 c¢. — ISBN 978-5-4383-0180-6. — Tekcr : anekTpoHHbIH // JlaHb :
3JIeKTpOHHO-0MOmoTeyHas cuctema. — URL: https://e.lanbook.com/book/161357

3. Ap3ymansH, A. b. MexayHapoaHble CTaHIApPThI TMPABOBOM 3alIUThl MHGOPMAIUU U

MH(POPMALIMOHHBIX TeXHOJIOTUH : yueOHoe nocobue / A. b. ApsymansH. — Pocros-nHa-/lony : FODY,
2020. — 140 c. — ISBN 978-5-9275-3546-0. — Tekcrt : snekTpoHHbIH // JlaHb : 3ME€KTPOHHO-
oubmuoreuynas cucrema. — URL: https://e.lanbook.com/book/170355. — Pexxum poctyna: s
aBTOPU3. IIOJIb30BATEIICH.

4.3 JlonoJHHUTEJbHAs JJUTEPATYPA

1. Kanrep, 1. B. YnpaBnenue nadopmaiioHHoi 6e30nacHOCTbIO : yueOHoe nocodue / 1.
B. Kanrep, A. C. [labypoB. — Ilepms : ITHUITY, 2023. — 91 c. — ISBN 978-5-398-02866-9. —
Texct : anexTpoHHbIi // JlaHb : 3neKTpoHHO-OnbIMoTeuHas cucrema. — URL:
https://e.lanbook.com/book/328889. — Pexxum noctyna: Ijisl aBTOPH3. MOIh30BATEINCH.

2. Tymbunckas, M. B. 3amura nHQOopManuu Ha MpeAnpuiATHH : yaeOHoe mocodue / M. B.
Tymounckas, M. B. Ilerposckuii. — Cankt-IlerepOypr : Jlans, 2020. — 184 ¢. — ISBN 978-5-
8114-4291-1. — TexkcT : snekTpoHHbil // JlaHb : 3nexkTpoHHO-OMOMMOTeYHass cucrema. — URL:
https://e.lanbook.com/book/130184. — Pexxum mocTyma: 1j1s aBTOpU3. TOTB30BATEIICH.

4.4 DuieKTpOHHBIe 00pa30BaTeJbHbIC PECYPChI

DOP Paspabamuvisaemcs.

4.5 JIMueH3HOHHOE M CBOOOHO PacpoCTPaHsieMoe IPOrpaMMHoOe o0ecriedeHue

B pamxax ocgoerus OucyuniuHvl, 00NOJIHUMENbHOE NPOSPAMMHOE obecneyerue He
npeoyCMOmMpeHo.

4.6 CoBpemeHHbIe NPOo(ecCHOHATIBLHBIE 0a3bl JAHHBIX 1 HMH(OPMAIIMOHHBIE CIIPABOYHbIE
MaTepuaJIbl

B pamkax oceoenus oucyuniunsl, UCnOIb308aHUE NPOPeCcCUOHANbHbIX OA3 OAHHBIX U
UHGDOPMAYUOHHBIX CNPABOYHBIX MAMEPUATIO8 He NPedyCMOMPEHO.

5 MarepuajabHO-TeXHHYECKOe o0ecrieyeHne

Jlns mpoBefeHUs BCeX BHJOB 3aHATUH HEOOXOIUMO IMpPE3eHTAlIOHHOE 00O0pYyI0BaHUE
(MyIbTUMEIUNHBIA TPOEKTOP, IKpaH) — | KOMILIEKT.

Jlns mpoBeZieHHs JIaOOPAaTOPHBIX 3aHATHH HEOOXOIMMO HAJIMYME KOMIBIOTEPHBIX KJIacCOB
000pyIOBaHHBIX COBPEMEHHOH BBIYMCINUTEILHON TEXHUKOM U3 pacueTa OJHO pabodee MeCcTO Ha
OJTHOrO0 00y4yaeMoro, JOIyCKAaeTCs MCIOJIb30BaHUE CTYACHTOM COOCTBEHHOM BBIUMCIUTEIBLHON
TEXHUKHU (HOYTOYK).

C nenpio MOBBIIIEHUS] KauecTBa BEJICHHUs 00pa30BaTENbHON JNEesTEIbHOCTH B YHUBEPCUTETE
CO3/71aHa IEKTPOHHAsI HH(YOPMaLMOHHO-00pa3oBaTeabHas cpeaa. OHa moapa3yMeBaeT OpraHU3aInio
B3aUMOJICHCTBHS MEXTy OOyUYarOIIMMUCS U MPENOoIaBaTe/IIMU Yepe3 CUCTEMY JIMUHBIX KaOWHETOB
CTYJCHTOB, pACIHOJOKECHHBIX Ha O(HIMAIBHOM caiiTe yHHBEpCHTETa B HH()OPMAIIIOHHO
TeJIEKOMMYHUKAIMOHHOHN ceTu «HTepHeT». Co3nanHas nHGOPMaLlMOHHO-00pa3oBaTeibHas cpeaa
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MO3BOJISIET OCYIIECTBIATh B3aMMOJACHCTBHE MEXIY Y4YacTHHKaMH 00pa30BaTENbHOTO Mpoliecca
MIOCPEJICTBOM OPTraHM3alWN JHUCTAHIHOHHOTO KOHCYJIBTUPOBAHHUS II0 BOIPOCAM BBINOJHEHUS
NPAaKTUYECKUX 3alaHuil. B mpolecce caMOCTOSTENBHON pabOTHl CTYNEHTOB MPEIyCMOTPEHA
BO3MOKHOCTb IOJYYEHUS WHAMBUAYAJIBHBIX KOHCYJBTALMM IPENoJaBaTesiss C HCIOJIb30BAHUEM
JJIEKTPOHHOU ITOYTHI B ceTu MHTEepHeT.
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6 MeToanuyeckne peKOMEeHIANMHT

6.1 MeToanueckne peKOMEeHIALMH JJISl IPeNoiaBaTeJisi 10 OPraHu3auuu o0y4eHus

1. IIpy IOATOTOBKE K 3aHATHUAM CIIEAYyeT NpeABapUTEeNbHO MpopaboTaTh MaTepuall 3aHATHUS,
IIPEAYCMOTPEB €r0 MOoJIayy TOYHO B OTBEACHHOE UIS 3TOTO BpeMs 3aHATHs. ClenyeT NOArOTOBUTH
HEOOXOIMMBbIE MaTepHajbl — TEOPETUUYECKHE CBEACHUS, 3a1auu U Jp. [Ipu mpoBeaeHuu 3aHATHSA
ClielyeT KOHTPOJIMPOBATh MOJadyy MaTepuaja W pelieHHe 3aJaHui C yuyeToM yuyeOHOro BPEMEHH,
OTBEJICHHOTO JJIS 3aHATUS.

2. Tlpu mpoBepke pabOT W OTYETOB CJEAYEeT YYHUTHIBATH HE TOJHKO NPABHIBLHOCTH
BBIMIOJIHEHMSI 3aJaHuil, HO M ONTUMAJIbHOCTh BBHIOPAHHBIX METOJOB pPEIICHUS, NPABUIHLHOCTH
BBITIOJIHEHUSI BCEX €r0 LIAroB.

3. Ilpu opraHuzanMu M TNPOBEJCHHUS 3K3aMEHOB B IPAKTHKO-OPHUEHTUPOBAHHOH (opme
CJIeZIyeT MCIIONB30BaTh YTBEPXKICHHbIE Kadeapoit MeToamueckue peKOMEeHIalnH.

[Iporpamma cocraBieHa B cOOTBeTCTBUM ¢  DenepanbHbIM  TOCYAapCTBEHHBIM
0o0pa3oBaTeNbHBIM CTaHJAPTOM BBICIIETO OOpa3oBaHus Mo HampasieHuto noaroroBku 10.03.01
«MHpopmMannoHHas 0e30MaCHOCTbY.

6.2 MeToanueckue yKa3aHus JJis1 00y4al0MIUXCS 110 OCBOEHUIO U CIUTIIHHBI

N3y4yeHne TUCIUIUINHBL OCYILIECTBIISIETCA B CTPOIOM COOTBETCTBUU C LIEJIEBOM YCTaHOBKOW B
TECHOM B3aUMOCBSI3U YUeOHBIM Ii1aHOM. OCHOBOM TEOPETHYECKOM MOATOTOBKU CTYICHTOB SIBJISIOTCS
JICKIMU U TAOOpaTOpHBIE 3aHSITHSI.

B mpouecce caMocTosATENBHONM pPa0bOTBl CTYJIEHTHI 3aKPEIUIIOT U YINIyOJSIOT 3HaHMA,
IIOJIyYE€HHBIE BO BpPEMs ayJUTOPHBIX 3aHATHI, FOTOBATCSA K JK3aMEHY, a TAK)XXE CaMOCTOSATEIbHO
U3y4aloT OT/AEIbHbIE TeMbl yUEOHOM POrpaMMBl.

CamocrosTenbHas paboTa BKIIOYACT U3yUCHHE TEOPETHUECKUX M MPAKTHUECKUX Pa3esioB
JUCLUIUIAHBL.

OO01m1e peKOMEeHIaluH 110 OpraHu3aluy CaMOCTOSTETbHON pabOTHI:

Bpemst, KoTopbIM pacriosiaraer CTyAeHT JUIs BBIIIOJHEHHs y4eOHOrO I1aHa, CKIIaAbIBaeTCs U3
JIBYX COCTABJISIOLINX: OJIHA U3 HUX — TO ayTUTOPHAsi paboTa B By3€ 10 paCIHCAHUIO 3aHATHH, IpyTas
—BHEAyAUTOpPHAsl CaMOCTOATENbHAs padoTa. 3aJaHus U MaTepUabl JJIl CaMOCTOSITEIbHON paboThI
BBIJIAIOTCSI BO BpeMsl YUEOHBIX 3aHATUN MO PACIUCAHHIO, HAa ITHX )K€ 3aHATHUSAX IPErojaBaTellb
OCYILECTBJIAET KOHTPOJIb 32 CAMOCTOSATENILHOW PabOTOM, a TaKKe OKa3bIBAET MOMOIIb CTYJIEHTaM 110
NpaBUIBHON OpraHu3anuu paboTHI.

UTOOBI BBEITIOJIHUTH BECh 00HEM CaAMOCTOSITEIFHOM pabOThl, HEOOXOIUMO 3aHUMAThCS 1Mo 1 —
4 qaca exxeqHeBHO. HaumHaTh caMOCTOSITENIbHBIE BHEAYIUTOPHBIE 3aHATHUS CIEIYET C NEPBBIX XKE
nHel cemectpa. IlepBble HU ceMecTpa OY€Hb BaXKHBI JJII TOrO, YTOOBI BKIIIOYMTHCA B PadoTy,
YCTaHOBUTH OTIPENIEICHHBIA MOPSIOK, pABHOMEPHBIM PUTM Ha Bech ceMecTp. Putm B pabore —3T0
€)XKETHEBHbBIE CAaMOCTOSTE/IbHBIC 3aHATHUS, KEJIATeIbHO B OJHU U T€ K€ Yachl, P LEIeCO00pa3HOM
YepeJOBaHUU 3aHATUH C TIEpEepbIBAMHU I OTbIXA.

Haunnas paboTy, HE HY’KHO CTpPEMHUTbCA JejaTh BHAYAJE CaMylo0 TSXKEIYH0 €€ 4acTh, Hal0
BBIOpaTh 4YTO-HUOYAb CpelHee IO TPYIAHOCTH, 3aTeM IepelTd K Oosiee TpynHoW pabore. U
HAMoCJIEZIOK OCTaBUTh JIETKYIO YacTb, TPEOYIOLIYI0 HE CTOJBKO OONBIIMX HWHTEIICKTYalbHbIX
YCHUJIMH, CKOJIBKO OTPEAEIICHHBIX MOTOPHBIX JIEHCTBUH (YepueHue, MoCTpoeHHe rpa)uKoB U T.I1.).

Crnenyetr mpaBWIBHO OPTraHM30BaTh CBOW 3aHATHS MO BpeMeHu: 50 mMuHyT —padora, 5-10
MHUHYT —TIepepbIB; 1ociie 3 yacoB paboThl nepepsiB —20-25 munyT. lHaue Hapacralomiee yroMiaeHue
IIOBJICYET HEYCTOMUMBOCTh BHMMaHUS. O4YeHb CYIIECTBEHHBIM (DAKTOpOM, BIMSAIOIIUM Ha
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MOBBIIIICHHE YMCTBEHHOUW pabOTOCTIOCOOHOCTH, SIBJISIOTCS CHCTEMAaTUYECKUE 3aHATUS (pU3MdecKon
KynbTypol. OpraHuzanusi akTHUBHOTO OT[bIXa IMpeaycMaTpuBaeT dYepeOBaHHE YMCTBEHHOW U
(bU3UYECKON NEATENBHOCTH, YTO MOJHOCTHIO BOCCTAHABIMBAET PAOOTOCIIOCOOHOCTS.

MeTtoauyeckue yka3aHus K OTACIbHBIM BUIaM IS TeIbHOCTH:

Jleknusa: Hanucanne KOHCHEKTa JIEKUMKA: KpPAaTKO, CXEMaTU4YHO, I[OCIEI0BATEIbHO
(¢buKCcHpOBaTh OCHOBHBIC IMOJIOKEHUS, (POPMYIHPOBKH, BbIBOABI. llomMeuaTh Ba)KHbIE MBICIIH.
Brigensars kitoueBbie cloBa, TEPMHUHBL. J[eaTh MOMETKH Ha BOMPOCaX, TEePMUHAX, OJIOKaX B TEKCTE,
KOTOpBI€ BBI3BAM 3aTPYAHEHUS, IOCIE YEro IOocTapaThbCsli HAWTH OTBET B PEKOMEHyeMOun
nutepatype. Eciau oTBeT He HaliieH, TO Ha KOHCYJIBTAIlUN 00paTUTHCS K IPETIOAaBaTelIIo.

JlaGopaTopHas pabora: Pabora ¢ KOHCIEKTOM JICKIIUH M METOAMYECCKUMHU YKA3aHHUSIMHU I10
BBITIOJTHEHHIO JTA00paTOPHOU pabOoThI, MPOCMOTP PEKOMEHyEeMOH JTHTEepaTyphl, KOHCIIEKTUPOBAHUE
OCHOBHBIX MBICJIC W BBIBOJOB, pa3padOTKa TUTAHA BBITIOJHEHHUS JIa0OpAaTOpPHOUM padoTHI,
npenBapuTenbHas GOpMyIHPOBKA BO3MOMKHBIX BBIBOJOB 10 padore. [IoAroToBka K MpakTHYECKUM
3aHATHSAM, IPOPAOOTKa MaTepuaa 1o BOIpocaM, BHIHOCUMBIM Ha MpakTuueckue 3ausatus. s Oonee
yIyOaEHHOTO M3YYCHHSI TEMBI 3aJJaHUS JJIs1 CAMOCTOSTEIHbHON PabOThl PEKOMEH/IYETCSI BBITTOIHATh
napajuiebHO C U3YYEHHEM JaHHOW TEMOM.

7 ®DoHA OLIEHOYHBIX CPEACTB

7.1 MeToabl KOHTPOJISA 1 OLICHUBAHMS Pe3yJ1bTATOB 00y4eHus!

B npornecce 00ydeHHs: MCMONB3YIOTCS CEIYIOIUE OLICHOUHbIE (POPMBI CAMOCTOSITEIBHOMN
paboThI CTYACHTOB, OILICHOYHBIE CPEJICTBA TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH U MPOMEKYTOUHBIX
aTTecTaluu:

- IpoBeJieHNE J1a0OpaTOpPHBIX paboT (IPAaKTHUYECKUX 3aHATHH C  HCIIOJIb30BAHHUEM
CHENTEXHUKH) U UX 3alIUTa;

- OK3aMCH.

7.2 llIkana v KpUTEPUU OLIEHUBAHUS Pe3yJIbTATOB 00y4eHMsI

[Toka3zaTenem olleHUBaHMS KOMITIETEHIIMIA HAa Pa3IUYHBIX dTarmax ux (OpMUPOBAHUS SBISIETCS
JOCTIDKEHUE 00yYaONIMMUCS TUITAHUPYEMBIX Pe3yJIbTaTOB O0YUYSHHS MO JUCIUTUINHE.

OIIK-10. CrnocofeH B KadecTBe TEeXHMYECKOI0 CHelUHATHCTA TPUHUMATH YydacTHe B
(opMUpOBaAHUM NOTUTHKH HHPOPMALIMOHHON 0€30NACHOCTH, OPraHU30BbIBATH U NMO/IEPKUBATH
BbINOJIHEHHE KOMILJIEKca Mep Mo obecnevyeHH0 MHGPOPMAUMOHHONH 0€30MacCHOCTH, YNPABJATH
MPOIECCOM MX peau3alu Ha 00beKTe 3alNThI.

Kpurepnu oueHuBanus
Ioka3zarean
2 3 4 5

3HATH: OO0yuaromuiics OO0yuaromuiics OOyuaromuiics OO6yuatomuiics
TIPUHIIATIBI HE 3HAeT WIH B JIEMOHCTPUPYET JNEMOHCTPUPYET | JEMOHCTPUPYET
(dhopMupoBaHus HEJI0CTaTOYHOM YaCTUYHOE 3HAHWE | TIOJHOE 3HAHHE NIOJTHOE 3HAHUE
MTOJIUTUKHU CTCTICHU 3HAET MIPUHIIUTIOB MPHUHIIUTIOB MIPUHIIUTIOB
nH(pOPMAITMOHHOH TIPUHITATIBI (hopmupoBaHUS dhopmupoBaHUs (hopmupoBaHUS
0€e30IMacHOCTH B Q)OpMHpOBaHI/IH ITOJIUTUKH ITOJIMTUKN INOJIUTUKU
“H(OPMAITMOHHBIX TTOJTUTHKHU “H()OPMAITMOHHOW | MHPOPMAIIMOHHO | WH(POPMAIMOHH
CHUCTEMaX. HH()OPMAITMOHHO | 0€30IaCHOCTH B i 6e3omacHOCTH | O

11 0e30MacHOCTH B | MH(OPMAIUOHHBIX | B 0€30IMacHOCTH B

WHGOPMAIIMOHHBI | CUCTEMaXx. WH(GOPMAITMOHH | WHPOPMAIIMOHH

X CUCTEMaAX. bIX CUCTEMAX. bIX CUCTEMAX.
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Honyckarorcs Honyckarorcs Honyckarorcs
3HAYHUTEIILHBIC HE3HAYUTEJbHbIC | HE3HAUYNUTEIbHBI
OIITMOKHU OIITNOKH, € HETOYHOCTHU
HETOYHOCTHU
yMeTb: Obyuatomuiics Obyuatomuiics Ob6yuatommuiics Obyuatomuiics
pa3pabaTsIBaTh HE yMeeT HJIH B JEMOHCTPUPYET JEMOHCTPUPYET | JEMOHCTPHPYET
YacTHBIC IOUTHKA | HEAOCTATOYHOM YaCTUYHOE YMEHHE | TIOJIHOE yMEHHE | MOJHOE yMEHHE
nH(pOPMAITMOHHOH CTETICHU YMEeT pa3padaThIBaTh paspabaThIBaTh pa3padaThIBaTh
Oe3omacHOCTH pa3pabaTrIiBaTh JacTHBIC JacCTHBIC JacTHBIC
“H(OPMAITMOHHBIX YaCcTHBIE MTOJIUTHUKHU MTOJTUTHKHU MTOJTUTUKHU
CUCTEM, OIIPENEIATh | IOJIUTHKU MH(OPMAITMOHHOW | MHPOPMAIIMOHHO | HH(POPMALMOHH
KOMIIJIEKC Mep MHQOPMAIIMOHHO | 0€30MacHOCTH it OezomacHOCTH | OM
(npaBmia, i1 6e30MacHOCTH HH)OPMAITMOHHBIX | HHPOPMAIIMOHH | 0€30MaCHOCTH
MPOIIECyPHI, UHQOPMAIIOHHEI | CHUCTEM, BIX CHUCTEM, HHPOPMAIOHH
MIPaKTHYECKUE X CHCTEM, OTIPEICTIATh OTIpEeNeIATh BIX CHUCTEM,
TIPHEMEI, OTIPE/IETIATH KOMILIEKC Mep KOMILTEKC Mep OTIPE/IETISTh
pYKOBOSIIUE KOMIIJIEKC Mep (mpaBwuna, (mpaBuna, KOMILJIEKC Mep
MIPUHIIUIIBL, METOABI, | (TIpaBHIIA, MIPOLIEAYPHI, MPOLEAYPHI, (mpaBua,
CpeicTBa) AJst IPOIIEYPHI, MPaKTUIECKUE MPaKTUYECKUE POy PHI,
obecrnieueHus MPAKTHYECKUE TIPUEMBEI, MIPUEMBEI, MIPaKTHYECKUE
“H(OPMAITMOHHON TIPUEMBI, PYyKOBOASIIINE PYKOBOASIITHE TIPHEMBEI,
0e30macHOCTH pYKOBOSIIUE TIPUHLMIIBL, MPUHIIMIIBL, pPYKOBOSIIUE
“H(OPMAITMOHHBIX TIPUHIIATIBL, METO/IBI, METO/IBI, MIPUHIIATIBL,
CHCTEM, YIPABIATh METOJIBL, cpezcTBa) AJst CpescTBa) st METOJBI,
MPOIIECCOM UX CpencTBa) Jist obecrnieueHus obecrieueHus CpencTBa) s
peanu3any Ha obecrieueHus nHpOpPMAITMOHHON | MH(GOPMAIIMOHHO | 00CCIICUCHUS
00BEKTE 3aIIUTHI. UHQOPMAIMOHHO | 0€30MacHOCTH it OezomacHOCTH | MHPOPMALIMOHH
it 6e30macHOCTH “H(OPMAIMOHHBIX | MTHPOPMAIIMOHH | O
UHQOPMAIOHHEI | CHUCTEM, BIX CHCTEM, 6e30macHOCTH
X CUCTEM, yIpaBIsTh yIpaBIsATh HHPOPMAITOHH
YOPaBIATH MIPOIIECCOM UX MIPOIIECCOM UX BIX CHCTEM,
MPOIIECCOM HX peanu3ainuy Ha peanu3anuu Ha YIIPaBISATH

peanu3anuy Ha
00BEKTE 3aINTEL

00BEKTE 3alllUTHI.

00BEKTE 3alllUTHI.

MPOIIECCOM UX
peanu3aiuy Ha

Honyckarorcs Honyckarorcs 00BeKTe
3HAYUTENHHBIC HE3HAYHTEIbHBIE | 3aIUTHI.
OIIMOKHU OIINOKH,
HETOYHOCTH Jormyckatorcst
HE3HAYUTETHHBI
€ HETOYHOCTH
BJIA/IETh: OO0yuaromuiics OO0yuatomuiics OOyuaromuiics OO6yuatomuiics
METOJIaMH pabOTHI HE BJIQJICET WA B | J€MOHCTPUPYET JIEMOHCTPUPYET | JEMOHCTPUPYET
TEXHUYECKOTO HETOCTaTOYHOM YacTHYHOE MTOJTHOE TOJTHOE
CIICIUATNCTA U CTCIICHU BaeeT | BIaJcHUE BIIAJICHUE BIIAJICHUE
IO LTI PAKKOH METOJaMH MeTOoJIaMH paboThl | METOAAMHU METOIaMH
BBIIIOJIHEHUS paboThI TEXHUYECKOTO paboTsl paboThI
KOMILJIEKCa Mep 10 TEXHUYECKOTO CIIEIUATNCTA U TEXHUYECKOTO TEXHUYECKOTO
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o0ecIIeYeHUIO
nH(pOPMAITMOHHOH
0e30IMacHOCTH,
yrpaBJIiCHUEM
MIPOLIECCOM UX
peanu3anuu Ha
00BEKTE 3aIIUTHL

CIELMAINCTa U
MO ACPIKKOMN
BBIIIOTHEHHUS
KOMILJIEKCa Mep
o 00eCTICUCHUTO
MHQOPMAITIOHHO
1 0€30I1aCHOCTH,
YIIPaBICHUEM
MPOIIECCOM HX
peaiu3anuu Ha
00BEKTE 3allHTHI.

MOAIEPKKON
BBITIOJTHEHHUS
KOMIUIEKCa Mep 10
00€eCIICUeHUIO
MH(OPMAITMOHHOM
0e30IMacHOCTH,
yIIpaBICHUEM
MIPOLIECCOM UX
peanu3anuu Ha
00BEKTE 3aIUTHI.

Honyckarorcs
3HAYUTENIbHEIC
OIINOKHU

CHEIHAINCTa U
MOJIEPIKKOM
BBITIOJTHCHUS
KOMIUIEKCa Mep
10 00ECTIICUCHHTO
WHPOPMAITHOHHO
1 0€30I1acHOCTH,
yIpaBjieHUEM
MIPOIECCOM UX
peanu3amnuu Ha

00BEKTE 3alUTHI.

Honyckarorcs
HE3HAYUTEILHEIC
OIINOKHU,
HETOYHOCTH

CIELMAINCTa U
MOJJIEPIKKOH
BBITIOJIHEHHUS
KOMILIIEKCa Mep
o
o0ecIeYeHUIO
nH(pOpPMAITMOHH
ou
0€30IaCHOCTH,
YIIPaBICHUEM
MIPOIIECCOM UX
peanu3anyy Ha
00BeKTe
3aIIUTEHI.

Honyckarorcs
HE3HAYUTEIbHBI
€ HETOYHOCTH

ITK-2. Cnoco6en NPpUHUMATD YYAaCTHEC B OPraHm3ali M CONMPOBOKIACHUHA aTTECTAlUN o0beKTa

HH(oOpMATH3ALMHU 110 TPeOGOBAHUAM 0€30ACHOCTH UH(OPMALUN

3HATD: OO0yyaromuiics OO0yuaromuiics OO0yuaromuiics OO0yuaromuiics
OpraHu3aInI0 HE 3HAeT UIIH B JIEMOHCTPUPYET JNEMOHCTPUPYET | JEMOHCTPUPYET
paboThI U HEJ0CTaTOYHOM YaCTHUYHOE 3HAHHEC | TMOJHOE 3HAHHE ITOJIHOE 3HAHHE
HOpPMAaTHBHBIC CTETICHH! 3HAeT OpraHu3aIuu OpraHu3aIuu OpraHu3aIuu
MPaBOBBIE AKTHI 1O OpraHu3aluio paboTH 1 paboTH 1 paboTH 1
aTTeCTaITIH paboTHl U HOPMaTHUBHBIX HOPMaTHBHBIX HOPMaTHUBHBIX
00BEKTOB HOPMAaTHBHBIE MIPaBOBBIX aKTOB MIPaBOBBIX AKTOB | TIPABOBBIX
rH(pOpMaTH3AIUH, MIPABOBHIC aKThI 10 aTTECTALINH 10 aTTeCTAlNH aKTOB I10
METOBI aTTECTAIIMK | TI0 ATTECTAITIN 00BEKTOB 00BEKTOB aTTeCTaITH
YPOBHS 00BEKTOB nH(popMaTH3aIMY, | HHPOpMATH3aKd | OOBEKTOB
3aIHUIEHHOCTH nHpOpPMATH3AIMHA | METOJIOB 1, METOJIOB rH(popMaTH3AI]
HH(POPMAITHOHHBIX , METOJIBI aTTECTaITIH aTTeCTaIIH HH, METOJIOB
CHUCTEM. aTTeCTaIluU YPOBHS YPOBHS aTTeCTaI[iU
YpPOBHS 3aIHIEHHOCTH 3alUIIEHHOCTH | YPOBHS
3aIIUIIEHHOCTH “H(OPMAITMOHHBIX | HHPOPMAIIMOHH | 3aAIIUIICHHOCTH
WHGOPMAITMOHHBI | CUCTEM. BIX CHCTEM. “H(OPMAIUOHH
X CHCTEM. BIX CHCTEM.
Jlomyckatotcst JomyckatoTcst
3HAYHUTEIbHBIC He3HauuTebHble | JlomycKaroTes
OITMOKH OIIMOKH, HE3HAYUTEIIbHBI
HETOYHOCTH € HCTOYHOCTH
YMeTh: OO0yuaromuiics OOyuaromuiics OOyuarommutics OOyuaromuiics
y4acTBOBATh B HE YMeeT UJIH B JIEMOHCTPUPYET JIEMOHCTPUPYET | JEMOHCTPUPYET

OpraHu3alid U
COTIPOBOXJICHUU

aTTeCTaI 00BEKTa
rnH(pOpMaTH3AIHH 10

HEIOCTAaTOYHOM
CTEIIEHU YMEET
y4acTBOBAaTh B

OpraHu3aluy U

YaCTUYHOE YMEHUE
y4acTBOBAaTh B
OpraHMU3allN U
COIIPOBOXKICHUH

MOJIHOE YMEHHE
y4acTBOBAThH B
OopraHu3alvy u
COTIPOBOXKICHUHT

MOJTHOE YMEHHUE
y4acTBOBATh B

OpTraHM3alyd U
COIIPOBOXICHU
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TpeOOBaHUSIM COTPOBOXKJICHUU | aTTeCTalluu aTTeCTaI[IH 1 aTTeCTaINH
0€30ITaCHOCTH aTTecTalun 00BeKTa 00BeKTa 00BeKTa
WHPOPMALIUH. o0BbeKTa nHpopMaTH3auuu | HpopMaTH3auM | HHPOpPMaTH3ALl
uHGOpPMATH3AUHU | IO TPEOOBAHHUAM 1 TI0 HH 10
1o TpeOoBaHUAM | O€30MacHOCTH TpeOOBaHUIM TpeOOBaHUAM
06e30macHOCTH nH(pOpMAITUH. 0e30MacHOCTH 0e30macHOCTH
nH()OPMATIHH. nHpOopMaIIm. nHpOpMaIIn.
Honyckarorcs
3HAYHUTEILHBIE JlonyckaroTcst JonyckaroTcst
OIINOKH HE3HAYNUTEIbHbIE | HE3HAYUTCIBHBI
OIINOKH, € HCTOYHOCTH
HETOYHOCTH
BJIANETD: OO0yyaromuiics OO0yuaromuiics OO0yuaromuiics OO0yuaromuiics
METOAMKAMU HE BJIAZICET WK B | JEMOHCTPUPYET JCMOHCTPUPYET | JAEMOHCTPUPYET
MIPOBEPKHU HEJO0CTaTOYHOM YaCTHYHOE ITOJTHOE IIOJTHOE
3AIIHIEHHOCTH CTEIICHU BJaJeeT | BIAJCHHE BIIAJICHHE BIIaJICHHE
00BEKTOB METOAUKAMHU METOAUKAMU METOAMKAMU METOAMKAMU
WHPOPMATH3AINN HA | TPOBEPKH MPOBEPKH MPOBEPKU MPOBEPKU
COOTBETCTBHE 3AIIUIEHHOCTH 3AIIHIEHHOCTH 3AINMIEHHOCTH | 3al[UIIEHHOCTH
HOPMAaTUBHBIX 00BEKTOB 00BEKTOB 00BEKTOB 00BEKTOB
JIOKYMEHTOB. uHpopMaTH3anuu | nHbopMaTuzauu | uHGopMaTH3any | UHGOpMATH3AILl
Ha COOTBETCTBHE | HA COOTBETCTBHE U Ha WY Ha
HOPMAaTHBHBIX HOPMAaTHUBHBIX COOTBETCTBHE COOTBETCTBHE
JIOKYMEHTOB. JIOKYMEHTOB. HOPMaTHBHBIX HOPMATHBHBIX
JIOKYMEHTOB, JIOKYMEHTOB.,
HomyckaroTcs
3HAYHUTEIbHBIE JlomyckaroTcst Jlomyckarotcst
OINOKH HE3HAYNTEIbHBIC | HE3HAYUTCIIBHBI
OLIMOKHU, € HETOYHOCTH
HETOYHOCTH

IIK-6. Cioco0eH NpuHUMAThH y4yacTue B (p)OPMUPOBAHUM, OPTAHN30BHIBATH U NMOJAEPKUBATH
BBINIOJIHEHHE KOMILIeKCa Mep 10 o0ecrieYeHN 0 HHPOPMANMOHHOMH 0e30IIaCHOCTH, YIIPABJIATH

MPOIECCOM MX peau3anuu.

3HATH:

TTPUHITHIIBT
(dhopMHupOBaHUS
KOMILIIEKCa Mep TI0
o0ecreYeHu o
“H(OPMAITMOHHOM
0e3omacHOCTH
NPeANPUATUS
(opranuzanum).

OO0yuaromuiics
HE 3HAeT UIIH B
HEIOCTAaTOYHOM
CTEIIEHH! 3HAET
TIPUHITATIBT
hopmupoBaHus
KOMILIEKCa Mep
0 00CCIICUCHHIO
WHGOPMAITIOHHO
1 0€30ITacCHOCTH
TPEANPUITHS
(opranu3anun).

OO0yuaromuiics
JIEMOHCTPUPYET
YaCTUYHOE 3HAHUE
MPUHIIUIIOB
(hopmupoBaHus
KOMILIIEKCa Mep TI0
obecrieueHII0
WHPOPMATHOHHON
0e30macHOCTH
PEIIPUATHS
(opranuzanum).

Honyckarorcs
3HAYUTEIHHBIC
OIITMOKHU

OO0yuaromuiics
JIEMOHCTPUPYET
MOJIHOE 3HAHUE
MPUHIIUITIOB
(hopMupoBaHUs
KOMILIIEKCa Mep
0 00€eCIIeYeHNTO
WHPOPMAITIOHHO
i 6e30macHOCTH
MPETPUITHS
(opranuzanum).

Honyckarorcs
HE3HAYHTEIHHBIE

OO0yuaromuiics
JIEMOHCTPUPYET
IIOJIHOE 3HAHHE
TIPUHITATIOR
(hopmupoBaHus
KOMILIEKCa Mep
1o
o0ecIeYeHHUIO
“H(OPMAITMOHH
ou
0e30IMacHOCTH
TIPS ATPUATHS
(opranuzanun).
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3aIIUTHI
nH(popMaIu Ha
MIpe N PUITHH.

OpraHu3alvy 1
yIpaBICHHS
JIeATEIbHOCTD
CITYO0 3aIUTHI
uHQOpMaIH Ha

OpraHM3alnd U
yIpaBJICHUS
JeATEIbHOCTD
CITYO0 3aIUTHI
nH(popMaI Ha

OpraHu3aluu U
yIpaBJICHHUSI
JEATEIBHOCTD
CITy0 3aIIUTHI
nH(pOpMaIH Ha

OIIIMOKH, Jlomyckarotcst
HETOYHOCTH HE3HAYNTEIbHBI
€ HETOYHOCTHU

BJIANETD: OO0yuaromuiics OO0yuaromuiics OO0yuaromuiics OO6yuaromuiics
METOaMM HE BJIAJZICCT WK B | JICMOHCTPUPYET JEMOHCTPUPYET | JEMOHCTPUPYET
OpraHU3alud U HEJOCTATOYHOM YaCTUYHOE MMOJIHOE IIOJTHOE
YIPaBICHHUS CTEIICHU BJaJeeT | BIAJIcHHE BIIAZICHHE BIIaJICHHE
JESTEILHOCTD CIYKO | MeToJaMHu METOaMHU METOIaMHU METOaMHM

OpraHM3alid U
yIpaBJICHUS
JeATEIbHOCTD
CITYO0 3aIUTHI
nH(popMaI Ha

MpEeANPUSATUN. NpEANpPUATHH. MPEANPUSATHH. NpEANpPUATHH.
Honyckarorcs Honyckarorcs Honyckarorcs
3HAUUTEIbHBIC HE3HAUUTEIbHBIE | HE3HAYUTEIbHbI
OITMOKHU OIIMOKH, € HETOYHOCTH

HETOYHOCTH

®opMa NPOMEKYTOUYHOM ATTECTAIUM: IK3aAMEH.
[To uroram mpoMexyTOUYHOM aTTeCTalH MO AUCUUIUIMHE (MOJYJII0) BHICTABIISETCS OLIEHKA

KOTIIMIHO», «XOPOIIO», «yHAOBJICTBOPUTCIIBHO» HUIIN «HCYJOBJIICTBOPUTCIILHOY.

HIxaJja oneHuBaHUA

Onucanue

OTan4HO

BrimonHeHs! Bce BHIBI y4eOHOW palOTHI, MperyCMOTPEHHBIE y4eOHBIM
mwiaHoM. CTyAeHT JEeMOHCTPUPYET COOTBETCTBHE 3HAHWH, YMEHHUIA,

HaBBIKOB TPUBEJICHHBIM B  Ta0JMIaX [OKa3aTeiel, OmepupyeT
MPUOOPETCHHBIMU 3HAHUSIMHU, YMCHUSMH, HaBbIKAMHU, MPUMCHSCT UX B
CUTYaIMsIX MOBBIIIEHHON CIIOKHOCTH. [Ipu 3TOM MOTYT OBITH TOITyIIEHBI
HE3HAUYUTEIHHBIC OMMOKY, HETOYHOCTH, 3aTPYTHEHUS IIPH aHATUTHICCKUX
omepauusax, MEepeHoce 3HAHMW M YMEHHUH Ha HOBBIE, HECTaHIAPTHHIC

CUTYaIIHH.

Xoporiio

BrimoHeHB! Bce BHIBI yUeOHOW pabOThI, MPEAYCMOTPECHHBIE YUeOHBIM
wiaHoM. CTyJIeHT NEMOHCTPHPYET HEMOJHOE, MPAaBUIILHOE COOTBETCTBHE
3HAHH, YMCHUH, HABBIKOB MPHUBEICHHBIM B TAaOJIHIIAX MOKa3aTeIeH, 1100
€CITU IIPH ATOM ObUIH JIOMYIIEHBI 2-3 HeCYIIECTBEHHBIC OMMOKH.

Y 10BIIETBOPUTENIBHO

BrimonHensl Bce BUABI yueOHOW pabOTHI, MPEeNyCMOTPEHHbBIE y4eOHBIM
mw1aHoM. CTyJIeHT JAEMOHCTPHPYET COOTBETCTBHE 3HAHHM, B KOTOPOM
OCBEIlICHa OCHOBHAs, HauOoJiee BaKHAs 4acTh MaTepuana, HO MpPU 3TOM
JOIYIICHA OJHA 3HAYUTENbHAS OIINOKA UM HETOUHOCTb.
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Hey,[[OBJ'IeTBOpI/ITCJ'II)HO AOIMYCKArTCA 3HAYUTCIILHBIC OIIII/I6KI/I, MMPOABIIACTCA OTCYTCTBUC 3HaHPII>i,

He BrimonHen oavH nium 6onee BUAOB yueOHOH paboThL, TPeyCMOTPEHHBIX
yueOHpIM maHoM. CTyIeHT IEMOHCTPUPYET HENOJHOE COOTBETCTBHE
3HAaHWH, YMEHHH, HABBIKOB IPHBEJICHHBIM B TaOiHLax IOKa3zaTelei,

YMEHUH, HAaBBIKOB II0 psATy IIOKa3aTelield, CTYISHT HCIBITHIBACT
3HAYUTEIILHBIC 3aTPYIHEHUS TIPU ONEPUPOBAHUN 3HAHUSIMU M YMEHUSMHU
IIPH WX TIEPEHOCE Ha HOBBIE CUTYAIIHH.

7.3 OuneHo4HbIe CpPeICTBA

7.3.1 Texymuit KOHTPOJIb
Texymmii KOHTPOJIb YCTIEBAEMOCTH CTYACHTOB OCYIIECTBIISIETCS B IIPOIECCE IPOBEICHUS

71a00paTOPHBIX padoT.

b=

AN

10.
1.
12.
13.
14.

15.

16.

17.

18.

19.
20.

7.3.2 [IpomexyTOoUHasi aTTecTanus
OueHoYHbIE CpeACTBA A MPOMEKYTOUYHOU aTTECTAllUU
DK3aMeH
Cnucok BOIpocoB IJist 9K3aMeHa
Aymut Ub. Konnenmust [A*4
OneHounsle cTanaapTsl U cneunduxanu 1b.
CocraB, OCHOBHBIEC CTAaHJIAPTHI U CIICU(PUKALIUN.
B kakoM HOpMaTHMBHOM IPaBOBOM aKT€ 3aKpeIJIeHbl BCe BUIbl KOH(MUICHIMAIBHOM
nHpopmanuu?
Uto Takoe nepcoHalbHbIEC TaHHBIE B COOTBETCTBUU ¢ P3-1527
Kakyro uH(popMmaImio 3ampemeHo OTHOCHTh K KOH(GUACHIIMAIbHOW B COOTBETCTBHH C
3aKOHOM P®D?
Packpoiite monsiTre "KOHPUACHINATHHBINA JOKYMEHT"
[lepeuncnure 4 BuAa TallH OTHOCSILMXCS K IEPCOHAIBHBIM AaHHBIM. B ciydae ecnu Bam
M3BECTHO OoJbllIe BUAOB TaliH oTHOCSIUXCS K [1J] ux ciaenyeT nepedncianTb.
B kakowm citydae ¢ororpaduo MOKHO OTHECTH K OMOMETPUICCKUM MTEPCOHATBHBIM JTAHHBIM?
MoskeT 11 SBISATHCS ONEPaTOPOM MEPCOHANBHBIX JaHHBIX (PU3NUYECKOE JTHUIIO0?
Kakue geiicTBUSI MOXKHO TPOU3BOJIUTH C IEPCOHATBHBIMU JJTAHHBIMU ?
[Tepeuncnure knaccupuUKaMOHHBIE TPYIIHI EPCOHANBHBIX JAHHBIX MO MPU3HAKY CBOOOIBI
obopoTa.
Kto sBmsiercs OCHOBHBIM OTBETCTBEHHBIM 3a OIPENCICHHE YPOBHS KiIaccuukamm
uHpopmanuu?
Kakas kareropusi sBisiercsi HanbOojiee PUCKOBAHHOW Ui KOMIIAHUM C TOYKU 3PEHUS
BEPOSITHOTO MOIIICHHUYECTBA U HAPYIIICHUS O€301MacCHOCTH?
Ecnu pa3nuuHbIM TpymaM MOJIb30BaTeeil ¢ pa3inyHbIM YPOBHEM JoCTymna Tpedyercs
JIOCTYII K OJTHOM W TOW >Xe MH(]OpMaIlMu, KaKoe M3 yKa3aHHBIX HWXKE JCHCTBUU CIEAyeT
NPEANPUHITh PYKOBOJCTBY?
KTo B KOHEYHOM cuyeTe HEeCeT OTBETCTBEHHOCTh 3a TapaHTUU TOrO, YTO JIaHHbIE
KJIACCU(UITUPOBAHBI U 3AIUIICHBI?
OCHOBHOW [TOKyMEHT, Ha OCHOBE KOTOPOTO IPOBOAMTCS MOJUTHKA WH(DOPMAIMOHHOU
0e30macHOCTH?
Kommepueckas TaitHa 370....
l'ocynapcrBenHas TaliHa 3T0. ..

BbankoBckasg Taiiga 3To....
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21. IlpodeccuonanbHas TaiHa. ..

22. Kak Ha3pIBaeTCs TaliHA TIEPEMUCKHU, TeJIe(OHHBIX TIEPETOBOPOB, MTOUYTOBBIX, TEIETPAPHBIX U
WHBIX COOOIIEHUA?

23. DIleMEeHT anmapaTHOW 3allluThl, T/I€ WCIOJB3YETCS PE3EPBUPOBAHME OCO00 BaKHBIX
KOMITBIOTEPHBIX MOJCHCTEM.

24. Crangapt «O6mue Kputepun». Konuenius, OCHOBHbIEC TOHITHS U OTIPECIICHUSI.

25. Crangapt «O6ume Kputepum». Ouenounsie ypoBHu 1osepust (OVY 1)

26. CTO bP UBBC CrpykTypa, KOHLIENLUS, OCHOBHBIE IOHITHS U ONPEEIICHUSI.

27.CTO BP UBBC IlpoBeaeHue ayaura COOTBETCTBUS KPEIUTHO-(PHHAHCOBOI OpraHU3aluu
tpeboBanusim CTO BP UBBC.

28. PCI DSS Ctpykrypa, KOHIIETIHS, OCHOBHBIC IMOHSATHS U ONIPEICTICHUS.

29. PCI DSS IIposenenue aynura coorBetcTBusa TpedboBanusim PCI DSS

30. PCI DSS IlpoBeaenue camoorieHKu cooTBeTcTBHs TpeboBanusm PCI DSS

31. PCI DSS OcHoBurbie TpeboBanus (12 TpeboBaHmin)

IIpumep Ounera.

MHWHHCTEPCTBO OBPA30OBAHUS 1 HAYKU POCCUNCKOI ®EJIEPALINNA
®EJIEPAJIBHOE T'OCYJJAPCTBEHHOE ABTOHOMHOE OBPABOBATEJILHOE
VYPEXJIEHWE BBICILIETO OBPABOBAHUS
«MOCKOBCKHWH NOJIUTEXHUYECKNI YHUBEPCUTET»
(MOCKOBCKHWH ITOJINTEX)

SK3AMEHAILIMOHHBIM BUJIET Nel
10 TUCLUIUINHE

«AY AT UHOOPMAILIMOHHON BE30ITACHOCTH»

HamnpaBnenue nmoaroTroBku
10.03.01 MudopmarmonHas 6€30MacHOCTb

BOIIPOCHI:

1. Kommepueckas TaiiHa 3T0...

2. DJIEeMEHT armapaTHOM 3alUThI, T/I€ UCIIOIB3YETCs PE3EPBUPOBAHNE 0CO00 BAKHBIX
KOMITBIOTEPHBIX MOJACHCTEM.

3.KTo sBnseTcss OCHOBHBIM OTBETCTBEHHBIM 3a OIpeAeTeHHEe YpPOBHS KiIaccu(uKaiuu
uHpopmanuu?

YTBepKaeHO: / [« » 20 r.
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