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1 ]_[e.]'ll/l, 3ala'YiM 1 IVIAaHUPYEMBIC PE3YJIbTaThbl Oﬁy‘IeHI/Iﬂ o AMCOMIIJINHE

K 0CHOBHBIM 1eJISIM OCBOCHHUS TUCIUILTHHBI «be30macHoCcTh HHPOPMAITMOHHBIX PECYPCOB
B lHTEpHET» OTHOCUTCS:
e 00ydeHue CTyJeHTOB MpUHIHIAM 3(PPEeKTUBHON opraHn3annuu HHOOPMAITHOHHON
3aIlUTHI;
e (opMUpOBaHUE Y HUX YMEHHUI BOCCTAHOBIICHUS YACTUIHO MOTEPSHHONW HH(POPMAIIHH.
e 3aKpEIUICHHE TOTYyYaeMbIX B CEMECTPE 3HAHUI ¥ HABBIKOB Ha MPAKTUKE;
e (opMUpOBaHHE B3aUMOCBSI3CH, MTOJTy9IaeMbIX B CEMECTPE 3HAHUH M HABBIKOB C
W3YYCHHBIMU paHee;
[ IIOoATOTOBKA CTYACHTOB K ACATCIbHOCTH B COOTBECTCTBHUH C KBaHI/I(bHKaHHOHHOﬁ
XapaKTepUCTHKON OakanaBpa.
K ocHOBHBIM 3a1a4yaM TUCIUTUTHHEI «be3omacHoCTh HH)OPMAIIMOHHBIX PECypCOB B
HNHuTtepHeT» oTHOCATCS:
e 3aKpEINIEHHUE OCHOB IIPOIrPaMMHUPOBAHUS,
e  CIOCOOHOCTH MCIOJIb30BaTh OCHOBHBIC TPUHITUIIEI HH(POPMAIIMOHHON 0€301aCHOCTH B
pa3nu4HbIX chepax AesITeTbHOCTH.
e OCBOCHHME COBPEMEHHBIX TEXHOJIOTHIl 3aIIUThI OT pa3NYHbIX aTak B IHTepHeTE;

OO6yuenune no nucuuiuinHe «be3omacHOCTP MHPOPMAIMOHHBIX pecypcoB B MHTepHeT»
HAaIpasJIeHO Ha (popMupoBaHUE y 00YUAIONIMXCS CIEAYIOMNX KOMITCTESHITHIA:

Koa m HaumMeHoBanue KOMIETEHIMIA NuHankaTopbl 10CTHKEHUS] KOMITETEHIMH

NOIIK-2.1.
MH(POPMAIMOHHBIE

3Haer COBPEMEHHBIE
TEXHOJIOTUH u
MPOTPaMMHBIC CPEJICTBA, OCHOBHBIC BUMBI H
MIPUHITUTIBEI PA0OTHI THGOPMAITMOHHBIX CHCTEM
1 MHPOPMAIMOHHBIX TEXHOJOTHH; CIIOCOOBI
BHEJIPCHUSI W HWHTETPAlMd  COBPEMEHHBIX

I/IH(I)OpMaI_II/IOHHBIX CHUCTEM, CIIOCOOBI OLICHKHU

HE00XOAUMOCTH HUCIOJIb30BAHUS
POTPAaMMHBIX CPEJICTB.
HNOIIK-2.2. VYmeer HUCIOJIL30BaTh

OIIK-2. Cnoco0eH npuHUMAaTh TPUHLIUIIBI
paboThI COBpEMEHHBIX HH(POPMAIIMOHHBIX
TEXHOJIOTHI U IPOrPaMMHBIX CPEACTB, B TOM
YHCIIe OTEUYECTBEHHOTO MTPOU3BOACTBA, U
UCTIONIB30BATh MX MIPH PEIICHUH 33714
npodecCHOHATBHOM AeITEIEHOCTH

COBpEMEHHbIC MH(POPMAIIMOHHBIE TEXHOJIOTUN
U TporpaMMHBIE CpEICTBa, KaK B paMKax
OTIIEJILHOTO TPEANPUSATHS, TaK U B paMKax

KOpPIIOpaLlMi, TOCYJapCTBEHHBIX  CHUCTEM;
BHEIPATb U  HACTpauBaTb COBPEMECHHBIC
MHPOPMALIMOHHBIE  CHUCTEMBI,  IPOBOJIUTH

MHTETPAUIO PA3IUYHBIX HH()OPMAITMOHHBIX
CUCTEM U MPOTrPaMMHBIX CPEICTB, OLICHUBATh

HEOOXOIUMOCTD HUCIIOJIb30BAHMS

MIPOTPaMMHOTO CPEICTBA JIJIsl PEIICHUS 3aa4.
NOIIK-2.3.Bnaneet HaBbIKaMy MPUMEHEHHUS
COBPEMEHHBIX HH(POPMAITMOHHBIX
TEXHOJIOTHI ¥ MPOTPAMMHBIX CPEJIICTB, TIPH
peLIeHNH 33124 B Pa3JIMYHbBIX OTPACiIIX,
BHEJIPEHUS U HACTPOMKH COBPEMEHHBIX
WH(GOPMALIMOHHBIX CUCTEM, OIEHKU
HEOOXOIMMOCTH MCITOJIb30BaHUS




IPOTPaMMHBIX CPEACTB U UH()OPMAIIHOHHBIX
CUCTEM ]ISl pELICHHUs 3a/1a4.

OIIK-5. Cnoco0eH MHCTATMPOBATh
IPOrpaMMHOE U anmapaTHoe oOecrieueHne
17151 “H(OPMAITMOHHBIX
aBTOMATU3UPOBAHHBIX CHCTEM

NOIIK-5.1. 3HaeT OCHOBBI CHCTEMHOTO
aJIMHHHUCTPUPOBAHUS, aIMUHUCTPUPOBAHUS
CYbB/l, coBpeMeHHbIE METOBI
MH(GOPMALIMOHHOTO B3aUMOJIEHCTBUS
WH(GOPMALIMOHHBIX U ABTOMATHU3UPOBAHHBIX
CUCTEM; CTIOCOOBI MHCTAIUISALIUN
MPOrPaMMHOTO 00ECTIeUeHHsI, CTIOCOOBI
OIICHKH MacIITaOUPOBAHMS CUCTEM, CTIOCOOBI
WHCTAJLISIUY allTapaTHOTO 00eCIIeUCHHSI,
METOIbI OI[CHKH TIPOU3BOIUTEIEHOCTH
MH(GOPMALIMOHHBIX U aBTOMAaTU3UPOBAHHBIX
CHUCTEM.

NOIIK-5.2. YMeeT nHCTAIIIMPOBaTh
porpaMMHOE 0OecTeueHe, B TOM YUCIIE B
COCTaBe TMIEPCUCTEM, HHCTAITUPOBATh
amnmapaTHoe obecreueHne, MaciTabupoBaTh
WH(GOPMAIIMOHHBIE 1 ABTOMATU3UPOBAHHBIE
CHUCTEMBI, OLICHUBATh HEOOXOIUMOCTh
MacCIITa0UPOBAHUS CUCTEM, OIICHUBATH
3aTpaThl Ha MHCTAJUIALUIO allllapaTHOTO U
MIPOrpaMMHOTO 00€CTICUCHHUS.

NOIIK-5.3. BnageeT: MeToJlaMH yCTaHOBKU
CHUCTEMHOT'0 U TPUKIIAHOTO MPOTrPAMMHOTO
o0OecrieueHHs, OLICHUBAEM
MIPOU3BOIUTEIILHOCTH UH()OPMAIIMOHHBIX H
ABTOMATHU3HPOBAHHBIX CHCTEM,
MacIITaOupPOBaHUEM CUCTEM 3a CUET
MHCTAJUISIUY alapaTHOrO U MPOrpaMMHOTO
obecrieyeHus.

OIIK-7. CnocoGeH y4acTBOBaTh B HACTPOIKe
U HaJlaJIKe IPOTrpaMMHO-aInapaTHbIX
KOMILJIEKCOB

NOIIK-7.1. 3HaeT OCHOBHBIE SI3bIKU
MPOrPaMMHUPOBAHUS, OTIEPAI[IOHHBIE
CHUCTEMBI U 00OJIOUKH, COBPEMEHHBIC CPEJIbI
pa3paboTKu IPOTPaMMHOTO 0OeCTIeueHUSI.
NOIIK-7.2. YMeeT cocTaBisiTh aJITOPUTMBI,
MUCaTh U OTJIAKUBATH KOJIBI HA S3BIKE
IPOrpaMMHUPOBAHHUS, TECTUPOBATD
paboTOCITOCOOHOCTH TPOTPAMMBI,
MHTETPUPOBATH MPOTPAMMHBIE MOJTYJIH.
HMOIIK-7.3. Bnageet s136IKOM
MIPOrPaMMHUPOBAHHUS, METOJIAMHU OTIAJKH U
TECTUPOBAHUS PAOOTOCTIOCOOHOCTH
MIPOTPaMMBI

IK-2. CriocoGeH oCyIecTBISATh yIPaBICHUE
npoektamu B oosactu T Ha ocHOBE
MOJIy4YE€HHBIX TUIAHOB IPOEKTOB B YCIOBHUSIX,

HIIK-2.1. 3HaeT: npuHUUIBI U METOIOIOTHH
yIIpaBJICHUS TPOCKTaMHU B 00J1aCcTH
nH()OPMAIIMOHHBIX U BeO TEXHOJOTHIA,




KOTJ]a POEKT HE BBIXOJHUT 3a MPEEbl CBSI3aHHBIMU C IPOCKTUPOBAHUEM CANTOB
YTBEPKJICHHBIX NIapaMeTPOB Internet-npunoxeHui.

HIIK-2.2. YMeeT: BBINOIHAT padOTHI Ha
BCEX CTAJUAX )KU3HEHHOTO LIMKJIA ITPOEKTA
NC, orieHnBaTh Ka4e€CTBO U 3aTPaThl MPOEKTA;
YTOYHSTH COAepKaHUE U COCTaB paboT;
IJIAHUPOBATh PA3JIMYHbIE ACTIEKTHI MPOEKTA
(conepxaHnue, CTpPyKTypa, KaueCTBO);
YIIPABIIATh PUCKAMU ITPOEKTA.

HIIK-2.3. Bnageer: cnenuain3upoBaHHBIM
MPOrPaMMHBIM 0OeCTIeYeHUEM JITISl BEACHUS
MPOEKTa; METOJIaMH YIIPABJICHHUS
MIPOEKTUPOBAHUS Web-CaliTOB U pa3paboTKOi
Internet npunoxenuii; padoTsl ¢
WHCTPYMEHTAIBHBIMH CPEACTBAMHU
MOJICTTUPOBAHUS TIPEIMETHON 001aCTH,
MPUKJIATHBIX U HHHOPMAITMOHHBIX IPOIIECCOB
B mporiecce ocBoeHust 00pa3oBaTeNbHON MPOTPAMMEBI JIAHHBIC KOMITETEHITUH, B TOM YHCIIC UX

OTACJIBbHBIC KOMIIOHCHTHI, q)OpMI/Ip}IIOTCH IIO3TAITHO B XO0J€ OCBOCHUA O6yanOHII/IMI/IC$[ JUCHUITIINH
(MoJyIeit), MpakTUK B COOTBETCTBHUH C YUCOHBIM IIJIAHOM M KaJCHAAPHBIM TpauKkoM yueOHOTO
nporiecca.

2 MecTo IMCHUIIMHBI B CTPYKTYpe 00pa3oBaTe/ibHOM MPOTrPaMMbl

Jucuunnuna «be3onacHocTh HHOOPMAILIMOHHBIX pecypcoB B IHTEpHET» OTHOCUTCS K YHUCTY
Y4eOHBIX 0053aTeIHHBIX TUCITUTUIMH OCHOBHOM MPOQEeCCHOHATBHON 00pa30BaTeIbLHOM
POrPaMMBI.

JlucuuiuinHa B3aMMOCBSI3aHa JIOTHYECKH U COJIEPIKATEIIBHO-METOMYCCKH CO CIIEAYIOIUMHU
aucuunauHaMu u npaktukamu OITOIT:

¢ ba3zwl JaHHBIX;

e Pa3paboTka MOOMIBHBIX MPUIIOKEHU;

e OCHOBEHI cepBepHOIi BeO-pa3padoTKu;

e OCHOBBI CETEBBIX TEXHOJIOTHIA.

3 CrpykTypa u coaepkaHue TUCIHUIINHBI

OO0mass TPyIOEMKOCTh JTUCIHUIUIMHBI COCTaBISIET 3 3a4eTHBIX eAuHUIbl, T.e. 108
aKaJIeMMYeCKUX 4YacoB (M3 HUX 54 dHaca — caMmocCTosiTelbHas paboTa CTyJIEeHTOB M 54 dyaca —
ayJIUTOPHBIE 3AHSTHSA).

Paznensl nucHUIUIMHBI M3ydaloTCs Ha TPETheM Kypce B MSATOM ceMecTpe, (opma
MIPOMEKYTOUYHON aTTECTAIlUU - SK3aMEH.

3.1 Buabl yueOHO# padoThI M TPYA0EMKOCTH
(mo ¢popmam o0ydeHus)

3.1.1 Ounas hopma obyueHus

Ne . KoanuectBo CemecTpsl
Buj yue6Hoii padoThl
n/n 4acoB 5
1 | AyautopHble 3aHATHSA 54 54
B ToMm uucne:




1.1 | Jlekuum 36 36
1.2 | CemuHapckue/pakTHUECKUE 3aHATUS
1.3 | JJabopaTopHble 3aHATHUS 18 18
2 | CamocTosiTeqbHas1 padoTa 54 54
3 | [IpomexxyTouHasi aTTecTANUSs
DK3aMeH 3K3aMEH
Hroro: 108 108
3.1.2 3aounas hopma oOydICHHS
Ne . KoauuyecTBoO CemecTpsl
Bupa yueOHoii padoThI
n/n 4acoB 6
1 | AyautopHble 3aHATHSA 12 12
B ToMm uucne:
1.1 | Jlekuun 6 6
1.2 | CemuHapckue/mpakTHIECKUE 3aHATHS
1.3 | JlabopaTopHbIE 3aHATUS 6 6
2 | CamocTosiTeqbHAs padoTa 96 96
3 | Ipome:xxyTouHasi aTTecTANNS
DK3aMeH 9K3aMEH
Hroro: 108 108

3.2 TemaTnuyeckuii NJIaH U3y4YeHUs TUCIHUNIMHBI

(mo popmam 00yueHus)

3.2.1 Ounas popma obydeHuUs

TpynoeMKOCTBb, 4ac

AyauTopHas pa6oTa E
38 |2 | s %
Ne Pasnesbl/TemMbl o - SE¥ x| Ex| 52|88
n/n JTUCHUILIMHBI 54 Ef 2 y E e E g e g \8
2 ¥ |EEE| g5 | E2| g8
S | 228 8% 24 ¢
o o < =)
O B = = 8
1 Jlexuus «OcHOBBI HH(POPMAITOHHOM 10 6 4
0€30IMacHOCTHY
2 JI/p Nel «3ammura ot XSS INJECTION 3 1 2
(IOCTOSIHHOM)»
3 Jl/p Ne2 «3ammra ot XSS INJECTION 3 1 2
(oTpaxxeHHOM )»
4 Jl/p Ne3 «3ammra ot FILE 3 1 2
INJECTION»
5 Jlekust «Ys13BUMOCTH BeO- 8 6 2
MIPUIIOKEHUID)
6 JI/p Ne4 «3ammra or BRUTE FORCE» 3 1 2
7 JI/p Ne5 «3ammra ot 3 1 2
CLICKJACKING»
8 JI/p Ne6 «3amuta ot SQL INJECTION 3 1 2
(caenoit)»




9 Jlexnus «upopmarmonHas 8 6 2
0e3onacHocTh B MHTepHET. TpeHapny
10 | JI/p Ne7 «3ammra or SQL INJECTION 3 1 2
(IBHOK )»
11 | Jl/p Ne8 «3ammra ot 3arpy3ku 3 1 2
BPEAOHOCHBIX (paiisioB»
12 | Jl/p Ne9 «3ammra ot cmaboro 3 1 2
UG pOBaAHUSD
13 | Jlekmus «3amnura BeO-NpUITOKCHUH HA 10 6 4
PHP»
14 | JI/p Nel0 «3amuTa OT BBITIOJIHEHHS 3 1 2
KOMaHJ| Ha CEpBepe»
15 | JI/p Nell «3ammura or CSRF atakmy» 3 1 2
16 | JI/p Nel2 «3ammuTa OT pacKpbITUs Ty TH» 3 1 2
17 | Jlekus «OcHoBHBIE yrpo3sl by 10 6 4
18 | JI/p Nel3 «3amuTa OT mOTy4deHUS 3 2
HCXOHOTO KOJa MPUIOKCHHUS 1
(moaHOrO)»
19 | JI/p Nel4 «3amuTa oT nosyueHus 3 1 2
TpaH3aKLMHI I10JI30BATENICH
20 | JI/p Nel5 «3ammra OT nmomydeHus 3 1 2
JAHHBIX MOJIb30BATEECI»
21 | JIexmus «MoTtuBamnus 8 6 2
37I0YMBIIIJICHHUKA
22 | JI/p Nel6 «3ammra OT nmomydeHus 3 1 2
MIOJIHOTO JIOCTYIIA K CEPBEPY»
23 | JI/p Nel17 «3ammra OT aBTOpU3AIUH 1101 3 1 5
MIPOU3BOJIBHBIM TOJIH30BATEIEM)
24 | JI/p Ne18 «3ammra oT mepeBoga 3
CPEZCTB OT JIUIA IPYTrOoro 1 2
MI0JTb30BATEIIS)
HTtoro 108 36 18 54
3.2.2 3aounas ¢popma 00y4eHHs
TpynroemMKoCTh, Yac
AyauTopHas pa6oTa 3
se |3 |5g]8
Ne Pasnesbl/TemMbl o - SE¥x| Ex| 52| &S
n/n JTUCIHUILIMHBI 54 Ef 2 y E e E g e g \8
2 £ |S535 E8E| Eg| 58
= | £58 88| 25| ¢
o o < L= =
O B = = 8
1 Jlexuus «OcHOBBI HHPOPMAITOHHOM 5 1 4
0€30IacHOCTH
2 JI/p Nel «3ammura ot XSS INJECTION 4.4 0.4 4
(IOCTOSTHHOM )» ’
3 JI/p Ne2 «3ammra ot XSS INJECTION 4,2 0.2 4
(oTpaxxeHHOM )» ’
4 Jl/p Ne3 «3ammra ot FILE 4,2 0.2 4
INJECTION» ’
5 Jleknus «Y s:3BUMOCTH BEO- 5 1 4
MPWJIOKEHUAN




6 JI/p Ne4 «3ammra or BRUTE FORCE» 4.4 0,4 4
7 JI/p Ne5 «3ammra ot 472 0.2
CLICKJACKING» ’
8 JI/p Ne6 «3amuta ot SQL INJECTION 4.2 0.2
(crenoit)» ’
9 Jlexuus «Mudopmarronnas 5 1
6e3onacHocTh B aTepHET. TpeHabn»
10 | Jl/p Ne7 «3ammra or SQL INJECTION 4,2 0.2
(ssBHOH )» ’
11 | JI/p Ne8 «3amuta ot 3arpy3ku 4,2 0.2
BPEJIOHOCHBIX (hariIoBy ’
12 | Jl/p Ne9 «3ammura ot cnaboro 4,2 0.2
muGpoBaHUS ’
13 | Jleknus «3amura BeO-NPUIOKEHUN Ha 5 1
PHP»
14 | JI/p Nel10 «3amuTa OT BHIOTHCHHS 4,2 0.2 4
KOMaHJ| Ha CEpBepe» ’
15 | Jl/p Nell «3ammuta ot CSRF arakuy» 42 0,2 4
16 | JI/p Nel2 «3amuta OT packpbitus nyTe» | 4,2 0,2 4
17 | Jlekiusi «OcHOBHBIE Yrpo3bl by 5 1 4
18 | JI/p Nel3 «3amuTa oT mosyueHus 4,2 4
HCXOJHOTO KOJIa MPUIJIOKEHUS 0,2
(moJIHOTO)»
19 | JI/p Nel4 «3amura ot moydeHus 4,4 0.4
TpaH3aKIM MOJIb30BaTEICH ’
20 | JI/p Nel5 «3ammra oT nonydeHus 4,4 0.4
JTAHHBIX [OJB30BATENIEH)) ’
21 | Jlexumua «Motusamust 5 1
3JI0YMBIIIJICHHUKA)
22 | JI/p Nel6 «3ammra OT nony4eHus 4,4 0.4
TIOJTHOT'O JTIOCTYTIA K CEPBEPY» ’
23 | JI/p Nel7 «3amura oT aBTOpU3ALNAN TIO]T 4.4 0.4
MIPOU3BOJILHBIM I0JI30BATEIEM) ’
24 | JI/p Nel18 «3ammuTa ot mepeBoaa 4.4
CPEICTB OT JUIIa IPYTroro 0,4
MIOJIb30BATENIS»
HTtoro 108 6 6

3.3 Conepxanue qUCHUNINHBI

No TeMmbl JeKkumnii

OcHoBBI HHGOPMAITMOHHON O€30MaCHOCTH

VY s3BUMOCTH BeO-IPUITOKEHUH

Nudopmannonnas 6ezonacHocts B UuTepHeT. Tpenast.

OcHoBHble yrpo3sl 1b.

1
2
3
4 | 3amuTa BeO-npuioxeHuit Ha PHP.
5
6

MOTI/IBB.III/IH 3JIOYMBIIIJICHHUKA

No Tempbl 1a00paToOpHBIX padoT

1 | 3AILIMTA OT XSS INJECTION (IIOCTOSIHHOM)

CoOeporcanue 1 nopso0oK 8blNOIHEHUs 1AO0PAMOPHOU pabomal:

e aHaNMU3 KOJa TECTOBOTO MPWJIOKEHUS U HAX0XK/IEHUE YKa3aHHOU ySI3BUMOCTH;
e pa3paboTKa MPHUJIOKEHHUs 0€3 YKa3aHHOU ySI3BUMOCTH.




3AIUTA OT XSS INJECTION (OTPAXEHHOI)

Cooeporcanue u nopsi0ox 8binoIHeHUs 1aO0PamopHoU pabomot.

e aHANU3 KOJa TeCTOBOTO MPWJIOKECHUS U HAXO0XKICHUE YKa3aHHOU ySI3BHUMOCTH;
e pa3paboTKa MPUIIOKECHH 0€3 YKa3aHHOW YSI3BUMOCTH.

3AIIUTA OT FILE INJECTION

Cooeporcanue u nopso0oK 8blnoIHeHUs 1a00PaAmopHOU pabomat:

e aHaAJIW3 KOJA TECTOBOT'O MPWJIOKEHHUS M HAX0XKICHHE YKa3aHHON YS3BHUMOCTH;
e pa3paboTKa MpHIOKEHHUs 0e3 YKa3aHHOH ySI3BHMOCTH.

3AIIUTA OT BRUTE FORCE

Cooeporcanue u nopso0oK 8blnoIHeHUs 1a00PaAmopHoOU pabomai:

e  aHaAJIW3 KOJA TECTOBOT'O NPWJIOKEHHUS M HAX0XKICHHE YKa3aHHON YS3BHUMOCTH;
e pa3paboTKa MpHIOKEHHUs 0e3 YKa3aHHOH ySI3BHMOCTH.

3AIIUTA OT CLICKJACKING

Cooeporcanue u nopsooK 8blnoIHeHUs 1a00PaAmopHoOU pabomai:

e aHaAJIW3 KOJA TECTOBOT'O MPWJIOKEHHUS M HAXOXK/ICHHE YKa3aHHON YS3BHUMOCTH;
e pa3paboTka MpHIOKEHUs 0e3 YKa3aHHOH ySI3BHMOCTH.

3AILIMTA OT SQL INJECTION (CJIEIION)

Cooeporcanue u nopso0oK 8blnoIHeHUs 1A00PaAmoOpHOU pabomai:

e aHaAJIW3 KOJA TECTOBOT'O MPWJIOKEHHUS M HAX0XK/ICHHE YKa3aHHON YS3BHUMOCTH;
e pa3paboTKa MpHIOKEHUs 0e3 YKa3aHHOH ySI3BHMOCTH.

3AIIMTA OT SQL INJECTION (IBHOM)

CoOeporcanue u nopso0oK 8bINOIHEHUs 1AO0PAMOPHOU pabomai:

e  aHaAJIM3 KOJA TECTOBOT'O MPWJIOKEHHUS M HAX0XKICHHE YKa3aHHON YS3BHUMOCTH;
e pa3paboTKa MPHUJIOKEHHUs 03 YKa3aHHOU ySI3BUMOCTH.

3AIIMTA OT 3AT'PY3KH BPEJIOHOCHBIX ®AMJIOB

CoOeporcanue 1 nopso0oK 8blNOIHEHUs 1AO0PAMOPHOU pabomal:

e aHaNIU3 KOJa TECTOBOTO MPWJIOKEHUS U HAX0XK/IEHUE YKa3aHHOM ySI3BUMOCTH;
e  HCIIpaBJICHUE YSI3BUMOCTH.

3AIIUTA OT CJIABOI'O IM®POBAHU A

CoOeporcanue u nopso0oK 8blNOIHEHUs 1AO0PAMOPHOU pabomal:

e aHaNMU3 KOJa TECTOBOTO MPWJIOKEHUS U HAX0XK/IEHUE YKa3aHHOU ySI3BUMOCTH;
e HCIIpaBJICHUE YSI3BUMOCTH.
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3AIIUTA OT BBIIIOJIHEHMA KOMAH/I HA CEPBEPE

Cooepoicanue u nops0oK GbINOIHEHUsL 1ADOPAMOPHOU pabombi:

e  aHaAJIM3 KOJa TECTOBOT'O MPWJIOKEHHUS M HAXOXKICHHE YKa3aHHOH YSI3BHUMOCTH;
e WCIPABJICHHE YS3BHUMOCTH.
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3AIIUTA OT CSRF ATAKU

Cooepoicanue u nops0oK GbINOIHEHUsL 1ADOPAMOPHOU pabombt:

e  aHaAJIM3 KOJa TECTOBOI'O MPUJIOKCHHUS M HAX0XKICHUE YKAa3aHHON YS3BHUMOCTH;
e WCIPABJICHHUE YSI3BHMOCTH.

12

3AIIUTA OT PACKPBITUA ITYTU

Cooepoicanue u nops0oK GbINOIHEHUsL 1ADOPAMOPHOU pabombi:

e  aHaAJIM3 KOJa TECTOBOI'O MPUJIOKCHHUS M HAX0XKICHUE YKAa3aHHON YSA3BHUMOCTH;
e WCIPABJICHHUE YSI3BHMOCTH.
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3AIIUTA OT INOJIYUEHUA NUCXOAHOI'O KOJA ITPUJIOXXEHU S (ITOJIHOI'O)
Cooepoicanue u nops0oK GbINOIHEHUsL 1ADOPAMOPHOU pabombi:

e  aHaAJIM3 KOJa TECTOBOI'O NPUJIOKCHHUS M HAX0XKICHUE YKA3aHHON YS3BHUMOCTH;

e WCIPABJICHHUE YSI3BHMOCTH.
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3AIIUTA OT MTOJYYEHMS TPAH3AKIIUN MTOJIb3OBATEJIEN
Cooeporcanue u nopsi0ox 8binoIHeHUs 1aO0pamopHou pabomot.

e aHANU3 KOJa TeCTOBOTO MPWJIOKECHUS U HAXO0XKICHNUE YKa3aHHOU ySI3BHUMOCTH;
e WCIPABJICHHUE YSI3BHMOCTH.
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3AIIUATA OT IOJIYUYEHU S JAHHBIX TT0JIb30BATEJIEN

10



CoOeporcanue u nopso0oK 8blNOIHEHUs 1AO0PAMOPHOU pabomai:

e  aHaAJIM3 KOJa TECTOBOT'O MPWJIOKEHHUS M HAXOXKICHHE YKa3aHHOH YSI3BHUMOCTH;

e  WCTPABJICHHE YSI3BHUMOCTH.

16 | BALLIUTA OT ITOJIYYEHU A ITOJIHOI'O JOCTVYIIA K CEPBEPY
Cooepoicanue u nops0oK GbINOIHEHUsL 1ADOPAMOPHOU pabombt:

e  aHaAJIM3 KOJa TECTOBOI'O MPUJIOKCHHUS M HAX0XKICHUE YKAa3aHHON YS3BHUMOCTH;

e WCIPABJICHHUE YSI3BHMOCTH.

17 | BALLIUTA OT ABTOPU3AILIMU TTO/] ITPON3BOJIbHBIM TTOJIb3OBATEJIEM
Cooepoicanue u nops0oK GbINOIHEHUsL 1ADOPAMOPHOU pabombi:

e  aHaAJIM3 KOJa TECTOBOI'O MPUJIOKCHHUS M HAX0XKICHUE YKAa3aHHON YS3BHUMOCTH;

e WCIPABJICHHUE YSI3BHMOCTH.

18 | BALLIUTA OT ITEPEBOJIA CPEJICTB OT JIMLIA JPYT'OI'O ITOJIb3OBATEJIA
Cooepoicanue u nops0oK GbINOIHEHUsL 1ADOPAMOPHOU pabombi:

e  aHaAJIM3 KOJa TECTOBOI'O MPUJIOKCHHUS M HAX0XKICHUE YKa3aHHOHN YSA3BHUMOCTH;

e  WCIPABJICHHUE YSI3BHMOCTH.

4 Y4yeOHO-MeTOAMYECKOE U MHPOPMALMOHHOE o0ecneyeHne

4.1 HopmaTuBHblie 1oKyMeHTbI 1 'OCTb1

1. ®enepanbHbiii 3aK0H 0T 29 nexabps 2012 roga Ne 273-D3 «O6 oOpazoBaHuM B
Poccuiickoit @eaepanumny (¢ I3MEHEHUSMU U TOTIOTHEHUSIMH );

2. denepanbHBIM rOCYIaPCTBEHHBIN 00pa30BaTEIbHbIN CTAaHAAPT BHICIIETO 0OPa30BAHMS -
OakanaBpuat no HanpasneHuto noaroroBku 09.03.01 MudopmaTika u BEIYUCIUTEIbHAS TEXHUKA,
yrBepkaeHHbIH [Iprkazom MunancTepcTBa 00pa3zoBanus U Hayku PD ot 19 centsops 2017 r. N 929
"O06 yTBepxkaeHuu ¢eaepanbHoro... Pegakius ¢ usmenenusimu N 1456 ot 26.11.2020

3. Ilpuka3 MunucrepcTBa oopazoBanus u Hayku P® ot 05 anpens 2017 r. Ne 301 «O6
yTrBepxkaeHuH [lopsiika opraHn3anuy 1 ocyIecTBIEHUs 00pa30BaTeIbHON NEATEIbHOCTH 10
00pa3oBaTebHBIM MPOrpaMMaM BBICIIET0 00pa30BaHus — MporpaMMam OakanaBpHuara,
IIPOrpaMMaM CHEIUAIUTETA, IPOrPaMMaM MarucTpaTypsl;

4. TopsitoK pOBEICHHSI TOCYapCTBEHHOW UTOTOBOM aTTECTAIIMH MO 00pa30BaTEIHHBIM
IIporpaMMaM BbICHIEr0 00pa30BaHus — MporpaMmam OakanaBpuara, IporpaMmam ClelaauTera 1
porpaMMaM MarucTpaTypbl, yTBepKIeHHbIH npukazoM MunoopHayku Poccuu ot 29 utons 2015 .
Ne 636;

5. IlonoxxeHue 0 MPaKTHUECKOM MOJrOTOBKE 00YUaIOIIMXCs, YTBEP)KACHHOE IPHUKA30M
MunucTepcTBa HayKH U BbIcIIero oopazoBanus Poccuiickoit @enepanun 1 MuHuctepcTsa

npocsenieHust Poccutickoit @enepanuu ot 5 aprycra 2020 r. Ne 885/390.

4.2 OcHoBHAas1 JUTEpPaTYypa

1. 3enkoB, A. B. Uadopmannonnas 6€30MacHOCTh U 3aIUTa HHGOPMALUH : yIeOHOE
noco6wue st By30B / A. B. 3enkoB. — Mocksa : U3narensctBo FOpaiit, 2023. — 104 ¢. —
(Boiciiee o6pazoBanue). — ISBN 978-5-534-14590-8. — TekcT : 31eKTpOHHbIH //
ObpazoBarenbHas wiatdopma KOpaiir [caiit]. — URL: https://urait.ru/bcode/520063

2. CyBopoga, I'. M. NudopmannonHast 6€30macHoOCTh : yueOHOe mocodue AJist By30B /
I'. M. CyBopoBa. — Mockga : M3gatensctBo FOpaiit, 2023. — 253 c. — (Bricuiee
obpazoBanue). — ISBN 978-5-534-13960-0. — Tekcr : asekrponHbIi // OOpa3oBaTebHas

matdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/519780

4.3 JlonoJiHMTEIbHAS JIUTEpaTypa

1. Kopabensnukos, C. M. Ilpectynnenus B cepe nHGOPMALMOHHON 6€30MacHOCTH : yuebHOE
nocodue 111 By30B / C. M. KopaGensHukoB. — Mocksa : M3narensctBo HOpaiit, 2023. —
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111 ¢. — (Bsicmee ob6pazoBanue). — ISBN 978-5-534-12769-0. — TekcT : 30eKTPOHHBIIH //
O6pazoBarenpHas mwiaTdopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/519079

4.4 JaeKTpoHHbIE 00pa3oBaTebHbIE PeCypPChl

He 3annanuposano

4.5 JIuuieH3M0HHOE U CBO0OTHO pacnpocrpaHsieMo€e nmnporpamMmmMHoO¢E odecrneyeHue

Microsoft windows.
Notepad++.
webStrom.

phpStorm.

XAMPP.
Be6-6paysep, Chrome.
VirtualBox.

Putty.

Filezilla.

e A Al

4.6 CoBpeMeHHbIe MPodecCHOHAIBbHBIE 0a3bl JAHHBIX U MHGOPMALMOHHBbIE
CIPaBOYHbIE CHCTEMBI

1. https://doka.guide/
2. https://developer.mozilla.org/ru/
3. https://roadmap.sh/frontend

S5 MarepuajJbHO-TeXHUYECKOE o0ecneyeHue

JIaGopaTopHbIe pabOTBl M CaMOCTOSITENIbHAsT padoTa CTYIEHTOB JOJDKHBI IPOBOJUTHCS B
CHCIHUATH3UPOBAHHON ayJUTOPUH, OCHAIICHHOW COBPEMEHHOW OPITEXHUKON M TEPCOHAIBHBIMU
KOMITBIOTEpaMH C TPOrPaMMHBIM OOECrieYeHHEeM B COOTBETCTBHHM C TEMAaTHUKOH H3y4aeMoro
matepuaia. Yucio pabodMx MecT B ayJAMTOPUH JOJDKHO OBITH JOCTATOYHBIM ISl OOCCIICUCHUS
WHIMBUIYAIBHOH pabOThl CTyIeHTOB. Pabodee MecTO mMmpemnojaBaTelis JTOJDKHO OBITh OCHANICHBI
COBPEMEHHBIM KOMITBIOTEPOM C TMOJAKIIOYCHHBIM K HEMY MPOCKTOPOM Ha HACTCHHBIM 3KpaH, WIN
MHBIM aHAJOTMYHBIM 110 (YHKIMOHAIHHOMY Ha3HAUEHHUIO 000PYI0BAaHHEM.

JIEKIIMOHHBIC 3aHATUS JIOJKHBI TMPOBOJUTHCS B CIEIHATM3UPOBAHHBIX aYyJAHTOPHUSIX C
KOMIUIEKTOM MYJIbTHMEIHIHOTO 00OpYyNOBaHMS W/WIIM JTOCKOW JJIs 3amucedl MarepuanoB. Ymcio
pabouux MECT B ayJAMTOPUH JIOJDKHO OBITh JOCTATOYHBIM JUIsi OOECIICUYCHUS WHIUBUIAYATbHOU
paboThI CTYIEHTOB.

6 MeToanuecKHe peKOMEeHIAIHU

6.1 Metoanueckue peKOMEHIANH JISl PENoAaBaTe/Isl 10 OPraHu3aunu
00y4eHUs

1. IIpu moAroToBKe K 3aHATHAM ClelyeT IpeaBapUTeIbHO IpOopadoTaTh MaTepuan 3aHsATus,
MPEeayCMOTPEB €ro MoJladyy TOYHO B OTBEJACHHOE ISl 3TOTO Bpemsi 3aHsTHs. ClenyeT NoAroTOBUTh
HEoOXO0UMbIe MaTepuajbl — TEOpPETUYECKUe CBEACHUS, 3a1auu u ap. [Ipu mpoBeneHun 3aHATHA
ClielyeT KOHTPOJIMPOBATh MOJady Marepualia U pelleHHe 3aJaHhil ¢ y4eTOM y4eOHOro BPEMEHH,
OTBEACHHOTO JJIsl 3aHATHS.

2. Ilpu mpomepke pabOT U OTUETOB CIIEAYET YUYUTHIBATH HE TOJIBKO MPABUIBHOCTH
BBIMIOJIHEHUSI 3aJaHuil, HO M ONTHUMAJIbHOCTh BBIOPAHHBIX METOJOB pEIICHUS, NPABUIHLHOCTH
BBITIOJIHEHUSI BCEX €r0 I1aroB.
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6.2 Metoanueckue yKazanus JJsl 00y4arOIIUXcsl M0 OCBOEHUIO TN CUUILIHHBI

N3yyeHne quCIUIUIMHBI OCYIECTBISIETCS B CTPOIOM COOTBETCTBUU C LIEJIEBOM YCTAHOBKOM B
TECHOH B3aMMOCBSI3U yueOHbIM II1aHOM. OCHOBO T€OPETHUECKOI MOATOTOBKU CTYIEHTOB SIBIISIOTCS
ayJIMTOPHBIE 3aHSITHS, CEMUHAPbI U IPAKTUKU.

B mnpomecce camocTosiTenbHONM pabOThl CTYACHTHI 3aKpPEIUISIOT W yrAayOJsiOT 3HaHUS,
MIOJTYYCHHBIE BO BpEMs ayJUTOPHBIX 3aHSATHH, NTOpabaThIBalOT KOHCIIEKTHI M 3aITUCH, TOTOBITCS K
MPOMEXKYTOUHON aTTecTali, a Tak)Ke CaMOCTOSTENbHO H3y4yaloT OTIEIbHBIE TeMbl yueOHOU
IPOrpaMMBI.

Ha 3aHATHSX CTyAEHTOB, B TOM YHUCJE MPEANOJaraloluX MPAaKTHYECKYIO NEATEeIbHOCTD,
OCYLIECTBIISIETCS 3aKPETJICHUE TOJTYyYEHHBIX, B TOM YUCIIE U B IIPOLIECCE CAMOCTOSITEILHOW pabOTHI,
3HaHui. Oco0oe BHUMaHHE OOpalaeTcsl Ha pa3BUTHE YMEHUN U HABBIKOB YCTAHOBJICHHS CBSI3U
MOJIOKEHUN TEOPUH C MPOPECCHOHATBHON IEATEIbHOCTHIO OYAYIIEro CIeHUAINCTA.

CamocTtosaTenbpHas paboTa OCYIIECTBISETCS MHAUBHIyallbHO. KOHTPOIb CaMOCTOSTENBHOM
paboTHl OpraHu3yeTrcs B IByX GopMax:

® CaMOKOHTPOJIb U CAMOOLICHKA CTYCHTA;
® KOHTPOJb CO CTOPOHBI NpenoiaBareiei (TEKyIUNi U IPOMEKYTOUHBIN).

Texyuuii KOHTPOJIb OCYIIECTBIAETCS Ha ay TMTOPHBIX 3aHATUAX, TPOMEKYTOUHBIN KOHTPOJIb
OCYIIECTBJISIETCS Ha 3a4€Te B MUCbMEHHOM (YCTHOI) hopMme.

Kpurepusimu oLleHKH pe3yIbTaTOB CAMOCTOATEIBHOM pabOThI CTYICHTA SBISIFOTCA:

® ypOBEHb OCBOEHHUS CTYJIEHTOM y4eOHOr0 MaTepuara;

® YMEHMS CTYyJEHTa HCIOJb30BaTh TEOPETUYECKUE 3HAHWA IPU  BBIIOJHEHUH
MPaKTUYECKHUX 3a/1a4;

e chopMUPOBAHHOCTH KOMIICTCHIIHIA,

e odopmMieHNE MaTepralla B COOTBETCTBUH C TPEOOBAaHUSIMHU.

7 @@OoHJA OLIEHOYHBIX CPEACTB

7.1 MeToabl KOHTPOJISI U OLEHUBAHMUS Pe3yJIbTATOB 00y4eHus!

B mporiecce o0yueHus: UCTIONB3YIOTCS CIEAYIONIME OLIEHOYHbIE (DOPMBI CAMOCTOSITENHLHOM
paboThl CTYACHTOB, OLICHOYHBIE CPEJICTBA TEKYIIETO KOHTPOJIS YCHEBAEMOCTU U MPOMEKYTOUHBIX
aTTecTalui:

e BBHINIOJIHEHHE JTAOOPATOPHBIX padOT, IK3aMEH.

7.2 lIxkana U KpUTEPUHU OLCHMBAHUS Pe3yabTATOB 00y4eHHS

[Tokazarenem orieHMBaHUs KOMIIETEHIMI HA pa3IMYHbIX ATanax UX GOPMUPOBAHUS SIBISIETCS
JOCTIKEHUE 00yJaloUIMMHUCS TUIAHUPYEMBIX Pe3yJIbTaTOB O0YUYEHHS MO JUCLUIUINHE.

Kpurepuu oneHuBanust

IHoka3aTean
2 3 4 5

OIIK-2. CtocobeH npuHUMATh MPUHIIAITBI PAOOTHI COBPEMEHHBIX HH(POPMAIIMOHHBIX
TEXHOJOTHH U nporpaMMHbIX CPEACTB, B TOM YUCJIC OTCUCCTBCHHOI'O MIPOU3BOJACTBA, U
UCTIOJIB30BaTh UX MPH PEIICHUH 3a]1a4 TPOPECCHOHATBLHOMN e TEIIbHOCTH
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NOIIK-2.1.
COBPEMCHHBIC
nHGOPMaIMOHHBIE
TEXHOJIOTHH "
MpOrpaMMHBIE
CpelCTBa, OCHOBHEIC
BUIBl ¥ TPHUHIIMIIBI
paboTsl
UH(GOPMaIIMOHHBIX
CUCTEM u
UH(GOPMaIIMOHHBIX
TEXHOJIOTHIA;
CrocoObl  BHEAPEHUS
u WHTET AN
COBpPEMEHHBIX
WH(POPMAITMOHHBIX
CHUCTEM, CrocoObl
OIICHKHU
HEO0OXO0UMOCTH
UCTIOJTb30BaHUS
MPOrPaMMHBIX
CPEIICTB.
NOIIK-2.2.
UCIIONIE30BaTh
COBPEMCHHBIC
nHGOpPMaIlMOHHBIE
TEXHOJIOTHH "
MpOrpaMMHBIE
CpelncTBa, Kak B
pamMKax OTAENbHOTO
MPEIPHUSITHS, TaK U B
pamMKax KOpIopalu,
rOCyTapCTBEHHBIX
CUCTEM; BHEAPATh U
HACTpPanBaTh
COBpPEMEHHBIE
UH(POPMAIMOHHBIE
CUCTEMBI, MPOBOIUTH
WHTETPAIIIo
pa3IMYHBIX
WH(POPMAITMOHHBIX
CUCTEM u
MIPOTPaMMHBIX
CPEICTB, OIICHUBATh
HEO0OXOANUMOCTD
UCTIONb30BaHUS
IPOrPaMMHOTO
CpencTBa
peIICHHS 3a/1a4.
HOIIK-2.3.Brnaneer
HaBbIKAMU
PUMEHEHUS
COBPEMEHHBIX

3Haer

VYmeer

JI

OOyuatomiuiic
P
JNEMOHCTPUPYE
T IIOJHOE
OTCYTCTBHE
HITN
HEJ0CTAaTOYHO
e
COOTBETCTBHE
Marepuany
JUCIUITIMHBI
3HAHHMH,
yKa3aHHBIX B
WHIMUKAaTOpax
KOMIIETEHIIUH
JUACIUTUIMHEI,

OOyuatouuiics
JEMOHCTPUPYET
HETIOJIHOE
COOTBETCTBHE
CJIEIYIOIINX
3HAHHM,
yKa3aHHBIX B
WHIUKATOpax
KOMIIETEHIIUH
JUACIUTLIMHEI,
Jlonyckarorest
3HAYHUTCIILHEIC
OIIIHMOKHU,
MIPOSIBIISIETCS
HEJOCTATOYHOCT
b 3HAHHUH, 10
pany
ImoKa3aTelei,
oOyuatrouiics
HCIBITEIBACT
3HAYNTCIIbHEBIC
3aTpyAHCHUS
npu
ONEPUPOBAHUM
3HaHUSIMU [IPU
HX MIEPEHOCE HA
HOBBIC
CUTYyallHH.

OO0yuaronmiics
JIEMOHCTPHUPYET
YacTUYHOC
COOTBETCTBHEC
CJEAYIOIINX
3HAHHH,
YKa3aHHBIX B
WHIUKAaTOpax
KOMIIETEHIIN N
JUCIATIIHHEL
Ho
JIOITyCKAOTCS
HE3HAYUTEIIbHBI
€ OIINOKH,
HETOYHOCTH,
3aTpyIHEHUSA
npu
AHAITUTHYECCKUX
omnepanusx.

OO6yuatouuiics
JEMOHCTPHUPYET
MOJIHOE
COOTBETCTBUE

[ S13% 0111704
3HAHHMH,
yKa3aHHBIX B
WHINKATOpaXxX
KOMIIETEHIINI
JUACIIUILTHHEI.
CB0o00gHO
orepupyer
MPHOOPETEHHBIM
1 3HAHUSIMU.

14




UH(POPMALIMOHHBIX

TEXHOJIOTHI1 31
MIPOrPaMMHBIX
CPEIICTB, npu
pelieHuy 3adad B
Pa3TUYHBIX
OTpacisiX, BHEAPEHUS
u HaCTPOUKHU
COBpPEMEHHBIX
UH(POPMAITMOHHBIX
CHUCTEM, OLICHKH
HE00X0IUMOCTH
UCTIONb30BaHUS
POTPaMMHBIX
CPEICTB u
WH(POPMAITMOHHBIX

CUCTEM ISl PCUICHUS
3aaad

OIIK-5. CnocoGeH HHCTAJUIMPOBATh MPOrPaMMHOE U annapaTHOe oOecreueHue JUist
MH(POPMAIMOHHBIX ¥ aBTOMAaTU3WPOBAHHBIX CUCTEM

NOIIK-5.1. 3HaeT
OCHOBBI CHCTEMHOI'O
aIMUHUACTPUPOBAHHMS
)
aIMUHUACTPUPOBAHHMS
CVYB/l, coBpemMeHHbIE
METO/IbI
UH(POPMALIMOHHOTO
B3aUMOJICUCTBU
UH(QOPMALMOHHBIX U
aBTOMAaTHU3UPOBAHHBI
X CHCTEM;, CIIOCOOBI
WHCTaJUTSIITUN
POrPaMMHOTO
obecreycHus,
CITOCOOBI OIICHKH
MacIITabupoOBaHuUs
CHUCTEM, CITOCOOBI
MHCTaJUISIIIUN
anmapaTHoOro
obecreycHus,
METO/IbI OIICHKH
MIPOU3BOIUTEIIEHOCTH
UH(GOPMALIMOHHBIX U
ABTOMATH3UPOBAHHBI
X CHUCTEM.
HOIIK-5.2.  VYmeer
WHCTAJUTUPOBATH
POrpaMMHOE
oOecreucHue, B TOM
Yuciae B COCTaBe

OO6yuarommiic
'
JIEMOHCTPUPYE
T IOJIHOE
OTCYTCTBHUE
500071
HEJ0CTAaTOYHO
e
COOTBETCTBHE
Marepuaity
JTUCITUILINHEI
3HAHUM,
YKa3aHHBIX B
WHJIUKATOpax
KOMIICTEHITHI
JIMCIMITIMHEL.

OO6yuarommmiics
JTEMOHCTPUPYET
HETIOJIHOE
COOTBCTCTBHE

[ (14%0)1117.¢
3HAHUM,
YKa3aHHBIX B
WHJUKATOpax
KOMITCTEHITUI
JUACIUATLINHEI.
Jonyckarorcst
3HAYNUTCIILHEIC
OIIINOKH,
MPOSIBISIETCS
HEJOCTATOYHOCT
b 3HAHUH, IO
pAny
MokazarTelei,
oOyJaromuics
HUCIBITHIBACT
3HAYHUTEIILHEIC
3aTpyAHEHUS
npu
ONepUpPOBAHUU
3HAHUSIMU TIPU
UX MIEPEHOCEe Ha
HOBEIC
CUTYaIl1H.

OO0yuarommiics
JEMOHCTPUPYET
YaCcTUYHOE
COOTBETCTBHE
CJICTYIOIIHNX
3HAHUH,
yKa3aHHBIX B
WHANKATOpaXxX
KOMIIETEHITNI
IUCIATUINHEL.
Ho
JIOITYCKAIOTCS
HE3HAYUTEIBHEI
€ OIINOKH,
HETOYHOCTH,
3aTpyIHEHUs
npu
AHAJTUTHYECKUX
oTieparusx.

OO6yuarommiicst
JIEMOHCTPHUPYET
MOJIHOE
COOTBETCTBUE
CIICTYIOIINX
3HAHUMH,
yKa3aHHBIX B
WHINKATOpaxX
KOMIIETEHIINH
JTUCIIUILINHEI.
CBo0OomHO
orepupyer
MPUOOPETEHHBIM
1 3HAHUSIMU.
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TUIEPCUCTEM,
WHCTAIUTUPOBATH
amnmaparHoe
obOecreucHuE,
MacIITabupoOBaTh
WHPOPMAIMOHHBIE U
ABTOMATU3UPOBAHHBI
e CHCTEMBI,
OLIEHUBATh
HEOOXOIMMOCTE
MacIITaOupOBaHUs
CHCTEM, OIICHMBATH
3aTpaThl Ha
WHCTAJLISALINIO
anmapaTHOro H
POrPaMMHOTO
obecreyeHus.
HNOIIK-5.3. Brnageer:
METOJIaMU YCTaHOBKH

CHCTEMHOTO U
MIPHUKJIATHOTO
MPOrPaMMHOTO
oOecreycHus,
OIICHHBAEM
MIPOU3BOIUTEIIEHOCTH
UH(GOPMALIMOHHBIX U
ABTOMATH3UPOBAHHBI
X CHCTEM,
MacIITaOUpOBaHUEM
CHCTEM  3a  CUeT
WHCTAJISALINI
anmapaTHoOro U
IPOrPaMMHOTO
obOecrieueHus.

OIIK-7. Cnoco0eH y4acTBOBaTh B HACTPOIKE M HAJIAJKE MPOTPaMMHO-AIIAPATHBIX KOMIUIEKCOB

HOIIK-7.1. 3Haer
OCHOBHBIE SI3BIKU
IPOrPaMMHUPOBAHUS,
OTIepaIOHHbIC
CHCTEMBI "
000JI0YKH,
COBPEMECHHBIC CPEJIbI
pa3paboTku
IPOrPaMMHOTO
obOecrieueHus.
HOIIK-7.2.
COCTaBJIATh
QITOPUTMBI, TUCATh U
OTJIQXKUBATh KOJBI Ha
SI3BIKE
IPOrPaMMHUPOBAHUS,

Ymeer

OOyuarormiic
s
JEMOHCTpUPYE
T HOJHOE
OTCYTCTBHUE
HIIH
HEIOCTATOYHO
e
COOTBETCTBHE
Marepuainy
JHACIATLIMHEI
3HAHUH,
YKa3aHHBIX B
WHJIUKATOpax
KOMIICTCHITUM
JUCIUATLINHEI.

OOyuvarormmiicst
JEMOHCTPUPYET
HETIOIHOE
COOTBETCTBHE

[ (14%0)11170.¢
3HAHUH,
YKa3aHHBIX B
WHJIUKATOpax
KOMIICTCHITUM
JUACIUATLINHEI.
Jonyckarorcest
3HAYNTCIIbHEBIC
OIIOKMU,
MPOSIBISETCS
HEJOCTATOYHOCT
b 3HAHUH, IO

OO6yuarommiics
JEMOHCTPUPYET
YJaCTHUIHOC
COOTBETCTBHE
1 (14% 01117 0.4
3HAHUM,
YKa3aHHBIX B
WHJUKAaTOpax
KOMIICTCHITUIH
JHUCIUTINHEL
Ho

JIOITY CKarOTCsI
HE3HAYUTEIIBHBI
€ OILINOKH,
HETOYHOCTH,
3aTpyAHEHUS

OO6yuaromumiicst
JEMOHCTPUPYET
TTOJTHOE
COOTBETCTBHE
CJICIYIOIINX
3HAHUH,
yKa3aHHBIX B
WHJUKaTOpax
KOMIICTCHITHM
JUCIUTLINHEL.
CBoOoaHO
OnepupyeT
MIPUOOPETEHHBIM
W 3HAHUSMU.
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TECTUPOBATH
paboToCIIOCOOHOCTH
pOTPaMMBl,
UHTETPUPOBAThH
pOrpaMMHEIE
MOTYJTH.

NOIIK-7.3. Bnaneer
SI3BIKOM
POrpaMMHPOBAHHS,
METOJIaMH OTIAIKH U
TECTUPOBAHUS
paboTocrnocoOHOCTH
POrpaMMBbl

pany
IoKa3aTelei,
oOyuaroruiics
HCIIBITHIBACT
3HAYUTEILHbIE
3aTpyIHEHUS
npu
OTIEPUPOBAHUHT
3HAaHUSIMH TIPU
WX IepeHoce Ha
HOBBIE
CUTYAaIlUH.

npu
AQHAIUTUYECKUX
orepanusx.

[IK-2. CriocobeH ocymecTBIsATh yIpaBieHue npoekramu B oonactu T Ha 0oCHOBE MOTYyYEHHBIX
IUIAaHOB NPOEKTOB B YCIOBHSAX, KOT/IA IPOSKT HE BBIXOIUT 32 MPEJIEIbl YTBEPKICHHBIX

apaMeTpoB

UIIK-2.1. 3naer:
MPUHLIUIIBI U
METOI0JIOTUU
yIpaBiIeHUs
MPOEKTaMU B
obnactu
UH(POPMALIMOHHBIX U
BeO TEXHOJIOTUH,
CBSI3AHHBIMHU C
MPOEKTHPOBAHUEM
caiitoB Internet-
MIPUIIOKEHU M.
HIIK-2.2. Ymeer:
BBITIOJTHATH pa0OTHI
Ha BCEX CTaIMSIX
YKU3HEHHOTO 1IUKJIa
npoekra UC,
OLICHUBATh Kauy€CTBO
U 3aTPAaThl POCKTA;
TUTAHUPOBATH
pa3INYHbIC aCTIeKThI
POEKTa
(comepxanue,
CTpYKTypa,
Kau4ecTBO);
YIPaBISATh PUCKAMH
MPOEKTA.

HIIK-2.3. Bnageer:
CHEIUAU3UPOBAHHBI
M TIPOTPaMMHBIM
obecrieyeHreM Jis
BEJICHUS TPOCKTA;
METOJIaMU
yIpaBICHUS
MPOEKTUPOBAHUS

OO0yuarormumiic
i
JEMOHCTpUpYE
T TIOJTHOE
OTCYTCTBHUE
WIIH
HEJI0CTaTOYHO
e
COOTBETCTBHE
Marepuany
JHACIATLIMHEI
3HAHWMH,
YKa3aHHBIX B
WHIMKATOpax
KOMIIETCHITHM
JUCITATUIMHBI.

OObyyarommiics
JEMOHCTPUPYET
HETIOJIHOE
COOTBETCTBHE
CJIeIYIOIIUX
3HAHWMH,
YKa3aHHBIX B
WHIMKATOpax
KOMIIETCHITHM
JUCITATUIMHBI.
Jonyckarorest
3HAYNUTEIIbHBIC
OIIIMOKH,
MPOSIBIISIETCS
HEIOCTATOYHOCT
b 3HAHHUH, 10
pany
Imoxkasareiiei,
oOyuatrouiics
HCIBITEIBACT
3HAYNTCIIbHEBIC
3aTpyAHCHUS
npu
OTIepUPOBAHUU
3HaHUSIMU [IPU
WX TIEPEHOCEe Ha
HOBBIC
CUTYaIUH.

OO0yuarommwmiics
JIEMOHCTPHUPYET
YacTUYHOC
COOTBETCTBHE
CJEAYIOIINX
3HAHUM,
YKa3aHHBIX B
WHJUKAaTOpax
KOMIIETCHITUIH
JTUACITUILIAHEIL.
Ho

JIOTTY CKAIOTCSI
HE3HAYUTECIIBHBI
€ OIINOKH,
HETOYHOCTH,
3aTpyAHCHHS
npu
AQHAJIMTHYECCKHUX
orepanusx.

OObyyaromumiics
JTEMOHCTPHUPYET
MTOJTHOE
COOTBETCTBHUE
CJIe Ty FOIITHX
3HAHHH,
YKa3aHHBIX B
WHIUKATOpax
KOMIIETEHITHM
JTACIUILTUHEI.
CBoOoaHO
OTIepUpyeT
IpUOOPETEHHBIM
1 3HAHUSIMU.
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web-caliToB u
paspaboTkoii Internet
MNPUIIOKEHUM;

[IIxana oneHNBaHUs PE3yJIbTATOB IPOMEKYTOYHON aTTECTALUN U €€ ONMCAHUE:!

®opmMa NpPOMeKYTOYHOM aTTeCTALMHU: IK3aMEH.

[IpomexyTouHas aTTectanus o0yyaromuxcs B (JopMe 3K3aMeHa MPOBOJUTCS IO pe3yIbTaTaM
BBITIOJIHEHHUSI BCEX BUIOB Yy4e€OHOM pPabOThI, MPEIyCMOTPEHHBIX YYEOHBIM IUIAHOM IO JaHHOU
JUCIUILINHE (MOJYJII0), IPU 3TOM YUUTBIBAIOTCS PE3YJIbTaThl TEKYIIETO KOHTPOJIS yCIEBAEMOCTH B
TeyeHue cemectpa. OLEHKa CTENeHM AOCTIKEHHs OOydYaloUIMMUCS IUIAHUPYEMBIX pPe3yJbTaToOB
o0ydeHHs MO0 AUCUMIUIMHE (MOIYJII0) NPOBOAUTCSA MPENoJaBaTesIeM, BEIYLIUM 3aHATHUSA T10
JUCLHUIUIMHE (MOAYIII0) METOJIOM SKCIepTHOM olieHKH. [1o nToram npoMexyTo4HOH aTTecTaluu no
JUCIUIUINHE (MOAYJII0) BBICTABIISIETCS OLICHKA «OTIUYHO», «XOPOILO0», «yAOBIECTBOPUTEIHHO» WIH
«HEYIOBJIETBOPUTEIIBHO.

K npomMexyTouHOHN aTTecTanuu JOIMYyCKAarTCA TOJIbKO CTYACHTBHI, BBIITOJIHUBIINE BCE BUBI
yuebHOll paboThl, NpexycMOTpeHHble paboueil mporpamMMoil mo nucuMiiMHe «bezomacHocTh
MH(POPMALMOHHBIX pecypcoB B IHTEpHET» — BHIMIOIHEHUE U 3amuTa JlJabopaTopHBIX paboT COTrIacHO
MOJIyY€HHOMY 3aJaHUIO0 C JOCTHKEHUEM MIOPOrOBOIO 3HAYEHUS OLIEHKH.

JK3aMeHbl MO0 JUCHHUILVIMHE NPOBOAATCA B (popMaTe NPAKTHKO-OPHMEHTHPOBAHHBIX
sk3amMeHoB B popmarte WorldSKkills.

[IkaJjia onleHUBAHUSA Onucanue

OTnnyHO Cpennee 3HaueHHe Ui BceX (POPMUPYEMBIX HA MOMEHT MPOBEIACHUS
aTTeCTallud YpPOBHEM KOMIIETEHUMW — 5. BpINoOJIHEHBI BCE BUIBI
y4eOHOM paboThl, MPEIyCMOTPEHHbIE Y4eOHBIM IUIaHOM. CTyaeHT
JEMOHCTPUPYET  COOTBETCTBUE  3HAHWM, yMEHHH,  HaBBIKOB
MIPUBEICHHBIM B TaOJIMIIaX TIOKa3aTeel, OonepupyeT NpuoOpeTeHHBIMU
3HAHUSAMH, YMEHHUSMHU, HaBBIKAMH, TPUMEHSET HMX B CHUTYyalHIX
MOBBIINICHHOW CJIOXKHOCTH. [Ipm 3TOM MOTryT OBITh JIOMYIICHBI
HE3HAYUTENIbHbIE  OMIMOKM, HETOYHOCTH, 3aTPyAHECHUS  TIpU
AQHAJTUTUYECKUX OIEpaIusix, MepeHoce 3HaHUW U YMEHHUIl Ha HOBEHIE,
HECTaHJapTHBIE CUTYAIUH.

Xopomio Cpennee 3HaueHHe Ui BceX (POPMUPYEMBIX Ha MOMEHT NPOBEIACHUS
aTTecTallid YpOBHeW KommeTeHUud — 4. BuimonHeHbl Bce BHUJBI
y4eOHOM paboThl, MPEIyCMOTPEHHbIE Y4eOHBIM IIaHOM. CTyaeHT
JEMOHCTPHUPYET HEMOJHOE, TMPAaBUIBHOE COOTBETCTBUE 3HAHMIA,
YMEHHM, HaBbIKOB MPUBEIECHHBIM B TaOJIMLaX MOKa3aTesei, 1udo eciu
TIPH 5TOM OBLTH AOMYIIEHBI 2-3 HECYIIIECTBEHHBIE OIIHOKH.

VY 10BIETBOPUTETHHO Cpennee 3HaueHUE I BCeX POPMUPYEMBIX HA MOMEHT IPOBEICHUS
aTTecTallid YpOBHeW KommeTeHUud — 3. BrimonHeHb Bce BHUBI
y4eOHOM paboThl, MPEIyCMOTPEHHbIE Y4eOHBIM IUIaHOM. CTyaeHT
JEMOHCTPUPYET COOTBETCTBHE 3HAHUN, B KOTOPOM OCBEIllEHA
OCHOBHas, HamOoJee BaKHAsS 4YaCTh MaTepuaga, HO MPH ITOM
JIOTIYIIIEHA OJIHA 3HAYUTEIbHAs OINOKA MIIM HETOYHOCTb.
HeynosnersopurensHo | He 1OCTUTHYTO MOporoBoe 3Ha4deHHE XOTSI Obl Uil OJJHOTO YPOBHS
(hopMUpYyEeMBIX HA MOMEHT IIPOBEICHUS aTTeCTaliu KomrneTeHuuid. He
BBITIOJIHEH  OAWMH Wiaud  Oojee  BWAOB  y4eOHOH  paboOTHI,
MPEeIyCMOTPEHHBIX y4eOHBIM TMIaHOM. CTyNeHT JEeMOHCTPUPYET
HEMOJIHOE COOTBETCTBHE 3HAHUM, YMEHUN, HAaBBIKOB MPHUBEACHHBIM B
TaOMUIaX TIOKa3aTesiel, JOMyCKAIOTCS 3HAYMUTEIbHBIC OIIMOKH,
MPOSBIISETCS OTCYTCTBHE 3HAHUW, YMEHHUH, HAaBBIKOB IO DAy
MOKa3aTesel, CTYJEHT UCIBITHIBACT 3HAYUTEIbHBIC 3aTPYIHEHUS MPU
OTICPUPOBAHUU 3HAHUSIMU U YMEHHUSIMHU TIPH MX MEPEHOCE HAa HOBHIE
CUTYallUH.
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7.3 OneHo4HbIe CPeICTBA

7.3.1 IlepeyeHb OLIEHOYHBIX CPEACTB

oC

HanmenoBanue
OLIEHOYHOTO
cpeacTBa

Kpatkas xapakTepucTiKa OLEHOYHOTO
cpeicTBa

[IpencraBnenue
OIICHOYHOTO
CpEeACTBa B
®OC

YcTHbIl ompoc /
cobeceqoBaHue,
(YO)

CpencTBO KOHTPOJISI, OPTraHU30BAaHHOE KaK
npe3eHTaIus 00yJalonMMCs PEe3yIbTaTOB
BhinosiHeHus1 KypcoBoro mpoekra ¢
JEMOHCTpAIMel HATJISTHBIX MAaTePUAIIOB H
OTBETOB Ha BOIPOCHI MEIarOTMYECKUX
paboTHHUKOB (pabOTHUKA) HA TEMY JIOKJIA/A,
Teme, mpobaeMe U T.I1.

Kontposnbnbie
BOIIPOCHI

[Ipoekt

(I1)

Koneunslil npoyKT, MOJTy4acMblil B
pe3ynbTare IUIaHUPOBAHUS U BBITIOJTHEHUS
KOMIUIEKCa y4eOHBIX U HCCIEA0BATEIbCKUX

3ananuii. [103BoJIsI€T OLIEHUTH yMEHUS
00y4aroInXCsl CAMOCTOATEIBHO
KOHCTPYUPOBAaTh CBOM 3HAHMsI B IIpoLIECCe
pelIeHUs MTPaKTUYECKUX 3a1a4 U pooIieM,
OpPUEHTUPOBATHCS B UH(POPMALIMOHHOM
IIPOCTPAHCTBE U YPOBEHB
c(OPMHPOBAHHOCTH AHATUTUYECKHX,
HCCIIE0BATEIbCKUX HABBIKOB, HABBIKOB
IIPAKTUYECKOTI0 ¥ TBOPUYECKOI'O MBIIITICHMUS.
MOo3KeT BBIOIHATHCSA B UHIUBUYaJIbHOM
HOPSIJIKE WIM TPYNION 00yYaIOIMXCsl.

Tumnosas
nporpamma
SK3aMeHa

7.3.2 Bonipochl AJ151 IK3aMeHAa

1. TIporpecc nH(pOPMAMOHHBIX TEXHOJIOTHH U HEOOXOIUMOCTh 00ECIICUCHHUS
MH(POPMALMOHHON OE30MaCHOCTH.

O 00 1N DN K~ W

. OcHOBHbBIE TOHATHSI HH(POPMAILIMOHHOHN 0€301MacHOCTH.

. CTpyKTypa MmoHsATUS HHPOPMAITMOHHAS OC30ITaCHOCTb.

. Cuctema 3amuThl HH(GOPMAIMU U €€ CTPYKTYpA.

. DKOHOMHUYecKast MHPOpPMAaIHUs KaKk TOBAp U OOBEKT OE30MaCHOCTH.
. Ilpodeccronanbhble TaitHbl, UX BUBL. OOBEKTHl KOMMEPUECKOH TaltHbI Ha MIPEAIPUATHH.
. HepCOHaJIBHLIC JaHHBIC 1 UX 3alIuTa.

. UndopmanmonHble yrpo3bl, UX BUIBI U TPUYHUHBI BOSHUKHOBCHHSI.
. UHpopManimoHHbIe yrpo3sl Ui TOCYIapCcTBa.

10. MadopManimoHHbIe YIrpo3bl JUTIsl KOMIIAHUU.

11. UudopmarioHHble yrpo3bl A TUYHOCTHU ((PU3HUECKOTO JIULIA).
12. JleficTBUA U COOBITHSA, HApYIIAIOIINE HHPOPMAITMOHHYIO OE30MTaCHOCTD.

13. JInuHOCTHO-TIPO(eCCHOHATIbHBIE XapaKTEPUCTHKHU U ACUCTBUS COTPYIHUKOB,
CIOCOOCTBYIOIIUX pean3aiui HHHOPMAITMOHHBIX YTPO3.

14. Cioco6s! Bo31eHCTBHS HH(GOPMAIIMOHHBIX YTPO3 HA OOBEKTHI.
15. BHenHne u BHYTpeHHUE CyObEeKThI HH(POPMAIIMOHHBIX YTPO3.
16. KoMmnbroTepHble NPeCTYIUICHUS U UX KilacCu(UKanusl.

17. UcToprueckue acCieKTbl KOMIBIOTEPHBIX MPECTYIICHUH U COBPEMEHHOCT.

18. CyObeKThl ¥ IPUYHUHBI COBEPIIEHUS KOMITBIOTEPHBIX MPECTYTICHHH.

19. BpenoHocHble mporpaMMbl, KX BH/IBI.
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20. McTopust KOMIBIOTEPHBIX BUPYCOB U COBPEMEHHOCTb.

21. lN'ocynapcTBeHHOE peryanpoBaHue HH(HOPMAITMOHHOM 0€301TacCHOCTH.

22. JlesSsTenbHOCTh MEXIYHAPOJHBIX OpraHu3anuii B chepe nHPOPMALMOHHOM
0€30MacHOCTH.

23. HopMaTHBHO-TIPAaBOBBIE ACMIEKTHI B 00J1aCTH HH(OPMAIIMOHHON 0€30IacHOCTH B
Poccuiickoit deneparumn.

24. JloxtpuHa nHpOpMannOHHOH Ge3omacHocTH Poccun.

25. YTOoa0BHO-IIPABOBOM KOHTPOJIb HaJ KOMITIBIOTEPHOU MPECTYMHOCTHIO B Poccun.

26. ®enepanbubie 3akoHbI 110 VI B PO.

27. Ilonutrka 6€30MaCHOCTH M €€ TPUHIIUTIHI.

28. dparMeHTapHbIi U CUCTEMHBIN MOAXO K 3aIIUTe HH(OPMALIHH.

29. Metoapl 1 cpecTBa 3alTUTHI HHPOPMAIIHH.

30. Opranm3anuonnoe ooecneuenue Mb.

31. Opranm3anus KOHPUACHIIMAIHHOTO JIETOMPOU3BOJICTBA.

32. KomIuieke opraHnu3aioHHO-TEXHUUECKUX MEPOIPUATHIA 10 00ECTICUCHHIO 3aIUThI
nHpopManuu.

33. UHXeHepHO-TeXHUYEeCKOe 00ecTieYeHne KOMITbIOTEPHOM 0€301MacHOCTH.

34. Opranu3aliOHHO-TIPABOBOM CTATyC CITYKOBI O€30TTaCHOCTH.

35. 3amuTa nnpopmarmu B MHTEpHETE.

36. DneKTpoOHHAs OYTA U €€ 3alUTa.

37. 3amuTa OT KOMIIBIOTEPHBIX BUPYCOB.

38. «bonbpHBIe» MOOMIIBHUKH U UX «JICUYECHUEH.

39. IlomynsapHbIe aHTUBUPYCHBIC TPOTPAMMBI M UX KJIaCCU(DUKAIIHSL.

40. Opra"u3zanusi CHCTEMbI 3aIIUTH HHHOPMAITUH YIKOHOMHUYECKUX O0BHEKTOB.

41. KpunTorpapuueckrue METOIbI 3aLUTHI HH()OPMALIHH.

42. DTansl TOCTPOSHUS CUCTEMBI 3aIUTH HHGOPMAITUH.

43. Ouenka >pPpeKTUBHOCTH UHBECTULIUI B HH(POPMAIIMOHHYIO O€30IaCHOCTb.

44. I1nan obecrieueHNst HEIPEPHIBHOW paOOTH M BOCCTAHOBJICHHS ()yHKIIMOHUPOBAHUS

aBTOMATH3UPOBAHHON MH(POPMAIIMOHHON CUCTEMBI.

45. Ynpasnenue nHHOpMaImOHHOM 0€30MMaCHOCTH Ha TOCYAapCTBEHHOM YPOBHE.

46. Aynut Vb aBTOMaTH3upOBaHHBIX OAHKOBCKHX CHCTEM.

47. DneKTpoHHasi KOMMEPIUSA U €€ 3alUTa.

48. MeHeKMEHT U ayIuT MH)OPMAIIMOHHON 0€30aCHOCTH Ha YPOBHE MPEIIPUSATHS.

49. UndopmanmronHas 6€301acHOCTb MPEANPUHUMATEIIbCKON IeITeITbHOCTH.

50. O6ecneuenre nHGOPMAIMOHHON 06€30MaCHOCTH JOHKHOCTHBIX JIUI] M MPEACTaBUTENCH
JIEJIOBBIX KPYTOB.

7.3.3 TunoBasi nporpaMmMa 3K3aMeHa

BPEMA BBIITIOJIHEHU A 3AJJAHUA
4 acrpoHomMHuueckux 4aca. [lepepbiBbl BO BpeMsi BBITIOJIHEHHS 33/1aHUS HE TPEIOIaraoTcs.

3AJJAHUE DK3AMEHA

PykoBoacTBa 0GaHka BechMa JIOBOJBHO BAaIlUMH YyCIeXaMH B MOOWIBHOHM pa3paboTke U
PE3KMM YyBENMYCHHEM dYucia KineHToB. [lobena B koHkypce "Jlydimiee GaHKOBCKOE MOOWMIIBHOE
npUiIoKeHrne" OTKPBUIO Mepesl BaMU TOPU30HT HOBBIX 3a7ay, OJHA U3 KOTOPBIX JIEKHUT B 00JacTh
nH()OpPMAITMOHHOM 0€30MTaCHOCTH.

MHoro4ucaeHHbIE al00bl KIMEHTOB BBISIBIIIM CYIIECTBEHHYIO NPOOJIEMY B HCIIOIB3yEMOM
IIPOrpaMMHOM OOECTIeUEHUU — HaJM4Ke YSI3BUMOCTEH BEO-NIPHIIOKEHUN U CEPBHCOB, C KOTOPHIMU
Br1 paboranu. Kak criermanucty Hanbosee XopoIo 3HaKOMBIM ¢ UX A P/ (K coxaJleHUIo pa3paboTunK
cobctBenHo [10 ncues u3 mons 3peHust 6aHka, Mo ciyxaM MoclIeTHUN pa3 ero Bujaenan Ha Kanapckux
OCTpOBax... HO CiIyk0a 6€30MacHOCTH aKTUBHO €ro UIET) Bam nmopy4yeHo mpoBecTH ayaAuT CEpBHCOB
U OOHAPYKUTh BCE YSI3BUMOCTH.
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PykxoBozacTBO 6aHKa mocie NpucKOpOHOTro HCYE3HOBEHHS Pa3paboTUrKa HE BIIOJIHE JOBEPSET
BaM, TOJTOMY TECTHUPOBAaHHE OYJET MPOM3BOIUTHCA MO METOMy “dEpPHOro smMKa”’, TO €CTh
U3HAYaJIbHO y Bac HE OyAeT JOCTyIa K UCXOAHOMY KOAY MPUIIOKEHHUS (XOTS BIOCIEICTBHHU, NIPU
yCHEIHOM B3JloMe, Bbl cMokeTe mocMoTpeTh AaHHBIN Koxa). B mepByio odepeab ayauTy TOJIKHO
HOJBEPTHYTHCSI XOPOILIO M3BECTHOE CTaHAAPTHOE OAHKOBCKOE MPUIIOKEHHE, UMEIOIIee 3HAKOMBIN
uHTep(delic 1 BOZMOXKHOCTH — aBTOPU3ALIMS, ITOJIy4eHHUE CITUCKA Jpy3el, IpOBeeHIE TPaH3aKIUU U
NOJy4YeHHE CIUCKa TpaH3akiuid. MIMeHHO oHO, Onaronmapst ycrexy MOOWIBHOTO MPHIIOKECHHUS,
HauboJee YacTo UCTOIb3YeTCs KIIMEHTaMU.

CpOoYHOCTh M BaXXKHOCTH 33JaYl BBIHYAMUJIO PYKOBOJCTBO OaHKa OOBSBUTH CYIIECTBEHHYIO
Harpajay 3a YCIIEIIHOE BBIIIOJTHEHHUE 3aJaHMsl, 1a)Ke €CJIM OHO BBIMOJIHEHO JIMIIb YacTuuHO. [Ipemus
3aBUCUT KaK OT CIOXXHOCTH, KPUTHYHOCTH U KOJMYECTBA OOHApPYKEHHBIX YSI3BUMOCTEH,
MPUBOAIIMX K YTEUKE NEPCOHAIBHBIX TaHHBIX MAaT€PUAIbHBIM U PENYTAlMOHHBIM MOTEPSAM, TaK U
OT IIOJIHOTHI MX ONMCAaHMs U pEeKOMEHJaluil mo ycrpaHeHutro. Ho momHuTe — Bama nanbHeMmas
cynpba Kak COTpyAHHMKa OaHKa 3aBUCUT OT MOJHOTHI PEUICHHOW 3aJauM, cTapailTech HAWTH Kak
MOYKHO OO0JIbIIIe YSI3BUMOCTEH MHAUe OyeTe YBOJICHBI.

BXOIAHBIE TAHHBIE
Jlst Toro, 9ToOBI TeCcThl HEe ToBpeawn padbouee 110, anMuHECTpaTOpHl OaHKA CO37AJIH B
BUpPTYyaJibHbIE MaIIUHBI B popmare Virtualbox, TOTHOCTbIO KOMUPYIOIIUE CUCTEMBI AEHCTBYIOLINX
CepBepoOB, KOTOpbIe Bbl MOkeTe NCIOIB30BATh ATl pAOOTHI.
1. BupryanbHas MammHa ¢ JEHCTBYIOIIMM BEO-TIPHIIOKEHHEM JUIsl TecTupoBanus. [locne
3armycka oOpa3a BEO-IPUIIOKEHHE JIOCTYIHO M0 JIOKAJIBHOMY aJpecy BHPTYalbHOU
MamuHsl (http://192.168.56.12). Mcnionb30BaHueM JaHHON BUPTYaIbHON MAIIMHBI Kak-
60 kpome npoTtokosia HTTP, nnbo TeCTUPOBAHUE YA3BUMOCTH APYTHX MPOTOKOJIOB HE
nojpasymeBaercs. Vcxoas M3 3TOro Ha HEH OTCYTCTBYeT rpaduyeckas 000J0YKa, H
MallliHa 3allUIIeHa apoJIeM.
2. Bupryanbnas mammumua Kali Linux 2016.2 co cneunanbHbiM aucTpuOyTuBoM Linux ¢
rpagudeckoil 000JOYKOW W TPEIyCTAaHOBJICHHOW BO3MOXXHOCTBHIO BBOJIa TEKCTa Ha
PYCCKOM s3BbIKE€ JJIsi TPOBEACHHMsS TeCcTUpoBaHUs. JlaHHas BuUpTyajdbHas MallMHA
HaXOJUTCS B TOM K€ BUPTYaJIbHOM IOJICETH, YTO U MAllIMHA C BEO-NPHIIOKEHUEM — TAKHM
0o0pa3oM, UMEeTCs1 BO3MOXXHOCTh MCIIOJIb30BaTh HHCTPYMEHTBI, BXosmue B coctas Kali
Linux, HanpsiMy!o Ha TECTUPYEMOM IPUIO0KEHUU.
BBIXO/IHBIE TAHHBIE
B pesynbrare paGotel B mamnke "Pabouuii cmon/@PUO - Homep epynnvt/WEBSECURE"
JIOJDKEH OBITh pefocTaBiieH (aiin report.docx, conepkauii ClieAyIONIyo HHPOPMaLHIO.
e Bamy ®UO.
¢ Howmep rpynmsl.
e Tabnumy ¢ OTYETOM TIO HANACHHBIM YSI3BUMOCTSIM, COZICPIKALIYIO —CJIEIYIOIIYTO
nH(pOpPMAIIHIO:
o Ne mo nmopsaky:
e BUJ YSA3BUMOCTH;
e MECTO pacIoyIOKEHHE B BEO-CEpBUCE;
e HCHOJB3YEeMbIH crioco0 0OHapy KEHHs ySI3BUMOCTH;
e ONHCaHUE ySI3BUMOCTH;
e MOTEHIHAJbHbIE YTPO3bI AJISI PACCMATPUBAEMOT0 BEO-TIPHIIOKEHHUS;
e  METOJBI yCTPAHEHUS YS3BUMOCTEH TaHHOTO THIIA;
e IPUYUHBI BO3HUKHOBEHUS YSI3BUMOCTH B JAHHOM BEO-TPUIIOKEHUH;
e PEKOMEHIAIWU 110 YCTPAHCHHIO YSI3BUMOCTH;
e CKPHMHIIOTHI 3KPaHOB, IIOKa3bIBAIOIME TPOLECC OOHAPYXKEHHS U  pe3ysbTaT
WCTIOJIb30BAHUS YS3BUMOCTH 3JI0yMBIIIJICHHUKOM.
YCJIOBYMA BBITIOJIHEHU A PABOTBI
J171s1 BBITIOTHEHUS 3aJJaHUs JIOIYCKAETCS MCIIOIB30BAHNE TOJIFKO YCTAaHOBJICHHBIX CPENICTB U
ITO nokanpHOr0 KOMIBIOTEPA U YKa3aHHBIX BUPTYaJIbHBIX MalIuH. He gomyckaercst ucnoib30BaHue
UHTEPHET B JIIOOOM BUje, flash-HakonuTee, Tene)oHOB, HOYTOYKOB, MAaTEpHUAaJIOB Ha CEpPBEpax.
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KPUTEPMIM OLUEHKU 3ATAHMA

XSS INJECTION (NOCTOAHHAS) 2000
1 Haxoxnenune 200
2 | IlonHoe onmcaHue 800
3 PexoMeHnaaiuu 1o ucnpapieHUIO 1000

XSS INJECTION (OTPAXKEHHASI) 1000
4 | Haxoxxnenue 100
5 ITonnoe onmcanue 400
6 | Pexomenmanuu 1o UCIpaBICHUIO 500

FILE INJECTION 2000
7 Haxoxnenune 200
8 ITonnoe onmcanue 800
9 | PexomeHnpaiuu no UCIpaBICHUIO 1000

BRUTE FORCE 3000
10 | Haxoxxnenue 300
11 | TlomHOE ommcaHue 1200
12 | PexomeHaluu O UCIPABIECHUIO 1500

CLICKJACKING 1000
13 | Haxoxneuue 100
14 | IlonHoe onucanue 400
15 | PexomeHaanuu no MCrpaBiIEHUIO 500

SQL INJECTION (CJIEITAS) 3000
16 | Haxoxxnenue 300
17 | TlomHoe ommcaHue 1200
18 | PexomeHnanuu no UCIPaBIECHUIO 1500

SQL INJECTION (SIBHAS) 2000
19 | Haxoxneuue 200

20 | TlomHoe omucaHue 800

21 | Pexomenpanuu no MCrpaBiIEHUIO 1000

3AI'PY3KA BPEJJOHOCHBIX ®ANJIOB 2000

22 | Haxoxnenne 200

23 | IlomHoe onmcanue 800

24 | PexomeHaluu IO UCIPABIECHUIO 1000

CJABOE IIN®POBAHUE 2000

25 | Haxoxneuue 200

26 | IlomHoe omucaHue 800

27 | PexomeHzanuu 1o MCIPABIECHUIO 1000

BBIINIOJIHEHUE KOMAH/I HA CEPBEPE 4000

28 | Haxoxnenwne 400

29 | IlomHoe onucanue 1600

30 | PekomeHnpanuu no UCHpPaBICHUIO 2000

CSRF ATAKA 1000

31 | Haxosxxnenue 100

32 | IlomHOE ommcaHue 400

33 | PexomeHanuy no UCHPaBIECHUIO 500

PACKPBITHUE ITYTH 1000

34 | Haxoxneuue 100

35 | IlomHoe onmcaHue 400

36 | PekomeHpanuu no MCHpaBICHUIO 500

MHNOJYUYEHHUE UCXO/IHOT'O KOJA NPUJIOKEHUA (ITOJTHOT'O) | 6000




37 | Haxoxxnenue 600
38 | IlomHOe ommcaHue 2400
39 | PexomeHanuu o UCIPaBIECHUIO 3000
MOJYUYEHME TPAH3AKIIMM TOJIB30BATEJIEN 1000
40 | Haxoxnenme 100
41 | IlomHoe ommcaHue 400
42 | PexomeHganuu no UCHPaBICHUIO 500
MNOJYYEHHUE JAHHBIX MOJIb3OBATEJIEN 1000
43 | Haxoxxnenwne 100
44 | TlonHoe onucaHue 400
45 | PexoMeHIauu no UCIPaBICHHUIO 500
MNOJYUYEHHUE ITOJIHOT'O TOCTYIIA K CEPBEPY 10 000
46 | Haxoxnenme 1000
47 | TlonHoe onncaHue 4000
48 | PexomeHpanuy 1o UCIpaBIECHUIO 5000
ABTOPU3AIUA 11O/ MPOU3BOJIBHBIM INOJIb30BATEJIEM 1000
49 | Haxoxnenue 100
50 | IlomHOe ommcaHue 400
51 | PexkoMmeHnpanuu no UCHpaBICHUIO 500
INEPEBO/J CPEACTB OT JIMIIA APYI'OI'O ITOJIB3OBATEJISA 1000
52 | Haxoxxnenue 100
53 | IlomHOE ommcaHue 400
54 | PexomeHanuy Mo UCHPABIECHUIO 500

COOTBETCTBUE HABPAHHBIX BAJIJIOB OLIEHKE DK3AMEHA

Pe3yHBTaT paGOTLI OLCHUBACTCA COIIACHO NPUBCACHHBLIM BBIIIC KPUTCPUAM, BBIIIOJIHCHUC
Ka)JIOTO M3 KOTOPBIX YBEIHYMBACT PE3yJbTHPYIOIIEe BO3HATPAKICHUE HA yKa3aHHOE 3HAYCHHE.
MakcumanpHOE BUPTYAJIbHOC BO3HATrpaXJACHUC, IMOJIy4acMOC CTYJCHTOM 34 YCIICIITHOC BBITIOJTHCHUC
3a7laHus ¢ yueToM Beex kpurepues — 44 000$. toroBoe Bo3HarpaxaeHue mpeoOpa3yeTcsi B OIICHKY
COIJIACHO CJICAYIONIeH Tabmie.

Jlnama3on G6aioB OreHka
0...11999 HeynoBieTBOpUTEIBHO

12000 ... 15999 | VYnoBaeTBOpUTEIHHO

16 000 ... 21 999 Xopo1o

22 000 ... 44 000 OTanuHOo

HaGpannbie 6ayuibl 1 COOTBETCTBYIOIIAsE UM OLIEHKA UMEET PEKOMEHIATeIbHBIN XapakTep —
9K3aMEHATOP UMEET IPaBO CKOPPEKTUPOBATH OLICHKY B Ty WM HHYIO CTOPOHY.
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