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1 euan, 32024 ¥ NVIAHUPYEMbIe Pe3yJIbTATHI 00yYEeHUS M0 AUCHUILINHE

K ocHOBHBIM II€JIIM OCBOCHWUS JUCHHUITIINHBI «OCHOBBI CETEBBIX TEXHOJIOTHM» CJICOycCT
OTHECTH:

® YCBOCHHUC MMOHATHH U MCTOJOB JUCHUIIIIMHBI.

K ocHOBHBIM 3agavyaM OCBOCHUSA OTUCHUIIINHBI «OCHOBBI CETEBBIX TEXHOJIOTHI CJIeayeT

OTHECTH:
. 03HAaKOMJICHHE CTYACHTOB C IIPUHLUAIIAMU IIOCTPOCHMS KOMIIBIOTEPHBIX CETEH;
. u3y4yeHue npuHuunos IP-anpecannu;
. (GbopMupOBaHNE HABBIKOB aIMUHUCTPHUPOBAHUS KOMITBIOTEPHBIX CETEH.

OOyuenue 1o gucuuiiiHe «OCHOBBI CeTeBBIX TEXHOJIOTHil» HAMpaBlIeHO Ha
dbopMupoBaHUEe y 00YJIAFOIIUXCS CIICTYIOIINX KOMITETCHIUH:

Koa v HauMeHOBaHUE KOMIIETEHIIUIA NHauKaTOpPHI 10CTHKEHUS] KOMIIETeH U
OIIK-2. CrnocoGeH NpUMEHSTh 3HATH:
nH(})OPMAITMOHHO-KOMMYHHKAITMOHHBIC ®  TIPHUHIUITB QYHKIHOHUPOBAHUS

BBIYHMCIUTENBHBIX CETEN M KOMITJIEKCOB;
®  OCHOBHBIC PEIICHHS MO TTOCTPOCHHUIO
(hu3nuecKoro, KaHaJbHOTO, CETEBOTO U

TCXHOJIOTHH, IPOTPaAMMHBIC CPEACTBA
CUCTEMHOI'0O U IIPUKIIAJHOI'O HA3HAYCHN, B

TOM YHUCJIC OTCUCCTBCHHOI'O IIPOMU3BOJICTBA, TPAHCIIOPTHOTO YPOBHEIH;

IJI1 pCHICHUA 3aaa4 HpO(beCCHOHaHBHOP'I ®  OCHOBHBIE CTaHAAPTHI B 00IACTH

IEATCIbHOCTU MH(OKOMMYHMKALIMOHHBIX CUCTEM U CETEBBIX
TCXHOJIOTUH,

®  [IPHUHIUIIBI IIOCTPOCHUS COBPEMEHHBIX
KOMITBIOTEPHBIX CeTell 1 0COOEHHOCTH UX
IKCIUTyaTaIuu;

®  MeTOHBI M CIIOCOOBI MTPOTPAMMHON peai3auu
CETEBOT0 B3aUMOJICHCTBHUS B BEIYUCIUTEIbHBIX
CeTsX;

®  METOBI MPOSKTUPOBAHUS JOKATBHBIX U
KOPTIOPATUBHBIX BHIYUCIUTENBHBIX CUCTEM;

®  OCHOBBI CEPBUCHO-IKCILITYaTal[HOHHON

EATEIHLHOCTH.
OIIK-7. CnocoOeH HCIO0JIb30BaTh S3BIKU yMeTh:
NporpaMMHUpOBaHMs U TCXHOJIOTUH ®  HACTpaMBaTh PA3IMYHOE CETEBOE
pa3paboTKH MPOrPaMMHBIX CPEICTB JJIs obopyoBauue.
perieHus 3a1a4 npodeccHoHaIbHON BIAJI€TD:

JeATeNbHOCTH ®  HaBBIKaMH (DOPMHUPOBAHMS MOJCETEH.

2 MecTo TUCHUNJIMHBI B CTPYKTYpPe 00pa3oBaTe/ibHOI NPOrpaMMbl

JucuumuinHa «OCHOBBI CETEBBIX TEXHOJOTUN» OTHOCHTCA K YHCIY MpO(ecCHOHATBHBIX
y4eOHBIX TUCHMIUIMH o0s3aTensHol yactu mukia (b.1.1) ocHOBHOM 00pa3oBaTenbHON MPOrpaMMbl
(b1.1.14).

W3ydyeHune AMCUMIIMHBI ONMUpaeTcs Ha 3HAHMS, YMEHHUS U HaBBIKH, NMPUOOPETEHHbIE B
MPEAMIECTBYIOMNX AUCIUIUTHHAX: «OCHOBBI MH(GOPMAITMOHHON Oe30macHOCTHY, «OcHOBBI MKT.



3 Crpykrypa ¥ coaep:KkaHue TUCIUTIIUHBI

OOmasi TPyJOEMKOCTh JUCIHMIUIMHBI COCTAaBJISCT 4 3a4eTHBIX €OUHUIBL, T.c. 144
aKaJIeMMYECKUX YacoB (JIeKIMH — 4 yaca, JJabopaTopHbIe 3aHATHS — 68 4acoB, caMOCTOSATEIbHAS
pabora - 72 gacoB, popMa KOHTPOJIS — IK3aMEH) B 2 ceMecTpe.

1.1 Buabl yueOHo#i padoThl 1 TPYA0EMKOCTD
(o popmam o0yueHus)

3.1.1 Oynas ¢popma 0OyueHus

Ne CemecTpnl
. KoauuecTBO
n/n Buj yueoHoii padoThl Cemectp Heneas
4yacos
cemecTpa
1 | AyauropHble 3aHATHSA 72 2 1-18

B ToMm uucie:

1.1 | Jlexuuu 4 2 1-18

1.2 | CeMuHapckue/mpakTHYECKUE 3aHATHS

1.3 | JlabopaTopHbIe 3aHATHS 68 2 1-18
2 | CamocrosiTeqibHas padoTa 72 2 1-18
3 | IIpomesxxkyTouHasi aTTecTalus 2 19-21

DK3aMeH
Hroro: 144




1.2 TemaTu4yecKuii JIaH U3Yy4YeHHUS] AU CHUTIINHbBI

(mo ¢popmam o0y4eHus)

3.2.1 Oynas popma oOydeHHs

TpyroeMkocTh, Yac

AyautopHas paborta

Cemunap [Ipakr Camoc
Ne Pazgenbl/TemMbl JIabopa TOsITEe
n/n AMCHMILINHBI Bceero | Jlek ciaue/ TOpHBIE MHCCK | has
117071 [PAKTHAC o s 5 pa6oTt
CKHeE N noxrot | ©
3aHSITHS OBKa
1 | Cozmanue u HaAcTpoWKa OAHOPAHTOBOM ] 4 4
CeTH
2 | Co3manue KOMIIBIOTEPHOW CETH ¢ 10 ) 4 4
MTOMOIIBI0 MapIIyTHU3aTOPA
3 | 3HaKOMCTBO C OCHOBHBIMHU CETEBBIMH 6 5 4
ciy0amu
4 | YcraHoBka U HacTpoika OECIIPOBOTHOM ] 4 4
CeTu
5 | Hacrpoiika 0e30MacHOCTH ] 4 4
KOMITBIOTEPHOU CETH
6 | [louck wu ycrpanenue mnpoOiemM B 10 5 4 4
KOMIIBIOTEPHBIX CETAX
Co3pganue CXEMBI O IKJIIOUEHUN
7 | mocraBmyka ycayr HHTepHera mpu g 4 4
MIOMOILU cpeiacTna TPACCUPOBKHU
Mapuipyta Traceroute
8 | Cosnanue noxaceren ] 4 4
9 | IlepBuunas HACTPOMKa 6 2 4
MapuIpyTU3aTropa
Hactpoiika MapupyTuzaropa c
10 HCII0JIb30BaHUEM unTepdeiica 8 4 4
KOMaHJIHOHM cTpoku [0S
11 | Hacrpoiika komMmyTaTopa 8 4 4
12 | IlnanupoBanue moaepuuzanuu WAN g 4 4
Hacrpoiika YAQJIEHHOIO
13 MapLIpyTU3aToOpa c MMOMOLLBIO 8 4 4
nporokona SSH
14 | Pabora ¢ [P wmapmpyrtusanueir u 2 4 4
IPOTOKOJIAMU MapUIPyTH3ALUU
15 | Pabota ¢ cuctemoil OMEHHBIX HMEH
8 4 4
DNS. IIpocMoTp Be6-3apOCOB.
16 | Hcnonb3oBaHue 3x0-3ampoca. 8 4 4
17 | Houck u yctpanenue npoGiem B pabote 2 4 4

CCTH.




18 | Pabora ¢ IP wmapmpyruzanueii u 2 4 4
IPOTOKOJIAMH MapUIPyTHU3AIHU
Hroro 144 4 68 72

4 YueOHO-MeTOAUM4YecKoe M HHGOPMALMOHHOE o0eceyeHne

4.1 OcHoBHasi IMTEpaTypa

Cetn M TeneKOMMYHHKAIMU : y4eOHHK W mpakTukyM mist By3oB / K. E. Camyiinos [u
np.] ; mox penakmueit K. E. Camyiinosa, U. A. [llanumosa, []. C. Kynabosa. — 2-e u3.,
nepepad. u gon. — Mocksa : U3marensctBo FOpaiit, 2023. — 464 c. — (Bricmiee
obpaszoBanme). — ISBN 978-5-534-17315-4. — TekcT : DOJICKTPOHHBIA //
ObpasosarenbHas mwiatdopma KOpaiir [caiit]. — URL: https://urait.ru/bcode/532855.

CeTH ¥ TEIEKOMMYHHKAIMHY : YYeOHUK U MPAKTUKYM JUIsL CPEIHET0 TPOopeCCHOHATBLHOTO
obpazoBanus / K. E. CamyitnoB [u np.] ; mon pemakmuein K. E. Camyiinosa, U. A.
Manmmosa, [I. C. Kyns6oa. — 2-e u3., nepepad. u mon. — Mocksa : M3marenbcTBo
Opaiir, 2023. — 464 c. — (Ilpodeccrnonansuoe obpazoanue). — ISBN 978-5-534-
17310-9. — Texkct : anekTponHbiit // ObpazoBarenbHas mwiatdopma FOpait [caiiT]. —
URL: https://urait.ru/bcode/532849

Tpodpumon, B. B. I'nobanpHble M JOKaJdbHBIE CeTH : yuyeOHMK s By3oB / B. B.
Tpodumon, M. U. bapabanosa, B. 1. Kuses. — 4-e uzn., nepepad. u nomn. — Mockaa :
WznarensctBo KOpaiit, 2023. — 162 ¢. — (Briciiee oopazoBanue). — ISBN 978-5-534-
17504-2. — Texkct : anekTpoHHbiit // ObpazoBatenbHas mwiatdopma FOpait [caiiT]. —
URL: https://urait.ru/bcode/533206

. 3amaruaa, O. M. BpruncnuTenbHble CUCTEMBI, CETH M TEJICKOMMYHHUKAILIUH.

MonenupoBanue cereii : yuebHoe nocodue g By30B / O. M. 3amaruna. — Mocksa :
WznarensctBo KOpaiit, 2023. — 167 c. — (Bricinee oopazoBanue). — ISBN 978-5-534-
16305-6. — Texkcr : anekTpoHHBIN // OOpa3oBarensHas miargopma FOpaiit [caliT]. —
URL.: https://urait.ru/bcode/530772.

4.2 JlonoiHNTEILHAS JIUTEPATYPA

. IIpombllIIeHHBIE BBIYMCIUTENbHBIE CETU: yuyeOHOE JJIEKTPOHHOE H3JaHHE : yueOHoe

nocobue : [16+] / M.A. Enuzapos, B.H. Hazapos, B.A. Iloronun, A.A. TpeThsKkoB ;
MunuctepctBo oOpa3oBaHusit u Hayku Poccwuiickoit ®enepauuu, TamO0BckwHit
rOCYJapCTBEHHbIN TeXHMYeCKHi yHHuBepcuteT. — Tambos : ®I'BOY BIIO "TI'TVY",
2018. — 162 c. : tabmn., rpad., cxem., wi. — Pexxum gocrtymna: nmo noamucke. — URL:
http://biblioclub.ru/index.php?page=book&id=570443 (mata obpamenus: 18.08.2019). —
bubnuorp.: c. 156-157. — ISBN 978-5-8265-1933-2. — TekcT : 3JIeKTPOHHBIH.

. I'magxux, T.B. UadopmarmonHsie CUCTEMBI U ceTH : yueOHoe ocobue / T.B. I'maakux,

E.B. BoponoBa ; MuHnucrepctBo oOpa3zoBanuss u Hayku P®, BopoHexckuit
rOCYIapCTBEHHbBI YHUBEPCUTET MHKEHEPHBIX TEXHOJIOIUN. — BopoHex : BopoHexckuit
rOCy/IapCTBEHHBINI YHUBEPCUTET MHKEHEPHBIX TexHonoruu, 2016. — 88 c. : cxem., ui.,
TaoII. — Pexum JOCTYyTIA: o MOJIMHCKE. — URL:
http://biblioclub.ru/index.php?page=book&id=481994 (nmata obpamenus: 18.08.2019). —
bubnuorp. B k. — [SBN 978-5-00032-189-8. — TekcT : 2€KTPOHHBIH.



https://urait.ru/bcode/532855
https://urait.ru/bcode/532849
https://urait.ru/bcode/533206

3. Kosran, H.M. KommnbioTepHbie cetu : yueOHoe mocobue : [12+] / H.M. Kopran. —
Munuck : PUIIO, 2014. — 180 c. : cxem., wi., Ta0n. — Pesxxum mocTyma: mo moAnucKe. —
URL:  http://biblioclub.ru/index.php?page=book&id=463304  (mara  oOpameHus:
18.08.2019). — bubauorp. B kH. — ISBN 978-985-503-374-6. — TekcT : 37€KTPOHHBIH.

4. IlyroBkuH, A.B. Ceru mepemaun maHHbIX : ydeOHOoe mocoome / A.B. IlyroBkun ;
MuHnuctepctBo  oOpa3oBanusi U Hayku Poccuiickorr  ®eneparuu, Tomckuid
locynapctBennsiit YauBepcurer Cuctem Ynpasnenus u Pagnosnexktponuku (TYCVYP).
— Tomck : @akyneTeT AucTaHmoHHoro ooydenus TYCVYPa, 2015. — 138 c. : cxem. ,ui.,
TaoII. — Pexum JoCTyIa: o TIOJIITUCKE. — URL:
http://biblioclub.ru/index.php?page=book&id=480793 (mata obpamenus: 18.08.2019). —
bubmuorp.: c. 131-132. — TekcT : 27IeKTPOHHBIH.

4.3 D1eKTpOHHBIE 00pa30oBaTeJIbHbIE PeCypChl

DIIEKTPOHHBIN 00pa30BaTEIBHBIN pecypc Ha pa3padoTKe.
5 MarepuaibHO-TeXHHYECKOe o0ecneyeHne

Jlnst mpoBeseHHs BCEX BHUAOB 3aHITHI HEOOXOAMMO TMPE3EHTAIMOHHOE O000pYyI0BaHUE
(MyIBTUMEIUHUHBIN IPOEKTOP, SKpaH) — 1 KOMIUIEKT.

Jlia mpoBeneHus 1a00paTOPHBIX 3aHATUN HEOOXOIMMO HaJIMuKe KOMIBbIOTEPHBIX KJIacCOB
000pyIOBaHHBIX COBPEMEHHOW BBIYMCIUTENBHON TEXHUKOM M3 pacueTa OAHO padouee MECTO Ha
OJTHOr0 00y4yaemoro.

OOopynoBanue u annmapartypa:
Kommnbrotep ¢ onepannonnoii cuctemoit Microsoft Windows.
KommyTrarop, mapmipytusarop.

IIporpamMmmHoe oGecrieueHHe H HHTEPHET-PeCypPChl:
1. Be0-6payzep Chrome.
2. Microsoft Office.
3. Cisco Packet tracer.
4. Wireshark.

6 Mertoanuyeckue peKOMEHAAUMH

6.1 MeToauueckne peKOMeHIAINH /s MPENoIaBaTesi M0 OPraHu3auun
o0yueHust

[Ipn moAroToBKe K 3aHATHSAM CIIEAyeT MpPeIBapUTENIbHO MpPopaboTaTh MaTepuan 3aHsITHS,
IPelyCMOTPEB €ro Mmojiady TOYHO B OTBEAEHHOE JJIsl 3TOro BpeMs 3aHATusA. CienyeT MmoAroToBUTh
HEOOXOMMbIe MaTepuajbl — TEOPETUUYECKUE CBEACHUs, 3a1aud u Ap. llpu mpoBeneHUM 3aHATHS
ClelyeT KOHTPOJIMPOBATh MOJady MaTepuala U pelieHHe 3aJaHHil C yU4eTOM y4eOHOTO BPEMEHH,
OTBEACHHOTO JIJIsl 3aHSTHS.

[Ipu mpoBepke paboOT U OTYETOB CJIEAYET YUUTHIBATH HE TOJIBKO MPABUIBHOCTH BBIOTHEHUS
3a/IaHHi, HO ¥ ONTHUMAIBHOCTh BBHIOPAHHBIX METOJIOB PEIIEHUs, MPABWIBHOCTh BBIMOJTHEHUSI BCEX
€ro I11aro..



6.2 Meronnueckue yKazaHus JAJis1 00y4al0UIUXCS 10 OCBOCHUIO IV CHUNIMHBI

I/IBy‘ICHI/IC AUCHUIIIIMHBL OCYHICCTBIIACTCA B CTPOTOM COOTBETCTBUM C HCHGBOﬁ YCTaHOBKOﬁ B

TECHOW B3aUMOCBSI3U y4e€OHbIM MIaHOM. OCHOBOW TEOPETUYECKOW IOATOTOBKH CTYACHTOB

SIBJIIOTCSA JICKIIUH.

B mnpomecce camocTosiTenbHOM pabOThl CTYIAEHTHl 3aKPEIUISIOT U YrIyOJsioT 3HaHMS,

INOJTYYCHHBIC BO BpPEMs ayJUTOPHBIX 3aHﬂTPII>i, TOTOBATCS K DK3aMCHY, a TAKKC CaMOCTOSATCIIBHO

N3YyYarOT OTACIBbHBIC TCMbI yqe6H0171 mporpaMmsl.

7 ®OoHI OLIEHOYHBIX CPEICTB

7.1 MeToAbI KOHTPOJISI M OLICHUBAHUS Pe3yJIbTATOB 00y4YeHH

B mpouecce o0yueHus: MCMONB3YIOTCS CIAEAYIOLIUE OLEHOYHbIE (POPMBI CaMOCTOSATEIbHON

paboThl CTYACHTOB, OLICHOYHBIE CPEJICTBA TEKYIIETO KOHTPOJIS YCIEBAEMOCTU U MPOMEXKYTOUYHBIX

aTTeCTallUH:

® BBINOJHEHHE JIA0OPATOPHBIX padoT;

® DK3aMCH.

7.2 1lIka/1a ¥ KPUTEPHHU OLICHUBAHMS Pe3yabTATOB 00y4YeHUS

IlokazaTenem OLICHHUBAHUA KOMHCTGHHI/Iﬁ Ha Pa3jIM4HbIX OJTallaX HuX (bOpMPIpOBaHI/ISI

ABIIACTCA AOCTHUIKCHUC O6y‘-IaIOH_[I/IMI/IC$I IJNIAHUPYEMBIX PE3YJIbTATOB 06yquI/151 IO AUCIUIIINHC

(Momymro):

OIIK-2 CrnocodeH npuMeHATh HHPOPMAIMOHHO-KOMMYHUKAMOHHBIE TEXHOJIOTHH, IPOrPaMMHbIe CPe/ICTBA
CHCTEMHOT'0 ¥ MPHUKJIAJHOr0 HA3HAYEHUsI, B TOM YHCJIe 0Te4eCTBEHHOr0 MPOU3BO/ACTBA, AJIs PellleHus 3a1a4
npodeccuoHAILHON eI TeJbHOCTH

Kpurtepuu ouennBanus

Iloxkazarean
2 3 4 5

3HATh: OOyuaronuiicst OO6y4atomuiics OO0yuaronuiicst Ob6yuatommiics
3HATh: JIEMOHCTPHPYET JEMOHCTPHPYET JIEMOHCTPHPYET JEMOHCTPHPYET
. MIPUHIUITBL MOJHOE OTCYTCTBHE | HEMOJHOE COOTBETCTBUE | YACTUYHOE MTOJIHOE COOTBETCTBHE
(GYHKIIMOHUPOBAHUS WIA HEIOCTATOYHOE | CICAYIOUIMX 3HAHMM: COOTBETCTBHE CICYIONINX 3HAHUM:
BBIYMCIIUTEILHBIX COOTBETCTBHUE 3HATh: CIICYIONINX 3HAHUN: | 3HATh:
CeTel U KOMIUICKCOB; | CIICAYIONIMX 3HAHUU: | * TIPUHITATIBI 3HATh: . MIPUHITUTIBI
. OCHOBHBIE . 3HATb! (YHKIIMOHHPOBAHUS . TIPHUHITUITEL (YHKIIMOHHPOBAHUS
petIeHust mo | ¢ TIPUHITUTIBI BBIYUCIIATENFHBIX CeTeH | (YHKIMOHUPOBAHHS | BBIYHCIHTEIBHBIX
MTOCTPOCHHIO (YHKIMOHUPOBAaHUS | M KOMIUICKCOB; BBIYUCIUTENBHBIX ceTell U KOMILIEKCOB;
¢u3nIecKoro, BBIYUCIUTEIBHBIX . OCHOBHBIC ceTel U KOMILIEKCOB; | © OCHOBHBIC
KaHAJIBHOTO, CETEBOTO | CeTel M KOMIUIEKCOB; | PEMICHHUS IO . OCHOBHEIC PpelIeHwus 1mo
u TPAHCIIOPTHOTO | * OCHOBHBIC TTOCTPOSHHIO pemeHus 10 | TTOCTPOCHHIO
YpOBHEH; peeHHs mo | (pU3NIECKOro, MTOCTPOCHHIO ¢uzngeckoro,
. OCHOBHEBIE ITOCTPOCHHIO KaHaJIbHOTO, CETEBOTO U | (PH3HUYECKOTO, KaHaJIbHOTO, CETEBOTO
CTaHIApThI B 00JacTH | (U3UUECKOTO, TPAHCIIOPTHOTO KaHaJIbHOTO, U TPAHCIIOPTHOI'O
HHPOKOMMYHHUKAIIHO | KaHAJIBHOTO, YPOBHEH; CETEBOTO U | ypOBHEil;
HHBIX  CHCTEM M | CETEBOIO |- OCHOBHEIE TPAHCIIOPTHOTO . OCHOBHEIE
CETEBBIX TEXHOJIOTHIA, | TPAHCHOPTHOTO CTaHJAPTHI B 00JIACTH YPOBHEI; CTaHJAPTHI B 00JIACTH
. TIPHUHITUITBL YPOBHEH; WH(POKOMMYHHUKAITUOHH . OCHOBHEBIE MH(POKOMMYHHUKAIHO
MTOCTPOCHHUS . OCHOBHBIE BIX CUCTEM M CETEBBIX CTaHJAPTHI B OOJIACTH | HHBIX CUCTEM U
COBpPEMEHHBIX CTaHIIAPTHI B | TEXHOJIOTHIA; WHPOKOMMYHHUKAINO | CETEBBIX TEXHOJIOTHI;
KOMIBIOTEPHBIX ceTeil | obmactu . TIPUHITATIBI HHBIX CHCTEM H | *® TIPUHIATIBI




A O0COOEHHOCTH WX
AKCIUTyaTaluH,

. METO/IBI "
CIIOCOOBI
MIPOrpaMMHOMN
peanu3aniu CETEBOTO
B3aMOJCHCTBHS B
BBIYUCIINTCIIBHBIX
CEeTAX;

o METO/IbI
MIPOEKTUPOBAHUS
JIOKaJIbHBIX u
KOPIIOPATHBHBIX
BBIYMCIIUTEIBHBIX
CHCTEM,;

. OCHOBBI
CEPBHUCHO-
3KCILTyaTallMOHHON
IeSITEILHOCTH.

WH(POKOMMYHHUKAITIO
HHBIX  CHCTEM U
CETEBBIX
TEXHOJIOTHH;

. TIPUHITUITBL
MTOCTPOCHHUS
COBPEMEHHBIX
KOM]'[I)IOTepHI)IX
ceTer M 0COOEHHOCTH
nux 3KcnnyaTau141/1;

. METOJALI U
CII0COOBI
IpPOrpaMMHOM
peanu3ayu
CETEBOTO
B3aUMOJEUCTBUA B
BBIYMCIIUTEILHBIX
CETIX;

. METOIBI
HpOCKTHpOBaHI/Iﬂ
JIOKAJIBHBIX n
KOpHOpaTl/IBHI)IX
BBIYUCIUTENBHBIX
CHCTEM,;

. OCHOBBI
CEPBHCHO-
AKCILTYaTaIMOHHON
JIESITEIBHOCTH.

MOCTPOEHHUSI
COBPEMEHHBIX
KOMIBIOTEPHBIX CETEH U
0COOCHHOCTH MX
SKCIUTyaTaluHy,

. METOJIBI U
CIOCOOBI IPOTPAMMHOM
peanu3au CeTeBOro
B3aUMOJICHCTBUS B
BBIYUCITUTEIbHBIX CETAX;
. METO/IbI
MPOEKTHUPOBAHUS
JIOKAJbHBIX
KOPITIOPaTHBHBIX
BBIYHCITATEBHBIX
CHUCTEM;

. OCHOBBI
CEepBUCHO-
SKCIUTyaTallMOHHOMN
JIeSTETHbHOCTH.
HonyckatoTcs
3HAYNTENBHBIE OLITHOKH,
MIPOSBIISICTCS
HEJI0OCTaTOYHOCTD
3HaHUM, 10 pAny
IoKa3aTeseH,
oOyJaromuics
HCITBITHIBAET
3HAYNTEbHBIC
3aTpyOHEHUS IPH
OTIEpUPOBAHUU
3HAHUAMH MIPH UX
TIEPEHOCE Ha HOBBIE
CUTYallUH.

CETEeBBIX
TEXHOJIOTUH;

. TIPUHITUITEL
MTOCTPOCHHUS
COBpPEMEHHBIX
KOMITBIOTEPHBIX
ceTeil 1 0COOCHHOCTH
WX JKCIUTyaTalluu;

. METOOBI |
Croco0bI
IpOrpaMMHOM
peanusaiuy ceTeBoro
B3aUMOJICHCTBUS B
BBIYHMCITUTEIIBHBIX
CeTAX;

. METOJTbI
MIPOEKTHPOBAHUS
JIOKQJIBHBIX u
KOPTIOPaTHUBHBIX
BBIYHMCIUTEBHBIX
CHCTEM;

. OCHOBBI
CEpBUCHO-
AKCILTYyaTaIHOHHON
JIeATeIbHOCTH.,  HO
JTOITY CKAIOTCS
HE3HAYUTEIIbHBIC
OIHOKU,
HETOYHOCTH,
3aTpyIHEHUS
AHATTUTHYECKUX
omepausx.

pu

MTOCTPOCHHS
COBPEMEHHBIX
KOMIBIOTEPHBIX CeTel
1 0COOEHHOCTH HUX
SKCIUTyaTallnHy,;

. METO/IbI U
CIIOCOOBI
IIPOrPaMMHO
peanu3ai CeTeBOro
B3aHMMOJICHCTBHS B
BBIYUCITUTENBHBIX
CeTsX;

. METO/IbI
MIPOEKTHUPOBAHUS
JIOKAJIbHEIX U
KOPIIOPaTHBHBIX
BBIYHCIUTEIBHBIX
CHCTEM;

. OCHOBBI
CEPBHUCHO-
SKCIUTyaTalluOHHOMN
JIEATEIIBHOCTH.

s cBOOOIHO
orepupyer
MIPUOOPETEHHBIMU
3HAHUSIMH.

OIIK-2 CnocobeH npuMeHATh HHPOPMAIMOHHO-KOMMYHUKAMOHHBIE TEXHOJIOTHH, IPOrPaMMHBIE CPEICTBA
CHCTEMHOT0 ¥ NPHUKJIAJHOI0 HA3HAYCHHUSI, B TOM YHCJIe 0Te4eCTBEHHOI0 MIPOU3BO/ICTBA, /IS PellleHus 3a1a4
npodeccuoHATbHOMN AeATeIbLHOCTH

Kpurtepun ounennBanus

Iloka3zarean
2 3 4 5

3HATH: OO0yyaronuiics OOyuatonuiics OO0yuaromnuiics OO0yuatonuiics
3HATh: JIEMOHCTPUPYET JIEMOHCTPHUPYET JIEMOHCTPUPYET JIEMOHCTPHUPYET
. MPUHIIUTIBI MOJHOE€ OTCYTCTBUE | HEMOJHOE COOTBETCTBHE | YaCTHYHOE MOJTHOE COOTBETCTBHUE
(bYHKIIMOHUPOBAHUS WIK HEIOCTATOYHOE | CIEIYIONIUX 3HAHUI: COOTBETCTBHE CIIETYFOIIMX 3HAHHIA:
BBIYMCITUTEIBHBIX COOTBETCTBUE 3HATh: CIICAYIONIMX 3HAHUIA: | 3HATH:
ceTell ¥ KOMIUIEKCOB; | CHCAYIOIIUX 3HAHUH: | ® MIPUHIIATIBI 3HATh: . MIPUHIIUATIBI
. OCHOBHbIE . 3HATh: (bYHKIIHOHUPOBAHUS . MPUHIIATIBI (bYHKIIHOHUPOBAHUS
petieHust mno | ¢ MPUHIIUTIBI BBIYHCIIMTENBHBIX CeTel | (GYHKIHMOHUPOBAHUS | BBIYHUCIHTEIBHBIX
MOCTPOCHHIO (GYHKIMOHUPOBAHUS | U KOMILIEKCOB,; BBIYHCITATEIbHBIX cereil 1 KOMILIIEKCOB,;
¢dusnyeckoro, BBIYHCITUTEIbHBIX . OCHOBHbBIE ceTeil U KOMIUIEKCOB; | * OCHOBHBIE
KaHaJILHOTO, CETEBOTO | CETEH U KOMILIEKCOB, | PELIEHHs 10 . OCHOBHBIE PpELIEHHS 110
" TPaHCIIOPTHOTO | * OCHOBHbBIE HOCTPOCHHUIO peleHus Mo | MOCTPOEHHUIO
YPOBHEHA; peteHus mo | ¢usnueckoro, MOCTPOEHHIO (u3HUECcKOro,
. OCHOBHbBIE MOCTPOEHHIO KaHAJILHOTO, CETEBOrO U | (hH3UUYECKOTO, KaHAJILHOTO, CETEBOTO
CTaHAapThl B 007aCTH | (U3UYIECKOTrO, TPaHCIIOPTHOTO KaHAJIbHOTO, U TPAHCIIOPTHOTO
HHPOKOMMYHHKAIIUO | KAHAIBHOTO, YPOBHEIA; CEeTEBOr0 U | ypOBHEIA;
HHBIX ~ CHCTEM M | CETEeBOrO e OCHOBHbBIE TPaHCIOPTHOTO . OCHOBHbBIE
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CETEBBIX TEXHOJIOTHH;
. TIPUHITUITEL
MTOCTPOCHHUS
COBpPEMEHHBIX
KOMITBIOTEPHBIX CETEM
U OCOOCHHOCTH WX
9KCIUTyaTaluH;

. METO/IbI "
CHOCOOBI
IIPOrPaMMHOM
peanu3aiyu CeTeBOro
B3aMMOJIEHCTBUA B
BEIYUCITUTEILHBIX
CeTsIX;

. METOJIBI
MPOEKTHPOBAHUS
JIOKAITBHBIX u
KOPITIOPATHBHBIX
BBIYNCITUTEIHBIX
CHCTEM;

° OCHOBBI
CEPBUCHO-
9KCILTyaTallMOHHON
JIeSITETBHOCTH.

TPaHCIOPTHOTO
YPOBHEN;

. OCHOBHBIE
CTaHAAPTHI B
obmactu
WH(POKOMMYHHUKAITHO
HHBIX  CUCTEM U
CEeTEBBIX
TEXHOJIOTHH;

. TIPUHIIUIIBI
MOCTPOCHHUS
COBPEMEHHBIX
KOMIIBIOTEPHBIX
ceTell 1 0cOOEHHOCTH
UX 3KCIUTyaTally;

. METOABl U
CrocoO0BI
[IPOrpaMMHOMI
peanuzanuu
CETEeBOT0
B3aMMOJICHCTBUS B
BBIYHCITUTEIBbHBIX
CeTsIX;

. METOJbI
MPOEKTUPOBAHUS
JIOKaJNbHBIX u
KOPHOPaTUBHBIX
BBIYHMCIIUTENIBHBIX
CUCTEM;

. OCHOBBI
CEpPBUCHO-
AKCIUTyaTallMOHHOMN
JIeSTeTBHOCTH.

CTaH/IapThl B 00J1aCTH
MHPOKOMMYHHUKAIMOHH
BIX CHCTEM U CETEBBIX
TEXHOJIOT UL

. TIPUHINTIBI
MIOCTPOEHUS
COBPEMEHHBIX
KOMIIBIOTEPHBIX CETEN U
0COOEHHOCTH UX
SKCIUTyaTaluy,

. METOJBI U
CIIOCOOBI IPOrpaMMHON
peanu3anuy CeTeBOro
B3aNMOJCHCTBUS B
BBIYHMCIUTENBHBIX CETSIX;
. METOJIBI
TIPOCKTUPOBAHUS
JIOKaIbHBIX U
KOPHOPAaTHBHBIX
BBIYHCIIUTCIIBHBIX
CHCTEM;

M OCHOBBI
CEpBUCHO-
SKCIUTyaTallMOHHON
JESITEIbHOCTH.
Homnyckatores
3HAYUTEIbHBIE OMINOKH,
MIPOSIBIISETCS
HEIOCTaTOYHOCTh
3HAHUM, IO psAyY
noka3aTeliei,
o0yJaroIuics
UCIIBITHIBACT
3HAYUTCIIbHBIC
3aTpyAHEHUS IPU
OIEepUPOBAHUU
3HAHUSAMH [IPU UX
NIepeHoce Ha HOBBIE
CHUTYaIHH.

YpOBHEH;

. OCHOBHEIE
CTaHJAPTHI B 00JIACTH
HH(POKOMMYHHUKAITHO
HHBIX  CHCTEM U
CETEBBIX
TEXHOJIOTHH;

. HpI/IHHI/IHH
MOCTPOCHHUS
COBPEMEHHBIX
KOMITBFOTEPHBIX
ceTel ¥ 0COOEHHOCTH
UX IKCILTyaTaIlVH;

. METOABl U
CII0COOBI
MIPOrpaMMHOMI
peanu3aiy CeTeBOro
B3aUMOJEHUCTBUSA B
BBIYMCIIMTEILHBIX
CeTsIX;

. METOJIbI
MIPOEKTUPOBAHUS
JIOKAJIbHBIX U
KOPITIOPATHBHBIX
BBIYUCIUTENBHBIX
CHCTEM,;

. OCHOBBI
CEPBHCHO-
9KCILTyaTallMOHHON
NeITEIBHOCTH.,  HO
JTOTTYCKAFOTCSI
HC3HAYUTCIBbHBIC
OIHOKH,
HETOYHOCTH,
3aTpyIHEHUS
aHATTUTUYECKHUX
onepauusx.

npu

CTaH/IapThl B 00J1aCTH
MH(POKOMMYHHKAIIHO
HHBIX CHCTEM H
CETEBBIX TEXHOJIOTHH;
. TIPUHINIIBI
MIOCTPOEHUS
COBPEMEHHBIX
KOMIIBIOTEPHBIX CeTel
¥ 0COOEHHOCTH UX
9KCILUTyaTallH;

. METO/IBI U
CIIOCOOBI
MIPOrpaMMHOI
pea3aliy CeTeBOro
B3aNMOJCHCTBUS B
BBIYHCIIUTENBHBIX
CeTsX;

. METOJIBI
MIPOEKTUPOBAHUS
JIOKAJIBHBIX 1
KOPHOPAaTUBHBIX
BbIYHCIIMTCIIbBHBIX
CHCTEM;

. OCHOBBI
CEpBUCHO-
9KCIUTYaTalMOHHOM
JIeITeIILHOCTH.

R CcBOOOIHO
orepupyer
proOpPETEHHBIMI
3HAHUAMH.

[Ikanel olleHUBaHUS PE3yIbTaTOB MPOMEKYTOUYHOM aTTECTAIMU U UX OMHCAHUE:

(DOPM(I npomeofcymounoﬁ ammecmauuu’ IK3aAMeH.

[MpomexyTounast arrectanusi oOydarommxcs B (opme

9K3aMCHa IPOBOAUTCA 11O

pe3ysbTaTtaM BBINOJHEHHS BCEX BUJIOB y4eOHOM paboThl, MPeayCMOTPEHHBIX YUEOHBIM IIJIAHOM IO

JaHHOW JUCHUIUIMHE (MOJYJI0), HPU STOM YUMTHIBAIOTCA pPE3yJbTaThl TEKYIIEro KOHTPOJIS
yCHeBaeMOCTH B TeueHue cemecTpa. OIeHKa CTEeNeHU JOCTHKEHUS 00yJarolUMHUCS TUIAHUPYEMBIX
pe3ynbTaToB OOy4YeHUs MO JUCHUIUIMHE (MOJYyIN0) MPOBOAMUTCS MPENoJaBaTeleM, BeIyIIUM
3aHSTHUS 0 JUCHUIUIMHE (MOJIYII0) METOJIOM SKCIEepTHOU omeHku. [lo uToram mpoMexyTOdHOH

arrecramumm 110 JUCHUIIIIMHC

(Monymto)

«YOOBJICTBOPHUTCIBHO» UJIN «HCYOOBJICTBOPUTCIILHO).

BBICTABJIACTCA  OLICHKA

«OTIIMYHOY,

«XOpOo1Io»,

IlIxajia oneHNBaHUA

Onucanmue
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OT1im4HO

BeimonHens! Bce BUIBI yueOHOIH paboThI, IpeyCMOTPEHHbIE YUEOHBIM IIAaHOM.
CTyneHT  JEeMOHCTPHPYET  COOTBETCTBHE  3HAHWH, YMCHHH, HaBBIKOB
NPUBEICHHBIM B TaOJMIAX TIIOKa3aTesiei, omepupyer NpHOOpPETEHHBIMHU
3HAHMUSAMH, YMCHUSMH, HaBBIKaMH, NPHMEHSIET MX B CHTYaIWAX IOBBIIICHHON
cioxkHoctd. Ilpm 3TOM MOTyT OBITHP AOMYIICHB HE3HAYMTEIBHBIC OIIHOKH,
HETOYHOCTH, 3aTPyAHECHUS TPH aHATUTHYECKUX OINEpauusX, epeHOce 3HaHUH U
YMEHUH Ha HOBbIE, HECTAHJAPTHBIE CUTYAIHH.

Xoportio

BemmonHeHs! Bce BHABI yueOHOH pabOThI, IpeIyCMOTPEHHbBIE yUCOHBIM TIIAHOM.
CTyIeHT IEMOHCTPUPYET HEMOIHOE, PABUIBHOE COOTBETCTBHE 3HAHUH, yMEHHH,
HaBBIKOB IPUBEACHHBIM B TaONMIaX IOKa3aTesel, MMb0o eciu Ipu 3TOM OBLIH
JIOTYIIEHBI 2-3 HECYIIECTBCHHBIC OIIUOKH.

yﬂOBHGTBOpI/ITCHBHO

BeimonHeHs! Bce BUABI y4eOHOIH paboThI, IpeTyCMOTPEHHbIE YUYeOHBIM TIIAaHOM.
CTyneHT IeMOHCTPUPYET COOTBETCTBUE 3HAHUIM, B KOTOPOM OCBEILIEHA OCHOBHas,
HanOosee BaKHas 4acTh MaTepHaia, HO IPH 3TOM JIOIYIIEHA OJJHAa 3HAUYNTEIbHAs
omuOKa NI HETOYHOCTb.

HeynosnerBoputenbHo

He Bemomxen oama wiam Ooiee BHUAOB y4eOHOW pabOTHI, MPEXyCMOTpPEHHBIX
yueOHbIM Tu1aHOM. CTyIEeHT JEMOHCTPHpPYET HENOJHOE COOTBETCTBHE 3HAHU,
YMEHHI, HaBBIKOB IPUBEICHHBIM B TaONWIaxX IOKa3aTeNei, JOIyCKaloTCsa
3HAUUTENIbHBIE OMIMOKH, IPOSABIIAETCS OTCYTCTBUE 3HAHMH, YMEHUM, HABBIKOB II0
psoy MOKasaTened, CTYJEHT MCHbIThIBACT 3HAUYUTEIbHBIC 3aTPyIHEHUS IIPU
OINCPUPOBAHNHU 3HAHUAMU U YMCHUAMU IIPU UX IEPEHOCE HA HOBBIC CUTYyallUU.

7.3 OneHo4HbIE CpeaCTBA

7.3.1.Cnincok BONPOCOB K IK3aMeHY

T'naBa 1

1. Bunael noakmtouenus k MHTEpHETY.

AR

HEJOCTATKH.

®dusnueckas v JIOTMYECKask TOMOJIOTHS.
KomMmmoneHTsI cetn.

HHTepHeT, MHTPAaHEeT, SKCTPAHET.
Hanexnas ceth.

7. OOecneueHue 0OE30IMACHOCTH CETU

T's1aBa 2

1. bannep MOTD.

[IporpaMMsbl SMyJIsILIAKA TEPMUHATA.

show ip interface brief, no shut, no ip domain lookup.

Crioco0wr moakiroueHust k kommytaropy VIY, SVI, VLAN.
Kak coxpanuth u copocuts Paiin konpurypamnun B NVRAM. -

2.
3. Hoctyn x Cisco IOS
4.
5. Pexumsl pa6otsl ¢ CLI.
6. IlaposibHas 3amuTa yCTPOMCTB.
7. IP mig kommyTtaropa.
8.
9.
I'maBa 3

1. TlpaBuia u MPOTOKOIBI

OpnopanroBast cetb. CeTb Ha OcHOBe cepBepa. OmmucaHue, NpPEeUMyIIECTBAa U
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AR

Ha6opsb! npoTokosioB
Opranu3zanuy 1o cTaHAapTU3aLUN
DTanoHHbBIE MOJEIIN
Wukancymsinus JaHHBIX

JocTyn K TaHHBIM

T's1aBa 4

1.

00 N AW

10.
1.

Ha3nauenue u XxapakTepuCTUKH (PU3UYECKOTO YPOBHSI.

Crannaptsl pusnyeckoro ypoBHs, GU3NIECKHE KOMIIOHEHTHI.
[IpornyckHast cCHOCOOHOCTh U TEPMUHOJIOTHUSI.

Mennblit kabelnb (IPOBOIHBIE CITOCOOBI MOIKIIFOUEHUS).

[Tpoknaaka oNTOBOJOKOHHBIX KaOesei.

CpencTBa 6ecipoOBOAHOTO MOAKIIOYEHHUS

KananbHbli ypoBeHb, TOAypoBHU KaHaja nepenauun naHHbix [IEEE 802 LAN/MAN
IIpenocraBnenue AocTyna K cpesie, CTaHAapThl KaHAJIbHOI'O YPOBHS
dusnyeckas u norudeckas ronosorus (WAN, point-to-point, LAN)
CSMA/CD, CSMA/CA

Kanp xanana nepenayu JaHHBIX

T'naBa 5

1.

A e

I'1aBa
1.

NNk

T'1aBa
1.

AN

T'1aBa
1.

Kanpst Ethernet

MAC-anpec Ethernet

Tabnuua MAC-aapecos

CkopocTb U ciocoObl IEPECHIIKA Ha KOMMYTaTopax
MAC u IP

[Tpotokon ARP u ero nmpoGiemsr

6

CereBoil ypoBEHb

Xapakrepuctuku IP. MTU.

[Taker [Pv4

ITaker IPv6

MeTopl MapIIpyTH3aLMH y3J10B

Tabnuma mapmpyTtuzanuu Mapiipytuzatopa [Pv4
[TamMsaATh 1 3arpy3ka MapipyTu3aTopa

7

[Ipo6nems! [Pv4

[Pv6-anpecanus

Tunsl [Pv6-aapecon
NunuBunyansueie [IPvo
I'pynnossie IPv6

Paznenenue IPv6 na moaceru (8 1)

8
3amauu (cM. 3amady 3) (Bam OyayT BeIIaHbI IpyTHE apeca Mo STUM IIpUMEPaM)
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2. Tlocuutath azapec ceTH, mepBbI, mociuenHuil u broadcast anpec. (Hampumep
192.168.16.70/26)
3. Pa3genuts Ha Heckonbko moxcerei. (Hampumep - 172.16.0.0/16 pazmenuts Ha 8
TIO/ICETEH )
4. Pazgenuth Ha Heckosbko moacerei aapec 10.1.1.101/20 (mepsas cets 100 y310B, 2-
s 60, 3-51 20 y3710B)
I'masa 9
1. Ilepenaua nanubix no TCP u UDP
2. 0O630p nportokosioB TCP u UDP
3. OOwmeH maugeivu 1o TCP
4. HapnexHOCTb U yIIpaBJICHUE TOTOKOM Iepenadu. Pazmep okHa
5. OOwmeH panasiMu o UDP
6. Ilpunoxenus TCP u UDP u kak onpenenstorcss NpUiIoKeHus
I'nasa 10
1. YpoBeHb NpWIOKEHUH, YPOBEHB IIPEACTABICHNS, CEAHCOBBIA YPOBEHb
2. Cnoco0sl B3aUMOCHCTBHUS MPOTOKOJIOB C TPHIOKCHUSIMH MOJIH30BATEICH
3. IIpotokomsl BeO-Tpaduka U 3J1. OUYTHI
4. Cepsucsl [P-anpecaruu
5. CepBHCHI COBMECTHOT'O JJOCTYTIA K (aiinam
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