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1 He.]II/I, 3alavi U IVIAHUPYEMBIC PE3YyJdbTaTbl oﬁyqunﬂ o TMCIHMIIJIMHE

Heabo npenoaaBanus AUCHUILIUHBL ABISETCS (OPMHUPOBAHUE Y CTYACHTOB 3HAHUN B 00JIACTH
MOHUTOPHWHTIA U yIIpaBiieHne nHuuaeHramMu 1b.
3agaum npenojaBaHys JUCLUILIAHBL

° U3yuyeHHe TPUHIMIOB  (HOPMUPOBAHHS  KOMIDIEKCA Mep 1O  OOECTICYCHHIO
nHGOPMAIIMOHHON 06€30MaCHOCTH MPEANPHUITH (OpraHU3aIH);
° U3yYeHHE METOJ0B OpTraHW3allMil W YINPaBICHHUS JEATEIBHOCTh CIYXKO 3alIuThI

UH(POPMALIUU HA TPEIIPUATHH.

B pesynbrate OCBOCHHS MUCHMILIMHBI «MOHHTOPUHT COOBITHH M YIpPaBICHHE HHIUACHTAMH
(SIEM)» y oOyuatomuxcs (GOpMUPYIOTCS CIEAYIOIIME KOMIETEHIIMM U JOJDKHBI OBITh
JOCTUTHYTHI CJIEIYIOIINE Pe3yNbTaThl O0y4YeHHsS KaK 3Tanm (POPMHPOBAHUS COOTBETCTBYIOIIMX
KOMIIETCHIINH:

3HATh:

- IPUHLUIIBI (POPMUPOBAHMS KOMIUIEKCA Mep N0 o0ecrieueHHI0 HH(OpMAIIMOHHON 0€30aCHOCTH
OpeanpusITHs (OpraHu3aIim);

BJIAJIETh:

- METOJaMH OpraHHW3allMd W YMPaBJICHUS ACATEIBHOCTh CIyXO 3ammThl WHQOpMAIMH Ha
HpEANPUATHH.

OOyuenne mo aucruruiiHe «MOHUTOPUHT COOBITUH W yrpaBieHue uHuugeHtamu (SIEM)»
HaNpaBJIeHO HA (HOPMHUPOBAHHE Y OOYUAIOIIMXCS CIICTYIOIINX KOMIICTCHIINN:

Koa u HauMeHOBaHHe KOMIeTEHIHIt NuankaTopbl JOCTHKEHUS] KOMIIeTEHIMH
[TIK-6. CniocobeH npuHUMAaTh y4acTre B NIIK-6.1. 3naer npuHOUNB (GOPMUPOBAHUS
(GbopMUPOBaHNUH, OPTAHU30BHIBATH U KOMILJIEKCa Mep no o0ecreYeHnIo
MOJJIEP>KUBAThH BHIMOJIHEHHE KOMIUIEKca Mep | HH(pOpMallMoOHHOM Oe30macHoCTH
o obecreyeHno NHPOPMAITUOHHON npeAnpusTis (OpraHu3aun);
0€30MacHOCTH, YIIPABJIATH MPOIECCOM UX NTIK-6.2. Bnaneer MeTogaMu OpraHu3aivii u
peanu3aluu; yOpaBIEHUS JAEATEIBHOCTh CIIyXO 3alluThI

nH(pOpMalliy Ha NPEANPUSTUH.

2 MecTo TUCHUIIIMHBI B CTPYKTYpe 00pa3oBaTe/ibHOI NPOrpaMmbl

JucuunnuHa « MOHUTOPUHT cOOBITUH U ypaBiieHne uHiuaeHTamu (SIEM)» oTHOCUTCS K YnCTy
y4eOHBIX IUCHUIUIMH o0s3aTenbHON yacTH (b1.1) ocHOBHO# o00pa3oBaTenbHON MPOTpamMMBbI
(b1.34).

M3ydenne AUCLUIUIMHBI ONUPAETCS HA 3HAHWUSA, YMEHMS U HaBbIKM, HPUOOpETEHHbIE B
NpPEIIIECTBYIONINX AUCHUIUIMHAX: «be3omacHoCTh — omepanuMoHHBIX cucteM  Windowsy,
«be3onacHocTh  omepauuoHHBIX cucteM Linux» «be3omacHOCTb ceTel  AIEeKTPOHHBIX
BBIYUCIIUTEIFHBIX MAIIH, «AHAIH3 3aIIUIIEHHOCTH CUCTEM»

3 CTpykTypa U coaepKaHue TUCHUIINHBI

OOmasi TPyJOEMKOCTh JUCIMIUIMHBI COCTaBJSICT 4 3a4eTHBIX CIWHUI, T.e. 144 wdacos
(mabopatopHble 3aHATUS — 72 4Yaca, camMOCTosITeNbHas pabota — 72 yaca, (opMa KOHTPOJIS —
HK3aMeH, KypCOBOM MPOEKT) B 5 ceMecTpe.

CtpykTypa U coaep>kaHue AUCHUILTUHBI « MOHUTOPUHT COOBITUN W yIpaBlieHWE WHIUACHTAMU
(SIEM)» o cpokam u BUJiaM pabOThI OTPAKEHBI B 1. 3.2.



1.1

(mo dopmam oOy4deHus)

3.1.1 Ounas popma oOydeHUs

Buabl yueOHo# padoThl H TPYA0EMKOCTH

Ne . KoanyectBo CemecTpbl
Bup y4eOHoii paboThI
n/n 4acoB 5
1 | AyautopHble 3aHSATHS 72 72
B Tom unce:
1.1 | Jleknum
1.2 | CemuHapckue/mpakTUYECKUE 3aHATHS
1.3 | JIabopaTopHbI€ 3aHATUS 72 72
2 | CamocTosiTeqibHasi padoTa 72 72
B Tom uncre:
2.1 | ...
3 | IlpomexxyTouHasi aTTecTANMS
3adet/nud.3aueT/7K3amMeH DK3aMeH
Hroro 144

3.1.2 OyHo-3a04Hast hopMa 00ydIeHHUS
He npenycmotpena

3.1.3 3aounas ¢popma oOyueHuUs
He npenycmoTpena

3.2 TemaTuyecKuii IVIAH U3y4YEeHUS AMCUHUIITIMHBI
(mo popmam oOyueHUs)

3.2.1 Ounas popma oOyueHUs

TpyaoeMKOCTb, Yac
AyauTopHas padoTa
Camo
Ne Pasnesibl/TeMbl Cemuna | Jlabop | IIpakr | cTosiT
/i P —— Beero | Jlekn pckue/ | aTopH | MUecka| eJIbHa
. MPaKTU4| ble s A
eckue | 3aHATH| moaro | paéort
3aHATUA A TOBKa a
1 Paznen 1.
1.1 | Tema 1. U3yuenue, pa3BepThiBaHUE U 24 12 12
HACTPOWKa CHCTEMBbl MOHUTOPHHTA
Zabbix.
1.2 | Tema 2. M3yueHue, pa3BepThIBaHUE U 24 12 12
Hactpoiika SIEM Ha ocHoBe ELK
Stack.
1.3 | Tema 3. N3ydeHue cucTemsl 24 12 12
monutopunra MaxPatrol, o6paboTka
COOBITHH.
1.4 | Tema 4. M3yueHue, pa3BepThIBaHUE U 24 12 12




HacTpoiika IDS Ossec.
1.5 | Tema 5. M3yuenue, pa3BepThIBaHUE U 24 12 12
Hactpoiika SIEM Wazuh.
1.6 | Tema 6. M3yuenue, pa3BepThIBaHUE U 24 12 12
Hactpoiika SIEM OSSIM «AlienVaulty
Hroro | 144 72 72

3.2.2 OyHo-3a04Has popMa 00ydeHus
He npenycmotpena.

3.2.2 3aounas ¢popma oOyueHus
He mpenycmoTpena

3.3. CoaepxaHue TUCUMIIMHBI

Ne Pa3nen (Tema) Conep:xanue

n/n AUCHUILINHBI

1 2 3

1 Pazmen 1

1.1 | U3yuenue, pa3BepThiBaHHE | 3yueHue NpUHIMIIOB HACTPOMKU U Pa3BEPTHIBAHUS CUCTEMBbI
U HAacTpoiKa  CHUCTEMbI | MOHUTOpUHTA Zabbix. 3amyck, 3HAKOMCTBO C CUCTEMOH.
MOHMTOpUHTa Zabbix. MOHMTOpPUHT CETEBBIX Y3JI0B, CO3/JaHHE 1Ia0JIOHOB, CO3/1aHNE

KapThl ceTu. PacimpeHHbIi MOHUTOPUHT POTOKOIY.
MOHMTOPUHT CETEBBIX CEPBUCOB. AT€HTHBII MOHUTOPUHT OC
Windows. Monutopusr 6a3sl ganabeix MySQL ¢ momorisio
Zabbix arenra.

1.2 | Tema 2. U3yuenue, Nzyuenue komnonentoB creka ELK: Elasticsearch, Logstash,
pa3BepThIBAHUE U Kibana. IIpakTika HacTpOMKHK U pa3BepThHIBAHUE KOMIIOHEHTOB
HacTpoiika SIEM Ha ELK creka. U3yuenue u Hactpoiika Filebeat, Winlogbeat.
ocunose ELK Stack. VYupasnenue crekoMm 1 Monutopunrom B ELK. A nananus

cTeka B paMkax SIEM, npoBeneHue TecToB 1o
JIETEKTUPOBAHHIO YTPO3 WH(POPMAIIMOHHOMN 0€301MacHOCTH.

1.3 | Tema 3. Uzyuenue ApXHUTEKTypa CUCTEMBI, OTIUCAHNE KOMIIOHEHTOB, CXeMa UX
CHCTEMbl MOHUTOPHHI A B3auMOJIeHcTBUA. [IpUHIMIIBI yCTaHOBKY U Pa3BEPThIBAHUS
MaxPatrol, o6paboTka MAX PATROL SIEM. Onucanue unrtepgeiica, pa3ueibt
COOBITHH. «CoOpiTus», « MHIMACHTHIY, «3a1auu 0 COOPY JaHHBIXY.

C6op coObiTuii, peakuus u aerektupoBanue SIEM Ha yrpo3sl
nH(pOpMaIMOHHOM 0€30MMaCHOCTH.

1.4 | Tema 4. U3yuenue, [Mpunnuns! pyHKkuroHUpoBaHus 1 Bo3MoxHocTH IDS Ossec.
pa3BepThIBAHUE U VYcranoBka u pazseptbiBanue IDS Ossec. Onucanue
HacTpoiika IDS Ossec. uHTepdeiica. Peakius u nerektupoBanue IDS Ha yrpo3s

nH(pOpMaITMOHHOW 0€30MMaCHOCTH.

1.5 | Tema 5. U3yuenue, [TpuHIUTIEI GYHKIIMOHUPOBAHUS U BO3MOXHOCTH Wazuh.

Pa3BCPThIBAHUC U
Hactpoiika SIEM Wazuh.

KommnonenTs! 1anHoi cucteMbl. TUNOBBIE CLIEHApUU
HCIIONb30BaHus cucteMmbl. OcobeHHocTH BHenpeHus. O630p
CUCTEMBI, €€ apXUTEKTypa, B3aUMOJCICTBUE areHTa 1 cepBepa.
Hactpoiika cuctemsl 1 ee pa3pepTbiBanue. Peakius u
nerektupoBanre SIEM Ha yrpo3sl nHGOpMamoHHON
0€30MacHOCTH.
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1.6 | Tema 6. U3yuenue, [IpuHuune! GpyHKIMOHUPOBaHUS U BO3MOKHOCTH OSSIM.
pa3BepTHIBAHUE U KomnoHeHTsI JaHHO cucTeMbl. TUIOBBIE CLIEHAPUH
Hactpoiika SIEM OSSIM UCIONb30BaHus cucteMmbl. OcobeHHocTu BHenpenus. 0630p
«AlienVault» CHCTEMBI, €€ apXUTEKTypa, B3aUMOJICHCTBUE areHTa U cepBepa.

Hacrpoiika cucreMsl u ee pa3BepTsiBaHue. Peakuus u
nerexktupoBanre OSSIM Ha yrpo3sl HHpOpMaITMOHHON
0€30MacHOCTH.

3.4 TemarTnka ceMHHAPCKHX/NIPAKTHYECKHUX M J1a00PATOPHBIX 3aHATHI
3.4.1 CemuHapcKue/IpaKTUYECKHE 3aHATHUS
He npedycmompenul yuebHwvim nianom.

3.4.2 JlaGopaTopHbIe 3aHATHUS

No HaunmenoBanue 1abopatopHoii paboThI Sf:’eM’
1 Brimonnenue maboparopHoit pabotsl Nel mo Teme 1 12
2 Brinonnenue nabopatopHoii pabotsl Ne2 mo teme 2 12
3 Brimonnenue madoparopHoit pabotsl Ne3 o Teme 3 12
4 Brmonaenue nabopatopHoii pabotst Ne4 o teme 4 12
5 Brimonnenue aboparopHoit pabotsl NeS 1o Teme 5 12
6 Brimosaenue madopatopHoi pabotel Neb mo Teme 6 12
Ntoro 72

3.5 TemarTnka KypcoOBbIX NPOEKTOB (KYpPCOBBIX padoT)

Tembl KypcoBBIX paboT:

1. BuusHue pacHIMpEHHOro JIOTUPOBAaHMA Sysmon Ha pearupoBaHUE M PaccleOBAHUE
WHIU/IEHTOB

2. Ucnonb3oBanue SIEM mist o6ecrieueHus: 6€30macHOCTA KOHTEHHEPOB

3. Ananmu3 coObITHil 06€30MacHOCTH MPU MCTOIB30BaHUU yAalleHHOro pabouero ctosa (RDP) ¢
noMoisio SIEM

4. Micnionp30BaHue MAaIMHHOTO 00y4YeHus Ui noBbiieHus 3¢ dexrnsroctn SIEM

5. Ucnonws3oBanue sandbox B SIEM a1is aHanu3a nogo3pUTENbHBIX (DalijIoB U BIOKEHUH

6. MonuTtopunr aktusHoctn VPN-nonkmouenuii ¢ momoripio SIEM

7. Wnrerpamus Velociraptor ¢ SIEM s paciimpeHHOro MOHHMTOPUHIA M pacciel0OBaHUs
WHIU/IEHTOB

8. AHanu3 u npenoTpaiieHue yrpo3 B npoueccax CI/CD ¢ ucnonb3oBanuem SIEM

9. Hcnionb30BaHNe OTKPHITHIX HCTOUHUKOB NaHHBIX (OSINT) mist oboramenust coOsrtuii B SIEM
10. AHanu3 rocy1apcTBEHHbIX cTaHAapToB B 001actu SIEM u ynpaBieHuss MHIUACHTaMU

4 YueOHO-MeTOAM4YECKOEe U MHPOPMALIMOHHOE o0ecriedeHue

4.1 HopmaTusHbie 10KyMeHTHI 1 'OCTb1
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[IporpamMma coctaBieHa B cOOTBETCTBUU ¢ DeiepalibHbIM IOCyAapCTBEHHBIM 00pa30BaTEIbHBIM
CTaHJapTOM BBICHIETO 00pa30BaHUS IO HANpPAaBIEHUIO MOATOTOBKM OakanaBpoB 10.05.03
«MHpopManroHHast 6€30MaCHOCTh ABTOMATU3UPOBAHHBIX CUCTEM.

4.2 OcHOBHAsI JIUTEPATYPA

1. Momak, H. H. OcHOBBI ynipaBiieHUsI HHPOPMAITMOHHOM 0€30MacHOCTHIO | y4eOHOe
nocobue / H. H. Momaxk ; nox pegakuueii B. B. OBunnnukoBa. — Cankr-IletepOypr : ['VAII,
2022. — ISBN 978-5-8088-1711-1. — Texkcr : anmekTpoHHbI#H // JIaHb : 31IeKTpOHHO-
oubnmoreynas cucrema. — URL: https://e.lanbook.com/book/340967

2. A6nenos, A. XK. Ananus, onMcaHue U oreHKa (pyHKIIMOHAIBHBIX y3710B SIEM-cructemst :
yuebHoe nocooue / A. XK. A6xnenos, B. A. Tpymun, K. Cynaiiman. — HoBocubupck : HI'TY,
2018. — ISBN 978-5-7782-3603-5. — Tekcr : anmeKTpoHHEbIH // JIaHb : 35IeKTpOHHO-
oubnmoreynas cucrema. — URL: https://e.lanbook.com/book/118277

3. Hemiko, U. T1. bubnmoreka nHpacTpyKTyphl HHGOPMAIIMOHHBIX TEXHOJIOTHIA. [IpakTHKN
ynpasnenus ITIL 4 / U. I1. Jlemko. — Cankr-IlerepOypr : Jlans, 2023. — ISBN 978-5-507-
46529-3. — TekcT : 3nekTpoHHBIN // JIaHb : 2IeKTpoHHO-OMOMOoTeuHas cuctema. — URL:
https://e.lanbook.com/book/339749

4. 5. Crpamyh, fO. I1. Texunuyeckue cpecTBa aBTOMaTU3alU U YIIPaBJICHUS Ha
ocHoge I[oT/IoT : yuebnoe nocodue / 1O. I1. Crpamryn. — Canxt-IletepOypr : Jlans, 2020. —
ISBN 978-5-8114-5018-3. — TekcT : anekTpoHHbIH // JIaHb : 2IeKTPOHHO-OMOIOTeHAs
cuctema. — URL: https://e.lanbook.com/book/143701 (nata o6pamenus: 01.09.2023). —
Pexxum noctyna: aiig aBropus. nons3oarenein. — C. 56.

4.3 lonoJiHUTE/IbHAsA JJUTEpaTypa

1. 3erxna, J.I1. [Togxox k oOHapy»KeHUIO MHIMIECHTOB Oe3omacHocTH B MHTepHeTe Bemieil ¢
ucnionb3oBanuem texHonoruu SIEM / JIII. 3erxnma, J.C. JlaBpoBa // WHTemnekryaibHbIC
TexHonoruu Ha tpasncnopre. — 2017. — Ne 1. — C. 35-41. — ISSN 2413-2527. — Texkcr :
uIeKTpoHHBIK  //  JlaHb : JNEeKTPOHHO-OMOMMoTeuHass ~ cuctema. —  URL:
https://e.lanbook.com/journal/issue/302366

TexHomoruu mpoOrpaMMHON 3alIUTHl B UHTEpHETE : ydyeOHoe mocooue. — Cankt-IletepOypr :
CII6I'YT um. M.A. bonu-bpyesuua, 2015 — Yacte 1 — 2015. — ISBN 978-5-89160-126-0. —
Tekcr : onexkrtpoHHbl // Jlawb : snekrpoHHO-OMOnmoreuyHass cuctema. — URL:
https://e.lanbook.com/book/180095. — Pexum noctymna: ans aBropus. nonb3osareneit. — C. 19.

4.4  DJjekTpoHHBbIe 00pa3oBaTebHbIEC PECYPChI

DneKTpOHHBIN 00pa30BaTENbHBIN pecypc Ha pa3paboTke.

4.5 JluueH3MOHHOE U CBOOOJHO PACIIPOCTPaHsieMOe MPOrpaMMHoOe
obecreuenune

1. Virtual Box

2. Muctpudytus OC Centos7, Ubuntu 20.04
3. Huctpudytus OC Kali Linux

4. Windows Server 2019

5. Zabbix



5. Wazuh
7. ELK

8. Ossim
9. Ossec

4.6 CoBpeMenHble npodeccnoHaNbLHBbIEC 0a3bl JAHHBIX U MH(POPMALIMOHHBIE
CIPaBOYHbBbIE CHCTEMbI

HNHTepHeT pecypchl ¢ ONMCAaHHBIMU IPOIPAMMHBIMU MPOAYKTaMHU

5 MarepuajbHO-TeXHHYECKOE o0ecreyeHue

Jlis  mpoBeneHUsT BceX BHUAOB 3aHATHA HEOOXOAWMO TIPE3CHTAMOHHOE 000pyJOBaHUE
(MyJTBTUMEIMHHBIN TTPOCKTOP, SKpaH) — | KOMIUIEKT.

Jns mpoBeneHUs: TaOOPaTOPHBIX 3aHATUH HEOOXOIMMO HAJMYME KOMIIBIOTEPHBIX KJIacCOB,
000pYIOBaHHBIX COBPEMEHHOM BBIYUCIUTEIIPHOW TEXHUKOW M3 pacyeTa OJHO pabodee MECTO Ha
OJIHOTO 00y4aeMoro.

6 MeToanyecKue peKoMeHIaluu

6.4 MeToanueckue peKOMeHIAIMHU ISl IPenoAaBaTeJisi 10 OPraHu3aluu
00y4eHus

1. Ilpu moAroToBKe K 3aHATHAM CIEAYEeT HpPEABapUTENbHO MpopaboTaTh Marepuan 3aHsATHS,
IPEeAYyCMOTPEB €ro mojady TOYHO B OTBEACHHOE [UIs 3TOro BpeMsa 3aHsaTusa. Crnepyer
HOJATOTOBUTh HEOOXOAMMBIE MaTepHuajbl — TEOPETHYECKHE CBEACHHus, 3amaud u ap. Ilpu
MIPOBEICHUM 3aHATUS CIIEAyeT KOHTPOJIMPOBATh IOJAady Marepuajga M pPEIICHHE 3aJaHuil ¢
y4eTOM y4eOHOT0 BPEMEHH, OTBEIEHHOTO JJIS 3aHSTHS.

2. [Ipu npoBepke paboOT U OTYETOB CJIEIYEeT YUUTHIBATh HE TOJIHKO MPABHJIBHOCTH BBHIITOJIHEHUS
3a/laHuii, HO W ONTHMAJIbHOCTH BHIOPAHHBIX METOJOB DPEIICHUS, MPABUJIHBHOCTh BBIOJHEHUS
BCEX €ro 1Iaros..

6.5 MeToanueckue yKazaHus AJs 00y4aHOIIUXCSH M0 OCBOCHUIO
AUCIHUANIMHBI

N3ydyeHne MUCHUIUIMHBI OCYIIECTBISETCSI B CTPOIOM COOTBETCTBUU C II€JIEBOM yCTaHOBKOH B
TECHOHN B3aMMOCBSI3U yueOHbIM IIaHOM. OCHOBOI TE€OPETUYECKOH U MPAKTUYECKON MOJTOTOBKH
CTYACHTOB SIBIISIFOTCS JIEKIIUH U JTA00OPATOPHBIE PAOOTHI.

B mpouecce camocTosTenbHOW pPaOOTBHl CTYACHTHI 3aKPEIUIAIOT U YIIyONsIOT 3HaHMUS,
MOJYYCHHBIE BO BpEMsI ayJWTOPHBIX 3aHATHH, TOTOBATCS K IU(p(EpeHIIHATLHOMY 3adeTy, a
TaK)Ke CaMOCTOSITENIbHO M3YYaloT OTJENbHBIE TEMbI YYEOHOH MPOTrpaMMBbl.

7 DoH OLIEHOYHBIX CPEICTB
7.4 MeToabl KOHTPOJISI M OLIECHUBAHUSA Pe3yJabTATOB 00y4eHU S
B mpomnecce 06yquI/1$1 HUCIOJIB3YKOTCA CICAYIOIUE OLCHOYHBIC (bOpMBI CaMOCTOSITEILHOU

pa6 OThBI CTYACHTOB, OLICHOYHBIC cpeacTBa TCKYLICTO KOHTPOJIA YCIICBAEMOCTHU u
MMPOMEKKYTOYHBIX aTTeCcTalMi:
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- MMPOBEJICHUE JTA0OPATOPHBIX PaOOT (MPAKTUICCKUX 3aHATHU C MCIIOJIB30BAHUEM CIICIITCXHUKH)
U UX 3aI1UTa;

- CaMOCTOsITENIbHAS MTOATOTOBKA U MPOBEACHUE MPE3EHTAIIMN IO TeMaM JUCIUIUIUHBL;

- 9K3aMeH.

7.5 Ilkaja u KpUTEpHH OLEHUBAHUSA PE3YJbTATOB 00y4eHUs

dopma IpoMeKyTOuHOU aTTecTanuu: auddepeHInanbHbIA 3a4eT.
[To uToram MpoMeXyTOYHOW aTTECTAI[MH 0 TUCIUIUINHE (MOJIYJII0) BBICTABIISCTCS OLICHKA
OTIIMYHOY», «XOPOIIO», KyJOBIECTBOPUTEIBEHOY» WIN KHEYAOBIECTBOPUTEIHHON.

[IIxajga oneHnBaHUuA Onucanue

BoinonHeHnsl Bce BHABI Yy4eOHOM paboOThI, NPESyCMOTPEHHBIE
y4eOHbIM T1aHOM. CTYJIeHT IeMOHCTPUPYET COOTBETCTBUE 3HAHMUH,
YMEHHUI, HaBBIKOB NPHUBEIECHHBIM B TaOJMIAX MOKa3aTeleH,
onepupyeT NpUOOPETEHHBIMH 3HAHUSAMH, YMEHMSMHU, HaBBIKAMH,
IIPUMEHSET UX B CUTyalMsIX NOBBILIEHHOW CiIOXHOCTU. [Ipu 3TOM
MOTYT OBITh [OMYIIEHbl HE3HAYUTEIbHBIC OIIMOKH, HETOYHOCTH,
3aTpyJHEHUS NIPU aHAIMTUYECKUX ONEPALUAX, IEPEHOCE 3HAHUHN U
YMEHHUI Ha HOBBIE, HECTAHJAPTHBIE CUTYALlUH.

OTIN4YHO

BeimonHeHsl Bce Buabl yueOHOW palOTHL, TNperycCMOTPEHHBIE
yuaeOHbIM  mnaHoM.  CTyAeHT  J€MOHCTPHUPYET  HEIOJHOE,
Xoporo NpaBWJIBHOE  COOTBETCTBUE  3HAHWH,  YMCHHUH,  HaBBIKOB
IIPUBEICHHBIM B TaOJIUIaX MMOKa3aTese, 100 eciau npu 3TOM ObLIN
JIOMYIIEHBI 2-3 HECYIIECTBEHHBIE OIINOKH.

BeimonHeHnsl Bce BUAbl y4eOHOM paboOThl, MNpPeryCMOTPEHHbIE
y4eOHBIM TuTaHOM. CTYJEHT IEMOHCTPUPYET COOTBETCTBUE 3HAHMUH,
VY 10BIETBOPUTENBHO | B KOTOPOM OCBEIIEHAa OCHOBHas, HaubOosiee BaXKHasg 4YacTb
MaTepuanga, HO IPHU 3TOM JONyIeHa OJHA 3HAa4YUTeNbHas OIINOKa
WM HETOYHOCTb.

He BemmonHen oauH wiau Ooiiee BUAOB y4eOHOW paboOTHI,
MPEeIyCMOTPCHHBIX y4eOHBIM TuTAaHOM. CTYACHT JEMOHCTPHPYET
HETIOJIHOE COOTBETCTBUE 3HAHMI, YMECHUH, HABBIKOB MPHUBEICHHBIM
B Ta0JIHIaX TOKA3aTeJeH, JIOMYyCKAIOTCS 3HAYMTEIhHBIC OIIMOKH,
NPOSIBJISICTCS. OTCYTCTBUE 3HAHWW, YMEHWH, HABBIKOB 10 DSy
MOKA3aTeNIe, CTYIEHT HCHBITHIBACT 3HAYHUTEIBHBIC 3aTPyTHCHUS
NpU ONEPUPOBAHUN 3HAHMSIMH U YMEHUSIMH TPH HX TEpeHOCe Ha
HOBBIC CUTYAIINU.

HeynosnersopurensHo

7.6  OueHo4YHBIE CpeaCTBA
7.3.1 Texkymuii KOHTPOJIb
OueHovHbIE CpeACTBa IS TEKYIIEH aTTeCTaluH
- 3a1uTa OTYETOB O BBIIOJIHEHUH J1a00OPaTOPHBIX paboT

7.3.2 IlpomMexyTOUyHasi aTTeCTalus

OHCHO‘IHHG cpeacTBa ajid HpOMe)KYTOQHOIZ aTTcCTalluu
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- DK3ameH

Crucox BOIIPOC MJIA IPOBCACHUSA SK3aMCHA 11O JUCHUIIIIMHEC!

1. OO01re TPUHIKITBI TOCTPOCHHSI CUCTEMbl MOHUTOPHHTA UHINAEHTOB b

2. KopriopatuBHas ceTb Kak 00OBEKT 3aIIUThI, COOBITHE Oe30nacHOCTH, [ToHsATHE
ySI3BUMOCTH, KJIacCU(UKAIUS YI3BUMOCTEHN, HICTOUHUKH UH(DOPMALIUU TIO YS3BUMOCTSIM

3. Pa3Mm mieHne ceTeBBIX areHTOB CKAHUPOBAHUS B CETH

4. CereBble areHTHI U cO0p nH(MOpPMALIUN

5. OcCHOBHBIE TIPUEMBI BBISIBIICHHS ySI3BUMOCTEH, BBISIBIICHHE W3BECTHBIX YSI3BUMOCTEH,
CUCTEMBI aHallM3a 3allUIIIEHHOCTH, IPUMEPHI CPEACTB aHaIN3a 3alUIIEHHOCTH

6. CeteBbie cKaHEPhl O€30MTACHOCTH, Pa3MEIICHUE CETEBbIX ar€HTOB CKAHUPOBAHUS B CETH,
CETeBBIC areHTHI U cOOp MHPOPMAITUT

7. CerteBoii ckanep Nessus, 0030p BO3MOXXHOCTEH CKaHEpa, apXUTEKTypa CKaHepa,
MoJTyuyeHHue ¥ YCTAaHOBKA cKaHepa, paboTa co CKaHEepOM

8. A3k onucanus atak NASL, cTpykTypa clieHapusi, CHHTAaKCUC SI3bIKa U MOJKII0YaeMble
OoubamoTeku

9. Ckanepsl 6e3onacHocTr Komranuu Positive Technologies, kpaTkast ucropuieckas

CIpaBKa, apXUTEKTypa U OCHOBHBIE BO3MOXKHOCTHU ckaHepa XSpider, sTamnbl paboThl cKaHepa
XSpider, coop nHPOpMaNIUK O CeTH, HICHTH(DUKALNS YI3BUMOCTEH, JIOKAIbHBIEC TIPOBEPKU
cucteM Windows, BBISIBICHHE YS3BUMOCTEH Web-TTpHIoKeHHH

10. AHanM3 3alIMIIeHHOCTHA Ha YPOBHE Y3714, 33/1a4H JIOKAJIbHOTO CKaHUPOBAaHMUS,
aApXUTEKTypa

11. C6op unpopmanyu u uaeHTHGUKAINS YI3BUMOCTEH, ckaHep Assuria Auditor

12. Crenmanu3upoBaHHBIC CPECTBA aHATN3a 3AIUIIEHHOCTH, KIacCU(pUKAIUS CKAaHEPOB

0€30MMacHOCTH 10 Ha3HAYCHUIO, yrpo3bl U ys3BumMoctu CYB/I, ocobeHHOCTH aHamm3a
samumieHHoctd CYBJI, mpumepsl nporpamm-ckanepoB ys3BuMmocteit CYB/]

13. WcTouHMKM JaHHBIX 7151 CUCTEM OOHApY>KEHUS aTak, COCTABIISAIONINE TEXHOJIOTHH
oOHapy»XeHHs aTak, CeTeBOi TpapukK Kak HCTOYHHK JTaHHBIX

14. OO6Hapy:xeHue atak Ha ypoBHe y3i1a, Host IDS - koHTpoib neiicTBuii cyObeKTOB
CUCTEMBI, COCTABJISIONINE OOHAPY>KEHUS aTaK YPOBHS y3J1a, aHaJIU3 JAHHBIX O MOTOKE

15. [Ipu3Haku aTak, UCIIOIB30BAHUE YSA3BUMOCTEN KaK IPU3HAK aTaKu, OTKIIOHEHUS OT
MIOPOTOBBIX 3HAYEHUH, UCIIOJIb30BAHNE U3BECTHBIX TEXHUK U HHCTPYMEHTOB JIJIsl TPOBEACHUS
aTak

16. IDS/IPS Snort

17. IDS/IPS Suricata

18. MexaHu3Mbl pearupoBaHusi, 0030p MEXaHW3MOB pearupoBaHusl, BAPUAHTHI OJIOKUPOBKHU
19. WnTerpanus cpeacTB oOHapy>KEHHs U IPEAOTBPALICHHUS aTaK B MHYIO CUCTEMY U
B3aMMOJICICTBHE C APYTUMHU CPEICTBAMU 3alIUThl, HHTETPALlUs CPEJICTB OOHAPYKEHUS U
IPEIOTBPALIEHHS aTaK B €IUHYI0 CUCTEMY, IPUMEPDI KOPPEIALUN JAHHBIX

20. SIEM Ossim, pUHIUIIEI pa0OTHI, OMIMCAaHUE TIEPBUYHON HACTPOUKHU
21.  Zabbix kak cucteMa MOHMUTOPUHTA, OOIIMe MPUHLIUIIBI pa0OThI, (YHKIIMOHAT,
BO3MOXHOCTH

22.  Zabbix, maGioHbl, TpyIIIbl Y3JI0B CETH, TPUITEPHI, KAPTHI CETH

23. Zabbix, moauTopuHr no ICMP

24.  Zabbix, MOHUTOPHUHI CETEBBIX CEPBUCOB, KapThl CETEH

25. Zabbix, areHTHBII MOHUTOPHHT

26.  Zabbix, uHBeHTapHU3al¥sl, HUI3KOYPOBHEBOE OOHApYyKEHHUE

27.  Zabbix, MOHUTOPHUHT 0a3 JaHHBIX

28. ELK kak cucrema MOHUTOpUHIa MHUIKIEHTOB b

29. Wazuh, npunnun GyHKIHOHUPOBAHUS U BOBMOXKHOCTH

30. Ossec, mpuHIUI (HYHKITMOHHUPOBAHKS U BOSMOKHOCTH

31. MaxPatrol, npuHIMN QYHKIIMOHUPOBAHUS U BO3MOKHOCTH
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[Tpumep Ounera.
MUHUCTEPCTBO OBPA3OBAHHUS U HAYKU POCCUICKO ®EJEPALIMI
®EJIEPAJIbHOE I'OCYAAPCTBEHHOE ABTOHOMHOE OBPA30BATEJIbHOE VUPEX/IEHUE BBICILIEIO
OBPA30OBAHUA
«MOCKOBCKHUHU NOJIUTEXHUYECKUU YHUBEPCHUTET»

(MOCKOBCKHUH IOJIUTEX)

dakynbTeT HHGHOPMAITMOHHBIX TEXHOJIOTUH

Kadenpa: MudopmarmonHas 6€30macHOCTh

Jucrunmaa: MOHUTOPUHT COOBITHI 1 yripaBieHue uHIuAeHTaMu (SIEM)
bakanaspsl. Kypc 3, cemectp 1

SK3AMEHAIIMOHHBIM BUJIET Ne 1

1. Zabbix, MOHUTOPHUHT 06a3 TaHHBIX
2. CeteBbie areHThl 1 cOOp MHPOPMAIIHH.

[IpenonaBatenp / Nenxos .. /




