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1 He.]'ll/l, 3a/lavYi U IVIAHUPYEMBIC PE3YyJabTaTbl Oﬁy‘leHI/Iﬂ o AMCOMIIJINHE

K ocHOBHBIM LiesIM OCBOCHMS AMCUUIUINHBI «[IporpaMmHoO-anmnapaTHble CpeicTBa 3allUThI
nH(pOpMaIUM CIIETyeT OTHECTH:

. O3HAaKOMJICHHE CTYJCHTOB C COBPEMEHHBIMH IPOTPaMMHO-aNMapaTHEIMU
CpEeICTBaMH 3aIIUTHI HHPOPMALIUU B KOMIIBIOTEPHBIX CUCTEMAX;

. OBJIAJICHUE METOJaMU peIIeHHs 3afad MpPOrpaMMHO-AaNMapaTHOW  3aIlUThI
UHpOpPMAIINH.

K ocHOBHBIM 3a1auaM 0CBOCHHS TUCIHUILIHHEI «IIporpaMMHO-anmapaTHbie CpeICTBa 3alIHThI
uH(pOpMaIMK» CIeIyeT OTHECTH:

. o0ydYeHHe CTYJIECHTOB COBPEMEHHBIM METOJaM IPOrPaMMHO-AIMAPaTHON 3alUThI
uHbOopMaIuy;

. npuoOpereHre Mpo(ecCHOHATBHON KOMIIETEHTHOCTH B IPOrPAaMMHO-ANIapaTHBIX
Cpe/CTBax 3alUThl HH(pOpMAIINY;

. YMEHHE OpHEHTHUPOBATHCS B TPOAYKTaX W TEHACHIMSIX PAa3BUTHA CPEICTB
POrpaMMHO-aNIapaTHOM 3alIUThl HHPOPMAIIMOHHBIX TEXHOJIOTHH.

B pesynpraTe ocBoenus nucuuiuinHbl «lIporpaMMHoO-anmapaTHble CpeAcTBa  3aIlUThI
uHpOpMAIU) y OOyJaroImuxcs (GOPMHUPYIOTCS CIEAYIONUE KOMIIETEHIIMM W JIOJDKHBI OBITh
JOCTUTHYTHI CIEAYIOLIUE Pe3yibTaThl OOyueHUs Kak dSTan (OPMUPOBAHHUS COOTBETCTBYIOLINX
KOMIIETCHIINH:

IIK - 7. Crioco6eH mpoBOINTH IKCTIEPUMEHTAIBHBIEC HCCIIEIOBAHNUS 3aTUIIEHHOCTH 00bEKTOB
C NMPUMEHEHHEM COOTBETCTBYIOUIMX (DU3NYECKUX M MAaTEMaTH4YeCKUX METOJOB, TEXHUYECKHX H
IPOTPAMMHBIX CPEICTB 00Pa0OTKU PE3yIbTaTOB HKCIIEPUMEHTA ;

3HATh:

- BO3MOXHBIC JIEHCTBHSI TIPOTUBHUKA, HANpaBICHHBIE HA HApPyIICHHE TIIOJUTHKU
0e30macHOCTH UH(pOpMAIIHH;

- HauboJtee ys3BUMBIC IS aTaK MPOTUBHHUKA 3JIEMEHTHI KOMITBIOTEPHBIX CHCTEM;

MEXaHHM3MBbI PELICHUS TUITOBBIX 337a4 MPOTPaMMHO-aIapaTHON 3aIUThl HHPOPMAIHIH;

YMETh:

-aHAJIM3UPOBATh MEXAHW3MBl pPEANTN3alMd MPOTrPAMMHO-ANIAPATHBIX METO/IOB 3alUTHI
KOHKPETHBIX 0OBEKTOB U MPOLIECCOB VIS PEUICHUs TPOPEeCcCHOHATBHBIX 3a/ay;

-IPUMEHSTH MITaTHBIE CPEACTBA IPOrPAMMHO-AMIIAPATHOMN 3alUTH U CIICHUATN3NPOBAHHbIC
IPOAYKTHI JJISl pEIICHUS TUIIOBBIX 33]a4;

-KBATM(HUIUPOBAHHO OIEHUBATh OONAaCTh TNPHMEHEHHS KOHKPETHBIX MEXaHH3MOB
pOTrpaMMHO-aINNapaTHOM 3aIUThHl HHPOPMALIUY;

-MCIOJIb30BaTh ANMapaTHBIC W MIPOrPAMMHBIE CPEJCTBA 3AIMUTHI HH(OPMALIUH TP PELICHUH
NPaKTUYECKUX 3a/1a4.

- OPTaHM30BaTh €r0 BHEAPEHHUE U TTOCIIETYIOIIee CONPOBOXK/ICHNUE;

- BBITIOJIHATH pabOoTHI 10 yCTaHOBKE, HACTPOMKE M 00CITYKUBAHHUIO TPOrPAMMHO-AIIAPATHBIX
CPE/ICTB 3alUTHl HHPOPMAIHH;

BJIAJICTh!

- HaBbIKAMHM OKCIUTyaTanmud (B 4YacTH, Kacaiolleics pasrpaHMYeHHs JOCTYIIa,
ayTeHTU(QUKALUK U ayuTa) 0a3 TaHHBIX, JJOKAIBHBIX KOMIBIOTEPHBIX CETEH, TPOrPAMMHBIX CHCTEM
¢ yueToM TpeOoBaHuil 1o obecrevyeHuto HHPOPMaITMOHHONW O€30MTaCHOCTH.

[IK-15 CnocobeH opraHu3oBaTh BBINOJIHEHHE PA0OT MO BBOAY B HKCIUIyaTaLMIO CUCTEM U
cpeacTB obecrieueHus HHPOpMaIMOHHON 0€30MacHOCTH



YMETh:

- aJIMUHHCTPUPOBATH MTOICUCTEMBI HH(OPMALIMOHHOI 0€30MacHOCTH 00BEKTa 3aIUTEI;

BJIAJICTh!

- HaBBIKAMHM aJMHHUCTPHPOBaHUs (B 4YacTH, KacaloUICWCs pa3TpaHUuCHHs JOCTYyIIa,
ayTeHTH(UKAIWKU 1 ayuTa) 06a3 JaHHBIX, JOKAJTBHBIX KOMITBIOTEPHBIX CETEH, IMPOTPaMMHBIX CUCTEM
C yueToM TpeOoBaHHMii 1o obecrieueHn 0 HHPOPMAIMOHHON O€30MaCHOCTH.

OOyuenue no mucuuiuinee ««IIporpammHo-anmnapaTHble CpPeACTBA 3aIUTHl UH(MOPMAIN»
HaIpasJIeHO Ha (opMHUpoBaHUe y 00YUAIONIMXCSI CIESAYIOMNX KOMIICTECHITHA:

Koa v HaumMeHoBaHHe KOMIIETEHIIMIA

NuaukaTopbl 10CTHKEHUSI KOMIIETEHIMU

IIK -7 UIIK-7.1. 3Haer: METObI
Crnioco0eH MPOBOIUTE IKCIIEPUMEHTATbHBIE AKCIIEPUMEHTATBHBIX HCCIICIOBAHUI
HccnenoBanusi 3amuieHHOCTH OOBEKTOB C | 3alIUIICHHOCTH OOBEKTOB C NPHUMEHEHUEM
MIPUMEHEHHEM COOTBETCTBYIOIIHUX | COOTBETCTBYIOILIUX (buznueckux u
(GU3UYECKUX W MAaTeMaTHYEeCKHUX METOOB, | MAaTeMaTHYECKUX METOJIOB, TEXHHUYECKUX H
TEXHUYECKUX ¥ TPOTPAMMHBIX CPEICTB | MPOTPaMMHBIX CpEeICTB 00paboTku
00pabOTKH pe3yJIbTaTOB IKCIIEPUMEHTA PEe3yIBTATOB DKCIIEPUMEHTA.
HIIK-7.2. VYMeerT: MPOBOJIUTH
AKCIIEPUMEHTAJIbHBIE HCCIIEOBAHUS
3alUIIEHHOCTH 00bEKTOB C IPUMEHEHUEM
COOTBETCTBYIOITUX (bu3mIecKux H
MaTeMaTUYECKUX METOAOB, TEXHMYECKHX H
MIPOTrpaMMHBIX CpencTB 00paboTku

PE3yIbTATOB KCIIEPUMEHTA.
UIIK-7.3. Bnageer: HaBbIKAMU MPOBEICHUS

HKCIIEPUMEHTAIBHBIX UCCIIEI0BAaHHM
3aIlUIIEHHOCTH OOBEKTOB C NPUMEHEHUEM
COOTBETCTBYIOIIUX ¢bu3nueckux u
MaTeMaTHYECKUX METOJIOB, TEXHHYECKHX U
POTrPaMMHBIX CpeAcTB 00paboTku
PE3yJIbTaTOB 3KCIEPUMEHTA.

TIK-15 HIIK-15.1. 3maer MeTOoObl BBOJa B

Crnioco0OeH OpraHn30BaTh BHIMOJIHEHHE pabOT | SKCITyaTallMi0o  CUCTEM U CpPEICTBa

10 BBOJIy B 3KCILTyaTallMIO0 CUCTEM U CPEJICTB | obecredeHust MH(POPMALIMOHHOM

obecrnieueHus NHHOPMATMOHHON 0€30macHOCTH

6e30macHOCTH NIIK-15.2. YmMmeer: OpraHu30BaTh

BBITIOJTHEHHE pa0OT IT0 BBOAY B 3KCIUTyaTAIHIO
CHCTEM U CpencTB obecrneyeHus
MH(POPMALIMOHHOH 0€301MacHOCTH

NIIK-15.3. Bnageer meTonamMu opraHU3aluu
BBITIOJIHEHHSI PA0OT 110 BBOJTY B SKCILTyaTaIlHIO
CHCTEM H CpeacTB obecrneyeHus
MHPOPMAIMOHHOH 0€301MacCHOCTH

2 MecTo AUCHMILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM POrpaMMbl




HucnmmuimHa «[IporpaMMHO-anmapaTHbIE CPEICTBA 3aIIUTH WHPOPMALUW) OTHOCHTCS K
YuCcIy NpOoQecCHOHATIBHBIX YUYEOHBIX NUCHUIUIMH oOs3arenbHas yactd nukia (b1.2) ocHoBHOM
00pa30BaTeNIbHOI POrpamMMmBl.

W3ydenne AMCUMIUIMHBI ONUPAETCS Ha 3HAHMS, YMEHHMsS M HaBBIKM, NPHOOpPETEHHBbIE B
IpEIIIECTBYIOIUX AUCHUIUIMHAX: «OCHOBBI MH(pOpMaMoOHHON Oe3onmacHocTH», «OcHoBBI KTy,
«Kpuntorpapuueckne METOIbI 3aLUTHI UHOOPMALII.

3 CTpykTypa u coiep:KaHue TUCUUIIINHBI

OOmiass TPyIOEMKOCTh JUCIHIUIMHBI COCTaBiIsieT 4 3a4eTHBIX €IUHUIBL, T.e. 144
aKaJIeMHYECKUX 4acoB (Jekuuu — 18 vacoB, 1abopaTopHbIe 3aHATUA — 54 Yac, camMOCTOATENbHas
pabota - 72 yacoB, popma KOHTPOJIISI — SK3aMEH) BO 2 CEMECTpe.

CrpykTypa W cojepkaHue AUCHHUIUIMHBI «lIporpamMmHo-anmapaTHble CpPEICTBA 3allUThI
uHbOpMaIMK» TI0 CPOKAM U BUJAM pabOThI OTPAXKEHBI B MPHUIOKEHUU.

3.1 Buabl yueOHOI padOThI M TPYA0EMKOCTh
(o popmam oOyueHus)

3.1.1 Ounas ¢popma o0ydeHus

Ne CemecTpbl
n/m Buj yue6Hoit paGoTsI KOT;:?)S}TBO Cemectp Henens
ceMecTpa
1 | AyauTopHbIe 3aHSATHS 72 2 1-19
B ToMm uucne:
1.1 | Jlekuun 18 2 -
1.2 | CeMuHapckue/mpakTUYECKUE 3aHATUS - - -
1.3 | JlaGopaTopHbIe 3aHITHSI 54 2 3-19
2 | CamocTosiTenbHas1 padoTa 72
B ToMm uucne:
2.1 | CPC 72 2 1-19
3 | IIpoMexyTOUYHASI ATTECTALUSA - 2 6-19
3auer/nud.3auer/IK3aMeH IK3aMeH 2 ITo
paCIHCaHMIO
Hroro 144

3.2 TeMaTHyecKkMH IUIaH U3YYECHUA IUCHHUIIHHBI
(o popmam oOyueHwHs)




3.2.1 Ounas dhopma o0ydeHuUs

n/n

Paszgeanl/TeMbl
AACHUATLINHBI

TpynoeMKoCTb, Yac

Bcero

AynuTopHasi padora

Jlex
805051

CemuHap
ckue/
MpaKkTU4e
CKHE
3aHATHUS

Jlabop
aToOpH
bIC
3aHATH
s

[Ipakr
N4ecKa
s
HOArOT
OBKa

Camoc
TOSITE
JIbHas
pador

JIekuuu U caMoCTOsTeIIbHAS pa60Ta

Pa3paboTka monutuku
nH(}OpMAITMOHHOM 0€301TaCHOCTH.
MeTom010rHs IOIUTHKU
0€30MMacHOCTH KOMITBIOTEPHBIX
cucteM. OCHOBHBIE MTOJIOKEHUS
MOJTUTUKY UHPOPMAITMOHHOMN
Oe3omacHOCTH. JKN3HEHHBIN [IUKIT
MOJIMTUKHU Oe30omacHOCTH. [IpuHIIHATIBI
MIOJINTHUKHU OE30IIaCHOCTH.

1.2

Pa3zpaboTka moautuku
UH(POPMALIMOHHOM 6€30MacHOCTH
KOMITBIOTEPHOI CUCTEMBI.

1.3

Pazpabotka mogenu yrpos
KOMIBIOTEPHON CUCTEMBI.

1.4

O06nwexTh yrpo3. Knaccuduxarus
yTpo3 MO coco0y WX OCYIIECTBICHUSI.
Knaccudukanus 06beKTOB yrpo3.
OyHKIMOHATbHASI MOAETH CUCTEMbI
3amuThl. COCTaB ¥ Ha3HAUCHUE
GbyHKIMOHATBHBIX 0;10KOB. OCHOBHBIE
TPYIIBI MEXaHU3MOB 3aIIUTHI.
DyHKIMOHAIbHASI MOJIEIIb.
PexoMeHgaImu 1mno oTJaeIbHbIM
YpOBHSM (DYHKIIMOHATEHOW MOJIETH.

1.5

JlucKkpenoHHbIe U MaHAaTHBIE
MOJEIIH.

1.6

Cucrema 3aiuThl ”HGOPMAIIUU OT
HECAaHKI[MOHUPOBAHHOTO JTOCTYIIA
«CTPAX NT». YcTaHoBKa u CHATHE
C3MU. 3amkHyTas nporpaMMHas cpeja.

1.7

Cucrema 3aiuTsl ”HGOPMAIIUU OT
HECAaHKI[MOHUPOBAHHOIO TOCTYIIA
«CTPAX NT». Yopasnenue
M0JIb30BATEISIMU. Y YET HOCUTENEH U
KOHTPOJIb YCTPOMCTB.

1.8

[TonsTHE MOCTYNAa © MOHUTOPA
Oe3omacHocTH. O0€eceueHue
rapaHTUH BBITOJIHCHUS TTOJTUTHKH
0e30IacHOCTH. MeTOI0JIOT s
MIPOCKTUPOBAHMS TAPAHTHUPOBAHHO




samuieHHbix KC. Merog renepanuu
M30JJMPOBAHHON MPOTrPaMMHOM CPEJIbl.

1.9

Huckpennonubie Mojenu. Moaenb
AJIEIIT-50. [TaTumepuoe
MPOCTPAHCTBO OE30MACHOCTH
XaprcroHa. ManznaTtHast MOJEb.
Mogens bemna-Jlamanyna. Ilepsoe
npaBwio Mojienu bemna-Jlananyna.
Bropoe npasuiio moaenu bea-
Jlanagyna. Onucanue MOJCIIH.

1.10

WNnentudukarus 1 ayTeHTHQUKAIIS.
OCHOBHbIE IOHATHS U
kinaccudukanus. [Ipocrast
ayTeHTHUUKausI. AyTeHTH(PUKAIIHAS
Ha OCHOBE MHOTOPAa30BBIX ITAPOJICH.
AyTeHTH(HKAIHI HA OCHOBE
OJIHOPA30BBIX ITAPOJIEH.
AyTeHTH(HKAIMI HA OCHOBE
ceptudukaToB. buomerpudeckas
UAeHTU(DUKAIUS U Ay TCHTH(UKAIIHS
10JIB30BATENIEH.

Crporas ayreHTU(DHUKAIIHS.
[IpoToKOIBI ayTeHTUDHUKAIIIH C
CUMMETPHUYHBIMU aITOPUTMaMHU
mudpoBanus. [IpoTokonsl,
OCHOBaHHBIE Ha UCIOJIb30BaHUU
OJIHOHAITPABJICHHBIX KIIFOYEBBIX X3III-
GyHKui. AyTeHTUDUKALMS C
UCIIOJIb30BAHUEM aCUMMETPHUYHBIX
QITOPUTMOB IIU(PPOBAHMUS.
AyTeHTH(UKaLKs, OCHOBAHHAs HA
UCIIOJIb30BaHUH LIU(POBOI MOAMUCH.
[IpoTokosbl ayTeHTU(PHUKALUY C
HYJIEBOU Ilepeadyeii 3HaYCHU M.
VYnpoieHHas cxeMa ayTeHTU()UKAUN
C HYJIEBOM Ilepelayeii 3HaHUM.
[TapannensHas cxema
ayTeHTH(UKALINYU C HYJIEBOU
nepeaadel 3HaHui.

1.12

[Iporokon uaeHTHPUKAIUN U
ayrentudukamuu B OC Windows

1.13

[IpoTokon uaeHTUGUKAMY U
ayreHTudukaruu B8 OC Windows .
[Iporokon ayrentudukanuu Kerberos.
CoxpaHHOCTb NapoJIel y4EeTHBIX
3anuceil. Windows. 3amuTa naposiei.
Kpaxxa SAM-¢aiina. 3axBar
npusmieruit. Copoc naposis. Banom
BTOPUYHBIX napoJieil. Cucrema
pasrpanudenus gocryna OC LINUX.
B03MOXHOCTH CTaHAAPTHOMN CUCTEMBI
pasrpannuenus gocryna OC Linux.
HepocTatku cTaHgapTHON CHCTEMBI




pasrpannyenus goctyna OC Linux.
Bo3morkHOCTH Hanbosee U3BECTHBIX
CPEICTB COBEPIIECHCTBOBAHMUS
pasrpaamdenus goctyna OC Linux.

[IpoTtokon ayrenTuduranuu Kerberos.

AN

Cucrema pasrpannuenus gocryna OC
LINUX.

(o¢]

S

1.16

3amuTa ¢aitioBoil cUCTEMBI
Windows. Pa3pemenns ans daitnos u
nanok. [ludpyromas daitnosas
cucrema (EFS) Encrypting File
System. TexHomorust muQppoBaHus.
Boccranosnenue nannsix. [Iporecc
ummdposanus. [Ipomecc
nermudpupoBanus. [Iporece
BOCCTaHOBJEHUA. B3aumopaencTeue
daiinoBoit cuctemsl 3amuThl NTFS u
3alUTHI pecypca o0IIero A0cTymna
(Sharing). TunoBsie 3a1aun
aJMUHHUCTPUPOBAHUSI.
AJMUHUCTPUPOBAHKE JUCKOB B
Windows. CxoacTBa u pa3inuuus
mexay Disk Management u Disk
Administrator.

[Mudpyromas daiinosas cucrema
(EFS) Encrypting File System.

1.18

3ammra daitoBoit cuctembr OS
Linux. ®aiinosas cuctema OS Linux .
OcHoBHBIE KOHIICTIHH (DaiToBON
cucreMsl. Bupryansnasa daiinosas
Cucrema (VFES). ®aiinoBbie cucTeMbl
EXT2 (The Second Extended File
System).

JlabopaTopHblie padoThl

YcTaHOBKA IPOTPaAaMMHOTO KOMITICKCa
ViPNet Administrator 4.x.Co3nanue
CTPYKTYPHI 3aIUIICHHON CETH

2.2

Hacrpoiika pe3epBHOTO KOMMPOBaHHUS
JIAHHBIX U BOCCTAHOBJICHHE JaHHBIX B
[1O ViPNet Administrator.
PasBepTriBanue pabouero mecra
IIOMOIITHHUKA I''IaBHOI'O
aJIMHHHCTpATOpa.

23

Monuduxarys 3amuIEeHHON CETH.
Komnpomeranusi.

24

Hacrpoiika monmutuk 6€30macHOCTH B
ViPNet PolicyManager. YcranoBka
ViPNet Coordinator B kauecTBe
MEKCETEBOT'O IILTF03a

2.5

[IepBoHavanbHas HACTPOUKa
MEXCETEBOI0 B3aUMOJCHCTBHSL.
Moaudukammsi MeXCEeTeBOTO
B3aMOJICUCTBUSL.
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2.6 | Hactpoiika TOKadbHBIX U TPAH3UTHBIX 4 4
buIbTpPOB OTKpHITOM ceTu. HacTpoiika
(GUIBTPOB 3aIIMIIICHHON CETH.

2.7 | HacTpoiika TpaHCTSIIUU apECOB 4 4
(NAT). TyunenupoBanue B ViPNet
Coordinator.

2.8 | ViPNetClient 4 — VPN u 4 4

IIEPCOHAJIbHBIN CETEBOM IKPaH.
Kpunronposaitnep ViPNetCSP.

2.9 | Pabota ¢ mpuIOKEHUSIMH 4 4

2.10 | YcraHoBKa U MHUIIMATU3ALIMS 4 4
koMmruiekca «Cobonby. Hactpotika
00IINX MapaMeTpoB.

2.11 | Hactpoiika 1 3KCIuTyaTauus 2 2
KomIuiekca «Co6omby.

2.12 | YcTa"HoBKa ¥ MHULIMATU3AIAS 2 2

komIuiekca «Secret Net 5.0-C».
Hactpoiika 06mux nmapameTpoB.

2.13 | YopaBineHue pexumamMu BX0a B 2 2
cUCTEMY. YTIPaBIICHUE
HEepCOHATbHBIMU UACHTU(DUKATOPAMHU

I10JIb30BATENIEH.
2.14 | Ynopasnenue ycTpoilcTBamu B Secret 2 2
Net 5.0.
2.15 | [TonHOMOYHOE pa3rpaHUYECHUE 2 2
noctyna B Secret Net 5.0.
2.16 | KoHTposb LIETOCTHOCTH U 3aMKHYTast 2 2
nporpammHas cpeaa B Secret Net 5.0
2.17 | lIudpoanue daiino B Secret Net 2 2
5.0.
3 Jleknuu - - - - - -

Hroro | 144 18 - 54 - 72

3.3 Conepxanue Iy CHUNTHHBI

Temal. IlonsaTHe MOJMTHKHM 0€30MACHOCTH NPH NPOrPAMMHO-ANNAPATHON 3amuTe
HH(pOpMALUH.

Pa3pabotrka monuTukH UHGOpPMAMOHHOM Oe3omacHOoCTU. Merononorus MOJUTUKU
0€30IaCHOCTH KOMIBIOTEPHBIX CUCTEM. OCHOBHBIE TOJIOKEHUS TOJUTUKH HH(OPMAIIMOHHON
6e3omacHoCcTH. JKU3HEHHBIH ITUKIT TOTUTHKH Oe30macHOCTH. [IpUHITUIBI TOMUTHKN 0€30acHOCTH.

Tema 2. ApXuTeKTypa CHCTEMbI MPOTPAMMHO-ANNAPATHOM 3aIIUTHI.

OO0bekThl yrpo3. Kimaccudukamnus yrpos mo crnoco0y ux ocymectsieHus. Kinaccudukarms
00bekTOB yrpo3. DyHKIMOHANBbHAsS MOAENb CcUCTeMbl 3amuThl. CocTaB H Ha3HA4YCHHE
(yHKIIMOHAIBHBIX O0J0KOB. OCHOBHBIE TPYIIBI MEXaHU3MOB 3aIlUThl. DYHKIIMOHAIbHAS MOJEIb.

PexoMeHaIuu no oTAeNbHBIM YPOBHSIM (DYHKIIMOHAIBHON MOJIEIH.

Tema 3. MogeJsib KOMIIBIOTEPHOI CHCTEMBI.
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[MonsTie moctyma W MoHHTOpa Oe3omacHOCTH. (OOecrieueHHWEe TapaHTHH BBITOJHCHUS
MOJMUTUKN 0€30MacHOCTH. MeTOo[oN0Tusl MPOSKTUPOBAHUSI TapaHTHpPOBaHHO 3amiuiieHHbx KC.
Metoa reHepau U30JIMPOBAHHON MPOTrPAMMHON CPEJIBI.

Tema 4. MoaeJm TUIOBBIX NMOJUTHK 0€30MaCHOCTH KOMNBIOTEPHBIX CPEeACTB 3alIUTHI
HH(pOpPMALUH.

Huckpeunonnsie moaenu. Moaens AJIEIIT-50. [TatumepHoe mpocTpaHcTBO 0€30MacHOCTH
Xaprcrona. ManpaatHas Moaens. Moxens bemna-Jlamagyna. IlepBoe mpaBwio moaenu bemna-
Jlanagyna. Bropoe npaBuino moaenu bemna-Jlanagyna. Onucanue Moaenu.

Tema S. IIporpaMmmMHoO-annapaTHbie CpeACTBAa HWACHTHQUKANUM M ayTeHTHQUKALUMT
10JIb30BaTeJIei.

WUnentnpukamuss u ayreHtudukanus. OCHOBHBIE MOHATHA M Kiaccuduranus. [Ipoctas
ayTeHTU(UKanusg. AyTeHTH(QHUKAIUS HA OCHOBE MHOTOpPA30BbIX Mapoiiel. AyTeHTH(UKalUsi Ha
OCHOBE OJHOPA30BBIX Mapojicil. AyTeHTH(HKaIMsg Ha OcHOBe cepTudukaroB. buomerpuueckas
uaeHTU(GUKAIMS U ayTeHTU(DUKAIHS T0Ib30BaTeNeH.

Crporas ayrentuduxanus. [IpoTokossl ayTeHTUPHUKAIMYA ¢ CAMMETPUYHBIMH alITOPUTMaMH
mdpoBanus. [IpoTOKOsbI, OCHOBaHHBIE HA HMCHOJB30BAHUU OJIHOHAMNPABICHHBIX KJIIOUEBBIX XOIII-
¢GyHKUMA. AyTeHTH(HKAIMUA C HUCMOIb30BAHUEM ACUMMETPUYHBIX AJITOPUTMOB MIH(PPOBAHMUS.
AyrtenTu(duKkaiys, OCHOBaHHas Ha UCIOJb30BaHMM 1HdpoBoi momamucu. [IpoToxosbr
ayTeHTH(UKALMU C HYJIeBOU Mepeaueii 3HaueHni. YIIPOIIeHHAs cXeMa ayTeHTH()HUKAIINY C HYJIeBOU
nepenadeid 3HaHui. [lapamnenpHass cxema ayTeHTH(PUKAIMM C HYJICBOM Tiepenadeil 3HAHHI.
HudpactpyKTypa OTKPBITHIX KIIOUEH.

Tema 6. Mexanusm uaeHTuukanum u ayrentudukanmuu B OC. Pasrpanmyenue
AocTyna.

[Iporokon wunentuduxamuun wu ayreHtupukanun B OC  Windows . IIporokon
ayreHtudukanuu Kerberos. CoxpaHHOCTb naposeld yueTHbIxX 3anuceil. Windows. 3amuTa maposiei.
Kpaxxa SAM-aiina. 3axsat npuswieruii. Copoc mapons. Bznom BropuuHbix maposeit. Cucrema
pasrpannuenuss gocryna OC LINUX. Bo3mokHOCTH CTaHIApTHOM CHCTEMBI pa3rpaHUYEeHMUs
noctyma OC Linux. Hepocratku ctanmgapTHOW cucteMbl pasrpanmdenHus noctyma OC Linux.
Bo3MokHocTH Hambosee M3BECTHBIX CPEJICTB COBEPILIEHCTBOBAHMS pasrpanuyeHus jpocryna OC
Linux.

Tema 7. 3ammura ¢aitinosoit cucrembl B OC.

3ammra ¢aitnmoBoit cucremsl Windows. Paspemenust ansa ¢aiinoB u nmanok. [udpyromas
daitnosas cuctema (EFS) Encrypting File System. Texnonorus mmdposanusi. BoccranoBienue
nanubix. Ilpomecc mmdposanusa. Ilpomecc nemmdpupoBanus. Ilporecc BoccTaHOBICHUS.
B3aumoneiicteue daiinosoii cucremsl 3ammuThl NTFS u 3amuter pecypea obmiero gocrtymna (Sharing).
TumnoBele 3ajaund aAMUHUCTPUPOBaHUs. AnMuHUCTpUpoBaHue auckoB B Windows. CxojactBa u
pasmuuus mexxay Disk Management u Disk Administrator. 3amura ¢aiinoBoii cucremsr OS Linux.
®aiinopas cuctrema OS Linux. OcHoBHBIEC KOHIIETIINK (aiioBoi cucteMbl. Bupryansnas daitoBas
Cucrema (VES). ®aitnossie cucrembl EXT2 (The Second Extended File System).

3.4 TemaTuKa CEeMUHAPCKUX/NIPAKTHYECKUX H JIA00PATOPHBIX 3aHATHI

3.4.1. JlabopaTopHbIe 3aHATHS
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JlaGopaTopHasa padora 1. YcraHoBka mporpammHoro komiuiekca ViPNet Administrator
4.x.Co3aaHue CTPYKTYphI 3aIIUIIEHHON CETH.

JlaGopaTopHas pabora 2. Hactpoiika pe3epBHOI0 KONUPOBAHUS JaHHBIX U BOCCTAHOBJIICHUE
nauubix B IO ViPNet Administrator. Pa3BepTeiBanne pabouero mecrta MOMOIIHHUKA TJIABHOTO
aMMHHCTpATOpA.

Jlaboparopnasi padora 3. Moaudukanus 3anuiieHson cetu. Komnpomerarusi.

JlaGopaTopHas padora 4. Hactpoiika nonutuk 6e3onacHoctu B ViPNet PolicyManager.
YcranoBka ViPNet Coordinator B KauecTBe MEKCETEBOTO IITI032a

JlaboparopHasi padora S. IlepBoHauanbHasi HAacCTpPOMKa MEKCETEBOIO B3aWMOJICHCTBUS.
Moaudukarysi MeKCETEBOTO B3aUMOICHCTBHSI.

JlaGopaTopHas padora 6. HacTpoiika J0KagbHBIX U TPAH3UTHBIX (PUIBTPOB OTKPBITOM CETH.
Hactpoiika GpuiabTpoB 3alUILIEHHON CETH.

JlaGopaTopnas pabGora 7. Hacrpoiika tpancnsuuu aapecoB (NAT). TyHHenupoBaHue B
ViPNet Coordinator.

JlaGopaTtopnasa pabGora 8. ViPNetClient 4 — VPN u nepcoHanbHbI ceTeBOl 3KpaH.
Kpunronpogaiinep ViPNetCSP.

JlabopaTropHnasi padora 9. PaGota ¢ npuioxeHusIMu

JlaGopaTtopnas pabGora 10. VYcranoBka u uHUIMaTM3alus Komruiekca «CoOomby.
Hacrpoiika o0mux mapameTpos.

JlaGopaTopHas pa6ora 11. Hactpoiika u skcrutyaranust komriekca «Co0omby.

JlaGopaTtopnas padora 12. YcraHoBka u nHUIManu3anus komiiekca «Secret Net 5.0-Cy.
Hactpoiika o0mux napameTpos.

JlaGopatopnas padora 13. VYmpapieHue pexumMaMHd BXOJa B CHCTEMY. YTMpaBJIEHUE
NEePCOHATBHBIMH UACHTU(PUKATOPAMHU TOIH30BATEICH.

JlaGopatopnas padora 14. Ynpasinenue yctpoiictBamu B Secret Net 5.0.

JlaGopaTopHas padora 15. [lonHomouHOe pasrpannueHue gocryna B Secret Net 5.0.

JlaGopaTtopnas pa6ora 16. KOHTpOb LIETOCTHOCTH M 3aMKHYyTasi IporpaMMHas cpefia B
Secret Net 5.0

JlabopaTropHnasi padora 17. [lludposanue ¢aiinos B Secret Net 5.0.

3.5 Temarnka KypcoBBIX IPOEKTOB (KypCOBBIX padoT)

KypcoBoe npoekTupoBanue 1o JaHHOW AMCHUIUIMHE Y4eOHBIM [IJJAHOM HE 3aIUIaHHPOBAHO.

4 Y4eOHO-MeTOAMYECKOEe U MH(POPMALIMOHHOE O0ecIeYeHue

4.1 HopmatuBHblie 10KyMeHTbI 1 'OCThI

IIporpamma  cocraBieHa B cooTBeTCTBMM ¢  DeaepaibHbIM  IOCYJIapCTBEHHBIM
00pa30BaTeNIbHBIM CTaHAAPTOM BBICHIETO 00pa30BaHMsI 10 HAIIPABJIEHUIO TOATOTOBKH MarucTPaHTOB
10.04.01 «MapopmanmonHas 0e301aACHOCTD)

4.2 OcHOBHAas1 JIUTEPATYypa

1) Mapuakos, J[. B. [IporpaMmMHo-amnmnapaTHbie cpeAcTBa 3allUThl HH()OPMALINH :
yaeOHoe mocobue / [I.B. Mapakos, /[.B. ®arxu ; JloHcKoii rocy1apcTBEHHBIN TEXHUYECKUN
yHuBepcureT. Pocros-na-lony: AI'TY, 2021. - 228 c. - ISBN 978-5-7890-1878-1 — Tekcr :
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JIEKTPOHHBIH // JIaHb : 351eKTpoHHO-OnOmoTeuHas cuctema. — URL:
https://reader.lanbook.com/book/237770 (nata o6pamenus: 01.09.2023). — Pexum nocryna: ans
aBTOPU3. IIOJIb30BATEIICH.

2) Bynprués, I'. T'. [IporpammHoO-anmnapaTHbie CpeICcTBa 3alUTUTHl HHGOPMAIUH :
yaeOHo-MeToudeckoe mocodue / I'. T'. Bynmerués. — Mocksa : PTY MUPDA, 2022 — Yacte 1 —
2022. — ISBN 978-5-7339-1652-1. — TexkcT : 3neKTpoHHbIH // JIaHb : 31eKTPOHHO-OMOIMOTEUHAs
cuctema. — URL: https://e.lanbook.com/book/310781 (mara o6pamenus: 01.09.2023). — Pexum
JOCTyMa: 7Sl aBTOPU3. MOJIb30BaTENCH.

3) Bynerués, I'. I'. [IporpammHo-armapaTHbIe CpeICTBA 3aIIUTHI HHPOPMAIUH :
yuebHo-MeTouueckoe nocodue / I'. I'. Bynbrués. — Mocksa : PTY MUPDA, 2022 — Yacte 2 —
2022. — ISBN 978-5-7339-1653-8. — Tekcr : a5eKTpoHHEI#H // JIaHb : 37IeKTpOHHO-O0MOIMOTeUHAS
cuctema. — URL: https://e.lanbook.com/book/310784 (nata o6pamenus: 01.09.2023). — Pexum
JIOCTYTIA: JIJIsl aBTOPU3. TIOJIb30BaTEICH.

4.3 lonotHNTEIbHAS JIUTEPATYPA

1) ['opnos, A.Il. ABTOMaTU3upOBaHHAs CUCTEMA OIIEHKH A(()EKTUBHOCTH
IporpaMMHO-aNnapaTHbIX cpeAcTB 3auuThl nHpopmarmu / A.I1. Topnos, M.1O. Pertos, J[.A.
JIvicoB // ABTOMaTH3a1IMsI K MOJICTMPOBAHNE B MPOSKTUPOBAHUH U yrpaBiieHnn . — 2019. — No 2,
— C. 25-32. — ISSN 2658-6436. — TekcT : a5eKTpoHHbIH // JIaHb : 3IeKTpOHHO-OMOIHOTEeUHAs
cucrema. — URL: https://e.lanbook.com/journal/issue/311268 (mara obpamenus: 01.09.2023). —
Pexwum nocTyma: 1jsi aBTOpU3. MOJIb30BATEIEH. .

2) Kmypog, /1. b. [IporpamMHo-anmapaTHbie CpeACTBA 3aTUTH HHPOPMAIIUH :
yuebnoe nocooue / /1. b. Kmypos, C. B. Kykos. — Camapa : Camapckuii yausepcuret, 2022, —
ISBN 978-5-7883-1799-1. — Tekcr : aneKkTpoHHBIN // JIaHb : 3IeKTPOHHO-OMOINOTEYHAS CHCTEMA.
— URL: https://e.lanbook.com/book/336515 (nara obpamenus: 01.09.2023). — Pexxum goctymna:
JUJIs aBTOPU3. TIOJI30BATEINECH.

3) Bytun, A. A. IIporpamMmmHoO-anmnapatHblie CpeCcTBa 3alIUThl HH(POPMAIHH : ydeOHOe
nocobue / A. A. bytun, H. . I'nyxos, C. 1. HockoB. — 2-e u3n., nepepad. u mon. — UpKyTck :
HpI'VIIC, 2022. — 92 c. — Tekcr : 31eKTpoHHBIH // JIaHb : 371€KTPOHHO-0MOIMOTEYHAs CUCTEMA.
— URL: https://e.lanbook.com/book/342113 (nata ob6pamenus: 01.09.2023). — Pexxum moctyma:
JUJISL aBTOPU3. TIOJI30BATENEH.

4.4 Jj1eKTpOHHBIE 00pa3oBaTebHbIE PeCYPChI

1. DOP B pa3paboTke
2. https://www.securitycode.ru/products/secret-net-studio/
3. https://infotecs.ru/products/filter/type-is-33/apply/

4.5 J/InuieH3MOHHOE ¥ CBOOOIHO pacnpocTpaHsieMoe MPorpaMMHoOe
o0ecreyenue

[1O «ViPNet Administrator 4»

OnextpoHHbIi 3aMoK "Coboip".

Cucrema 3amutsl "Secret Net Studio".

[TAK 3ammmniennoro xpanenus nuapopmanuu «Cekpetr Ocoboro Haznauenus»
Kommekc cpencts 3ammtel nHGopmaruu ot HCIl «Axkkopa—AM]JI3»

I[MTAK 3amuTsl ”HPOPMALIMU OT HECAHKIIHOHUPOBAHHOTO JIOCTYTIA
«AKKOP/I-Win64» (Bepcus 5.0).

S
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4.6 CoBpeMeHHbIE NIPo(heccHoHATIbHbIE 0a3bl JTaHHBIX 1 HH(OPMAIIMOHHbIE
CIIPaBOYHbIEC CHCTEMbI

JlokanpHBI HAy4YHO-00pa30BaTENIbHBIM KOMIUIEKC 10 auciuiuimHe "lIporpammHo-
anrmaparHas 3amura uHpopmarun'.

5 MarepuajJbHO-TEXHHYECKOE O0ecreyeHue

Jlis mpoBeneHHs BceX BHJIOB 3aHATUA HEOOXOAMMO MpPE3EHTALIMOHHOE O00pYyJI0BaHHE
(MyIbTUMEIUNHBIA IPOEKTOP, IKpPaH) — | KOMILIEKT.

Jns npoBeneHus 1a0OpaTOPHBIX 3aHITUNA HEOOXOAUMO HAIMYUE KOMIBIOTEPHBIX KIacCOB
000pyIOBaHHBIX COBPEMEHHOUN BBIYUCIHUTEIHHON TEXHUKOW U3 pacuera OJHO pabodyee MecTo Ha
OJIHOTO 00y4aeMoro.

6 MeToauyecKkue peKoOMeHIaluu

6.1 MeToauuecKkue peKoMeHIAMU /ISl IPenoaBarteJisi 0 OPraHu3alun
o0yueHust

1. [Ipy TOATrOTOBKE K 3aHATHAM ClIeAyeT MpeABapUTEIbHO MpopadoTaTh MaTepuall 3aHsATus,
IPEyCMOTPEB €ro Mojiady TOYHO B OTBEAEHHOE AJIs 3TOro Bpems 3aHsTus. CiaeayeT NoAroToBUThH
HE0OXOIMMbIE MaTepHajbl — TEOPETUUYECKHE CBEAEHUs, 3a1auu u jp. [Ipu mpoBeaeHuu 3aHATHA
ClIelyeT KOHTPOJIMPOBATh MOJadyy MaTepuaja U pelleHHe 3aJaHui C yu4eTOM yuyeOHOro BPEMEHH,
OTBEJICHHOTO IS 3aHATHS.

2. Ilpm mnpoBepke pabOT M OTYETOB CJEAYET YYHUTHIBaTh HE TOJBKO IPABHIBHOCTD
BBIMOJIHEHUS 33JaHUH, HO W ONTUMAIBHOCTh BBIOPAHHBIX METOJIOB pEIIEHUs, MPaBUIBHOCTb
BBITIOJTHEHMSI BCEX €T0 I11aroB.

6.2 Meroanueckne yKazaHus JJis1 00y4al0UIUXCs 110 OCBOCHUIO 1M CHUTNINHBI

N3y4yenne quCIUIUINHBI OCYIECTBIISIETCA B CTPOIOM COOTBETCTBUU C LIEJIEBOI YCTaHOBKOM B
TECHOM B3aMMOCBS3M y4e€OHBIM IIaHOM. OCHOBOM TEOPETUYECKOW M MPAKTHYECKOW MOJITOTOBKH
CTYZCHTOB SBJISIIOTCS JIEKIUH U JTa0OpPaTOpHBIE PAOOTHI.

B mnpomecce camocTosiTenbHOM pabOThl CTYIAEHTHI 3aKpEIUISIOT U YIIIyONsIOT 3HaAHMS,
IIOJlyYE€HHBIE BO BpPEMs ayJUTOPHBIX 3aHATHI, TOTOBATCSA K JK3aMEHY, a TaKXKE CaMOCTOATEIbHO
U3Y4aloT OT/AEJIbHbIE TEMbI yUeOHOU MPOrpaMMBI.

7 DOoH/I OLIECHOYHBbIX CPEICTB
7.1 MeToabl KOHTPOJISI U OLICHMBAHUS Pe3y/1bTAaTOB 00y4YeHUs

B nporecce oOydeHUsT UCTIONB3YIOTCS CICAYIONMIME OIICHOYHBIE (POPMBI CaMOCTOSITEIIbHON
paboTHl CTYJCHTOB, OIICHOYHBIE CPEACTBA TEKYIIETO KOHTPOJSI YCTIEBAEMOCTH U MPOMEKYTOUHBIX
aTTEeCTaIlUuU:

- TpoBeleHUE TabOpaTOpHBIX pPAa0OT (MPAaKTUYECKUX 3aHITHA C HCIOJIb30BAHUEM
CIICHITEXHUKH) M MX 3aIUTa;

- CaMOCTOSITEIIbHAS MTOATOTOBKA U MPOBEICHUE NPE3CHTALMI 10 TEMaM JUCLUUILINHBL,

- DK3aMCH.
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7.2 llkana 1 KpUTEPHH OLICHUBAHUSA Pe3yJIbTATOB 00y4eHUs!

(DopMa HpOMe)KYTOqHOﬁ aTTCCTAallMH. ODK3aMCH.
ITo nroram HpOMe)KYTO‘{HOI\/‘I arTTeCTalum 110 JUCHUIIIIMHC (MOI[y.]'IIO) BBICTAaBJISICTCsA OLICHKA
KOTIIMIHO», «XOPOIIO», «yAOBJICTBOPUTCIIBHO» HUIIN «HCYAOBJIICTBOPUTCIILHOY.

HIxajna oneHUBaHUA Onucanne

BeimonHeHnsl Bce BHUABI y4eOHOH paboThI, IpelyCMOTPEHHBIE
yueOHbIM Tu1aHOM. CTYZEHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUM,
YMEHUH, HaBBIKOB IPHUBEJCHHBIM B TaOJMUIAX IOKa3aTelseH,
0 ONepupyeT NPUOOPETCHHBIMH 3HAHUSMH, YMEHHUSMH, HaBbIKAMH,
TIHHHO IIPUMEHSIET UX B CUTyalUsX MOBBIIIEHHOW cioxHOCTU. IIpu 3TOoM
MOTYT OBITH JOMYIICHHl HE3HAYUTEIbHBIC OINMMOKH, HETOYHOCTH,
3aTpyIHEHUS MPHU aHAJIWTUYECKUX OINEpalusX, NEPeHOCe 3HaHUN U

YMEHHI Ha HOBbIE, HECTaHAPTHBIE CUTYAIIHH.

BreimonHeHnsl Bce BHUABI y4eOHOH paboThI, IperyCMOTPEHHBIE
y4eOHbIM I1aHOM. CTYJIEHT IEMOHCTPUPYET HEMOIHOE, IPAaBUIbHOE
Xoporio COOTBETCTBHUE 3HAHWUH, YMEHHIA, HABHIKOB IIPUBEICHHBIM B TaOIHIIaX
rokaszaTeneii, Jaub0 eciu Tpu 3TOM OBLIM JOMyIIeHBl 2-3
HECYIIECTBEHHbIE OIIMOKU.

BeimosHeHBI  Bce  BHJBI  Y4eOHOH paboOTHI, MPEAyCMOTpPEHHBIC
y4eOHbIM Tu1aHOM. CTyZEeHT AEeMOHCTPUPYET COOTBETCTBUE 3HAHMIA,
VY 10BIETBOPUTENBHO | B KOTOPOM OCBEIlI€Ha OCHOBHAsI, HarboJiee BaskHasl 4aCcTh MaTepHara,
HO TMpU O3TOM JOMyIIeHAa OJHA 3HAYUTENbHAs OIMUOKa WIH
HETOYHOCTb.

He Bomomnen oawmH wuinu  Oojee BUAOB y4YeOHOW pabOTHI,
MPEAYCMOTPEHHBIX y4eOHbIM TUIaHOM. CTYyACHT JIE€MOHCTPHUPYET
HEMOJIHOE COOTBETCTBUE 3HAHUHN, YMEHUI, HABBLIKOB MPUBEICHHBIM B
TabNmuIaX TMOKa3aTenei, OMyCKAaroTCsl 3HAYMTENIbHBbIC OIIUOKH,
HeynosnersopurensHo . N

MIPOSIBIISIETCS. OTCYTCTBUE 3HAHWN, YMEHHWH, HABBIKOB IO PSIY
MOKa3aTese, CTyICHT UCIILITHIBACT 3HAYUTEIILHBIC 3aTPYAHCHHUS TIPU
OTIEPUPOBAHUY 3HAHUSMHU M YMCHHUSMH TIPH UX NIEPEHOCE HAa HOBBIC

CUTYyallHH.

7.3 OneHoYHbIE CPeACTBA

OueHouHbIE CpeACTBA AJI TEKYILEH aTTeCTaluu

KomnbrorepHoe TecTupoBanue.



16

OrnieHOYHBIC CPEACTBA AJI MPOMEKYTOYHOM aTTECTALUN

IK3aMeH.

Crucox BOITPOCOB JIA OK3aMCHA MO0 JUCHUIIINHE

PN R

9.
10.

KommnbrotepHas cucreMa Kak 00bEKT 3alUThl HH(OpMAIUU

[TonsTue yrpo3ssl nudopmannonHoi 6ezonacuoct B KC

Knaccugukarus u o0mmii ananu3 yrpo3 nHdopmarmonHoi 6e3onacHoctu B KC
Crnyuaiineie yrpo3sl nHGopMamorHoi 6e3omacaoctu KC

[TpennamepenHsle yrpo3bl nHpopMaoHHOM Oe3onacHoctu KC

Pa3pabotka monmutruku nHGOpManmoHHoi 6e3omacaHocT KC

MeTtononorus NOAUTUKHA O€30MaCHOCTH KOMIBIOTEPHBIX CUCTEM

OcHOBHBIE TIOJIOKEHUS TOTUTUKU MHPopMamoHHo# Oe3onacHoctu KC
JKusHeHHbIN MUK TOJIUTUKH Oe3omacHoct KC

@yHKIMOHAIbHASI MOJEIb CUCTEMBI 3alUThl. COCTaB U Ha3HAUCHUE

(bYHKIIMOHATBHBIX 0JIOKOB

11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
byHKIUI
25.
26.
27.
28.
29.
30.
31.
32.
33.
34.
35.

[Tonarue noctymna u MOHUTOpPA 6E30MIACHOCTH

Meto0510THs MPOEKTUPOBAHKS TApAHTUPOBAHHO 3amuIIeHHbIX KC

Meroz reHepanuu U30JIUPOBAHHON IIPOTPAMMHOM CPEIbI

Mopnens AJIEIIT-50

[TsaTIMepHOE TPOCTPAHCTBO OE30MACHOCTH XapTCTOHA

ManpartHas Mmozens 1ocTyna

Mogens benna-Jlanagyna

Wnentuduxanus n ayreHTudukanus. OCHOBHbIE MOHATUS U KJIacCUPUKALNS
[IpocTas ayrenTH(UKaIUs

DnekTpoHHBIH 3aMok "Co6oJp"

Buomerpuueckas uneHTH(GUKALNSA U ayTEHTUDHUKALHS [TOJIb30BaTEeH
Crporas ayreHTH(UKaLUA

[IpoToKOIBI ayTEHTUDHUKALIMHA C CHMMETPUYHBIMU AITOPUTMAaMH IU(PPOBaAHUS
[TpOTOKOJIBI, OCHOBAHHBIE HAa NCIIOJIb30BAHNU OJJHOHAIIPABJICHHBIX KIIIOYEBBIX XOUI-

AyTeHTU(]UKAIMS C UCTIOJIb30BAHUEM aCUMMETPUYHBIX aJITOPUTMOB HIM(POBAHUS
AyTeHTH(UKaIMs, OCHOBAHHAs HAa UCTIOJIB30BaHUH LU(POBOM HOANHCH
[IpoTokomsl ayTeHTH(DHUKAIIMN C HYJIEBOU Iepeaadei 3HaYCHU I

VYnpouieHHas cxeMa ayTeHTU(UKAIUK ¢ HyJIeBOH Mepenadyei 3HaHui
[TapannensHas cxema ayTeHTH(UKAIIMK C HYJICBOH mepenayeii 3HaHUM

[IpoTtokon ayrentuduxanuu Kerberos

[Tporokon uaentudukanuu u ayreatudukanuu B OC Windows

CoxpaHHOCTb ITApOJIEH YUETHBIX 3aNUCen

3ammra nadopmanuu B ¢aitnoBoit cucreme NTFS

HIudpyromas ¢aitnosas cuctema (EFS) Encrypting File System
B3aumopeiicTBue (daitnnoBoit cuctemsr 3ammThl NTFS 1 3ammTs! pecypca obmero

noctyna (Sharing)

36.
37.
38.
39.
40.
41.
42.
43.

AnmMuHHCTpUpOBaHuE AUCKOB B Windows

Windows : 3amuTa naponen

Bo3moskHOCTH cTaHAapTHOM cucTeMbl pasrpanndenus gqoctyna OC Linux
Cucrema LIDS

®dopmar cepTu(UKATOB OTKPHITHIX Kitrouei X.509

WudpactpyKkTypa OTKPBITBIX KIHOUEi

TeopeTrueckne MPUHLIUIIBI TOCTPOEHUSI OUOMETPUUYECKUX CUCTEM
Bekrop mapameTpoB npu aHaiiM3e pyKOMUCHOTO MOYepKa
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44. 3ammura Ha ypoBHE pactuperuit BIOS
45. 3amyTa Ha ypOBHE 3arpy34MKOB ONEPALMOHHON CUCTEMBI
46. CepTtudukar oTKpbIThIX Kitoue X.509

[Ipumep Ounera.
1. KommnsrorepHoe TecTupoBaHue.

2. AyTeHTH(UKALNS C UCIIOIB30BaHUEM aCUMMETPUYHBIX AJITOPUTMOB IIU(PPOBAHMUS.
3. [IpakTuueckas HacTpoiika MPOrpaMMHO-aNNapaTHBIX CPEACTB 3aILUTHI.



