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4
1 esmn, 3ag7aum U VIAHUPYEMbIe Pe3YJIbTATHI 00y4eHHUs M0 JUCHUILINHE

K OCHOBHBIM T1I€TsIM OCBOCHHMS JAWUCHMIUIMHBI «be3omacHOCTh ceTell  3IEeKTPOHHBIX
BBIYHCIIUTEIILHBIX MALIHH CIIEAYET OTHECTH:
. TeopeTHyecKass M TpakTHYecKas IMOJrOTOBKAa CIEHUAIMCTOB B 00JacTu
noctpoenus cereirt IBM u obecnieuenust 0e30mMacHOCTH MPH SKCIUTyaTanuu cereid OBM.

K ocHOBHBIM 3aadyaM OCBOCHHUA JUCLHUIIIINHBI «be3onacHocTh certent SJICKTPOHHBIX
BBIYHUCJIUTCIIBHBIX MallIMHY CJICAYCT OTHCCTHU!
. OBJIQJICHUC MEXaHMU3MaMH TIOCTPOCHUS CUCTEM 0e30MacHOCTH ceteid DBM.

B  pe3ynbraTe  OCBOEHHMS ~ AMCUUIUIMHBI  «be30macHOCTh  CeTed  DJIEKTPOHHBIX
BBIUHCIUTENBHBIX MAIIMH» Y 00y4aromuxcs GopMUPYIOTCS CIEAYIONINEe KOMIETEHIIUU U JTOJKHBI
OBITh TOCTUTHYTHI CJICAYIOIINE PE3YIbTAaThl O0yUeHUs KaK dTan (OPMUPOBAHUS COOTBETCTBYIOIINX
KOMIIETCHIINH:

OIIK-1.2. CriocobGeH aAMHUHUCTPUPOBAThH CPEICTBA 3AILUTHl HHPOPMAIMH B KOMIIBIOTEPHBIX
CUCTEMaXx U CeTsIX.

3HATh:

MPUHIIUIIBI TOCTPOEHUS ¥ (PYHKIIMOHUPOBAHUS, IPUMEPHI pean3aliuil COBPEMEHHBIX
JIOKAJIbHBIX U TTI00ATbHBIX KOMITBIOTEPHBIX CETE; OCHOBHBIE

MPOTOKOJIBI ceTeit DBM;

ATAJIOHHYIO MOJIEJIb B3aUMOJICHCTBUS OTKPBITHIX CUCTEM;

OCHOBHBIC KPHUIITOTPAaUICCKIE METO/IBI, aITOPUTMBI, IIPOTOKOJIBI, HCITOJIB3YEMBIE TS
obecrieueHuss Oe3omacHocTH B ceTsax OBM; mocnmenoBaTenbHOCTh M COACPIKAHUE JTAIOB

MOCTPOCHUS KOMITBIOTEPHBIX CETEW; yMeTh: MPOEKTUPOBATh U aJAMHHHUCTPHUPOBATH

KOMITBIOTEPHBIE CETH, PEaTU30BbIBAThH MOJTUTUKY
0€30MacHOCTH KOMITBIOTEPHOUW CETH;, MPOBOAUTh MOHHTOPHHT YIPO3

0€30MaCHOCTH KOMIIBIOTEPHBIX CETEH;

3¢ (HEeKTHBHO UCTIOIB30BATh PA3IMIHBIC METOIBI M CPEICTBA 3AIUTH HHPOPMAIUH TS
KOMITBIOTEPHBIX CETEH; BIAJCTh:

CIIOCOOHOCTBIO  aJIMUHHCTPUPOBATh  CHUCTEMy  WH(OpMAIMOHHOW  0€30MacHOCTH;
CIIOCOOHOCTBIO BBIMONHSTH IMOJIHBI 00beM PaloT, CBA3AHHBIX C peaju3alieil YaCTHBIX MOJUTUK
nH(GOPMAIIMOHHON 0€30MacCHOCTH aBTOMATU3UPOBAHHOW CHUCTEMBI, OCYIIECTBIATb MOHUTOPUHT U
ayuT 06€30MacHOCTH aBTOMATU3UPOBAHHOW CUCTEMBI

OOydenne 1o AUCIHILTUHE «Be30MacHOCTh CeTeH AIICKTPOHHBIX BBHIYUCIUTEILHBIX MAIIAH)
HamnpaBiieHO Ha (OPMUPOBAHHE Yy OOYUAIOIINXCS CIEIYIOMINX KOMIETEHLIUH):

Koa v HauMeHoBaHHe KOMIIETCHIIUA NHankaTopbl 10CTUKEHUSI KOMIIeTEHIMH
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OIIK-1.2. Cnocoben NOIIK-1.2.1.3HaeT NpUHLIMIIBI
AIMUHUCTPUPOBATE CPCACTBA 3AIIUTHI OopraHu3anuvu I/IH(bOpMaIII/IOHHLIX
I/IHq)OpMaIII/II/I B KOMIIBIOTCPHBIX CHUCTEM B COOTBCTCTBHHU C
CHUCTEMAX U CCTAX TpC6OBaHI/I$[MI/I I10 3aIIUTe

UHPOpPMaLUH, KpUnTorpapuIecKme
CTaHJapThI U KaK UX HCIIOIb30BATh B
nHpopmanmonusix cucremax; MOIIK-
1.2.2.YMeeT pa3BepThIBaTh,
KOH(UTYpUPOBaTh U HACTPAUBAaTh
BBIUHCIIUTENbHBIE CETH,
dbopMyIHUpOBaTh U HACTPAUBATH
MOJIMUTUKY 0€30MacHOCTH

pacrpoCTpaHEHHBIX ONEPAMOHHBIX
CHCTEM, a TaKXKe JIOKaJIbHBIX
BBIYHUCIUTEIBHBIX CETEH,
MOCTPOCHHBIX HAa WX OCHOBE,
MIPUMEHSTH OTCUCCTBEHHBIC U
3apyOeKHBIC CTAHIAPTHI B 00JIACTH
KpUnTorpaguueckux MeTo10B
KOMIIBIOTEPHOU O€30MMacCHOCTH ISt
MIPOCKTUPOBAHUS, pa3pabOTKU U
OIICHKH 3aIIHUIIEHHOCTH
KOMITBIOTEPHBIX CUCTEM;
NOIIK-1.2.3.Bnaneet HaBbIKaMu
WCTIOJIb30BaHUS THITOBBIX
KPUNTOTpaQUIECKUX aTOPUTMOB.

2 MecTO TUCHHUILIMHBI B CTPYKTYpPe 00pa30BaTeibHOI MPOrpaMMbl

JucuunnuHa «be3onacHOCTh ceTel ANEKTPOHHBIX BBIYUCIUTENBHBIX MAIIUH» OTHOCHUTCS K
YUCITY MPOQPECCHOHANBHBIX YUYEOHBIX AUCHUIUIMH oOs3aTenbHOM yacTu 1ukia (bl) ocHoBHOM
obpazoBarenbHO TTporpammel (b1.30).

W3ydyeHune AMCUMIUIMHBI ONMUpAaeTCsl HAa 3HAHUS, YMEHHsS W HaBBIKM, NPUOOpETEHHbIE B
npenmectBytomux aucuuruinHax: «OcHoBel UKT», «OcHOBBI BeO-TexHONMOTUI», «OCHOBBI
CETEeBBIX TEXHOJOTUI», «CUCTEMBI yIpaBIeHUs 0a3aMu TaHHBIXY.

3 Crpykrypa u coep:KaHue TUCHUIIAHBI

OOmiass TPyJOEMKOCTh JUCIHIUIMHBI COCTaBsieT 4 3aueTHBIX €AMHULBI, T.e. 144
aKaJeMUYECKHX 4acoB (1abopaTopHble 3aHATUSA — 72 yac, caMOCTOsTeNbHasl paboTa - 72 4acos,
dbopma KOHTpOJISI — DK3aMeH) B 4 cemecTpe.

3.1 Buabl yueOHOi1 padoThI M TPYI0EMKOCTh
(mo dopmam oOyueHus)



3.1.1 Ounas opma 0OydeHuUs

Bup y4eOHoii padoThI

KoauuectBO
JaCOB

Cemectpsl

AyIUTOpPHBbIE 3AHATHS

72

B ToMm uucie:

1.1

Jlexknuu

1.2

CeMuHapckue/mpakTHYECKUe 3aHATUS

1.3

JlaGoparopHbie 3aHATHS

72

CamocTrosiTesibHasi padoTa

72

B ToMm uucie:

2.1

CPC

72

IIpoMeskyTOUHasi aTTECTALUSA

3auet/aud.3auer/sK3aMeH

Ilo
pacmlHrCaHuIo

Hrtoro

144

3.2 TemaTn4ecKuii NJIAH N3yYeHHUs JUCUUIIMHBI

(mo dhopmam oOyueHuUs)

3.2.1 Ounas opma 00y4eHus

n/n

Pa3genanl/TeMbl JHCHUILIAHBI

TpyroeMkocTsb, yac

AyautopHas pabora

Jlek
100505

Bcero

CemuHap
ckue/
MpPaKTHYe

CKHE
3aHATHS

Jlabop
aTOpH
138
3aHATU
s

Camoc
[Tpakt

nJecka
s
MMOATOT
OBKa

padort

CamocrosiTeibHas padora

72

72

OCHOBBI COBPEMEHHBIX CETEBBIX
TEXHOJIOTUH.

1.2

CxeMa B3auMOJCICTBUS C
Webcepsepom. Pacnipenenennas
00paboTka MHPOPMALIUU Ha OCHOBE
MUTPHUPYIOIUX porpaMM. JlocTym K
PENSAIIMOHHBIM 0a3aM JaHHBIX.

1.3

bezomnacnHoe
KOMIIBIOTEPHBIX CETEH.
Hcnonp3oBaHue NOBTOPUTETIEN.

CGI‘MCHTaLII/IH CCTH C IOMOIIBIO
MOCTOB.

MaciTaOupoBaHue

1.4

[IpumeHeHre KOMMYTaTOPOB.
[TocTpoenne MapuIpyTU3UPOBAHHBIX
ceTeid. AJITOPUTMBI U TPOTOKOJIBI
MapIIpyTHU3ALHH.

TOATE
JIbHadA




1.5

Croco05b1 HalagcHuN Ha
KOMITBIOTEPHBIE CETH.

1.6

Crioco6bl HECaHKLIIMOHUPOBAHHOTO
J0CTyMa K HHQOpMAIiH B
KOMIIBIOTEPHBIX ceTsX. Hamanenus Ha
MOJIUTHKY 0€30MacHOCTH U
HpOLEAypPHl IMUHUCTPATHBHOTO
JOCTYyTIa.

1.7

HaHaI[CHI/ISI Ha IIOCTOAHHBIC
KOMITIOHCHTBI CUCTCMBI 3allIUTHhI.
HaHaI[eHI/ISI Ha CMCHHBIC DJICMCHTHI
CUCTCMBI 3allIUTHI.

1.8

Hananenus Ha mpoTOKOJIBI
MH(OPMALIMOHHOTO B3aUMOCHCTBHSL.
Hananenus Ha ¢GyHKIIMOHATEHBIC
AJIEMEHTHI KOMITBIOTEPHBIX CETEH.

1.9

3a1uma OT HCCAHKIIUOHHUPOBAHHOI'O
MCKCETEBOI'O AOCTYIIA.

1.10

QDYHKIUU MEKCETEBOIO

OKpaHUPOBaHUA HaA PA3JTUYHBIX

ypoBHsx monenn OSI. ®dunbTpanus
Tpaduka. Beimonnenue GpyHKIn
nocpenHuuecTBa. Kpurepuu oneHku u
KJIaccu(UKaIUs MEXKCETEBBIX 3KPAHOB.
0O030p COBpEMEHHBIX CHCTEM
FireWall.

IToctpoenue 3aIUIICHHBIX
BUPTYAJIbHBIX CETEH

1.12

Beenenue B 3anuileHHBIC
BUpTYyaJIbHBIC CeTU. TyHHEIUpPOBaHUE
Ha KaHAJIbHOM ypOBHE. 3aliuTa
BUPTYJIbHBIX KAHAJIOB HA CETEBOM
YPOBHE.

1.13

[MocTpoenue 3amuIeHHBIX
BUPTYAJIBHBIX CETEH HAa CEAHCOBOM
ypoBHe. Pacnipenenenue
KpUNTOrpapUUecKuX KIrouei u
COIJIaCOBAHUE NapaMETPOB
3alUIIEHHBIX TYHHENEH.

1.14

be3onacHOCTh y1aeHHOro A0CTyNa K
JokajabHOH cetu. O630p cpencTB
HOCTPOEHHUS 3alUIIEHHBIX
BUPTYaJIbHBIX CETEH.

1.15

CMS, camble pacipocTpaHEHHbIE
CMS, Drupal.

1.16

VY 3BUMOCTH, XapaKTEPHBIE TS
BEONPUIIOKEHUH, OCOOCHHOCTH ISt




CMS.

1.17

Vsa3sumoctu Drupal.

1.18

Buapl TepMuHanoB yaaaeHHOTo
noctyna Telnet m SSH, cxoncTBa
pa3anaus.

1.19

Tunossie omMOKN 0E30I1aCHOCTH
ucnons3zoBanusi SSH, best practice.

1.20

WMHCTpYMEHTHI 715 aTak 10 CIIOBapIO U
OopyTdopca, crmrocoOb! 3aUTHI OT HUX.

1.21

OOHapyKeHre TPU3HAKOB aTakK Ha
CEPBHCHI HAa YPOBHE X0OCTa, HA YPOBHE
CETH.

1.22

XapakTepHble JeHCTBUS HApyILIUTEIS.
OOHapyKeHre MPU3HAKOB aTaK Ha
ypoBHe ceTn. OOHapyKeHue
IPU3HAKOB aTak Ha YPOBHE XOCTa.

1.23

OCHOBHBIE YSI3BUMOCTHU
BeOnpunoxenuit. OWASP TOP 10.

1.24

Va3sumocts SQL-unbekuus. CyTs.
Bunapel. Yrpo3ssl.

1.25

Yto TaKoe BeO-IIeT U KaK UX UCKATh.

1.26

DummHr. OCHOBHBIE CIIOCOOBI ATAKU
Ha IT0JIb30BAaTENA.

1.27

[Iporokon RDP. Haznauenue,
YSI3BUMOCTH U CLIOCOOBI
KOH(QUTYpUPOBaHHUS.

1.28

bazoseie monsaTust Active Directory.
VYnpasnenue nosib3oBaTesiMu Active
Directory.

1.29

JlorupoBanue coOBITHI B BeOcepBepe.
Kakne JAaHHBIC XpaHATCA B JIOrax.

1.30

OcCHOBHEBIE CBCIACHUS 110 aHAJIN3Y
JoroB BeO-cepBepa. Ha uto criexyer
oOparaTh BHUMaHHE.

1.31

Kaxk npoBoauTh aHann3 0a3bl JaHHBIX
BeO-pecypca, Ha 4TO CTOUT 0OpaIaTh
BHHMMAaHHC.

1.32

OCHOBHBIE CBEJICHUS O TIOYTOBOM
cepsepe MS Exchange.

1.33

Yro takoe Outlook Web Access u
KaKHe yrpo3bl OH HECET.

1.34

Mapuipyrusarop. Haznauenue u
BBINOJIHSIEMbIE (DYHKLIUH, CIOCOOBI
KOH(QUTYypUPOBaHHUS.




1.35 | IIporoxon SMB. OcHOBHBIE CBEEHUS 2 2
U IPUMEHEHHE.

1.36 | 'naBHBIE N3BECTHBIE YA3BUMOCTHU 2 2
npoTtokona SMB.

2 JlabopaTtopHblie padoThl 72 72

2.1 | Unrepdeiic Cisco Packet Tracer. 8 8

I'maBHoe oxkHO Cisco Packet Tracer.
O6opynoBanue u TuHUA cBsi3U B Cisco
Packet Tracer. ®usnueckas
KOMILTCKTAIHs 000PYIOBAHHS.

2.2 | Pexum cumymsamuu B Cisco Packet 6 6
Tracer.

2.3 | CereBble ciyx0bl. HacTpoiika ceTeBbIx 8 8
CEpPBHUCOB.

2.4 | OcHOBHBIE KOMAaH[bl OIEPALMOHHOMN 8 8
cucremsl Cisco 10S.

2.5 | Cratudeckas MapLIpyTH3aLUs. 8 8

Hacrpoiika cratnyeckon
mapuipytusanuu. [locrpoenue Tabmui
MapIIpyTHU3ALHHN.

2.6 | IuHamuyeckass MapuIpyTH3alMs. 8 8
Hactpoiika  mporokosma  RIP.
Hactpoiika mnporokona RIP B
KopriopaTuBHOM cetu. Hactpoiika

nporokosa OSPF.

2.7 | Cayxb6a NAT. IIpeoOpa3zoBanue 6 6
ceTeBbIX azpecoB NAT.

2.8 | BupryanbHble nokanbHble ceTd VLAN. 8 8

Hacrpoiika VLAN Ha ogHOM
kommyTtarope Cisco. Hactpoiika
VLAN Ha nByx kommyTaropax Cisco.
Hactpoiika VLAN B xopriopatuBHOI

CETH.
2.9 | MHOronosb30BaTeNIbCKUN PEXKUM 6 6
paboThL.
2.10 | Coucku ynpasnenust gocrynom ACL| 6 6
(Access Control List).
Hroro | 72 72
| Utoro | 144 | | | 72| | 72 |

3.3Coaep:xanue QM CHUNINHBI

Tema 1. OCHOBBI COBPEMEHHBIX CETEBBIX TEXHOJIOTHH.
Tema 2. Cxema B3aumopeiictBus ¢ Web-cepBepom. Pacnpenenennas o0paboTka
UH(POPMALIMU Ha OCHOBE MUTPUPYIOIIUX MTporpamm. JloCTyI K pesUOHHBIM 0a3aM JTaHHbIX.
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Tema 3. be3zonacHoe MacmTabupoBaHWe KOMIBIOTEpHbIX cerell. lcnonb3zoBanue
nosTtopurenei. CerMeHTanus CeTH ¢ OMOIIbI0 MOCTOB.

Tema 4. [Ipumenenne koMMyTaTopoB. [locTpoeHrne MapuIpyTU3UPOBAHHBIX CETEH.
AJTOPUTMBI U IPOTOKOJIBI MAPIIPYTU3ALIUH.

Tema 5. CriocoObl HanaIeHUN HA KOMIIBIOTEPHBIE CETH.

Tema 6. CocoObl HECAaHKIIMOHMPOBAHHOTO JOCTyna K HHQOpPMAIMH B KOMIIBIOTEPHBIX
cersax. Hanajenus Ha noauTuKy 0€30MacHOCTH M MPOLEAYPhl aAMUHUCTPATHBHOTO IOCTYTIA.

Tema 7. HamameHuss Ha TOCTOSIHHBIE KOMIIOHEHTBI CHUCTEMBbI 3amiuThl. Hamamenuss Ha
CMEHHBIE AJIEMEHTBI CUCTEMBI 3aILUTHI.

Tema 8. Hamagenust Ha mpoTOKOJIBI WH(DOPMAITMOHHOTO B3amMojaelcTBus. Hamanenus Ha
(byHKIIMOHATIBHBIE JIEMEHTHI KOMITBIOTEPHBIX CETEH.

Tema 9. 3ammTa OT HECAHKIIMOHUPOBAHHOI'O MEKCETEBOI0 TOCTYTIA.

Tema 10. @yHKIMHM MEXCETEBOrO 3KPaHMPOBAHMS HA PA3IUYHbIX YpoBHAX Mozaenu OSI.
Qunbtpanus  Tpaduka. BreimonHenuwe QyHKumil mocpenHuuectBa. Kpurepum OLEHKH H
KJaccu(uKaIums MexXceTeBbIX 3kpaHoB. O030p coBpeMeHHBIX cucteM FireWall.

Tema 11. [TocTpoeHune 3alIMIIIEHHBIX BUPTYaIbHBIX CETEH

Tema 12. BBenenue B 3alMIICHHBIE BUPTYaJbHbIE CETH. TyHHEIMPOBAHUE HA KaHATbHOM
YpOBHE. 3aluTa BUPTYaJbHbIX KaHAJIOB HA CETEBOM YPOBHE.

Tema 13. IlocTpoeHue 3alMIIEHHBIX BHPTYalbHBIX CETEH Ha CEaHCOBOM YpOBHE.
Pacnpenenenne kpuntorpaduueckux KIOYEH M COIJIacoBaHME MApaMETPOB 3aIIMIIEHHBIX
TyHHEJEH.

Tema 14. be3omacHOCTh yAAGHHOTO JOCTyNa K JoOKanbHOW cetn. OO030p cpenacTs
MOCTPOCHHUS 3aIUIICHHBIX BUPTYaJIbHBIX CETEH.

Tema 15. CMS, camble pacnipoctpaneHHsie CMS, Drupal.

Tema 16. Ys3BuMoCTH, XapakTepHbIE 715 BEO-MIPHIIOKEeHUN, ocobeHHocTH st CMS.

Tema 17. YsazBumoctu Drupal.

Tema 18. Bunsl TepMuHanoB yaanennoro gocrymna Telnet u SSH, cxonctsa u paznuuust.

Tema 19. Tunossle omuOku 6e3o0macHoCcTH Ucnoib3oBanust SSH, best practice.

Tewma 20. UHCTpyMEHTHI 11 aTak Mo cIoBapro U OpyTdopca, CrnocoObl 3alUTh OT HUX.

Tema 21. OGHapyKeHHE MPU3HAKOB aTaK Ha CEPBUCHI HA YPOBHE XOCTa, HA YPOBHE CETH.

Tema 22. XapakrepHsie nericTBust HapymmuTenss. OOHapyKeHHE NMPU3HAKOB aTaK Ha yPOBHE
cet. OOHapyXKeHHE MTPU3HAKOB aTaK Ha YPOBHE XOCTA.

Tema 23. OcHoBHbIe ysi3BUMOcTH BeO-npuioxxenuit. OWASP TOP 10.

Tema 24. Vsa3Bumocth SQL-unbekuus. CyTs. Buasl. Yrpo3ssl.

Tema 25. Yto Takoe BeO-IIEIT U KaK UX UCKATh.

Tema 26. @ummnr. OCHOBHBIE CITIOCOOBI aTaKW Ha MOJIb30BATENS.

Tema 27. [Iporokon RDP. Ha3znauenue, yss3BUMOCTH U CIIOCOOBI KOH(PHUTYPHPOBAHUSI.

Tema 28. bazossie mousatust Active Directory. YnpaiieHue mosiabs3oBareisiMu Active
Directory. Tema 29. JlorupoBanue coObiTHii B BeO-cepBepe. Kakue maHHbIE XpaHATCS B

Jorax.

Tema 30. OcHOBHBIEC CBEICHUS 1O aHAIM3Y JIOTOB BeO-cepBepa. Ha uro ciemyer obpamiarh
BHUMaHHUE.

Tema 31. Kak mpoBoauTh aHanu3 0a3bl JaHHBIX BeO-pecypca, Ha 9TO CTOUT OOpamaTh
BHUMAaHHUeE.

Tema 32. OcHOBHEBIE CBeZIeHUs 0 TouTOBOM cepBepe MS Exchange.

Tema 33. YUro takoe Outlook Web Access 1 kakue yrpo3bl OH HeceT.
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Tema 34. Mapmpyruzatop. HasHaueHne u  BbIONMHSEMBIE (YHKIHH, CIIOCOOBI

KOH(UTYpUPOBaHUS.

Tema 35. [IpoTtokon SMB. OcHOBHBIE CBeieHUS U TpUMEHEHHE. Tema
36. I'naBHbBIE N3BECTHBIE YS3BUMOCTH IpoTOKOIa SMB.

3.4TemaTnka CeMUHAPCKUX/MIPAKTHYECKUX U JIA0OPATOPHBIX 3aHATHI

3.4.1 JTaGopaTopHbI€ 3aHATUS

JlaGopatopHnas padota Nel

JlaGopatopHnas pabota Ne3.
JlaGopatopHnas pabota Ne4.
JlaGopaTtopnast pabota Ne5.
JlaGopaTtopnast pabota Ne6.
JlaGopartopnast pabota Ne7.
JlaGopartopnasi pabota NeS§.
JlaGopaTopnas pabota Ne9.

. Pexxum cumymsmun B Cisco Packet Tracer
JlaGopatopHnas pabora Ne2.

Hactpoiika ceTeBbIX cepBUCOB

3HakoMcTBO ¢ komaHaamu [0S

Hacrpoiika craTudeckoi MapiupyTU3aluu

[TocTpoenue Tabiui MapIpyTH3aLUU

Hactpoiika nporokona RIP

Hactpoiika npotokona RIP B kopnopaTtuBHOU ceTr
Hacrpoiika npotokona OSPF

[TpeobpaszoBanue ceteBbix aapecoB NAT Jlaboparopras

pabota Ne 10. Hactpoiika VLAN Ha ogHoM kommyTaTope Cisco
JlaGopatopnas padorta Ne 11. Hactpoiika VLAN Ha nByx kommyTaropax Cisco
JlaGopatopnas padorta Ne 12. Hactpoiika VLAN B KOpropaTuBHOM ceTH

Jlabopartopnast pabota Ne 13. MHOTOIOIB30BaATEIBCKHUI PEKUM PAOOTHI

Jlabopartopnast pabora Ne 14. Cniricku goctyrma

3.5TemaTnka KypcOBBIX IPOEKTOB (KypCOBBIX pador)

KypcoBoe npoekTiupoBaHue o JaHHON AUCHUIUIMHE Y4eOHBIM IUIAaHOM HE 3aIUIaHUPOBAHO.

4 VYueOHO-MeTOAMYecKOe M HHPOPMALIMOHHOE 0O0ecIeYeHue

4.1 Hopmatusnbie 1okyMmeHTbl 1 'OCToI

[Iporpamma  coctaBieHa

O6p a30BaTCIIbHBIM CTaHAapTOM

B COOTBCTCTBHUH C (DeﬂepaJIBHBIM TroCcy1apCTBCHHBIM
BBICHICTO 06p330BaHI/IH 1o HaITpaBJICHUIO IIOATrOTOBKH

cneuuanuctoB 10.05.03 «udpopMannonHas 6e301aCHOCTh ABTOMATH3MPOBAHHBIX CHCTEM))

4.2 OcHOBHas TUTEPATYpa

1. Bopo6ses, C. I1. KomnbioTepHble ceTH U ceTeBas 6e30MacHOCTb : yueOHoe nocooue /
C. I1. Bopo6ses, C. H. lllupo6oxkosa, P. K. Jluteak. — HoBouepkacck : FOPTTIY (HIIN), 2022. —
216 c. — ISBN 978-5-9997-0805-2. — TekcT : aneKkTpoHHbIH // JIaHb : 3eKTpOHHO-O0MOIHOTEYHAs
cucrema. — URL: https://e.lanbook.com/book/292247. (nata o6pamenus: 01.09.2022)
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2. Oununmos, b. Y. MadopmanmonHas 6e3omacHocTh. OCHOBBI HAZIGKHOCTH CPENICTB
cBs3u : yueOHuk / b. Y. ®unmunmos, O. I'. [llepctheBa. - Mocksa : lupexr-Meaua, 2019. - 240 c. -
ISBN 978-5-4475-9823-5. - Tekct : anektponHsbIil. - URL:
https://znanium.com/catalog/product/1908083. (nara obpamenus: 01.09.2022)

3. Kupenbepr, A. I'. CuctemMHOE aIMUHHCTPUPOBAHUE U HHHOPMAITHOHHAS
6e3omacHocTh ceTeit 9BM : yueOHoe nocobue / A. I'. Kupenbepr. — Kemepono : Ky3['TY umenu
T.®. I'opbauena, 2022. — 120 c. — ISBN 978-5-00137-292-9. — Tekcr : anekTpoHHbIN // JIaHb :
ANIeKTPOHHO-OuOHoTeunas cuctema. — URL: https://e.lanbook.com/book/257564. (nata
obparmenus: 01.09.2022).

4.3 lonoJiHMTEIbHAS JIUTEPATypa

1. [Ipoxopoga, O. B. UnpopmarmonHast 6e3omacHocTh 1 3amura uHGopmanuu / O. B.
[IpoxopoBa. — 5-e u3n., crep. — Cankrt-IlerepOypr : Jlanp, 2023. — 124 c. — ISBN 978-5-507-
46010-6. — Tekct : anmekTpoHHbIN // JlaHb : snekTpoHHO-OMOMHMoOTeyHass cuctema. — URL:
https://e.lanbook.com/book/293009. (nata obpamenus: 01.09.2023).

2. KpaxoBckwii, FO. M. MeTo/bl 3a1uThl HHGOpPMAINY : y4eOHOE TTOCOOHUE ISt BY30B /

10. M. KpakoBckuii. — 3-¢ u3j., nepepad. — Cankr-IletepOypr : Jlans, 2021. — 236 ¢. — ISBN
978-5-8114-5632-1. — Tekcr : anekTpoHHbIH // JIaHb : 2IEKTPOHHO-OMOINOTeUHAsl CUCTEMA. —
URL.: https://e.lanbook.com/book/156401. (mata obpamienus: 01.09.2023).

3. Bopo0Obes, C. I1. KomnbsroTepHbie CEeTH U ceTeBasi 0€30MacHOCTh : yueOHOe mocooue /
C. I1. Bopo6ses, C. H. lllupo6okosa, P. K. JIutesik. — HoBouepkacck : FOPT'TIY (HIIN), 2022. —
216 c. — ISBN 978-5-9997-0805-2. — TekcT : anekTpoHHbIH // JIaHb : 2IeKTpOHHO-OMOIMOTEUHAS
cuctema. — URL: https://e.lanbook.com/book/292247. (nata obpamenwus: 01.09.2023).

4.4 J1eKTPOHHBIE 00pa3oBaTeIbHbIE PECyPChI

https://www.cisco.com/c/m/en_sg/partners/cisco-networking-academy/index.html

4.5 JIu1ieH3M0HHOE M CBOOOHO pacnpocTpaHsieMoe MPorpaMMHoe
o0ecreyenue

1. Be6-6pay3ep Chrome

2. Microsoft Office

3. Cisco Packet Tracer

4. Wireshark

5. Cisco Network Academy
6. VBox

4.6 CoBpemMeHHblIe npodeccuoHaIbHbIE 0a3bl JAHHBIX U HH(POPMAIlUOHHBbIE
CIIPaBOYHbIE CHCTEMbI

JlokanbHBII HayyHO-00pa30BaTEeNbHBI KOMIUIEKC O auciumuinHe «be3omacHocTh ceteit
AJIEKTPOHHBIX BBIUNCIUTEIBHBIX MALIUH.
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5 MarepuajabHO-TEXHHYECKOE o0ecredeHue

Jlns mpoBeneHHS BCEX BHUAOB 3aHATHI HEOOXOAMMO MPE3EHTAIMOHHOE O0OpYyAOBaHUE
(MyIbTUMEIUNHBIA IPOEKTOP, IKpPaH) — | KOMILIEKT.

s mpoBeneHust 1a00OpaTOPHBIX 3aHATUN HEOOXOIUMO HAJTUYHME KOMITBIOTEPHBIX KJIacCOB
000pYIOBaHHBIX COBPEMEHHOW BBIYMCIMTEIIPHOW TEXHUKOW W3 pacuera OJHO pabouyee MecTo Ha
OJIHOTO 00y4aeMoro.

6 Meroanyeckne peKOMEHIAUNH

6.1 MeTonnueckne peKOMeHIAIUM /IS IPENoAaBaTeis 0 OpraHu3anuu
o0yueHust

I. [Ipyn moAroTOBKE K 3aHATUSM CIEAyeT MPEABAPUTENHHO MPOpadoTaTh MaTepHal
3aHATHUS, MPETyCMOTPEB €ro Mojaadyy TOYHO B OTBEACHHOE A ATOro Bpems 3aHsaTus. Ciemyer
MOJFOTOBUTh HEOOXOIMMBbIE MaTepHuajibl — TEOpeTHYECKHe CBeAeHus, 3amaun u ap. llpu
MIPOBECHUM 3aHATUS CIEAYET KOHTPOJIMPOBATH MOJadyy MaTepuana U peuieHue 3aJaHuil ¢ y4eToM
y4eOHOTO BPEMEHU, OTBEIACHHOTO JJIsl 3aHATHUS.

2. [Ipu mpoBepke pabOT ¥ OTUETOB CIEAYET YYUTHIBATH HE TOJBKO MPABUIBLHOCTH
BBITIOJIHEHMS 3a/IaHWi, HO W ONTUMAJIBHOCTh BBIOPAHHBIX METOJOB PEIICHHS, MPAaBUIBHOCTH
BBIIIOJIHEHMSI BCEX €r0 IIaroB.

6.2 MeToan4yeckue yKazaHus sl 00yYAIOIIUXCH 110 OCBOCHUIO U CIUIIINHbI

N3ydyeHne qUCIUILIMHBI OCYLIECTBIIIETCSA B CTPOIOM COOTBETCTBHUHM C LIEJIEBONW YyCTAHOBKOM B
TECHOM B3aMMOCBSI3H YUeOHBIM II1aHOM. OCHOBOM TEOPETHYECKON M MPAKTHYECKOM IMOATOTOBKH
CTYACHTOB SIBJISIIOTCS JIEKIIUH U JTa0OpaTOpHbIE PaOOTHI.

B mpouecce camocToOsATENTbHON PabOThI CTYIEHTHI 3aKPEIUIAIOT W YIIIyOJNSIOT 3HAHUS,
MOJlyYEHHbIE BO BpeMs AayIUTOPHBIX 3aHATUH, TOTOBITCS K DJK3aMEHY, a Takke
CaMOCTOSITENIbHO M3y4alOT OTJENIbHbBIE TEMbI YUEOHOH MPOTrpaMMBbl.

7 DOoHJ OLEHOYHBIX CPEICTB

7.1 MeTobl KOHTPOJIS M OLIEHMBAHUS Pe3yJIbTATOB 00y4eHU s

B mpouecce o0ydeHHs HCIONB3YIOTCS CIEAYIOIIUE OLIEHOYHbIE (POPMBI CaAMOCTOATEIHHOU
paboThl  CTY/JEHTOB, OILICHOYHBIE CpPEACTBA TEKYIIET0 KOHTPOJNS  YCIEBaeMOCTH U
MIPOMEKYTOUHBIX aTTeCTAllU:

- IPOBEJCHHE JIaOOPATOPHBIX PAOOT (MPAKTUUECKUX 3aHATHI C UCIIOIb30BAaHUEM
CTHELTEXHUKN) U UX 3allINTa;

- CaMOCTOSITENIbHAs TMOATOTOBKA U TPOBEACHHWE MPE3EHTAlMid [0 TeMam
JUCLUIUIMHBL; - 9K3aMEH.
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7.2 llkana 1 KpUTEPHH OLICHUBAHUSA Pe3yJIbTATOB 00y4eHUs!
d)opMa HpOMC)KyTO‘IHOfI aTTCCTallMM. DK3aMCH.
[To uToram MpoMeKyTOYHOM aTTECTAIIMU TIO TUCHIUIUTAHE (MOJIYJII0) BBICTABIISETCS OIICHKA

COTIIMYHO», «XOPOII0», «yAOBJICTBOPUTEIILHO» HUIIN «HCYAOBJICTBOPUTCIIHLHOY.

Ixana oneHuBaHUSA Onucanue

BoinmonHensl Bce BHABI Yy4eOHOM paboOTHI, MPEayCMOTPEHHBIE
y4eOHbIM Tu1aHoM. CTYyIEeHT AeMOHCTPUPYET COOTBETCTBUE 3HAHMIA,
YMEHHM, HaBBHIKOB NpPHUBEICHHBIM B TaOJHMIAX MOKa3aTele,
omepupyeT NpUOOPETECHHBIMU 3HAHUAMU, YMEHHSIMH, HaBBIKAMU,
MPUMEHSIET UX B CHUTyalMsX MOBBIIIEHHOW cioxHOCTU. [Ipu sTOoM
MOTYT OBITH JOMYIIEHbl HE3HAYUTENbHBIC OIIMOKH, HETOUYHOCTH,
3aTpyIHEHUS MPH aHAIUTUYECKUX OMEpalusx, MepeHoce 3HaHUN U
YMEHHI Ha HOBBIE, HECTAHAPTHBIC CUTYAIIHH.

OTINYHO

BoeimonHeHnsl Bce BHIBI Yy4eOHOM paboOThI, MPEAyCMOTPEHHBIC
yaeOHbIM  mnaHoM.  CTyIOeHT  JeMOHCTPUPYET  HEMOJHOE,
Xopouio NIPABUIIBHOE COOTBETCTBHUE 3HAHUU, YMEHU, HAaBBIKOB
MIPUBEJICHHBIM B TAOIUIAX MMOKa3aTeNeH, IN00 ecu Mpu dTOM ObLIN
JIOITYIICHBI 2-3 HECYIIECTBEHHBIC OIINOKH.

BrimonHensl Bce BuIbl yueOHOM pabOThI, MPEayCMOTPEHHBIE
y4eOHbIM Tu1aHOM. CTyAEHT AEMOHCTPUPYET COOTBETCTBUE 3HAHMIA,
Y IOBNETBOPUTENBHO | B KOTOPOM OCBEIIEHAa OCHOBHas, Hauboyiee BakHasg YacTh
MaTepuana, HO MpH 3TOM JOMyIleHa OJHA 3HAYUTENbHas OIIMOKa
VI HETOYHOCT.

He BeimmonHeH onuH win Oojee BUAOB Yy4eOHOH paboOTHI,
MPEIYCMOTPEHHBIX Y4eOHBIM IUIaHOM. CTYIEHT JIEeMOHCTPUPYET
HETIOJIHOE COOTBETCTBUE 3HAHWI, YMEHUH, HABBIKOB MPUBEICHHBIM
B TabnmuIax MoKa3aTeJel, JOMyCKaloTCs 3HAYUTEIbHbIC OLIMOKH,
MPOSIBISIETCS. OTCYTCTBUE 3HAHWM, YMEHHH, HAaBBIKOB IO Psay
MoKa3aTesiei, CTYICHT HCHBITHIBACT 3HAUYUTEIbHBIC 3aTPyIHCHHUS
NpU OTIEPUPOBAHWY 3HAHUSIMH M YMEHHUSMHU TPU MX TEpeHoce Ha
HOBBIE CUTYAIUH.

HeynosnerBopurenbHo

7.3 OueHo4HbIe CpeacTBa
7.3.1 OuieHOYHBIE CPEACTBA ISl TEKYIIEH aTTecTaluu

KOMHLIOTepHOC TECTUPOBAHHUE.

7.3.2 OnieHOYHbBIE CPEACTBA AJIsl IPOMEXKYTOUHOM aTTecTaluu
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JK3aMeH.

Crmcok BOITPOCOB JIA 5K3aMCHa IO JUCHUIIIINHE

1. Bunbl ceTeBbIX aTak M BPEIOHOCHBIX MPOTPAMM, MEXaHU3M pealli3allid U
ceTeBast YA3BUMOCTb.

2. Knaccudukanmum crnoco00B HECaHKIIMOHMPOBAHHOTO JIOCTyHa K CETEBOM
uH(pOpMaLIUH.

3. OcHOBHbBIE MEXaHU3MbI MPOBEACHHS CETEBBIX aTaK Ha PA3IUYHBIX YPOBHSIX
mozaeau ISO/OSI.

4. [Mpobnembr  oOecneueHust  KOH(PUICHIMATBHOCTH,  LEJIOCTHOCTH U

JOCTYITHOCTH HMHGpOpMAalMKM Ha pa3nuyHbiX ypoBHAX Mozaenn ISO/OSI  (ciyxObi
0€30MacCHOCTH U MEXAaHNU3MbI UX pealn3alnn).

5. DTarbl TOCTPOSHUSI CUCTEMBI HHGOPMAIIMOHHON O€30MaCHOCTH.

6. Croco0Obl  HECaHKIIMOHMPOBAHHOTO  JocTynma K  uHopManud B
KOMITBIOTEPHBIX CETSX.

7. Hanagenuss Ha monuTUKY 0€30MACHOCTH U MPOLEAYpPHl aAMHUHUCTPATUBHOTO
JIOCTYyTIA.

8. Hananenust Ha TOCTOSIHHBIE KOMITOHEHTBI CUCTEMBI 3aIIUTHI.

9. Hananenust Ha CMEHHBIE DJIEMEHTHI CUCTEMBI 3aIIUTHI.

10. Hamanenus Ha mpoTOKOJIBI HHPOPMAIIMOHHOTO B3aUMOICHCTBUSI.

1. Hamanenust Ha pyHKIIMOHAIBHBIC 3JIEMEHTHI KOMITBIOTEPHBIX CETEH.

12. OYHKIMM MEXCETEBOr0 SKPaHWPOBAHUSA Ha PA3IMYHBIX YPOBHAX MOJENU
OSIL

13. QunbTpanus Tpaduka.

14. QyHKIUU IOCPEIHUYECTBA.

15.  Kpurepun oueHKH M KJIAaCCH(PHUKAINS MEKCETEBBIX IKPAHOB.

16. Oco6eHHOCTH pabOTHI MEKCETEBBIX IKPAHOB IKCIIEPTHOTO YPOBHSIL.

17. YcranoBka, KOHGUTYPUPOBAHUE W HACTpOika cucteM 3ammuthl FireWall.

18. 3ammTa nHGOpPMAIIMH B TIpOIecce epeaadu mo ceT (Texunosorus VPN).

19. TyHHenupoBaHe Ha KaHaJTLHOM ypOBHE.

20.  3ammrTa BUPTYaJbHBIX KAHAJIOB HAa CETEBOM YPOBHE.

21.  IlocTpoeHHe 3alIMIICHHBIX BUPTYaJIbHBIX CETEH HA CEAHCOBOM YpPOBHE.

22.  Bugsl, pacnpeneneHHE KpPUNTOTpaQUUECKUX KIIOYEH U COIVIACOBAHUE
napaMeTPOB 3alTUIIECHHBIX TYHHEIEH.

23. be3onacHoCTh yaaneHHOro JocTyna K JIOKaIbHON CETH.

24. 3ammra wHGOPMAIMK OT HECAHKIIMOHUPOBAHHOTO JOCTyINa (MEXCETEBbHIE
SKpaHbl).

25. TpeboBanus k OC koMIbIOTEpa, HA KOTOPBIA yCTaHABIMBACTCS OpIHAMAY3D.

26. Kakue »srneMeHTbl BHYTpeHHEW MOJUTUKH O€30MacHOCTH CETH MPEANPHITUSL
MO3BOJISIET OPraHU30BaTh UCTIONIb30BaHue MO, 1 KakuM oOpazom?

27. Crioco0bl opraHu3aluy 3alIMIEHHBIX BUPTYyaJIbHBIX KaHAJIOB.

28. Bapuantsl Texanueckoit peanuzanuu VPN-cereit.

29. 3ammTa BHyTpUCETEBOTO Tpaduka.
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30. JlocToMHCTBAa W HEAOCTATKH ayTEeHTU(UKAIMU Ha pPa3IUYHBIX YPOBHSIX
monemu ISO/OSI.

31. MexceTeBble IKpaHBbI.

32. 3aaun MEKCETEBBIX IKPAaHOB B 00ECIIEUEHUN CETEBOM OE30MaCHOCTH.

33. Knaccudukanus MexceTeBbIX SKPaHOB.

34. [Toctpoenue mpaBul GUIBTPAILIUN.

35.  TpebGoBaHHs K MEKCETEBBIM IKpaHaM.

36. [I110361 YpOBHSI IPUITOKEHHH.

37. DKpaHUPYOLUH MapUIpyTHU3aTOp (MaKETHBINA QUIIBTP).

38. DKpaHUPYIOUUNA TPaHCTIOPT (1IJTI03 CEAHCOBOTO YPOBHS).

39. KoMI1ekCHbIE MEXKCETEBBIE KPAHBI.

40. Peanu3zanus cereBoil NOJUTUKU OE€30MaCHOCTH € UCIIOJIb30BAaHUEM.

41. MeToe1 00X0/1a MEKCETEBBIX IKPAaHOB

42. OCHOBHBIE BO3MOKHOCTH M CXEMBbI pa3BEPThIBAaHUS MEKCETEBBIX IKPAHOB.

43, JlocTOMHCTBA ¥ HEJOCTATKH MEXCETEBBIX SKPAHOB.

44. CriocoObI U30SIMH TOTOKOB HH(OPMAIIUU B CETH.



