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1 ]_Ie.]'ll/l, 3aa'YiM 1 IVIAHUPYEMBIC PE3YJIbTAaThl Oﬁy‘IeHI/Iﬂ o AMCIOMIIJINHE

K 0CHOBHBIM 1eJIAM OCBOCHUS JUCIUILTNHBI «3alIuTa HHOOPMAIIMI» OTHOCHTCS:

J o0yuyeHHe CTYJEHTOB MNpUHIMIAM >(PPEKTUBHON OpraHu3alu HWHEPOPMAIMOHHON
3alIHTHI;

J ¢dopMHpOBaHUE y HUX YMEHHI BOCCTAHOBJICHUS YACTUYHO MTOTEPSTHHOM MHPOPMALIUH.

J 3aKperuIeHHe OTy9aeMbIX B CEMECTPE 3HAHUI U HaBBIKOB HA IPAKTHKE;

J ¢dopMHpOBaHHE B3aUMOCBS3EH, TOIYYaeMBIX B CEMECTpe 3HAHMHA W HABBIKOB C

U3y4YEHHBIMH paHEE;

. NOJTrOTOBKA CTYACHTOB K JAEATEIBHOCTH B COOTBETCTBHU C KBAJTU(PHUKAIIMOHHON
XapaKTepUCTHKON OakaaBpa.

K ocHOBHBIM 3a1a4aM IHUCHUIUIMHBI «3aliuTa HHPOPMALMU» OTHOCATCS:

° 3aKpEIUIEHUE OCHOB IIPOrPAMMUPOBAHMS;
o OCBOCHHME COBPEMEHHBIX TEXHOJIOTHH 3aIIUTHI OT PA3JIMYHBIX atak B IHTepHEeTE;
. CIOCOOHOCTH MCTOJIb30BaTh OCHOBHBIE MPUHIIMITBI HHGOPMAITMOHHOW O€30MaCHOCTH

B Pa3IMYHBIX cepax AeaTeIbHOCTH.

OOydenue mo AuUCHUIIIUHE «3aluTa UHPOpPMALWK») HANpaBleHO Ha (OPMHPOBAHUE Y
00yJaroIMXCs CIEAYIOINX KOMIETECHIINI:

Koa v HaumMeHoBaHue KOMIIETEHIIMA NHauKaTopbl 10CTHKEHUSI KOMIIETeH U

OIIK-3. Cmocoben pemats crangaptaeie | MOIIK-3.1. 3HaeT MPUHIUIIBI
3a1auu po(hecCHOHAIBHON ACATENHHOCTH Ha | HHPOPMAIIMOHHOW ©  OmOimorpaduaeckoit
OCHOBE nH(OPMAITMOHHON U | KyJIBTYpbl, METOJIbI, CIIOCOOBI W CpEICTBa
oubmuorpaduueckoi KYJBTYPbI C | momyuyeHus, XpaHeHHs W  TepepabOTKU
MIPUMEHEHUEM nH(POPMALIMOHHO- | MHpOpMAaIUY; MOPUHIAIIBI  TIOCTPOSHUS
KOMMYHUKAITHOHHBIX TEXHOJIOTUH U C YIETOM | COBPEMEHHBIX WHPOPMAIIMOHHO-
OCHOBHBIX TpeboBaHWN HMH(DOPMANMOHHONW | KOMMYHUKAIIMOHHBIX TEXHOJIOTHIA, MOJETH
0e30macHOCTH OpraHW3allii JTaHHBIX, CETEBBIE MOJICIH,
HMepapXWuecKue  MOJENIH,  PENSIHOHHYIO
MOJIENTb U OOBEKTHYIO MOJICTIb.

NOIIK-3.2. VMeer pemars CTaHJapTHBIE
3a1a4u podecCHOoHaNbHON NesITeTPHOCTH Ha

OCHOBE UHPOPMALIMOHHOM u
oubmmorpaduueckoit KYJIBTYpbI c
IIPUMEHEHUEM nH(OPMAIIMOHHO-

KOMMYHUKAITHOHHBIX TEXHOJIOTUH U C YUETOM
OCHOBHBIX TpeOOBaHUN HHPOPMALMOHHOM
0€30MacHOCTH.

NOIIK-3.3. Bnageer MerogamMu TNOHWCKa U
aHamm3a WHQOpPMAamWU  JUIST  MTOATOTOBKH
JIOKYMEHTOB, 0030pOB, pedepaToB, JOKIAI0B,
myOJIMKAIMi, Ha OCHOBE WH()OPMAITMOHHOW U
oubnuorpaduyeckoll KyJIbTypbl, C YYETOM
coOJTI0ICHHS aBTOPCKOTO MpaBa U TpeOoBaHUH
MH(OPMAIIMOHHOW OE30MACHOCTH.




2 MecTo IMCHUIVIMHBI B CTPYKTYpe 00pa3oBaTe/ibHOM MPOTrpaMMbl

I[I/ICHI/IHJ'II/IHa ((3aHlI/ITa I/IH(i)OpMaHI/II/I» OTHOCUTCA K YHCIIY y‘~I€6HI)IX JUCITUITIINH

dbopMupyeMbie Y4aCTHHKaMHU 00pa30oBaTeNIbHBIX OTHOmeHUH dactu «WT-pa3paboTka» OCHOBHOM

00pa3zoBaTeIbHON MTPOTPaMMBI.
JlucruminHa B3aMMOCBSI3aHA JIOTHYECKU U COJIEPKATEIHHO-METOANYECKH CO CIICTYIONTUMU
aucuuiauHaMu u npaktukamu OOIT:

«OCHOBBI TECTUPOBAHUAY,

«lIpuknagHOE MPOEKTUPOBAHUEY,

«Pa3paboTKa TEXHUYECKUX TEKCTOB M JOKYMEHTALIUNY,
«IIpoextupoBanue 6a3 TaHHBIXY,

«OcHoBblI pazpabotku KNCy,

«Pa3paboTka MOOMIBHBIX MTPUIIOKEHUI,
«HanexxHocTh MHPOPMALIMOHHBIX CUCTEM,
«IIpoekTHas 1eATENbHOCThY.

3 Crpykrypa u coaepKaHue TUCHHUIINHBI

4acoB).

OO6mast Tpy10€MKOCTh AUCITUIUTMHBI COCTABIISIET 3 3a4eTHBIX eauHUIbl 108 akameMudeckux

3.1 Buabl y4eOHOM padoThbl M TPYA0EMKOCTD

(mo ¢popmam o0ydeHus)

3.1.1 Oynas hopma oOydeHus

Ne . KouunyecTBo CemecTpsl
Buj yue6Hoii padoThl
n/n 4acoB 6
1 | AyautopHble 3aHATHSA 54 54
B ToMm uucne:
1.1 | Jlekuuu 18 18
1.2 | CemuHapckue/npakTHYeCKHUEe 3aHATHS - -
1.3 | JlaGopatopHble 3aHATHS 36 36
2 | CamocTosiTesibHasi padoTa 54 54
3 | IIpome:xyTouHasi aTTecTANMS
3auet/nud.3auer/3K3aMeH Nud.3auer | Aud.3auer
HWroro: 108 108




3.2 TemaTuyeckuii JIAaH U3yYeHU S JUCHHUILINHBI

(mo popmam 00yueHu)

TpyroeMkocTh, yac

AyautopHas paéora 3
x p 3g |3 |56
0 a3/1eJbl/TeMBbI o - s % i a o £ g 5 =
n/n JUCUMIJINHBI ® = 2 0 5 © = $e| 8 3=
2 | E|gE5:2|5¢c|E8&
= = 2 g 9 3 == S
53 &7 ¢ 28| 2
o = = = O
| BBoanas nexkmnust « OCHOBEI 4 2
nH(pOpMaMOHHOM 0€301MacHOCTH
) JI/p Nel «3ammura ot XSS 4 2
INJECTION (mmocTosiHHO)»
3 JI/p Ne2 «3amura ot XSS 4 2
INJECTION (oTpaxxeHHOI )»
4 JI/p Ne3 «3amuta ot FILE 4 2
INJECTION»
5 Jlexiust «Ys13BUMOCTH BeO- 4 2
MIPUIIOKEHUID)
6 JI/p Ned4 «3amura or BRUTE 4 2
FORCE»
7 JI/p Ne5 «3amura ot 4 2
CLICKJACKING»
g JI/p Ne6 «3amura o SQL 4 2
INJECTION (cnenoi)»
9 Jlexuus «adpopmanmonHas 4 2
6e3onacHoctb B uTepHeT. TpeHabn»
10 JI/p Ne7 «3amura ot SQL 4 2
INJECTION (s1BHOI1)»
1 JI/p Ne8 «3ammra ot 3arpy3Ku 4 2
BPEIOHOCHBIX (paiimoB»
12 Jl/p Ne9 «3ammra ot cnaboro 4
i poBaHUS»
13 Jlexnus «3ammra BeO-TPUIOKEHUI 8 4 2
Ha PHP»
14 JI/p Nel0 «3ammTa OT BBITIOJTHEHHS 4 2
KOMaHJ Ha cepBepe»
15 | JI/p Nell «3amura or CSRF arakn» 4 2
16 Jl/p Nel2 «3amuTa OT pacKpbITUS 4 2
Ty TH»
17 | Jlekunst «OcHOBHBIE yrpo3bl by 6 4
JI/p Nel3 «3amuTa OT nosyyeHus 4 2
18 | MCXOHOrO KOJa MPUIIOKEHUS

(momHOTO)»




19 Jl/p Nel4 «3amuTa OT MOTydeHHS 4 2 2
TpaH3aKLUUI OJIb30BaTENEH»

20 JI/p Nel5 «3ammTa ot mosrydeHust 4 2 2
JAHHBIX MOJIb30BaTENICH»

)1 Jlexima «MotuBamus 6 4 2
3JI0yMBILIICHHUKA»

” Jl/p Nel6 «3amuTa OT MOIyYeHHS 6 2 4
IIOJIHOTO JIOCTYIA K CEPBEPY»

” JI/p Nel7 «3ammTa oT aBTOpHU3aAIIUN 6 2 4
M0J1 TPOU3BOJILHBIM MOJIb30BATEIEM)
JI/p Nel8 «3ammura ot nepeBoaa 6 2 4

24 | cpencTB OT auLA APYTroro
I10JIb30BaTENS»

Hroro 108 | 18 36 54

3.3 Coneprxkanue QM CHUILTAHBI

1. OcHOBBI HTHGOPMAITMOHHON O€30MTaCHOCTH
2. Vs3sumoctu BeO-npuioxenuit u UC
3. HNudopmannonnas 6ezonacHocts B UuTepHeT. Tpenast.
4. 3amuTa BeO-mpunoxxenuit Ha PHP.
5. OcHoBHble yrpo3s! 1b.
6. MoTuBanus 310yMBbIILJIEHHUKA

3.4 TemaTuka J1a00PaTOPHBIX 3AHATHI

1. 3AIUTA OT XSS INJECTION (ITOCTOSIHHO)

Cooeporcanue u nops0ox 8binoIHeHUs 1aO0pamopHou pabomoi.

° aHaJIM3 KOJ1a TECTOBOTO MPUIIOKEHUS H HAXOXKJICHUE YKa3aHHOH ysI3BUMOCTH;
° pa3paboTKa MPUIOKEHUs 0e3 yKa3aHHOH ys3BUMOCTH.

2. 3AIIUTA OT XSS INJECTION (OTPAXEHHOI)

CoOeporcanue 1 nopso0oK 8blNOIHEHUs 1AO0PAMOPHOU pabomal:

° aHaJIN3 KOJIa TECTOBOTO MPUIIOKECHHS M HAXO0XKICHHE YKa3aHHOM YsI3BUMOCTH;
° pa3paboTka NpUIIOKEHUs 0e3 yKa3aHHOH YsS3BHUMOCTH.

3. 3ALIUTA OT FILE INJECTION

Cooeporcanue u nopso0oK 8blnoIHeHUs 1a00PaAmopHOU pabomat:

° aHaJIM3 KOJIa TECTOBOTO MPHIIOKECHUS U HAXOXKICHHE YKa3aHHOH ysI3BUMOCTH;
° pa3paboTka NpuIIoKeHus 0e3 yKa3aHHOH ysS3BUMOCTH.

4. 3AIIUTA OT BRUTE FORCE

Cooepoicanue u nops0oK GbINOIHEHUsL 1ADOPAMOPHOU pabombi:

° aHaJIN3 KOJIa TECTOBOTO MPHIIOKEHUS U HAXOXKICHUE YKa3aHHOH ysI3BUMOCTH;
° pa3paboTKa MPHIOKEHUS 0€3 yKa3aHHOU YSI3BUMOCTH.

5. 3AIIIIUTA OT CLICKJACKING




CoOeporcanue u nopso0oK 8blNOIHEHUs 1AO0PAMOPHOU pabomai:
° aHaJIM3 KOJIa TECTOBOTO MPUIIOKECHHS M HAXO0XKICHHE YKa3aHHOM YsI3BUMOCTH;
° pa3paboTka IpUIIOKEHUs 0e3 yKa3aHHOH YsS3BUMOCTH.

6. 3AILIMTA OT SQL INJECTION (CJIEIION)

Cooeporcanue u nopso0oK 8blnoIHeHUs 1a00PaAmopHOU pabomai:

° aHaJIM3 KOJIa TECTOBOTO MPHIIOKECHHUS U HAXOXKICHHE YKa3aHHOH ysI3BUMOCTH;
° pa3paboTka NpuIoKeHus 6e3 yKa3aHHOH ysS3BUMOCTH.

7. 3AIIUTA OT SQL INJECTION (SIBHOI)

Cooepoicanue u nopsi0oK GbINOIHEHUsL 1ADOPAMOPHOU pabombt:

° aHAJIN3 KOJIa TECTOBOTO MPHIIOKEHUS M HAXOXKICHUE YKA3aHHOH YSI3BUMOCTH;
° pa3paboTKa MPHIOKEHUS 0€3 yKa3aHHOU YSI3BUMOCTH.

8. 3AIIATA OT 3AT'PY3KHU BPEJIOHOCHBIX ®AMJIOB

Cooeporcanue u nopsooK 6blnoIHeHUs 1A00PaAmopHOU pabomat:

° aHaJ3 KOJla TECTOBOTO MPHJIOKEHUS U HAXOXKJCHHUE YKa3aHHOM ysI3BUMOCTH;
° UCTIPaBJICHUE YS3BUMOCTH.

9. 3AUIUTA OT CJIABOT'O HIM®POBAHUA

Cooeporcanue u nops0ox 8binoIHeHUs 1ab0pamopHoU pabomot.

° aHaJIM3 KOJ1a TECTOBOTO MPUJIOKEHUS M HAXOXK/JICHUE YKa3aHHOH Ys3BUMOCTH;
° UCTIPABJICHUE YSI3BUMOCTH.

10. 3AIIUTA OT BbIIIOJIHEHMA KOMAH/I HA CEPBEPE

Cooeporcanue u nopso0oK 8blNOIHEHUs 1AO0PAMOPHOU pabomai:

° aHaJIM3 KOJIa TECTOBOTO MPUIIOKCHUS M HAXO0XKJICHUE YKa3aHHOM YsI3BUMOCTH;
° WCIIPaBJICHUE YSI3BUMOCTH.

11. 3AIINUTA OT CSRF ATAKU

Cooeporcanue u nops0ox 8binoIHeHUs 1ab0pamopHou pabomot.

° aHaJIU3 KOJ1a TECTOBOT'O MPUJIOKEHUS M HAXOXKJICHUE YKa3aHHOH YsI3BUMOCTH;
° UCTIPABJICHUE YSI3BUMOCTH.

12. 3AIIUTA OT PACKPBITUA ITYTU

Cooepoicanue u nops0oK GbINOIHEHUsL 1ADOPAMOPHOU pabombt:

° aHAJIM3 KOJIa TECTOBOTO MPUJIOKEHUS M HAXOXKICHUE YKA3aHHOHN YSI3BUMOCTH;
° UCTIpaBJICHUE YSI3BUMOCTH.

13. 3AIIUTA OT T[OJYYEHUA HNCXOJHOI'O KOHA TITPUJIOXEHUA
(ITOJIHOT'O)

CoOeporcanue u nopso0oK 8blNOIHEHUs 1AO0PAMOPHOU pabomai:

° aHaJIM3 KOJIa TECTOBOTO MPUIIOKEHUS M HAXO0XKJACHHE YKa3aHHOMN YsI3BUMOCTH;

° WCIIPaBJICHUE YSI3BUMOCTH.

14. 3AILMTA OT IOJIYYEHUS TPAH3AKIIUI ITOJIb3OBATEJIEN



CoOeporcanue u nopso0oK 8blNOIHEHUs 1AO0PAMOPHOU pabomai:

° aHaAJIM3 KOJIa TECTOBOTO MPUJIOKEHUS M HAXOXKICHUE YKA3aHHOHN YSI3BUMOCTH;

° UCTIPABIICHUE YSI3BUMOCTH.

15. 3AIIMTA OT IOJIYYEHU S JAHHBIX I10JIb30BATEJIEN

Cooeporcanue u nopsi0ox 8binOIHeHUs 1aO0PaAmopHOU pabomot.

° aHaJIU3 KOJia TECTOBOTO MPUJIOKEHUS M HAXOXKJICHUE YKa3aHHOH YsI3BUMOCTH;

° UCTIPABJICHUE YS3BUMOCTH.

16. 3AIIUTA OT INOJIYUEHUA TTOJIHOT'O JOCTVYIIA K CEPBEPY
CoOeporcanue 1 nopso0oK 8blNOIHEHUs 1AOOPAMOPHOU pabombl:

° aHAJIU3 KOJIa TECTOBOTO MPUIIOKEHUS M HAXOXKICHUE YKA3aHHOHN YSI3BUMOCTH;

° UCTIPABIICHUE YSI3BUMOCTH.

17. 3AIIUTA OT ABTOPU3ALIMU 1101 TPOM3BOJIBHBIM TTOJIb3OBATEJIEM
Cooeporcanue u nops0ox 8binoIHeHUs 1ab0pamopHou pabomoi.

° aHaJIM3 KOJla TECTOBOTO MPHJIOKEHUS M HAXOXKJICHUE YKa3aHHOH Ys3BUMOCTH;

° UCTIPABJICHUE YSI3BUMOCTH.

18. 3AIIUTA OT IIEPEBOJA CPEACTB OT JIMLIA APYT'OI'O ITOJIb3OBATEJIA
CoOeporcanue u nopsooK 8blNOIHEHUs 1AO0PAMOPHOU pabomal:

° aHAJIU3 KOJIa TECTOBOTO MPUIIOKEHUS M HAXOXKICHUE YKA3aHHOH YSI3BUMOCTH;

° UCTIPABIICHUE YSI3BUMOCTH.

4 YdeOHO-MeTOAUYECKOe U HHPOPMAIIMOHHOE O0ecreyeHmne

4.1 OcHoBHas JIUTEPATYypA

1. Kpakosckuii, 0. M. 3amura uadopmariuu : yaeoHoe mocodue / FO. M. KpakoBckuid.
— PocroB-na-Jlony : ®enukc, 2016. — 347 c. — ISBN 978-5-222-26911-4. — Tekcr :
AIEKTPOHHBIN // Jlanb : 3JIEKTPOHHO-OUOINOTEYHAS cUCTEMA. — URL:

https://e.lanbook.com/book/102279 (nmata oOpamenus: 28.09.2023). — Pexum goctyna: s
aBTOPU3. TI0JIb30BATEIICH.

4.2 lonoJTHUTEJIbHAS JIUTEPaTypa

1. JleontseB, A. C. 3amuta wHpOpMarmu : yueOHoe mocodme / A. C. JIeoHTheB. —
MockBa : PTY MUPDA, 2021. — 79 c. — Texker : snexktpoHHbId // JIaHb : 3JIEKTPOHHO-
oubmmoreynass cucrema. — URL: https://e.lanbook.com/book/182491 (mata oOpamieHus:

28.09.2023). — Pexum poctyna: ansa aBropus. [lonb3oBareneii.

4.3 D1eKTpOHHBIE 00pPa30BaTeJIbHbIE PECyPChI

DO0P https://online.mospolytech.ru/course/view.php?id=10487

OBC IPR SMART (https://www.iprbookshop.ru/)

OBC Jlans (https://e.lanbook.com/)

Oo6pazoBarenbHas miaTdopma FOpaiir. s By30B u ccy3oB (https://urait.ru/)

4.4 JInieH3M0HHOE ¥ CBOOOHO PaCIPOCTPaHsieMoe NIPOrPaMMHOe
o0ecrnieyeHue

1. Visual Studio Code
2. bpaysepsl Chrome, Edge, Firefox


https://online.mospolytech.ru/course/view.php?id=10487

OpenVPN c npaBamu 114 3a1ycKa y CTyI€HTOB
FileZilla

PuTTy

Git

Node.js 18

Python 3.10

Wireshark

WX R W

4.5 CoBpeMeHHbIe IpodeccHoHATIbHBIE 0a3bl TaHHBIX U HH(POPMALIMOHHbIE
CIIPaBOYHbIE CHCTEMbI

1. https://owasp.org/
5 MarepuaJibHO-TEXHHYECKOE o0ecnevyeHne

s mpoBeAeHHsI Ta0OpaTOPHBIX PabOT U CAMOCTOATEIHHOU PaOOTHI CTYICHTOB MOIXOMIST
ayJIMTOPUH, OCHAIICHHBIE KOMIBIOTEPAMU C MPOTPAMMHBIM OOECIIEYEHHUEM B COOTBETCTBHH CO
CITMCKOM B MYHKTE 4.5 ¥ MOJKIIOUCHHbIE K UHTEPHETY.

Uncno paboymx MeCT B ayJAWTOPUU JODKHO OBITh JOCTAaTOYHBIM JUIS OOCCIICUCHUS
WHAUBHUIYyalIbHON pabOThI CTYAEHTOB.

PaGouee mecTo npenoaaBaress J0JKHO ObITh OCHAILIEHO KOMITBIOTEPOM C MOJKIIFOUEHHBIM K
HEMY MMPOEKTOPOM WJIM MHBIM aHAJOTHYHBIM MO0 (YHKIIMOHATFHOMY Ha3HAUEHHUIO 000PYI0BaHUEM.

6 MeToauuecKHue peKOMEeHIAINU

6.1 Meroauyeckne peKoMeHIalUM ISl PENoAaBaTeJis 10 OPraHu3anun
00y4eHus

Meroauka npenogaBaHus AUCHHUIUTMHBL «THPOpMaIoHHas 6€30IMacHOCTb» M peaTn3anus
KOMITETEHTHOCTHOTO IOJXOJa B H3JIOKEHUH M BOCHPHUATHU MaTepuana IpeayCcMaTpuBacT
UCIIOJIb30BaHUE CIENYIOIUX AaKTUBHBIX M WHTEPAKTUBHBIX (OpPM MpPOBEAECHUS TPYIIOBBIX,
UH/IMBUAYAIbHBIX, AyIUTOPHBIX 3aHATHH B COYETaHUM C BHEAYAUTOPHOW pabOTOil C IEenbIo
(dopmMHpOBaHUs U pa3BUTHS MPOPECCHOHATBFHBIX HABBIKOB y 00yYalOLIHXCS:

° BBITTOJIHEHHE JTA00PATOPHBIX paboT B 1a00paTOPHAX By3a; MOCEIICHUE JICKITHI,
° WHIUBUAYaIbHBIE U TPYIIIOBBIE KOHCYJIBTAIMHU CTYIECHTOB IIPETIOAABATEIIEM;
° nocernieHne npouIbHBIX KOHGEpeHIui 1 paboTa Ha MacTep-Kiaccax dKCIEPTOB U

CIICIIMAJIUCTOB B  BEO-TEXHOJOTHUSAX, BeO-pa3paboTke, WHTEpHET-MapKeTMHIe | JPYTHX
npohecCHOHaNBHBIX 001aCTAX.

CaMocTosATenbHass BHeayJUTOpHas padoTa CTYJEHTOB COCTOMT €3 TOJATOTOBKH K
BBITIOJIHEHUIO M 3aIlUTe JaOOpaTOpPHBIX padoT, M3yUEHHUIO TEOPETHUYECKOTr0 Marepuana, a Takke
HOJTOTOBKU K IPOMEKYTOUHOM aTTeCTalluK BO BPeMsl SK3aMEHAIIMOHHON CECCHH.

Pexomennyercs:

1. [Ipr moAroTOBKE K 3aHATUSAM CIEAYET NpPEABAPUTEIHFHO MPOpadoTaTh MaTepHai
3aHATHUSA, MPEAYCMOTPEB €ro Mmojady TOYHO B OTBEACHHOE Ui 3TOro Bpems 3aHsaTus. Crenyer
MOJIFOTOBUTH HEOOXOIMMbIE MaTepHalIbl — TECOPETUUECKHE CBEJCHMUS, 3a1a4uu U ap. [Ipu nposenenun
3aHIATHUS CIEAyeT KOHTPOJIMPOBATH MOAAUy MaTepualia U pelleHue 3aJaHhil ¢ y4eToM yueOHOro
BpPEMEHH, OTBEICHHOTO JJIsl 3aHATHSI.

10



2. [Ipu mpoBepke pabOT W OTYETOB CIEAYET YYUTHIBATH HE TOJBKO IMPABHIBHOCTH
BBITIOJIHEHUSI 3a/IaHW, HO W ONTHMAJIbHOCTh BBIOPAHHBIX METOJIOB PEIICHHUs, MPABHIBHOCTD
BBITIOJTHEHHSI BCEX €r0 IIAroB.

6.2 MeToanyeckue yKa3zaHus JJIsl 00yYAIOHIUXCH M0 OCBOCHUIO TUCHUIIINHbBI

N3yyeHne TuCIUIUIMHBI OCYIECTBISIETCS B CTPOIOM COOTBETCTBUU C 1I€JIEBOI YCTaHOBKOM B
TECHOM B3aUMOCBSI3H yueOHbBIM Mm1aHOM. OCHOBOI TEOPETUUECKON MOATOTOBKH CTYICHTOB SIBISIOTCS
ayoumopHule 3aHAmusl, 1eKyuu, 1abopamopusie pabomol.

B mpouecce caMocCTOSTETHHONH pPa0OOTBI CTYIEHTHI 3aKPEIUISIOT U YIUIyOJSIOT 3HAHMA,
MOJyYCHHBIE BO BpEMs ayJUTOPHBIX 3aHATHH, T0pabaThIBalOT KOHCIEKTHI U 3aIlUCH, TOTOBITCS K
NPOBEICHUIO U 00padaTHIBAIOT PEe3yJbTaThl JaO0OPATOPHBIX PAa0OT, TOTOBITCA K MPOMEKYTOUHOU
aTTECTAIlNH, a TAK)KE CAMOCTOATEBHO U3Y4al0T OTACIbHBIE TEMbI yUeOHOH MPOrpaMMBl.

Ha 3aHATHSX CTYyAEHTOB, B TOM YHCIIE TNPEAINONATAIONINX IMPAKTHYECKYIO JEATEIBHOCTD,
OCYIIECTBIISIETCS 3aKpETJICHNE TOJTYyYEHHBIX, B TOM YUCIIE U B IIPOIECCE CAMOCTOSITEILHOM pabOTHI,
3HaHui. Oco0oe BHUMaHHE OOpalaeTcsl Ha pa3BUTHE YMEHUN U HABBIKOB YCTAHOBJICHHS CBSI3U
MOJIO’KEHUH TEOPUH € MPOQPECCHOHANBHON IeATeIbHOCTRIO0 Oy IyIIero crenuanicta B oomactu Beb-
TEXHOJIOTHUM.

CamocrosTenbHas paboTa OCYIIECTBIAECTCS MHAMBHIYadbHO. KOHTPOIB caMOCTOSTEIHHOM
paboThI opranusyercs B IBYX Gopmax:

° CaMOKOHTPOJIb M CAMOOIICHKA CTYICHTA;

° KOHTPOJIb CO CTOPOHBI MTPENoaBaTesiel (TeKyIui U TPOMEKYTOUHBIH ).

Texymuit KOHTPOJIb OCYIIECTBISETCS Ha Ay JUTOPHBIX 3aHATHSIX, IPOMEKYTOUHBIH KOHTPOIIb
OCYIIIECTBIISICTCS Ha dK3aMEHE B MMChbMEHHOM (yCTHOM) hopme.

Kputepusmu o1ieHKH pe3yabTaTOB CaMOCTOSITEILHON padOThI CTyI€HTA SBISIOTCS:

° YPOBEHb OCBOEHHSI CTYJICHTOM Y4eOHOTO MaTepHara,

L] YMCHUA CTYACHTA HCIOJB30BATH TCOPCTUUCCKHUC 3HAHHA IIPU  BBINIOJHCHUU
MPAKTHYECKUX 3a7a4;

° c(hopMUPOBAHHOCTH KOMIIECTEHITUH;

° odopmieHre MaTepralia B COOTBETCTBUU C TPEOOBAHUSIMHU.

7 DOoHI OLIEHOYHBIX CPEACTB

7.1 MeToAbl KOHTPOJISI U OLIECHUBAHMS Pe3y/JIbTATOB 00y4eHus!

B npornecce 00ydeHus: MCMONB3YIOTCS CIEIYIOIUE OLIEHOUHbIE (POPMBI CAMOCTOSITEIbHOMN
paboThl CTY/IEHTOB, OLIEHOYHBIE CPEJCTBA TEKYILEro KOHTPOJS YCIEBAEMOCTH M MPOMEKYTOUHBIX
aTTeCcTaluu:

° BBITIOJIHEHHE J1a00PaTOPHBIX paboT, 3a4eT.

7.2 llIkajia ¥ KPUTEPUH OLICHUBAHUSA Pe3yJIbTATOB 00y4YeHUs

[Tokazarenem orieHMBaHUs KOMIIETEHIMI HA pa3IMYHbIX ATanax UX GOPMUPOBAHUS SIBISIETCS
JTOCTHXKEHHE 00yYaroIUMHUCS IIJIAHUPYEMbIX pPe3yIbTaToOB 00yUeHUs MO JUCLUILTUHE.

Kpurepuu oueHuBanus

IToxa3arTenn
2 3 4 5
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OIIK-2

OOyuarommiics | O0ydarommiics OO6yuarommiicst | OOydarommiics
JEMOHCTPHUPYET | IEMOHCTPUPYET | AEMOHCTPUPYET | JEMOHCTPHPYET
MTOJIHOC HETIOJIHOE YaCTUYHOE MTOJIHOC
OTCYTCTBHE WUJIM | COOTBETCTBUE COOTBETCTBHUE COOTBETCTBHUE
HEJIOCTAaTOYHOE | CJIEAYIOIIUX CJIeIYIOIIUX CJIeIYIOIIUX
COOTBETCTBHE 3HAHHUIA, 3HAHHMH, 3HAHHMH,
Marepuaity YKa3aHHBIX B | YKa3aHHBIX B | YKa3aHHBIX B
JTACITUTIIAHBI WHIUKAaTOpax WHIUKATOpax WHIUKATOpax
3HaHHUH, KOMIETEHINH KOMIIETEHIINH KOMIIETEHIINH
YKa3aHHBIX B | JUCUHUIUIHHBEIL. JIACIIMILINHBI. JIACIIMILINHBI.
WHANKATOpaxX Jomyckatores Ho CB00OIHO
KOMIICTCHIIMH | 3HAYHNTCILHBIC JIOTTY CKaI0TCA onepupyeT
JMCIHATIINHEL OIIINOKH, HE3HAYUTENbHBIC | MPUOOPETCHHBIMU

TIPOSIBIISIETCS OIIIOKMU, 3HAHUSAMH.

HEJIOCTaTOYHOCTh | HETOYHOCTH,

3HaHWH, MO PALY | 3aTpyIHEHUS

MoKa3aresiei, npu

oOyuaromucs AHAJTNTHYCCKUX

HCIIBITHIBACT oTepanusx.

3HAYUTEIbHBIC

3aTpyAHEHUS IPU

ONEPUPOBAHUU

3HAHUSIMU TIPU UX

nepeHoce Ha

HOBBIC CUTYaIIUH.

7.3 OueHo4HbIE CPpeACTBA

7.3.1 Tekymuii KOHTPOJIb

B pesynbrare 0cBOCHUS AUCHUILTUHBI GOpMUPYIOTCS cieaytomue komnereHuuu: OITK-2

B mporecce ocBoeHnst 00pa3oBaTeIbHOM MPOrpaMMBbI JaHHBIE KOMITETEHIHH, B TOM YHCIIE HX
OTJIeNIbHBIE KOMIIOHEHTHI, (POPMUPYIOTCS ITOITAITHO B X0/1€ OCBOCHHSI 00YYaIOUIMMHUCS AUCLIUTUINHBI
B COOTBETCTBHUH C Y4EOHBIM IUIAHOM U KaJICHAAPHBIM rpad)koM yueOHOro mpoiecca.

7.3.2 IlpomexyToUyHasi aTTeCTalus

[Ixanp! OIEeHUBAHUS PE3yIbTATOB IPOMEKYTOUYHON aTTECTAIIMU U UX ONHMCAHUE!

®OPMA TIPOMEKYTOUYHOM ATTECTAIIAM: DK3AMEH.

[TpomexyTouHas aTTecTaIyst 00yJaromuxcs B popMe IK3aMeHa MPOBOAUTCS TI0 PE3yIbTaTaM
BBITIOJTHEHUSI BCEX BHJOB y4eOHOH pPabOTHI, NMPEIYyCMOTPEHHBIX YYEOHBIM IIIAHOM IO JaHHOU
JTMCIUIUTHHE (MOJIYJIIO), IPY 3TOM YUUTHIBAIOTCS Pe3yJIbTaThl TEKYIIEro KOHTPOJIS YCIEBAEMOCTH B
TedeHue cemectpa. OLEHKa CTENEHM JOCTIKEHHs OOydYaloUIMMUCS IUIAHUPYEMBIX pPEe3yJIbTaTOB
o0y4yeHHsT 1O JAUCHUIUIMHE (MOIYJI0) TPOBOAUTCS TpEenojaBareieM, BEAYIIMM 3aHATHS I10
JUCLUHUIUIMHE (MOIYJI0) METOJIOM SKCIepTHOM onleHKH. [1o uToram npoMexyTOYHOM aTTecTaluu Mo

12



JUCHUITIINHE (MOI[yJIIO) BBICTABJIAACTCA OLICHKA «OTIUYHO», «XOPOII0», «YAOBJICTBOPUTCIIBHO» HIINU

«HCYOOBJICTBOPHUTCIBLHO).

K HpOMe)KYTOqHOfI aTTeCTallu OOIYCKAIOTCA TOJIBKO CTYACHTBI, BBIIIOJIHUBIOIHUEC BCC BUIbI

y4eOHOU paboThI, IPEAYCMOTPEHHBIE pabouel mporpammoi mo maucuumuinae «MubopmarmonHas
0€301aCHOCThY» — BHITIOIHEHUE | 3amuTa JIabopaTOpHBIX padOT COTJIACHO MOTYYCHHOMY 3aJaHHUI0 C

AOCTUIKCHUCM ITOPOTOBOTO 3HAUYCHUS OLICHKH.

lkana
OLICHUBAHUSA

Onucanue

OTIINYHO

Cpennee 3HadyeHHE sl BcexX (OPMUPYEMBIX Ha MOMEHT MPOBEICHUS
aTTECTAIlMy YPOBHEH KOMITETCHIIMH — 5. BBITIOJIHEHBI BCE BUJIBI YUEOHOM
paboThI, MPeAYCMOTPEHHBIC Y4eOHBIM TUTAHOM. CTYIEHT IEMOHCTPHUPYET,
COOTBETCTBUC 3HAHWH, YMCHHU, HABBHIKOB TPUBEICHHBIM B TaOIHIIAX
noKasaresnel, onepupyer NpUOOPETEHHBIMU 3HAHUSIMM, YMEHUSIMHU,
HaBBIKAMH, MPUMEHSAET UX B CUTyallUIX MOBBILICHHOW CclI0oKHOCTHU. [Ipu
9TOM MOTYT OBITh JONMYIIECHBl HE3HAYUTEIbHBIC OIMIMOKH, HETOYHOCTH,
3aTPYJHEHUS IPU AaHATUTUYECKUX OMEpalnsiX, IepeHoCce 3HAaHUN U
YMEHHUI Ha HOBbIE, HECTAHAAPTHBIE CUTYaIUH.

Xopor1io

Cpennee 3HaueHue Uil BceX (POPMHUpPYEMBIX HA MOMEHT MPOBEICHUS
aTTECTAIlMy YPOBHEW KOMITETCHIINH — 4. BBITIOJIHEHBI BCE BUIIBI YUEOHOM
paboThL, IpeAyCMOTPEHHBIE Y4eOHBIM Iu1aHOM. CTyA€HT IEMOHCTPUPYET

HCIIOJIHOC, HpaBI/IHI:HOC COOTBCTCTBUC 3HaHPII>'I, YMGHI/II\/JI, HAaBBIKOB
MPUBEJICHHBIM B TAOJIUIIaX TTOKA3aTeNIei, TMO0 €CIU TP STOM OBLITH
JIOMYIIEHBI 2-3 HECYIIECTBEHHBIC OIMOKH.

YnoBn CTBOPHUTCIILHO

Cpennee 3HaueHue Uisi BceX (POPMHUPYEMBIX HA MOMEHT MPOBEICHUS
aTTeCcTalliy YPOBHEH KOMITETEHITHH — 3. BBIMOIIHEHBI Bce BUBI yUeOHOU
paboThI, MpeyCMOTPEHHBIE YIeOHBIM TIIaHOM. CTYIEHT JEMOHCTPHUPYET
COOTBETCTBUE 3HAHMWIl, B KOTOPOM OCBEIIEHa OCHOBHas, Hauboiee
BayKHas

4acTh MaTepHalia, HO IPHU ATOM JOMYIICHA OJIHA 3HAYUTENbHAs OITUOKA
WJIM HETOYHOCTb.

HeynoBneTBOpUTEIBHO

He pocturHyto moporoBoe 3HadeHHE XOTS Obl AJS OJHOIO YpPOBHS
dopMHUpyEeMBbIX Ha MOMEHT MPOBEACHUS aTTecTalMy KomneTreHuud. He
BBINOJIHEH OJMH WM 0osiee BUIOB yueOHOI paboThl, MpeyCMOTPEHHBIX
yueOHbIM TuIaHOM. CTyIeHT JEMOHCTPHUPYET HETOJHOE COOTBETCTBHE
3HaHUl, YyMEHHUH, HABBIKOB NPHUBEACHHBIM B TaOIMIaX MOKazaTelseH,
JIOITy CKAIOTCS 3HAYUTEIIbHBIE OITMOKH, TPOSBISIETCS OTCYTCTBHE 3HAHUH,
YMEHMM, HaBBIKOB IO psay [OKa3aTeled, CTYyAEHT HCIBIThIBACT
3HAYUTENbHBIE 3aTPYAHEHUS IPU OTIEPUPOBAHUY 3HAHUSAMU U YMEHUSIMHU
IIPY X NIEPEHOCE HA HOBBIE CUTYyAIUH.
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7.411epevyeHb OLIECHOYHBIX CPEACTB

oC

HanmenoBanue
OIICHOYHOI'O
CpeICTBa

Kpatkas xapakrepucTuka
OLIGHOYHOTO CPEJICTBA

[IpencraBnenue
OIICHOYHOTO
cpeactra B POC

YcTHbI onpoc /

CpencTBO  KOHTpOJI, OpPraHU30BaHHOE
KaK Mpe3eHTaLus o0yJarommmcst
pe3ynbTaToB BbIOJAHEHHUs  Kypcosoro
IPOEKTa C JIEMOHCTpAlMed HarjsIHbIX

KoHntposnbnsie

1 cobecenoBaHue,
(VO) MaTepuajioB W OTBETOB Ha BOIPOCHI BOTIPOCHI

neaaroruuecKux pPabOTHUKOB
(paboTHHMKA) HA TEMY JTOKJIaza, TEME,
npobemMe U T.11.

KoHeuHblii  OpOAyKT, MOJy4YaeMbId B
pe3ynbTare TJIAaHUPOBAHUS u

BBIIIOJTHEHUSI KOMIUIEKCAa  Y4YEOHBIX U HK3aMEeHa
HCCIIEIOBATENBCKUX 3aJlaHU M.
[To3BomnsieT OLICHUTH YMEHUS
00y4Jaronmxcs CaMOCTOSITCIIBHO
KOHCTPYUpPOBaTb  CBOH 3HaHUA B
) [Ipoekt IpoIecCe  PEIICHUS  MPaKTHYECKUX
(IT) 3a/1a4 ¥ Ipo0JIeM, OPUEHTHUPOBATHCS B
WHPOPMAIIMOHHOM  TMPOCTPAHCTBE U
YPOBEHB c(hopMUPOBaHHOCTH
AHATUTUICCKUX, HCCIIEJIOBATEIbCKIX
HABBIKOB, HABBIKOB MPAKTUYECKOTO U
TBOPYECKOTO MBIIICHHUSL. Mosxer
BBITMOJIHATHCS B MHIUBUY aJTbHOM
MOPSIIKE WIH TPYNION 00y9aromnXCsl.

Tunosas nporpamma

7.5 Onucanue OLEHOYHBIX CPEACTB

1. [Iporpecc nHGOPMAITMOHHBIX TEXHOJIOTHH U HEOOXOIUMOCTh 00ECIICYCHHSI
MH(POPMALMOHHOW O€30MaCHOCTH.

2. OcHOBHBIE MOHATHS HHPOPMALIMOHHON OE30MaCHOCTH.

3. CtpykTypa noHsATHs HHPOPMaIMOHHAs 0€3011aCHOCTb.

4. Cucrema 3amuThl ”HPOPMAIIMH U €€ CTPYKTYpa.

5. DxoHoMuueckas nHpopMalus Kak ToBap U 00BEKT OE30MaCHOCTH.

6. [Tpodeccnonanvhbie TaitHbl, UX BUABL. OOBEKTHI KOMMEPUYECKON TalHBI HA
PEIPUSITHH.

7. TlepcoHanpHbIC JaHHBIE U UX 3aIIHTA.

8. MH(opmanmoHHbIe yrpo3bl, MX BUIBI U IPUIUHBI BOZHUKHOBEHUSI.

9. NudopmanmoHHbie yrpo3bl 1Jisi TOCY1apCTBa.

10. MadopmanioHHbIe YTPO3bI 711 KOMITAHUH.

11. MadopmarnioHHbIe YTpo3bl IS TUYHOCTH ((PU3HUECKOTO JINIIA).

12. JleiicTBus u COOBITHS, HapyIIatOIIKe HHOOPMAIIMOHHYIO 0€30MacHOCTb.

13. JlnuHocTHO-TIpOhecCHOHANbHBIE XapaKTEPUCTUKH U JCHCTBHS COTPYAHHUKOB,
CHOCOOCTBYIOLINX pealn3alui HHYOPMAITMOHHBIX YTPO3.

14. CnocoObl Bo3eiicTBUSI MHPOPMALIMOHHBIX YIPO3 Ha OOBEKTHI.

15. BHemHue v BHYTpEHHUE CYyOBEKTH HHPOPMALIMOHHBIX YIPO3.



16. KommbroTepHble MPECTYMICHUS U X KIaCCUPUKALIHSL.

17. Wctopnyeckue acneKTbl KOMIIBIOTEPHBIX MPECTYIUICHUH U COBPEMEHHOCTD.

18. CyObeKThl U IPUYMHBI COBEPIIEHHSI KOMITBIOTEPHBIX MPECTYIIICHUH.

19. BpenoHocHbIE TPOTPAMMBI, KX BUIBI.

20. Uctopus KOMIBIOTEPHBIX BUPYCOB U COBPEMEHHOCTb.

21. T'ocynapcTBeHHOE peryaupoBaHie NHPOPMALMOHHON O€30MaCHOCTH.

22. JleATenbHOCTh  MEXAYHApOJIHBIX oOpraHusanmuii B cpepe HHOOPMAIMOHHON
0€30MacHOCTH.

23. HopMmaTuBHO-IIpaBOBbIE acmeKThl B 00jacTh WH(GOPMAIMOHHON O€30MacHOCTH B

Poccuiickoit denepanumu.

24.
25.
26.
27.
28.
29.
30.
31.
32.

JoktpuHa nHpOpMannonHoii 6e3onacHocTa Poccun.

VYT0J10BHO-IIPaBOBOM KOHTPOJIb HAJT KOMIIBIOTEPHOU NPECTYHOCTHIO B Poccun.
®enepanbuble 3akoHbI 10 Ib B PO.

[TonuTrka 6€30MaCHOCTH U €€ MPUHLUIIBI.

@parMeHTapHbII U CUCTEMHBINH MOJXO0/ K 3alIUTe HHPOPMALIUH.

MeToab! ¥ CpeCTBA 3aLIUTHI HH(OPMALIHH.

Opranuzannonnoe obecneuenue Ub.

Opranuzanys KOHQUICHIUATBHOTO JIEIONPOU3BO/ICTBA.

Komruiekc opraHu3aliMOHHO-TEXHUYECKUX MEPOIPHUATHH MO 00ECIEUEHHUIO 3alUThl

nH(pOpMaLINH.

33.
34.
35.
36.
37.
38.
39.
40.
41.
42.
43.

50.

HnxeHepHO-TeXHHUYECKOoe o0ecrieueHne KOMIbIOTEPHOI 0€30MacHOCTH.

Opra"n3anuoHHO-TIPABOBON CTATYC CIIYKObI O€30MaCHOCTH.

3amuTa uadopmanuu B UHTEpHETE.

DNEeKTpOHHAs ToYTa U ee 3alluTa.

3amyra OT KOMITbIOTEPHBIX BUPYCOB.

«bonbHBIE» MOOWIHHUKYU U UX «JICUCHUE).

[omynsipHBIC aHTUBUPYCHBIE TPOTPAMMBI M UX KJIACCH(DHUKAIINS.

Opranu3zanus CUCTEMBI 3aLIUTHl THPOPMAILIUU S3KOHOMUYECKHX O0OBEKTOB.

Kpunrorpadudeckne MeToapl 3aUThl HHGOPMAITHH.

OTanbl MOCTPOSHUS CUCTEMBI 3aIIUTHI HH()OPMALIHH.

Orenka 3 eKTUBHOCTH MHBECTUIINN B MH(POPMAITMOHHYIO O€30MaCHOCTb.
44. [Inan oOecriedeHus] HEMPEpPLIBHOW pPabOTBl M BOCCTAHOBIICHUS

(YHKIIMOHMPOBAHUS aBTOMAaTU3UPOBAHHOW HH(POPMALIMOHHON CUCTEMBI.

45. VYnpasienue nHGOpMaIMOHHON 6€30aCHOCTH Ha rOCYIapCTBEHHOM YPOBHE.
46. Aymut b aBTOMaTH3UpOBaHHBIX OAHKOBCKUX CHCTEM.

47. DnexTpoHHas KOMMEPIIUS U €€ 3allluTa.

48. MeHeKMEHT W ayauT WHQOPMAIMOHHOW O€30macHOCTH Ha YpOBHE
IIPEIIPHUATHS.

49. NudopmarmonHas 6€30MacHOCTh MPETPUHUMATEIHCKON IS TEIHPHOCTH.

Ob6ecnieuenue nHGOPMAIIMOHHON O€30MaCHOCTH AOKHOCTHBIX JIUII U TPeJCTaBUTENEH

ACJIOBBIX KPYTOB.

7.6 TunosBasi nporpamMma 3K3aMeHa

BPEMA BBIIIOJIHEHW A 3AJTAHUA
4 acrpoHomMuueckux 4aca. [lepepbiBbl BO BpeMsi BBIIIOIHEHMS 3a/1aHUS HE TPEIIOIaraoTcs.
3AJJAHUE ODK3AMEHA
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PyxoBozcTBa OaHKa BechbMa JOBOJILHO BAIIUMH YCIIEXaMU B MOOMJIBHOM pa3paboTKe
W PE3KUM YBeJIMYeHHEeM uucia kiaueHToB. [lobema B konkypce "Jlyurnee OaHKOBCKOE
MOOUJIbHOE NPUJIOKEHUE" OTKPBUIO Mepes] BAMH FOPU30HT HOBBIX 33/a4, OJHA U3 KOTOPBIX
JISKUT B 0077aCTH MHGOPMAITMOHHONW O€30TTaCHOCTH.

MHoro4uciaeHHble JKanoObl KIMEHTOB BBIABMIM CYLIECTBEHHYIO MpoOieMy B
UCIOJIb3YEMOM NPOTrPaMMHOM OOECIEUEHUH — HaJM4Yue YS3BUMOCTEH BeO-NPHIIOKEHUH U
CEepBHUCOB, ¢ KOTOpbIMHU Bl padotanu. Kak cnenuanucty Hanbosiee XOpoIo 3HaKOMBIM € UX
API (x coxanenuto pazpaborunk codctBeHHo 10 ucues u3 noss 3peHus O0aHka, MO cIyxam
nocJaeIHUIN pa3 ero Buaenu Ha KaHapckux ocTpoBax... HO ciryk0a 0€30MacHOCTH aKTHBHO
ero uuiet) Bam nopyueHo npoBecTH ayJJUT CEPBUCOB U OOHAPYKUTh BCE YSI3BUMOCTH.

PykxoBozacTBO 6aHKa 1mmociie MpUCKOPOHOTO MCUE3HOBEHUS pa3padOTUYHKa HE BIIOJIHE
JIOBEPSIET BaM, IO3TOMY TECTUPOBaHUE OyJET MPOU3BOAUTHCS 110 METOAY “UEPHOTO SIIMKA”,
TO €CThb M3HAYAJIBHO y Bac He OyAeT NOCTyna K HMCXOAHOMY KOAY NPHIOXKEHUsS (XOTs
BIIOCJIE/ICTBUM, NP YCIIEIIIHOM B3JI0Me, BBl cMOXkeTe mocMOoTpeTh AaHHBIN KoJ). B nepByto
ouepelb ayAUTy AOJDKHO IMOJBEPTHYTHCS XOPOIIO H3BECTHOE CTaHIApTHOE OaHKOBCKOE
NpUIOKEHNE, UMEIoIee 3HAKOMbII MHTepdeiic 1 BOZMOKHOCTH — aBTOpU3aLUs, TOTyYeHHE
CIIUCKA APY3€H, NPOBEICHUE TPAH3aKLUU U IMOJIyYEHHUE CIHCKa TpaH3akuuil. lIMmeHHo oHoO,
Omarozaps ycrnexy MOOMJIBHOTO MPUIIOKEHHUS, HAN0OJIee YacTO UCIIOIb3YETCs KINEHTAMHU.

CpoYHOCTP ¥ BaXHOCTh 3aJa4d BBIHYAMJIO PYKOBOJACTBO OaHKa OOBSIBUTH
CYLLIECTBEHHYIO Harpajay 3a YCIHEIIHOE BBIIIOJHEHHUE 3aJlaHusl, JaXKe€ €CJIM OHO BBIIIOJHEHO
JMIIb 4acTH4HO. [Ipemus 3aBUCUT Kak OT CJIOXHOCTH, KPUTUYHOCTH M KOJIHMYECTBA
OOHapy’KEHHBIX  YA3BHUMOCTEH, MPHUBOIAIMX K YTEUKE IEPCOHAIBHBIX  JAHHBIX
MaTepHalbHBIM M PEMyTAalMOHHBIM IOTEpPSAM, TaK M OT TMOJHOTHl HX ONUCAHUS U
pekoMeHaanuii no ycrpaHenuto. Ho moMHuTe — Baia fajnpHeias cyap0a Kak coTpyIHUKA
0aHKa 3aBUCUT OT IOJIHOTHI PEIICHHON 3aJaud, cTapaidTech HAMTH Kak MOXXHO OoJjblie
ysI3BUMOCTEH MHaue OyeTe YBOJICHBI.

BXOIHBIE JTAHHBIE

Jyist Toro, yToOBI TeCThI HEe oBpeauH padodee [10, anMuHUCTpaTOPHI OaHKA CO3/1ATH
JIB€ BHpTyalbHble MallMHbl B (hopMmate Virtualbox, MONHOCTBIO KOMMPYIOIIUE CHUCTEMBbI
JEMCTBYIOIUX CEPBEPOB, KOTOPbIe BBl MOXKeTe MCIIOIB30BaTh I PAOOTHI.

1. BupryanpHass ~MammHa ¢ JEHCTBYIOIIUM  BEO-TIPUIIOKCHHEM IS
tectupoBanus. Ilocne 3amycka oOpa3a BeO- MPUIOKEHHUE TOCTYIHO MO JOKAJIBHOMY aJipecy
BupTyanbHoi wmammubl (http://192.168.56.12). Hcnons3oBaHWEeM MaHHOW BUPTyalbHOMN
MaIllMHbl Kak-Tu00 Kpome mporokona HTTP, nubo TecTUpOBaHHE YS3BUMOCTH APYTUX
IPOTOKOJIOB HE TMojapa3zyMmeBaercs. Mcxons M3 3TOro Ha HEH OTCYTCTBYeT rpaduueckas
000J104Ka, U MaIIMHA 3alUIIEHA TapOJIEM.

2. Buptryanpnas mammaa Kali Linux 2016.2 co cnennanbHbBIM JUCTPHOYTHBOM
Linux ¢ rpadudeckoil 000J09KON ¥ MpeTyCTAaHOBICHHOW BO3MOKHOCTBIO BBOJA TEKCTA Ha
PYCCKOM sI3bIKE AJIsl IPOBEJICHHsI TECTUpOBaHus. /laHHas BUpTyalibHasi MalllMHA HAXOJUTCA B
TOW ’XK€ BUPTY&JIbHOW MOACETH, YTO M MAIlMHA C BEO-NPHIOKEHHEM — TaKUM 00pa3oM,
UMeeTCs BO3MOXKHOCTh HCIOJIb30BaTh MHCTPYMEHTHI, Bxoasume B cocraB Kali Linux,
HaNpsSMYIO HAa TECTUPYEMOM IPUITIOKEHHUH.

BBIXO/IHBIE TAHHBIE

B pesynbrare pabotsl B nanke "Pabouuti cmonr/PHUO - Homep epynnot/WEBSECURE"
JIOJKEH OBITh TIpefocTaBIieH (aiin report.docx, copepkani ClIeAyONIy0 HHPOPMAIHUIO.

Bamy ®UO.
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Homep rpymnmnst.

Tabmuiyy ¢ OTY4ETOM 1O HAWAEGHHBIM YSA3BHMOCTSM, COJCPIKAIIYI0 CIIEAYIOIIYIO
UHPOPMALIHNIO:

No o mopsiaky:

. BUJ YS3BUMOCTH;

J MECTO PacIOJIOKEHHE B BEO-CEPBHUCE;

o UCIIOJIb3YEMbIH CIOCO0 OOHApYXKEHUS YSI3BUMOCTH;

J OINMCAHUE ySI3BUMOCTH;

J NOTEHIMAIbHBIE YTPO3bI ISl pACCMAaTPUBAEMOT0 BEO-TTPUIIOKECHHUS;

o METO/Ibl YCTPAHEHUS YSA3BUMOCTEN JaHHOIO TUIIA;

J IPUYMHBI BO3HUKHOBEHHUS YA3BUMOCTH B JAHHOM BEO-ITPUIIOKEHUH;

o PEKOMEHAALNY IO YCTPAHEHUIO YSI3BUMOCTH;

J CKPMHIIOTHl 3KPaHOB, IIOKA3bIBAIOUINE TMPOLECC OOHAPYXKEHHS M Pe3yJbTaT

UCIIOJIb30BaHUS YSI3BUMOCTH 3JI0YMBIIITIEHHUKOM.

YCJIOBUA BBIITOJIHEHMA PABOTDI

JIy1s1 BBINIOJIHEHM S 3a/1aHMsI JOIYCKAEeTCsl HCIIOIb30BAHUE TOJBKO YCTAHOBICHHBIX CPEICTB U
[1O nokanpHOro0 KOMNbIOTEPA U YKa3aHHBIX BUPTyaJIbHBIX MalliH. He gomyckaeTcs ucnonb3oBaHue

WHTEPHET B JIIOOOM BUje, flash-HakonuTeei, Tene)oHOB, HOYTOYKOB, MAaTEPHUAJIOB Ha CEpBEpax.
KPUTEPUM OUEHKU 3AJAHUA

Ne HalineHHasi yAI3BUMOCTb WJIH BO3MOKHOCTH COBEPIIUTD JeHCTBUE Harpana, $
XSS INJECTION (NOCTOAHHAS) 2000
1|Haxoxnenue 200
2({ITomHOE OMMCaHMe 800
3|PekomMeHgalum 1o UCIPaBJICHUIO 1000
XSS INJECTION (OTPAKEHHAST) 1000
4{Haxoxnenue 100
5|IToaHOE OmHMCaHuE 400
6|PexoMenganmum 1o ucrnpaBiIeHUIO 500
FILE INJECTION 2000
7|Haxoxxnenue 200
8|IloaHOE OMHMCaHue 800
9|PexomeHpanmy o UCIpaBICHUIO 1000
BRUTE FORCE 3000
10|Haxoxxnenue 300
11|ITonHOE onMcaHue 1200
12|PexomMeH1aliny o MCIPABJICHUIO 1500
CLICKJACKING 1000
13|Haxoxneuue 100
14{ITomHOC OMIMICaHNE 400
15|PexoMeH1alm no MCIpaBICHHUIO 500
SQL INJECTION (CJIEITAS) 3000
16 [Haxoxmenue 300
17 |ITomHOE ommcaHue 1200
18 |PexoMeHganuu 1o uCnpaBICHUIO 1500
SQL INJECTION (SIBHAS) 2000
19 [Haxoxnmenue 200
20 |IToaxoe ommcanue 800
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21 |PexoMeHnnanuu 0 MCIPABICHUIO 1000
3AI'PY3KA BPEJJOHOCHBIX ®ANJIOB 2000
22 [Haxoxnenue 200
23 |IToanoe ommcaHue 800
24 |PexoMeHaanuu 1o MCIpaBJICHUIO 1000
CJABOE IIN®POBAHUE 2000
25 [Haxoxnenue 200
26 |[lonnoe onucanue 800
27 |PexoMeHanuu 1o UCIpaBICHUIO 1000
BBIIIOJIHEHUE KOMAH/I HA CEPBEPE 4000
28 |Haxoxmenue 400
29 [[lonmHoe ommcaHue 1600
30 [PexoMeHamu N0 UCIPaBICHHUIO 2000
CSRF ATAKA 1000
31 [Haxoxnmenue 100
32 [[lomHOE OmMMCaHNe 400
33 |PexoMeHanuu 1o UCIpaBICHUIO 500
PACKPBITHE ITYTH 1000
34 [HaxoxneHue 100
35 [[lomHOE OMMCaHNE 400
36 [PexoMeHIanmu o UCIPaBICHHUIO 500
MNOJIYYEHUE UCXO/IHOT'O KOJA NPHUJIOKEHUA (ITOJTHOT'O) 6000
37 [HaxoxneHue 600
38 |[lonHoe ommcaHue 2400
39 |PexoMeHanuu 1o UCIpaBICHUIO 3000
MOJIYYEHUE TPAH3AKIIUN MTOJIb30OBATEJEN 1000
40 [Haxoxnenue 100
41 |[l[TonHoe onucaHue 400
42 |PexoMeH Ay 1o UCIPABICHUIO 500
MOJIYYEHME JIAHHBIX IOJIB30OBATEJIEN 1000
43 |Haxoxaenue 100
44 [[TonmHoe onucaHue 400
45 |PexoMeHanuu 1o UCIpaBIECHUIO 500
MNOJYYEHMUE IMOJHOI'O J1OCTVYIIA K CEPBEPY 10 000
46 [Haxoxneuue 1000
47 [[lomHoe ommcaHue 4000
48 |PexoMeHaanuu 1o MCnpaBICHUIO 5000
ABTOPU3AIINS ITO/I ITPOU3BOJIBHBIM ITOJb30OBATEJIEM 1000
49 [Haxoxneuue 100
50 |ITomHOE ommcaHue 400
51 [PekomeHanuu mo UCIPaBICHUIO 500
INEPEBO/J CPEACTB OT JIMIA APYI'OI'O NTOJIB3OBATEJISA 1000
52 |HaxoxxneHue 100
53 |IlomHOE omMcanue 400
54 |PekomeHalMK MO UCTIPABICHUIO 500

COOTBETCTBUE HABPAHHBIX BAJIJIOB OLIEHKE 5K3AMEHA

PesynbraT paboThl OLIEHMBAETCS COTJIACHO MPUBEJCHHBIM BBILIE KPUTEPUSM, BBIIIOJIHEHUE
KaKIO0r0 M3 KOTOPBIX YBEJIMYMBAECT PE3YJbTUPYIOIIEE BO3HArpaXKICHUE Ha YKa3aHHOE 3HA4YCHHE.
MakcuManbHOE BUPTYaJIbHOE BO3HArPaXKACHHE, II0Jy4aeMO€E CTyAEHTOM 3a YCIIEUTHOE BBIIIOJIHEHHE
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3a7aHus ¢ yaetoM Beex kpurepues — 44 000$. HroroBoe Bo3HarpaxaeHue mpeoOpasyercsi B OLICHKY

COTJIACHO CJIeYIOIIel TabuILe.

Jlnama3on 6aioB Orenka
0...11999 HeynosnerBopurenbHo

12 000 ... 15999 Y 1OBIETBOPUTEITHLHO

16 000 ... 21 999 Xoporio

22 000 ... 44 000 OtanyHO

Hab6panHnblie 6aiibl 1 COOTBETCTBYIONIAS UM OIIEHKA UMEET peKOMEHAATEeIbHbIA XapakTep —
9K3aMEeHaTOp UMEET MPaBO CKOPPEKTUPOBATH OLIEHKY B Ty WJIM MHYIO CTOPOHY.
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