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Conep:xanue

enn, 3a1a4uu ¥ IUIAHUPYEMbIE Pe3yIbTaThl O0yUEHUS IO JUCIUILTHHE
MecTo TUCHMILTUHBI B CTPYKTYype 00pa30oBaTeIbHOM MPOrpaMMbl
CtpykTypa 1 COAEp>)KaHUE TUCIUTITUHBI

Bunst yueOHOI pabOTHI U TPYIOEMKOCTb

TemaTnyeckuii IaH U3y4eHus: JUCHUILIUHBI

CopepxaHue TUCIUTUINHBI

Y4eOHo-MeToan4YecKoe U HH(HOpPMAaIMOHHOE 00ecreueHre
OcHoBHast TuTepaTypa

JlomonHUTENbHAS TUTEPATYPA

DNEKTPOHHBIE 00PA30BATEIBHBIE PECYPCHI
MartepuanbHO-TEXHHYECKOE 00ecTieueHUe

TpeGoBanwus K 000PYTIOBAHUIO Y TIOMEIICHHIO JIJIS 3aHATHI
TpeGoBanwMsI K MPOTPaMMHOMY 00ECTICUCHHUTO

MeTtoauueckue pekoMeHAaluu

Metoandeckue peKOMEHAAINH IJIs TPET01aBaTelIs 10 OpraHU3aNH 00yYeHUS
MeTtoauueckue ykazaHus sl 00y4YarouIuXcs M0 OCBOCHUIO TUCITUTUIMHBI

@®oHJ OIICHOYHBIX CPE/ICTB

MeToabl KOHTPOJIS ¥ OLICHUBAHUS PE3yJIbTaTOB O0yUCHHS
[Ikana u KpUTEPUHU OLICHUBAHUS PE3YJIbTATOB O0yUCHHS
OneHouHbIE CpesicTBA

7.3.1 Ciucox BOIpOCOB 11 3a4€Ta MO TUCHUTIIINHE.
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1 He.]'ll/l, 3a/lavYi U IVNIAHUPYEMBIC PE3YyJabTaTbl Oﬁy‘leHI/Iﬂ o AMCIOMIIJINHE

K ocHOBHBIM 11€715IM OCBOEHHUSI TUCHUILIUHBI «[IporpaMMHoO-anmnapaTHble CpeIcTBa 3aIUThI
uH(bOpMaLUN») CIEAyeT OTHECTH:

. O3HAKOMIJICHHE CTYAEHTOB C COBPEMEHHBIMH IIPOrPaMMHO-ANIapaTHBIMU
CpeICTBaMH 3aIIUTHI HHPOPMAIIMU B KOMITBIOTEPHBIX CUCTEMAX;

. OBJIQJICHUE METOJaMU peleHus 3aJad I[POrpaMMHO-ANIapaTHOW  3allUTHI
nHpopManuu.

K ocHOBHBIM 3amagaM ocBOeHMS IUCHUIUTMHBI «[IporpaMmHO-ammapaTHele CpeacTBa
3alIUThl UH(OpPMAIIMU» CIIETYET OTHECTH:

. o0ydYeHHe CTYJIEHTOB COBPEMEHHBIM METOJaM IPOrPaMMHO-AIMAPaTHON 3alUThI
uHbOopMaIuy;

. npuoOpereHre Mpo(ecCHOHATBHON KOMIIETEHTHOCTH B IPOrPAaMMHO-ANIapaTHBIX
Cpe/CTBax 3alIUThl HH(pOpMAIINY;

. YMEHHE OpHEHTHUPOBATHCS B TPOAYKTAX W TEHACHIMSIX pPAa3BUTHA CPEICTB
POrpaMMHO-aNIapaTHOM 3alIUThl HHPOPMAIIMOHHBIX TEXHOJIOTHH.

B pesynpraTe ocBoeHus nucuuiuinHbl «lIporpaMMHoO-anmapaTHble CpeAcTBa  3allUThI
uHpOpMAIUK» y OO0yJaroImuxcs (GOPMHUPYIOTCS CIEAYIONME KOMIIETEHIIMM W JIOJDKHBI OBITh
JOCTUTHYTHI CIEAYIOLIUE Pe3yibTaThl OOyueHUs Kak dSTan (OPMUPOBAHHUS COOTBETCTBYIOLINX
KOMIIETCHIINH:

[IK - 7. CnocoOeH y4acTBOBaTh B pa3padOTKE 3alUIIEHHBIX aBTOMAaTU3UPOBAHHBIX CUCTEM
B cpepe npodeccroHanbHOMN AEATEIHLHOCTH;

3HATh:

- BO3MOXHBIC JCHCTBHS IPOTHBHUKA, HANpaBICHHbIE Ha HapyIICHHE MOJIUTHKH
0e30MmacHOCTH UH(pOpMaLHH;

- HanOoJIee ysA3BUMBIC JUIS aTaK IPOTUBHHUKA SJIEMEHTHI KOMITBIOTEPHBIX CHCTEM;

MEXaHU3MBI PEIICHHS THUITOBBIX 33/1a4 MPOTPaMMHO-AIIAPATHON 32U THl HH(POPMAIIHH;

YMETb:

-aHAJIM3UPOBATL MCXAHWU3MbI pCajiu3alliy IIPOrpaMMHO-aIIapaTHbBIX MCETOAOB 3allMTHI
KOHKPETHBIX 00BEKTOB M TIPOLIECCOB IS pelIeHHs TPo(eCcCHOHATBHBIX 3a/1ay;

-IIPUMCHATDH HITATHBIC CPCACTBA HpOFpaMMHO-aHHapaTHOﬁ 3al0UTHI U CICHHUATIU3UPOBAHHLBIC
HPOIYKTHI JJISl PEIICHUS] TUTIOBBIX 33]1ay;

-KBaJ'II/I(l)I/IIII/IpOBaHHO OLICHUBATh 00J1aCThb MMPUMCHCHUA KOHKPCTHBIX MEXaHU3MOB
IpOrpaMMHO-aNIIapaTHOM 3alIUThl HH(pOpMaINy;

-HMCII0JIb30BaTh allapaTHbIE U IPOrPaMMHBIE CPECTBA 3AIUTHl UHPOPMALIUU IPU PELICHUN
NpaKTHYECKHX 3a/ad.

- OPraHU30BaTh €r0 BHEAPEHUE U MOCIEIYIOIIEee CONPOBOXK/CHNUE;

- BBINOJHATH PabOTBl 1O YCTAHOBKE, HACTPOWKE M OOCITYKHBAHUIO MPOTPAMMHO-
amrmapaTHBIX CPEICTB 3alIUTHI HHPOPMALINH;

BIIAJICTh:

- HaBbIKAMM O3KcIUTyaTauuud (B 4YacTH, Kacarolleics pasrpaHMYeHMs JOCTYIIa,
ayreHTH(UKanuu W ayaurta) 0a3 JaHHBIX, JIOKAIBHBIX KOMITBIOTEPHBIX CETEH, MpPOTpPaMMHBIX
CHCTEM C y4eToM TpeboBaHUil o obecnedyeHuto HHHOpMaIMOHHON 6€30MacHOCTH.

[IK-18 CnocobeH agMUHUCTPUpPOBaTh NOJACHCTEMY HH(OpPMAIMOHHONW 0€30MacHOCTH
ABTOMATU3MUPOBAHHOW CUCTEMBI



YMETh:

- IMMHUCTPUPOBATH MOJICUCTEMbI HH(POPMALIMOHHON 0€30MacHOCTH 00bEKTa 3aIIUTHI;

BIIAJICTh:

- HaBbIKaMM AJMHUHUCTPUpPOBaHMA (B YACTH, Kacarolledcsi pas3rpaHUuYeHHsl [OCTYIIa,
ayreHTH(UKanIMu W ayaurta) 0a3 JaHHBIX, JIOKAIBHBIX KOMITBIOTEPHBIX CETEH, MpPOTpPaMMHBIX
CHCTEM C y4eToM TpeboBaHUil 1o obecneueHnto MHGOpPMATMOHHON 6€30MaCHOCTH.

OOyuenue no mucuuiuinee ««IIporpammHo-anmnapaTHble CpPeACTBA 3aIUTHl UH(POPMAIUN»
HaIpasJIeHO Ha (opMupoBaHUe y 00YUAIONIMXCSI CIEAYIOINX KOMIICTECHITHH:

Konx u HanMeHOBaHMe KOMTIeTEHIHI NHaukaTopbl 10CTH/KEHUS KOMIIeTeHIIHT
K -7 HIIK-7.1. 3HaeT: NpUHIUIIBI TTOCTPOEHUA H
CrniocoOHOCTB y4acTBOBaTh B pa3paboTKe (YHKIIMOHMPOBAHUS, TPUMEPBI peanu3anuit
3aIIMIIECHHBIX aBTOMAaTH3MPOBAHHBIX CHCTEM | COBPEMEHHBIX CHCTEM YIpaBJICHHS Oa3amu
B cepe npodeccuoHanbHOM eI TeTbHOCTH JAHHBIX; APXUTEKTYpPY CHCTEM 0a3 JaHHBIX;

OCHOBHBIC MOJIENH JIaHHBIX; (DU3UIECKYIO
OpraHu3aLMIO 0a3 JTAHHBIX;

MOCIIEA0BATEIBHOCTD U COAEPIKaHHE ITAIIOB
MIPOEKTUPOBAHUA 0a3 TaHHBIX.

HIIK-7.2.  Ywmeer:  paspabaTeiBaTh |
aJIMUHUCTPUPOBATh 0a3bl JTaHHBIX; BBIACISATH
CYIIHOCTH M CBSI3U IIPEIMETHOH 00sacTu;
oroOpakaTb  MpEeIMETHYI0  00JacTb  Ha

KOHKPETHYIO MOJIETTh JTAHHBIX;
HOPMAaJIU30BaTh OTHOIICHHUS npu
MIPOEKTUPOBAHUH PENSILIMOHHOM 6a3bl

JAHHBIX; IPUMEHSTh TPeOOBaHUs €IMHON
CUCTEMBI KOHCTPYKTOPCKON JOKYMEHTALUU U

€IMHOMN CHUCTEMBI MPOTPaMMHOMN
JOKYMEHTAIUH TPH pa3padOTKe TEXHUUECKON
JOKYMEHTaI1H.

WIIK-7.3. Bnaneer: HaBbIKaMH pa3pabOTKH,
JOKYMEHTUPOBaHUSA 0a3 JaHHBIX C YYETOM
TpeOoBaHMI 00eCTreYeHHIO
nH(pOpMaMOHHOM 0€30MMacCHOCTH; HaBBIKAMHU
pa3paboOTKM TEXHUYECKOW JTOKyMEHTAaIllUU
COOTBETCTBUU TpeOOBaHUAMU eIMHOI
CHCTEMBbl KOHCTPYKTOPCKOM JOKyMEHTAIlMH U
€IMHON CHUCTEMBI MPOTPaMMHOMN
JOKYMEHTAITUH.

I1K-18 CriocobHOCTb aIMUHICTPHPOBATH UIIK-18.1. 3naer: TtumoBble MHUPPH C
MOJCUCTEMY HHPOPMALIHOHHOH OTKPBITBIMU KJIFOYaMHU; TEXHUYECKUE
0e301macHOCTH aBTOMATH3HPOBAHHOM XapaKTepUCTHKH, ITOKa3aTenu kayectBa DBM
CHCTCMBI A CHUCTEM, METONBl WX OLUECHKH W NOYyTH
COBEPLICHCTBOBAHUS; UCTOYHUKHU u
Kimaccuukanuioo yrpo3 HH()OpMAIMOHHON
0€30I1acCHOCTH; IIPOrpaMMHO-aIIapaTHbIE
cpeacTBa oOecredeHHss HHPOPMALMOHHOM
0€30IaCHOCTH B THUIOBBIX OINEPALMOHHBIX
cHUCTeMaX, CHCTeMax yIpaBieHus 0OazaMu
JAHHBIX, KOMIIBIOTEPHBIX CETSX; OCHOBHBIE




yrpo3bl  Oe3omacHOCTH  WHGPOpPMAIMKA U
MOJICTTH HAPYIIIUTENS B aBTOMaTH3HPOBAHHBIX
cHUCTeMax;  COJep)KaHHe W TOPSIOK
JEATENIFHOCTH TIEpCOHaa MO AKCILTyaTalluH
3aIIUIICHHBIX aBTOMATU3HPOBAHHBIX CUCTCM
" MOJICHCTEM Oe3omacHoCTH
ABTOMATHU3UPOBAHHBIX  CUCTCEM,; OCHOBHBEIC
Mepel MO  3ammre  MHGOpMAaUUMH B
ABTOMATHU3UPOBAHHBIX cucremMax
(opraHu3alMOHHBIE, TPABOBBIE, TPOTPAMMHO-
alnraparHsle, Kpunrorpaduyeckue,
TEXHHYECKHE); OCHOBHBIE
KpUnTorpaguueckue MeTOMbl, aJrOPUTMBbI,
MPOTOKOJIBI, UCTIONIB3yEeMBbIE U 00eCTICUECHHS

MH(pOpMAITMOHHOM 0€30macHOCTH B
ABTOMATH3UPOBAHHBIX u
TCIICKOMMYHHUKAIITMOHHBIX CUcTeMax,

COBPEMEHHBIE  TEXHOJIOIMH M  METOMbI
MPOTpaMMHPOBAHUSI.

NIIK-18.2. VYmeer: miaHUpoBaTh HOJUTHKY
0€30MacHOCTH  ONEpPALMOHHBIX  CHCTEM;
MIPUMEHSATh cpeicTBa obecrieueHus
0€30MaCHOCTH JaHHBIX; KITaCCU(PHUIIMPOBATH U
OLIEHUBAaTh  YIpO3bl UH(POPMALIMOHHOM

0€e30I1aCHOCTH IS 00beKTa
uHGOPMATH3AIIUH; aIMUHUACTPHUPOBATH
IIOJICUCTEMBI nH(pOPMaLMOHHON

0€30MacHOCTH aBTOMAaTH3UPOBAHHBIX

CHCTEM.

NIIK-18.3. Bnageet: HaBblkamMu pabOTHI €
OTEPALIMOHHBIMA ~ CHUCTEMaMH  CEMEWCTBa
Windows u Unix, BOCCTaHOBJICHHS
ONEpAIlMOHHBIX ~ CHUCTEM  TIOcie  CcOOEB;
HAaBbIKAMH  YCTAaHOBKM U HACTPOMKH
OTIepPAITMOHHBIX CUCTEM ceMelicTB Windows u
Unix ¢ yueToM TpeboBaHHi 10 00ecreueH o
MHPOPMAIIMOHHOHN 0€3011aCHOCTH; HaBbIKAMH,
JKCIUTyaTalldd Y aJIMUHUCTpUpOBaHHS (B
JacTH, Kacaromieics

pasrpaHUYeHHsl 1OCTyMa, ayTeHTU(PUKAIIUN U
ayquTa) 0a3 JIAHHBIX, JIOKQJTBHBIX
KOMITBIOTEPHBIX CeTei, MIPOrPaMMHBIX
CUCTEM C  Yy4YyeToM  TpeOoBaHUH IO
00ecrevYeHnIo nH(OPMALIMOHHON
0€30MaCHOCTH; HABBIKAMU HMCIIOJIb30BaHUS
MIPOrpaMMHO-AMMapaTHBIX CpeICTB
oOecnieueHns Oe3omacHocTH cereli DOBM;
HaBbIKAMU  pabOTHI C  TEXHUYECKOU
nokymeHTanued Ha OBM u BeIUMCIUTEIBHBIC
CUCTEMBI; npodeccroHanbHOM
TEPMUHOJIOTHEN 001acTH HH(HOPMAITMOHHON




0€e30IacHOCTH; HaBBIKAMH YTEHHUS
MPUHIUTTHATBHBIX CXEM, MOCTPOCHHUSI
BpCMeHHLIX zmarpaMM BOCCTAHOBJICHUSA
alropuT™Ma pabOThI y37a, YCTPOWCTBA U
CUCTEMBI 110 KOMHJ'IGKTy I[OKYMCHTaHI/II/I;
HaBBIKAMH OIIEHKHU OBICTPOJICHCTBUS
OIITUMHU3AIINU pa6OTI)I E)JIGKTpOHHI)IX CXEM Ha
0a3e COBpPEMEHHOW JJIEMEHTHOH  0a3bl;

HaBBIKaMU pa3paboTku IIPOrpaMMHOMN
JIOKyYMEHTAIIHNH.
2 MecTo AUCHMILIMHBI B CTPYKTYpe 00pa30BaTeIbHOM MPOrpaMMbl

HucuumuinHa «[IporpaMMHoO-anmapaTHbIE CPEACTBA 3aIIUTHl MHPOPMALIMK) OTHOCHUTCS K
quciay NpodecCHOHANBHBIX YUEeOHBIX TUCHUILIMH obsi3arenbHas yactu 1ukiaa (b1.1) ocHoBHOM
obpa3zoBatenbHO# mporpammbl (b1.42).

N3yyenne AMCUMILIMHBI ONMUpaeTcss Ha 3HAHMS, YMEHHUS U HaBBIKU, NMPUOOPETEHHBIC B
NpEeIEeCTBYIONNX AucuuIuMHax: «OcHOBBI MH(OpMaMoHHON Oe3omacHocTH», «OcHoBBI KT,
«Kpunrorpadudeckue METOABI 3aIUTHI HHPOPMALII.

3 CTpyKkTypa U coaepKaHue AUCHUIIMHBI

OO6mass TPYIOEMKOCTh JHUCHMIUIMHBI COCTaBIseT 4 3aueTHhIX €IWHHIBL, T.. 144
aKaJeMUYeCKNX 4YacoB (JeKIuu — 4 dyaca, JlabopaTOpHBIC 3aHATHS — 68 Yac, caMOCTOSTEeNbHAs
pabora - 72 yacoB, ¢popMa KOHTPOJISI — IK3aMEH) B 5 ceMecTpe.

CtpykTypa ©u cojaepkaHue IUCHHUILTUHBI «lIporpamMMHO-anmapaTHble CpEICTBA 3alUTHI
nH(opMaIMK» 0 CpOKaM U BUIaM pabOThI OTPAKECHBI B MPUIIOKCHUH.

3.1 Buabl yueOHO# padoThl M TPYA0EMKOCTD
(mo popmam oOyueHus)

3.1.1 Ouynas ¢popma oOydeHus

Ne CemecTtpbl
n/m Buj yue6Hoii paGoThI KOT;:;C:BO Cemectp Henens
ceMmecTpa
1 | AyautopHble 3aHATHSA 72 5 1-18
B Tom uncne:
1.1 | Jlexkmun 4 5 1-2
1.2 | CeMuHapcKue/IpakTUYECKUE 3aHATHS - - -
1.3 | JlabopaTopHbIe 3aHSITH 68 5 3-18
2 | CamocTosiTesibHAs paboTa 72
B Tom uncne:
2.1 | CPC 72 5 1-18
3 | IlpomekyTOUYHAasi aTTecTalust - 5 6-17
DK3aMeH 5 ITo
pPacUCaHUIO




Htoro |

144

1.1 TeMaTuyeckMi IUIAH U3YyYEeHUA TUCHUILIHHbI
(mo ¢popmam oOyueHus)

3.2.1 Ouynas ¢popma oOydeHus

n/n

Pa3geanl/TeMbl
JUCHMILINHBI

TpynoeMKoCTD, Yac

Bcero

AyautopHasi pa6oTa

Jlex
JA05051

CemuHap
ckue/
MpaKkTu4e
CKUE
3aHATUS

JlaGopa

TOPHBIE

3aHATH
s

[Ipakr
n4ecka
o
HOATOT
OBKa

Camoc
TOSATE
JbHas
padoT

CamocrosiTenpHas pabora

Pa3zpaboTka nmonutuku
MH(POPMAIIMOHHON 6€30MacHOCTH.
MeTon0JI0THS OJIUTUKHU
0€30MaCHOCTH KOMITBIOTEPHBIX
cucteM. OCHOBHBIE MTOJIOKEHUS
MOJINTUKHA WH(HOPMAITMOHHON
6e3omacHoCTH. JKM3HEHHBIN MK
MOJIUTUKU Oe30macHOCTH. [IpuHIHITBI
IIOJINTUKU O€30IMaCHOCTH.

1.2

Pa3paboTka monutuku
nH(pOPMaLIMOHHON 6E€30MMaCHOCTH
KOMIBIOTEPHON CUCTEMBI.

1.3

Pa3paborka Mmomenu yrpo3
KOMITBIOTEPHOU CHCTEMBI.

1.4

O06mwexTh! yrpo3. Knaccuduxanms

yIpo3 Mo crnoco0y WX OCYIIECTBICHUS.

Knaccudukanus o0bEKTOB yrpos.
@OyHKIMOHAIbHAS MOJIENIb CUCTEMBI
3amuThl. CoCTaB U Ha3HAYCHUE
(bYHKIMOHATBHBIX 0JI0KOB. OCHOBHBIE
IPYMITE MEXaHU3MOB 3aIUTHI.
@OyHKIMOHANbHAS MOJIEIb.
PexomeHgamu no oTaenbHbIM
YPOBHSIM (PYHKIIMOHAJIBHOW MOJIEJIN.

1.5

JluckpennoHHbIe U MaH/IaTHBIE
MOJICIIN.

1.6

Cucrema 3anuThl THPOPMAIUH OT
HECAaHKIIMOHUPOBAHHOTO JIOCTYTa
«CTPAX NT». YcTraHOBKa U CHITHE
C3MW. 3amkHyTasi nporpaMMHas cpena.

1.7

Cucrema 3amuThl “HPOpPMAIIUKA OT
HECAHKIIMOHUPOBAHHOTO JOCTYIIAa
«CTPAX NT». Ynpasnenue
OJIL30BATEIIMU. YUET HOCUTEIIEH U




KOHTPOJIb YCTPOMCTB.

1.8

[TonsTHE MOCTYNa U MOHUTOPA
oesomacHoct. ObecrieueHme
rapaHTUH BBITOJIHCHUS TTOJUTUKA
Oe3omacHOCTH. METOLOIOTHS
MIPOEKTUPOBAHMSI TAPAHTUPOBAHHO
samueHHbix KC. Meroa renepanuu
W30JIMPOBAHHON TPOTPAMMHOM CPEbI.

1.9

JuckpenuoHHble Moaenu. Mopenb
AJIEIIT-50. [TaTumepuoe
MIPOCTPAHCTBO OE30MACHOCTH
Xaprcrona. ManaaTtHast MOJEIIb.
Mogens bemna-Jlananyna. Ilepsoe
npaswio monenu bemna-Jlamanyna.
Bropoe npasuio monenu bemna-
Jlanmagyna. Onucanue MOJEIH.

1.10

Wnenrudukanus u ayTeHTHOUKAITS.
OcCHOBHbIE TOHSTHS U
knaccudukanus. [Ipocras
ayTeHTHUKaus. AyTeHTupuKanus
Ha OCHOBE MHOT'OpPAa30BBIX MapOJIEH.
AyTteHTuduKkanys Ha OCHOBE
OJIHOPa30BBIX ITAPOJICH.
AyTeHTH(HKAIUSI HA OCHOBE
ceptudukaroB. buomerpuueckas
UaeHTU(UKAIUS U ayTCHTHUPUKAITIS
IOJIB30BATEIEH.

Crporas ayTeHTH(DUKALIS.
[TpoTOoKOIMIBI ayTEeHTU(DHUKAIIH C
CUMMETPUYHBIMU AJITOPUTMaMHU
mmdposanus. [IpoTokoisl,
OCHOBAHHBIE Ha UCIOJIb30BaHUU
OJIHOHAITPABJICHHBIX KJIFOUYEBBIX X3III-
¢byHKIMHA. AyTeHTUDUKAIHS C
UCII0JIb30BAHNEM aCUMMETPUYHBIX
JITOPUTMOB IIH(PPOBAHHUS.
AyTteHTH(]UKaLKA, OCHOBAHHAs Ha
UCIOJIb30BaHUU LIU(POBOI MOAMUCH.
[TpoTOKOIIBI ayTEHTU(DUKAIIH C
HYJIEBOM Ilepeadyeii 3HaYCHU .
VYnpolueHHas cxeMa ayTeHTU(UKALIH
C HYJIEBOM Ilepelayei 3HaHUM.
[TapannensHas cxema
ayTeHTU(UKALUY C HYJIEBOU
nepeaadey 3HaHUM.

1.12

[Tporokon uaeHTU)HUKAITIHN U
ayrentudukauuu B OC Windows

1.13

[TpoToko UACHTUPUKAIIMY U
ayreHtudukanu B OC Windows .
[Tpotokon ayrentudukamnuu Kerberos.
CoxpaHHOCTb TapOJIEH yUETHBIX
3armmceit. Windows. 3amuTa maposnei.
Kpaxa SAM-¢aiina. 3axBar
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npusuieruit. Copoc naposns. Banom
BTOpUYHBIX napoiieit. Crucrema
pasrpanndenus goctyna OC LINUX.
Bo3MoxkHOCTH CTaHIapTHON CHCTEMBI
pasrpannyenus goctyna OC Linux.
Henocratku ctaHgapTHON CUCTEMBI
pasrpannuenus goctyna OC Linux.
Bo3MmoskHOCTH Hanbonee N3BECTHBIX
CPEJCTB COBEPIICHCTBOBAHUS
pasrpaandenus goctyna OC Linux.

1.14

[TpoTtokou ayrenTudukanuu Kerberos.

AN

B~

1.15

Cucrema pasrpannuenus poctyna OC
LINUX.

AN

1.16

3ammuTa daitnoBoit cucrembl Windows.
Pa3pemenust st (haiiaoB v marmoxk.
Mudpyromas ¢aitoBas cuctema
(EFS) Encrypting File System.
Texnonorus mmdposanus.
Boccranosnenue nannbix. [Ipomecc
mugpoBanus. [Iporecc
nemmdpuposanus. [Iporecc
BOCCTaHOBJICHH:. B3anMonencTere
¢aitnosoit cucremsl 3amutel NTFS n
3alUThI pecypca o0IIero J0cTyna
(Sharing). TunoBsie 3ama4n
aJIMUHUCTPUPOBAHUSI.
AJMUHUCTPUPOBAHUE JTUCKOB B
Windows. CxoncTBa v pa3inius
mexay Disk Management u Disk
Administrator.

1.17

Hudpyromas ¢daiiaoBas cuctema
(EFS) Encrypting File System.

1.18

3ammra daitnoBoit cucremb OS
Linux. ®aitnoBas cuctema OS Linux .
OcHOBHBIE KOHLIENIINH (hailioBoH
cucremsl. Bupryansnas daitiosas
Cucrema (VFS). @aiinoBsie cuctemsl
EXT?2 (The Second Extended File
System).

JlabopaTopHbie padoThl

YcTaHOBKa MPOrpaMMHOTO KOMITIEKCa
ViPNet Administrator 4.x.Co3nanue
CTPYKTYPHbI 3aIIUIICHHON CETH

2.2

Hacrpoiika pe3epBHOTO KOMUPOBAHUS
JIAHHBIX ¥ BOCCTAHOBJIEHUE JAHHBIX B
I1O ViPNet Administrator.
PasBepThiBaHue pabouero Mecra
IIOMOIIIHUKA I'JIaBHOTI'O
aJIMHHUCTPATOPA.

23

Monudukanus 3auIeHHON CETH.
Kommnpomeranusi.

24

Hacrpoiika moimutuk 6€30macHOCTH B
ViPNet PolicyManager. Y cranoBka
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ViPNet Coordinator B kadecTBe
MEXCETEBOr0 LLTI03a

2.5

[TepBoHavanbHas HACTPOUKA
MEXKCETEBOT'O B3aNMOICHCTBHS.
Mopaudukarus MeKCETEBOTO
B3aMMOICHCTBHS.

2.6

HacTpolika 10KaJbHBIX ¥ TPAH3UTHBIX
(buIbTPOB OTKPHITOI ceTu. HacTpoiika
(UIBTPOB 3aIUIIICHHON CETH.

2.7

HacTtpoiika TpaHcasuuu aapecoB
(NAT). TynnenupoBanue B ViPNet
Coordinator.

2.8

ViPNetClient 4 — VPN u
IEPCOHAIIbHBINA CETEBOM DKPaH.
Kpunronposaiinep ViPNetCSP.

2.9

Pabota ¢ npunoxxeHusiMu

B

N

2.10

YcTaHOBKA M MHUIIHATH3AIINS
komruiekca «Cobonb». Hactpotika
OOIIMX mapaMeTPOB.

[\

2.11

Hactpoiika u skcrutyaranus
koMiiekca «Co0omby.

2.12

YcTaHOBKA M MHUIIMATH3AIINS
komiuiekca «Secret Net 5.0-Cy.
Hactpoiika o0nmx mapameTpos.

2.13

VYnpapieHue pexxuMamMmu BXoja B
cucreMy. YIpaBiieHHE
MePCOHANBHBIMU HICHTU(DUKATOPAMU
MOJIb30BaTeIe.

2.14

VYnpasnenue yctpoiicTBamu B Secret
Net 5.0.

2.15

[TonmHOMOYHOE pa3rpaHu4YeHUE
nocryna B Secret Net 5.0.

2.16

KoHTpoJib 1€10CTHOCTH U 3aMKHYyTast
nporpammHas cpeaa B Secret Net 5.0

2.17

HIudposanue ¢aitnos B Secret Net
5.0.

Jlexknuu

[TpuaIMT QYHKINOHHPOBAHUS
3amumieHHo# cetn ViPNet.
Apxutektypa ViPNet Administrator
4.x. Monudukanus 3aUIIeHHON CETH
Y HACTpOMKa MOJIUTHK 0€30MacHOCTH
Ha y31ax. Moaudukamms
3AIIMIIEHHON CETH U HACTPOMKA
MOJINTUK OE30MaCHOCTH Ha y37ax.

3.2

Pa6ora ¢ ViPNet Coordinator for
Windows. ViPNetClient.

Hroro

144

68

72

3.2 ConeprxkaHue QU CHUANINHbBI
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Temal. IlonsaTHe MOJMTHKHM 0€30MACHOCTH NPH NPOrPAMMHO-ANNAPATHON 3amuTe
HH(pOpMALUH.

Pa3pabotrka monuTukH UHGOPMAMOHHOM Oe3omacHOCTH. MeTrononorus MOJUTUKU
0€30IaCHOCTH KOMIBIOTEPHBIX CUCTEM. OCHOBHBIE TOJIOXKEHUS TOJUTUKU HH(OPMAIIMOHHON
6e3omacHoCTH. JKU3HEHHBIN LUK TOJUTUKU O6e30macHOCTH. [IpMHIMIIBI TOIUTHKY 0€3011aCHOCTH.

Tema 2. ApaneKTypa CHCTEMBbI nporpaMMﬂo-annapaTﬂoifl 3alllMThI.

OO0bekThl yrpo3. Kimaccudukamnus yrpos mo crnoco0y mux ocymectsieHus. Kinaccudukarus
00bekTOB yrpo3. DyHKIMOHANBbHAs MOAENb CcUCTeMbl 3amuThl. CocTaB H Ha3HA4YEHHE
(GyHKIIMOHAIbHBIX OJ0KOB. OCHOBHBIE TPYIIBI MEXaHU3MOB 3aIlUThl. DYHKIIMOHAIbHAS MOJAECIb.
PexomeHmarmu mo oTaeIbHBIM YPOBHSAM (DYHKIIMOHATBHON MOJICIIH.

Tema 3. MogeJib KOMIIBIOTEPHOI CHCTEMBI.

[Tonsitue noctynma u MoHuTOpa Oe3omacHocTu. (ObecreueHHEe TapaHTUN BBIOJHEHUS
HOJUTUKA 0€30MacHOCTH. MeTOJ0J0THs NPOSKTHPOBAHUS TrapaHTHpoBaHHO 3amumieHHbIX KC.
Merton renepanu U30JIMPOBAHHON MTPOTPAMMHOM CPEIBI.

Tema 4. Moaej TUNOBBIX MOJUTHK 0€30MMACHOCTH KOMIIBIOTEPHBIX CPeICTB 3aLUThI
uHpopManuu.

Huckpernronnsie moaenu. Moaens AJIEIIT-50. [TsaTumepHOe MpOCTPaHCTBO OE30MACHOCTH
Xaprcrona. ManpaatHas Mojaens. Moaens bemna-Jlamagyna. IlepBoe mpaBwio moxaenu bemna-
Jlananyna. Bropoe npasuio mozaenu bemnna-Jlanagyna. Onucanue Moaeny.

Tema 5. IIporpaMMHoO-anmapaTHble CpeACTBa MACHTH(PUKANUM H ayTeHTH(UKANHU
10J1b30BaTeJICH.

Unentuduxamms u ayreHTugukanus. OcHOBHbIe MOHATUS U Kiaccuduxanus. I[Tpocras
ayreHTH(UKanus. AyTeHTH(UKAIUS Ha OCHOBE MHOTOPA30BBIX MHapoiieil. AyTeHTH(HKanus Ha
OCHOBE OJIHOPA30BbIX Mapojeil. AyTeHTHdUKAIMs Ha OCHOBE cepTudukaToB. buomerpuyeckas
UICHTUQUKAIMA U ayTeHTU(UKAIUS T10JIb30BaTeNeH.

Crporas ayrentudukanus. [IpoTokossl ayTeHTUGUKALNN C CAMMETPUYHBIMU aITOPUTMaMU
mudpoBanus. [IpoToKoOIBI, OCHOBaHHBIE HAa MCIIOIB30BAaHUU OJTHOHANPABICHHBIX KJIFOUEBBIX X3III-
byHkuii. AyTteHTuduUKanus ¢ HUCHOJIb30BAaHHEM ACHMMETPHUYHBIX aJITOPUTMOB MIN(PPOBAHUS.
AyTeHTH(UKaIMA, OCHOBAaHHAs Ha UCIOJNb30BaHUM LUpoOBO  moanucu. IIpoTokossl
ayTeHTUUKAIIMKM ¢ HYJEBOW Tepenadell 3HAUCHUH. YTPOIIECHHAas cXeMa ayTeHTU(HKAIUU C
HyJeBoi mnepenaueil 3Hanuil. [lapamenbHast cxema ayTeHTH(UKALUMU C HYJIEBOW mepenavent
3HaHui. UHPpacTpyKTypa OTKPBITHIX KITIOUYEH.

Tema 6. Mexanu3sm uaeHtTupukanuu u ayrenrupuxkanuu B OC. Pasrpannyenue
AoCTymna.

[Ipotokon wuaeHtupukamuu u ayreHtupukamun B OC  Windows . IIporokon
ayteHTudukaruu Kerberos. CoxpaHHocTh maposeit yuetHbix 3anuceir. Windows. 3amura naposei.
Kpaxxa SAM-gaiina. 3axar npumieruii. Copoc mapons. B3nom Bropuunbsix maposeid. Cucrema
pasrpanndenusa noctyna OC LINUX. B03MOXHOCTH CTaHIZAPTHOW CHCTEMBI pa3rpaHUYCHHUS
noctyna OC Linux. HenmocraTku craHmapTHOM cuctembl pasrpanuueHus goctyna OC Linux.
Bo3mokHOCTH Hambolsiee M3BECTHBIX CPEJCTB COBEPLICHCTBOBaHMs pasrpaHundeHus pocryma OC
Linux.
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Tema 7. 3ammura ¢paitnoBoii cucremsl B OC.

3amura QaiinoBoil cucrembl Windows. Pazpemenus nis ¢ainoB un nanok. Hludpyromas
daiinoBast cucrema (EFS) Encrypting File System. Texnonorust mmdpoBanus. BoccranoBienue
nanHbix. [lpomecc mmdpoBanusa. Ilponecc nemmdpupoBanus. IIpomecc BOCCTaHOBICHHS.
B3aumoneiictBue (daitnoBoit cuctembl 3ammtel NTFS u 3ammrtel pecypca oOmiero pocrymna
(Sharing). TunoBble 3ajauM aJMUHUCTPUPOBAHUS. AJMHHUCTpUpOBaHME IUckoB B Windows.
CxoncrBa w pazmmuns Mexay Disk Management m Disk Administrator. 3ammra daiimoBoit
cuctembl OS Linux. ®aiinoBas cuctema OS Linux. OcHOBHbIE KOHLIETIUU (DaiiTOBON CHCTEMBI.
Buptyansnas ®aitnoas Cucrema (VES). daiinoseie cucremsr EXT2 (The Second Extended File
System).

3.3 TemaTnka CeMUHAPCKUX/MIPAKTHYECKUX U JIA00PATOPHBIX 3aAHATHI

3.4.1. JlaGopaTopHbIe 3aHATHS

JlaGopaTopnas pa6ora 1. YcranoBka mporpammuoro komruiekca ViPNet Administrator
4.x.Co3nanue CTpyKTyphl 3aUIUIIEHHON CETH.

JlaGopaTtopnass pabora 2. Hacrpoiika pe3epBHOrO KONMPOBAaHUSA JAHHBIX U
BocctaHoBieHue maHHbIX B [IO ViPNet Administrator. Pa3BepTteiBanme pabodero mecta
IIOMOIITHHKA IJIaBHOTO aJMUHUCTPATOpa.

JlabopaTropnasi padora 3. Mogudukanus 3anuinieHson cetu. Kommnpomerarusi.

JlaGopaTopnasa pabdora 4. Hactpoiika nmonmutuk 6e3onacHoctu B ViPNet PolicyManager.
VYcranoska ViPNet Coordinator B kauecTBe MEXCETEBOI0 ILITI03a

JlaGopaTopHas pabGora S. IlepBoHayaibHas HAcTpoOilka MEXCETEBOI'O B3aUMOJCHCTBUS.
Moaudukammsi MEXCETEeBOTO B3aMMOICHCTBHS.

JlaGopaTtopHasa paGora 6. HacTpoiika JOKaJbHBIX M TPAH3UTHBIX (HIBTPOB OTKPBITON
cetu. HacTpolika GuibTpoB 3alUIIIEHHON CETH.

JlaGopaTopHas pabGora 7. Hacrtpoiika tpancisauuu agpecoB (NAT). TyHHenupoBaHue B
ViPNet Coordinator.

JlaGopaTtopnas pa6Gora 8. ViPNetClient 4 — VPN u nepcoHanbHbI CeTeBOIl HSKpaH.
Kpunronposaiinep ViPNetCSP.

JlaGopaTopuasi pa6ota 9. Pabota ¢ npuiioxxeHusIMH

Jlaboparopnasi pabora 10. VYcranoBka u wuHHUIManIM3anus Komruiekca «Co0omby.
Hactpoiika o0mux napameTpos.

JlabopaTropnasi padora 11. Hactpoiika u skcruryatanus komruiekca «Co0oby.

JlaGopaTopHas padora 12. YcraHoBka U nHunmanu3anus komiviekca «Secret Net 5.0-Cyr.
Hacrpoiika o0mux mapameTpos.

JlaGopaTopHas paGora 13. VYmpaBieHue pexumamMu BXOJa B CHCTEMY. YIIpaBJICHHE
NEPCOHAIBHBIMU UJIEHTU(HUKATOPAMHU TIOJI30BATENEH.

JlaGopaTopHas padora 14. Ynpasnenue ycrpoiictBamu B Secret Net 5.0.

JlaGopatopnas padora 15. [lontHoMouHOE pa3zrpannyenue nocrymna B Secret Net 5.0.

JlaGopaTopHas padotra 16. KoHTpoJb IIEJIOCTHOCTH M 3aMKHYTash IporpaMMHasi cpefia B
Secret Net 5.0

JlaGopaTopHas padora 17. llludposanue daiinos B Secret Net 5.0.

3.4 Temarnka KypcoBBIX IPOEKTOB (KypCcOBbIX padoT)

KprOBOG IMPOCKTUPOBAHUE 10 JTAHHOM JUCILIUILINHE y‘le6HLIM IJIaHOM HC 3aIlJIaHUPOBAHO.
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4 Y4eOHO-MeTOAMYECKOE M MH(POPMALIMOHHOE 00ecIeYeHue

4.1 Hopmatusubie 10KyMeHTbI 1 'OCThbI

[Iporpamma coctaBieHa B cooTBeTcTBUM ¢ DepepanbHbIM — TOCYdapCTBEHHBIM
o0pa3oBaTeNbHBIM  CTaHAAPTOM  BBICHIETO O00pa30BaHUS 1O  HAIMpPABJICHHUIO TOJATOTOBKU
cneuuanuctoB 10.05.03 «udpopManuoHHas 6e30MaACHOCTh ABTOMATH3MPOBAHHBIX CHCTEM.

4.2 OcHOBHAas JIUTEPATYypa

1) Maprakos, /. B. [IporpammHo-anmnapatHblie CpeacTBa 3alUThl HHOPMALINY :
yuebnoe nocodue / JI.B. Mapmakos, /[.B. ®arxu ; JloHCKOI rocy1apcTBEHHBIN TEXHUYECKHI
yHuBepcureT. Pocros-na-Jlony: AI'TY, 2021. - 228 c. - ISBN 978-5-7890-1878-1 — Teker :
3JIEKTPOHHBIN // JlaHb : aneKkTpoHHO-O0nbOMMoTeuHas cucrema. — URL:
https://reader.lanbook.com/book/237770 (nata o6pamenus: 01.09.2023). — Pexum mocryna: ams
aBTOpU3. MOJIb30BATEIICH.

2) Bynbrués, I'. I'. [IporpammHo-amnmapaTHbIE CpeICTBA 3aIUTHI HHPOPMAIUH :
yuebHo-meToanueckoe nocoodwue / I'. I'. bynsrués. — Mocksa : PTY MUPDA, 2022 — Yacte 1 —
2022. — ISBN 978-5-7339-1652-1. — TexkcT : anekTpoHHbIH // JIaHb : 3eKTPOHHO-ONOIHOTEeUHAS
cucrtema. — URL: https://e.lanbook.com/book/310781 (mata o6pamenus: 01.09.2023). — Pexxum
JIOCTYTIA: JIIsl aBTOPU3. TIOJIb30BaTEIICH.

3) bynwrués, I'. I'. [IporpammHo-anmapaTHbie CpeICTBA 3aIUTHI HH()OPMAITUH :
yaeOHo-MeTonudeckoe nmocodue / I'. I'. Bynerués. — Mocksa : PTY MUPDA, 2022 — Yactp 2 —
2022. — ISBN 978-5-7339-1653-8. — TekcT : anexkTpoHHbIi // JIaHb : 371eKTpOHHO-OUOIMOTeUHAS
cuctema. — URL: https://e.lanbook.com/book/310784 (nara o6pamenus: 01.09.2023). — Pexum
JOCTyTa: ISl aBTOPU3. MOJIb30BaTENEH.

4.3 lonoJTHUTEJIbHAS JIUTEpPaTypa

1) I'opnos, A.Il. ABTOMaTH3MpOBAaHHAs CHUCTEMA OLIEHKH Y(PPEKTUBHOCTH
IpOTpaMMHO-aNmNapaTHBIX cpeAcTB 3aumThl nHpopmarmu / A.I1. Topnos, M.1O. Pertos, /I.A.
JIbicoB // ABTOMaTH3alMs U MOAEIUPOBAHNE B IPOSKTUPOBAHUM U yIipaBieHUH . — 2019. — Ne 2.
— C. 25-32. — ISSN 2658-6436. — TekcT : a5eKTpoHHbIH // JIaHb : 3IeKTpOHHO-ONOIHOTEeYHAS
cucrema. — URL: https://e.lanbook.com/journal/issue/311268 (nara obpamenus: 01.09.2023). —
Pexxwum nocTyma: s aBTOpU3. TOJIB30BATEIEH. .

2) XKwmypos, . b. [IporpammHo-annapatHele CpeAcTBa 3alUThl HHPOPMALINY :
yuaebnoe nocooue / /1. b. Kmypos, C. B. Kykos. — Camapa : Camapckuii yausepcuret, 2022. —
ISBN 978-5-7883-1799-1. — TexkcT : anexkTpoHHbIH // JlaHb : 31€KTpOHHO-OMOINOTEYHas cCUCTEMA.
— URL: https://e.lanbook.com/book/336515 (nara obpamenus: 01.09.2023). — Pexxum gocryma:
JUIs aBTOPU3. MOJIb30BaTENEH.

3) Bytun, A. A. IIporpaMmmMHO-anmapaTHbie CpeCTBa 3alIUThl HHPOPMAIHH : ydeOHOe
nocobue / A. A. byrun, H. U. I'nyxos, C. 1. HockoB. — 2-e u3a., nepepad. u non. — MpKyTCK :
HpI'VIIC, 2022. — 92 c. — Tekcr : 31eKTpoHHBII // JIaHb : 371€KTPOHHO-OMOIHOTEYHAs CUCTEMA.
— URL: https://e.lanbook.com/book/342113 (aara obpamenus: 01.09.2023). — Pexxum goctymna:
JUISl aBTOPH3. TOJIB30BATEIICH.

4.4 Jdy1eKTpOHHBIE 00pa3oBaTe/bHbIC PecypChl
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1. https://www.securitycode.ru/products/secret-net-studio/
2. https://infotecs.ru/products/filter/type-is-33/apply/

4.5 JInneH3n0HHOE U CBOOOAHO PAacpoCTPaHsieMoe MPOrpaMMHoOe
ol0ecrieuenmne

ITO «ViPNet Administrator 4»

OnekTpoHHBIH 3aMoK "Co6op".

Cucrema 3amutsl "Secret Net Studio".

ITAK 3amumiennoro xpanenus nHpopmannu «Cexpet Ocoboro Haznauenus»
Kommexe cpeacts 3ammtel nHpopmanuu ot HCJI «Axkkopn—AM/I3»

I[TAK 3amuTel nHGOpMAaLMK OT HECAHKIITHOHUPOBAHHOTO JIOCTYIIA
«AKKOP/I-Win64» (Bepcus 5.0).

S e

4.6 CoBpeMeHHbIE NPoheccHoHATIbHbIE 0a3bl JTaHHBIX 1 HH(OPMAIIMOHHbIE
CIPaBOYHbIE CHCTEMbI

JlokanpHBI HAy4YHO-00pa30BaTENbHBIM KOMIUIEKC 10 auciuiuimHe "lIporpammHo-
anrmaparHas 3amura uHpopmarun'.

5 MarepuajJbHO-TEXHHYECKOE O0ecreyeHue

Jlns mpoBeneHHS BCeX BHJIOB 3aHATHUNA HEOOXOAMMO MPE3CHTAIMOHHOE O0O0pYI0BaHHE
(MyIbTUMEIUNHBIA IPOEKTOP, IKpPaH) — | KOMILIEKT.

Jns mpoBeneHust 1a0OpaTOPHBIX 3aHIATUNA HEOOXOAUMO HAIMYUE KOMIBIOTEPHBIX KIacCOB
000pyIOBaHHBIX COBPEMEHHOUN BBIYHCIHUTEIHHON TEXHUKOW U3 pacuera OJHO pabodyee MecTo Ha
OJIHOTO 00y4aeMoro.

6 MeToauvecKkue peKoOMeHIaluu

6.1 MeToau4yecKkue peKoMeHIAMU /ISl IPenoaBarteJisi 0 OPraHu3alun
o0yueHust

1. IIpn IOATOTOBKE K 3aHATHUAM CIIEAYyeT NpeABapUTENbHO MpopaboTaTh MaTepuall 3aHATHs,
IIPEAYCMOTPEB €r0 MoJIayy TOYHO B OTBEACHHOE UISl 3TOTO BpeMs 3aHATHs. ClenyeT NOoArOTOBUTH
HEOOXOIMMBbIE MaTepHajbl — TEOPETUYECKHE CBEACHUS, 3a1auu U jap. [Ipu mpoBeaeHuu 3aHATHSA
clielyeT KOHTPOJMPOBATh MOJauyy MaTepuaja U pelleHHe 3aJaHHuil C y4eTOM yueOHOro BPEMEHH,
OTBEJICHHOTO JJIS 3aHATUS.

2. Ilpm mpoBepke pabOT M OTYETOB CJEAYEeT YYHUTHIBaTh HE TOJBKO IPABHILHOCTD
BBITIOJTHEHMSI 3aJaHUi, HO M ONTHMAIbHOCTh BBIOPAHHBIX METOJOB PEIICHUS, MPABUIHLHOCTH
BBIIIOJIHEHMSI BCEX €r0 II1aroB.

6.2 MeToan4yeckue yKazaHus JJIsl 00yYAIOUIUXCH M0 OCBOCHUIO TUCHUIIINHbBI
HSy‘-IeHI/IC JAUCHUIITIMHBI OCYHICCTBIIACTCA B CTPOTOM COOTBETCTBUU C HGHGBOfI YCTaHOBKOI\/'I B

TECHOM B3aUMOCBSI3U y4e€OHBIM IIaHOM. OCHOBOM TEOPETUYECKOM M MPAKTUYECKOW MOATOTOBKH
CTYJICHTOB SIBIITFOTCS JICKIIUU ¥ TAOOPATOPHBIE paOOTHI.
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B mpomecce camocTosITeNnbHONW pabOThl CTYAEHTHI 3aKPEIUISIIOT U YTIyOJsIOT 3HaHWUS,
MOJTyYEHHBIE BO BpEeMs ayJUTOPHBIX 3aHSATHI, TOTOBATCA K SK3aMEHY, a TaKXKe CaMOCTOATEIbHO
U3yYaloT OT/ACIbHBIC TEMbI y4eOHOM MPOTPaMMBEI.

7 DoH/ OLICHOYHBIX CPEACTB
7.1 MeToabl KOHTPOJIS M OLICHUBAHMS Pe3yJ1bTATOB 00y4eHus!

B mporecce o0ydueHUs: UCTIOIB3YIOTCS CIEAYIONUE OIEHOYHBIC (DOPMBI CAaMOCTOSITEILHOM
paboThI CTYACHTOB, OIICHOYHBIE CPEJICTBA TEKYIIETO KOHTPOJIS YCIEBAEMOCTH U MPOMEKYTOTHBIX
aTTeCTalui:

- TpoBeleHHE JabopaTOpHBIX pPadOT (MPAKTHYECKUX 3aHATHA C HMCIOJIb30BAaHUEM
CHENTEXHUKH) U UX 3alIUTa;

- caMOCTOATEeIbHAs MOATOTOBKA U MPOBEICHUE TPE3CHTAlMI TI0 TEMaM JUCHUTUIMHBI;

- 9K3aMeH.

7.2 lllkana ¥ KPpUTEPUH OLICHUBAHMSA Pe3yIbTATOB 00y4YeHuUs!

dopma IPOMEKYTOUHOU ATTECTALUN: IK3AMEH.
[To uToraMm nMpomMeXyTOUHOM aTTECTAllMU MO JAUCLUUIUIMHE (MOAYIIO) BBICTABISETCS OLICHKA
COTIIMYHO», «XOPOILO», «YIOBICTBOPUTEIBHO» UIIH «HEYIOBIECTBOPUTEIIHLHOY.

HIxana oneHUBaHUA Onucanne

BeimonHensl Bce BUABI y4eOHOH paboThl, IpelyCMOTPEHHbIE
yueOHbIM Tu1aHOM. CTYZEHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUM,
YMEHUH, HaBBIKOB MPHUBEJCHHBIM B TaONUIAX IOKa3aTelseH,
0 ONepUpyeT NPUOOPETCHHBIMH 3HAHUSMH, YMEHHUSMH, HaBbIKAMH,
THHHO MPUMEHSIET UX B CUTyalUsIX MOBBIIIEHHOW cioxHOCTU. [Ipu 3TOM
MOTYT OBITH JOMYIICHHl HE3HAYUTEIbHBIC OINMMOKH, HETOYHOCTH,
3aTpyIHEHUS MPHU aHAIUTUYECKUX OIEpalusx, NEpeHOCe 3HaHUN U

YMEHHI Ha HOBbIE, HECTAHJAPTHBIE CUTYAIIUH.

BeimosHeHsI  Bce  BHJBI  Y4eOHOH paboOTHI, MPEAyCMOTPEHHBIC
yueOHbIM  TuiaHoM.  CTyAeHT  JEMOHCTPUPYET  HEIOJIHOE,
Xopouio NMpaBWIBHOE  COOTBETCTBHE  3HAHWM,  YMEHWH, HaBBIKOB
MPUBEJICHHBIM B TaOJIUIAX TIOKa3aTee, TM00 eClu MPU ATOM OBLITH
JIOTIYIIEHBI 2-3 HECYIIECTBEHHBIE OIINOKH.

BeimosHeHBI  Bce  BHJBI  Y4eOHOH paboOThHI, MPEAyCMOTpPEHHBIC
y4eOHbIM Tu1aHOM. CTYyAEHT AEeMOHCTPUPYET COOTBETCTBUE 3HAHMIA,
VY I0BIETBOPUTENBHO | B KOTOPOM OCBEIllEHAa OCHOBHas, HauOojiee Ba)kHAs YacTh
MaTepuana, HO MpH 3TOM JOMyIIeHa OJHA 3HAYUTeNbHas OIIHOKa
WJIM HETOYHOCT.
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He BbimonneH onuH win Oojiee BUAOB yueOHOH paboTHI,
MPEeIyCMOTPEHHBIX Y4eOHBIM IUIaHOM. CTYIOEHT IEeMOHCTPUPYET
HETIOJTHOE COOTBETCTBUE 3HAHWI, YMEHUH, HABBIKOB MPUBEICHHBIM
B TaOnumax moKa3aTelel, JOMyCKAIOTCS 3HAYMTENBHBIC OIMINOKH,
HeynosnerBoputensHo . .

NPOSIBIISICTCS.  OTCYTCTBUE 3HAHWI, YMEHHH, HABBIKOB IO DSy
MOKAa3aTeNei, CTYy/IEHT HCIBITHIBACT 3HAYUTENBHBIC 3aTPyAHCHHS
IpU ONEPUPOBAHUM 3HAHMSIMU M YMEHHUSMH NPU HX IIEpeHOCe Ha

HOBBIC CUTYyallUU.

7.3 OneHo4HbIe CpeacTBa

O1ieHOUHBIE CPENICTBA JJISI TEKYLIEH aTTeCTaluu
KoMmnbroTepHoe TecTUPOBaHME.

O1ieHOYHBIE CPEICTBA AJISl IPOMEKYTOUYHOM aTTECTALIUU
IK3aMeH.

Cnmcok BOIPOCOB JJIs SK3aMEHa IO UCIUIUIMHE

1. KomnbroTepHast cuctema kak 00BEeKT 3alUThl HH(pOpMaIuu

2. [Tonsitne yrpo3sl nHGopManronHon 6ezonacHocTa B KC

3. Knaccudukanus u odumii ananus yrpo3 uHGpopmannonHoit 6e3omnacHoct B KC

4. Crny4vaitasie yrpo3bl nHGopMarmonHon 6ezonacHoctu KC

5. [IpennamepenHbie yrpo3bl HHPopMaImoHHo# 6e3onacHoct KC

6. Pa3zpaboTka nonmutrku naopmanmonHoit 6e3omacHoctu KC

7. MeToaon0rust HOIUTUKHA OE30MACHOCTH KOMIIBIOTEPHBIX CUCTEM

8. OCHOBHBIE TIOJIOKEHUS TTOJIUTUKH HHGOpMarimoHHON 6e3omacHocTH KC

9. JKvzHeHHsbI# nuki nonutuku 6e3omacuoctu KC

10. DyHKIIMOHATIBbHASI MOJICNIb CUCTEMBI 3alIUThl. COCTaB M Ha3HAYEHUE
(YHKINOHATIBHBIX OJIOKOB

1. [TonsiTne gocTyna U MOHUTOpPA OE30MaCHOCTH

12. MeTto0510T1s TPOEKTUPOBAHMSI TAPAaHTUPOBAHHO 3aIuieHHbIX KC

13. Merto reHepanuy U30JIMPOBAHHON MPOTPAMMHOM CPEJIbI

14. Mogaens AJIETIT-50

15. [IaTumMepHOE TPOCTPAHCTBO OE€30MaCHOCTH XapTCTOHA

16. ManpaaTHas MOJIEb JOCTyIa

17. Mopens bemnna-Jlananyna

18. Wnentudukanus u ayreHrudukanus. OCHOBHbBIC MOHATHS U KJIACCH(PUKALINS

19. [Ipocras ayrenTuuKanys

20. DnekTpoHHBIH 3aMoK "Co6015p"

21. buomMerpuyeckas uneHTuGuKanus u ayTeHTUGUKAIUS TTOJTh30BaTEICH

22. Crporas ayreHTH()UKAIUSA

23. [TpoTokosbl ayTeHTU(PUKAIIMN ¢ CHMMETPUYHBIMU aIrOpUTMaMu MKU(POBaHUS

24, [TpoToKOIIbI, OCHOBaHHBIE HA UCIIOJIF30BAHUN OJTHOHANPABICHHBIX KIIOYEBBIX XOIII-
byHKIMA

25. AyTeHTH(]HKAINS C UCTIOJIb30BAHUEM aCUMMETPUYHBIX allTOPUTMOB UG POBAHUS

26. AytenTuduKkaiys, oOCHOBaHHas! Ha UCIIOJIb30BAaHUHU ITU(DPOBOIM MOATHUCH

27. [IpoToKobI ayTeHTUDHUKALIMY C HYJIEBO nepenadeil 3HaueHH
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28. VYrpoiieHHas cxema ayTeHTU(UKAIIMY ¢ HYJIEBOU Nepeaadeit 3HaHu!

29. [TapannensHas cxeMa ayTeHTU(UKALUY C HYJIEBOU Mepenayeil 3HaHHi

30. [Iporoxoi ayrenTudukammu Kerberos

31. [Tpotokon nnentuduxanuu u ayrentudpukamuu B OC Windows

32. CoxpaHHOCTb MapoJjieil yUeTHBIX 3anucen

33. 3amura uHGopmanuu B (aitnoBoit cucreme NTFS

34. HIudpyromas ¢aitnosas cuctema (EFS) Encrypting File System

35. BsaumoneiictBue daitnooii cucremsr 3amuTel NTFS 1 3ammTsl pecypca o0miero
nocryna (Sharing)

36. AnmuHuCTpupoBaHue AuckoB B Windows

37.  Windows : 3amuTa napomien

38. Bo3MoskHOCTH cTaHAapTHOH cucteMsl pazrpanuuenus qocryna OC Linux

39. Cucrema LIDS

40. ®dopmat cepTUPUKATOB OTKPHITHIX Kitoueit X.509

41. HNudpacTpyKkTypa OTKPHITBIX KITFOUEiH

42. Teoperudeckre NPUHIMITBI TOCTPOSHUSI OUOMETPUUYECKUX CUCTEM

43. BexTop napaMeTpoB Ipu aHaIU3€ pyKOIMCHOIO ITOYEpKa

44. 3amuTa Ha ypoBHe pacmmpenuit BIOS

45. 3amuTa Ha ypOBHE 3arpy34MKOB ONEPALIMOHHONW CUCTEMBI

46. Ceprudukar oTKpbITHIX KTH04eH X.509

[Tpumep Ournera.

1. KomneroTrepHoe TecTUpOBaHHUE.
2. AyTeHTH(HKAINA C UCTIOIB30BaHUEM aCUMMETPUYHBIX AJITOPUTMOB IIU(PPOBAHHUS.
3. [IpakTHyeckas HacTpolKa MPOrpaMMHO-aNNAPATHBIX CPEACTB 3AIMUTHI.



