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1. Heaun, 3axa4n 1 NJIAaHUPYeMBble Pe3yJbTAThl 00y4eHHUs 110 JUCIUIITTHHE

Lenbto ocBoeHMsT TUCTMIUTHHBL «CETH U TEJICKOMMYHUKAII SBISICTCS

- 03HaKOMJIEHHE CTYACHTOB C BOZMOXKHOCTSIMH M 00JTACTSIMU IMTPUMEHEHUS CETEBBIX TEXHOJIOTHIA;

- O3HAKOMJICHHE CTYJCHTOB C TMPHUHIMIIAMU OpPTaHHW3allMH JIOKAIBHBIX, KOPIOPATUBHBIX H
pPETHOHANLHBIX (TJI00ATBEHBIX) CETEH;

- O3HAKOMJICHHE CTYACHTOB C OCHOBHBIMH CETEBBIMH CITy>KOaMH, MOJAEISIMU OIMCAHUSI CETEBBIX
B3aHMOJCHCTBUIM;

- O3HAKOMJICHHE CTYJICHTOB C TPOTOKOIAMH KOMMYTAalLMH W MapHIpyTH3anud WHPOpPMaLUH B
BBIYUCIUTEIBHBIX CETSAX, OCHOBAMH OPraHU3aIMH MEKCETEBBIX B3aUMOICHCTBUIA;

- 3aKpeIIeHNE MOTy9aeMbIX B CEMECTPE 3HAHHI 1 HABBIKOB Ha MPAKTHKE;

- (hopMHpOBaHUE B3aUMOCBS3EH, MOTYYaeMbIX B CEMECTPE 3HAHHI 1 HABBIKOB C M3Y4YCHHBIMH paHee
U U3y4aeMbIX MapajiebHO C JaHHOW AUCIHILIHHOM;

- MOJITOTOBKA CTYJICHTOB K JESITETFHOCTH B COOTBETCTBHH C KBATU(PUKALIMOHHON XapaKTEPHUCTUKON
Oakanaspa.

K ocHOBHEIM 3a/1auaM 0CBOCHUS TUCTIUILTHHBI « CETH 1 TEIEKOMMYHUKAIIUN CIeIyeT OTHECTH:

- O3HAaKOMJICHHEC CTYACHTOB C BOSMOXHOCTSAMU U O6J'IaCT$[MI/I IMPUMCHECHUSA CETCBBIX TGXHOHOFHP'I;

- O3HAaKOMJIEHHE CTYICHTOB C TMPHUHIHUIIAMH OpPTaHHW3AlMH JIOKANBHBIX, KOPIIOPATUBHBIX W
perHoHANBHBIX (TII00aThHBIX) CeTeH;

- O3HAaKOMJIEHHE CTYICHTOB C OCHOBHBIMU CETEBBIMHU CITy>KOaMH, MOIEISIMH OMUCAHUS CETEBBIX
B3aMMOJICHCTBHUM;

- O3HAaKOMJIEHHE CTYIEHTOB C IMPOTOKOJAMH KOMMYTAIllMM W MapIIpyTH3alud WHPOpMAIUN B
BEIYHCIATEIHHBIX CETSAX, OCHOBAMH OPTaHH3AINH MEKCETEBBIX B3aUMOICHCTBHIA,

- 3aKperIeHHE MOTy4aeMbIX B CEMECTpE 3HaHUH M HABBIKOB Ha MPAKTHKE;

- (hopMHpoBaHUE B3aUMOCBS3EH, TIOJTYIaeMbIX B CEMECTPE 3HAaHUH 1 HABBIKOB C N3YYCHHBIMH paHee
Y U3y4aeMbIX HNapajulesIbHO C TaHHOM NUCLUUILIUHOM;

- MTOATOTOBKA CTYACHTOB K JICATEIHHOCTH B COOTBETCTBHH C KBATH(DUKAIIMOHHON XapaKTePUCTUKOM
Oakanaspa.

Obyuenne mo guctmiuinHe «CeTH ¥ TEJICKOMMYHHKAIMW» HampaBlieHO Ha (QOpPMHpOBaHHE Yy
00YyYaroIUXCsl CIACTYIOMIX KOMIETEHITHN:

Koa n HaumMeHoBaHue KOMIeTeHIUH NuaukaTopsl 10CTHKEHUS
KOMIIeTeH M
I1K-8 CriocobeH npoBOJUTh HACTPOHKY NIIK-8.1 3HaeT TMMOBBIE METOABI HACTPOUKH
palboThI MPOrpaMMHO-ANIAPATHOTO [IPOrpaMMHO-AIapaTHOTO KpUTEPUH
obecnieuenust bJ1 (mokazarenn) paboTHI IIPOrpaMMHO-

anmapatHoro kommuiekca b/, cTpykTypsl
JAHHBIX, OOMMH TMOAXOJ K OpraHu3aluu
MpeICTaBICHUM, TabnWl, HWHIEKCOB U
KJIAaCTEPOB

NIIK-8.2 VYmeer HacTpauBath paboty b/l
4yepe3 COOTBETCTBYIOIIME IMapaMeTpbl s
ONTUMU3AIMU  pabOThl TOJb30BaTENEd C
MIPUKIIaTHON CUCTEMOM, UCIIOJIb30BaTh
WHCTPYMEHTapUi i1  MOHHUTOPHHIA H
Hactporiku I10 B/]

HIIK-8.3 HMMeer HaBbIKM INE€pBOHAYAIBHOU
YCTaHOBKU I10 b/I, HaCTPOUKHU
npousBoguTenbHocTH b/ 1Mo pesynpraram
MoHUTOpHUHra b/, HaCTPOMKM KOMIIOHEHTOB
MporpaMMHO-anmaparHoro ooecrneuenust b/l
JUIs  YIy4YIIeHUs KadyecTBa OOCTYKHBaHHSA
I10JIb30BATENEN
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2. MecTo AUCHUIIMHBI B CTPYKTYpe 00pa30BaTe/ibHOI MIPOrpaMMBbl

JucuuiuimHa «CeTH M TeIEKOMMYHHKAIMI BXOAUT B 00Pa30BaTENbHYIO MPOrpaMMy MOATOTOBKH
OakanaBpa mo HampasieHuto nmoarotoBku 09.03.02 «MHpopMalMOHHBIE CHCTEMbl M TEXHOJOTHH» H
npohmwIo MoAroToBkM «lHTeNmIeKTyanbHble HH(GOPMALMOHHO-U3MEPUTENbHbBIE CUCTEMBbI» Ul OYHOM
(hopMBI 00YUCHHS.

3. CTpykKTypa ¥ coep:kaHHue JUCHUILTUHBI
OO11ast TPy 1I0eMKOCTb AMCIIUIUIMHBI COCTABISCT 2 3aueTHBIX(€) enuHuI(bl) (72 yacosB).
Nzyuaetcs Ha 7 cemecTpe oOydeHus. @opMa MpoMeyTOUHON aTTeCTalluu — 3a4erT.

3.1  Bwuabl yueOHOI padoThl M TPYI0€MKOCTh

3.1.1. Ounas ¢popma oOyuyeHus

Ne . KoauuectBo CemecTpbl
Buj yueOHoii paboTnl
n/n 4acoB 7 cemecTp
1 | AyauTopHble 3aHATHS 36 36
B Tom uucne:
1.1 | Jlexuun 18 18
1.2 | CemuHapcKue/MPaKTUICCKUE 3aHITHS 18 18
1.3 | JlaGopaTopHbIe 3aHATHS
2 | CamocTrosiTeibHAs padoTa 36 36
B ToMm uucne:
2.1 | IloaroroBka u 3amuTa KypcoBOi paboThI 0 0
2.2 | CaMOCTOSITENIbHOE U3y4YCHHUE 36 36
3 | [IpomexyTouHasi aTTECTALUS
3auer/mud.3a4eT/IK3aMeH 3a4er
Hroro 72 72

3.2 Temarudeckmuii MJIaH U3yYeHHU S TUCIHIIIMHBI

(mo ¢popmam 0OyueHus)

Temaruueckuii TUTaH pa3MeIEH B MPUIIOKCHUH 2 K pabodeii mporpaMMme.
3.3  Coaep:xanue TUCHUILTHHBI

1. Haguramust mo oneparnmonHoit cucteme |OS m3ydeHue peXxMMOB KOH(QUTYpaluu H
OCHOBHBIX KOMaH]|

2. Hactpoiika HauaabHBIX TAPaMETPOB KOMMYTaTOPa

3. Hacrtpoiika  OCHOBHBIX  MapaMeTpoB  TOIKIFOUEHHS K KOMMYTAI[HOHHOMY
o0opyaoBaHUIO ¢ oneparmorHoi cucreme [0S

4, Co3nanue pocTon CeTn ¢ JIBYMS y3JIaMH u IABYMSI
KOMMYTaTOpaMH

d. N3yyenne moneneit TCP/IP u OS| B neiictBum Ha mpumepe B3ammoneiictBusi BOb
cepepa u BOb-knuenTa

6. Wcnonp3oBanue mporpammsr Wireshark st mpocMoTpa 1 aHaim3a ceTeBoro tpapuka

7. Amnanus kaapos Ethernet ¢ momomrsro mporpammer Wireshark

8. [Tpocmotp Tabmuer MAC-anpecoB koMMyTaTopa

9. Onpenenenrie MAC u IP anpecos

10. Uzyuenue Tabmus ARP

11. [MonkmroueHne MapuipyTu3aTopa K JIOKalbHOW ceTtu. IlepBoHavanmbHast HacTpoiika
MapuIpyTH3aTopa

12. [lepBoHauanbHas HACTpOiiKa, HACTpoWKa HHTEPPEHCcOB M JAMArHOCTHKA PaOOTHI

MapuIpyTH3aTopa
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13. OOMeH JaHHBIMH ¢ HcToib30BarreM TCP u UDP

14. Texnonorus asoitHoro creka. [Iposepka agpecauun IPv4 u IPV6

15. BrInosHeHre KOMaHIbI PiNg U TPacCHPOBKA MAPIIPYTa I IPOBEPKH ITyTH

16. HaGmoenne 3a mpoieccoM TPEXCTOPOHHETO KBUTHpPOBaHHS mpoTtokona TCP ¢
nomoInbio nporpammel Wireshark

17. N3yuenue 3axBayeHnbix nakeroB DNS u UDP ¢ nomompro nporpammsr Wireshark

18. Uzyuenue paspemennii DNS
19. Usyyenne npotokona FTP

3.4  TemaTuka CEMUHAPCKUX/MPAKTHYECKUX H J1a00PATOPHBIX 3aHATHIA
3.4.1. CeMuHapCKHe/IPaKTUIECKUE 3aHATHS

1. Hapuranust mo omnepanuonHoii cucrteme |0S u3ydeHne pe:KUMOB KOH(PHTYpAIUK M OCHOBHBIX
KOMaH[

2. Hacrpoiika HauaabHBIX TAPaMETPOB KOMMYTATOPa

3. Hacrpoiika OCHOBHBIX napaMeTpoB  TMOJAKIIOYEHUS K KOMMYTallMOHHOMY
000pyIoBaHMIO ¢ oneparuonHoi cucreme 10S

4. Co3znanue IIPOCTOH ceTn ¢ JIBYMsl y3JaMHU U JIBYMsI KOMMYTaTOpaMu

5. Nsyuenne momeneit TCP/IP u OS| B neiictBum Ha mpumepe B3aumojeiicTeus BOB cepsepa
u BOb-knuenTa

6. HcnonbzoBanne nmporpammel Wireshark amst mpocMoTpa u aHami3a ceTeBoro Tpaduka

1. Amnanus kaapos Ethernet ¢ momorsio mporpammsr Wireshark

8. IMpocmoTp Tabauer MAC-anpecoB koMMyTaTopa

9. Omnpenenenne MAC u IP agpecos

10. N3zyuenue tabauib ARP

11. [TopxmroueHne MapuipyTuzaTopa K JOKanpHOW ceTu. [lepBoHayanpHasi HacTpoiika
MapuIpyTu3aTopa

12. [lepBoHauanmbHass  HacTpoiika, HacTpolka WHTep(elHCOB W  JIUAarHOCTHKAa  PabOTHI
MapIIpyTu3aTopa

13. OO0OMeH aHHBIMH ¢ ucnoib3oBanneM 1 CP u UDP

14. Texunosorus nBoitHoro creka. [Iposepka agpecarmu 1Pv4 u IPv6

15. BrinosiHeHre KoMaH Ibl PiNgG U TPACCHPOBKA MapIIPyTa sl IPOBEPKHU ITyTH

16. HaOmonenne 3a mporieccoM TpPeXCTOPOHHETO KBUTHpOBaHHA TpoTokona TCP ¢ momomrsio

nporpammsl Wireshark
17. Nsyuenne 3axBadeHHbix maketroB DNS 1 UDP ¢ nomormsto porpammsr Wireshark
18. N3yvenne paspemennii DNS
19. Nzyuenne nporokona FTP

3.4.2. JJabopaTopHble 3aHATHSA

He npenycMotpeHsl
3.5 TemaTuka KypcOBbIX IPOEKTOB (KypPCOBBIX padoT)
KypcoBbie paboThI/IPOEKTHI OTCYTCTBYIOT

4, YueOHO-MeToAn4YecKoe U HHPOPMALIMOHHOE o0ecTieueHue

41 HopmatuBHblie 1okyMeHTbI 1 'OCTbI

1. ®enepanbubrii 3akoH ot 29 nexadps 2012 roga No 273-®3 «O6 obpazoanuu B Poccuiickoii
deneparn» (C U3MEHEHUSIMU U JIONIOJTHEHUSIMH );

2. OenepanbHBI  TOCYJApCTBEHHBIM 00pa3oBaTENbHBIA CTaHIAPT BBHICIIETO OOpa3OBaHUS -
OakanmaBpuaT 1o HamnpasieHuto noarotoBku 09.03.02 MudopmanmoHHBIE CHUCTEMBI M TEXHOJOTHH,
yrBepxkaeHHbIN [Ipukazom MunucrepcrBa oopazoBanus v Hayku P® ot 19 centabps 2017 r. N 929 "O06
yTBepxaeHun (eaepanbHoro... Pepakius ¢ usmenenusimu N 1456 ot 26.11.2020;

3.Ilpukaz MwunucrepctBa obpazoBanust u Hayku PD ot 05 ampens 2017 r. No 301 «O06
yrBepkaeHun [lopsaka opraHu3aii M OCYIIECTBJIEHHS 00pa30BaTENbHOW  JEATEIBHOCTH  I10
o0pa3oBaTeNbHBIM TPOrpaMMaM BBICHIETO OOpa3OBaHMs — MporpamMmaMm OakajlaBpuara, IporpamMmam
CTeLUAINUTETa, IPOrPaMMaM MarucTpaTyphbl.
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4.2  OcHoBHasi JINTepaTypa

1. Komneiorepasie cetu. [IpHHIMIBI, TEXHOIOTUH, TPOTOKOJIBI: YUYEOHUK MJIS BY30B.
5-e m3a. / B.I'. Omudep, H.A. Omudep. — CII6.: [Tutep, 2016. — 992 c.

2. CereBast akagemus Cisco [DnexTpoHHbIi pecypce] http://www.netacad.com

4.3  JlomoJHUTeIbHAs JIUTEPATypa

1. 1. Kommbrorepnsie ceth, 5-¢ uzn./ 3. Tanen6aym, Yazepost JI. — Cn6: [Tutep,
2012, 960 c.

2. BreruncnurenbHapie cucTeMsl, ceT U TeiekommyHukaruu/ A IL [Tstudparos, JIIT.

I'yasinbixo, A.A. Kupuuenko. M.: Knopyc, 2019. — 372 c.

DJIeKTPOHHBbIE 00pa3oBaTe/ibHbIE PeCypChl

[IpoBenenue 3aHATHI U aTTecTallUii BOZMOXKHO B JUCTAHIIMOHHOM (opMaTe ¢ IPUMEHEHHUEM
CUCTeMBI AWCTaHIUOHHOTO oO0y4eHus yHuBepcutera (CJJO-LMS) Ha ocHOBe pa3paboTaHHBIX
Kadeapoi AMEKTPOHHBIX 00pa3oBaTenbHBIX pecypcoB (DOP) mo Bcem TemaMm mporpammsi:.

Hazsanue D0P

Cetn n OO0P HaxoguTtcs B pa3padoTke
TCIICKOMMYHHUKAIIUN

Pazpaborannsie DOP BKIIOYAOT TPEHUPOBOYHBIE U HTOTOBBIE TECTHI.
[lopsamox mpoBeneHuss pabOT B JUCTAHIMOHHOM (hopMare YCTaHABIUBAETCS OTICIbHBIMU
pacTopsHKCHUSIME TIPOPEKTOpPa Mo yIeOHOM padoTe U/WiK IICHTPOM y4eOHO-METOIUICCKON PaOOTHI.

WuTepHeT-pecypchl  BKIIOYAIOT y4eOHO-METOJMYECKHE MaTepualbl B OAJIEKTPOHHOM BHJE,
MpeJICTaBICHHbIE Ha caiiTe mospolytech.ru

Kaxnpiii  crymeHT o0ecniedyeH HMHIAMBHUIAYAJbHBIM  HEOTPAHHMYEHHBIM  JOCTYIIOM K
ANIEKTPOHHBIM OnbHnoTexkam yuusepcutera (elib.mgup; lib.mami.ru/lib/content/elektronyy-katalog)
ANEKTPOHHO-OMOIMOTEYHBIM CUCTEMAaM (DJICKTPOHHBIM OMOJIMOTEKAM )

44  JIMueH3MOHHOE U CBOOOHO pacnpocTpaHsieMoe MPOrpaMMHoe odecrevyeHmne

OtcyrcTByeT

45 CoBpeMeHHbIe MpodeccnoHaTbHBIE 0a3bl JAHHBIX U MH()OPMALMOHHbIE
CIIPaAaBOYHBIC CHCTEMBI

Ilepeuensb pecypcoB cetu UHTepHET, AOCTYNHBIX AJIS1 OCBOCHUS TUCUMILUIUHbI:

Ne HaumenoBanue Ccblika Ha pecypce JocTynHocTh
NupopmannoHHO-cIpaBOYHbIE CHCTEMbI
Ynpopmannonneie pecypest CeTh | -1/ www.consultant.ru | Tocrymso
KoncynpranTl Iiroc
JIEKTPOHHO-0N0/IHOTEYHbIE CHCTEMbI

Jlanp https://e.lanbook.com/ JlocTymHa B ceTu
WutepHer 6e3
OrpaHUYEHU I

IPR Books https://www.iprbookshop | JocrymnHa B cetn

ru/ WuTepuer 6e3
OrpaHUYEHU I
IIpodeccuonaibHbie 6a3bl JAHHBIX

baza maHHBIX HaydHOU http://www.elibrary.ru JlocTymHO

AJIEKTPOHHOM OMOIMOTEKH

(eLIBRARY.RU)



http://www.netacad.com/
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WebofScienceCoreCollection — http://webofscience.com | docrymHo
noJiuTeMaTraeckasi peepaTuBHO-
o6ubnuorpaduyeckas u
HaYKOMETPHUYCCKAADb
(bubnmmomeTpuueckas) 6a3a TaHHBIX

5. MarepuajabHO-TeEXHHYECKOE 00ecnedeHne

Jlexumonnast  aymuropusi oOmero (oHAa, NEPEHOCHOH MyJIbTHMEIUHHBIA KOMILICKC

(mpoekTop, HOYTOYK)
6. MCTO)II/I‘ICCKI/IB PECKOMEHIAIUHN

Meroauka mnpenojaBaHus TUCHUIUIMHBI W pealn3alds KOMIIETCHTHOCTHOTO IIO/IXO/a B
H3JI0OKCHUHW U BOCIIpHUATHUH MaATCpuajla NpCAyCMATPHUBACT HCIIOJIB30BAHHUC CJICAYIOIIUX AKTUBHBIX H
UHTEPaKTUBHBIX (JOPM NPOBE/ICHUS ayJTUTOPHBIX U BHEAYTUTOPHBIX 3aHSTHIL:

— ayIUTOpHBIE 3aHATHSL: JEKIIUHU, Ta00paTOpPHbIE pa0OTHI, TECTUPOBAHNUE;

— BHEAYAUTOPHBIC 3aHATHSA: CAMOCTOATEIBHOE M3YYECHHE OTACIBHBIX BOIPOCOB, MOJITOTOBKA K
nabopaTOpHBIM paboTaMm.
Oo0pa3oBare/ibHbIe TEXHOJIOTHHU

Bo3MoxHO mpoBeneHue 3aHATUH M aTTecTalMii B AMCTAaHIMOHHOM (opmMaTe ¢ NpUMEHEHHEM
CUCTeMbl JaucTaHUUMOHHOrOo oOyuenus yHuBepcurera (CHO-LMS) Ha ocHOBe pa3paboTaHHBIX
ANEKTPOHHBIX 00pazoBarenbHbIX pecypcoB (DOP) (cm. m.4.4).

[Topsimox mpoBeneHus: pabOT B AUCTAaHIIMOHHOM (oOpMare YCTaHABIMBACTCS OTACIHHBIMHU
pacropsKeHUsAMHU POPEKTopa 1o yueOHOH paboTe u/Win LEHTPOM Y4eOHO-METOINYECKOI paboThl.

6.1 MerToanueckue peKOMeHJAAIUM IS TMpenoJaBaTessi MO OPraHU3aAIUH

o0yueHust

6.1.1. IlpenonaBarens OpraHM3yeT IMpENoOJaBaHUE JTUCHMIUIMHBI B  COOTBETCTBUH C
tpeboBanusimu  "[lomokeHuss 00 opraHm3anmMu  00pa30BATEIBHOTO MpoIecca B MOCKOBCKOM
MOJUTEXHUYECKOM YHUBEPCUTETE U ero (prinanax', yrBepKAEHHBIM PEKTOPOM YHUBEPCHUTETA.

6.1.2. Ha mepBoM 3aHATHUW TPENOAABATENb IOBOJUT JIO CBEICHUS CTYACHTOB COJEp)KaHHE
paboueii nporpammsl auctuiuinebl (PI1/]) n npegoctaBnser BO3MOKHOCTh O3HAKOMIIEHUS C TPOrPaMMON.

6.1.3. TlpemomaBarens 0COOCHHO OOpaniacT BHUMaHUE CTYICHTOB Ha:

- BHUJBI U GOPMBI IPOBEJICHUS 3aHATHH 110 TUCHUIUIMHE, BKJIIOUYAs MOPSI0K POBEJICHUS 3aHATHH
C TpPHUMEHEHHEM TEXHOJIOTUH IUCTAHIIMOHHOTO OOYYEHHUS W CHUCTeMBl IHCTAHIIMOHHOTO OOYyYeHUs
yauBepcureta (CO MocnonuTexa);

- BUABI, COJEp)KaHWE W TOPAIOK TIPOBEICHHUS TEKYIIEro KOHTPOJS YCIEBAaeMOCTH B
COOTBETCTBHUH C ()OHJIOM OLIEHOYHBIX CPE/CTB;

- ¢opmy, coaep)aHUe U MOPSAIOK MPOBEICHUS MPOMEKYTOYHON aTTECTallUd B COOTBETCTBUU C
(OHIOM OLIEHOUYHBIX CPEACTB, IpeaycMoTpeHHbIM PIT/L.

6.1.4. JloBomuT 1O CBEICHUS CTYACHTOB TrpauK BBINOJTHEHHWS YYeOHBIX  paldor,
npeaycMorpeHHsix PITI.

6.1.5. HeoOxomumMo ¢ caMoro Hayaia 3aHSATHA PEKOMEHJOBaTh CTYIEHTaM OCHOBHYIO U
JOMIOJTHUTENBHYIO TUTEPATYpy M yKa3aTh IyTH JOCTYIA K HEH.

6.1.6. Bnavame WM B KOHIIE CEMeCTpa JaTh CIHCOK BOIPOCOB JJIsi IIOATOTOBKH K
MIPOMEKYTOUHON aTTeCTalllK (3K3aMEHY UJIH 3a4ETy).

6.1.7. Pexomenayercs gakt o3HakomieHus: ctynaeHToB ¢ PITJ] u rpadgukxom paboThl TUCHMEHHO
3a(hUKCHPOBaTh MOANMUCHIO CTY/IEHTA B JIUCTE O3HAKOMIIEHUs ¢ coaepxkanue PII/I.

6.1.8. IlpenonaBarenu, BeAymHUH JIEKIMOHHBIE W  TPAKTHYECKUE 3aHATHUS, JTOJDKHEI
COTJIaCOBBIBATh TEMAaTHYECKUH IIJIaH TMPAKTUYECKUX 3aHATHH, MCIOIb30BaTh €IUHYI0 CHCTEMY
0003HaYEeHHIA, TEPMHHOB, OCHOBHBIX MTOHSITUHN JUCIUILTHEIL.

6.1.9. Ilpu moAroToBKE K CEMHUHAPCKOMY 3aHATHIO TIO0 TIEPEUHIO OOBSBICHHBIX TEM
MIPEToIaBaTeIt0 HeOOXOIMMO YTOUYHUTH IJIaH WX MPOBEACHUS, TIPOIyMaTh (OPMYIHPOBKH M COIEPIKAHHE
y4eOHBIX BOIPOCOB, BBIHOCHUMBIX Ha OOCYX/JE€HHE, O3HAKOMUTBHCS C MEpEeYHEM BOIIPOCOB IO TeMe
ceMuHapa.

B xozme ceMmHapa BO BCTYNHTEJIBHOM CIIOBE DPACKPBITh IPAKTHUECKYIO 3HAYUMOCTb TEMBI
CEeMHUHAPCKOTO 3aHATHUS, ONPEACIUTh IOPSJIOK €ro IpOBEICHUS, BpeMs Ha OOCYXKIEHHE KaxXJI0ro
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yueOHoro Borpoca. [lpumensst GpoHTanbHBIN ompoc gz[aTL BO3MO>XHOCTh BBICTYIHTH BCEM CTYACHTaM,
MPUCYTCTBYIOIIUM Ha 3aHSATHU.

B 3axnmrounTtenbHOW YacTH CEMHUHAPCKOTO 3aHSTHS CIEAYET MOIBECTH €ro MTOTH: JaTh OLEHKY
BBICTYIUICHHI Ka)JIOTO CTYJIEHTa U Y4eOHOH rpynmbl B IEJOM. PaCKpBITh TOJOKUTEIBHBIE CTOPOHBI U
HEJOCTaTKU MPOBEACHHOIO CEMUHAPCKOTo 3aHATHS. OTBETUTh Ha BOIPOCHI CTYJAEHTOB. BbinaTh 3anaHus
ISl CAMOCTOSITENTLHON pabOThI IO OJATOTOBKE K CJICAYIOIIEMY 3aHSATHIO.

6.1.10. IlenecooOpa3Ho B XOJ€ 3aIIUTHl JA0OOPATOPHBIX PadOT 3a7aBaTh BBHICTYIMAIOIMIMUM U
ayTUTOPUH JOIOJHUTEIBHBIE U YTOYHSIOIINE BOMPOCHI C IENBI0 BBIICHEHUS WX TO3HIHNA MO CYIIECTBY
00CyXIaeMbIX TTPOOIEM.

Bo3moxHO mpoBeneHHe 3aHATHI M aTTecTaluid B AUCTAHLIUOHHOM (hopMare ¢ MpUMEHEHUEM
CUCTeMBI JUCTaHIIMOHHOTO oOydenusi yHuBepcurera (CJO-LMS). Tlopsmok mnpoBeneHus paboTr B
JUCTAaHIIMOHHOM (l)OpMaTC YCTaHAaBIMUBACTCA OTACIbHBIMU PACIIOPAKCHUAMU IIPOPEKTOPA 110 y'-IC6H0ﬁ pa60Te A/
LIEHTPOM Y4eOHO-METOUUECKON pabOTHLI.

6.2 MeToanyeckue ykazanusi JAJsi 00y4aromuxcsi N0 0CBOEHUIO T CHUIIUHBI

6.2.1. CTYI[eHT C caMOI0 HadaJla OCBOCHHUA JUCHUIIIMHBI JOJIKCH BHUMATCIIBHO O3HAKOMUTCS C pa60qeﬁ
nporpaMMoun JUCIHUITIIINHBL.

6.2.2. CrynmeHTy HEOOXOIMMO COCTaBUThH JUIsi ceOsi TpaduK BBHIIOTHCHHS y4eOHBIX pPadoT,
npenycmorpeHHbix PIIJ] ¢ yuértom TpeGoBaHMi JpyruX JUCLUIUIMH, U3Yy4aeMBbIX B TEKYILEM CEMECTpeE.

6.2.3. Ilpu npoBeneHHMH 3aHATHA M IPOLENYp TEKYyLIEM M INPOMEKYTOYHOM aTTECTaluu C
UCMOJb30BAHUEM HMHCTPYMEHTOB HMH(POPMALMOHHOM 00pa3oBaTeiabHON Cpeabl JAUCTaHLIMOHHOTO
obpazoBanusi  yauepcutera(LMS Mocnonurexa), Kak BO BpeMsi KOHTaKTHOW paOOThI C IperoiaBaTeieM
TaK M BO BpEMS CaMOCTOATENBHOM pPabOThl CTYyIEHT JOJDKEH OOeCHeYUTh TEXHUUYECKYIO
BO3MOXXHOCTh ~ JIUCTAHIIMOHHOTO IOJKJIIOUYEHUS K CHUCTeMaM JUCTaHLMOHHOro oOydenus. Ilpu
OTCYTCTBHM TaKOW BO3MOXXHOCTU OOCYIUTh CUTYAlMIO C IPErojAaBaTesieM JUCLUILIUHBL.

6.2.4. CamocrtosTenbHass padoTa sBISETCS OJHUM €3 BHAOB Y4YeOHBIX 3aHsaTuil. Llens
CaMOCTOSITENIbHOH Pa0OThl — MPAKTUUYECKOE YCBOEHHE CTYJEHTaMH BOIIPOCOB, PAacCMaTpUBAEMbIX B
IIPOLIECCE U3YUYEHUS TUCLUILINHBIL.

Busl BHeayTUTOPHOM caMOCTOSATENNbHON pabOTHI:

- CaMOCTOSITEIbHOE U3YYEHHE OT/IEIbHBIX TEM JUCIUILIINHBI;

- TIOATOTOBKA K JIEKIIMOHHBIM 3aHATHUSM;

- TOATOTOBKA K CEMUHApaM M NMPAKTUYECKUM 3aHITUSM;

- o¢popMIIEHHE OTYETOB IO BBHINOJIHEHHBIM JIAOOPAaTOPHBIM paboTaM M MOJArOTOBKA K HX
3aluTe.

Jlnst BBINOJHEHHMs J1I000T0 BHMJA CaMOCTOSITEIbHOM pabOThl HEOOXOIMMO MPONTH Cieyroliue
STaIlbI:

- OIIpeJIeJIEHUE LEJIU CaMOCTOSITEbHOM padoThI;

- KOHKpETH3alus T03HABATENbHOM 3a7aui;

- CaMOOLIEHKA FTOTOBHOCTH K CAMOCTOATENbHOM paboTe;

- BBIOOD a/1eKBATHOTO crioco0a JeHCTBUS, BEAYILErO K PELISHUIO 3ajlauy;

- IUTAHUPOBaHKE pabOThI (CaMOCTOATENBHOM MIIHM C TOMOIIBIO MTPETIOJaBaTeNIsl) Hal 33/1aHHEM;

- OCYILIECTBJIEHME B IMPOILIECCE BBIMOJHEHUSI CaMOCTOSITENIBHON pabOThl CaMOKOHTPOJIS
(TpPOMEXKYTOYHOT'O M KOHEYHOT'0) PE3YJILTATOB PabOThI M KOPPEKTUPOBKA BHITIOJIHEHHST pAOOTHI;

- pednexcus;

- MIPE3EHTAIMsI CAMOCTOSATENIbHON paObOTHI MIIH 3alllUTa JJa0OpaTOPHON pabOTHI.

7. DoH/1 OLIECHOYHBIX CPEICTB
@oHJ1 OLIEHOYHBIX CcpeCTB mpezacTanieH B [Ipunoxenun 1 k paboueii mporpamme 1 BKITIOYAET TEMBI:
7.1.  MeTobl KOHTPOJIS ¥ OLICHUBAHUSI PE3YIbTATOB O0YUECHHUS
7.2  Illxana u KpUTEpUU OLICHUBAHUS PE3YIbTATOB O0YUECHUS
7.3.  OueHOYHBIC Cpe/ICTBA
7.3.1. Tekymuii KOHTPOJIb
7.3.2. TIpoMexyTo4YHas aTTeCTaIus
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IIpuiaoxenne 1

®OH/J OHEHOYHBIX CPEJACTB 11O JIUCHUIIJIMHE

«CeTH H TeJIEKOMMYHUKALMI»
HamnpasiieHue noaroroBKu
09.03.02 UudopmManuoOHHBIE CHCTEMBbI U TEXHOJIOTHH
OO6pazoBarenbHas mporpamma (poduITE TOATOTOBKH)
«AHTeIIeKTYaIbHbIE HH(POPMAIIMOHHO-U3MEPUTEIbHbIE CUCTEMbD)
7. ®OH/I OLIEHOYHBIX CPEICTB
B mpouiecce o0ydeHHs B TEUCHHE CEMECTpa HCIOJB3YIOTCS OIICHOYHBIC CPEICTBA TEKYIIETO
KOHTPOJIA YCHCBACMOCTU H MPOMCIKYTOYHBIX aTTGCTaLIHﬁ. HpI/IMeHSIIOTCSI CJICAYIOUC OLCHOYHBIC
CpeicTBa: TECT, 3a4erT.
OOyuenne nmo maucnuiuinHe «CeTH M TeJIEKOMMYHMKALMW» HAMPaBICHO Ha (GOPMUPOBAHUEC Y
00yYaroIIUXCs CICAYIONIMX KOMITETCHITUN:

Ko u HaumMeHoBaHMe KOMIIeTEHIN A HNuankaTopbl 10CTHKEHUS
KOMIIeTeH M
I[IK-8 Cnocoben mpoBoauth HacTpoiky | MIIK-8.1 3HaeT TUIOBBIE METOBI HACTPOIKHU
paboThI MIPOrPaMMHO-AMIAPATHOTO | MPOTPaMMHO-ANapaTHOTO KPUTEPHUH
obecrieuenus b/l (mokazarenu) paboThI MPOrpaMMHO-

anmapatHoro komuiekca b/, cTpykTypsl
JAHHBIX, OOLIMH TMOAXOJ K OpraHu3aluu
NpeACTaBICHUN, TaOIWI, WHACKCOB U
KJIaCTEPOB

NIIK-8.2 VYmeer HacTtpauBath paboty b/l
4yepe3 COOTBETCTBYIOLIME IapamMeTphbl JUIs
ONTUMU3AIMU  pabOThl TOJb30BaTENEd C
IIPUKIIATHOU CUCTEMOH, HCII0JIb30BATh
WHCTPYMEHTapui  AJii  MOHMTOPUHTa H
Hactpoiiku 110 B/1

NIIK-8.3 MMeer HaBBIKM NE€PBOHAYAIBHOU
YCTaHOBKU 110 b/, HaCTPOUKHU
npousBoguTenbHocTH b/ 1Mo  pesynpraram
MoHUTOpHHra b/, HACTpOMKM KOMIIOHEHTOB
nporpaMMHo-anmnapatHoro otecrneueHust bJl
JUIs  YIy4dlIeHHs KadecTBa OOCIIy)KHBaHUS

II0JIb30BaTENEN
7.1  Metoabl KOHTPOJISI M OLICHUBAHUS Pe3yJIbTATOB 00y4YeHHUS
HanmenoBanue [IpencraBnenue
Ne OIIEHOYHOTO Kparkas xapakTepucTrKa OLlEHOYHOTO OLIEHOYHOTO CPEJICTBA B

OC cpecTBa cpencTsa ®OC
CryneHTtam npeayaraercs OTBETUTh Ha
TecThl B TeueHUu 45 munyr. Kputepuem

Tectsl .
1 (T) YCIIEIIHOM Claud TECTHUPOBAHUS CUUTAETCS bank Bompocos
[IPOLICHT IIPAaBUIIBHBIX OTBETOB Oosee 65%
[IPOLICHTOB.

7.2  lxkaga u KpUTEepHHU OLIEHUBAHUS Pe3YJIbTATOB 00y4eHH

Dopma NPOMEKYTOYHOM aTTECTAllUM: 3a4eT.

O0s13aTe ILHBIMHA YaI10BUSIMA MMOATOTOBKH CTYACHTA K HpOMB)KyTO‘lHOﬁ arrecragmum
SIBIIICTCS BBIMIOJIHEHWE W 3al[UTa CTYJSHTOM NPAKTHYECKUX paboT, MPEeayCMOTPEHHBIX paboueit
MIPOrpaMMOM U IPOXOKJICHUE BCEX MTPOMEKYTOUHBIX TECTOB HE HUXKE, yeM Ha 70% IpaBUIbHBIX OTBETOB.
[IpomeKyTOUHBIE TECTUPOBAHUS MOI'YT IPOBOAMTCS KaK B ayAUTOPUU YHUBEpPCUTETA IO KOHTPOJIEM



MpEnoaBaTelis, Tak U TUCTAaHIIMOHHOM (hopMaTe Ha YCMOTPEHHE MperogaBaTes.
IITxana oneHuBaHus A1 3a4€eTa:

[Ixana
Ornucanue
OLICHUBAHUS

BreimonHeHsl Bce BHIBI yaeOHOUW paboThl, mpemxycmorpernabie PIT/I.
CTyaeHT [eMOHCTpPUPYET COOTBETCTBHE 3HAHUM, YMEHHH, HAaBBIKOB
MPUBEACHHBIM B TaOJIUIaX I[OKaszaresei, omepupyer IpHOOpPEeTEHHBIMU
3a4yTeHo 3HaHUSIMU, YMEHUSIMU, HABBIKAMH, IPUMEHSET UX B CUTYallUsAX [TOBBIILICHHON
cinoxHoctd. [Ipu 3ToM MOryT OBITH TOMYIIEHBI HE3HAUUTENbHBIE OMIMOKHU,
HETOYHOCTH, 3aTPyJAHEHUS IIPU AHAIMTHYECKHX OINEPALUAX, IEPEHOCEe
3HAHWW U YMEHUHN HA HOBbIC, HECTAHAAPTHBIE CUTyaLlH.

He Bemomnen oguH winm  Oojee BHIOB y4eOHOUW  palboTHI,
npenycMoTpeHHbIX PIT/I. CTyneHT JeMOHCTPUPYET HEMOJIHOE COOTBETCTBHE
3HaHU#, yMEHMH, HaBBIKOB IPHUBEJICHHBIM B TaOJIMIAX IOKa3aTesew,
He 3aureno JIONYCKAIOTCS 3HAYUTEIbHbIE OLIMOKM, HPOSBIAETCS OTCYTCTBUE 3HAHMM,
YMEHHMM, HaBBIKOB 110 psy IOKa3aTelel, CTYIEHT UCIBIThIBAET
3HAYUTEJIbHBIE 3aTPYIHEHUS IPU ONEPUPOBAHUY 3HAHUSIMHU U YMEHUSMH IIPU
UX IIEPEHOCE Ha HOBBIE CUTYAaIIUH.

7.3  OueHoYHBbIE CPEACTBA
7.3.1. Tekymiuii KOHTPOJIb

Texkymuii KOHTpPOJIb BBINOJNHAETCS C TNpuMeHeHueM banka BompocoB. Ilpumepsl TecToB
NPEJCTaBICHbl HIDKE. Pe3ymbTaThl TEKYIIero KOHTPOJII YCHEIIHO 3auUTBIBAIOTCS, €CIH TpH
TECTUPOBAaHUU HaOpaHO He MeHee 75 6amioB u3 100 BO3MOXKHBIX.

PexoMenayemble TeMbl pedepaTos
Pedepats! HE perycMOTpeHbI
7.3.2. IlpoMeskyTOUHAsI aTTeCTALUS

ITpomeskyTouHas aTTecTalus NPoBOANUTCS Ha 4 ceMmecTpe 00ydeHus B popme 3auera.

ATTecTanysi MPOBOJUTCS MO OMJIETaM, OTBETHI MPEIOCTABISIFOTCS MUCBMEHHO C IMOCIIEIYIOIINUM
YCTHBIM cobeceioBaHMEeM. buiieTsl popMHUPYIOTCS M3 BOIPOCOB MPEICTABIEHHOIO HUXKE MepeyHs. 3a4yer
MOXET MPOBOAUTHLCS B (hopme TecTupoBanus ¢ ucnosibzoBanueM (C1O- LMS) Ha ocHOBe pa3paOoTaHHBIX
3JIEKTPOHHBIX 00pa3oBaTeNnbHbIX pecypcoB (DOP)

PersiameHT npoBe/ieHHs 3a4eT:

1. B Owuer BkiIto4aeTcs 2 BOIpoca U3 pa3HbIX TeM AUCIHUIIIHHBL

2. Tlepeuens BompocoB coaepkuT 30 BOMPOCOB MO M3YYEHHBIM TeMaM Ha JIEKIIMOHHBIX M
71a00paTOPHBIX 3aHATHIX (TIPHIIATaeTCs).

3. Bpewms Ha MOATOTOBKY MUCBMEHHBIX OTBETOB - J0 40 MuH, ycTHOEe cobecemoBanue - 10 10
MUHYT.

4. TlpomeneHue arrectamuu (3a4eTa) C HCIOJIB30BAaHUEM CPEICTB AJICKTPOHHOTO OOy4YeHUS W
JMCTAHIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJOTHH BBIOJHSAETCS B COOTBETCTBUU C YTBEPKACHHBIM B
yHuBepcutere "llopsAnkoM mNpoBeneHHMS NPOMEKYTOYHOM aTTeCTallMM C HCIOJIb30BAHUEM CPEICTB
3JIEKTPOHHOT0 00YYEeHHUS U TUCTAHLIMOHHBIX 00pa30BaTEIbHBIX TEXHOIOTHi"

Bonpocel Ha 3a4er
1. Kak cymecTByIoT Crioco6h! MOAKIIFOUEHHS K KOMMYTAaTOPY JUISl €T0 HACTPOHKH?
2. Yo Takoe komMaHaa ShOW 1 kakue y Hee mapamerps?
3. Kaxue pexumel pa6otst |OS BbI 3HaCTE?

4. TIporpammel Smynsum  TepmuHana? Kakme NPOTOKONBI TPH 3TOM HCTIONB3YIOTCA Ul TIepeadm
KOH(HUTYpalnOHHON HHpOpMAaLIUHL.
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5. Pexumsi pa6otsi ¢ CLI?

6. Kak ycrasosuts Bpems Ha ycrpoiictse ¢ 10S?

7. Kax oGecreunts 6€30macHOCTh JIOCTyHa K HHTepdeiicy komananoii crpoku (CLI) u mopram konconu?
[IpuBeauTe mpuMepsl KOMaH[ 3aIU(pPOBAHHBIX U TEKCTOBBIX MapOJIeH.

8. K xakum KOMaHJaM OacT OOCTYII B HpI/IBI/IJ'IGFI/IpOBaHHHﬁ PEXKUM EXEC u B yeM ero otiauyue OT
IIOJIB30BaTCIILCKOT'O pC)KI/IMa?

9. Kak u3yunTh TeKyIIyto KOHQHUIYPAIHIO KOMMYTATOPa?

10. [Ipucsoiite KOMMyTaTOpy UMsi?

11.  Kax o6ecneunts Ge30macHbIit JOCTYI K KOHCOIH?

12. Kak obecrieunTs 6€30macHbIN TOCTYTI K MPUBIIIETHPOBAHHOMY PEKUMY?

13. UYro Takoe 0annep MOTD (cooOrieHust HS) U KaK €ro HaCTPOUTh?

14. Kak coxpanuth daitn xondurypamuu B NVRAM? Kakas xomaHna oToOpakaeT COIEPKUMOE
NVRAM

15. B uem omimume running-config ot startup-config u re Xpausrcs 5Ti haiias KOHpUTypaiHii?

16. Kak mpoBepuTh MpaBUIIEHOCTH KOHGUTYpaLTH?

17. IToueMy HY>XHO HCIOJIB30BaTh KOHCOJIBHOE IIOJKJIIOUEHUE JUIsl I[EPBOHAYAIBHON HACTPOMKH
KoMMyTaropa?

18.  Touemy Hemb3s cpasy MOAKITIOUMTECS K KOMMYTATOPY C TIOMOILIBIO mpotokoa Telnet miu SSH?

19.  Iporpammer smyssmm TepMuHana.

20.  Kak mocMOTpeTh COCTOSIHHE TIOPTOB KOMMYTATOPA.

21. UYro Takoe VLANL.

22. Kak oToOpasnuTs 1 mpoBepuTh KOHDUTYPAITHIO KOMMYTaTOpa.

23. B uem cocrouT QyHKIMS HHTEpdelica yrpaBieHHs KoMMyTatopoM SV1.

24.  CnocoGbl MOAKIIOUEHHS K KOMMYTAaTOPY HIIM MAPIIPYTH3ATOPY s HACTPONKH

25.  Tlouemy HYXHO HCIOIB30BaTh KOHCONBHOE MONKIIOUEHHE IS IIEPBOHAYANBHON HACTPOMKH
KoMMyTaTopa?

26. [Mouemy HeJb3s1 cpasy MOAKIIOYHTHCSA K KOMMYTaTOPy ¢ MOMOIIBI0 TipoTokosia Telnet mmu SSH?

27.  TIporpaMMmbl SMyJISIHE TEPMHUHATA.

28.  Kak mocMOTpeTh COCTOSIHHE TIOPTOB KOMMYTATOPA.

29. Uro takoe VLANI.

30. Kak oTo0Opa3uth 1 mpoBepuTh KOHQUTYPAITHIO KOMMYTATOPA.

31. B dem cocrout QyHkims uHTEpdetica yrpasneHuss kommyratopoMm SVI.

32.  Croco6sl MOAKITIOUCHHS K KOMMYTATOPY HITH MAPIIPYTH3ATOPY JUIs HACTPOHKH

33. Yro takoe PDU.
34. DyHKIMH POTOKOJIOB.
35.  Moguens OSlu TCP/IP.

36.  Uro Takoe MHKAIICYIIALHSL.

37.  Uro Takoe CermenTuposanue (3 IpenMymiecTsa).

38. KakoBa cymectBennas ocooennocts IP 1 MAC anpecoB mpu mnepemade sxo-3arpocoB ICMP B
JIOKAJIbHBIX W yJIAJICHHBIX CEeTsX?

39. Kak wuHpopMmaims mnonydeHHas npu Ping yaaJdeHHBIX Y3I0B OTIMYAaeTCs OT HH(OPMALUHU
MoJIy4eHHOU npH Ping JIoKalbHBIX y3110B?

40. [Touemy nporpamma Wireshark nokaseiBaer dakrmueckue MAC-aapeca JOKaIBHBIX Y3II0B, HO
He noka3biBaeT paktuueckue MAC-aapeca yIajieHHbIX Y3JI0B?

41. Kak obecrieunTs poITycK 9X0-3alpoCcoB Yepe3 MEKCETEBOM IKpaH?

42. Kak co3maBaTh W OTMEHSTH NpaBuja, paspemiaroiiee mnpoxokacaue ICMP-

Tpaduka dYepe3 MeEXKCETEBOW 3KpaH C MOMOIIBID MacTepa CO3JaHUS HOBBIX IPAaBWI JUISL BXOJSIIAX
MOAKJTFOUYEHHH ?

43. KakoBa o0coOeHHOCTHh conepkaHusi mons azapeca HasHadenums? Kak Bemrmsaur MAC ampec
Ha3HA4YCHHUS MPU IHUPOKOBEIIATEIBLHOMN pacchlike mo mpoTokony ARP.

44, HazoBure unentudukarop nocrasmuka (OUI) cereoit untepdeiicnoit miatel (NIC) nucrounuka
B MIEPBOM Kajpe.
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45, KakoBa crtpykrypa MAC anpeca. Uto 0003HayaroT HepBbie 6 IeCTHAALATCPUYHBIX YHCET B
MAC anpece.

46. Yro comepskut moje Tum kaapa B 3arosoBke Ethernet Il m xakme mambosee pacmpocTpaHeHHBIE
THUTIBI KaIPOB BBI 3HaeTe?

47. Kak sra undopmarms oT PiNG YIaleHHBIX y3JI0B OTIMYACTCS OT NAHHBIX, MONYYEHHBIX B
pe3yibTaTe 9X0-3aMPOCOB JIOKATLHBIX.

48. Yro comepxurt moie Jaunnsie B 3aronoske Ethernet |l 1 kakoBa MuH. 1 Max. ITHHA STOTO MOJISL.

49.  4ro comepxut none KontponsHas nocnenosarensaocts kaapa (FCS) B 3aronoske Ethernet IT u kax
oHa (hopMUPYETCSL.

50. Ha xommneiotepe PC-B oTkpoiiTe koMaHAHYIO CTPOKY M BBexuTe arp -a. Ckonbko nap IP- u MAC-

a/IpecoB YCTPOHCTB OBLIO MOMY4YeHO Yepe3 mpoTokon ARP?

51. TToaKTFOUMBINKCE Yepe3 KOHCOIb K KoOMMyTaTtopy S2, BBeauTe komaHay show mac address-table.
Hob6aBun nmu kommyTarop B Tabnuy MAC-aapecoB nononaurensisie MAC-agpeca? Ecnu na, To kKakue ajpeca u
ycTpoiicTa?

52. Ha xommeriotepe PC-B oTkpoiiTe KOMaHAHYIO CTPOKY U €Ille pa3 BBEAUTEC KOMaHIy arp -a.
[TosiBunuce mu B ARP-k311e komnerorepa PC-B 1onosHUTENBHBIE 3aIIMCH 11 BCEX CETEBBIX YCTPOMCTB, KOTOPHIM
ObUIN OTIPAaBIICHBI 3X0-3aMPOCHI?

53. Kakwue cnoHOCTH MOTYT BOSHUKHYTH B KPYITHBIX CETSX MpH padboTe mpotokona ARP?

54.  YroTakoe ARP criy(MHT 1 KaK OT HETO 3aIIUTHTHCS?
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«Cetn n TCJICKOMMYHUKAITUN)

0 HAIIPABJICHHUIO MOATOTOBKH

09.03.02 «MndopMaMOHHbIE CUCTEMbI M TEXHOJTOTHI
[Tpodunb moAroTOBKH
HNuTe/uiekTyanbHble HH()OPMANMOHHO-U3MePUTeIbHbIE CHCTEMbI

®opma 00yyeHHUsA: OUHAS
I'on na6opa: 2026/2027
(baxkanaBp)

IIpunaoxenue 2

Buabl yueOHoM padoThl, BKIKOYasI

€CaMOCTOSITEILHYIO padoTy Buabl caMmocTosATeILHOM PaGoThI Dopmbl
CTYJEHTOB, H TPYA0E€MKOCTD B CTYACHTOB arrecTanuu
n/n Tema uacax
J | II/C| Jlad | CPC | KCP | K.P.| K.II. | PI'P | Pepepar | K/p| I 3
Hapuranus no oneparonHoi cucreme 10S usydyenue pexuMoB
1 [koHdurypanuu 1 OCHOBHBIX KOMaH[. HacTpoiika HayanbHbBIX 2 2 +
apaMeTpoB KOMMyTaTopa
HacTpolika OCHOBHBIX ITapaMeTPOB MOAKIIOYECHHUS K
2 [KOMMYTAIlMOHHOMY 000PYAOBaHMIO C ornieparmonHoi cucteme 10S. 2 2 +
CoztaHue MpoCTON CEeTH C ABYMs Y3JIaMH M IByMsI KOMMYTaTOpaMu
M3yuenne moaeneir TCP/IP u OSI B meiicTBuu Ha mpuMepe
3 B3aumoneiictust BOB cepeepa u BOB-kinenra. Vcnonb3osanue 2 2 +
nporpamMmbl Wireshark nyis npocMotpa u ananusa ceteBoro Tpaduka
Ananus xazapoB Ethernet ¢ nomormpro nporpammer Wireshark.
4 [[Ipocmotp tabmuisr MAC-anpecoB kommyrtatopa. Onpenenenne MAC| 2 2 +
u IP anpecos
5 3yuenne Tadmuipl ARP. [Moakmrouenne mapmpyTu3aropa K 2 5 +
nokaJbHOM ceTu. IlepBoHavanbpHas HacTpolKa MapIIpyTHU3aTopa
[lepBoHauanbHaAs HACTPOWKA, HACTPOKKAa HHTEP(ECOB M TMarHOCTHUKA
6 [paboTsl MapipyTuzaTopa. OOMeH naHHbIMU ¢ ucnoiab3oBanueM TCP u 2 2 +
UDP




TexHomnorust aBoiiHoro creka. [Iposepka agpecanuu IPv4 u [IPv6

BrinosHeHne KOMaH bl PiNG ¥ TPACCUPOBKA MapIIpyTa JIsl IPOBEPKH 2 2

yTH

HaO:ro1eHue 3a MpoIeccoM TPEXCTOPOHHETO KBUTUPOBAHUS

npotokosia TCP ¢ nomomrsio nporpammel Wireshark. M3zyuenne 2 2

3axBadeHHbIX MakeToB DNS 1 UDP ¢ momormsio mporpammer Wireshark

3yuenne paspemenuii DNS. M3ydenne nporokosna FTP 2 2

Dopma ammecmayuu

Bcero yacoB 1o JUCIIAILUTHHE 18 18 36




