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1. Heau, 3a7a4uu ¥ MJIaHUPyeMble Pe3yJbTAThl 00y4eHH s N0 IUCHUTIITHHE

K OCHOBHBIM IeJSIM OCBOCHHUS JIUCIUIUIHHBI «METOABl M CPEJCTBA KpUNTOrpaguIecKoi
3alUThl HHHOPMALIUK) CIIEAYET OTHECTH:
- U3y4YCHUE COBPEMEHHBIX METOOB U CPEACTB KPUNITOTpadUUeCKON 3alIUThl MHPOPMALIUH
JUTSL pEIIeHUs TPOoOIieM 3aluThl HHPOpMAIUH.

K ocHOBHBIM 3a1a4aM OCBOCHMS IUCIUILIUHBI «MeTObl U CPeICTBA KpUITOTpapuuecKon
3anUThl HHQOPMAII» CIIETYyEeT OTHECTH:

- OBJIAJICHHE OCHOBHBIMHM KPHUNTOTPAQUUECKUMH HWHCTPYMEHTaMM, HEOOXOTUMBIMH IS
MOCTPOEHHUS 3ALUIIECHHBIX HH()OPMALIMOHHBIX CUCTEM.
OOyudenue o AucuUIUIMHE «MeToIbl U CpelCcTBa KPUNTOTpapUuecKo 3aImiuThl MHPOPMALUN
HaIpaBJIeHO HAa (OPMHUPOBAHNE Y O0YUAIOIIUXCS CIEAYIONNX KOMITETEHITHHA:

Koa u HauMeHOBaHMe KOMIIEeTeHIIMHA

I/IH}IHKﬂTOpI)I JOCTHIKCHUSA KOMIICTCHIIUN

OIIK-2. CnocoGeH pa3pabaTbiBaTh
TEXHUYECKHUI TPOEKT CUCTEMBI (ITOICHCTEMBI

HOIIK-2.1. Ymeer:
pa3zpabaThIBaTh TEXHHUYECKUH TIPOSKT

CUCTEMBI (HO,Z[CI/ICTGMBI HI/I60 KOMITOHCHTA
CHUCTeMBbI) obecriedeHus1 H(HOPMAITMOHHON
0€30MMacHOCTH.

1100 KOMIIOHEHTA CUCTEMbI) 00eCTIeYeHHUS
nH(pOpMaMOHHOM 6€30TaCHOCTH

2. Ileaun, 3a1a4u ¥ IVIAHUPYeEMbIe Pe3yJIbTaThl 00y4eHHS 10 JUCHUILTHHE

HucuuruinHa « MeToabl B cpelcTBa KpunTorpaduueckoi 3amuTsl HHPOPMaIum» OTHOCUTCS K
yuciay y4eOHBIX nuciuiuinH Omoka 1 oOsizarensHoit wactu (B1.1) ocHOBHO# oOpa3zoBaTenbHOI
nporpammsl (b1.1.22).

JucuyiuinHa B3aMMOCBSA3aHA JIOTUYECKU M COJEPKATEIBHO-METOAMYECKH CO CIIECLYIOIIUMHU
mucuuruinHamMu U npaktukamu OOIT: «Matematuueckuit aHanu3y», «JIuneitHas anrebpay», « Teopus
BEPOSITHOCTEW U MaTeMaTH4decKasi CTaTHCTUKay, « OCHOBBI HH()OPMAIIMOHHON 0€30ITaCHOCTI.

3. CTpykTypa u colep:KaHue JUCHUNINHBI

OO6mmas TpyJ0€MKOCTh JUCIUIUIMHBI COCTABIAET 4 3aueTHbIe eAMHUITHI (144 gaca).

3.1. Buabl yueOHO# padoThl M TPYA0EMKOCTD
(o popmam oOyueHwHs)

3.1.1 Ouynas ¢popma oOydeHus

Ne Cemectpsl
. Koanuecrso
n/n Buj yueOHoii padoThl Cemectp Henens
4acos
ceMecTpa
1 | AyauTopHble 3aHATHS 72 2 1-18




B ToM uucie:

1.1 | Jleknuu 18 -
1.2 | CemMuHapCcKue/MPaKTUYECKHUE 3aHATH -
1.3 | JJaGopaTopHbIe 3aHATHS 54 -
2 | CamocTosiTesIbHAsI paboTa 72 -
3 | lIpomexyTOUYHASI ATTECTAIUSA
DK3aMEH ITo pacniucanuio
Hroro 144




(mo popmam oOyueHus)

3.2.1 Oynas ¢popma o0ydeHus

3.2. TemaTuveckuii IJIaH U3yYeHU s TUCHUIINHbBI

TpynoeMKoOCTBb, 4ac

AyauTopHas padora
Camoc
J:;') Pa3nejnl/TeMbl Cemmnap | Jlabop | ITpakt TOSATE
IHCIUILTHHEI Beero | Jlex CKue/ | aToOpH | Muecka [
n MpaKTU4e| bIe s
117071 pador
CKME | 3aHATH | HOATOT | ©
3aHSITHS s OBKa
i Pazgen 1. CummerpuyHsbie
KPUTITOCUCTEMBI
1.1 | Tema 1. VcTopusi pa3BuTus 10 2 - 4 - 4
Tema 2. OcHOBHBIE 3a1aYN
1.2 . 8 - - 4 - 4
COBpPEMEHHOM KpunTorpaduu
1.3 | Tema 3. Knaccuduxkarus mmdpos 10 2 - 4 - 4
1.4 | Tema 4. I1Iudps! nepecTaHOBKU 8 - - 4 - 4
1.5 | Tema 5. llIudpsl 3amMeHbI 8 - - 4 - 4
1.6 | Tema 6. [lIudpsl raMMupOBaHUS 8 - - 4 - 4
1.7 Tema 7. [IoTOYHBIE CUCTEMBI ] i ) 4 ) 4
mudpoBaHus
1.8 Tema 8. biiounsie cuctembl ] i ) 4 ) 4
mudpoBaHUs
) Pazgen 2. Acummerpuunbie
KPUITOCHUCTEMBI
21 Tema 1. Marematnueckue OCHOBBI 14 5 4 3
KpUNTOrpauu ¢ OTKPHITHIM KITIOYOM
29 Tema 2; OTKpBITOE pacrpeesieHne ] 2 4 D)
KITFouei
23 Tema 3. Cuctemsbl mppoOBaHUS C 10 ) 4 4
OTKPBHITBIMH KJIIOUYaMHU
24 Tema 4. Kpuntorpadus Ha 14 ) 4 3
AJUITMOTUYECKUX KPUBBIX
25 Tema 5. DIeKTpOHHBIE TUPPOBBIE 14 ) i 4 i 3
TIOIITUCHU
26 Tema 6. CvTaH;[apTH U (POBBIX 12 > ) > i 3
noAmnucen
2.7 | Tema 7. KBanToBas kpunrorpadus 6 2 - - - 4
HTtoro 144 18 54 72
3.3. Conep:kaHue TUCUMILIMHBI
Pa3nes 1. CuMMeTpHYHBIC KPHIITOCHCTEMBI.
Tema 1.1. Vicropust pa3Butus kpuntorpaduu.
OcHoBHble TpeOoBanuss Kk 1mmppam. [lonarue kpunrorpaduyeckoil CTOHKOCTH.

Cosepiiennsie mudpel. Konmeniums n30bITOYHOCTH HHDOpPMAIIHH.

Tema 1.2. OCHOBHBIE 33/1a4l COBPEMEHHOM KpUnTorpaduu.

KondunenmmansHocTs. LlenmoctHocTh. AyTeHTH(UKanuMs. YnpasieHue kirodamu. Cxembl

pa3zieneHus CeKpeTa.




Tema 1.3. Knaccuduxarms mudpos.
Knaccudukanuss mmdpoB mo pasnuuHbIM npu3Hakam. DopmanbHble MOJETH HIH(POB.
MaremaTHuecKue MOAETH OTKPBITOTO TEKCTa.

Tema 1.4. [1Iudpsl nepecTaHOBKH.
[udpser BepTHKamsHO# nepectanoBku. [udper MapmpyTHO# mepectaHoBkH. [ToBOpoTHBIE

pemwerkn. Cerp @eiictens. Iludpel nepecTaHoBKH. OJeMEHTHl KpHUNTOAHaIM3a IIH(POB
HEPECTaHOBKHU.

Tema 1.5. [1Iudpsl 3aMeHBI.

HIudpsr  mpoctoit 3amensl. Kpunrtoananmuz mmppoB mnpocroir 3amensl. [Hugpsr
MHOT'O3Ha4YHOM 3aMEHBI.

Tema 1.6. l1Iudpsr raMmMupoBaHUsL.
OnnopazoBbiii O610kHOT lllenHona. I'ammupoBanue I'OCT P 34.13-2015 no anropurmy

Marma (I'OCT P 34.12-2015).

Tema 1.6. [ToTounbie mUQPEHIL.

Peructpsr cnsura ¢ o6patHoii cBsa3bto. CkpemOsiepsl. MeToapl paHIOMHU3AIMH COOOIICHUIH.
[Torounsie muppcucremsr. [Ludper AS5/1 u AS/2.

Tema 1.7. biounsie cucTembl MUGPOBAHUS.

Koncrpykuun @eiictens. Anroputmsl OmouHoro mmdposanus. Pexxumbl mmdpoBanus

6mounsix muppos. [OCT P 34.13-2015, TOCT 34.13-2018. bnounsle cuctembl MIH(PPOBAHUS.
Anroputmsl mudposanus DES u AES. Anroputmsl mudposanus [OCT 28147-89, TOCT P 34.12-
2015, 'OCT 34.13-2018.

Pazgen 2. AcuMMeTpUYHbIe KPUNITOCHUCTEMBI.

Tema 2.1. MaremaTu4eckrue OCHOBBI aCHMMETPUYHOM KpUNTOrpaduu.

HenpepbiBHble 1pobu. MynbTuminukaTuBHble (QyHKIuH. CpaBHEHHE LENbIX YHUCEN 110
Moayito. Pemenne cpaBHeHMi nepBoii creneHu. ['pynmbl, Koiblia, KOHEYHbIE MOJIS.

DNMUNTUYECKUe KpUBbIE HAJ KOHEYHBIMU TMOJSAMH.  ODJIEMEHTHl TEOpHHM 4YHCENT U
anreOpanyeckoi reoMeTpuu. DIUTMIITUYECKUE KPUBBIE HaJl KOHCYHBIMU TOJISIMH.

Tema 2.2. OTKpBITOE pacupenescHue KIIoUeH.
Cxema luddu-Xennmana.

Tema 2.3. CucreMsl mudpoBaHus ¢ OTKPHITHIMU KIFOYaAMU.
HIudp RSA. Kpunroanamus mmdpa RSA. udp El Gamal.

Tema 2.4. Kpunrorpadus Ha 3JJIMITUYECKUX KPUBBIX

[punuun pabotel mudpcucreMbl. KpUnTocTOWKOCTh MH(PCUCTEM HA SIUIMITUYECKUX
kpuBbIx. Kpuntocucrema ECC ¢ ucnonp3oBanreM abCIMCCH TOUKH.

Tema 2.5. DnekTpoHHbBIE ITUPPOBBIEC MOAMHCH.

MexaHu3M IeHCTBUS AIIEKTPOHHOHN UPPOBOM MoAIHCH

OyHKIMKM X3MUpoBaHus. Kpurroanamus OJHOCTOPOHHUX XdII-QYHKIHHA. AJITOPUTMBI
dpoBoit noanucu. Anroputmsl udpooit noanucu RSA nu EGSA.

Tema 2.6. CtangapTsl TUGPOBHIX MOAMHCEH

Anropurmsl rdposoit nogmucu DSA, ECDSA u T'OCT P 34.10-94, -2001 u -2012, TOCT
34.10-2018.

Tema 2.7. KBantoBast kpunrorpadusi.

3.4. TemaTuKa CEMUHAPCKUX/TIPAKTHYECKHUX M J1a00PATOPHBIX 3aHATHH

3.4.1 CemuHapcKue/IPaKTUIECKUE 3aHATHS



He npedycmompenuvl npocpammoii.
3.4.2 JlaGopaTopHbIe 3aHATHS

Tema 1. PazpaboTka mporpaMM CUMMETPHUYHBIX aJITOPUTMOB.
JlabopaTtopHnas pa6ora 1.1. [lIudpsl 0MHO3HAYHON 3aMEHBI.

HIugper npocmoii 0ono3Haunot 3amensvl: Amoaw, wugp Llezaps, wugp Horubus. [Hugppo
MHO203HauHoU 3amenvl. [uppol 6aounou 3amenvl. [uppor cammuposanusi.
Jlabopartopnas padota 1.2. lIudpsl MHOTO3HAYHON 3aMEHBI.
Hlugpor Tpumemus, benazo, Buscenepa. S-610x 3amenvt TOCT P 34.12-2015.
JlaboparopHnas padota 1.3. ludpst 6;1049HOI 3aMEHBI.
Mampuunvui wughp. lughp Instigpepa.
JlaboparopHas pabdota 1.4. lludpsl nepecTaHOBKH.
lugppwr 6epmuxanvrou nepecmanogxu. Lllugper mapwpymmnoi nepecmaHosxu.

Ilosopomnvwie pewwemku. Cemov Deticmens.

JlaGopaTtopnas pabora 1.5. llIudpsl raMmMupoBaHusl.
Oonopasosviii  6noxknom Illennona. I'ammuposanue TOCT P 34.13-2015 mo

anroputmy Marma (I'OCT P 34.12-2015).

JlabopaTtopHnas padota 1.6. [ToTounbie mmdpsl.

Hlughpor A5/1 u A5/2.
JlaboparopHuas padota 1.7. KomOuHanmoHHbie mudpsl.

T'OCT P 34.12-2015 Maema u Kysneuux, [ OCT 28147-89, AES.
Tema 2. PazpaboTka nmporpaMM aCUMMETPUYHBIX KPUIITOCUCTEM.

JlaboparopHas padota 2.1. AcuMMeTpHuuHbIE HIUDPHI.
Hlughp RSA. ugp El Gamal.
Kpunmocucmema ECC ¢ ucnonvzoganuem abcyuccol mouxu.
Tema 3. PazpaboTka mporpamMm 3J1eKTpOHHOM IU(POBOI MOATUCH.
JlaGopatopHas pabota 3.1. ['eHepanus HUPPOBBIX MMOIMTUCEH.
Aneopummuol RSA, EGSA.
JlaGopartopnas pabota 3.2. [Iporpammupoanue anroputMoB ['OCT P 34.10.
Aneopummuot yughposoti noonucu I'OCT P 34.10-94 u I'OCT P 34.10-2012.
Tema 4. PazpaboTka mporpamm oOMeHa KIIFOYaMH.
JlabopaTtopHnas pabota 4.1. OOmMeH kitouamu 1o anroputmy Jduddu-Xennamana.
Obmen knroyamu no areopummy Diffi-Hellman.
Tema 5. [ToaroroBka oT4eTa 0 MPOTPAaMMHUPOBAHUN KPUTITOTPAPUIECKUX aITOPUTMOB.
JlaGopatopHas pabota 5.1. TectupoBanue nporpamm.
Tecmuposanue npocpamm no 6apuanmam.
JlaboparopHas paboTa 5.2. PazpaboTka 6510K-cXeM mporpaMm mu@poBaHusl.
JlaGopatopHas padota 5.3. Pa3zpaboTka ob1mero uaTepderica mporpamm.
Juanoeoswviti unu Kouconvuwili unmepetic. brox-cxema obwezo unmepgeiica.
Tecmuposanue unmepgetica.

3.5. TemaTuka KypcoBbIX POEKTOB (KYPCOBBIX padoT)

He npedycmompenwt npoepammoii.

4. Y4eOHO-MeTOAMYECKOE M MH(POPMALIMOHHOE O0ecnevYeHune
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4.1. HopmatuBHblie 10KyMeHTbI 1 'OCThI

1. ®enepanpubiii 3akoH 0T 06.04.2011 N 63-®P3 (pen. ot 11.06.2021) «O6 37a€KTPOHHOM
TTOITHCH Tekcr: DICKTPOHHBINA // TexskcnepT: [cailT].— URL:
https://docs.cntd.ru/document/902271495 (nata obpamenus 15.03.2021);

2. TOCT P 34.10-2012 Hudopmauumonnas texHonorus. Kpunrtorpapuueckas 3ammra

uHpopmanuu. IIpoueccsl ¢GopmMupoBaHHS W TPOBEPKU AIIEKTPOHHON IdpoBoii Information
technology. Cryptographic data security. Generation and verification processes of electronic digital
signature: Hanmonaneueiii crannapt PO: Been. 01.01.2013: -M.: Crangaptuadopm, 2018. -URL:
https://docs.cntd.ru/document/1200095034 (nata obparmenus 15.03.2021).- TekcT: 2JIeKTPOHHBIN.
3. TOCT P 34.11-2012  HndopmamumonHas TtexHonorus. Kpunrtorpaduueckas 3ammra
nHdopmarmu. Oynknus xsmupoBanus Information technology. Cryptographic data security. Hash-
function: Haumonanensiii crannapt PO: Beea. 01.01.2013:- M.: Cranmaptundopm, 2013.- URL:
https://docs.cntd.ru/document/1200095035 (nata obpamienus 15.03.2021).- TekcT: 31eKTPOHHBIH.
4. TOCT P 34.12-2015 HWuadopmauumonnas texHonorus. Kpunrtorpapuueckas 3ammra

uHpopmauuu. brnounsie mudps:: Hammonanmeuslit cranmapt P®: Been. 01.01.2016:- M.:
Crangaptungopm, 2015.- URL: https://docs.cntd.ru/document/1200121983  (mara oOpareHus
15.03.2021). - TekcT: 2MEKTPOHHBIMH.

5. TOCT P 34.13-2015 WndopmanuonHas texHonorus. Kpunrorpapuueckas 3ammura
uHpopMaimu. Pexxumel pabotel OnouHbIx mudpoB: nformation technology. Cryptographic data
security. Modes of operation for block ciphers: Hanmonanensrii crangapt P®: Been. 01.01.2016:-
M.: Crangaptundopm, 2015.- URL:https://docs.cntd.ru/document/1200121984 (mata obparieHus
16.03.2021).- TekcT: 3MeKTPOHHBIM.

I'OCT 19.701-90 Enunas cucrema nporpaMMHOM ToKyMeHTauuu. CXeMbl aITOPUTMOB, IPOTPAMM,
JaHHBIX U cucteM. MexayHapoausiii ctannapt.: Beea. 01.01.1992. — 'ocynapcTBeHHBIN KOMUTET
CCCP no BeluncauTenbHol TexHuke U nHdopmatuke. [lepenznan — susaps 2010.

4.2. OcHOBHas1 JINTEpaTypa

1. byrakoa H.I'., ®emnopo B.H. Kpunrorpadpuueckume MeTOABI M CpEICTBA 3alIUTHI
uHdopmaruu: ydeOHoe mocoome. M3manme 2-e, ucnpaBieHHoe u mponongHenHoe. — CII6: UIT
«Mutepmennar, 2020. — 380c. — ISBN 978-5-4383-0210-0.

2. byrakoa H.I'., Cemenenko B.A., ®emopoB H.B. Kpunrorpaduueckas 3ammra
uHpopManuu: yaedHoe nocodue s By3oB. — M. : M3a-Bo MI'Y, 2011 . — 316 c. - ISBN 978-5-
2760-1503-3

3. ByrakoBa H.I'., ®emopos B.H. Kpunrtorpadpuueckue MeToabpl M CpeICTBAa 3aLIUTHI
uHdopmanmu: yuednoe nocodue. — CII6: UL «MaTepmenna», 2016. — 384c. — ISBN 978-5-4383-
0135-6. Hoctyn K ANEKTPOHHOU BEPCHUH KHHUTU OTKPBIT Ha caiite
https://elibrary.ru/item.asp?id=28331738.

4.3. JdonmonHuTeabHas JuTepaTypa

1. BBenenue B kpunrorpaduyeckyro 3ammry uHpopmauu o0bexToB: yueonuk 1 CI1O /
C.H. Unbunbix, C.I'. Amtommuna, T.U. Kanunakuna [u gp.]. - M.: KT MTYCH, 2021. - 276¢c. —
Texct : anexTpoHHbI // JlaHb : 3neKTpOHHO-OnbIHoTeuHas cucrema. — URL:
https://reader.lanbook.com/book/215231
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2. Kopuuenko A. A. Kpuntorpaduueckue npoTokosl : yuebd. mocodue / A. A. Kopuuenko, M.
JI. I'myxapes. — CI16 : ®I'BOY BO III'VIIC, 2020. — 74 c. — ISBN 978-5-7641-1509-2. — TekcT :
ANIEeKTPOHHBIH // JlaHb : 3NeKTpoHHO-0MbIoTeunas cuctema. — URL:
https://reader.lanbook.com/book/191009

3. Epmakoga, A. }O. Kpunrorpaduueckue merossr 3ammthl nHpopmarmu / A. FO. Epmakosa. —
M. : MUPDA - Poccuiickuii TexHonornyeckuit yuusepcurer, 2021. — 172 c¢. — Teker :
JIEKTPOHHBIH // JIaHb : 351eKTpoHHO-OnOmoTeuHas cuctema. — URL:
https://reader.lanbook.com/book/176563

4. Urnatees E. b. 3amura nadopmManuu: KpUNToaaropuTMbI XEITUPOBAHUS: yueOHOE TOcoOre
s By3oB / E. b. Urnatses. - Cankrt-IletepOypr: Jlans, 2023. - 264 c. — TekcT : 31eKTpOHHBIH //
Jlansb : 3nekTpoHHO-OMbIMoTeunas cucrema. — URL: https://reader.lanbook.com/book/311792

5. OBunHHUKOB, A. A. Kpunrorpaduueckue MeTo Il 3alIUTHl HHPOpManuu: YueOHoe
nocobue / A. A. OBunnHuKoB. — CII0 : Cankt-IleTepOyprckuii rocy1apcTBeHHBIN YHUBEPCUTET
aspokocmuueckoro mpudopocrpoenus, 2021. — 133 ¢. — ISBN 978-5-8088-1591-9. — Texkcr :
AJIEKTPOHHBIH // JIaHb : 351eKTpoHHO-OnOmoTeuHas cuctema. — URL:
https://e.lanbook.com/book/216491

4.4.dy1eKTpOHHBbIE 00pa30BaTe/IbHbIE PeCYPChI

1. byrakosa H.I'. Kpunrorpadus. DnexkTpoHHbIi 00pa3oBaTeibHbI  pecypc.
Mockosckuii I[Tonurex, 2020 - https://online.mospolytech.ru/course/view.php?id=818

2. Byrakoea  H.I'.  IlporpamMupoBanue  KpUNTOTrpaUIECKHX  aJITOPUTMOB.
ONeKTpoHHBIH  oOpa3oBarenbHbi  pecypc.  MockoBckuit  Ilomurex, 2020 -
https://lms.mospolytech.ru/course/view.php?id=8378&

3. ByrakoBa H.I'. Kpunrorpadudeckue MeToapl 3amuThl HHOOPMAHHA. DIECKTPOHHBIH
00pa3oBaTeNbHBbIHI pecypc. MockoBckuit [Tonwurex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=2518.

4.5 JInueH3noHHOE M CBOGOTHO PacIpoCcTPaHseMoe POrpaMMHOe odecnedeHne

1. Onepaumonnas cucrema Microsoft Windows ot 7 Bepcuu u Boie; Microsoft Office nimu Open
Office, 6paysep (Firefox/Google Chrome /Explorer).

4.6 CoBpeMeHHBbIe NPO(ecCHOHAIBbHBbIC 0a3bl JAHHBIX 1 HHPOPMALIMOHHBIE
CIPaBOYHbIE CHCTEMbI

1. eLIBRARY.RU: Hayunas snextponnas 6ubimorteka: caiit. - Mocksa, 2000 -. - URL:
https://www.elibrary.ru (gara obpamenus: 16.03.2021). — TeKCT: 37EKTPOHHBIHA.

2. JIAHD: snextponHO-OnOMmMoTeyHas cucrema: caut. — Cankr-IletepOypr,2010 -. - URL:
https://e.lanbook.com (maTta o6pamenus: 10.03.2021). - TekcT: 37E€KTPOHHBIH.

3. ®CTOK Poccun: I'ocynapcTBeHHBIH peecTp CepTU(GUIMPOBAHHBIX CPEICTB 3aAILUTHI
uHpopmauuu. — MockBa, 2014. - . - URL: https:/fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/1 53-sistema-sertifikatsii (mata oOpamenus: 10.03.2021). -
TekcT: 2JIeKTPOHHBIN.

4. bubmmorpaduyeckast u pedeparuBHas 0a3za JaHHBIX HAYYHOM MEPUOIUKHU «Scopusy -
WWW.SCOPUS.COM.
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5. Caiit ®enepanbHoit ciyx0b1 6e3omacHoctu Poccun (OCh Poccun). -http://www.fsb.ru.

6. Caiir @enepaiabHON CIyX OBl M0 TEXHUYECKOMY U dKcropTHOMY KoHTpoiio (PCTIK
Poccun). - http:// www.fstec.ru.

7. IlopTan TeXHHYECKOro KOMUTETA MO CTaHJapTU3aLUH «3aIuTa MHQOpMaIumy. —
http://tk.gost.ru/wps/portal/tk362

8. NudopmanimoHHO-aHATUTHYECKUNA HNHuTtepHeT-nopran ISO27000.ru. -
http://www.is027000.ru/.

5. MaTtepuajabHO-TeXHUYECKOE o0ecrevyeHue

Jlnst mpoBeneHHS BCEX BHUAOB 3aHATHH HEOOXOAMMO MpPE3EHTAIMOHHOE 000pyI0BaHUE
(MyIbTUMEIUHHBINA TPOEKTOP, HOYTOYK, SKpaH WU HHTEPAKTUBHAS JOCKA) — | KOMILIEKT.

I[J'DI MMPOBCACHUA NPAKTUUCCKUX 3aHATHI HGO6XOI[I/IMO HAJIMYNUEC KOMIILIOTCPHBIX KJIaCCOB,
000pyI0BaHHBIX COBPEMEHHOUN BBIYUCIIMTEIHHON TEXHHUKOW W3 pacuera OJHO pabodee MecTo Ha

OJTHOTO 00y4aeMoro.

6. MeToanyeckue peKOMeHIALMHU
6.1 Meroau4yeckne peKOMEHIalUM ISl MPENoAaBaTeJis 10 OPraHu3anuy 00yueHus

[Ipu moxaroroBke K abopaTOpHbIM paboTaM ciexyeT MpeaBapUTeNIbHO NpopadoTaTh
TEOPETUYECKHI MaTepual 3aHsATHs, IPEIYCMOTPEB €ro MoAady TOYHO B OTBEJICHHOE JIJIsl TOTO BpeMs
3aHATHSL.

[Tpu mpoBeieHNM 3aHATHUS CIEeTyeT KOHTPOIMPOBATH MOIady MaTepraia u peleHne 3aaHnui
C Y4ETOM y4eOHOTO BPEMEHH, OTBEJICHHOTO JUIS 3aHSATHS.

IIpu mpoBepke pabOT M OTYETOB CJIEAYET YYUTHIBATh NPABWIBHOCTH BBITOJHEHUS
1abopaTOPHBIX padOT HA BCEX ATamax.

6.2 Meroanueckue yKazaHus JJis1 00y4al0UIUXCS 10 OCBOCHUIO 1M CHUTIJIMHBI

W3ydenune MUCIMIUIMHBI OCYIIECTBISIETCS] B CTPOTOM COOTBETCTBHH C IIEJIEBOM YCTAaHOBKOHW B
TECHOM B3aUMOCBSI3U YUeOHBIM MI1aHOM. OCHOBOM TE€OPETUUECKOM MOATOTOBKH CTYICHTOB SIBIISTFOTCS
JIeKYUU.

B mpomecce caMocTOSITETbHONH pPaOOTBI CTYNEHTHI 3aKPEIUISIOT W YIUIyOJSIOT 3HAHHSA,
NOJy4YeHHBIE BO BpeMsl ayAMTOPHBIX 3aHATHHA, JOpaOaTBHIBAIOT KOHCIEKTHI JICKLUH, TOTOBATCS K
9K3aMEHY, a TAKXKE CAMOCTOSITEIIPHO H3YYarOT OT/EIbHBIC TEMBI Y4€OHOH MPOTrPaMMBI.

JlaboparopHble pabOTBl TPOBOIMATCA MO HaubOoliee BAXKHBIM TEMaM JIUCHUTUIHHEIL.
OcymiecTBisieTcsl 3aKpeIUICHUE 3HAHWH, TOJIYYCHHBIX CTYJCHTaMH Ha JICKIMSIX M B Ipolecce
camocTosATeNIbHOW paboTel. Ocoboe BHUMaHME oOOpaliaeTcss Ha pa3BUTHE YMEHHHA M HaBBIKOB
YCTQHOBJICHHSI CBSI3U TOJIOKEHHH TEOPUU C MPO(ECCHOHATBLHONW NeATETBbHOCTHIO OYIayIIero
cnenuanucra no UMb. JlabopaTopHble pabOThl MPOBOISATCS IO TEOPETHUECKUM M MPOOIEMHBIM
Boripocam Mb. JlabopaTopHbie paboThl MpeArnoaracT TBOPUYECKHE IUCKYCCHH, aKTUBHBIH OOMEH
MHEHUSMHU 110 TIOCTAaBJICHHBIM BONpPOCAaM, 3acilylIMBaHME M OOCYKICHHWE [IOKJIAJO0B IO
NPEIOKEHHBIM TPETIOAaBaTEIeM TEMaM.

BaxHbIM 0OCTOSATENLCTBOM SBIISICTCS NMPHUBJICUCHUE BHUMAHUA CTYJIEHTOB K 00CYXIaeMOn
npoOjemMe, CTUMYJIMPOBAHHWE WHTEpeca K HEW W OpraHu3als aKTUBHOTO OOCYXICHHS, Kak
CTPYKTYpPBI MpPOOJEMBI, TaK U COCTABISIOMIMX ee Haubojiee aKTyaJdbHBIX TeM. [ MOBBIICHHUS
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3¢ (eKTUBHOCTH TMPOBEACHUA 3aHATUSA TpedyeTcs TNpeaBapuTeNbHas TMOATOTOBKA BCEX €ro
YYaCTHHKOB. B 3TOif CBSI3M pEKOMEHIyeTcs 3a0JIarOBpeMEHHO (HE MeHee, 4eM 3a HEeJeNi0)
OTIOBECTUTH CTYJIEHTOB O TEME 3aHATHUSA, aTh MEPEUEHb JTUTEPATypPhl IO TEMe, HA3HAYUTH U3 YUCIIa
CTYACHTOB JTOKJIQTYUKOB U COJOKJIQTIUKOB.

[Ipu nmpoBeneHnu 1a6OpPaTOpPHOI pabOTHI MPETNoAaBaTelNlb BHIMOIHIET, B OCHOBHOM, (DYHKITHH
BEAYIIECTO - CIETUT 32 PETIAaMEHTOM BPEMEHH, IIOMOTAeT YTOYHHUTH (POPMYIHPOBKH, 0000mIaeT
pe3ynbTaThl AUCKYCCUH, MOABOAUT WUTOT 3aHATHIO B 1eJoM. [Ipu BBHICOKOM YpOBHE MOATOTOBKH
CTYJIEHYECKOW TPYIIBI OTACTbHBIC PYHKIIMH BEIYIIETO MOXHO MOPYYUTH OJHOMY U3 CTyJIEHTOB. B
cilydae HeoOXOJUMOCTH, MpenoiaBaTeilb OKa3blBaeT eMy MOJACPKKY, a MPU MOJBEICHUH UTOTOB -
JaeT OIEHKY padoTe BEAYIIETO.

AxTuBHasg paboTa CTyAe€HTa Ha jJabopaTopHON paboTe YYUTHIBACTCS TPU ONpPEIeIICHUN
WUTOTrOBOM OLIEHKH €TI0 3HAaHUM MO JUCLUIUIMHE HA SK3aMEHE.

CamocTtosaTenbHass paboTa CTYACHTOB IMPEAINoJiaraeT M3yuYeHUE TEOPETHUECKOro U
MPAaKTHYECKOr0 MaTepuana [0 aKTyaJdbHBIM BOMNpPOCaM  JUCIHUIUIMHBL.  PekoMeHayercs
CaMOCTOSITENIbHOE H3yuyeHUEe Y4YeOHOW W HayyHOW JIMTepaTyphl, HCIOJIB30BaHUE CIPABOYHOU
JUTEPaATypPHI U JP..

[Ipu BBImave 3a7aHUN HA CAMOCTOSITENIBHYIO pabOTy HCHob3yeTcs nuddepeHITupoOBaHHBIN
MOJIXOJ K cTyieHTaM. [lepes1 BRIOTHEHUEM CTYICHTAMHU CAMOCTOSITEITLHOM BHEAY TUTOPHOUN paboThI
IpernoaaBaTesb MPOBOJUT HHCTPYKTAX MO BHITOJIHEHHUIO 3aJaHHsI, KOTOPBIN BKITIOYAET: 1€ 31aHNUs,
€ro cojiep>KaHue, CPOKH BBIMIOTHEHUS, OPUEHTUPOBOYHBIH 00beM pabOThl, OCHOBHEIE TPEOOBAHMS K
pe3ynbTataM paboThl, KpUTEPUH OLIEHKH. B miporiecce MHCTpyKTa)xa MpenoaaBaTeb NpeaynpeskIacT
CTYJICHTOB O BO3MOXHBIX THIHYHBIX OIIMOKAX, BCTPEYAIONIMXCS IPHU BBHIMOTHCHUH 3aJaHUS.
WHCTpyKTax MPOBOAUTCS IpENoAaBaTesieM 3a CYeT 00beMa BPEMEHH, OTBEJCHHOIO Ha U3y4eHHE
JUCITUTUIAHBL.

Texymuii KOHTPOJIb OCYIIECTBIISETCS HA MPAKTUUECKUX 3aHATHUSIX, TIPOMEXKYTOUHBIH KOHTPOIIb
OCYILIECTBIISIETCS] HAa DK3aMEHE B MUCbMEHHOM (YCTHOH) hopme.

CamocTosTenbHast paboTa OCyIIEeCTBISETCS HHINBUTYaBHO.

KoHTponb caMocTosTeIbHON pabOTHl OPTaHU3yeTCs B IBYX opmax:

®  CaMOKOHTPOJIb U CAMOOIICHKA CTY/ICHTA;

e  KOHTPOJIb CO CTOPOHBI MpenoiaBareiel (TEKyIUi U IPOMEKYTOUHBIN).

Texymuii KOHTPOIb OCYIIECTBISETCS HA MPAKTUYECKUX 3aHATHUSIX, TPOMEXKYTOUHBIH KOHTPOIIb
OCYIIECTBIISIETCS HA K3aMEHE B MMCbMEHHOM (yCTHOM) opMe.

Kputepusmu o1ieHKU pe3yabTaToOB CaMOCTOSTENIbHOM pabOThI CTyIEHTA SBJISIOTCS:

®  YPOBEHb OCBOCHHUSA CTYJIEHTOM Y4eOHOTO MaTepHana;

®  yMEHUS CTYJCHTA UCIOJIb30BaTh TEOPETUUECKIE 3HAHUSI PU BBIMOJIHEHUN IPAKTHUECKUX

3azay;
e chOpMUPOBAHHOCTH KOMIICTCHITHH;
e odopMiieHHE MaTepHaia B COOTBETCTBHH C TPEOOBAHUSIMU.

7 DOHJ OLIEHOYHBIX CPEICTB
7.1 MeToabl KOHTPOJISI U OLICHMBAHUS Pe3y/1bTATOB 00y4eHUs

B mporecce o0yueHUst MCTIOIB3YIOTCS CIEAYIOMUE OIEHOYHBIC (DOPMBI CAaMOCTOSITEILHOM
paboThl CTY/IEHTOB, OLICHOYHBIE CPEACTBA TEKYIIETO0 KOHTPOJS yCIEBAEMOCTH U MPOMEXKYTOUHBIX
aTTeCTaIlni:

- TpoBeleHHE JabOpaTOpHBIX paldOT (MPAaKTUYECKUX 3aHATUH C HCIOJIb30BAHUEM
CHGHTGXHI/IKI/I) " UX 3aliuTa,

- CAMOCTOSTEIbHAs MOATOTOBKA U MTPOBEACHUE MPE3ECHTAUI IO TEMaM JAUCLMUILIUHBL;

- DK3aMEH.
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7.2 llIkajia v KpUTEPUU OLIEHUBAHUSA PE3YJIbTATOB 00y4YeHUsI

[Toxazarenem olieHMBaHUS KOMIIETEHLMI Ha pa3IUUHbBIX Tanax ux popMupoBaHus sBIsSIETCA
JOCTIKEHUE 00yUJaIONIMMUCS TNIAHUPYEMBIX Pe3yJIbTaTOB O0YUYeHHS MO JUCLUIUINHE.

OIIK-2. Cnocoben pa3pa0daTbIBaTh TEXHHYECKHH NMPOEKT CHCTEMbI (MOACHCTEMBbI JTHOO
KOMIIOHEHTA CHCTeMbI) o0ecneyeHus HHPOPMAIMOHHOIT 6e30MACHOCTH
KpnTepnn OLCHUBAHUA
Ioka3zarean
2 3 4 5
yMeTh: OOyuarommiics | OOyuarommiics OO6yuarommiicss | OOyyaromuiic
paspabatbIBaTh HE YMEEeT WU B | IEMOHCTPUPYET JIEMOHCTPHUPYET | 5
TEXHUYECKUI HEJOCTATOYHOW | YaCTUYHOE II0JITHOE YMEHUE | JEMOHCTPUPY
MIPOEKT CUCTEMBI | CTETICHU yMEET | YMEHHE paszpabarbiBaTh | €T MOJHOE
(moacucTeMbl pa3pabateiBaTh | pa3pabaTbIBaTh TEXHUYECKUN yMEHHE
1100 KOMIIOHEHTa | TEXHUYECKUIl TEXHUYECKUH MIPOEKT paspabarbIBaT
CHCTEMBI) MPOEKT CUCTEMBI | IPOCKT CUCTEMBI | CHCTEMBI b
oOecrieueHus (momcucTeMsl (momcucTeMsl (momcucTemsl TEXHUYECKUN
UHPOPMALIMOHHO | JIHOO 1100 KOMIIOHEHTa | 60 IIPOEKT
i1 6e30MacHOCTH | KOMIIOHEHTA CUCTEMBI) KOMITOHEHTa CUCTEMBI
CHUCTEMBI) obecrieyeHHs CUCTEMBI) (moacucTeMbl
obecrieueHus nH(popmMaInmoHHOM | oOecrieueHus 60
UHPOpPMALMOHH | 6e30macHOCTH MH(POPMAIIMOHH | KOMIIOHEHTa
ol . Homyckatorcst ot CHCTEMBI)
0e30macHOCTH 3HAUYUTENbHbIE 0e30MacHOCTH obecrieueHus
OIIMOKHU . Jomyckatorcss | mH(bOpMAITHO
HE3HAYUTEIbHBI | HHOU
€ OILIINOKH, 0€e30MacHOCTH
HETOYHOCTH .
Honyckatorcs
HE3HAYUTEITbH
13(S
HETOYHOCTH

DopMa NPOMEKYTOYHOM aTTECTALMH: IK3aMeH.
ITo mToram mpomMeKyTO4HOM aTTecTalMy MO AUCUUIUIMHE (MOJYJII0) BBICTABISETCS OLIEHKA
«OTJIIMYHO», «XOPOILIO0», «yIOBICTBOPUTEIBHO» WM «HEYIOBIECTBOPUTEIBHOY.

Mlxkana
Onucanue
OLICHUBAHUSA
Boimonuensl Bce BHIBI Yy4eOHON paboOThI, MPEAyCMOTpPEHHBIC
OmIHaHo y4eOHbIM Iu1aHOM. CTYyAEHT AEMOHCTPUPYET COOTBETCTBUE 3HAHMIA,
YMEHHM, HaBBHIKOB TPHUBEIECHHBIM B TaOJHIIAX IOKa3aTeNeH,
onepnpyeT HpI/IO6p€T€HHBIMI/I 3HaHUAMU, YMGHI/IHMI/I, HaBBIKaMH,
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MPUMEHSIET WX B CUTyalMsX MOBBILIEHHOW cioxHOCTU. [Ipu 3TOM
MOTYT OBITH JOMYIIEHBl HE3HAYUTEIHHBIC OIIUOKU, HETOYHOCTH,
3aTpyIHEHUS MPHU aHAIUTUYECKUX OMNEepalusx, NepeHoce 3HaHUN U
YMEHH Ha HOBBIC, HECTAHAPTHBIC CUTYAIIHH.

BeimonHeHsl Bce BHIBI  y4eOHON paboOThI, MPEAyCMOTpPEHHBIC
y4eOHBIM T1aHOM. CTYJIEHT IEMOHCTPUPYET HEMOIHOE, PAaBUIHLHOE
Xopomo COOTBETCTBUE 3HAHUH, YMEHHI, HABHIKOB NPUBEIECHHBIM B TaOJIHIIaX
rokaszaTeneii, b0 eciu Tpu 3TOM OBLIM  JOMyIIeHBl 2-3
HECYIICCTBEHHBIC OLTUOKH.

BreimonmHeHsl Bce BHIBI Y4eOHON paboThI, MPEAyCMOTpPEHHBIC
y4eOHbIM Tu1aHOM. CTyAEHT AEeMOHCTPUPYET COOTBETCTBUE 3HAHMIA,

yI[OBJIeTBOpI/ITeJIBHO B KOTOpPOM OCBCUICHA OCHOBHAA, HanOoJIee Ba)KHAsI YaCTh MarcpuaJjia,
HO IIpd OTOM JONYyIIC€HA OJHa 3HAYWUTCIbHAasA omuOKa WU
HCTOYHOCTD.

He BomonHeH oguH wim  Oonee BUAOB y4eOHOW paboTHI,
MPEYCMOTPEHHBIX Yy4eOHBbIM IUIaHOM. CTYIEHT JIEeMOHCTpUpPYET
HETIOJTHOE COOTBETCTBHE 3HAHHUN, YMEHHIA, HABHIKOB ITPHBEICHHBIM B
Ta0NuIax TMokas3arened, IOMyCKAroTCs 3HAYUTEIbHBIC OIINOKH,
MPOSIBIISIETCS. OTCYTCTBUE 3HAHW, YMEHWH, HABBIKOB TIO DIy
MOKAa3aTeNe, CTYACHT UCIIBITHIBACT 3HAYUTEIILHBIC 3aTPYAHECHHS ITPH
OTIEPUPOBAHUY 3HAHUSMHU U YMEHHSIMH TIPH WX TIEPEHOCE HAa HOBBIC
CHUTYaIUH.

HeynonerBoputenbHo

7.3 OneHoYHbIE CPeACTBA
7.3.1 Tekymuii KOHTPOJIb

Texymuii KOHTPOJIb yCIIEBAEMOCTH CTYAEHTOB OCYIIECTBIISIETCS B POLIECCE MPOBEICHUS
1a00paTOpHBIX PabOT, MPOMEKYTOUHBIX TECTOB U KOHTPOJIbHBIX PabOT, MOATOTOBICHHBIX B paMKax
CaMOCTOSITENILHOM pabOThI 110 TEMaM.

Bormpock! k KOHTPOJIBEHBIM paboTam

Haiite obuiee nouarue kpunrorpapuu. B uem coctout cymHocTs mudpoBanus U aemurdpoBaHus
uHpOpManuu?

CooTHecute MexXay cOO0H MOHATUS «KpUNTOrpadus», «KKPUNTOAHATIN3» U «KPUIITOJIOTHUS.
[IpuBenuTe NCTOPUYECKHIE TPUMEPHI 3aPOKICHHS KPUITOTpaduH.

OxapakTepu3yiTe JOHay4yHBIH MEpUOA pa3BUTHS Kpunrorpaguu. Paccmorpure nepsbie HIMQpPHI
3aMEHBI U NIEPECTAHOBKH.

C kakoro BpeMeHM Hayajcsl Hay4yHbIH nepuo pa3BuTHs kpuntorpapun? Kakue coObITus cTanu as
ATOTO OMPEESIOMUMU?

YeMm onpeaensieTcs KpUNTOCTOUKOCTh mnpoBanust? Kakue npyrue TpeGoBaHUS NPEIbIBISIOTCS K
muppoBaHUIO?

B uem cocrour mnpasuno Kepkroddcea? I[louemy 53T0 mnpaBuio sBIseTcs OOLICHPUHATHIM B
kpunrorpadun’?

Korna mnosBunace kpunrtorpaguss € OTKpPBITBIMM KJIIOYaMH M TIepBas peajbHas CHUCTeMa
mu@poBaHus?

Kaxux Boigaromuxcs kpunrorpadgoB XX B. Bei 3Haere?



10.

11.

12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

24.
25.

26.
27.
28.

29.

30.
31.
32.

33.
34.
35.
36.
37.
38.

39.

40.

41.

42.

43.

44,

45.

46.
47.

15

YeM oTIMUYAIOTCSA MOAXOABI K oOecrnedeHuto 0e30macHOCTH MH(OpManuu B Kpuntorpapuu U B
creranorpagun?

Yro 00111ero 1 B yeM OTIIMYHE KpUNITorpaduueckoro npeoOpa3oBaHus HHPOPMALIUU OT KOJUPOBAHHUS
ee MPH 3aIUTe OT CIIyYalHBIX yTpo3 Oe30MacHOCTH?

Kakumu meronamu obecrieunBaeTcsi KOH(UACHINAIBHOCTh HH(popMaruu?

Uro Takoe 1meaocTHOCTh nHpopmamu?

JaiiTe onpeneaeHne UMUTOCTOMKOCTH mUdpa.

Urto takoe umuToBCcTaBKa? {111 KaKuX LieJel OHa UCTIOIb3yeTCs?

JIi KakuX aceKTOB MH(POPMALIMOHHOTO B3aMMOAEHCTBUS HEOOX0qMMa ayTeHTH(UKanus?

J1Ba oCHOBHBIX TpeOoBaHUs K XdUI-QyHKIHUSIM. [IpOTHB KakMX aTak OHM HampaBJIeHbI?

Kakue cpeactBa ucnosb3yroTcs Uist o0ecrieueHusl HeBO3MOXKHOCTH OTKa3a OT aBTOPCTBA?

Uto 03HaYaeT CBOMCTBO OJJHOCTOPOHHOCTH KPUNTOTpapruecKoi Xau-QyHKIumn?

B dem cyTh peBapuUTEIbHOTO pacupeaeieHus KIouen?

Uro Ttakoe cepTu(UKaT OTKPHITOrO KiIroda?

JInst yero ucnoyib3yeTcs cxema pa3JeleHus cekpera?

[IpuBenute kiaccuuKalnrio METOJOB MU(PPOBAHHUI B 3aBUCUMOCTH OT CII0c00a mpeodpa3zoBaHus
nHpopManuu.

Uro takoe muQpBennynHa, muppoOdO3HaYeHNE U KaK 3TH MOHATUS COOTHOCATCS?

Kakne 0coOeHHOCTHM XapaKTepHbl A METOJO0B IMHU(GPOBaHUS C CHUMMETPUYHBIM KIIOYOM U
HECUMMETPUYHBIM (OTKPBITHIM) KIIIOUOM?

YeM oTIMYAOTCA CUMMETPUYHBIE IU(PPCUCTEMBI OT ACUMMETPUYHBIX ?

[osicHuTe Ha MpuUMepe CYIIHOCTh MHU(POBAHUS METOIOM 3aMEHBI.

[TpuBenure npumepbl MUGPOBaHUS METOJAMM IE€PECTAaHOBKU. YUTO oO3HAuaeT MapuIpyTHas
nepecTaHoBKa?

[TosicHuTe CYOIHOCTP TaMMHUPOBAHHUS Kak crmocoba KpunrTorpaduyeckoro mpeoOpa3oBaHUs
uHpopmanuu. YTo ABISETCS MPU ITOM KIIOYOM MH(poBaHus?

[Touemy anauTHBHBIE METOABI UG POBAHUS OTHOCATCA K IH(pamM raMMHPOBaHUS?

K kakomy knaccy mugpoB OTHOCATCS aHATUTUYECKUE CIIOCOOBI U POBaHUS?

[TpuBenure npumMep mudpa nepecTaHOBKH, KOTOPBIH MOXKET paCCMAaTPUBATHCS U KaK OJIOYHBIN U(P
3aMEHBI?

C xakuMU 1EeJIIMH B KpUITOTpapuy BBOAATCS MOZIEIN OTKPBITBIX TEKCTOB?

Kaxue noaxoas! HCHOIB3YIOTCS AJIs pPaCIIO3HABAHUS OTKPBITHIX TEKCTOB

Kaxoe nmpaBmiio I€KUT B OCHOBE BCeX MIMGPOB MEPECTAHOBKHU ?

Uro sBisieTCs KIIOYOM MU pa NepecTaHOBKU?

HazoBuTe OCHOBHOM HEOCTATOK MIU(PPOB MEPECTAHOBKH.

[TpuBenute nmpumep mmdpa nepecTaHOBKH, KOTOPBII MOKET pacCMAaTPUBATHCS M KaK OJIOYHBIH
mudp 3aMeHbI?

Kak onpeaenuts mo KpUnTorpamMme, MOJIy4eHHON C MOMOIIBIO MIH(pa BEPTUKAIBHOM
NIEPECTAHOBKHU, YUCIIO KOPOTKUX CTOJIOILOB 3aII0JIHEHHOT'O OTKPBITBIM TEKCTOM OCHOBHOTO
IPSIMOYTOJIbHUKA?

Kakue cBolCTBa OTKPBITOrO TEKCTA MCIOJIB3YIOTCS IPH BCKPBITUU MIU(Pa IEPECTAHOBKU?

Kakwue mmdpsl Ha3pIBatoTCS MUppPaMu MPOCTON 3aMeHbI?

[TpuBenure npumep mudpa nepecTaHoBKH, KOTOPBIM MOKET pacCMaTPUBAThHCS U KaK OJIOUHBIN
mudp 3aMeHbI?

Yro siBrseTcst KirouoM mudpa mpoctoit 3ameHsi? KakoBo MakCHMaIbHO BO3MOYKHOE YHCIIO KITIOUeH
mudpa npocTon 3aMeHbI?

Yro Gonee 1enecoodpa3zHo i HAJISKHOM 3alUThl HH(OPMALIMK: apXUBaLUs OTKPHITOTO TEKCTa €
NOCJEIYIOIUM U(PPOBAaHUEM WM MU(PPOBAHHE OTKPHITOTO TEKCTa ¢ MOCIEAYIONIEH apXuBaruen?
Nmeer nmu mmdp [Imsiidepa sxBUBaIeHTHBIE KIIOUH, TO €CTh TAKUE KJIFOUH, HA KOTOPBIX JIIOOBIE
OTKPBITHIE TEKCTHI UPPYIOTCS OAUHAKOBO?

Kaxkue mmdpst HazsiBatoTcs omodoHamu? [Ipuseaure mpumep.

K kaxkum mmdpam otHocutes cucrema mudposanus [letpa I «upupo»?
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Kakwue mudpsl HazpiBatoTcs mudpaMu MHOT03HauHO 3ameHbl? [IpuBenure mpuMepsi.

SABnsiercst mu mmdp NponopIUOHATBLHON 3aMEHbI OMO(POHOM?

[TosicuuTe, 4TO BBl MOHUMAETE O] COBEPIICHHBIM IHudpom. [IpuBeanTe mpruMepsl.

[Mouemy mmdp Tpuremms, nexamuii B ocHoBe mudpa Bmxenepa, He sBusercs mmdpom
raMMUpOBaHus?

[louemy HanOXEHHWE Ha OTKPBITHIA TEKCT TaMMBI, TPEACTABISIONICH COOOW IMEePHOANIECKYIO
MOCIIE0BATEIBHOCTh HEOOIBILIOTO Mepro/ia, He JaeT HaIeKHON 3alIUThI?

[loueMy HeOOMyCTMMO HCHOJIB30BaTh [BAXAbl OAHY M Ty K€ TaMMy (JaXe CIy4alHyl H
PaBHOBEPOSATHOCTHYIO!) /U1 3aIn(POBaHUS Pa3HBIX OTKPBITHIX TEKCTOB?

[lepeuncnure ocHOBHBIE TPeOOBAHUS K TaMME.

KakoBbl ¢ TOUKM 3peHus Kpunrorpaduu NperMyIlecTBa M HEJOCTATKU Mepexona K OJ0YHOMY
mudpoBaHuio?

Kak peanmmzyercsa npemnoxxkenHbii K.IIIeHHOHOM TpUHLIMN «I€PEMEIIUBAHUSY TPU MPAKTUYECKOM
peanu3aiy aNropuTMOB OJI0YHOTO MUppPOBaHH?

KakoBsl ocHOBHBIE HegocTaTku anroputMa DES, u kakoBbI yTH UX yCTpaHEeHUA?

B kakux ciydasx MOXXHO PEKOMEHIOBATh HCIIONBH30BaTh ONOUYHBIA MUPP B PEKUME MPOCTOU
3aMEHbI?

OT KaKuX MOTEHIHUATBHBIX CIa00CTeH MO3BOJIET H30ABUTHCS MCIOJIb30BaHNE OJIOYHBIX MU(GPOB B
pexuMax muQpoBaHus C OOPATHON CBI3bIO?

B yem 3axioyaroTcst JOCTOMHCTBA M HEAOCTATKA CUCTEM MOTOYHOTO MK(POBAHUS 110 CPABHEHHIO C
Os10uHBIMH P paMu?

[Touemy Bo3HHKaeT mpobaeMa CHHXPOHU3AIMH TOTOYHBIX IHU(PPOB?

Kakune npuynHbl 00yCIOBUIM MIMPOKOE MCIOJIb30BaHNE JTUHEHHBIX PErMCTPOB CIBHra B KauecTBe
YIPaBIAIONUX OJIOKOB MOTOYHBIX MIH(PpcUcTEM?

[IpoBeauTe cpaBHUTENBbHBIN aHaIN3 anropuTMoB mmdpoBanus RC4 u RCS.

[lepeuncnure OCHOBHBIE PEXKUMBI PAOOTHI, IPEAYCMOTPEHHBIE B POCCUHCKOM CTaHIapTe
mupoBaHUs JaHHBIX

B uem cocTosT npeumyniecTBa CUCTEM C OTKPBITHIMU KJIFOYAMH [IEpPE CUMMETPUYHBIMU
mudpcuctemamu’?

C0’KHOCTBIO KAKOM MaTeMaTHYECKOM 3a/1aull ONPEIEIIeTCs CTOMKOCTh cucTeMbl RSA?

Kaxkue TpeGoBanms mpeabsaBIIOTCS K Kitodam B mudpe RSA?

K kakomy Tuny muppoB NpuHAAISKUT cXemMa NIM(pPOBaHUs, UCIIONb3yeMas B ccTeMe DIlb-
INamansa? B yem ee npeumyiectBa?

CH0XHOCTBIO KAaKOW MaTeMaTHYECKOM 3aJjaun ONpeAesieTcs CTORKOCTh MH(pcHcTEMBbI DTb-
[Namans?

HazoBute HepocTatku cxembl Dib-I"amaits.

Kakwue npoGrembl HHGOpMAITMOHHOM 0€30MaCHOCTH MOKHO PEIIUTh C MOMOIIBIO AaCHMMETPHUYHBIX
mudpos.

N35n0xkuTe NpUHIMIHAIBHYIO CXEMY OPTraHU3ALMKN CEKPETHOM CBSI3U C UCIIOJIb30BAHUEM
MA(PCUCTEMBI C OTKPBITHIM KITIOYOM.

Kakum 06pa3om ¢ moMoIipio KpUnTocucTeMbl RSA MOXHO OpraHu30BaTh Niepeaady COOOIICHHH,
HOJUIMHHOCTH KOTOPBIX MOT OBl POBEPUTH JO00H MmosrydaTens?

Kakum 06pa3om ¢ moMoIipo KpUnTocucTeMbl RSA MOXHO OpraHn30BaTh Niepeaady COOOIICHHH,
HOJ/UIMHHOCTh aBTOPCTBA KOTOPBIX MOKHO NMPH HEOOXOAMMOCTH J10Ka3aTh?

Yro obmiero Mex 1y oObaHOM U ITUGPOBOI MoANUCHI0? UeM oHM paznuyaroTcs?

Kakwue 3agaun mo3Bosser pemuts HudpoBast MoMUCh?

B yewm 3akitogyaercs NpUHIMIIAAIBHAS CIOKHOCTD B MPAKTUYECKOM IPUMEHEHUH CUCTEM LIU(POBOIA
MOAMNHUCH?

[Touemy B KpunrTorpa@uueckux CHUCTEMaX, OCHOBAaHHBIX Ha OTKpPBITBIX KIIOYaX, HEIb3s
UCIIOJIb30BaTh OJMHAKOBBIC KIIIOUX IS IUGPOBaHMS U IIUPPOBOI MOAIHCH?

[IpuBenuTe mpuMep MOpsiAKa OTKPHITOIO pacIpeesIeHNs KIIF0UYel 10 KBAaHTOBOMY KaHally.

KakoBa npuposa cekpeTHOCTH KBaHTOBOW Kpunrorpadun?
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81. IloueMy KBaHTOBBIN KPUNTOAHAIN3 OBICTPO MOXKET BCKPBITh Kpunrtocucremy RSA?
82. KakoBbI mpo0IeMBbl KBAHTOBOM KpUnTorpadun?

TECT-BOITPOCBI

Uro sBasercs npeamerom Hayku KPUTITOPT AOUA?

A) criocoObI mudpoBanus U 1emuGpPOBaAHNUS;

B) metonb! cokpbITHA (hakTa nmepenadn CeKpeTHOM HHPOpMaLny;

B) crioco0b1 ipeoOpazoBanuss HHPOPMAIIUHU C TIETBIO €€ 3aIUTH OT HECAHKITMOHUPOBAHHBIX
MIOJIb30BaTENEN.

Kpunrocucrema Ha3pIBaeTCs KPUINITOCUCTEMOM OOIET0O MCIIONB30BaHUS, €CITU €€ CTOHKOCTh
OCHOBBIBAETCS HA CEKPETHOCTH

A) anropuTMOB MK(POBAHUSA U paCIIH(PPOBAHNUS;

b) xmroua;

B) pexxuma muppoBaHus.

Ha xakue nBe rpynnbsl MOYKHO pa3feIuTh CUMMETPUYHBIE KPUIITOCUCTEMBI?
A) OJI09HBIC M IOTOYHEIE;

B) cuHXpOHHBIE U ACHHXPOHHBIE;

B) ananoroseie u ¢ pPOBHIE.

Kaxue coOpITHs crTocOOCTBOBANIM Pa3BUTHIO KpUiTorpadum?

A) pOoCT rpaMOTHOCTHU CPEJIU HACEJICHUS;

B) paznen repputopuii, o0pazoBaHue rocy1apcTB, BOMHBI,

B) nepexon K GOHETHUECKOMY NMHUCHMY, COKpaIlleHHe MOIIIHOCTH aji(aBuTa.

[Touemy norouyHsle mWUGPHI B 001IEM CiIydae 0 CKOPOCTH HAMHOTO IIPEBOCXOIAT OJI0UHbIE
mudpsi?

A) MOCUMBOJIbHOE HIM(POBaHKE MEHEE TPYI0EMKO, YeM HIH(poBaHKEe OOIBIIMMU OJIOKAMU;

bB) noTounoe mmdpoBanre HE TPEOYET CXEM CHUHXPOHHU3AIINH;

B) mudpyromas nociae10BaTeIbHOCTh YaCTO TEHEPUPYETCS HE3aBUCUMO OT OTKPBITOTO TEKCTa UIIH
mudpTeKCcTa.

HazoBute 0CHOBHYIO Mpo0IeMy NP OpraHU3alMU CEKPETHOM CBSI3H B CITy4ae OTOYHBIX MIH(pOB?
A) npobiiema nepeaun Kirouei Mexay abOHeHTaMH;

B) mpobnema ycTpaneHus OMMOOK B TOTOKE MU(PPYyEMbIX TaHHBIX;

B) npoGiieMa CHHXpOHM3ALMHU TOTOKA MIH(PYEMBIX TaHHBIX.

Kewm Obinia peioxkeHa neppasi MpakTUYeCKas peanu3anus KpUunTorpaduu ¢ OTKPHITHIM KITH0YOoM?
A) Yurdungom uddu (Whitfield Diffie) u Maptunom Xemmmanom (Martin Hellman) u Pansdom
Mepxknem (Ralf Merkle);

b) Ponansaom PaitBucrom (Ronald Rivest), Aqu [llamupom (Adi Shamir) u Jleonapaom
Annemanom (Leonard Adleman);

B) llladu I'onsasaccepom (Shafi Goldwasser) u CunbBro Mukainu (Silvio Micali).

K kakoit rpynme mudpos orHocutcs mudp CLHUTAJIA?
A) mmdp 3aMeHsl;

B) mmudp nepecraHoBKy;

B) KoMOMHMPOBAaHHBIN WHUD.
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Cnoso KPUIITOI'PA®US 3ammppoBano knaccuueckum mudpom Lezaps. Beidepure
COOTBETCTBYIOIIUH MIH(PPTEKCT.

A) YBTOUI'CBU'BTh;

b) ®CXBJIBIKCIIOXIO;

B) HYJII'XCXYTI'UJIb.

[Tpn mmdpoBaHUM OTKPHITOTO TEKCTA €0 OYKBBI 3aMEHSIOTCS ApOH YUCET, COOTBETCTBYIOLINX
HOMeEpaM CTOJIOIIOB U CTPOK JaHHOM OykBbI B TaOnuie. Kak Ha3piBaeTcs 3TOT mudp?

A) pemerka Kapnano;

B) kBanpar [TomuOus;

B) ta6muma Ilopro.

Kax naspiBasnics mmdp, Ha OCHOBE KOTOPOT0 ObUT CO3/IaH OJIMH U3 HauOoJee CTOMKUX BOCHHO-
Mopckux mudpos Bennkobputanun Bo Bpemst Bropoit MupoBoii BOiHbI?

A) pemerka Kapnano;

B) kBanpar [TomuOus;

B) ta6muma Ilopro.

[Tpu KakuX yCIOBUSAX BOCCTAHOBUTH TEKCT MO KPUIITOTPaMME KPUIITOAHAIUTUKY CTAHOBUTCS
MPUHIUITNATIBHO HEBO3MOXXHO?

A) ecnu mmdpoBaHUE «CTUPACT» N30BITOYHOCTS;

B) ecnu ncnonp3yeTcs AMTMHHBINA KITIOY;

B) ecu anroputm mmdpoBaHUsS HEM3BECTEH.

Kak Ha3bIBarOTCS UCTIONB3YEMbIE B KPUNITOTPAUH MOJICITH OTKPBITOTO TEKCTA, YUUTHIBAIOIIHE
3aBUCHUMOCTh OYKB T€KCTa OT MPEABLAYIIHX OYKB?

A) MO3HAYHBIE MOJIENIN OTKPBITOIO TEKCTA;

B) BeposiTHOCTHBIE MOJIeNH K -r0 TpUOIHMKEHNUS;

B) MapkoBckre MOJIeSId OTKPBITBIX TEKCTOB.

Kto B Poccun pykoBomun pazpaboTtkoii TenedoHHoro mudparopa?
A) B.A.KoTenbHHUKOB;

b) A.H.Konmoropos;

B) b.b.IlnoTpoBckuii.

B uem cocrout ocHoBHO# npuHIun Kepkroddea?

A) KOMIIpOMETAIHs CHCTEMBI HE JIOJDKHA MTPUIHHATH HEYA0OCTB KOPPECIIOHACHTAM;

B) Heo6xoaumo, uTOOBI KpUNITOCHCTEMA OBLIa IPOCTOM B UCIOJIB30BAHUY, U €€ IPUMEHEHUE HEe
TpeOOBaJIO COOIOICHNUS TTMHHOTO CTIMCKA MTPaBUI;

B) y KOppecIOHEHTOB JI0JI’KHA OBITH BO3MOKHOCTB TI0 COOCTBEHHOMW BOJIE MEHSATH KITIOY.

UTo moHUMAETCsI 101 KPUITOTpapUIeCKUM MTPOTOKOIOM?

A) anropuT™ mU(pPOBaHMS TaHHBIX MEpe]l Iepeaadeii Mo o0Ie0CTyITHOMY KaHaTy CBSI3H;
B) pacnpeneneHHbII adropuT™ pereHus IByMs WK 0osiee yJacCTHUKaMU HEKOTOPOi
Kpunrorpaduaeckoi 3a1aun;

B) Habop npaBui muppoBaHUs U pacM(ppoBaHUs KPUIITOCUCTEMBI.

B uem cocrout kpunrorpaduyueckas 3aa4a o0ecreueHus IeIOCTHOCTH?

A) TapaHTHPOBAaHNE HEBO3MOKHOCTH BHECEHHUSI CITyYalHBIX OIMOOK B MPOIIECCE MEepeIadu 1o
KaHaJlaM CBSI3H;

B) rapanTrpoBaHie HEBO3MOXHOCTH HECAHKIIMOHUPOBAHHOT'O U3MEHEHUsI HHPOpMaIUY;

B) 06a oTBeTa BEpHHI.
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18. Kakue meTombl pa3pabaThIBarOTCs € IENbI0 00ecTiedeHns ayTeHTH(hUKauu?
A) METO/IbI NOATBEPIKACHHS OJUTMHHOCTH CTOPOH U caMoil HH(OpMaLuK B TIpoLiecce
UH(POPMALMOHHOTO B3aMMO/ICHCTBHS;
B) MeTopI MPUCBOCHYS YHUKAIBHOTO HICHTU(HKATOpA B3aUMO/ICHCTBYIOIINM CTOPOHAM U CaMOi
UH(POPMAILIUH B Mpoliecce HHPOPMAIIMOHHOTO B3aUMOCHCTBUS;
B) 06a oTBeTa BEepHHI.

19. Kakoii MexaHW3M HCTIOIb3YyeTCs 711 00ecIeueHrss HeBO3MOXKHOCTH OTKa3a OT aBTOPCTBA WIIH
MPUIUCHIBAHUSL aBTOPCTBA?
A) MeXaHU3M CUMMETPUYHOTrO MHU(POBAHUS C IPUBJICYCHHEM apOUTpa;
B) Mexanu3m nudpoBoii moAmucy;
B) 06a oTBeTa BEepHHI.

20. C yeM cBsI3aHa aKTHBHAs aTaka Ha 3amMppoBaHHYIO HHGOPMAITHIO?
A) ¢ mpocnynMBaHuEM, aHATTU30M TpaduKa, IEPEXBATOM, 3aMUCHIO MePEeIaBaCMbIX ITU(PPOBAHHBIX
COOOIIECHUI;
B) c nemmdppoBanuem, T. €. MOMBITKAMH "B3JI0MaTh" 3aIIUTY C IIETbIO OBJIaIeHUs HH(OpMAIIHEH;
B) ¢ mpepriBaHrEM mporiecca nepeaadn COOO0IEHUH, CO3TaHIUEeM TOIIETBHBIX COOOIICHUH,
MoauduKaIyen nepenaBaeMbIX COOOIICHU.

21. Or yero 3aBUCHT BbIOOp criocoba mudpoBanus?
A) oT ocobeHHOCTEH nepeaBaeMoi nHdopMaIuu (ee IeHHOCTH, 00beMa, criocoda MmpeACTaBICHUS,
HE00XOIMMOW CKOPOCTH TepeiauH;
B) oT BO3MOKHOCTEH BIIaJIEIbIIEB 10 3alIUTE CBOCH MH(GOPMAITUH (CTOUMOCTh TPUMEHSIEMBIX
TEXHHUYECKUX YCTPOUCTB, YIOOCTBO HCIIOIB30BAHMS, HAJC)KHOCTh (PYHKIIMOHUPOBAHUS;
B) 06a oTBeTa BepHHI.

22

Jlnis oOHapy KeHUsl LieleHaPaBICHHOTO0 HaBA3bIBaHHSI IPOTUBHUKOM JIOXKHOW MH(pOpMaLUu
A) B niepeaBaeMoii HH(pOpMAIMK CTHPAETCs U30BITOYHOCTD;

bB) B nepenaBaeMyto nHGpoOpMaIuiO BHOCUTCS U30BITOYHOCTD;

B) ucnonp3yeTcst Kol Y4ETHOCTH.

23. Kak Ha3pIBaeTCs YUCIOBAsi KOMOWHAIIHS, UCIIOJIb3yeMast Il TPOBEPKU [[ETOCTHOCTH?
A) IMHTOBCTaBKa;
B) xox ayreHTHUKAIIIN COOOIICHMS;
B) 06a oTBeTa BepHHI.
24. Kakue TpeOoBaHMs MPEIBABISIOTCS K KIIFOUEBBIM XAII-QYHKIUAM hi(M)=S?
A) HEBO3MOKHOCTb BBIYMCIICHHS 3HAUCHUS k(M) =S nis 3amaHHoro coobmienus M 03 3HaHUS
Kkiroua k;
B) HEBO3MOXKHOCTH MOAOOpPA I 3a1aHHOTO coolmieHust M ¢ U3BECTHBIM 3HaueHueM hy (M) =S
JIpyroro coodmieHust M1, ¢ U3BECTHBIM 3HaueHuEeM hx (M) =81 0e3 3HaHUS KITtoua k;
B) 06a oTBeTa BEpHHI.

25. Kakoe TpeOoBaHNe HANIPABIEHO MMPOTUB CO3JaHMUsI MOAACTBHBIX (C(haOpUKOBAHHBIX) COOOIIEHUH

MIPH aTakax TUIA UMUTAIUs?

A) HEBO3MOKHOCTD BBIYHMCIICHHS 3HAUCHUS k(M) =S nis 3aaHHoro coobmienus M 03 3HaHUs
Kkiroua k;

B) HEBO3MOXKHOCTH MOAOOPA IS 3a1aHHOTO cooOmieHust M ¢ U3BECTHBIM 3HaueHueM hy (M) =S

JIpyroro coodmieHus: My, ¢ U3BECTHBIM 3HaueHUEeM hx (M) =81 0e3 3HaHUS KiTtoua k;

B) 06a oTBeTa BEpHHI.



20

26. Kakoe TpeboBaHme HaNpaBJICHO MPOTUB MOAM(HUKALINY TIEpeIaBaeMbIX COOOIICHH MTPH aTaKax
THUIIA IToaMeHa?
A) HEBO3MOKHOCTh BBIYUCIICHUS 3HaueHHS hx(M) =S nis 3aganHoro cooOrenust M 6e3 3HaHUs
kmrouya k;
B) HeBo3MOXKHOCTB TIOZI00pa /1711 3a1aHHOTO cooOmIeHust M ¢ U3BECTHBIM 3HaYeHueM hy (M) =S
JIpyroro coodmieHust My, ¢ U3BECTHBIM 3HaueHUEeM hx (M) =81 0e3 3HaHUS KiTtoua k;
B) 06a oTBeTa BEpHHI.

27. Kakas mpoBepka 03Ha4aeT ayTeHTU(DUKAINIO CEaHca CBS3U?
A) npoBepKa IETOCTHOCTH COEUHEHHMS, HEBO3MOKHOCTH MTOBTOPHOM NEepeayn JaHHbBIX
MPOTUBHUKOM, CTOPOH B3aUMO/JICHCTBHS;
b) npoBepka 11eT0CTHOCTH COETMHEHUS, HEBO3MOXXHOCTH MMOBTOPHOM MEpelavn TaHHBIX
MPOTUBHUKOM, CBOEBPEMEHHOCTH NIE€PEIaun JaHHBIX;
B) 06a oTBeTa BEepHHI.

28

Kakoe cpesicTBO SIBJISIETCS OCHOBHBIM CPEACTBOM IS TPOBEICHUS MICHTU(DUKAIIAN?
A) TIPOTOKOJIBI OJTHOCTOPOHHEH MICHTU(UKAIINY;

B) nmpoTokobl B3aUMHON WIAECHTU(DUKAITNH;

B) 06a oTBeTa BEpHHI.

29. Kak BeITIIUT U(poBasi HOAMUCH 7S COOOIECHUS?
A) YHCII0, IOJYYEHHOE B Pe3yJIbTaTe XCIIMPOBAHUS, IPUMEHEHHOTO K 3TOMY COOOIIECHUIO;
B) uncrno, momydeHHOE B pe3ysbTare KpUNTOrpahuuecKux npeodpa3oBaHmii, MPUMEHEHHBIX K
3TOMY COOOIIECHHUIO;
B) ko1 ayTeHTU(UKAITUN COOOIICHHS.

30

JI1 4yero NpUMEHSI0TCS CIIEUANIbHBIE CUCTEMBI IIPEABAPUTENBHOIO PACTIPEAEICHUS KITF0Uen?

A) nipu 60JIBIIOM YHCIIE B3aUMOAECHCTBYIOIUX CTOPOH TpeOyeTcs peABapUTEIbHAs paCChlIKa
3HAYUTEIBHOTO 00beMa KIII0UeBON HHPOPMALIMHU U TTOCTIeyIOIIee €€ XPaHEeHHE;

b) onpenensercs NopsAAOK UCIIOJIB30BAHUSA, CMEHBI, XPAaHCHHSI U aPXUBUPOBAHUS, PE3EPBHOIO
KOMHMPOBAHUS U BOCCTAHOBJICHHS, 3aMEHBI HITU U3BATHUS U3 0OpAIIEHUs] CKOMIIPOMETHPOBAHHBIX, a
TAK)K€ YHHUYTOKEHUS CTAPBIX KIIHOYEH;

B) npenycmarpuBaeTcs pacpelelieHUe U XpaHEHHE HE CaMUX KIIIOUel, a HEKOTOPOW MEHBUIEH 110
00beMy MH(OpPMAIMK, HA OCHOBE KOTOPOH KaX/1asi CTOPOHA MOKET BBIYUCIIUTD KIIFOY JJIS
B3aMMOJIEUCTBUS C IPYrOi CTOPOHOM.

31. Kakum o6pa3zom Hanbosiee MpocTo MOKHO OCYIIECTBUTD PAaCIpeesieHHe KII0Uel s ceTell ¢
OOJBIINM KOJIMYECTBOM A0OHEHTOB?

A) B cucTeMax NpeaBapUTEIbHOIO PACIPEAEIICHUSI CEKPETHBIX KIIIOUEH;

B) B cucremax OTKpBITOrO pacupeaesICHUsI CEKPETHBIX KITIOUEH;

B) 06a oTBeTa BEpHHI.

32. YUro Ttakoe cepTU(UKAT OTKPBHITOrO KiIro4a?
A) HaOOp JaHHBIX, 3aBEPEHHBIX IIU(PPOBOM MOAMUCKHIO IIEHTPA CEPTUPUKAIINH, U BKIIOYAIOIITUN
OTKPBITBIA ¥ CEKPETHBIN KIIIOUU, UM TIOIH30BATEIS, UMS CePTU(HUKAIMOHHOTO LIEHTPA, HOMEP
ceptuduKkara, BpeMsl 1eUCTBHUS cepTU(HUKATa, TPeTHA3HAYCHUE OTKPHITOTO KiTtoua (1udpoBast
HOJMKCH, IHU(POBAHUE);
bB) HaGop naHHBIX, 3aBEPEHHBIX TIEYATHIO IIEHTPA CEPTUPUKAIINN, U BKITFOYAIOITHUI OTKPBITHIN KITIOY,
CIIUCOK JTOTIOJTHUTENBHBIX aTPUOYTOB, MPUHAAISKAIUX A00OHEHTY, U IPEeTHA3HAYCHHE OTKPBITOTO
KJTI0Ya;
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B) Habop aHHBIX, 3aBEPEHHBIX LU(POBOM MOIMUCHIO LIEHTPA CEPTU(PUKALINY, U BKIIOYAIOLIHI
OTKPBITBIN KITFOY U CIIMCOK JIOTIOJIHUTEIBHBIX aTPUOYTOB, IPUHAJICIKAIINX A0OHEHTY.

33. Uto 03HaYaeT TEPMHUH MOIIIHOCTH aihaBuTa?
A) KOJIMYECTBO CUMBOJIOB B OTKPBHITOM andaBuTe;
B) urciio BO3MOXHBIX KOMOWHAITUH CHMBOJIOB OTKPBITOTO ali(haBHUTA;
B) xonmyecTBO mU(pPBETMINH OTKPHITOTO ajihaBUTa.

34. K xakoMy kJaccy mu@poB OTHOCUTCS (P, eciau GparMeHT OTKPHITOTO TeKCTa (OTASIbHBIC
OyKBBI MJIH IpyTIa OyKB) 3aMEHSIOTCS HEKOTOPBIMU UX SKBUBaleHTaMH (OykBaMu, nudpamu,
CHMBOJIaMU WJIM MX KOMOUWHaIKEH) B mudprekcTe?

A) mmdpsl 3aMeHBI;
B) mmdper mepecTaHOBKH;
B) KOMITO3UIIMOHHBIE IIU(PHI.

35. K xakomy kiaccy mu@poB OTHOCUTCS MHUQP, €ci OyKBBI OTKPBITOTO TEKCTA MPH MIM(PPOBAHUU

KaKI/IM-HI/I6y,Z[I> crmocodom NEPECTAaHaBINBAIOTCA, TO €CTh U3MCHACTCA TOJIBKO IMOPAAOK CICAOBAHHUA

CHUMBOJIOB OTKPBITOTO TEKCTA?

A) b psl 3aMEHBI,

B) mu¢ps! nepecraHoBKH;

B) xoMmo3uImoHHbIe U PHI.
36. Uto ciemyer Aenarh s yBEIHMUCHUS] KPUITOCTOWKOCTH Tudpa?
A) YBETMYHMBATH PA3HUILy MEXKIY YUCIOM MUGPBEIUYUH U YUCIOM OYKB B ajdaBuTe;
B) Gonee paBHOMEPHOI TOJDKHA OBITH THarpaMma MOBTOPSEMOCTH 3HAKOB MM PTEKCTA;
B) 06a oTBeTa MpaBUIIBHBIL.

37. s 4ero UCrob3yroTcs Oounbie mudps1?
A) U1l yBeTMYEHUST KOJTUYECTBA (P PBEITHYNH;
B) s yBenuueHus: CKOpOCTH MIU(PPOBAHUS;
B) 06a oTBeTa NMpaBUIILHEI.

38. B ueM cocTOUT OCHOBHOE MPEUMYIIIECTBO ACUMMETPUIHOTO MU(DPOBAHUS TTEpe]] CAMMETPUIHBIM?

A) HeT HeOOXOJMMOCTH B IIepeiaue CEKPETHOTO KII0Ya, KOTOPBIH MOXKET ObITh NepexBaueH
37I0YMBIIIJIEHHUKOM;
B) Gonbiiast TpyA0EMKOCTB TIOCIIEHETO U, KaK pe3yJIbTaT, MEeHbIINE CKOPOCTH NP MU(POBAHNUH;
B) 06a oTBeTa BEpHHI.
39. Kakue mmudpsl HazpiBatoTCsi oMooHaMu?
A) mmdpbl MHOTO3HAYHON 3aMEHBI;
B) MHoroandasuTHbIC TIUDPHI;
B) mudpsl raMMHupOBaHUS.

40. Yro Takoe mmppBennyrHa’?

A) 9HCII0 BO3MOXHBIX SKBUBAJICHTOB JUIS 3aMEHBI OTKPBITHIX CHMBOJIOB;

B) sxBUBasIeHTHI B IU(PPTEKCTE, 3aMEHSIOIINE CUMBOJIBI JIH TPYIIIBI CHMBOJIOB B OTKPBITOTO
TEKCTa,;

B) OTKpBITHIH TEKCT nepe MU} POBaHUEM MIPEICTABIISETCS B BUJE MTOCIEI0BATEILHOCTH

«I10ACJI0B», HA3bIBA€CMbIX H_II/I(prCJ'II/I‘H/IHaMI/I.

41. C xakuMH [EJISIMH B KpUNITOTpaduu BBOASTCS MOJIETTH OTKPBITHIX TEKCTOB??
A) city’KaT OCHOBOH ISl aBTOMATU3allMK TPOIIECCOB KPUTITOAHATN3a I (PPTEKCTOB;
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B) ciy>xaT ocHOBOI B mporiecce U3y4eHHs KpUITOCTOMKOCTH pa3IMyHbIX CUCTEM MIM(POBaHUS;

B) 06a oTBeTa BEpHHI.

K kakomy kiaccy mugpoB OTHOCATCS aJIATUBHBIC METOIbI ITH(PPOBaHUS?
A) oMO(OHBI;

B) mm¢ps1 MHOTO3HAYHOM 3aMEHBI;

B) mmudper raMMupoBaHus.

K xaxomy kiaccy mu@poB OTHOCSTCS aHATUTHYECKUE CTIOCOOBI MUu(poBaHUs?
A) mmdpsl 3aMeHBI;

B) mmdper mepecTaHOBKH;

B) mapuipyTHbIe IEPECTAHOBKHU.

Kaxkue u3 npuBeieHHBIX MU(POB SBISIOTCS MUGPAMH TEPECTAHOBKH?
A) pemerka Kapnano;

B) kBanpat [TomuOus;

B) ta6muma Ilopro.

Kakwue u3 npuBeeHHbIX UGPOB ABIAIOTCA NP PAMUA 3aMEHbI?
A) RSA;

b) AES;

B) 'OCT 28147-89.

Kakwue cBoiicTBa OTKPBITOIO TEKCTA UCIIONIB3YIOTCS MPH BCKPHITUU MU(Pa EPECTAHOBKU?
A) OTrpaHHMYCHHEM MOJKET HOCITYKUTh TOSBICHHE 3aIIPETHRIX OUTpamM;

B) nauGonee yacteie GUrpaMMBbl OTKPBITOTO TEKCTA, KOTOPbIE MOKHO COCTABUTH U3 OYKB
paccMaTpuBaeMoro mu(poBaHHOTO TEKCTa;

B) 06a oTBeTa BEpHHI.

Kaxkas 3 MmaTeMaTHuecKux MoJiesield COOTBETCTBYET alnroputMy mudpa Ardar?

A) Yij = 1j;
B) Yi = Xi+3(mod n);
B) Yi= X-i+1).

O 3 B~

1
3ammudpyiTe ¢ MOMOIIBbIO MATPUIHOTO MHUdpa ¢ KiItoueBor Matpuneid A =| 3
6

1M (poBOTO PKBUBAJICHTA OYKB OTKPBITOTO TEKCTA CIIOBO 3a0Oasa.
A) 28,35,67,21,26,38;

b) 24,38,42,21,32,46;

B) 12,32,7634,17,19.

UYro Gonee 1enecoodbpa3zHo i HAIeKHOM 3auThl HHGopMaruun?
A) apxuBaIus OTKPBITOIO TEKCTA C MOCIETYIONINM;

B) mm¢poBanre OTKPHITOTO TEKCTA C MOCIEIyIOIIeH apXruBaIuei;
B) He nmeer 3HavCHUS.

K xaxum mmdpam otHOCHTCS cuctema mmdposanus [letpa [ «lubupny»?
A) omo(oHBI;

B) mmdper OurpaMMHO 3aMEHBI;

B) mmmdpsl npocToii 3aMeHBbI.
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Ha xaxom crioco6e mmgppoBanust Ob11 ocHOBaH Ourpammusti mmdp [lmiidgepa (Playfair,
BenukoOpuranus), npuMmensiBiuiics Benukoopurtanueit Bo Bpems [lepBoit MupoBoii BOHBI?
A) crioco6 mmdpoBaHus COCTOST B pa30MBKE BXOJHOTO TEKCTa Ha OMTPaMMBI;

bB) Ha 103yHroBOoM crioco6e 3amnoiHeHus UuppTadIuLbl;

B) 06a oTBeTa BEpHHI.

Kakune mmpsl oTHOCATCS K U(ppaMu MHOTO3HAUYHOM 3aMEHBI?
A) mmdp Bmwxenepa un mmdp Tpuremus;

B) mm¢p [Mmiidepa n mudpp Xunna;

B) mmudp Bepnama u mmudp Ilopra.

ChopmynupyiiTe OCHOBHOE TpeOOBaHUE K KPUNITOTPAPUIECKU CTOMKOMY TeHepaTopy
MICEBAOCITYYaHOW MOCIIEI0BATEIIbHOCTH UJIN TaMMBI.

A) TIepuo]1 TaMMBI JIOJDKEH OBITh IOCTATOYHO OOJIBIITUM I HU(DPOBAHUS COOOIIEHUN Pa3TUuIHON
IUIAHEI;

B) ramma gomxHa OBITH TPYIHO TPEICKa3yeMOM, T.€. €CJIM U3BECTHHI THII TeHEpaToOpa U KyCOK
raMMBbl, TO HEBO3MOKHO MPECKA3aTh CICIYIOIHIA 32 STUM KyCKOM OUT raMMBbI ¢ BEPOSITHOCTHIO
BEIIIE 3aJaHHOM.

B) o6a oTBeTa BepHHI;

[IpuBeauTe mpuMep COBEPIICHHOTO MK (pA.

A) mmudp Brmkenepa ¢ caMOKIIOUOM;

B) onnopazoBerit 61okHOT [leHHOHA;

B) cucrema Beprama miist tenerpada ¢ 6ymMakHBIM KOJIBIIOM, COJIEPIKAIIIMM TaMMYy .

Kaxkue mudps! apistiroTcs mudpaMyu raMMUAPOBaHUS ?
A) umdp Tpuremus;

b) mmudp Buwxkenepa;

B) 06a oTBeTa BEpHHI.

[To kakoMy MOJYJTIO IPOU3BOIUTCS CYMMUPOBAHHE F'AMMBI C OTKPBITBIM TEKCTOM B PEXXHUME
rammupoBanus ['OCT28147-89?

A) CyMMHpPOBaHHE 110 MOZYJIIO 2;

B) cymMMupoBaHue 1o Moxymo 2°2;

B) 06a oTBeTa BEpHHI.

KakoB pa3mep 61oka mmgppyemoro Tekcra B kpunrocucteme 'OCT28147-89?7
A) 32 Owura;

B) 64 6ura;

B) I'OCT28147-89 — noTouyHasi KpUITOCUCTEMA.

Kaxkune pyHKIIMM BBITIOTHSAET KpUNITOCHCTEMA?

A) ycuiieHHe 3alIUIEHHOCTH JaHHBIX U 00J1er4eHue paboThl ¢ KPUITOAITOPUTMOM CO CTOPOHBI
YeJI0BEKa;

bB) ycunenue 3amuineHHOCTH JaHHBIX U 00ecrieueHue COBMECTUMOCTH MTOTOKA JAHHBIX C APYTUM
IPOrPaMMHBIM 00€CTIeYeHUEM;

B) 06a oTBeTa BEpHHI.

JU1s 9ero B MOTOYHBIX MH(pax HUCTIOIB3YIOTCS PETUCTPHI CABUra ¢ 00pPaTHOM CBA3bIO?
A) 17151 TeHEepaluy KJII0UYEBOM MOCIEe10BaTEIbHOCTH;
B) nns opranmzanuu pexuMa oOpaTHOH CBsI3U B OJOYHBIX MK(PaAX;



60.

61.

62.

63.

64

6S.

66.

24
B) 06a oTBeTa BEpHBI.

Yro Ttakoe ckpemOiep?

A) mporpamMMHBbIE WX allllapaTHbIE peaanu3aliy reHepaTopa ICeBIOCIyYaiHO TaMMBbl;

B) nporpaMMHBbIe WK annapaTHble pealnn3aluy aropyuTMa, HOo3BOJSAIOIIEro MK POBAaTh TOOUTHO
HENpepbIBHbIE TOTOKU UHPOPMAIUH;

B) 06a oTBeTa BEepHHI.

B gem cocTout riaBHas npobiaemMa mudpoB Ha OCHOBE CKpeMOJIepoB?

A) CUHXpOHHU3AIMS EePEeNAIONIET0 (KOAUPYIOUIEro) U MPUHUMAIOLIETO (AEKOAUPYIOIIETrO)
YCTPOMCTB;

B) xonupytomas nociae0BaTeNbHOCTh OUT IPOU3BOIUTCS U3 HEOOJBIIOr0 HAYAILHOTO 00bEeMa
uHdopmanuu;

B) Manenbkuii nepuoj raMMal.

Kakue MeToapl CHHXpOHU3AINY TPUMEHSFOTCS Ha TPAKTUKE B CUCTeMax MU(poBaHUS HA OCHOBE
cKkpeMOsepoB?

A) no6aBiieHre B TOTOK WHGOPMAIIMU CHHXPOHU3HPYIOMIUX OUTOB, 3apaHee U3BECTHBIX TPUEMHOM
CTOPOHE, YTO IMO3BOJISIET €1 PU OTCYTCTBUH TAKOTO OMTA aKTUBHO HAYaTh MIOMCK CHHXPOHU3AIUH C
OTIIPaBUTEIICM;

B) ucronp30BaHre BEICOKOTOYHBIX T€HEPATOPOB BPEMEHHBIX HMITYJILCOB, YTO MO3BOJISIET B
MOMEHTHI IOTEPHU CHHXPOHHU3AIUH MPOU3BOIUTH paciupoBaHUE TPUHUMAEMbIX OUTOB
uHpopmaruy "mo naMaTu" 6€3 CHHXPOHU3AIUH;

B) 06a oTBeTa BEpHHI.

Kakoit meton uctonb3yeTcs Ui paHAOMHU3AIMHA COOOICHUA?

A) BHECEHHE CITy9aliHBIX OUT B caM mudpyeMblil ¢aiiin ¢ irHOpupoOBaHWEM UX Ha Jemudpyromen
CTOpPOHE;

B) mudpoanue ucxomHoro ¢aiina cirydaiHbIM KIIOUYOM;

B) 06a oTBeTa BEpHHI.

Kaxkue mmdpcuctemsl U3 NEPEUNCICHHBIX HUKE SBIISIOTCS TOTOYHBIMU?
A) AS, SEAL, RC4;

B) DES, AES, Rijndael;

B) RC2, RC5, IDIA .

[lepeuncnure OCHOBHBIE PEKUMBI pabOTHI, IPETyCMOTPEHHBIE B CTaHIAPTE MIN(PPOBAHUS JAHHBIX
IroCT28147-89.

A) TIpoCTOM 3aMEHBI, TAMMHUPOBaHUS, TAMMHUPOBAHMSI C OOPATHON CBSI3bI0, TAMMHUPOBAHUS C
00paTHOM CBA3bI0 MO MIU(DP TEKCTY;

B) pocToii 3aMeHbI, rTaMMHUPOBaHUs, TAMMHUPOBAHKS C OOPAaTHON CBSI3bI0, BRIPAOOTKH
MMUTOBCTABKU;

B) snekTpoHHAas KOJJOBasi KHUTA, CIETIEHUsI OJIOKOB, 0OpaTHas CBS3b M0 BHIBOAY, OOpaTHas CBA3b
1o mudpTexcry.

[lepeuncnure OCHOBHBIE PEXKUMBI PaOOTHI, IPEAYCMOTPEHHBIE B CTaHAapTe MIH(PPOBAHUS JAHHBIX
DES.

A) pocToii 3aMeHbI, FTaMMHUPOBaHUs, FTAMMHUPOBAHUS ¢ 00pPAaTHON CBSA3bI0, TAMMUPOBAHHS C
00paTHO# CBS3BIO 1O MHUPPTEKCTY;

B) npocroii 3aMeHbl, raMMUPOBaHUS, TAMMHUPOBAHUS C OOPATHOH CBSI3bI0, BBIPAOOTKU
MMUTOBCTABKH;
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B) snekTpoHHas KOJOBask KHUTA, CLEIUICHUs OJI0KOB, 0OpaTHas CBS3b MO BBIXO/Y, OOpaTHAs CBSI3b
no mmdpTexcry?

HazoBure peiictByromuii crangapt mu@poBaHus B AMepuke?
A) DES;

b) AES;

B) Triple DES.

Kaxoit kpuntorpaduyeckuii anropuT™ JeT B OCHOBY cTaHaapTa mudpoanus AES?
A) Lucifer;

B) Blowfish;

B) Rijndael.

Kakwue u3 npuBeIeHHBIX KPUNITOrpauUeCKUX aJrOpUTMOB UCTIONB3YIOT B OCHOBE ceTh Deiicrens?
A) DES;

b) Rijndael;

B) 06a oTBeTa BEpHHI.

UYro obmiero B cranmaprax DES u TOCT28147-89?

A) pa3mep 6110Ka, pa3Mep Kitoya, KOJIUYECTBO LIUKIIOB;
B) pa3zmep 6110ka, mpeoOpazoBaHme, KOJTUIECTBO IUKIIOB;
B) 06a oTBeTa BEpHHI.

Ha3zosure pa3mep kitoya (B 6urax), ucnoibzyemoro B kpuntocucreme 'OCT28147-89?
A) 32;

b) 56;

B) 256.

[Touemy kpunrorpaduueckuit anroputm ['OCT28147-89 6osee yCTOMUNB K BCKPBITHIO ITyTEM
HOJTHOTO Tepedopa Mo MHOKECTBY BO3MOKHBIX 3HaUCHHUH Kitoua, uem DES?

A) dynkmus mmdposanus ['OCT ropazno cnoxuaee Gynkiuu mudposanus DES;

B) B cruty HaMHOTO OOJBINIECH UTMHBI KITFOYA;

B) 06a oTBeTa BepHHI.

Yro Takoe manmKecT cooOmenus?

A) pe3ynbTaTa BEIYUCICHHUS XelI-(PyHKIUH;
B) nudposoit oTreuaTok nanbIa;

B) 06a oTBeTa BEpHHI.

Kakast MaTemaTnueckas nmpobiema JeKUT B OCHOBE CXEMbI OTKPBITOTO pacipeeseHHs KItoUen
Huddu n Xennmmana (Diffi W., Hellman M.E.)?

A) onepariyisi BHIYUCIECHUS TUCKPETHOTO Jorapudma;

B) dbaxTopuzarus 60IBIIOrO YKCa;

B) 06a oTBeTa BEpHHI.

B yeM cocTOUT OCHOBHOE OTIIMUHE ACUMMCTPHUYHBIX KPUIITOCUCTCM OT CI/IMMCTpI/I‘IHBIX?

A) Ut Iepejadu OTKPBITOTO KITF0Ya OT TMOIyYaTelisi K OTIPABUTENIO CEKPETHBIM KaHAT HE HY)KCH.
BmecTo Hero ucnosb3yercst ayTeHTUYHBIN KaHasl, FapaHTUPYIOLIHN ITOJIMHHOCTh HCTOYHUKA
nHdopmanuu;

B) nns mmdpoanus u gemm@poBaHus UCTIONB3YIOTCS pa3iInyHbIe KIIOYH;

B) 06a oTBeTa BEepHBI.
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76. HazoBuTe Hanboee pacpoCTpaHEeHHbIE 00JIaCTH TPUMEHEHUSI aCHMMETPUYHBIX
KpUNTOTrpagpuIECcKUX crucTeM?
A) accuMeTpHYHas CHCTeMa MCIIONb3yeTcs A IH(POBaHHUSI KOPOTKOTO CEaHCOBOTO KJI0Ya, a
WH(POPMALMOHHBIE TOTOKH B TEYEHUE CEAHCa MPUXOAT 10 CHMMETPUIHON CUCTEME;
B) accuMeTpudHas cuctemMa UCTIONIB3YETCs ISl T0Ka3aTeNbCTBa MPUHAUIC)KHOCTH B ClTydae OTKasa
OTITPABHUTEJIS/TIOTyYaTeIIsl OT paHee MePeIaHHOTO/TIPUHATOTO COOOIICHUS;
B) 06a oTBeTa BEepHHI.

77. Jlns pemieHus Kakux 3a7a4d UCIIOIb3yeTcs ITn(poBast MOAMUCH?
A) AJI 1O0KA3aTCJIbCTBA MPUHAJICKHOCTH B CIIy4aC OTKa3a OTHpaBI/ITeHH/ oJIy4uaTeysd OT paHeC
nepeIaHHOTO/TIPUHSITOTO COOOIICHHS;
B) niis obecrieueHnst ayTeHTU()HUKAIIIN U KOHTPOJIS IETOCTHOCTH,
B) 06a oTBeTa BEepHHI.

78. SIBnsieTcs M BEpHBIM YTBEPKAECHUE, UTO IPUMEHEHHE aCHMMETPUUYHBIX CUCTEM B 00IIEM cllydae
NPUBOJIUT K CYIIECTBEHHBIM 3aJIepKKaM MpH MUPPOBaHUHU (TI0 CPAaBHEHUIO C CHMMETPUYHBIMH)?
A) na;
b) uer;
B) 3aBUCHT OT pa3MepOB HUCIOJIb3YEMbBIX KIIFOUEH.

79. Kakum 00pa3om BEIUUCISAETCS ITU(POBast MOATUCH?
A) mocIe10BaTEIbHOE BRIYUCIICHNE XeII-(PYHKIIMH OT HCXOTHOTO COOOIICHHS U MNP POBaHUE
MOJTyYEHHOT0 3HAUYEHHUsI HA CEKPETHOM KIJII0U€ OTIpaBUTeNs (WK paciindpoBaHie Ha OTKPHITOM
KITIOYE MPU TPOBEPKE TMOIHICH);
b) nocnenoBatenbHOE MK poBaHHE UCXOTHOTO COOOIICHHS HA CEKPETHOM KJIH04e OTHPABUTENS U
BBIYUCIICHUE XeII-(PYHKIUHN OT 3alIU(pPOBAHHOTO COOOIIECHUS;
B) nocnenoBarenbHOCTh ONepanyii HE UMEET 3HAYEHUS.

80. BepHo 1 yTBEpKA€HUE, YTO B ACHMMETPUYHON CUCTEME HUKTO, KPOME OTIPABUTENS
HOJIMCAaHHOTO COOOIICHHUSI, HE 3HAET CEKPETHOTO KIII0Ya, Ha KOTOPOM COOOIIeHHE ObLITO
MOAIUCAHO?

A) na;

B) HeT, cekpeTHBIN K04 U3BECTEH TAK)KE yIOCTOBEPSIOUIEMY LIEHTPY, BbIAABIIEMY OTIIPABUTEIIO
cepTUdUKAT HUPPOBON NOIHCH;

B) HeT, cekpeTHBIN KITI0Y U3BECTEH TAK)KE EHTPY ayTEHTHU(PHUKAIIUHU, B KOTOPOM HCIOIb3yeTCs
KPHUIITOCUCTEMA.

81. Kakas ¢yHKIMs Ha3pIBaeTCs OJHOCTOPOHHEH (one-way function)?
A) OyHKIUA f(x) HA3BIBAETCS OJHOCTOPOHHEH (one-way function), eciu AJi BceX x U3 €e 00J1acTu
OTIpeIeJICHUS JIETKO BBIYUCIUTH Y=f(X), HO HaX0XKJICHHE MO 3aJJaHHOMY )0 TAKOTO X0, AJIl KOTOPOTO
f(x0)=y0, BHIMUCTUTEIHHO HEOCYIIECTBUMO;
b) ®ynknus f(x) HazpIBaeTcss OJHOCTOPOHHEH (one-way function), ecim 11 HAXOXKACHUE 110
3aJJaHHOMY )0 TAKOTO X0, AJIs1 KOTOPOTO f(X0)=yo TpeOyeTcss HACTOJIBKO OIPOMHBIN 00BEM
BBIYUCIICHH, UTO 32 HUX MIPOCTO M HE CTOUT OpaThCs;
B) 06a oTBeTa BEepHHI.

82. BepHo 1 yTBepKI€HHE, UYTO IIEIOUYHMCIICHHAs MOKa3aTeabHas GyHKus f(x)=a*(mod n), roe
OCHOBaHUE a U NOKAa3aTeJb CTENEHU X IPUHAJIEKAT UHTepBaNy (1,n-1), ABIsETCA OJTHOCTOPOHHEN
byHKIHMEH?

A) na;
b) cymecTBoBaHNE OTHOCTOPOHHUX (PYHKIIMI HE JOKa3aHO, HO OHA MOXKET OBITh B3SITa B KAUECTBE
NpUOIMKEHUS;
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B) ner.

83. K xakum kpunrorpaguueckum cucTeMaM oTHOCUTCs cuctema RSA?
A) K OJIOYHBIM SKCIIOHEHITHAIBHBIM CHCTEMaM, TaK KaK KKl 0JIOK M OTKPBITOTO TEKCTa
paccMaTpuBaeTCs Kak LeJIoe YUCIIo B uHTepBasie oT ) 10 (n-1) u npeobpasyercs B 610K
HIPPTEKCTA;
bB) x mudpam ogHO3HAYHOM 3aMEHBI;
B) 06a oTBeTa BEpHHI.

84. Yem omnpenensiercst cToMKocTh KpunrocucreMbl RSA?
A) CIIO’KHOCTBIO U3BJICUCHUS KOPHS CTEIICHHU e U3 OOJBIIOTo IIEJI0T0 YKcia MO 331aHHOMY MOJTYJITIO
n,
B) C10’)XKHOCTBIO Pa3/IOKEHUS Ha TIPOCTHIE COMHOXHTENN OOJIBIIOTO IIETI0T0 YHCa;
B) 06a oTBeTa BEpHHI.

85. Kakas ¢pyHkuus ucnosib3yercs B kpuntocucreMe RSA ni1st reHepaiy ceKpeTHOro Kiroda?
A) byuskums Dinepa;
b) pynkuus Mebuyca;
B) 06a oTBeTa BEepHHI.

86. Kaxoii ¢aktop onpezaensieT pa3mep Kiroda B Kpuntocucreme RSA?
A) pecypcamu OBM, Ha KOTOPOH yCTaHOBJIEHA KPUIITOCUCTEMA;
B) nuHOM mmdpyemMoro OTKPBITOTO TEKCTA;
B) pazmepom MoayIs 1, IO KOTOPOMY MAET MK pOBaHUE.

87. UYem ompenensercst CTOMKOCTh kpuntocucteMsl Elgamal?
A) CIOKHOCTBIO TUCKPETHOTO JIOTapu(hMHUPOBAHNS;
B) cr1o’)XHOCTBIO pa3noKeHHs Ha MPOCThIE COMHOXKHUTEH OOJIBILIOTO LENIO0T0 YUCIA;
B) 06a oTBeTa BepHHI.

88. Kakas cxema mmdpoBaHus Jiera B OCHOBY CTaHIAPTOB dJIeKTpoHHOM nudpoBoit moamucu B CLIIA
(DSA — Digital Signature Algorithm) u Poccuu (I'OCT 334.10-2001)?
A) cxema PaiiBecra, lllamuns u Annemana (Rivest R., Shamir A., Adleman L.;
B) cxema Dnb-I'amans (Elgamal);
B) cxema Jluddu u Xennmana (Diffi W., Hellman M.E.).

89. Ilo kakoii gPopMyne BBIYHMCIISICTCS] CEKPETHBIN KITI0Y B T pe Dinb-I"amansa?
A)Y = ¢ (mod p),
B) ed =1 (mod ¢(n));
B) BbIOUpaeTcs Mpou3BOJILHO U3 yeiaoBHs 1 <x <p.

90. ITo xakoi (_?OpMyHG BBIUHCIISIETCS] CEKPETHBIN KiTtou B mudpe RSA?
A)Y =g (mod p)
B) ed =1 (mod ¢(n));
B) BIOMpaeTcs NpOU3BOIBHO U3 ycinoBus 1 <x <p.

9

91. K xakomy kiaccy mu¢ppoB oTHOCUTCS mudp no cxeme Dib-I"amans?
A) mdpsl MHOTO3HAYHOU 3aMEHBI,
B) cxembl BEpOSTHOCTHOTO MIM(PPOBAHHUS;
B) 06a oTBeTa BEepHHI.



92.

93.

94.

95

96.

97

98.

99.
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Yro obmiero Mexay kpunrocuctemamu Jinb-I"amans u RSA?
A) mmdpbl MHOTO3HAYHON 3aMEHBI;

B) mmmdpe1 0qHO3HAYHOM 3aMEHBI;

B) acummeTpuyHble MHQPHI.

B uem coctout croco6 B3inoma mudpa RSA ?
A) B TOM, 4TOOBI HAUTH METOJ BEIYHCIICHUS] KOPHS CTENICHH e U3 mod n,. TIOCKOJIBKY KpUIITOrpaMma

C=M ‘ (mod n), TO KOpHEM CTEIEeHU e U3 (mod n) sBNseTcs coodieHue M;

B) B ToM, 9TOOBI HAWTH TITABHBIE COMHOXKHTEITH OOIIEro MOAYJIS 71 (p ¥ ¢), TOCKOJIBKY C MX
TIOMOIILIO MOYKHO JIETKO BBIYUCIIUTH CEKPETHBIN Koy d juist pacmmdposanus M= C¢ (mod n),
B) 06a oTBeTa BEpHHI.

B gem cocrosiT mpenmymiecTBa MHU(PCUCTEM C OTKPBITHIMU KIFOYaMu?

A) 171t oOMeHa Kio4aMi aDOHEHTaM CEKPETHBIN KaHall He HYKCH;

B) npuMeHeHne CHMMETPUYHBIX CHCTEM MPUBOIUT K CYIIECTBEHHBIM 3aJIepKKaM MpH MIH(ppPOBaHUN
(10 CpaBHEHHUIO C ACUMMETPUYHBIMH);

B) 06a oTBeTa BEpHHI.

Kaxue xsm-pyHkuny ucnonas3yrores A GopMupoBaHus HU(GPOBOH NOATUCH?
A) GeckIroueBble OJTHOCTOPOHHHUE X3I-(DYHKINH;

B) xiroueBbie 0THOCTOPOHHUE XAI-PYHKINH;

B) xpuntorpaduyeckue x31-QyHKINH.

Xbsmi-3HaueHne Kakoi anuHsl (B 6aiitax) Berunciset crangapt [OCT P34.11-2001?
A) 32;
b) 16;
B) 20.

Kakoit mudp ncnons3yer oreuectBernblit ctangapt xammpoBanus [OCT P 34.11-94 nns

KU (POBaHUSA UCXOJHBIX JAaHHBIX, YTOOBI 00ECTIEYUTh HEBO3MOKHOCTh O00pa COOOIIEHHUH C
OJINHAKOBBIM X3III-3HaYEHUEM?

A) RSA;

B) 'OCT 28147-89;

B) mudp Oab-I'amans.

[Tepeuncanre alrOpUTMBI DJIEKTPOHHOH 1(POBOi moamucu?

A) RSA, DSA, EGDA, cxema lInoppa, TOCT P34.10;

B) 'OCT 28147, DES, AES, ESIGN, ECDSA;

B) CTb 1176.2-99, McEliece, Rijndael, Cxema quddu — JlammopTa.

K kakum Bugam atak ys3BuMa mudposast moamuch RSA?
A) K MyJIbTUIUIMKaTUBHOM aTake;

b) HeueneBoro UCMoNb30BaHUs CEKPETHOTO KITH0OUA;

B) 06a oTBeTa BEpHBI.

100. Kakumu npenmyiecTBamMu o0anaet cxema 1udpoBoit moanucu Dib-I"amaist mo cpaBHEHUIO CO

cxemoit mudposoit moamucu RSA?

A) TIpH 3aJJaHHOM YPOBHE CTOMKOCTH aJITOpUTMa U(PPOBOI MOANMKUCH LIEITbIC YHUCIIA, YUACTBYIOIINE
B BBIYUCIICHUSIX, UMEIOT 3aluch Ha 25% KOpoYe, UYTO YMEHBIIAET CI0KHOCTh BHIYMCICHUH MOUYTH B
JIBa pa3a U MO3BOJISIET 3aMETHO COKPATUTh 00bEM HCIIOJIb3YEMOM MaMATH;

B) ipu Be16Ope MOyt P 1OCTaTOYHO MPOBEPUTH, UTO ATO YUCIIO SIBISIETCS MIPOCTHIM;
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B) 06a oTBeTa BEpHBI.

7.3.2 [IpomexyTo4yHas aTTecTanus

34.
35.
36.
37.
38.

39.
40.

OueHouHbIE CpesicTBa AJIs IPOMEKYTOUHOM aTTecTaluu
DK3aMeH
Crnircok BONpOCOB ISl SK3aMeHa

Hctopus passutus kpunrorpaduu. 3akon Kepkrogpdea.

Konnenmwmst nuzosrrounoit undopmaruu K. 1llennona. Coepmennsriii mudp. Hlndp Beprama.
3amaun ¥ MpobIeMbl COBPEMEHHOM KPUITOrpaduu.

3amaun kpunrorpadun. KonpuaenmumansHocts. Kpunrorpadudeckue aaropuTMsl.

Ataxu Ha mmpsl. Kpunrorpaduueckas CTORKOCTb.

CHUMMeTpHUYHbIE U ACUMMETPUYHBIE KPUITOCHCTEMBI.

3anaun kpunrorpapuu. LlenoctHocTs. UMUTOCTONKOCTS.

3amaun kpunrorpadun. Ayrentudukanus. [I[poTokobl HICHTHPUKAIIHH.

3angaun kpunrorpaduu. HeBo3MoKHOCTH 0TKa3a oT aBTopceTBa. Lndposas moamuce.

. Hudposas moanucek. CepTudukanus OTKPHITHIX KITIOUYESH.
. [IpoTtokomnel pacnpenenenus kiouei. CxeMbl paszjieneHus cekpera. ATakd Ha MPOTOKOJIBI

pacnpeneneHus KIroJen.

. Knaccudukanus mudpoB no pa3auuHbIM OIpU3HAKAM.

. lIndpst nepectanoBku. Kpunroananus mmmdpoB nepecTaHOBKHU.

. Hudpsl 3amensl. Kpunroananus moTo4HOro mudpa npocToi 3aMeHbl.

. Indpsr rammupoBanus. Kpunroananus mudpa Bukenepa.

. TpeboBanus k ramme. OmMOKH MPH NCHOIB30BAHNY MIU(PPOB TAMMHUPOBAHHUS.

. Peructpsr cnBura ¢ oO6paTHoit cBs3b10. CKpeMOJIepHI.

. MeTtoapl panioMHu3anuu cOOOIIEHUH.

. [ToTounpie UPPCUCTEMBI.

. bnounsle cuctems! mudpoanus. Koncrpykuus detictens.

. ATOpUTMBI 6JI0YHOTO MU(POBAHUSA.

. Pexxumebl mmdpoBanus 6;109HBIX IIH(PPOB. DIEKTPOHHAS KOJIOBAsi KHUTA.

. Pexxumpl mmmdpoanus 6;109HBIX mHGPOB. Pexxnm crierienns 0J10KOB.

. Pexxumbl mmudposanus 610uHbIX H(poB. PexxuM o0paTHOMN CBSA3M MO MUPPTEKCTY.
. Pexxumpl mmdpoanus 6;109HBIX mHGPOB. Pesxkxnm 00paTHOM CBSI3U TTO BBIXOY.
. Anroput™m mupposanus naaasix [OCT 28147-89.

. Anroputmsbl mudpoBanus nanabix ['OCT 34.12-2015.

. Anroput™m mu¢ppoBanus naHabix DES.

. Anroput™m mudpoBanus gaHHEIX AES.

. Pexxumet 6itounsix mugpos 'OCT P 34.13-2015.

. Pexxumsl nucrions3zoBanust DES.

. MynprurukatuBable GyHkuu. Mx cBoiicTBa. @yHkuus Ditnepa.

. HempepwiBabIe pobu. Anroputm EBkinnaa. Pemero Dparochena. HenpepsiBHBIC 1p0o0H.

3aKOH BBIYHCIICHUS TOIXOISAIINUX IPOOLH.

CpaBHeHMeE IeIbIX Yynced 1Mo Moy 0. CBoiCTBa cpaBHEHM. Penienne cpaBHEHHMI.
Brruncnenue MyIbTHIITMKATUBHOTO OOPATHOTO 3JIEMEHTA 10 3aJJaHHOMY MOJIYJIIO.
Kunaccel uncen. Cucremsl BeiueToB. Mx cBoiicTBa. Teopema Diinepa. Manas teopema
Depma.

['pynmel. Konbia. [omst. TTonst Namya. Onepanuu cnoskeHust 1 yMHOKeHus. Jlorapudm
HEHYJIEBOT'O 3JIEMEHTA TOJIS.

DIUTMNTUYECKAs] KpYBasi HaJl KOHEYHBIMU NOJISIMU. [1OpsAI0K SIIMNITUYECKON KPUBOM.
Komno3unusi u cioxeHre ToYeK Ha SJTUNTHYECKUX KPUBBIX.

Cucrembl muppoBaHUs C OTKPHITHIMU KIIOYaMH.

PexxuMbl UCTIONB30BAHUS CUCTEM C OTKPBITHIM KITFOUOM.



41.
42.

43

47.
48.
49.
50.
51.
52.
53.
54.
55.
56.
57.
58.
59.
60.

30

OTkpeiToe pacnpeaenenue kmouel. Cxema [Iuddu-Xennmana.
Kpunrocucrema RSA. Kpunroananus mmdpa RSA.

. Cucrema nmdposanus El Gamal. Kpuntoananus nmdpa El Gamal.
44,
45.
46.

Kpunrocucrems! 6e3 nepenaun kitoua. Opranusanusi CEKpeTHOM CBSI3U.
Kpuntorpadus Ha SIIUNTHYECKUX KPUBBIX.

Kpunrorpaduueckue xem-¢pynkunu. KimroueBsie n 6eckiroueBble (PyHKIIUN XEIINPOBAHMS,
UX CBOMCTBA U HA3HAYECHUE.

OnexTponHas udpoas noanuck. Kpunrorpaduyeckre mpoToKoIbI.
AnTopuTMBI ITUGPOBOM TTOTUCH.

[IpoTokon nudposoii noanucu no anroputMy RSA.

Anroput™m nudposoit noarmucu EGSA.

Anroputm mudposoit noanucu DSA.

[Tpotokon mudpoBoit moanucu o cranaapty DSS.

Anroput™bl 1H(POBOI MOATUCH.

Anroput™m rudposoit noanmucu 'OCT P34.10-94.

Anroputm mudposoit noamucu 'OCT P34.10- 2012.

DnekTpoHHas nudposas noanuck. TpedoBaHUs K Xem-(yHKIIHSIM.
O®ynkuus xemuposanus no I'OCT P 34.11-2012.

DneKkTpoHHas udpoBas MoAMUCh. ANropuTMBbI XemmpoBanus MDX.
OnexTpoHHas H(ppoBas noaAnKCh. AIropuTMbl Xemupoanus SHA-1.
Kpunroanann3 oTHOCTOPOHHUX XAII-(yHKITHN.



