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Conepxanue

enu, 3ama4yn U MIaHUPYEMbIE pPe3yIbTaThl 00yUeHUs MO0 AUCIUILTHHE
MecTo TUCIMIUIMHBI B CTPYKTYpe 00pa30BaTeIbHOM MPOTrpaMMbl
CtpyKTypa U colep:kaHre AUCIUTITMHBI

Bunel yueOHOI pabOThI U TPYAO0EMKOCTh

Temaruueckuil T1aH U3y4eHUS TUCITUTLTAHBI

Coneprxkanue TUCIUILIAHBI

Y4eOHo-MeToanYecKoe U HH(OPMaLIMOHHOE 00ecrieueHne

OcHoBHas nuTeparypa

JlomonHUTEbHAS TUTEPATypa

DNeKTpOHHBIE 00pa30BaTENbHBIC PECYPCHI

MatepuaabHO-TEXHUYECKOE 0OecTieueHe

TpebGoBanust K 000PYIOBAHUIO U TIOMEILIECHUIO JIJISl 3aHITHI

TpeboBanust kK MporpaMMHOMY OOECTIEUEHUIO

MeTtoanyeckie peKOMeHIalnuu

MeTtoauueckue peKkoMeHAANU AJis IpernogaBaTelis Mo OpraHu3aluu o0yueHus
Metoanyeckue ykazaHust [y 00y4JaromuXcst 0 OCBOSHUIO TUCIUILITHBI
@DOH/T OLIEHOYHBIX CPEICTB

MeToabl KOHTPOJISL ¥ OLICHUBAHUS PE3yJIbTaTOB O0yUCHHS

lkana 1 KpUTEpUH OLCHUBAHUS PE3yIbTaTOB O0yUEHHUs

OneHouHbIE CpesicTBa

7.3.1 Crircok BOMPOCOB 15 3a4€Ta MO AUCIUTIIINHE.
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1. Hean, 321241 ¥ IAaHMPYeMble Pe3yJIbTAThI 00y4YeHH sl M0 JUCHUILTIMHE

K 0CHOBHBIM 1I€JISIM OCBOCHHUS JUCHUITIINHBI ((HpOFpaMMI/IpOBaHI/Ie KpI/IHTOl"pa(bI/I‘IeCKI/IX
AJITOPUTMOBY» CIIECAYCT OTHECTU:

- U3Y4YCHHE COBPEMEHHBIX METOJOB M CPEICTB KpUNTOrpaduyeckoil 3amuTel nHPOpMaIUU
JUTSL pelieHus mpooJieM 3amuThl HHGOPMAITIH.

K ocHOBHBIM 3a1a4aM OCBOCHHS TUCHUILTHHEI «IIporpamMmmupoBanne KpUNTorpapuuecKux
QJITOPUTMOBY CJIEYET OTHECTH:

- OBJIQJICHHE OCHOBHBIMHM KPUIITOrpapUUEeCKMMH HHCTPYMEHTaMH, HEOOXOIUMBIMH IS
HOCTPOECHHUS 3alIUIEHHBIX HHPOPMALIMOHHBIX CUCTEM.

O6yuenne mno naucuuruinHe «l[IporpaMMupoBaHue KpUOTOrpa@UUECKUX aAITOPUTMOBY
HarpasJIeHO HAa (OPMHUPOBAHUE Y O0YUAIOIIUXCS CIEAYIONINX KOMITETEHIIUHA:

KO}] U HAMUMCHOBaHHUE KOMl'[eTeHlII/Iﬁ I/IH}II/IKaTOpr JOCTHKCHHUSA KOMIIETCHIIMH
OIIK-10 Crioco0OeH ncros30BaTh CpeACTBa HOIIK-10.1. 3naer cpencra Kpunrorpaduueckoit n
KpurTorpadguieckoit 3anuTel HHOOPMALUH IPU TEXHUYECKOH 3aIlINThl HHPOPMAIIMH JUIS PEIICHHS
peleHny 3a1a4 MpoQecCHOHAIbHON 1eSTEIbHOCTH 3a7a4 MpoQecCHOHAIBHON AEATEIbHOCTH;

HOIIK-10.2. YMeeT npuMeHsTh CpeAcTBa
KPHUNTOrpahuIecKO M TEXHUYECKOH 3aIIUThHI
MHOPMALNH JUIS PEIICHNS 3a/1ad MPO(ecCHOHATBHOM
JESATEIbHOCTH;

HOIIK-10.3. BnageeT cpencrBamu
KpunTorpaguueckol 1 TeXHUIEeCKOH HHGOPMAITUH IS
peuieHust 3a1a4 npoecCHOHaIbHON e TeIbHOCTH

2. Heau, 3a7a4u ¥ IJIaHUPYeMble Pe3yJbTAaThl 00y4eHHs M0 JUCHUIIHHE

Hucuunnuna «lIporpammupoBanue Kpuntorpadpuyeckux alropuTMOB» OTHOCHUTCS K YHCITY
MEeKTUBHBIX  yueOHbiX aucummuiud  (B1.DJl), snexkTuBHBIE AMCHMIUIMHBL 1, OCHOBHOM
obpazoBarenbHoi iporpammsel (b1.9]1.1).

JuciuninHa B3aMMOCBS3aHA JIOTUYECKH M COAEPKATEIbHO-METOANYECKU CO CIEAYIOLIUMU
muctummuHamMu U npaktukamu  OOIl: «Metoasl U cpeactBa KpunTorpaduyueckoil 3amuThl
uHpopmanumy, «Marematndeckuii aHanus», «JluckperHas marematuka», « Teopus BeposiTHOCTEH
U MareMaTudeckass craTHucThka», «Teopus undopmammm», «HucinenHele MeTOnbD», «OCHOBBI
MH(POPMALIMOHHON 0€30MacHOCTHY.

3. CTpykTypa U coaep:KaHue TUCHUILINHBI

OO6miast TpyJ0€MKOCTh JUCIUIUIMHBI COCTABISAET 4 3aueTHbIe eAUHUIHI (144 yaca).

3.1. Buabl yueOHoii padoThl U TPYA0E€MKOCTD
(mo popmam oOyyeHus)



3.1.1 Ounas popma oOydeHUs

Ne CemecTpsl
. KosanuectBo
n/n Bua yueOHoii padoThl Cemectp Henens
4acoB
cemecTpa
1 | AyauTopHble 3aHATHSI 72 4 1-18
B ToM uucre:
1.1 | Jleknun - - -
1.2 | CeMuHapcKue/nmpakTUUECKUE 3aHSTUS - -
1.3 | JlaGopaTopHble 3aHATHUS 72 4 -
2 | CamocrosiTesibHasi padoTa 72 4 -
3 | IlpoMe:xxyTOUHAsI ATTECTALHSA
DK3aMeH 4 I1o pacniucanuto
Hroro 144




3.2. TemaTu4eckuii NJIaH U3y4eHHsl TUCHUATINHbBI

(mo popmam oOyueHHs)

3.2.1 Oynas dhopma oO0ydeHus

TpynoeMKoOCTb, Yac

AyautopHas pa6orta

Ne P / Cemunap | JIaGop | Ilpakr Camoc
n/ AF1CTBITEMD cKkue/ | aTOpH | M4eckKa rosre
o JUCUMIIINHBI Bceero | Jlex mpaxTaae| e a JbHas
U padoTt
CKHE | 3HATH | OATOT | =
3aHSITHS s OBKa
1 Paznen 1. IlporpammupoBanue
AJITOPUTMOB CUMMETPUYHBIX 64 - - 34 - 34
KPHUIITOCUCTEM.
1.1 | Tema 1.1. ludpsl onHO3HAYHON ] ) ) 4 i 4
3aMEHBI
1.2 | Tema 1.2. Hludps MHOTO3HAYHOK ] i i 4 i 4
3aMEHbI
1.3 | Tema 1.3. lludpsl 6;109HOI 3aMEHBI 8 - - 4 - 4
1.4 | Tema 1.4. lludpsl nepecTaHOBKU 8 - - 4 - 4
1.5 | Tema 1.5. lllundpsl raMMupoBaHus 8 - - 4 - 4
1.6 | Tema 1.6. [ToTounble mmdpsI 8 - - 4 - 4
1.7 | Tema 1.7. KomOuHanmoHHbIe QP 20 - - 10 - 10
2 Paznen 2. [IporpammupoBanue
AITOPUTMOB ACUMMETPUYHBIX 16 - - 8 - 8
KPUIITOCUCTEM
2.1 | Tema 2.1. AcuMMeTpUYHBIC IHPPHI 16 - - 8 - 8
3 Pasnen 3. IlporpammupoBanue 24 12 12
AITOPUTMOB U(PPOBOM MOANUCH
3.1 | Tema 3.1. I'eneparnus 1iudpoBbIX ] ) ) 4 i 4
nojmnucei
3.2 | Tema 3.2. [IporpammMupoBaHue 16 ) ) ] i ]
anroputmoB 'OCT P 34.10
4 Paznen 4. IlporpammupoBanue 4 ) ) > i 2
aJITOPUTMOB OOMEHA KIIFOYaMH
4.1 | Tema 4.1. OOMeH KITtOYaMH TIO 4 i i ) i )
anroput™my dudbdu-Xeanman
5 Paznen 5. IloaroroBka otuera o
MIPOTPaMMHUPOBAHUH 36 - - 18 - 18
KpUNITOTpaueCKUX aITOPUTMOB
5.1 | Tema 5.1. TecTupoBaHue NporpamMm 8 - - 4 - 4
5.2 | Tema 5.2. Pa3zpaboTka OJ10K-cXeM ] i i 4 i 4
porpaMM MuQpoBaHuUs
5.3 | Tema 5.3. Pa3zpaboTka oOriero ] i i 4 i 4
uHTepdeiica mporpamMmm
5.4 | Tema 5.4. [IpoBepka paboThI MporpaMm ] ) ) 4 i 4
Ha TEKCTax
5.5 | Tema 5.5. OT4eT 0 mporpaMMUpPOBAHUU 4 ) ) 5 i 5
KpUIITOTpaueCKUX aJITOPUTMOB
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Uroro | 144 | | 72 | | 72

3.3. Conep:kaHue TUCUMILIIMHBI

Pasznen 1. HporpaManOBaHne AJATOPUTMOB CUMMETPUYHBIX KPHIITOCUCTEM.

Tema 1.1. Iudpsr oqHO3HAYHOM 3aMEHBI.
Hugper npocmoii 00no3HauHoU 3amenbl: Ambaw, wugp Llezaps, wugp Ionubus. [Hugpper
MHOo203HauHou 3amenvl. [ugpvr bnounot 3amenvl. Llugpor cammuposanus.
Tema 1.2. HIndpsl MHOTO3HAYHOHN 3aMEHBI.
Hlugppor Tpumemus, benazo, Buscenepa. S-o6n0x 3amenvt TOCT P 34.12-2015.
Tema 1.3. IIudpse! 6;10uHON 3aMEHBI.
Mampuunvui wugp. Llugp [nsiigepa.
Tema 1.4. LIudpsl nepecTaHOBKH.
Hlugper sepmukanvrou nepecmanogxu. Llugpol mapwpymuoii nepecmanosxu.

Ilosopomnvwie pewemku. Cemov Devicmens.

Tema 1.5. [lIudps raMMupoBaHuUs.
Oonopaszosvii  0noknom  ILllennona. ammuposanue TOCT P 34.13-2015 mno
anroputmy Marma (I'OCT P 34.12-2015).
Tema 1.6. [lorounsie mudpsl.
Ulughpor A5/1 u A5/2.
Tema 1.7. KomOuHamonssie M@ psl.
T'OCT P 34.12-2015 Maema u Kysneuux, [ OCT 28147-89, AES.
Paszgen 2. [IporpaMmMupoBaHue aJiropuTMOB ACHMMETPUYHBIX KPUNITOCHCTEM.

Tema 2.1. AcuMmMmeTprUYHBIC HPHI.
Hlughp RSA.
Hlugp El Gamal.
Kpunmocucmema ECC ¢ ucnonvsosanuem abcyuccobl moyku.
Paszgea 3. [IporpamMmmupoBaHue ajiropuTMoB IIU(PPOBOI MOANKMCH.
Tema 3.1. ['eneparus nupoBHIX MOITUCE.
Aneopummvr RSA, EGSA.
Tema 3.2. IIporpammupoBanue anroputmoB 'OCT P 34.10.
Aneopummst yughposoii noonucu I'OCT P 34.10-94 u TOCT P 34.10-2012.
Pa3znea 4. [IporpaMmmMupoBaHue aJIropuTMOB 00MeHa KJIIOYAMM.
Tema 4.1. O6men kirouamu 1o anroputmy duddu-Xemmmana.
Obmen knouamu no aneopummy Diffi-Hellman.
Paspnen S. IloaroroBka or4era 0 NPOrpaMMHMPOBAHHM KPHUITOrPapHYeCKUX
aJITOPUTMOB.

Tema 5.1. TectupoBaHue nporpaMmm.
Tecmuposanue npocpamm no 8apuanmam pyuHoeo WU@DpO8anHus U 4ucio8blM NPUMEPAM,
npusedenuvim ¢ cmanoapmax I'OCT P 34.10-2010, I'OCT P 34.12-2015 u 'OCT P 34.13-
2015.
Tema 5.2. PazpaboTtka 6J10k-cxeM IporpamMmm ¢ poBaHus.
Paspabomxa b6n10k-cxem npoepamm wugposanus 6 coomeemcmesue ¢ I OCT 19.701-90.
Tema 5.3. Pazpabotka oOmiero narepderica nporpamm mudpoBaHusl.
Juanoeoswviti unu kouconvuwili unmepetic. brox-cxema obwezo unmepdgeiica.
Tecmuposanue unmepdetica.
Tema 5.4. [IpoBepka paboThl IpOrpaMM Ha TEKCTax.
Texcmor 1000 3nakos. llugpposanue u pacwugposanue mexcmos. Ienepayus

9NeKMPOHHOU YUPPOB8ask NOONUCU K MEKCMAM.
Tema 5.5. OTueT 0 mporpaMMUPOBAHUN KPUNITOATITOPUTMOB.
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Iloozomoexka omuema o nNpocpaMMUPOBAHUU 8 COOMBemcmeue ¢ 3d0AHHOU
CMpPYKmypou u 3auuma omdema.

3.4. TemaTuka ceMUHAPCKUX/NIPAKTUYECKUX U JTA00PATOPHBIX 3aHATHI
3.4.1 CemuHapcKue/mpakTHUECKHE 3aHITHS
He npedycmompenwt npoepammoii.
3.4.2 JIabopaTopHBIC 3aHITHS

Tema 1. Pa3zpaboTka nmporpaMM CUMMETPHYHBIX aITOPUTMOB.
JlaboparopHas padota 1.1. Hludpsl 01HO3HAYHON 3aMEHBI.
Hughpvr npocmoti oonosnaunou 3amenvl. Amoaw, wugp Llezaps, wugp Horuous. [Hlugpor
MHO203HAUHOU 3amenbl. [Iughpvl 6rounoii 3amenvl. [Llugper cammuposanus.
JlabGopaTtopHas pabota 1.2. llIudpsl MHOrO3HAYHON 3aMEHBI.
Hlugpor Tpumemus, bBenazo, Busicenepa. S-6n0k 3amenvt I OCT P 34.12-2015.
JlabopaTtopHas pa6ota 1.3. [lIudpsr 6;109HOIM 3aMEHBI.
Mampuunvii wughp. Llughp Instigpepa.
JlaGopaTtopHas padora 1.4. [lIudps! nepecTaHOBKH.
Hlugpvr eepmukanvroi nepecmanosxu. [llugpor mapwpymuoi nepecmanosku.
Ilosopomnvwie pewwemku. Cemwv Deticmens.

JlaboparopHas padota 1.5. Iudpsl rammupoBaHusl.
Oonopasoeviii  onoxnom Illennona. Iammuposanue T'OCT P 34.13-2015 mno

anroputmy Marma (I'OCT P 34.12-2015).

Jlaboparopuas pabota 1.6. [lorounsie mudpsi.
Hlugppor A5/1 u A5/2.
JlaboparopHas padota 1.7. KomOunannoHHbie mudpsl.
T'OCT P 34.12-2015 Maema u Kyzuneyux, T OCT 28147-89, AES.

Tema 2. Pa3zpaboTka mporpaMM aCUMMETPUYHBIX KPUIITOCHCTEM.

JlaGoparopHas padota 2.1. AcuMMeTpHUUHbIE UDPBHI.
Hlugp RSA.
Ulughp El Gamal.
Kpunmocucmema ECC ¢ ucnonvzoganuem abcyuccol mouxu.
Tema 3. Pa3zpaboTka mporpaMm 371eKTpOHHOH U(POBOI MOATTUCH.
JlabopaTtopHnas pabota 3.1. ['eHepaiust uppOBBIX MOAMUCEH.
Anecopummur RSA, EGSA.
JlabopaTtopHas pabota 3.2. [IporpammupoBanue anroputMo ['OCT P 34.10.
Aneopummor yugpposoii noonucu I'OCT P 34.10-94 u I'OCT P 34.10-2012.
Tewma 4. PazpaboTka nporpaMm oOMeHa KITFOUaMH.
JIaGopatophas pabota 4.1. OOMeH xintodamu 1o anropurmy duddu-Xemnmana.
Obmen knoyamu no aneopummy Diffi-Hellman.
Tema 5. IloaroroBka or4yera 0 MPOrpaMMHUPOBAHUM KPUNTOrpahUUeCKUX aIrOpUTMOB.
JlaGoparopHas padota 5.1. TectupoBaHue mporpaMmm.
Tecmuposanue npoepamm no 8apuanmam.
JlaGopatopHas pabota 5.2. Pa3zpaboTka 010K-cXxeM IporpaMm mudpoBaHusl.
JlabopaTopHas padora 5.3. Pa3zpaboTka obmiero naTepdeiica mporpamm.
Juanoeoswviti unu kouconvuwili unmepetic. brox-cxema obwezo unmepdgeiica.
Tecmuposanue unmepdetica.
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JlabGopaTtopHnas pabota 5.4. [IpoBepka paboThl MporpaMM Ha TEKCTaX.
Texcmor 1000 3uaxos. [lugposanue u pacwugpposanue mexcmos. IieKmMpOHHAS

yugposas noonuce.
JlaboparopHas padota 5.5. OTueT 0 MporpaMMUPOBAHUH KPUNITOTPAPUUECKUX aJITOPUTMOB.

Cmpyxmypa omuema.
3.5. TemaTuKa KypCOBBIX IPOEKTOB (KYPCOBBIX padoT)

He npedycmompenwt npocpammoii.

4. YueOHO-MeTOAMUYECKOEe U MHPOPMALIMOHHOE o0ecriedeHHue

4.1. Hopmatusnbie 1okyMeHTsI 4 'OCThI

1. ®enepanbubiii 3akoH 0T 06.04.2011 N 63-®3 (pea. ot 11.06.2021) «OO0 >I€KTPOHHOM
TIOITHCHY: Tekcr: 2JIEKTPOHHBIN /l TexakcneprT: [caitT].— URL:
https://docs.cntd.ru/document/902271495 (mata obpamenus 15.03.2021);

2. TOCT P 34.10-2012 HWnadopmanumonnas TtexHonorus. Kpunrorpadguueckas 3ammra

uHpopmaruu. Ilpomeccel ¢GopMupoBaHHS W TPOBEPKH AIEKTpOHHOM 1udpoBoi Information
technology. Cryptographic data security. Generation and verification processes of electronic digital
signature: Hanmonansuseiii ctannapt PO: Been. 01.01.2013: -M.: Crangaptuadopm, 2018. -URL:
https://docs.cntd.ru/document/1200095034 (nata obpammenus 15.03.2021).- TekcT: 3IeKTPOHHBIN.
3. TOCT P 34.11-2012 HMudopmanmonHass TexHojorus. Kpuntorpaduueckas 3amura

uHpopMarmu. OyHkwst xammpoBanus Information technology. Cryptographic data security. Hash-
function: Haumonanehseiii crangapt P®: Been. 01.01.2013:- M.: Craamaptundopm, 2013.- URL:
https://docs.cntd.ru/document/1200095035 (mata o6pamenns 15.03.2021).- TekcT: 31€KTPOHHBIH.

4. TOCT P 34.12-2015 HWadopmanuwonnas TexHojdorusa. Kpunrorpadgudeckas 3ammra
unpopMmaimu. brnounsie mmdper: Hamumonaneueiii crangapt P®: Been. 01.01.2016:- M.:
Crangaptundopm, 2015.- URL: https://docs.cntd.ru/document/1200121983  (mata oOpatieHus
15.03.2021). - TekcT: 31E€KTPOHHBIM.

5. TOCT P 34.13-2015 Wudopmanmonnass texHosorus. Kpunrtorpaduueckass 3ammura
uHpopMaimu. Pexxumel pabotel Onounbix mu@poB: nformation technology. Cryptographic data
security. Modes of operation for block ciphers: Hannonanenstii crangapt P®: Brex. 01.01.2016:-
M.: Crangaptuadopm, 2015.- URL:https://docs.cntd.ru/document/1200121984 (mata oOparieHus
16.03.2021).- TekcT: 3J1EKTPOHHBIH.

I'OCT 19.701-90 Equnas cucrema nporpaMMHOM JOKyMeHTauu. CXeMbl allfTOPUTMOB, ITPOrpamm,
JaHHBIX U cucteM. MexayHapoausiii ctanaapt.: Beea. 01.01.1992. — 'ocynapcTBeHHBIM KOMUTET
CCCP no BeruucauTeNbHON TexHUKE U nHPopmaTuke. [lepensmaan — suBapp 2010.

4.2. OcHOBHas1 JInTepaTypa

1. Byrakoa H.I'., ®enopo B.H. Kpunrorpadpuyeckune MeToabpl M CpEICTBAa 3aIHUTHI
uHdopmaruu: ydeOHoe mocobuwe. M3manme 2-e, ucmnpaBieHHoe u mponosHeHHoe. — CII6: UIL
«Mutepmennar, 2020. — 380c. — ISBN 978-5-4383-0210-0.


https://docs.cntd.ru/document/902271495
https://docs.cntd.ru/document/1200095034
https://docs.cntd.ru/document/1200095035
https://docs.cntd.ru/document/1200121983
https://docs.cntd.ru/document/1200121984

10

2. byrakoa H.I'., Cemenenko B.A., ®emopoB H.B. Kpunrorpaduueckas 3ammra
uHpopmanuu: yaedHoe nmocodue mig By3oB. — M. : M3n-Bo MITY, 2011 . — 316 c. - ISBN 978-5-
2760-1503-3

3. ByrakoBa H.I'., ®enopo B.H. Kpunrorpadpuyeckue MeToapl M CpEICTBAa 3alIUTHI
uHdopmaruu: yueoHoe nmocodue. — CII6: UL «MaTepmenna», 2016. — 384c. — ISBN 978-5-4383-
0135-6. Hoctyn K ANEKTPOHHOMI BEPCUU KHUTU OTKPBIT Ha caiire
https://elibrary.ru/item.asp?1d=28331738.

4.3. JlonoTHUTEIbHAA JIUTEPATYPA

1. BBenenue B kpunrorpaguueckyo 3anmry uHpopmaiun o6bexToB: yuebuuk s CI10 /
C.H. Unbunbix, C.I'. Amtomuna, T.M. Kanunakuna [u ap.]. - M.: KT MTYCH, 2021. - 276¢c. —
Texcr : anexTpoHHbI // JIaHb : 3MeKTpoHHO-0nOIoTeuHas cuctema. — URL:
https://reader.lanbook.com/book/215231

2. Kopnauenko A. A. Kpunrorpaduueckue npoTokosisl : yued. mocooue / A. A. Kopuuenko, M.
JI. I'myxapes. — CI16 : ®T'bOY BO II'VIIC, 2020. — 74 c. — ISBN 978-5-7641-1509-2. — TekcrT :
9JIeKTpOHHBIH // JlaHb : 3nekTpoHHO-O0nbnmoreyHas cucrema. — URL:
https://reader.lanbook.com/book/191009

3. Epmakoga, A. }O. Kpunrorpaguueckue meros! 3ammthl nHpopmaruu / A. FO. Epmakosa. —
M. : MUPDA - Poccuiickuii TexHosorndeckuii yuusepcuret, 2021. — 172 c. — Teker :
3JIEKTPOHHBIN // JlaHb : aneKTpoHHO-O0nbOMMoTeuHas cucrema. — URL:
https://reader.lanbook.com/book/176563

4. Urnatwes E. b. 3amura napopManuu: KpUNToaIrOPUTMBI XEITUPOBAHUS: yueOHOE TOCOOre
muist By3oB / E. b. Urnatses. - Cankr-IletepOypr: Jlans, 2023. - 264 c. — Tekcr : 37eKTpOHHBIH //
Jlanb : 3neKTpoHHO-OMbIMoTeunas cucrema. — URL: https://reader.lanbook.com/book/311792

5. OBunHHUKOB, A. A. Kpunrorpaduueckue MeTo Il 3aIUTHI HHPOpMaLuu: YueOHoe
nocobue / A. A. OBunaHuKOB. — CII0 : Cankt-IleTepOyprckuii rocy1apcTBeHHBIN YHUBEPCUTET
a’pokocmuueckoro npudopocrpoenus, 2021. — 133 ¢. — ISBN 978-5-8088-1591-9. — Texkcr :
3JIEKTPOHHBIN // JlaHb : aneKTpoHHO-O0nbMMoTeuHast cucrema. — URL:
https://e.lanbook.com/book/216491

4.4. DieKTpOoHHBbIE 00pa3oBaTe/ibHbIE Pecypchl

1. Byrakosa H.I'. Kpunrorpaduueckre MeTosl 3auThl HHGOPMAIMUA. DISKTPOHHBIN

o0pa3oBaTeNbHbIN pecypc. MockoBCKui [Tonurex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=2518.
2. byrakoa  H.I. [TporpammupoBanue  KpUNTOrpaUYecKHux  ajdrOpUTMOB.

DNeKTpoHHBIM  oOpa3zoBarenbHbIi  pecypc.  MockoBckuit  Ilomurex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=8378&

4.5 JInneH3M0HHOEe U CBOOOIHO pacnpocrpansaeMoe nporpaMmmMHoOe odecrneyeHue

1. Onepanuonnas cuctema Microsoft Windows ot 7 Bepcuu u Bbite; Microsoft Office umu Open
Office, 6paysep (Firefox/Google Chrome /Explorer).


https://elibrary.ru/item.asp?id=28331738
https://lms.mospolytech.ru/course/view.php?id=2518
https://lms.mospolytech.ru/course/view.php?id=8378&
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4.6 CoBpeMeHHbIE IPo(eccHOHATIbHBIE 0a3bl TaAHHBIX U MH(POPMALIMOHHbIE
CIIPaBOYHbIE CHCTEMBI

1. eLIBRARY.RU: Hayunas snexkrpoHHast 6ubimoreka: cat. - Mocksa, 2000 -. - URL:
https://www.elibrary.ru (nata obpamenus: 16.03.2021). — TeKkcT: 31€KTPOHHBIH.

2. JIAHb: snextpoHHO-OMOMMOTEeYHAs cuctema: caiT. — Cankr-IletepOypr,2010 -. - URL:
https://e.lanbook.com (mara o6pamenus: 10.03.2021). - TekcT: 3MEKTPOHHBIMH.

3. ®CTOK Poccuu: I'ocymapcTBeHHBII peecTp CepTUPHUIMPOBAHHBIX CPEACTB 3alllUTHI
nnpopmanun. — MockBa, 2014. - . - URL: https:/fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/1 53-sistema-sertifikatsii (mata oOpamenus: 10.03.2021). -
TekcT: 2eKTPOHHBIH.

4. bubnuorpaduueckas u pedeparuBHas 06a3a JaHHBIX HAYYHOU MEPUOIAUKHU «Scopus» -
WWW.SCOpUS.com.

5. Caiitr ®enepanbHoit  ciyxkObl  Oe3omacHoctu  Poccum  (@CB  Poccun). -
http://www.{sb.ru.

6. Caiir @enepanbHOil caykObl 10 TEXHUYECKOMY M SKCHOpTHOMY KoHTpoio (PCTIK
Poccun). - http://www.fstec.ru.

7. IlopTas TEXHUYECKOTO KOMUTETA M0 CTaHAapTHU3AIUH «3anuTa HHOpMAaIuny. —
http://tk.gost.ru/wps/portal/tk362

8. HpopmanmoHHO-aHATTUTUYECKUM WNuTepuer-nopran 1SO27000.ru. -
http://www.1s027000.1u/.

5. MaTepl/IaJILHO-TeXHI/I‘IeCKOe o0ecreyeHue

Jlnst mpoBeleHUsT BCeX BHJOB 3aHATUH HEOOXOIUMO MpPE3eHTAlMOHHOE O00O0pYyI0BaHUE
(MyIBTUMEIUHHBIN TPOEKTOP, HOYTOYK, SKpaH WJIM UHTEPAKTUBHASI JOCKAa) — 1 KOMIUIEKT.
Jlnst IpoBeZieHUs] IPaKTHUECKUX 3aHATUH HEOOXOAMMO HaJIMYMe KOMITBIOTEPHBIX KIIACCOB,

000pYIOBaHHBIX COBPEMEHHOW BBIYMCIUTEIBHON TEXHUKOH M3 pacueTa OJHO pabodee MECTO Ha
OJIHOTO 00y4aeMoro.

6. MeToauveckue peKOMeHIANH
6.1 MeToanuecKkue peKOMEHIANH JJIsl MPENOAABATE/IA M0 OPraHU3ANNH 00yUeHUs

[Ipu moaroroBke Kk sabopaTOpHBIM paboTaM cleayeT NpeaBapUTENbHO MpopadoTaTh
TEOPETHUUECKUI Marepuas 3aHsATHs, MPEAYCMOTPEB €ro Mmojadyy TOYHO B OTBEAEHHOE ISl 3TOTO
BpEMsI 3aHSTHSL.

[Ipu npoBeneHun 3aHATUSA CJIAEAYET KOHTPOJUPOBATh TOJayy MaTepuaia M pelieHue
3a/IaHUH ¢ YYETOM Y4eOHOTO0 BPEMEHH, OTBEICHHOTO ISl 3aHSATHUSA.

[Ipu npoBepke pabOT M OTYETOB CIEAYeT YUUTHIBaThb MPABUIBHOCTb BBIOJIHEHUS
nabopaTopHbIX pabOT Ha BCEX dTarax.

6.2 METOI[I/IquKI/Ie YKazaHusd 1Jis oﬁyqamumxcn IO OCBOCHHUIO TMCIUIIJINHBI


https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
http://www.scopus.com
http://vpo.pk.mesi.ru/www.fsb.ru
http://www.fstec.ru
http://tk.gost.ru/wps/portal/tk362
http://www.iso27000.ru/
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N3y4yeHne qUCHUILINHBL OCYIIECTBIISIETCA B CTPOIOM COOTBETCTBUU C LIEJIEBOM YCTaHOBKOU B
TECHOM B3aUMOCBSI3M Yy4eOHbIM IIaHOM. OCHOBOM TEOPETHYECKOH IOATOTOBKH CTYIEHTOB
ABIIAIOTCA JEKYUU.

B mpouecce camocTosITeNbHON pabOThl CTYACHTHI 3aKpEIUIIIOT M YIIyOJsioT 3HaHUS,
IOJy4YEeHHbIE BO BpeMsl ayAMTOPHBIX 3aHATHH, JOpaOaThIBAIOT KOHCIEKThI JIEKLUH, FOTOBATCS K
IK3aMEHY, a TAKXKE CAMOCTOATEIBHO U3Y4alOT OTJENIbHBIC TEMbI Y4eOHOMH MPOrpaMMBl.

JIaGopaTtopHble pabOTBl MPOBOJATCS MO Hambolee BaXKHBIM TeMaM JUCLUILIUHBI.
OcyuiecTBisieTcsl 3aKpeIlIEeHUE 3HAHUM, IOJIyYEHHBIX CTYIAEHTaMHM Ha JIEKUUSAX U B IIpoLecce
caMoCTOATeNIbHOW paboTel. Oco0oe BHMMaHuE oOpalaercs Ha pa3BUTHE YMEHMH M HAaBBIKOB
YCTQHOBJICHHSI CBSI3U IMOJIOKEHHH TEOpUH C MPOPECCHOHANBHON JesTeIbHOCThIO OYAyIIero
cneuuanucra no UMb. JlaGopaTopHble pabOThl HMPOBOIATCS 10 TEOPETHUECKUM M IPOOJEMHBIM
Bonipocam UbB. JlaGopaTtopHble paGoThl mpeArnojaraeT TBOPUYECKUE TUCKYCCHH, aKTHBHBIH OOMEH
MHEHHUSMHU 110 T[IOCTaBJICHHBIM BONpOCaM, 3aciylIMBaHWE M OOCYXJEHUE [OKIaJ0B IO
IIPEIJIOKEHHBIM IIPENOAABATEIEM TEMAM.

BaxxHbIM 0OCTOSATENBCTBOM SABISETCS NPHUBJICUEHUE BHUMAHUS CTYJIEHTOB K 00CYyXJIaeMOi
npobjeMe, CTUMYJIMpPOBAHHWE HHTEpeca K HEW M OpraHu3alus akTUBHOTO OOCYXICHHS, Kak
CTPYKTYpPBbI IPOOJEMBbI, TaK U COCTaBJIOIIMX €€ Haubojee akTyalbHbIX TeM. [ MOBBIIEHUS
3QPEKTUBHOCTH TPOBEIEHHUS 3aHATHS TpeOyeTcss NpeABapUTeNbHAass MOJATOTOBKAa BCEX €ro
YYaCTHUKOB. B 3Tol cBsA3M pekoMeHIyeTcsi 3a0llarOBpeMEHHO (HE MEHee, 4eM 3a HEJEI)
OIIOBECTUTH CTYACHTOB O T€ME 3aHATHs, 1AaTh IIEPEUYCHb JIUTEPATYPBI 10 TEME, HA3HAYUTH U3 YKCIIA
CTYJEHTOB JOKJIaJ4MKOB U CONOKIIAIUUKOB.

IIpu nposeneHun nabOpaTOpHONl padOThl MNpENnoJaBaTeNb BBIIOJIHAET, B OCHOBHOM,
(YHKIMH BEAyIIEro - CIEAUT 3a PEerIaMEeHTOM BpPEMEHH, IIOMOraeT yTOYHUTb (HOPMYJIUPOBKH,
000011aeT pe3yNbTaThl JAUCKYCCHH, TMOABOAMT WTOT 3aHATHIO B LenoM. [Ipu BBICOKOM YpOBHE
HOJTrOTOBKU CTYAECHUYECKON TPYIIBI OTAEIbHbIE (DYHKLIUHU BEIYLIEr0 MOXKHO MOPYUYUTh OJHOMY M3
CTyACHTOB. B ciyuae He0OXOAMMOCTH, TIPENOAaBaTeNb OKa3bIBaeT €My MOJJIEPKKY, a IpHU
IIOJIBE/ICHUM UTOTOB - 1aeT OLIEHKY paboTe BEIYLIETO.

AkTuBHas paboTa CTyAeHTa Ha JaOOpaTOPHON pabOTe YYHMTHIBACTCS HPU OINpPEEICHUU
UTOTOBOM OLICHKH €r0 3HaHWM 10 IUCLUIUIMHE HA K3aMEHE.

CamocTrosTenbHass paboTa CTYAEHTOB IIPEAIOJAaraeT M3yuYE€HUE TEOPETHUUECKOIo U
IPAKTUYECKOIO0  MaTepuana IO aKTyalbHbIM BONPOCAM  JUCLMIUIMHBL. ~ Pexkomenapyercs
CaMOCTOSITENIFHOE HW3yueHHe Yy4eOHOH M Hay4dHOH JUTepaTypbl, HCIOJIb30BAHUE CIIPABOYHOMN
JUTEpaTypHl U Ap..

[Ipu BbIave 3agaHMii HA CAMOCTOSITENBHYIO paboTy ucmoib3yercs auddepeHInpoBaHHbII
noaXoJ K cTynaeHTaMm. Ilepen BBINOIHEHMEM CTyIEHTAaMU CAaMOCTOSITEIBHOM BHEAyAUTOPHON
paboThl MperoAaBaTeab MPOBOAUT MHCTPYKTaXX IO BBINOJIHEHUIO 3aJaHUs, KOTOPBIM BKJIIOYAET:
LIeJIb 3/1aHUs, €r0 COJIepKaHUe, CPOKU BBIIIOJHEHUS, OPUEHTHUPOBOYHBIM 00beM pabOThl, OCHOBHbBIE
TpeOoBaHuUs K pe3yibTaraM paboThl, KpUTEPHH OLIEHKU. B mporecce HHCTpYKTaXKa MpernoiaBaTelib
HpPEayNpex1aeT CTYAEHTOB O BO3MOXHbBIX TUIIMUHBIX OLIMOKAX, BCTPEUYAIOIUXCS [TPH BBIIIOJIHEHUU
3agaHusd. MHCTpyKTaXX MPOBOIUTCS IMpPENojaBaTesieM 3a c4eT 00beMa BPEMEHH, OTBEJICHHOTO Ha
U3y4YCHHE JUCLUILINHBI.

Texkymui KOHTpOJIb OCYLIECTBISAETCS HA INPAKTUYECKUX 3aHATUAX, IIPOMEKYTOUYHBIN
KOHTPOJIb OCYLIECTBIISIETCS HA 9K3aMEHe B MUCbMEHHOM (yCTHOM) Gopme.

CamocrosTenbHas paboTa OCYIIECTBISACTCS HHANBUIYAIBHO.

KonTtposb camocrosiTenbHOM paboThl OpraHusyeTcs B IBYX Gpopmax:

®  CaMOKOHTPOJIb U CAMOOLICHKA CTYJCHTA;

®  KOHTPOJIb CO CTOPOHBI NpenoAaBarTeneil (TeKyIni 1 MPOMEKYTOUHBIH).

Texkymuil KOHTpOJIb OCYLIECTBISETCS HA NPAKTUYECKHX 3aHATHUAX, IPOMEKYTOUHBIN
KOHTPOJIb OCYIIECTBIISIETCS Ha SK3aMeHe B MMUCbMEHHOI (yCTHOM) Gopme.

Kputepusamu o1ieHKH pe3yabTaTOB CaMOCTOSTENIbHON padOThl CTYA€HTA SBIISIOTCS:

®  YpPOBEHb OCBOEHMsI CTYJICHTOM y4eOHOIro MaTepuaa;



13

L4 YMCHUSA CTYACHTA UCII0JIB30BAaTh TCOPECTUUCCKUC 3HAHUS IIPH BBIIIOJTHCHUH ITPAKTUYCCKHUX
3aj]ad;
e chopMHPOBAHHOCTH KOMIETEHIIHIA;
e odopmieHne MaTepualia B COOTBETCTBUU C TPEOOBAHUSMHU.
7 DOoHI OLEHOYHBIX CPEICTB

7.1 MeToAbI KOHTPOJISI M OLICHUBAHUS Pe3yJIbTATOB 00y4eHHsA

B mporiecce 00yueHUs] HCTIONB3YIOTCS CIEAYIONIUE OIEHOYHBIE (HOPMBI CaMOCTOATEIHHOU
paboThl CTYACHTOB, OIICHOYHBIE CPEICTBA TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH M MPOMEKYTOUHBIX
aTTecTalui:

- TMpoBeJeHHE JIA0OpaTOpHBIX palboT (MPaKTHUYECKUX 3aHATUH C HCIOJIb30BAHHEM
CHENTEXHUKH) U UX 3aIIUTa;

- CaMOCTOATCIIbHAA MOATrOTOBKA U ITPOBEACHUC HpGSGHTaHI/Iﬁ 10 TEMaM JTHUCHUIIIINHBI,

- OK3aMCH.

7.2 llIkajia ¥ KPUTEPUHU OLICHUBAHUSA Pe3yJIbTATOB 00y4YeHUsI

IToxazarenem OLICHHNBAaHUA KOMHeTeHHI/Iﬁ Ha pa3/IMYHbIX 3TallaX UX (bOpMI/IpOBaHI/IH ABJIACTCA
JOCTHIKCHHC 06y‘-IaIOIIII/IMI/IC$I IUTAaHUPYEMBIX PE3YJILTATOB 06yquI/m 10 JUCIHHMITIIIMHE.

OIIK-10 Cnoco0eH HCHoIb30BATh CpPeACTBAa KPUNTOrpauyeckoi 3amuThl MHpOpMAIMM TNIpH
pemieHun 3a1a4 NpodeccHoHANbHOI 1esITeTbHOCTH
Kpurepuu ouenuBanus
Iloka3zarenn
2 3 4 5
3HATD: OO6yyaronuiics OO6yyaromnuiics OOyuarommiics OO0yuaromuiics
cpezacTBa JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPHPYET
KpUNTOrpaduueckoll | MOJHOE OTCYTCTBUE | YaCTHYHOE 3HAHHE MIOJTHOE 3HAHKE MIOJTHOE 3HAHUE
3aIIHUTHI WJIN HEZOCTATOYHOE | CPEACTB CpenCTB CpencTB
uHOOPMAIIUH AJIST 3HAHHUE CPEICTB kpunrorpaduueckoir | kpunrorpaduyecko | Kpunrorpaduuec
pelreHus 3a1a4 Kpunrorpaduuecko | 3alUThl MHPOPMALMK | I 3aIIUTHI KO 3aIUThI
npodeccHOHANBHOI 7 3aIIUTHI JUTSL peLIeHHs 3a1a9 uHpOpMAIIUH TS uHpopmanuu
JIeSITEIbHOCTH; uH(opMAaLUH 15 npodeccHoHANbHON peleHus 3ama4 JUTSL pEIICHUS
pelieHus 3a1a4 JIeSITEIbHOCTH. npodecCHOHANBHON | 3a/1a4
npodeccronansHoi | VcnbIThiBaeT JeATEIbHOCTH, HO npodeccroHanbH
JIeSITENbHOCTH; 3aTpyHEHUS IPU JIOyCKaeT oif
OTEPUPOBAHUH HE3HAYHUTENbHbIC JIeSITeIbHOCTH.
TepMUHAMH H OIIINOKH, CBoboaHo
TIOHATUAMU HETOYHOCTH orepupyer
TCPMUHAMHU U
TOHSATHIMH.
Homyckarores
HE3HAYUTEIbHBIC
HETOYHOCTHU
yMeThb: OO0yyaronuiics He OO6yyaromnuiics OOyuarommiics OO0yuaromuiics
IIPUMEHATH CPEICTBA | YMEET UIIU B JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
Kpunrorpaduueckoil | HEJOCTATOYHOM YaCTHYHOE yMEHHE MOJTHOE yMEHHE MOJIHOE YMEHHE
3aIIHUTHI CTEIeHH yMEeT NPUMEHSATH CPECTBA | IPHUMEHSTh MPUMEHSATh
uHpopManuu 1s NPUMEHSTD Kpurnrorpaduueckod | cpeacra cpexacTBa
pelreHus 3a1a4 cpencrea 3aIUTHl HHPOpMAK | KpunTorpadhuyecko | Kpunrorpaduyec
npodeccHOHANBHOI Kpunrorpaduyuecko | Ui peleHus 3aaaq 7 3aIIuThI KO 3aIUThI
JIeSITEIbHOCTH; i 321K THI npodeccHoHANbHON uHpOpMAIIUH TS uHpopmanuu
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nH(popManuy 11 JIESITEIIEHOCTH. pemeHns 3ana4d JUISL peICHUS
peuieHus 3axa4y Homnyckarores poeCCHOHATBFHON | 3ama4
npo(heCCHOHAIBHON | 3HAYUTEIIbHBIC JeATEbHOCTH. npodeccuoHanbH
IEeATEILHOCTH OLINOKHU HonyckatoTcs ou
HE3HAUYUTCIIbHbBIC JACATCIBbHOCTH.
OLINOKH, Jomyckarores
HETOYHOCTH HE3HAYHUTEIIbHbIE
HETOYHOCTH
BJIAJETh: OOyuaronuiics He OOyuaronuiicst Ob6yuatommiics OObyuaronmiics
UHCTPyMEHTaMH yMeeT WIu B JIEMOHCTPHUPYET JEeMOHCTPHPYET JIEMOHCTPHUPYET
KpunTorpaduyeckoil | HemOCTATOUHOMH YaCTHYHOE yMEHHE MIOJIHOE yMEHHE MOJIHOE YMEHHE
3alIUThI CTCIICHU YMECT HCIIOJIB30BAaTh HCII0JIB30BaTh HCIIOJIb30BAaTh
uHpopmManuu s UCIIOJIb30BaTh cpeacTBa cpesacTBa cpencTBa
peleHus 3ana4 cpeacTBa kpunrorpaduueckoid | kpunrorpaduyecko | Kpunrorpaduuec
npodecCHOHaTBHON Kpunrorpaguiecko | 3amuThl HHGOPMAIMK | U 3alIUTHI KOM 3aIInTHI
JIeSITeIIHOCTH. 7t 3aIUTHI JUIS peIICHHNs 3a/1a4 nHpOpMaInH IS nHdopmanun
nH(popManum I npodeccroHaNbHON pereHus 3ana4d JUISL peIICHUS
pemeHus 3a1a4d JIeSITEIIEHOCTH. podecCHOHANBHON | 3a1ad
npogeccuonansHoOl | Jlomyckarores JeSITeTHbHOCTH. npodeccruoHaIbH
JIeATENbHOCTH 3HAYUTENbHBIE Homnyckatores oit
omnoKH, HE3HAYUTEIbHbIC JESITEIbHOCTH.
OLITNOKH, JHomyckarores
HETOYHOCTHU HE3HAUYUTCJIIbHBIC
HETOYHOCTH

DopmMa NPOMEKYTOYHOM aTTeCTALMM: IK3aMeH.
[To uToram mpoMeKyTOUHOW aTTEeCTallMU MO JAUCLUILIMHE (MOAYII0) BBICTABISAETCS OLCHKA
«OTJIIMYHO», «XOPOILIO», «yJOBICTBOPUTEIIBHO» WUIH «HEYIOBIECTBOPUTEIBLHOY.

Mlxkana
OLICHUBAHUSA

Onucanue

BeimonHensl Bce BUAbI y4eOHOH paboThl, IpelyCMOTPEHHbIE
y4eOHbIM Iu1aHOM. CTYyIEHT AEMOHCTPUPYET COOTBETCTBUE 3HAHMA,
YMEHUH, HaBBIKOB MPHUBEJCHHbIM B TaOJMIax IOKa3aTelnel,
onepHupyeT NPUOOPETCHHBIMH 3HAHUSMH, YMEHUSMH, HaBBIKAMH,
IPUMEHSAET UX B CUTyalMsX NOBBILIEHHOM ClIOKHOCTH. [Ipm 3TOM
MOTYT OBITh JOMYLIECHbl HE3HAUYUTEIbHBbIE OLIMOKH, HETOYHOCTH,
3aTpyIHEHUS NPU aHAJINTUYECKUX ONEPALUAX, NIEPEHOCE 3HAHUN U
YMEHHM Ha HOBbIE, HECTAHJAPTHBIE CUTYALIUH.

OTJINYHO

Boinonnensl Bce BHAbI y4eOHOH paboThl,
yaeOHpIM  mnaHoM.  CTyZeHT  JeMOHCTPUPYET  HEMOJHOE,
MPAaBUIIBHOE COOTBETCTBUE 3HAHUH, YMEHUH, HaBBIKOB
MIPUBEJICHHBIM B TaONMUIaX MMOKa3aTenei, 1100 eciu Mpu STOM ObLITU

JOTYIIEHBI 2-3 HECYIIECTBEHHBIE OIIMOKH.

MIPelyCMOTPEHHbIE

Xopomo

BoinmonHensl Bce BHIBI  y4eOHOl paboOThI, MperyCMOTPEHHbIE
yueOHbIM Tu1aHOM. CTYZEHT IEeMOHCTPUPYET COOTBETCTBUE 3HAHUM,
Y IOBIETBOPUTEIBHO B KOTOPOM OCBEIICHa OCHOBHas, HauOojee BaKHAs YacTb
MaTepualia, HO MpU 3TOM JIONYyIleHa OJHAa 3HA4YMTEIbHas OIIMOKa
WM HETOYHOCTb.




11.

12.
13.
14.
15.
16.
17.
18.
19.
20.
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22.
23.

24.
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He BbmmonHen oauH wiaum  Oosiee BUAOB y4eOHOM  paboTHI,
HOPEIYyCMOTPEHHBIX Y4eOHbIM IuIaHOM. CTYHEHT JIE€MOHCTPUpPYET
HETIOJTHOE COOTBETCTBUE 3HAHWIA, YMEHUH, HABBIKOB MPUBEICHHBIM
B TabnMIax MoKaszarenei, JOMYyCKAIOTCs 3HAYUTENIbHBIE OLIUOKH,
MPOSIBIISIETCSL OTCYTCTBUE 3HAHWA, yMEHWH, HABBIKOB TII0 DSIY
HoKaszaresel, CTYIACHT HCHBITHIBACT 3HAYUTEIbHBIC 3aTPyIHEHHS
MpHU OTIEPUPOBAHMY 3HAHWSIMH W YMEHHUSIMH TIPH HX TIEpeHOCEe Ha
HOBBIE CUTYaIUH.

HeynosierBoputensHo

7.3 OueHo4HbIe CpeaCcTBA
7.3.1 Texymuit KOHTPOJIb

Texymuii KOHTPOJIb yCIIEBAEMOCTH CTYAECHTOB OCYLIECTBIISETCS B IPOLECCE NIPOBENECHUS
71a00paTOPHBIX pabOT, MPOMEKYTOUHBIX TECTOB U KOHTPOJIBHBIX PadOT, MOATOTOBIEHHBIX B paMKax
CaMOCTOSITEJIBHOM pa0OOThI 110 TEMAM.

Bonpocsl K KOHTPOJIBHEIM paboTam

Haiite o0mee moHsATHE KpuUnrorpaguu. B dYeM coCTOMT CyImIHOCTh MH(pPOBaHUA U
nermudpoanus nHGopmanun?

CooTHecuTe MeXay cOO00H MOHATHS «KpUNTOrpadus», KKPUNTOAHATIN3Y» U «KPUIITOIOTHSD).

[IpuBenute ucTopuyecKre MPUMEpPHI 3apOKICHNUS KPUITOrpaduu.

OxapakTepu3yiTe JOHAYYHBIH eproja pa3BuTHs kpunrtorpaduu. Paccmorpure nepsbie muQpbl
3aMEHbI U IePECTaHOBKH.

C kakoro BpeMEeHM HayaJyics Hay4HbIN Nepruoj pa3BuTusa kpunrorpapuu? Kakue coObITus cTanu
U1 3TOTO ONPEAEIAIOIINUMU?

Uem omnpenensercs KpUOTOCTOWKocTh  muppoBanus? Kaxue npyrue  TpeOoBaHUS
HPEbABISAIOTCS K IUPPOBaHUIO?

B uem cocrour mpasmino Kepkroddca? Ilogemy 3TO TpaBWIIO SBISETCS OOMICTIPUHSTHIM B
Kkpunrorpadun?

Korma mnosBunace kpunrorpadus ¢ OTKPBHITBIMH KIIOYaMH M TIepBas peajbHas cHCTeMa
mudpoBaHus?

Kakux Beigaromuxcs kpunrorpados XX B. Ber 3Haete?

YeMm oTnHyaroTcs NOAXO/AbI K oOecneueHUo 0e30MacHoCTH MH(popMauy B KpUnTorpaguu u B
creranorpagun?

Yro obmero m B 4YeM OTIMYUE KpuUITOorpaduyeckoro mnpeodpa3oBaHus HHGPOpMALUU OT
KOJMPOBAHUS €€ MPH 3aIIUTE OT CIIyYalHbIX yIpo3 0e301macHoCTu?

Kakumu metonamu obecriednBaercsi KOHQUISHIMAIBHOCT HHPOpMaLUU?

Uro Takoe 1eaocTHOCTh nHpopmarmu?

JlaliTe onpeneneHue UMUTOCTOMKOCTH mudpa.

Urto takoe umMuToBCcTaBKa? st KakuX 1ieJei OHa UCTIOIb3yeTCs?

Jlis KakuX aceKTOB MH(POPMALMOHHOTO B3aUMOAECHCTBUS HEOOX0qMMa ayTeHTH(UKanus?

J1Ba oCHOBHBIX TpeOOBaHUs K XdUI-QYyHKIHSIM. [IpOTHB KaKMX aTak OHU HAIpPaBJICHBI?

Kakue cpenctsa ucnonb3yrorcs A o6ecreueHus: HEBO3MOKHOCTH OTKa3a OT aBTOpcTBa?

Urto 03Ha4aeT CBOMCTBO OJJHOCTOPOHHOCTH KpUITOrpaduueckoi Xau-GpyHKum?

B 4yem cyTh npeaBapuTeNsHOIO pacnupeaeneHus Kiodei?

Uro Ttakoe cepTu(UKaT OTKPHITOrO KiIroda?

JUJ1s1 4ero ucmolib3yeTcs cxeMa pasJiesieHus cekpera?

[lpuBenure kinaccuukammioo MeTOAOB IHU(GPOBAaHUS B  3aBHCHUMOCTH OT  Croco0a
npeoOpa3zoBaHusi HHGOPMAIIHH.

UYro Ttakoe mudpBennunHa, MuppoOO3HAYeHNE U KaK STH IMOHITUS COOTHOCITCS?
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Kakue 0cOOEHHOCTH XapaKTepHbl Ul METOAOB IIM(PPOBAHHUA C CUMMETPUYHBIM KIIOUOM U
HECUMMETPUYHBIM (OTKPBITHIM) KIIFOUOM?

YeM oTIHYAIOTCA CUMMETPUYHBIE IHU(PPCUCTEMBI OT ACUMMETPUYHBIX ?

[osicHuTe Ha MpUMepe CYIIHOCTh MHU(POBAHUS METOIOM 3aMEHHBI.

[lpuBeaure npumepsl MUGPOBAaHUS METOAAMU IMEPECTaHOBKU. UTO O3Ha4yaeT MapIupyTHas
nepecTaHoBKa?

[TosicHuTEe CyIIHOCTh TraMMHpOBAaHUSA Kak croco0a KpUOTOrpapuueckoro mnpeodpa3oBaHMs
uHpopManuu. UTo ABIsSETCS MPU ITOM KIIOUOM MH(poBaHus?

[Touemy anauTHBHBIE METOABI IU(PPOBAHUSI OTHOCATCA K IIM(pamM raMMHUpPOBaHUs?

K kakomy knaccy mugpoB OTHOCATCS aHATUTHIECKUE CIIOCOOBI U POBaAHUS?

[TpuBeaure npumep mudpa nepecTaHOBKH, KOTOPBIA MOXKET pacCMAaTPUBATHCSA U KakK OJOYHBIH
mudp 3aMeHbI?

C xakuMu LeJISIMH B KpUITOTpapuu BBOAATCS MOJEIU OTKPBITHIX TEKCTOB?

Kaxue noaxoap! HCHOIB3YIOTCS /JIs pPaClIO3HABAHUS OTKPBITHIX TEKCTOB

Kakoe npaBuiio jeKUT B OCHOBE BCEX IIU(PPOB NEPECTAHOBKH?

Uro sSBISETCS KIIFOYOM Mmudpa mepecTaHOBKU?

HazoBute 0CHOBHOM He0CTATOK MIM(POB MEPECTAHOBKH.

[IpuBenure nmpumep mmdpa nepecTaHoBKH, KOTOPHII MOXKET pacCMaTPUBATHCS M KaK OJOYHBIHI
mudp 3aMeHbI?

Kak onpenenuts mo KpUNTOTpamMMe, MOTy4EHHO! C ITOMOMIBIO IH(pa BEPTUKATBHOM
IIEPECTAHOBKHU, YUCIIO KOPOTKUX CTOJIOLOB 3aI10JIHEHHOI'O OTKPBITBIM TEKCTOM OCHOBHOT'O
IPSIMOYTOJIbHUKA?

Kakue cBOlCTBa OTKPBITOIO TEKCTA MCIIOIB3YOTCS IPU BCKPBITUH K (pa epeCTaHOBKU?

Kakue mmdpsl Ha3pIBatOTCS MUpPaMu MPOCTOM 3aMEHBI?

[TpuBeaure npumep mudpa nepecTaHoBKHU, KOTOPBIH MOKET pacCMaTPUBAThLCS U KaK OJIOUHBIN
mudp 3aMeHbI?

Yro sBIseTCA KIH0YOM HUdpa npocToil 3amMeHbl? KakoBo MaKCUMalIbHO BO3MOXHOE YUCIIO
KJIrouel mugpa npocToil 3aMeHbI?

Yro Gosee nesnecoodpa3Ho A HAASKHOM 3alUThl HH(OPMALMK: apXUBALU OTKPBITOrO TEKCTa
C MOCIIEAYIOMMM MHU(POBAHUEM WM HIH(PPOBAHKE OTKPBITOIO TEKCTA C MOCIEAYIOIIECH
apxuBaruein?

Nmeer nu mmdp [Imiidepa sKkBUBaICHTHBIE KIIOYH, TO €CTh TAKHE KIIFOYH, HAa KOTOPBIX JIFOObIE
OTKPBIThIE TEKCTHI IUPPYIOTCS OAUHAKOBO?

Kakne mmdpst HazpiBatoTcst omodonamu? [Ipusenure npumep.

K xaxum mmdpam otHOCHTCS cucTema mmdpoBanus [letpa I «{uduppy»?

Kakue mmdps! Ha3pIBatoTCs muppaMu MHOTO3HA4YHOM 3aMeHbl? [IpuBeanTe mpumepsl.

SBnsercs nu wudp NponopLUUOHATIBLHON 3aMeHbI OMO(pOHOM?

[osicHuTe, YTO BB MOHUMAETE MO/ COBEPIIEHHBIM 1K pom. [IpuBenuTe mpuMepsl.

[Touemy mmdp Tpuremus, nexammii B ocHoBe mmdpa BwkeHepa, He sBiseTcs mmppoM
raMMHpOBaHus?

[Touemy Hano)XeHHE Ha OTKPBITBIA TEKCT TaMMbl, MPEICTABIAIONIEH COO0M MEepHOAMUYECKYIO
I10CJIE0BATENbHOCTh HEOONBILIOTO EPUOJIA, HE JAET HAaJCKHOM 3aIUThI?

[Touemy HeIOMyCTMMO HCHOJB30BAaTh JBAXIbl OJHY U Ty XK€ raMmy (Aaxe ciay4ailHyr U
PaBHOBEPOATHOCTHYIO!) /Uis1 3amM(ppoOBaHUs pa3HBIX OTKPBITHIX TEKCTOB?

Ilepeuncnnure oCHOBHbIE TPEOOBAHUS K TaMMe.

KakoBbI ¢ TOUKM 3peHusi KpUnTorpaguu nmpeuMyIiecTBa U HEJOCTATKU Mepexona K OJI0YHOMY
muppoBaHUIo?

Kak peamusyercs npemnoxeHHsld K.IIIeHHOHOM IPUHIUI  «IIEPEMEIIMBAHUSA»  IIPU
IPaKTUYECKOH pean3aluy aaropuTMOB OJ0YHOIO MHK(POBaHUA?

KaxkoBbl ocHoBHBIE HeflocTaTku anroputMma DES, u kakoBbI yTH UX yCTpaHEeHHUs?

B kakux ciyyasx MOXXKHO PEKOMEHJI0BaTh MCIIOJIb30BaTh OJOYHBIN MIM(P B pexuMe MPOCTON
3aMeHbI?
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OT KakuxX MOTEHIHAIbHBIX cHabocTeil MO3BONIAET M30aBUTHCS MCIOJIb30BAHUE OJIOUYHBIX
mrdpoB B peKUMax MUPPOBAHHU C OOPAaTHON CBS3BIO?

B uem 3axiouaroTcs JOCTOMHCTBA M HEJOCTAaTKM CHUCTEM IOTOYHOTO IIM(POBAHUS IO
CpaBHEHHIO ¢ OJIOUYHBIMU MU paMu?

[Touemy Bo3HMKAET npoOiIeMa CUHXPOHU3AUU OTOYHBIX IIUPPOB?

Kakne npuunHbl OOYCIOBWIM IIMPOKOE HCIIONB30BAaHUE JIMHEHHBIX PErHCTPOB CIBUTA B
Ka4yeCTBE YIPABIAIOIMIUX OJOKOB MOTOYHBIX MIUppcUcTEM?

[IpoBeauTe cpaBHUTEIBHBIN aHaNNU3 anropuTMoB mupposanus RC4 u RCS.

[lepeuncnure OCHOBHBIE PEKUMBI pabOTHI, IPETyCMOTPEHHBIE B POCCUIICKOM CTaHAapTe
mrpPOBaHUS TaHHBIX

B uem cocTosT npenmyniecTBa CUCTEM C OTKPBITHIMH KJIFOUaMHU MEpe]l CAMMETPUYHBIMU
mmdpcucremamu?

CJI0’)KHOCTBIO KaKOW MaTEMAaTUYECKOM 3a/1a4u ONPEIETAETCS CTOMKOCTh cUCTeMbl RSA?

Kakwue TpeboBaHus npebsaBIsIOTCA K KitouaM B muppe RSA?

K kakomy THmy mudpoB NpruHaIIEKUT cxema MUu(POBaHUsI, UCIOb3yeMasi B CUCTEME DIlb-
lNamans? B yem ee npeumyiectsa?

CnoXHOCTBIO KaKOM MaTeMaTUYeCKOM 3a/1a4yil ONpeeNsieTcss CTOMKOCTh IU(PPCUCTEMBI DIlb-
lamans?

HazoBute HemocTaTku cxeMbl Dib-1 amas.

Kakue npo6aembl nHGOpMaIIMOHHON 6€30MaCHOCTH MOYKHO PEUIUTh C MTOMOIIBIO
ACUMMETPUYHBIX IHU(POB.

W3noxure npUHLKIINATIBHYIO CXEMY OpraHU3allii CEKPETHOM CBSI3U C UCIIOIb30BAaHUEM
HIUPPCUCTEMBI C OTKPBITHIM KITFOYOM.

Kakum 00pa3om ¢ momorpto KpunrocucreMbl RSA MOXHO OpraHu3oBath nepeaavy
COOO0ILIEHUH, MOVIMHHOCTh KOTOPBIX MOT OBl IPOBEPUTH JIF000M MOTydaTesb?

Kakum 00pa3om ¢ momorpio KpunrocucreMbl RSA MOXHO OpraHu3oBath nepeaavy
COO0O0IIeHUH, MOVIMHHOCTh aBTOPCTBA KOTOPHIX MOKHO MPU HEOOXOAMMOCTH J10Ka3aTh?

UYro oburero Mexy 00bdHOM U poBoil moanuceo? Uem oHM pa3nudaroTcs?

Kakue 3a1aun no3BossieT pemuTs HudpoBast MOANKUCH?

B uem 3akmrouaeTcs NpUHUMIMAIbHAS CIOXHOCTh B IPAKTUYECKOM IPUMEHEHUU CHUCTEM
udpoBoit moanucu?

[louemy B KpuUNTOrpaQHUUECKUX CHCTEMaX, OCHOBAHHBIX Ha OTKPBITBIX KIIOYaX, HEIb3s
UCIIOJIb30BaTh OJJMHAKOBBIC KIIIOUM A udpoBaHus U nudpoBoii noamnucu?

[IpuBeaute npumep NOpsAAKa OTKPHITOIO PACIPEAEIEHUS KIHOYEH 10 KBAHTOBOMY KaHally.

KaxoBa mpupojia CeKpeTHOCTH KBaHTOBOM KpuniTorpaduu?

[Touemy KBaHTOBBII KpUIITOAHATN3 OBICTPO MOXET BCKPBITh KpUnTocucTeMy RSA?

KakoBbl mpo6sieMbl KBAaHTOBOM KpunTorpagpuu?

TECT-BOITIPOCDI

Uro sBnsiercs npeameroM Hayku KPUTITOPTADIA?
A) crioco6b! mudppoBaHus U AU (PPOBAHNUS;
B) MmeTob1 cokphiTus (akTa nepesayu CeKpeTHo nHpopMalnu;
B) crioco6s1 ipeobpazoBanusi HGOPMAIUH C LETBIO €€ 3aIUTHI OT HECAHKITMOHUPOBAHHBIX
MI0JI30BATENEH.

Kpunrocucrema Ha3pIBaeTCs KPUIITOCUCTEMOM 00OIIEr0 UCIIOIB30BaHUS, €CIIU €€ CTOMKOCTD
OCHOBBIBAETCSI HA CEKPETHOCTH
A) anropuTMoB UG POBaHUS U pacIUPpPOBaAHUS;
b) xitoua;
B) pexxuma mmdpoBaHms.
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Ha xakue nBe rpynmbl MOKHO pa3JeIuTh CUMMETPUYHbIE KPUIITOCUCTEMBI?
A) 0JI0YHBIC U ITOTOYHBIE;
bB) CUHXPOHHBIE U ACUHXPOHHBIE;
B) ananoroseie u nudpoBsIe.

Kakwue coObITHs cr1ocoOCTBOBANIN Pa3BUTHIO KpUnTorpadun?
A) pOCT TPaMOTHOCTH CPEAN HACEICHHS;
B) pazaen Tepputopuii, 00pazoBaHUE rOCYIapCTB, BOMHBL;
B) nepexon K pOHETHYECKOMY MTUCbMY, COKpAIIIEHUE MOLITHOCTH aJ(aBUTa.

[Touemy noTo4HbIe WUQPHI B 00IIEM ClTydae O CKOPOCTH HAMHOT'O IPEBOCXOIAT OJIOYHBIE
mmdps1?
A) OCUMBOJIbHOE IIU(POBaHNE MEHEE TPYAOEMKO, YeM IU(PPOBaHUE OONBIINMU OJIOKAMU;
B) norounoe mudpoBanue He TpeOyeT CXeM CUHXPOHU3ALINY;
B) mmdpyromas mocne10BaTeNbHOCTh YaCTO TEHEPUPYETCS HE3aBUCUMO OT OTKPBITOTO TEKCTa WIIN
mudpTeKcra.

HazoBute ocHOBHYIO Ipo0seMy MpH OpraHU3ally CEKPETHOM CBSI3U B CIydae MOTOYHBIX
g pos?
A) npobiiema nepeiaun KiIrouei Mexxay abOHeHTaMH;
B) npob6nema ycrpaneHus omrOOK B IOTOKE MU(PPYEMBIX JaHHBIX;
B) npoGnema CHHXpOHHM3ANUY TTOTOKA MH(PPYEMBIX TaHHBIX.

Kewm Obuia npe/yioxkeHa neppasi IpakTHYeCKast peain3anus KpunTorpauu ¢ OTKPBITHIM
KJIFOUOM?
A) Yurpungom duddu (Whitfield Diffie) u Maptunom Xennmmanom (Martin Hellman) u Pansgom
Mepxkiem (Ralf Merkle);
B) Ponansnom PaiiBrctom (Ronald Rivest), Aau lllamupom (Adi Shamir) u Jleonapaom
Annemanom (Leonard Adleman);
B) llladu IN'onpaBaccepom (Shafi Goldwasser) u CunsBro Mukamu (Silvio Micali).

K kakoii rpynmne mudpos otnocurces mmpp CLIUTAIJIA?
A) mudp 3aMeHBI;
B) mu¢p nepectaHoBKH;
B) koMOMHMpPOBAaHHBIN TIHD.

Cnoso KPUIITOI'PA®U S 3ammudpoBano kinaccuaeckuM mudppom Llesaps. Beioepure
COOTBETCTBYIOIIUH IIHUPPTEKCT.
A) YBTOUI'CBU'BTh;
B) ©®CXKBJIBIKCIT2XIO;
B) HYJII'XCXYTI'4JIb.

[Tpu mnppoBaHUM OTKPHITOTO TEKCTA €ro OYKBBI 3aMEHSAIOTCS TAPOH YKCeN, COOTBETCTBYHOIIUX
HOMEpaM CTOJIOIIOB U CTPOK JaHHOH OykBbI B Ta0nuie. Kak HazpiBaeTcs 3TOT mudp?
A) pemerka Kapnano;
B) kBanpat [Tonubus;
B) ta6muma IlopTo.

Kak Ha3zpiBasics udp, Ha OCHOBE KOTOPOTro ObUT CO3/1aH OAMH U3 HauboJiee CTOMKUX BOGHHO-
Mopckux mudpos BennkoObpuranuu Bo Bpemst Bropoit MupoBoii BoitHbI?
A) pemerka Kapnano;
B) xBaapat [lonmubus;
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B) ta6muma IlopTo.

ITpu Kakux ycCIIOBUSAX BOCCTAHOBUTH TEKCT 110 KPUIITOTPAMME KPUIITOAHAJIMTUKY CTAHOBUTCS
IPUHLUIINAATBHO HEBO3MOXKHO?
A) ecnu mMdpoBaHue «CTUPAET» U30BITOUHOCTD;
B) ecnu ncnonp3yeTcs AMTMHHBINA KITIOY;
B) ecnu anroput™ mu@poBaHUs HEU3BECTEH.

Kak Ha3pIBal0TCs UCTONIBb3yeMbIE B KpUIITOrpauu MOJETIN OTKPBITOTO TEKCTa, YUUTHIBAIOLINE
3aBUCUMOCTH OyKB TEKCTa OT IPEABLAYIINX OYKB?
A) N103HaYHbIE MOZIENTH OTKPBITOIO TEKCTA;
B) BepositHOCTHBIE MOJIeNnH K -T0 npuOIKeHNS;
B) MapkoBckre MOJIeNT OTKPBITHIX TEKCTOB.

Kto B Poccun pykoBonun pazpadoTkoit TenedorHoro mudparopa?
A) B.A . KoTtenbHHUKOB;
b) A.H.Konmoropos;
B) b.b.IInoTpoBckuii.

B uem cocrout ocHoBHOI npuHIun Kepkroddea?
A) KOMIIpOMETalUs CUCTEMBI HE JIOJKHA PUUUHATH HEYI0OCTB KOPPECIIOHACHTaM;
B) HEeo6x011MO, YTOOBI KpUIITOCHCTEMA ObLTa MPOCTOM B HCIOJIB30BAHUY, U €€ IPUMEHEHHE HE
TpeOOoBaJI0 COOJIIOICHHS JUIMHHOTO CIIMCKA IIPABUII,;
B) y KoppecnoHIeHTOB 10JKHA OBITH BO3MOXKHOCTH IO COOCTBEHHOM BOJIE MEHATH KITIOU.

UTo moHUMaeTCsI MO KPUITOTpahpuIecKUM MPOTOKOIOM?
A) anropuT™ WKQPPOBaHUA JAHHBIX Mepell Iepeaadei o o0IeJ0CTyTHOMY KaHally CBS3H;
B) pacnpeneneHHbII anropuT™ pemeHus AByMs WK O0osiee y4acCTHUKaMHU HEKOTOPOi
Kpunrorpaduyeckoi 3aaaum;
B) nabGop npasui mmdpoBaHus 1 pacIniGpoBaHUs KPUIITOCHUCTEMBI.

B gem cocrout kpunrorpadudeckas 3agadya o0ecriedeHus eITOCTHOCTH?
A) rapaHTHpPOBaHNE HEBO3MOXXHOCTH BHECEHHMSI CITy4allHBIX OIIMOOK B IpoLiecce Iepeaaydu 1o
KaHaJIaM CBSI3H;
B) rapantupoBanue HEBO3MOKHOCTH HECAHKIIMOHUPOBAHHOTO U3MEHEHHS HH(OpMaIny;
B) o6a oTBeTa BepHBI.

Kakne meToap! pazpabaThIBAIOTCS € 1ENbl0 00ecTieueH st ay TeHTH(PUKAINN?
A) MeTOo/1bl HOATBEPKIEHHS TOJAIMHHOCTU CTOPOH U caMOi MH(OpMaIMK B Ipoliecce
UH(POPMALIMOHHOTO B3aMMO/ICHCTBHS;
B) MeTonbl IpUCBOEHUS YHUKATIBHOIO MAEHTH(PHUKATOPA B3aUMOJEHCTBYIOIUM CTOPOHAM U CaMOM
UH(OPMAaLIMK B TpoLiecce HHPOPMAIIMOHHOTO B3aUMOCHCTBUS;
B) 06a oTBeTa BEpHHI.

Kakoli MexaHu3m ucnonb3yercs uisd ooecredeH s HEBO3MOXHOCTH 0TKa3a OT aBTOPCTBA WU
IPUIIHUCHIBAHUS aBTOPCTBA?
A) MeXaHU3M CUMMETPUYHOTrO MU(POBAHUS C IPUBJICYECHUEM apOUTpa;
B) Mexanu3m mu@poBoii MOAMKCH;
B) 06a oTBeTa BEpHHI.

C yem cBs3aHa aKTUBHAs aTaka Ha 3amrdpoBaHHYIO HH(DOpMALINIO?
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A) ¢ mpocnylMBaHuEeM, aHATU30M TpadurKa, epexBaToM, 3alHUChIO MepeaaBacMbIX UG POBAHHBIX
COOOIIIEHHI;

B) ¢ nemmdpoBanueMm, T. €. MONBITKaMHU "B3JIOMaTh'" 3aIUTY C LSO OBIAJACHUS HH(MOpMAIUEH;
B) ¢ npepriBaHreM mpoliecca nepeaadn cCooOeHu, Co3JaHueM MOAICTbHBIX COOOICHUH,
MoupuUKalyel nepeiaBaeMbIX COOOIICHUN.

Ot yero 3aBUCHUT BbIOOD criocoOa mudpoBanms?
A) oT 0cOOCHHOCTEH mepeaaBaeMoi HHPopMaIuu (ee IIEHHOCTH, 00beMa, Criocoda MpeIcTaBIeHus,
HEOOXOIMMOW CKOPOCTH TePEIauH;
B) 0T BO3MOXXHOCTEH BJIaJICIIbIIEB 110 3aIIUTe CBOeH nHpOpMAIK (CTOUMOCTh IPUMEHSIEMBIX
TEXHUYECKUX YCTPOUCTB, YA0OCTBO UCIOIB30BAHMUS, HAJIS)KHOCTh ()YHKIIMOHUPOBAHUS;
B) o6a oTBeTa BepHBI.

Jnist oOHapy KeHHsI LIeIeHAPABICHHOTO HABS3bIBAHHS TPOTUBHUKOM JIOXKHOM MH(pOpMAIUU
A) B niepeaBaeMoil HH(popMaLMK CTUPAETCs NU30BITOYHOCTb;
bB) B nepenaBaemyto nHGOpMAaIKIO BHOCUTCS H30BITOYHOCTD;
B) ncnionb3yeTcst KOJ YETHOCTH.

Kak Ha3pIBaeTcs YMCIOBass KOMOMHAIIMS, UCIIOIb3yeMast ISl IIPOBEPKH [IETOCTHOCTH?
A) UMUTOBCTABKa;
B) ko ayTeHTHUUKAITUN COOOIICHUS;
B) o6a oTBeTa BepHBI.

Kakwue TpeboBaHus NPEeIbIBISAIOTCA K KIHOYEBBIM X31I-QYHKUIUAM hi(M)=S?
A) HEBO3MOKHOCTh BBEIYUCIICHUS 3HaUeHHS hx(M) =S nis 3aganHoro coobmienus M 0e3 3HaHUS
kmoua k;
B) HeBO3MOXKHOCTB MToAOOpa JIs 3aJaHHOTO coobmeHus M ¢ U3BECTHBIM 3HaueHueM hx (M) =S
npyroro cooomenus M1, ¢ U3BeCTHBIM 3HaueHueM hy (M) =§; 0e3 3HaHus kitoya k;
B) 06a oTBeTa BEpHHI.

Kaxkoe TpeboBaHne HAIpaBIECHO MPOTUB CO3JAHUS MOAAEIBHBIX (C(haOpUKOBAHHBIX) COOOIICHHIA
IPH aTaKax THUIIA UMUTAIHS?
A) HEBO3MOKHOCTh BEIYUCIICHUS 3HaUeHHS hx(M) =S nis 3aganHoro coobmienus M 0e3 3HaHUS
kmoua k;
B) HeBO3MOXKHOCTB MoAOOpa JIs 3aJaHHOTO coobIeHus M ¢ U3BECTHBIM 3HaueHueM hix (M) =S
npyroro cooomenus M1, ¢ U3BeCTHBIM 3HaueHueM hy (M) =S; 0e3 3HaHus kitoya k;
B) 06a oTBeTa BEpHHI.

Kaxkoe TpeboBaHne HampaBIeHO MPOTUB MOAU(PHUKAIINY IePeIaBaeMbIX COOOIICHHH MPU aTakax
THIIA ITOAMcHA?
A) HEBO3MOKHOCTh BEIYUCIICHUS 3HaUeHHS hx(M) =S nis 3aganHoro coobmienus M 0e3 3HaHUS
Kkmoua k;
B) HeBO3MOXKHOCTB MoAOOpa IJIs 3aIaHHOTO coobmeHus M ¢ U3BECTHBIM 3HaueHueM hix (M) =S
npyroro coodmenus M1, ¢ U3BeCTHBIM 3HaueHueM hy (M) =§; 0e3 3HaHus kitoya k;
B) 06a oTBeTa BEpHHI.

Kakas npoBepka o3HayaeT ayTeHTU(PUKAIMIO CeaHCa CBS3U?

A) npoBepKa LETOCTHOCTH COCITMHEHUSI, HEBO3MOKHOCTH MOBTOPHOW MEPEaaun TaHHBIX

IPOTHBHUKOM, CTOPOH B3aUMOJICHCTBHS;

B) npoBepka 11eJ10CTHOCTH COSIMHEHU S, HEBO3MOKHOCTH IIOBTOPHOM Mepeauu TaHHBIX
IPOTHBHUKOM, CBOCBPEMEHHOCTH TIePEAavr TAaHHBIX;

B) o6a oTBeTa BepHBI.
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Kakoe cpencTBo siBisieTcss OCHOBHBIM CPEJICTBOM JUISI TPOBEICHUS MACHTU(DUKATH?
A) IPOTOKOJIBI OHOCTOPOHHEW HICHTU(PUKALINH;
B) npoTokoiel B3auMHON UACHTU(DUKAIINH;
B) 06a oTBeTa BEpHHI.

Kak BRINIAIUT HUQpOBast MOMUCH JIJI COOOIIECHUs?
A) 9HCII0, TOTYYEHHOE B PE3yJIbTaTe XEIIMPOBAHUS, IPUMEHEHHOTO K 3TOMY COOOIIECHUIO;
B) uwrcio, mosiydeHHOE B pe3ysibTaTe KPUNTOrpaGUIeCKuX MpeoOpa3oBaHmid, MPUMEHEHHBIX K
3TOMY COOOIICHHIO;
B) ko ayTeHTH(UKAIIMN COOOIICHHMS.

J171s 4ero NpuMEHSI0TCS CIIEIUAIbHBIE CUCTEMBI IIPEABAPUTENIBHOTO paclpeieeHUs KIrouen?
A) ipy GOJIBIIIOM YHCIIE B3aUMOICHCTBYIOIIMX CTOPOH TPeOyeTcs MpeIBapUTEIbHAS PACChUIKA
3HAYUTENIBHOTO 00BbeMa KIIF0UEBON HHPOPMAIMH U MOCIIEAYIOIIee €€ XPAHEHUE;
B) onpenensercs nopsaoK UCHOJIb30BaHUs, CMEHBI, XpaHEHUS U apXHUBUPOBAHUS, PE3EPBHOIO
KOITUPOBAHUSI M BOCCTAHOBIICHUS, 3aMEHBI UM U3BSTHUSI U3 OOpalleHHs] CKOMIIPOMETUPOBAHHBIX, a
TaK)K€ YHUUYTOKEHHUS CTAPBIX KIIIOUEH;
B) npenycmarpuBaeTcs pacpe/ielieHle U XpaHeHHe He caMUX KITIouell, a HEKOTOPOil MEHbIIeH 1o
00BemMy HH(OpMAIINY, HA OCHOBE KOTOPOH KaXk/1asi CTOPOHA MOKET BBIUUCITUTH KITFOY IS
B3aMMO/JICUCTBUS C IPYTOMl CTOPOHOM.

Kakum o06pazom Hambosee mpocTo MOKHO OCYIIECTBUTD paclpeiesieHue KII4e Ui ceTel ¢
OOJBIINM KOJIMYECTBOM a0OHEHTOB?
A) B cucTeMax MpeaBapUTEILHOIO PACIIPEICIICHNs CEKPETHBIX KIIIOUEH;
B) B cuctemax OTKpBITOrO pacrpeaeieHusi CEKPETHBIX KIIIOUEH;
B) 06a oTBeTa BEepHHI.

Yro Takoe cepTuUKAT OTKPHITOTO Kiroya?
A) HabOp JaHHBIX, 3aBEPEHHBIX HU(PPOBON MOJMKCHIO IEHTPA CePTU(UKALNY, U BKIFOYAIOLITHA
OTKPBITBIA U CEKPETHBIM KIIIOYM, UMsI [10JIb30BATENs, UMs CEPTUPHUKALIMOHHOIO LIEHTPa, HOMEP
cepTuduKaTa, BpeMs AeUCTBUS cepTu(ukara, npeHazHaueHUue OTKPHITOTO Kitoya (HudpoBas
MOJIMHKCH, MU(pOBaHUE);
B) HaGop naHHBIX, 3aBEPEHHBIX M€YAThIO LIEHTPA CEPTU(UKALINY, U BKIFOYAIONINI OTKPBITHIHI KITIOY,
CIMCOK JIONIOJTHUTENIBHBIX aTpUOyTOB, IPUHAJIEKALINX a0OHEHTY, U IIpelHa3Hau€HUE OTKPHITOTO
KJII0Ya;
B) Ha0op aHHBIX, 3aBEPEHHBIX LU(POBOM MOAMUCHIO LIEHTPa CEPTUPUKALINN, U BKIIIOYAIOIIUI
OTKPBITBIN KJIF0Y U CIIMCOK JIOTIOJIHUTEIBHBIX aTPUOYTOB, IPUHAAJICKAIINUX A0OHEHTY.

Uro 03Ha4YaeT TEPMHUH MOLTHOCTH ajdaBuTa?
A) KOJIMYECTBO CUMBOJIOB B OTKPBITOM al(aBuTeE;
B) urcio BO3MOXHBIX KOMOWHAITUN CHMBOJIOB OTKPBITOTO ali(haBHTA;
B) xonuyecTBO MIM(pPBENTUYNH OTKPHITOTO anhaBUTa.

K kakomy kiaccy mudpoB oTHocUTCs MUGP, ecnu PparMeHT OTKPHITOrO TEKCTa (OTACIbHBIE
OyKBBI WK Tpynma OyKB) 3aMEHSIOTCS HEKOTOPBIMH WX SKBUBaJICHTaMU (OykBamu, uppamu,
CHMBOJIaMU WJIM MX KOMOMHaIKeH) B mudprekcTe?

A) mmdpsl 3aMEHBI;
B) mudpe mepecTaHOBKH;
B) koMI03uIIMOHHBIE MUPHL.
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K kakomy kiaccy mudpoB oTHOCUTCS MUGP, ecii OYKBbI OTKPBHITOTO TEKCTA MPH MUGPOBAHUN
KaKUM-HHOY]Ib CIIOCOOOM MEePECTaHABIMBAIOTCS, TO €CTh U3MEHSETCS TOJIBKO TOPSIIOK CIIET0BAHUS
CHUMBOJIOB OTKPBITOTO TEKCTa?

A) mmdpsl 3aMEHBI;
B) mudpe mepecTaHOBKH;
B) koMI03uIIMOHHBIE MUPHL.

Uro criexyer Aenath sl yBEIWYCHHsI KPUIITOCTORKOCTH mudpa?
A) YBEUUMBATh PA3HUILy MEXKIY YHCIOM MUGPBEIUYUH U YUCIOM OYKB B andaBuTe;
B) 6onee paBHOMEpHOI T0JKHA OBITH TUAarpaMMa IOBTOPSIEMOCTH 3HAKOB IMIH(PPTEKCTA;
B) 06a oTBeTa nMpaBUIILHEI.

Jliis yero ucnonb3yrorcs: 07104HbIe UPPHI?
A) U1 yBeTMYEHUS KOJMYECTBA H(PPBEIUYNH;
B) nns yBenuuenus ckopoctu muppoBaHus;
B) o6a oTBeTa paBUIIBbHEL.

B yem cocTouT OCHOBHOE MPEUMYIIIECTBO ACHMMETPHYHOTO MMU(POBAHUS MTEPE]T
CUMMETPUYHBIM?
A) HET HeOOXOIMMOCTH B TIepeiade CEKPETHOTO KIIF0Ua, KOTOPBIA MOKET OBITh MepexBaueH
37I0YMBIIIJICHHUKOM;
B) Gonbiast Tpy10€MKOCTh TIOCIIEAHETO U, KaK PE3yJIbTaT, MCHBIIINE CKOPOCTH MPH MU(POBAHNH;
B) 06a oTBeTa BEpHHI.

Kakue mm¢ps! Ha3biBatoTcst oMmooHamu?
A) mmdpbl MHOTO3HAYHON 3aMEHBI;
B) mHoOro0andaBuTHBIC MIUDPHI;
B) mm¢psl raMmMupoBaHus.

Yro takoe mmppBennyrHa’?
A) 9HCII0 BO3MOXHBIX SKBHBAJICHTOB JUIS 3aMEHBI OTKPBITHIX CHMBOJIOB;
B) sxBuBasieHTHI B IU(PTEKCTE, 3aMEHSIOIINE CUMBOJIBI HIIU TPYIIIBI CHMBOJIOB B OTKPBITOTO
TEKCTa;
B) oTKpBITHIN TEKCT nepea HH(pPOBaHUEM MPEACTABISAETCS B BUJIE TIOCJIEA0BATEIIEHOCTH
«TIOJICTIOBY», HA3bIBAEMBbIX IU(PPBEININHAMU.

C KakuMH LEJSIMU B KpUITOrpaguu BBOJSTCS MOJICITH OTKPBITBIX TEKCTOB??
A) city’KaT OCHOBOII sl aBTOMAaTH3allMU MTPOIIECCOB KPUIITOAHATH3A MIN(PTEKCTOB;
B) city)xat 0CHOBOIA B Ipoliecce H3y4eHUs] KPUIITOCTOMKOCTH Pa3InYHBIX CHCTEM HIH(POBAHHUS;
B) o6a oTBeTa BepHBI.

K kakomy knaccy mugpoB OTHOCATCS aJINTUBHBIC METO/IbI IIHM(PpOBaHUs?
A) oMO(OHBI;
B) mm¢psl MHOTO3HAYHOM 3aMEHBI;
B) mmudpel raMMupOBaHUS.

K xakomy kiaccy IHU(pPOB OTHOCATCS aHAIUTHYECKUE CIIOCOObI U pOBaHMs?
A) mmdpsl 3aMEHBI;
B) mudpe mepecTaHOBKH;
B) mapmpyTHBIE IEPECTAHOBKHU.

Kakwue u3 npuBeeHHBIX MUPPOB ABIAIOTCSA MHU(PaMU EPECTAHOBKU?
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A) pemerka Kapnano;
B) kBanpat [Tonubus;
B) ta6muma IlopTo.

45. Kakue u3 npuBeieHHbIX MU(POB ABISIOTCS MUGpaMu 3aMEHBI?
A) RSA;
b) AES;
B) 'OCT 28147-89.

46.  Kakue cBOMCTBA OTKPBHITOTO TEKCTa MCIOIB3YIOTCS MIPHU BCKPHITUH MM (pa MEPECTaHOBKHU?
A) OrpaHMYEHHEM MOXKET MOCITYKHUTh MOSBICHHUE 3alIPETHBIX OUrpamm;
B) nHanbonee yacteie OUrpaMMBbl OTKPBITOTO TEKCTA, KOTOPbIE MOKHO COCTAaBUTH U3 OYKB
paccMaTpuUBaeMoro MU(pPOBaHHOTO TEKCTA;
B) o6a oTBeTa BepHBI.

47.  Kakas U3 MareMaTHYeCKHX MOJIeNIei COOTBETCTBYET alropuTmy mudpa Atdam?
A) Yi=1j;
B) Yi = Xi+3(mod n);
B) Yi = Xwmi+).
1 4 8
A=[3 7 2
48. ZammupyiiTe ¢ MTOMOIIBIO MATPUYHOTO IH(dpa ¢ KIIFOUEBON MaTpUIIei 69 Sy

I_II/I(prBOFO 3KBHUBAJICHTA 6}/KB OTKPLITOI'O TCKCTA CJIOBO 361661661.
A) 28,35,67,21,26,38;

B) 24,38,42,21,32,46;

B) 12,32,7634,17,19.

49.  Yro Ooiee menecooOpa3HoO IS HAAKHOHN 3aIIUTHI HHPOPMALIUU?
A) apXuBaIys OTKPHITOIO TEKCTA C MOCIEAYIOIINM;
B) mmidpoBanue OTKPHITOro TEKCTA € MOCIEAYIONIEH apXUBaLUeil;
B) He umeeT 3HaYEHUS.

50. K kakum mmdpam otHocutcst cuctema mudpopanus [lerpa I « [ {udupb»?
A) oMo oHBI;
B) mdpe1 OurpaMmMHO#M 3aMEHBI;
B) mm¢psl mpocToii 3aMeHsI.

51.  Ha kakom criocobe mmdpoBanus 66Ut ocHOBaH OurpamMmusiid mmdp [Imiidepa (Playfair,
Benukobpuranus), npuMmensBiniics Benukoopuranueir Bo BpeMs [lepBoii MUpOBO# BOHBI?
A) crioco6 mmdpoBaHus COCTOST B pa30UBKE BXOJHOTO TEKCTa HA OUTPaMMBI,
B) Ha no3yHrosom crnoco0e 3anonHeHus mudpTadbauis;
B) 00a orBeTa BEpHBHI.

52. Kakue mmpsl oTHOCATCS K MU(ppaMu MHOTO3HAYHOM 3aMEHBI?
A) mmudp Brmwxenepa u mmdp Tpuremus;
B) mmdp [Isiidepa u mudp Xuia;
B) mmudp Bepnama u mmmdp Ilopra.

53.  CdopmynupyiiTe OCHOBHOE TpeOOBaHUE K KPUNTOrpahUIecKu CTOHKOMY FeHepaTopy
MICEBAOCIYYaHOW MMOCIEI0BATEIIbHOCTH UIU TaMMBI.
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A) TIepHOJI TaMMBbI JIOJDKEH OBITh JIOCTATOYHO OOJIBIITUM I HU()POBaHUS COOOIIEHUN Pa3TnIHOM
IUIAHEI,

B) ramma fomxHa OBITH TPYIHO MPEICKa3yeMOi, T.€. €CJIM U3BECTHBI THII TeHEpaTOpa U KYCOK
ramMMBbl, TO HEBO3MOKHO MPECKA3aTh CICIYIOIIHIA 32 STUM KyCKOM OUT raMMBbI ¢ BEPOSTHOCTHIO
BEIIIIE 3aIaHHOM.

B) o0a oTBeTa BepHsI;

[IpuBeauTe mpuMep COBEPIICHHOTO MH(pA.
A) mmdp Brmxenepa ¢ caMOKIIOYOM;
B) onnopasoserit 6mokHOT [leHHOHA;
B) cucrema Bepnama nnst Tenerpada ¢ OyMakHbIM KOJIBLIOM, COAEPKAIIUM FraMMy.

Kakue nm¢psl aBistrorest mmdpamMu raMMUPOBAHHSA?
A) umdp Tpuremus;
B) mmudp Buwxkenepa;
B) o6a oTBeTa BepHBI.

[To kakOMy MOJyJTFO IPOM3BOIUTCS CyMMHUPOBAHUE TAMMBI C OTKPBITBIM TEKCTOM B PEKHME
rammupoBanus ['OCT28147-89?
A) CyMMUpPOBaHHE 10 MOIYJIIO 2;
B) cymmupoBanue o Moayio 2°2;
B) o6a oTBeTa BepHBI.

KakoB pa3mep 61oka mmgppyemoro Tekcra B kpunrocucteme [OCT28147-89?7
A) 32 Owura;
B) 64 o6ura;
B) 'OCT28147-89 — noTo4yHasi KpUITOCUCTEMA.

Kakue ¢pyHKINY BBIMONHSAET KPUIITOCUCTEMA?
A) ycuiieHHEe 3alIUIEHHOCTH JaHHBIX U 00Jer4yeHne padoThl C KpUITOAITOPUTMOM CO CTOPOHBI
YeJI0BEKa;
B) ycunenue 3amIeHHOCTH JaHHBIX U 00€CTIEYeHNe COBMECTUMOCTH ITOTOKA JIAHHBIX C IPYTUM
IPOrPaMMHBIM 00€CIIeYCHHEM;
B) o6a oTBeTa BepHBI.

JJist 9ero B MOTOYHBIX MH(pax UCIONB3YIOTCS PETHCTPBI CABUTA C OOPATHOM CBS3bIO?
A) 17151 TeHepaluy KJII0YeBOM MOCIe10BaTEIbHOCTH;
B) nns opranmuzanuu pexuma oOpaTHON CBsI3U B OJ0YHBIX MHK(ppaXx;
B) 06a oTBeTa BEepHHI.

Yro Takoe ckpeMOiep?
A) iporpamMMHbI€ WM allliapaTHbIE peajnu3alii reHepaTopa MceBI0CITyYaiiHO TaMMBbl;
B) nporpaMMHbIe UK anmapaTHbIE peaanu3aluy alropuTMa, MO3BOJISIONIEro MU poBaTh MOOUTHO
HENPEPBIBHBIE TTOTOKU HHPOPMAIIHH;
B) 06a oTBeTa BEpHHI.

B 4em cocrout riaBHas npobiaema mu@poB Ha OCHOBE CKpeMOiepoB?
A) CHHXpOHHU3AIMS IEPEIAONIET0 (KOAUPYIOLIEro) U MPUHUMAIOLIETO (JEKOAUPYIOILIETO)
YCTPOMCTB;
B) xonupytommas nociae 0BaTeNbHOCTh OUT IPOU3BOIUTCS U3 HEOOJIBIIOr0 HAYAJILHOTO 00BeMa
uH(dopmaIuu;
B) masleHbKUI IEPUOJ TAMMBIL.



62.

63.

64.

6S.

66.

67.

68.

69.

25

Kakue MeTopl CHHXPOHU3AIUY TPUMEHSFOTCS Ha TPAKTUKE B CUCTeMax MH(poBaHUSI HA
OCHOBE CKpeMOJepoB?
A) no6aBiieHrEe B TOTOK HHGOPMAIIMU CHHXPOHU3HPYIOIINX OUTOB, 3apaHee U3BECTHBIX MTPHUEMHOMN
CTOPOHE, UTO MO3BOJISET € MPU OTCYTCTBUU TAKOTO OMTa aKTUBHO HaYaTh MOMCK CHHXPOHU3AINH C
OTIPABUTEIIEM;
B) ucnonpzoBaHue BEICOKOTOYHBIX T€HEPATOPOB BPEMEHHBIX UMITYJIbCOB, UTO MO3BOJISIET B
MOMEHTHI IOTEPHU CHHXPOHHU3AINH POU3BOIUTH Paciu(pOBaHUE TPUHUMAEMBIX OMTOB
uHdopmaruy "mo namiaTu" 6€3 CHHXPOHMU3AIUY;
B) o6a oTBeTa BepHBI.

Kakoit MmeTon uctonb3yeTcs Ui paHI0MU3aIUH COOOIIECHHI?
A) BHECEHHE CITy49aiilHBIX OUT B caM mudpyeMblil ¢aiiin ¢ TrHOpUpOBaHWEM HUX Ha aemudpyromen
CTOPOHE;
B) mmudposanue ncxomHoro (aiisia crydaiiHbIM KITIOUOM;
B) o6a oTBeTa BepHBI.

KaKI/Ie H_II/I(prI/ICTeMBI nu3 Hepe‘-H/IC.HeHHBIX HUXKEC SABJIAKOTCS HOTO‘-IHLIMI/I?
A) A5, SEAL, RC4;
B) DES, AES, Rijndael;
B) RC2, RC5, IDIA .

[lepeuncnuTe OCHOBHBIE PEKUMBI PAa0OTHI, TPEAYCMOTPEHHBIE B CTaHAApTe MN(POBAHUS
mauabeix 'OCT28147-89.
A) npocToii 3aMEHBI, TAaMMUPOBAHNUS, TAMMHUPOBAHUS ¢ OOPaTHOM CBSI3bI0, TAMMHPOBAHUS C
00paTHOM CB3bI0 MO MIH(DP TEKCTY;
B) npocToii 3aMeHbl, raMMHPOBaHHs, TAMMHPOBAHHS C 00PAaTHOM CBSA3BIO, BBIPAOOTKH
UMHTOBCTABKH;
B) snexkTpoHHas KOAOBasi KHUTA, CLETICHUs 0JI0KOB, 0OpaTHas CBSA3b MO BBIBOJY, OOpaTHas CBS3b
1o mudpTexcry.

[lepeuncnure OCHOBHBIE PEXKUMBI PaOOTHI, IPEAYCMOTPEHHBIC B CTaHIAApTE MIH(PPOBAHUS
nagueix DES.
A) npocTOii 3aMEeHbl, FAMMHPOBaHUs, TAMMUPOBaHUs ¢ OOPATHOH CBS3b0, FTAMMHPOBAHUS C
00paTHO# CBA3BIO 1O MHUQPPTEKCTY;
B) npocroii 3aMeHbl, raMMHPOBaHUS, TAMMHUPOBAHUS C OOPATHOM CBSI3bI0, BHIPAOOTKH
UMHUTOBCTABKH;
B) snexTpoHHAas KO0Bas KHHUTA, CUEIUICHHs OJIOKOB, 0OpaTHas CBsI3b 0 BBIXOJY, OOpaTHAas CBS3b
no mudprekcty?

HazoBuTte aeiicTByronmii cranaapt mudpoBaHus B AMepuke?
A) DES;
b) AES;
B) Triple DES.

Kakoii kpunrorpaduueckuii airOpUTM™ JIeT B OCHOBY cTaHjapra mudpoBanus AES?
A) Lucifer;
B) Blowfish;
B) Rijndael.

Kakwue U3 npuBeICHHBIX KPUIITOrpaUIECKUX aIrOPUTMOB MCIIONIB3YIOT B OCHOBE CETh
Deiicrend?
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A) DES;
b) Rijndael;
B) 06a oTBeTa BEepHHI.

Yro obmiero B cranmaprax DES u 'OCT28147-89?
A) pa3mep 6110Ka, pa3Mep KJtoya, KOJIUYeCTBO LIUKIIOB;
B) pazmep Gnoka, npeobpazoBaHue, KOJIUUECTBO LIUKIIOB;
B) o6a oTBeTa BepHBI.

HazoBute pa3mep kitoya (B 6utax), ucrnonb3dyemoro B kpunrocucteme 'OCT28147-89?
A) 32;
b) 56;
B) 256.

[Touemy kpunrorpaduueckuit anroputm ['OCT28147-89 Gosee yCTOWUNB K BCKPBITHIO ITyTEM
HOJTHOTO Tepedopa Mo MHOXKECTBY BO3MOKHBIX 3HaUCHHH Kitoda, uem DES?
A) dynknus mmdposanus ['OCT ropazno cnoxsaee ¢pynkuuu mudppoanus DES;
B) B cuty HamHOrO0 GOJIBIIEH JUIMHBI KITH0YA;
B) 06a oTBeTa BEpHHI.

Yrto Takoe manmKecT cooOmenus?
A) pe3ynbTaTa BEIYUCICHHS Xel-QyHKINY;
B) undpoBoii oTnevaTok manpla;
B) o6a oTBeTa BepHBI.

Kakast maTematuyeckasi mpo0OiieMa JISKUT B OCHOBE CXEMbI OTKPBITOTO pacHpe/IeICHUs KITtouei
Hudbdu u Xennmana (Diffi W., Hellman M.E.)?
A) oriepanysi BBIMUCIICHUS JUCKPETHOTO JIoTapudma;
B) dakropuzarus 60JIbIIOTO YKCIA;
B) o6a oTBeTa BepHBI.

B dem cocTOUT OCHOBHOE OTIMYHE ACUMMETPUUYHBIX KPUIITOCUCTEM OT CUMMETPUYHBIX?
A) 115 mepejaun OTKPHITOro KIIkoYa OT MOJy4yaTels K OTHPaBUTENI0 CEKPETHBIN KaHaNl HE HYXKEH.
BwmecTo Hero ucnosb3yercst ayTeHTUYHBIN KaHal, FrapaHTUPYIOIIUNA MOJIMHHOCTh HCTOYHHUKA
uH(dopmaIuu;
B) nnis mudpoBanus u nemmppoBaHus UCTIONB3YIOTCS PA3IMYHBIC KIFOYH;
B) 06a oTBeTa BEpHHI.

HazoBure Hanbonee pacnpocTpaHeHHbIE 001aCTH TPUMEHEHUS aCUMMETPUYHBIX
KpUITOrpapuyecKux cucrem?
A) accuMeTpHYHas CUCTEMa UCIIONb3YyeTCs Ui IU(PPOBaHUS KOPOTKOTO CEAaHCOBOTO KIII0Ya, a
UH(POPMALIMOHHBIE TOTOKH B TEYEHUE CEAHCA MPUXOAT [0 CHMMETPUYHON CUCTEME;
B) accumeTpuynas cucteMa UCHOIb3yeTCs ISl I0Ka3aTeIbCTBa MPUHAAIC)KHOCTH B Cllydyae 0TKa3a
OTIIPABUTEIIS/TIONyYATENsl OT PaHee MepelaHHOTO/IPUHATOTO COOOIICHUS;
B) 06a oTBeTa BEpHHI.

Jnst penieHus Kakux 3a/1ad UCIob3yercs HudpoBast MoANUCh?
A) 175 10Ka3aTenbCTBA MIPUHAJICKHOCTH B CIIydae 0TKa3a OTIPABUTEIS/TIOTyYaTells OT paHee
nepeJaHHOTO/TIPUHATOTO COOOIICHHUS;
B) nnis obecrieuenust ayTeHTU(DHUKAIIMN U KOHTPOJISI IETTIOCTHOCTH;
B) 06a oTBeTa BEpHHI.
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78.  SIBisiercs n BEpHBIM yTBEP)KJICHHE, UTO IPUMEHEHHE aCUMMETPUYHBIX CUCTEM B 001LEM
cllydae MPUBOJUT K CYIIECTBEHHBIM 3aJIepKKaM MpH MH(poBaHUH (110 CPABHEHUIO C
CUMMETPUYHBIMU)?

A) na;
b) Her;
B) 3aBucHT OT pa3mMepOB UCIOIb3YEMBIX KIHOYEH.

79.  Kakum o0pa3zom Bbraucisercs nudposas moanucs?
A) nocneoBaTeNbHOE BBIYMCICHUE XeUI-(PYHKIMHY OT UCXOJAHOIO COOOLIEHHs U I POBaHHUE
HOJYYESHHOTO 3HAYCHUS Ha CEKPETHOM KIIIOYE OTIpaBUTENs (WK pacuin(poBaHne Ha OTKPHITOM
KJIF0Y€ IIPU IPOBEPKE HOIHCH);
B) nocnenoBarensHoe mu(ppoBaHNEe HCXOJHOTO COOOIICHHUS HA CEKPETHOM KITIOUE OTIIPABUTEINS U
BBIYUCIICHUE XeII-(PYHKIUHU OT 3alIU(PPOBAHHOIO COOOIIEHUS;
B) nocienoBaTenbHOCTD ONEpayii HE UMEET 3HAaYCHUS.

80.  BepHo nu yTBEpKI€HUE, UTO B ACUMMETPUYHOM CHUCTEME HUKTO, KPOME OTIPAaBUTENS
HOJIMCAaHHOTO COOOLIEHHUs, HE 3HAET CEKPETHOI0 KJI0Ya, Ha KOTOPOM COOOLIeHHE ObLIO
HOJIUCAHO?

A) na;

B) HeT, cekpeTHBIN KII0Y U3BECTEH TAKXKE YAOCTOBEPAIOLIEMY LIEHTPY, BbIIABLIEMY OTIPABUTEIIO
ceptuduKkat nuGPOBOH MOANKCH;

B) Her, cexpeTHBIH KIII0Y U3BECTEH TAKXKE IIEHTPY ayTeHTU(UKALIUH, B KOTOPOM HCIIONB3YeTCs
KPUIITOCHUCTEMA.

81. Kaxkas pyHKkIus Ha3pIBaeTCst OJJHOCTOPOHHEH (one-way function)?
A) OyHKIMSA f(X) Ha3bIBAETCs OTHOCTOPOHHEH (one-way function), eciu a7 Bcex x U3 ee 00aacTu
oTpe/ieNIeHus JIETKO BBIYUCIUTD Y=f(X), HO HAXOKJEHHUE 110 3aJJaHHOMY ) TAKOTO X, 17151 KOTOPOT'O
f(X0)=V0, BBIYUCIUTENHFHO HEOCYIIIECTBUMO;
b) Oynkuwms f{x) Ha3pIBaeTCS OJTHOCTOPOHHEH (one-way function), eciu sl HAXO0XKICHHUE 110
3aJJaHHOMY ) TaKOTO Xy, JIsl KOTOPOTO f(Xg)=yo TpeOyeTcsi HACTOIBKO OTPOMHBINA 00bEM
BBIUKCJICHH, YTO 32 HUX MIPOCTO U HE CTOUT OpaThCs;
B) o6a oTBeTa BepHBI.

82.  BepHo nm yTBep:KIEHHE, UTO LIEIOYHUCICHHAs MIOKa3aTenbHas GyHKuus f(x)=a*(mod n), tae
OCHOBAaHHE a ¥ IT0Ka3aTesb CTENCHU X IPUHA UIe)KaT UHTepBany (1,n-1), IBIAETCS OJJHOCTOPOHHEH
¢byHKmen?

A) na;

B) cymectBoBaHUE OTHOCTOPOHHUX (YHKIMI HE JOKAa3aHO, HO OHAa MOXKET OBITh B3sITa B KAYECTBE
PUOJIMIKEHNS,

B) Her.

83. K kakum kpunrorpad@udeckuM cucTeMaM OTHOCUTCS crctemMa RSA?
A) K 6JI0YHBIM 3KCIIOHEHIMAIBHBIM CHCTEMaM, TaK KaK KaXKIblid 610K M OTKPBITOTO TEKCTa
paccMaTpuBaeTCs Kak 1eJI0e YMCiIo B uHTepBaie ot () 1o (n-1) u npeodpasyercs B 010K
mUPPTEKCTA;
B) x mm¢pam 0THO3HAYHON 3aMEHBI,
B) 06a oTBeTa BEpHHI.

84. UemM onpegensieTcss CTOMKOCTh Kpuntocuctembl RSA?
A) CII0)KHOCTBIO U3BIICYCHHSI KOPHS CTETICHHU e M3 OOJBIIOTO IeJIOT0 YKCIIa M0 3aJaHHOMY MOJIYJTIO
UN
B) cnoXHOCTBIO pa3yiokKEHUsI HAa TPOCThIE COMHOXKUTEIU OOJIBIIOTO 1IEJIOr0 YUCIa;
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B) 06a oTBeTa BEpHHI.

Kaxkas pyHkius ucnonp3yercs B kpunrocuctemMe RSA 11 reneparium cekpeTHOro Kiroda?
A) pynkius Ditnepa;
b) dynkus Mebuyca;
B) o6a oTBeTa BepHBI.

Kakoit paxTop onpezensier pa3mep kiroya B kpuntocucreme RSA?
A) pecypcamu OBM, Ha KOTOpPO#l yCTaHOBJIEHA KPUIITOCUCTEMA;
B) nnuHO# mMQpyeMoro OTKphITOro TeKCTa;
B) pazmepom Moayis 1, IO KOTOPOMY UAET MK(POBaHUE.

UYewm omnpenensieTcsi CTOMKOCTh Kpuntocuctembl Elgamal?
A) CIOXHOCTBIO TUCKPETHOTO JIOTapu(PMUPOBAHUS;
B) cnoxHOCTBIO pa3inoxKeHHs Ha MPOCThIE COMHOXKUTENN OOJIBIIOTO 1IEJIOT0 YnCIa;
B) o6a oTBeTa BepHBI.

Kakas cxema mm¢ppoBaHus JieTia B OCHOBY CTaHIAPTOB JIEKTPOHHON U(PPOBON TOJMHUCH B
CIIA (DSA — Digital Signature Algorithm) u Poccuu (I'OCT 334.10-2001)?
A) cxema PatiBecra, Illamuns u Annemana (Rivest R., Shamir A., Adleman L.;
B) cxema Dnb-I"amans (Elgamal);
B) cxema /lupdu u Xemnmana (Diffi W., Hellman M.E.).

ITo kakoit popmyIie BEIYUCIIACTCS CEKPETHBIN KiTto4 B mmdpe Dib-I'amansa?
— €
A)Y = g (mod p),
B) ed =1 (mod ¢(n));
B) BrIOMpaeTcs Mpou3BOJILHO U3 ycaoBus 1 <x <p.

o kakoit popmyIie BEIYUCIIAETCS CeKPEeTHBIN Kitou B mudpe RSA?
J— €
A)Y = g (mod p).
B) ed =1 (mod ¢(n));
B) BBIOMpaeTCs MpOU3BOJIBHO U3 yCaoBHs 1 <X <p.

K kaxomy knaccy mmdpoB otHOcHTCs mudp mo cxeme Dib-I"amansa?
A) mdpbl MHOTO3HAYHON 3aMEHBI;
B) cxembl BeposSTHOCTHOTO MK(pOBaHUS;
B) 00a oTBeTa BEpHBHI.

Uro obmero Mmexy kpunrocuctemamu Dib-I"amainst u RSA?
A) i psl MHOTO3HAYHOW 3aMEHBI,
B) mmdps1 0qHO3HAYHON 3aMEHBI;
B) acummeTpuuHbie mudpeI.

B gem coctout croco6 B3iaoma mudpa RSA ?
A) B TOM, 9TOOBI HAUTH METO]T BEIYMCIICHHUSI KOPHS CTETICHU e U3 mod 1,. TOCKOJIBKY KPUIITOTpaMma

C=M ‘ (mod n), TO KOpHEM CTEIEHU e U3 (mod n) siBnsiercs cooduieHne M;

B) B ToM, 4TOOBI HAIITH TTaBHBIE COMHOXKHUTEIH 00IIEro MOAYIS 72 (p U q), TOCKOJBKY C X
TIOMOMIBIO MOYKHO JIETKO BBIMHCINMTE CEKPETHBIN Kimo4 d 1uist pacmmposanus M= C? (mod n);
B) 00a oTBeTa BepHBI.

B 4em cocrosT npeumyiiecTBa MU(PCUCTEM ¢ OTKPBITBIMU KIHOYaMu?
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A) 11 oOMeHa KiroYaMu aDOHEHTaM CEKPETHBIN KaHall He HYIKCH;

B) npumMeHeHne CUMMETPUYHBIX CHCTEM MPUBOIUT K CYIIECTBEHHBIM 33JIepXKKaM MPH MIH(PPOBAHUN
(10 CpaBHEHHIO C ACHMMETPHYHBIMHU );

B) o6a oTBeTa BepHBI.

Kakwne xam-pyHKIMM ncnonb3yores A GopmupoBanust nudpoBoii moamucu?
A) OGeckiIroueBbIe OTHOCTOPOHHKE XAMI-(DyHKINY;
B) xiroueBbie 0THOCTOPOHHUE XAI-PYHKIINY;
B) kpunrorpadudeckue X3m-QyHKIUH.

Xoa1-3HaueHne Kakoi anHbl (B 6aiitax) Berauciser crangapt ['OCT P34.11-2001?
A) 32;
b) 16;
B) 20.

Kakoit mudp ncnons3yer oreuecTBeHHbI ctannapt xsmmpoBanus [OCT P 34.11-94 nns
UG POBaHUS UCXOIHBIX TAHHBIX, YTOOBI 00ECIIEYNTh HEBO3ZMOXKHOCTH M0100pa COOOIIEHUH C
OJIMHAKOBBIM X3III-3HAYCHHEM?

A) RSA;
B) 'OCT 28147-89;
B) mmudp Dab-I"amans.

[Tepeurciute aarOpUTMBbI JIEKTPOHHON UGPPOBOU MOAITUCH?
A) RSA, DSA, EGDA, cxema llnoppa, 'OCT P34.10;
B) 'OCT 28147, DES, AES, ESIGN, ECDSA;
B) CTB 1176.2-99, McEliece, Rijndael, Cxema duddu — Jlammopra.

K kakum Bugam aTak ysi3BuMa mudposas noanucs RSA?
A) K MyJIbTUIJIMKATUBHOM aTakKe;
B) HeneneBoro nCnop30BaHusl CEKPETHOIO KITI0Ya;
B) 06a oTBeTa BEpHHI.

100. Kakumu npeumyIiecTBamMu o0nanaer cxema 1udpoBoit moanucu Diib-I"amass o cpaBHEHHIO CO

—

hd

cxemoi mudposoit moanucu RSA?

A) npy 3aJaHHOM ypOBHE CTOMKOCTH alrOopUT™Ma HU(POBON MOIIMKUCH IIeJIble YUCIIa, YyYaCTBYOIINE
B BBIUHCJICHUSIX, UMEIOT 3alIUCh Ha 25% KOpoue, UTO YMEHBIIAET CI0KHOCTh BBIUMCIEHUN [TOYTH B
JIBa pa3a U MO3BOJISIET 3aMETHO COKPATUTh 00bEM HCIIOJIb3YEMOM MaMATH;

B) ipu Be16Ope Moayst P OCTaTOYHO MPOBEPUTH, YTO ITO YUCIIO SABJISETCS MPOCTHIM;

B) 06a oTBeTa BEepHHI.

7.3.2 IIpomexyTouHasi aTTecTarus
OneHouHble CpesICTBA AJIs IPOMEXKYTOUHOM aTTeCTaluu
DK3aMeH
Crnircok BOIpoCoB JUIsl 3K3aMeHa
Hapucosatp 6510k-cxeMy alropuT™Ma U MPUBECTH YUCIOBOM npumep mndpa Beprnama.
[IpuBecTu ynCIOBOI pUMED € TMHEWHBIM '€HEPATOPOM I'aAMMBbI C MAKCUMAJIbHBIM I1EPHOJIOM.
Hapucosatp 6510k-cXeMy alropuT™Ma U MPUBECTH YUCIOBOM MpuUMep 0OMEHa KITF0YaMH 110 CXeMe
Huddu-Xenamana.
HapucoBatp 6110K-cXeMy airoputTMa v MpUBECTH YnCcIoBoM npumMep mudpa RSA.
HapucoBatp 6510K-cXeMy anropuTMa U IpUBECTH YUCIO0BOM npuMep mmdpa Dinp-Iamans.
Hapucosatb 6:10k-cxemy 1iudpoBoit moanucu mo anroputmy RSA. TlpuBectu unciioBoi mpumep.
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HapucoBatp 6510K-cXeMy alroOpuTMa U MPUBECTH YUCIOBOM MpUMEp KpHUNTOrpaduyecKoi xeui-
(GyHKIHH.

Hapucosats 6110k-cxemy 1mudpoBoit moanucu o anroputmy EGSA. [IpuBectu uncioBoii mpumep.
HapucoBatb 6510K-cXeMy alNropuTMa U IPUBECTH YUCIOBOM nMpuMep IMH(POBaHUS TaHHBIX DJIb-
["amaus.

HapucoBatp 010K-cXeMy reHepaluy 4acTHOro OTKphIToro kioua no aiaroputmy I'OCT P 34.10-
2012. IIpuBecTu 4MCI0BOM TpUMED.

HapucoBare 0Onok-cxemy renepauuu rammel no crapaapty 'OCT P 34.12-2015. Ilpusectu
YUCIIOBOM MIpUMED.

Hapucosatp 6510k-cxeMy paciinpoBaHus JaHHBIX 10 anroputMy Dib-I"amans. [Ipusectu
YUCIIOBOM MPUMED.

HapucoBare Omok-cxemy uuppoBoid mognucu 1o amroputmy ECDSA. TlpuBectu umcioBoi
npumep.

HapucoBare Omok-cxemy muppoBoid mognucu 1o amroputmy ECDSA. TlpuBectu umcioBoi
pumep.

Hapucosatp 0510K-CXeMy aJIrOpUTMa U IPUBECTH YUCIIOBOM IPUMEP CIIOKEHHUS JBYX TOUYEK
SJUIMIITUYECKOW KPUBOU HAJl KOHEYHBIM MOJIEM.

Hapucosatp 0510k-cXeMy aJIrOpUTMa U IPUBECTH YUCIIOBOM PUMEDP  YJIBOCHUS TOUKHU
3JUIMIITHYECKOW KPUBOM HAJl KOHEYHBIM MOJIEM.

HapucoBare Onok-cxemy mudpoBoit moamucu mo anroputmy ['OCT P 34.10-94. Ilpuectu
YUCIIOBOM MIpUMED.

Hapucosare Omnok-cxemy nudpoBoii nmoamucu mo anroputmy ['OCT P 34.10-2012. IlpuBectu
YUCIIOBOM MIPUMEDP.

HapucoBatp Gnok-cxemy ¢yHkimu mudpoBanus gaHHbIX nmo crapaapry 'OCT P 34.12-2015
(Marma). [IpuBecTu 4ynciI0BOM IpUMEp.

Hapucosatp 6110k-cxemy ¢yHKIMH mudpoBanus JaHHbIX 1o cranaapty DES. IlpuBectu uncnoBoi
npumep.

. HapucoBath 010K-CXeMy alropuTMa U NpUBECTU YUCIOBOM pumMep 3amensl o tadbnune ['OCT P

34.12-2015. ITpuBecTH 4MCIOBOI TPUMED.

HapucoBatp 6nok-cxemy mmdpoBanus gaHHbix no crapaapry 'OCT P 34.12-2015 (Marma).
[IprBecTH YHCIOBOM MTPUMED.

Hapucosarte 6mok-cxemy mudpoBanus ganabix mo cranaapty [OCT P 34.12-2015 (Ky3Heuuk).
[IprBecTH YHCIOBOM MTPUMED.

Hapucosatp 610k-cxemy mudpoBanust JaHHbIxX 1o ctangapty DES. ITpuBect yncioBoii mpumep.
Hapucosats 6110k-cxeMy mudpoBanus JaHHbIX 1o ctannapTy AES. [IpuBectu uncioBoit mpumep.
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