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1 ]_Ie.]'[l/l, 3alavdi U IVIAHUPYEMBIC PE3YyJabTaTbl oﬁyqunﬂ o TMCIOMIIJIMHE

Heabio npenonaBanys IUCIUIUIMHBI SBISETCS ()OPMUPOBAHUE y CTYJCHTOB 3HAaHHWH B 00JaCTH
0€30IMaCHOCTH ONIEPAIMOHHBIX cUcTeM Linux.
3ajgaum npenogaBaHus IUCLUIINHBL
® U3y4YeHHE NPHHLUIIOB OpPTraHU3alUU WH()OPMAIMOHHBIX CHCTEM B COOTBETCTBUH C
TpeOOBAHUAMU TIO 3aITUTE HHPOPMAIIHH;
® OCBOGHHE METOAOB, CIIOCOOOB M CPEACTB pa3BEpPTHIBAHMSA, KOH(MUTYPUPOBAHUS
BBIUMCIINTENIbHBIE CETH, HACTPAUBAHUS MOJUTHKU 0€30MaCHOCTH PaCHpOCTPAHEHHBIX
OTICPAIIMOHHBIX CHCTEM, a TaKXKe JIOKAJIbHBIX BBIYMCIUTEIBHBIX CETEel, TOCTPOCHHBIX
Ha UX OCHOBE, NMPUMEHEHHs] OTEYECTBEHHBIX M 3apyOEKHBIX CTaHIApTOB B 00JacTH
KPUNTOrpaMueCKUX METOJ0B KOMITBIOTEPHON 0€30MacHOCTH sl POSKTHPOBAHHUS,
pa3pabOTKU M OLICHKH 3aLIUIIEHHOCTH KOMIIBIOTEPHBIX CUCTEM;
® U3yuYeHHE TUIOBBIX KPUNTOTrPahUIECKUX aITOPUTMOB.
B pesynprare ocBoeHMS AMCHMIUIMHBI «be3omacHOCTh oOmnepanmMoHHBIX cucTeM Linux» y
oOyyaromuxcss (OpMUPYIOTCS CIEAYIOIIME KOMIIETCHIMA M JIOJDKHBI OBITh JOCTHTHYTHI
CIIC/TYIOINE PE3YJIbTaThl O0YYEHHUS KaK 3Tal (OPMUPOBAHUS COOTBETCTBYIOIINX KOMITCTECHIIHHA:
3HATB!
- NPUHIOWIB OpPraHMW3ald MH()OPMAIMOHHBIX CHCTEM B COOTBETCTBHH C TPEOOBAHHMAMH IO
3amre  HMH(poOpManuH, Kpunrtorpaduyeckue CTaHAapThl W KAk HX HUCIOJNb30BaTh B
MH()OPMAMOHHBIX CHCTEMAX;
YMETh!
- pa3BepThIBaTh, KOHPUTYPUPOBATh M HACTPAMBATh BBIYMCIHUTEIBHBIC CETH, (OPMYITHPOBATH U
HACTpauBaTh MOJHUTHUKY OE30MacCHOCTH PACHPOCTPAHEHHBIX OIEPALMOHHBIX CHCTEM, a TaKXKe
JIOKQJIBHBIX BBIYUCIMTENBHBIX CETEH, IIOCTPOCHHBIX Ha X OCHOBE, IPUMEHSITH OT€YECTBCHHBIC U
3apyOeXHbIE CTAaHAAPTHI B OOJIACTH  KPUNTOrpaUYecKHMX METOJOB  KOMITBIOTEPHOM
0€30MacHOCTH JUISI MPOEKTHUPOBAHUS, Pa3padOTKM M OLEHKH 3aIIMIIEHHOCTH KOMIBIOTEPHBIX
CHCTEM;
BIIAJICTh!
- HaBbIKAMH UCTIOJIb30BAHUS TUIIOBBIX KPUNTOTPAPUUECKUX AIITOPUTMOB.

OOyuenue mo aUcHUIUIMHE «be30macHOCTh ONepalMOHHBIX cUCTeM Linux» HampaBieHO Ha
dhopMHpOBaHKE Y O0YJAOITMXCSI CICTYIONTUX KOMICTCHITHI:
Ko u HauMeHOBaHHE KOMMeTEeHIMii NHaukaTopbl 10CTHKEHUST KOMIIETEHIIMHU

OIIK-1.2 Cnoco0OeH afMUHUCTPUPOBATh NOIIK-1.2.1. 3HaeT NpuHIMIBI OpraHU3ALUU
CpeJICTBA 3alUThl HHPOPMAIIH B MH(OPMALIMOHHBIX CUCTEM B COOTBETCTBHUHM C
KOMITbIOTEPHBIX CUCTEMAX U CETSX; TpeOOBaHUSAMH MO 3alluTe HHPOpPMalHUY,
Kpunrtorpaguueckue CTaHAapTbl M Kak HX
UCIOJIb30BaTh B UH(POPMALIMOHHBIX
CUCTEMaX;

NOIIK-1.2.2. YmMmeer pa3BepTHIBATS,
KOH(UTYpUPOBAThH u HACTpauBaTh
BBIYUCIIUTENbHBIE CETH, (OPMYIHPOBATH U
HacCTpauBaTh HOJIUTHKY 0e30MmacHOCTH
pacrpoCTpaHEHHBIX OINEPALMOHHBIX CHUCTEM,
a TaK)Ke JIOKAJbHBIX BBIYMCIUTEIBHBIX CETEH,
MIOCTPOCHHBIX HAa MX OCHOBE, IPHUMEHSATbH
OTEYECTBEHHBIE W 3apyOC)KHBIE CTaHAAPTHI B
obmacti  KpunTorpaUyeckux  METOJIOB
KOMITBIOTEPHOU 0€30MacHOCTH TUISt
IIPOCKTHUPOBAHUS, Pa3padOTKU U OLEHKH




3aIUIICHHOCTH KOMITBIOTEPHBIX CUCTEM;
HNOIIK-1.2.3. Bmaneer HaBBIKAMH
HCIIOJIE30BaHM THIIOBBIX
KpUNITOrpagUueCKuX aJIrTOPUTMOB.

2 MecTo IMCHUIIMHBI B CTPYKTYype 00pa30oBaTeibHOM MPOrpaMMbl

JucnuruimHa «be30macHOCTh OINEPalMOHHBIX CHCTEM Linux» OTHOCHTCS K YHCIY Y4eOHBIX
JUCIUILINH o0s3atenbHoi yactu (b1.1) ocHoBHOI 0Opa3oBaTenbHOi mporpammsl (b1.31).
W3yueHne MAMCHUIUIMHBI ONMUPAETCSl HA 3HAHWS, YMCHUS W HaBBIKH, NPHOOPETCHHBIC B
NpeIIIeCTBYIOMUX AUCHUIUINHAX: «be3omacHocTh  omepanmuoHHBIX cucteM  Windowsy,
«be30macHOCTh ceTei AMEKTPOHHBIX BRIYACITUTEIBHBIX MAIITHHY.

3 CTpyKTypa U cofepKaHue TUCIHUIINHBI

OO0mass TpyaOeMKOCTh ITUCIHUIUIMHBI COCTaBisieT 4 3auyeTHBIX eauHul, T.e. 144 dacoB
(mabopaTtopHble 3aHATUS — 72 Yaca, caMocTosiTeNbHast pabora — 72 gaca, ¢opmMa KOHTPOJS —
9K3aMeH, KypCOBOM MPOEKT) B 4 cemecTpe.

CrpykTypa W conepxaHue AUCHUIUIMHBI «be3omacHoCTh omepanuoHHBIX cucTeM Linux» 1o
CpOKaM U BUJaM pabOThI OTpaxKeHsl B 1. 3.2

3.1Buabl yyeOHOM padoThHI M TPYA0EMKOCTh
(o dopmam oOyueHus)

3.1.1 Ounas popma oOyueHUs

Ne Biil vae6Hoil paboThI KoauuecTBO CemecTpbl
n/n 1y P 4acoB 4
1 | AyautopHble 3aHSITHSA 72 72
B ToMm uucne:
1.1 | Jlekuum
1.2 | CemuHapckue/mpakTUYECKUE 3aHATHUS
1.3 | JlabopaTopHbIe 3aHSATHS 72 72
2 | CamocTosiTeqbHasi padoTa 72 72
B toMm uucne:
2.1 | ...
3 | IIpomekyTouHasi aTTeCTALUS
3aver/mud.3aueT/FK3aMeH DK3aMeH
KypcoBoii npoekT +
Hroro 144

3.1.2 OuHo-3a04Has popma o0yUeHus
He npenycmorpena

3.1.3 3aounas ¢popma 0OyueHus
He npenycmotpena

3.2 TemaTuyeckni IJIaAH U3yYeHHU s AUCIUATIIIHHBI
(mo popmam oOyueHus)

3.2.1 Ouynas ¢popma o0ydeHus




Ne
n/n

Pa3zgeanl/TeMbl
JUCIHHUILINHBI

TpynoemMKocTb, 4ac

AyautopHas paboTta

Camoc

CemuHnap JaGopa [Ipakr TOsSITe

ckue/ nyecka

npakTage | P Pe a1 JIbHA

p 3aHSITH pador
CKHE MOATOT

A a
3aHATUA OBKa

Bcero | Jlex

JA85051

Pazgen 1.

Tema 1. Yerpoiicteo OC Linux.

28 14 14

Tema 2. PaboTa ¢ KOMaHAHON CTPOKOIA,
nporpaMMupoBanue Ha Bash.

28 14 14

1.3

Tema 3. MexaHu3Mbl pa3rpaHU4eHUs

npas goctyna B OC Linux.

28 14 14

1.4

Tewma 4. CereBag noacucrema OC

Linux.

28 14 14

1.5

Tema 5. Monutopunr coosituii, COB u

ayaut OC Linux.

32 16 16

Hroro | 144 72 72

3.2.2 OuHo-3a04Hast hopMa 00ydIeHHUS

He mpenycmorpena.

3.2.2 3aounas ¢popma 00yueHUs

He npenycmorpena

3.3. Copepxanue TUCHUILIMHBI

Ne
n/n

Pa3pnen (Tema)
AUCHHUILINHBI

Conepxanue

2

Pa3men 1

Yerpoiicteo OC Linux.

Pabora ¢ o6opymoBaHueM, yrpaBJieHHE yCTporcTBaMu B Linux.
[Ipouecc 3arpy3ku Linux. Maunuanuzamnus sysV, systemd,
upstart. [Togcucrema MHULIMATU3ALMU U YIIPABIIEHUS CIIyKO0aMu
systemd. 3arpy3unku Linux. Ynpasnenue 6uOnuorekamu B
Linux. Ynpasnenue nakeramu B Redhat-momgo6usix u B Debian -
no1o0HbIX OC. PaboTa ¢ )KeCTKUMU TUCKaMU: CO3aHUE U
(opmaTHpoBaHUE pa3AeIoB KECTKOTO TUCKA, YIIPABICHUE
KBOTamMHu AuckoB. CTpykTypa (aitnosoii cucremsl OC Linux.
[TpoBepka (haiioBOI CHCTEMBI, MOHTUPOBAHUE H
JEMOHTUPOBaHKE. Msrkue u xecTkue ccbulku. [louck n
pacmosioskeHre komau 1 aiinos B LINUX.

1.2

PaGota ¢
CTPOKOMH,
POTrpaMMHUPOBaHUE
Bash.

KOMaHTHOU

Ha

[TonsiTHEe KOMaHIHON 000JIOYKH, HACTPOIKa, IEpEMEHHBIC
cpenpl, anuackl. PaboTa ¢ mpoueccamu B Linux, mpruopHUTeTHI
npoueccoB. PaboTa B koMaHIHOH cTpoke Linux: TekcToBbIC
MIOTOKH, Ollepanuu ¢ (paiaamMu U JUPEKTOPHUSIMH, UCIIOJIb30BAHNE
MIOTOKOB, KOHBEWEPOB U nepeHanpasieHuid. [IporpaMmupoBanue
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Ha Bash: nepemenHbie, yCIIOBHBIE OMIEPATOPHI; MACCHUBBI, IIUKIIBI;
BXOJIHBIC MTapaMeTphbl, QyHKIUHU. PerynsapHbie BhIpaKECHUS:
oOmuii mpuHIMI, 00padoTka (daiiinoB popmara csv.

1.3

MexaHU3MBI
pa3rpaHU4eHUs npaB
noctymna B OC Linux.

[Ipouecc ayrentudukanuu nonszoBareneii B OC Linux, PAM-
ayTeHTU(UKalKs. YIpaBlIeHuEe YYETHBIMU 3aMUCAMU
I0JIB30BATENIEH U IPYII, UX CBOMCTBaMU. MeXaHU3M IPOBEPKHU
MpaB JI0CTyMa y cyObekTa Kk 00bekTy. Briagenpbiipl manok u
¢aiinos, mpaBa gocTyna K (aiiigaM U mamnkamM, Macka Co31aHus
¢aiimoB u manok. SUID SGID STICKY 6utsl. CTpyKTYpBI
MOTOKOB U TpoIleccoB. MexaHn3M KOHTEHHEpU3aIlH MIPOLIECCOB
cgroups. CucremMa npuHYIUTEIHHOTO KOHTPOJIS JOCTYIIA
SELinux, AppArmor. Knaccudukauus yszsumocteit OC Linux.

1.4

CeteBass noncucrtema OC
Linux.

Certu: IPv4 aapeca u macku mojiceTel, KiaaccoBasi U 0e3
kiaccoBas anpecanun, ctek TCP/IP, cereBbie MOPTHI U CITYKOBI,
npotokod [Pv6. Kondurypanronnsie dhaiasl cetu, pydHas
HACTPOWKa CETH, YTUIIUTHI HACTPOMKHU CETH, YIIPABIICHHUE
ceteBbiMU AeMoHamu. CereBast mapmpytu3aius B OC Linux,
MHCTPYMEHTBI JUArHOCTUKH CETH, HAaCTpoiika kinueHra DNS.
Hacrpoiika 1 ucnonp3oBanue MexcereBbix 3kpaHoB B OC Linux.
[Ipotokon FTP/SFTP: mexanu3m paOoTbl, HACTpOHKa
oe3onacuoro FTP/SFTP-cepsepa. [IpoTokoun ssh: mexanuzm
paboTbl, HacTpoiika 6e3omacHoro ssh-cepsepa. VPN.
TyHHENMMpOBaHUE CECCU U TTOPTOB, MM poBaHue (HanIoB.
IIporokos IPSec: TyHHENbHBIN U TPAHCTIOPTHBIN PEKUMBI.
[TocTpoenue 3ammIeHHOTO KaHala cBsi3u. BBeneHue B git,
pa3BepThIBAHKE JIOKAJIBHOTO git-cepBepa.

1.5

MonuTopuHr  COOBITHH,
COB u ayaut OC Linux.

[TnaHMpOBIIKKY 3a/1a4 Cron, anacron: CHHTAKCUC U
pacrionoxxenue (haiioB, MoIb30BaTENILCKUE U CUCTEMHBIE
3a/IaHus, CIIUCKHU focTyna. XXypHanupoBaHnue coObITHi: syslog,
rsyslog, syslog-ng, journal, logrotate. MoHUTOpPUHT ceTH ¢
nomoipio ELK-cTeka: HacTpoiika 1 UCoJIb30BaHue. AHAIU3
sanmumeHHocTH ELK-cteka. Cuctembl 0OHapyKeHUsT BTOPKEHUI
(COB), nacrpoiika u ucnosnp3zoBanue COB Snort. Ayaut
cucTeMsl ¢ momouibio auditd: HacTpoiika 1 mpUMeHEeHHE.
Hcnonb3oBanue u HacCTporKa CpeACTBa KOHTEHHEpU3ALUHI
Docker Ha ocaoBe OC Linux.

3.4TemaTuKa CeMUHAPCKUX/MIPAKTHYECKHUX U JIA00PATOPHBIX

3aHATHN

3.4.1 CeMuHapcKue/IPaKTUYECKUE 3aHATHS

He npedycmompenul yuebuvim nianom.

3.4.2 JlaGopaTopHbIE 3aHATHS




Ne HaumenoBanue 1a60patopHOil paboThI I?aGCBeM’
1 Brinonnenue naboparopaoit padotsl Nel mo Teme 1 8
2 BoinonHenue naboparopHoit pabotsl Ne2 no teme 1 6
3 Brimonuenue nabopatopHoii pabotsl Ne3 mo teme 2 6
4 Brimonaenue nadoparopHoii padotel Ne4 o teme 2 8
5 Brimonnenue gabopatopHoii pabotsl Ne5 o Teme 3 8
6 Brinonaenune nadopatopHoii paboTel Neb 1o teme 3 6
7 Brimonnenue gabopaTtopHoii pabotsl Ne7 o Teme 4 4
8 Brinonaenune nadoparopHoii pabotel Ne8 o reme 4 6
9 Brinonaenue nadoparopHoii pa6otsl Ne9 o reme 4 4
10 Brinonnenue naboparopaoit pabotsl Nel0 mo teme 5 16
Hroro 72

3.5 TemaTnka KypcoOBbIX IPOCKTOB (KypPCOBbIX padoT)

KypcoBoe npoekTrpoBaHue MO AAHHON TUCIUILUIMHE YYeOHBIM IUTAHOM 3arlIaHUPOBAHO, TEMBI
KYPCOBBIX paboT:

1. Ananu3 onepanuoHHBIX CHCTEM OECTIPOBOIHBIX TOYEK JOCTYIIA.

2. Pa3BepThIBaHKE IIEHTPATM30BAHHON CUCTEMBI cOOpa J1oToB Ha Oase pemeHus ELK-creka.

3. Meronas! 06xona ayreHtudukanuu B OC Linux.

4. BximroueHre B KOPIIOPaTUBHYIO CETh MO yrpaBieHueMm Microsoft Active Directory cepBepoB
Ha 6a3e OC Linux.

5. Beinenenne namaru u ee ucnoap3zosanue B OC Linux.

6. PazpaboTka mporpamMmHoro obecrneuenus B oonactu ayaura OC Linux.

7. IlocTpoeHue 3alMIEHHOT0 KaHaia cBsi3u Ha 6ase [PSec.

8. MeTo/bI COKpBITHS CIIeI0B HECAaHKIIMOHUPOBaHHOTO foctyna B OC Linux.

9. Pa3BepThIBaHNE W HACTPOWKA CUCTEMBI OOHAPYKEHHUS BTOPKEHHUI Snort.

10. Hactpoiika u ucnonb30BaHie cpeacTBa KoHTernepusanuu Docker na ocnoBe OC Linux.

11. YcrpotictBo BupTyanpHOi mamsta OC Linux.

12. CpencrBa otnaaxu siipa OC Linux.

13. Ananus 6e3onacaoctu OC Linux.

14. Pa3BepThIBaHUE IICHTPATHN30BAaHHOTO CEPBEpa COOpPA CUCTEMHBIX JIOTOB.

15. Hactpoiika u 6e3omacHas KoH(puUrypamus cepsepa Apache.

16. Hactpoiika u 6e3omacuast kondurypamms cepsepa NGINX.

17. MexceteBoii axpad B OC Linux: cpeacTBa GpuimbTpaiuu ceTeBOTo Tpaduka.

18. TIporpammupoBanue Ha bash: aBToMaTH3aIUsT MOHUTOPUHTA TUCKA.

19. IIporpammupoBanue Ha bash: HacTpoiika GuiabTpanuu Nanok u ¢GanaoB B CETH HA OCHOBE
PETYISIPHBIX BBIPAXKEHUIA.

20. Hacrpoiika 6e3onacaoro SMTP-cepsepa B OC Linux.

21. AntuBupycsl Linux.

22. Aptedaxktsl, octaBisiembie B pesyibrare HCJI B OC Ubuntu.

23. Apredaktsl, octaBisiemble B pesyibrate HCJ[ B OC Cesntos.

4 Y4eOHO-MeTOAUYECKOE U HHPOPMAITMOHHOE OOecreueHne

4.1 HopmatuBHbie 1okyMeHTbI U 'OCThI
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[Iporpamma cocraBieHa B cOOTBETCTBUU ¢ DeiepalibHbIM IOCyAapCTBEHHBIM 00pa30BaTEIbHbIM
CTaHJapTOM BBICHIETO 0Opa3oBaHUS MO HaMNpaBlIeHUIO MOATOTOBKH OakamaBpoB 10.03.01
«MHpopmanonHas 6€30MacCHOCTbY.

4.2 OcHoBHAaA JUTEpaTypa

1. «Bash u kubepOe3onacHoCTh. ATaka, 3alUTa U aHATU3 U3 KOMAHIHOW CTPOKW», aBTOPHI:
On6unr Kapn, Tponkon Ilom, url: https://www.ozon.ru/product/bash-i-kiberbezopasnost-ataka-
zashchita-i-analiz-iz-komandnoy-stroki-linux-olbing-karl-tronkon-pol-211432367

2. «Sapo Linux», aBrop: /1. boser, url: https://www.livelib.ru/book/1000289082-yadro-linux-d-
bovet

3. «be3omacHocTh Linux. PykoBoacTBO anMUHHCTpaTOpa IO CUCTEMAaM 3aIIUTHI ¢ OTKPBITHIM
UCXOIHBIM KOo0M», aBTop: CroTT MawnH, url: https://www.ozon.ru/product/bezopasnost-linux-
rukovodstvo-administratora-po-sistemam-zashchity-s-otkrytym-ishodnym-kodom-1472334

4.3 lonmotHUTEILHAS JIMTEpPaTypa

1. «Linux rnazamMud Xakepa. 6-¢ wu3m.», aBTop: @neHoB Muxaun EBrenbeBuu, url:
https://www.ozon.ru/product/linux-glazami-hakera-6-e-izd-flenov-mihail-evgenevich-
242310026

4.4 DieKTpOHHBIE 00pa3oBaTe/bHbIE PeCypChl
1. D0P «be3omacHocTh omepamMoHHBIX cucTeM Linux» [Dnektponnbiii pecypc] — URL:
https://online.mospolytech.ru/course/view.php?id=9267 (nata obpamenus: 18.02.2023).

4.5 JInneH3n0OHHOE U CBOOOHO pacnpocTpaHsieMoe MPOorpaMMHoOe
o0ecreuenue

1. Virtual Box
2. Muctpubytus OC Centos7, Ubuntu 20.04
3. Huctpubytus OC Kali Linux

4.6 CoBpeMeHHbIe TPOodeccnoHaATbHbIEC 0a3bI JaAHHBIX U

HH(OPMAIMOHHBbIE CIIPABOYHbIE CUCTEMBI
1. JoxymenTanus CentOS [Dnextponnslii pecypc] — URL: https://docs.centos.org/en-US/docs/
(mata obpamenus: 18.02.2023).
2. HoxymenTanus Ubuntu [Dnexrponnsiii pecypc] — URL: https://help.ubuntu.com/ (nata
obpamenus: 18.02.2023).

5 MarepuajibHO-TeXHHYECKOe O0ecneyeHmne

Jlis  mpoBeneHWs BceX BHUAOB 3aHATHH HEOOXOJWMO TIPE3CHTAMOHHOE 000pyIOBaHHE
(MyJIETUMETUIHBII POEKTOP, SKpaH) — | KOMILIEKT.

Jnst mpoBeneHusi J1aOOpPaTOPHBIX 3aHATHH HEOOXOAUMO HAJIMYKME KOMIBIOTEPHBIX KIIACCOB,
000pyTIOBaHHBIX COBPEMEHHOI BBIYUCIUTEILHONW TEXHUKON U3 pacdera 0JHO pabovee MeCcTo Ha
OJIHOTO 00y4aeMoro.
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6 MeToanueckue peKoOMeHAaluU

6.1MeToanyecKkue peKOMEHIALMH Il IPENnoaaBaTesis 1Mo
OPraHu3anuu 00y4eHust

1. Ilpu moOAroTOBKE K 3aHATHUSM CIEAyeT NMpeABapUTENIbHO MPOpadoTaTh MaTepuan 3aHATHSA,
MpEeAyCMOTPEB €ro Imojlayy TOYHO B OTBEACHHOE [JIsi 3Toro BpeMms 3aHsTus. Cnemyer
MOJrOTOBUTh HEOOXOAMMBbIE MaTepHalibl — TEOpeTHYeCKHe CBeleHus, 3aaauu u Ap. llpu
MPOBEJACHUM 3aHSATUSL CIEAYyeT KOHTPOJIHMPOBATH MOJAaUy Marepuaja M pElIeHHe 3aJaHuil ¢
y4eToM y4eOHOTO BPEMEHHU, OTBEJIEHHOTO ISl 3aHSATHSI.

2. IIpu mpoBepke paboOT ¥ OTYETOB CIIEIYET YUUTHIBATH HE TOJBKO MPABIIBHOCTH BBITOJHEHUS
3aJjaHuil, HO U ONTHMAJbHOCTH BHIOPAHHBIX METO/OB PELICHUS, MPABUIBHOCTh BBINOJIHEHUS
BCEX €ro 1I1aros.

6.2 Metonnueckne yKazaHus 1l 00y4arOUIUXCs M0 OCBOCHHUIO
AUCUMILTHHBI

W3y4yeHne OUCLUILUIMHBI OCYILECTBISETCS B CTPOIOM COOTBETCTBUM C LICJIEBOM YCTaHOBKOH B
TECHOHN B3aMMOCBSI3U yueOHBIM IIaHOM. OCHOBOM TEOPETUYECKOM M MPAKTUYECKOH MOATOTOBKH
CTYZCHTOB SIBJIAIOTCS JIEKLUH U J1a0OpaTOpHbIE PAOOTHI.

B npomecce camocrosiTenbHON pabOThl CTYACHTHI 3aKpEIUISIOT M YIUIyOJISIOT 3HAHUS,
IIOJIy4YEHHBIE BO BpeMs ayJUTOPHBIX 3aHATHH, TOTOBITCS K JK3aMEHY, a TAKXKE CaMOCTOATEIbHO
U3y4aloT OT/AEIbHbIE TeMbl yU4eOHOM MPOTpaMMBI.

7 MOoHJA OLIEHOYHBIX CPEACTB
7.1MeToabl KOHTPOJIA U OLIECHUBAHMS Pe3yJbTATOB 00y4eHusI

B mpomecce 00ydeHHS HCHONIB3YIOTCS CIEAYIOIINE OLEHOYHBIE (DOPMBI CaMOCTOSTEIBHON
paboTbl  CTYJIEHTOB, OIICHOYHBIE CpEACTBa TEKYLIEro KOHTPOJS  YCIEBAEMOCTH MU
IIPOMEXKYTOUHBIX aTTECTALlUN:

- IIpoBeZieHUe JTabOpaTOPHBIX PadOT (IPAKTUYECKUX 3aHIATUN C UCMOJIb30BAHUEM CHEITEXHHUKH)
U UX 3al1UTa;

- CaMOCTOATE IbHAS MOATOTOBKA U IIPOBEIECHUE NPE3CHTALUI 110 TEMaM JIUCLUIUIMHBI;

- DK3aMEH.

7.2111kaa 1 KPUTEPUN OLCHUBAHMS Pe3yJIbTATOB 00y4YeHUs!
d)opMa HpOMC)KyTO‘IHOﬁ aTTCCTallMu. JK3aMCH.

[To uToram nMpomMexyTOUHON aTTEeCTAllMU MO AUCIUIUIMHE (MOIYJITI0) BHICTABIISIETCS OIICHKA
COTJIMYHOY, «XOPOILOY, «YIOBJIECTBOPUTEIBHO» WIIH «HEYIOBIECTBOPUTEIIHHON.

IIxana oueHNBaHUA Onucanue

Boimonnensl Bce BHIBI  y4eOHOMl paboOThl, MNpeayCMOTpPEHHbBIE
y4ueOHBIM TUTaHOM. CTYICHT AEMOHCTPHUPYET COOTBETCTBUE 3HAHMIA,
YMEHHUI, HaBBIKOB NPHUBEICHHBIM B TaOJHMIAX MOKa3aTele,
OTepupyeT NPUOOPETECHHBIMU 3HAHUSAMH, YMECHHSIMH, HaBBIKAMU,
MPUMEHSAET UX B CUTYyalMsAX MOBBIIEHHOMN cioxHOCTH. [Ipym sToM
MOTYT OBITh JOMYIIEHbl HE3HAYUTEIHHBIC OIMUOKH, HETOYHOCTH,

OTIINYHO
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3aTpyAHEHUS MPU AHAJTIMTUYECKUX OIEpalusix, NepeHoce 3HaHUl U
YMEHHI Ha HOBbIE, HECTAHJAPTHbIE CUTYAallHH.

Xoporio

BoimonHensl Bce BHIBI  y4eOHOIl paboOThl, MNpeayCMOTpPEHHbBIE
yueOHpIM  miaHoM.  CTyOeHT  JeMOHCTPUPYET  HEMOIHOE,
MpaBUWIbLHOE COOTBETCTBME  3HAHWUM,  YMEHUW,  HaBBIKOB
MPHUBEICHHBIM B TaOIUIaX MMOKa3aTemnel, TM00 eCiu Mpu STOM OBLITH
JIOTYIIIEHBI 2-3 HECYIIECTBEHHBIC OIIHOKH.

Y 10BIIE€TBOPUTEIIHHO

BeimonHensl Bce BBl yueOHOH paboOThI, IperyCMOTPEHHBIE
y4eOHbIM Tu1aHOM. CTYJIHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUH,
B KOTOPOM OCBELIEHa OCHOBHas, HauOojee BaKHAas YacTb
MaTepHuanga, HO MPHU 3TOM JOMYIeHa OJHA 3HAYMTENbHAas OIIMOKa
WJIA HETOYHOCTb.

HeynosnersopurenbHo

He BwimonHeHn oauH wnu  Oojee BUIOB ydeOHOW paboTHI,
MPEyCMOTPCHHBIX y4eOHBIM TuTaHOM. CTYACHT JEMOHCTPHPYET
HETIOJIHOE COOTBETCTBUE 3HAHMI, YMCHUH, HABBIKOB MPHUBEICHHBIM
B Ta0JHIaX TOKA3aTeJeH, TOMYyCKAIOTCS 3HAYMTEIhHBIC OIIMOKH,
MPOSIBIIACTCS. OTCYTCTBUE 3HAHWW, YMCHHM, HABBIKOB 110 PSAY
MOKA3aTeNe, CTYIEHT HUCHBITHIBACT 3HAYUTEIBHBIC 3aTPyTHEHUS
IIPH ONEPHPOBAHUM 3HAHUSAMHU W YMCHHUSMH INPH UX IEpPeHOCE Ha
HOBBIC CUTYAIIHH.

7.3.1 Tekymuii KOHTPOJIb

7.3 OneHoYHbIE CPeACTBA

OueHouHbIE CpeACTBa AJI TEKYILEH aTTeCTaluu
- 3amuTa OTYETOB O BBIMOJIHEHUH JJA0OPATOPHBIX PabOT

7.3.2 IIpomexyTouHasi aTTeCTALMS

O1ieHOUHBIE CpENICTBA AJIsI IPOMEKYTOUHOM aTTEeCTAI[UU

- DK3aMeH

Criucok Bompoc ist IPOBEIEHUs 9K3aMeHa 110 AUCIUILTIHE:

1. Pabota c oGopyaoBaHueM, yrnpaBlieHHE yCTporcTBaMu B Linux.

2. Ilpouecc 3arpy3ku Linux. Mannmanuszanus sysV, systemd, upstart.

3. [logcucTemMa MHUIMATH3AINAN M YIIPABJICHUS CITy)KO0aMu systemd.

4. 3arpy3uuku Linux. YnpaBnenue 6ubnuorekamu B Linux. Ympasnenue nakeramu B Redhat-
monoOHEIX U B Debian - moxoousrx OC.

5. PabGora ¢ >KeCTKMMH IHCKaMH: CO3JaHHe M (OpMATHPOBAHUE Pa3/lEIOB >KECTKOTO JHCKA,
yIpaBJIeHUE KBOTAMH JTUCKOB.

6. Ctpykrypa ¢aiinoBoii cucrembl OC Linux. [IpoBepka ¢aiiioBoil cuCcTeMbl, MOHTUPOBAHUE U
JIEMOHTHPOBaHUE. MSTKHE U JKECTKHE CChUIKH. [IoMCK M pacroyiokeHre KoMaHI u (aillioB B

LINUX.

7. IlonsiTie KOMaHIHON 000JI0YKH, HACTPOMKA, IEPEMEHHBIC CPEIbI, aJTHACHI.

8. Pabota ¢ mpoueccamu B Linux, mpHUOPUTETHI IPOILIECCOB.

9. Pabora B kKomaHAHOW CTpoke Linux: TEKCTOBBIE IOTOKH, omepanuu ¢ (aitmamu u
TUPEKTOPHSIMH, UCIIOJIb30BaHNE TTIOTOKOB, KOHBEHEPOB U MEePEHAIPABICHHIA.
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10. IlporpammupoBanue Ha Bash: mepeMeHHBIC, yCIIOBHBIC OIEPATOPBI, MACCHUBBI, ITHKJIBI;
BXOJIHbIE MTapaMeTphbl, GYHKIIHU.

11. Perymnsipubie BeIpaskeHUs: 0O1Hii mpuHIUM, 00padoTka (haitoB ¢popmara csv.

12. IIponecc ayrenTuduranuu nonb3osareneit B OC Linux, PAM-aytenTuduxanus.

13. YnpaBieHue y4eTHbIMH 3alMCSIMU 110JIb30BATENEH U IPYII, UX CBOMCTBAMHU.

14. MexaHu3M NPOBEPKHU MIpaB JOCTyNa y cyObekTa K 00beKTy. Biagenbipl manok u ¢aiiaos,
mpaBa JocTymna K (aitnam u mankam, macka coznanus ¢ainoB u namnok. SUID SGID STICKY
OUTBHI.

15. CTpyKTypbl IOTOKOB U IIPOLIECCOB.

16. MexaHu3M KOHTEHHEpU3aIMH [IPOLIECCOB CZroups.

17. Cuctema npuHyIuTeIbHOTrO KOHTpOJia foctyna SELinux, AppArmor.

18. Knaccudukanus ysassumocteir OC Linux.

19. Ceru: IPv4 anpeca n Macku mojceTei, kiraccoBasi u 6e3 kinaccoBas anpecaruu, ctek TCP/IP,
CeTEeBbIE MOPTHI U CITykObI, IpoTOKOI [PV6.

20. Kougwurypanuonusie ¢Gailiel ceTH, py4yHas HACTPOWKa CETH, YTWJINTHI HACTPOWKH CETH,
yIpaBJIeHUE CETEBbIMU IEMOHAMU.

21. CereBas mapmpytuzanuss B OC Linux, MHCTpYMEHTBI IHAarHOCTUKHA CETH, HACTPOWKa
kinenta DNS.

22. Hactpoiika 1 UCIIOJIb30BaHKE MexXceTeBbIX 3kpaHoB B OC Linux.

23. IIporokon FTP/SFTP: mexanusm paboTsl, HacTpoiika 6e3onacHoro FTP/SFTP-cepsepa.

24. TIpotokon ssh: Mmexanu3M paboThI, HacCTpoiika O6e3omacHoro ssh-cepsepa.

25. VPN. TynHenupoBaHue CECCHil U MOPTOB, M poBaHue (anios.

26. VPN. Ilpotokon IPSec: TyHHENbHBIN U TpaHCHOPTHBIN pekuMbl. [locTpoeHue 3aueHHOro
KaHaJla CBSI3H.

27. Benenue B git, pa3BepThIBAHUE JIOKAILHOTO git-cepBepa.

28. IlnanupoBmIMKKM 3aJad Ccron, anacron: CHHTaKCUC MW  paclojokeHue (Qaiiios,
[10JIb30BaTEIbCKUE U CUCTEMHBIE 3aJIaHUs, CIIMCKH JIOCTYIA.

29. KypuanupoBanue cobbiTuii: syslog, rsyslog, syslog-ng, journal, logrotate.

30. MonutopuHr cetu ¢ nomouipto ELK-cTeka: HacTpoiika 1 UCIIOIb30BaHUE.

31. Cucremsl oO6Hapysxenus Brop:kenuii (COB), HacTpoiika u ucnoias3oBanne COB Snort.

32. Aynut cuctemsl ¢ noMorsio auditd: HacTpoiika 1 MpUMEHEHHE.

33. Hcnonp30Banue U HACTPOMKa cpenicTBa KoHTeHepu3aimu Docker Ha ocHoBe OC Linux.

[Tpumep Ousera.
MUHUCTEPCTBO OBPA3OBAHUS M HAYKU POCCUCKOMN ®EJIEPALIMN
®EJIEPAJILHOE I'OCY IAPCTBEHHOE BIOJUKETHOE OBPA3OBATEJIBHOE YUPEXJIEHUE BbICIIIEIO
OBPA30OBAHUS

«MOCKOBCKHI HOJII/ITEXHI‘/’I‘IECKI/II‘/‘I YHUBEPCUTET»
(MOCKOBCKHNH ITOJIMTEX)

@DakynbpTeT HHPOPMAITMOHHBIX TEXHOJIOTUI

Kadenpa: Mudopmanronnas 6e30macHOCTb

Jucnunnuza: bezonacHOCTh onepanMoHHbIX cucTeM Linux
bakanaspsi. Kypc 2, cemectp 2

SK3AMEHAILIMOHHBIM BUJIET Ne 1

1. Cucrema npuHyaUTEIBHOTO KOHTpOIIS noctyna SELinux, AppArmor.
2. TlonsiTne KOMaHIHOM 000JIOYKH, HACTPOUKA, TIEPEMEHHBIC CPEIbI, ATHACHI.

[Ipenonasatens / Wunynua ['.O. /




