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1 Iesn, 3a1a4u U IVIAHMPYeMBbIe pPe3yJIbTAThI 00yUYeHUs M0 AUCHHILIMHE

K ocHOBHbIM measiMm ocBoeHus JucHMIUIMHBL «MH(popManuoHHass 0€30MacHOCTH»

OTHOCHTCSI:
J oOy4yeHue CTyAEHTOB NpuHIMIAM 3(P(PEeKTUBHON opraHM3anuu HHPOPMAIUOHHON
3alIHTHI;
J (opMupoBaHHEe Y HIX YMEHHI BOCCTAHOBJICHUS YACTUYHO MOTEPSIHHON WH(pOpMAaIUH.
. 3aKperieHHE MOJTyYaeMbIX B CEMECTpEe 3HAHHI U HABBIKOB Ha MPAKTHKE;
. (dbopMHpOBaHHE B3aUMOCBS3EH, IMOJTYYaeMBIX B CEMECTpPe 3HAHUH W HAaBBIKOB C

H3YYECHHBIMHU PaHEE;

° IMOATOTOBKAa CTYACHTOB K JACATCIBHOCTH B COOTBCTCTBHU C KBaJ'II/I(bI/IKaHI/IOHHOI\/'I
XapaKTepUCTUKON OakanaBpa.

K ocHoBHBIM 3a1auam guctumuinabl «THGOpManmonHas 6€301acHOCTEY» OTHOCSTCS:

o 3aKpEIUIEHNE OCHOB ITPOTrpaMMUPOBAHUS;
o OCBOEHHME COBPEMEHHBIX TEXHOJIOTHH 3aIUTHI OT PA3JIMYHBIX aTak B VIHTEepHETE;
o CIOCOOHOCTH MCIIOJIb30BaTh OCHOBHBIE MPUHIIMITBI HH()OPMAIIMOHHON 0€30MacHOCTH

B Pa3iM4YHBIX cepax AesTeTbHOCTH.

O6yuenne mo gucruuimHe «MHpOpMammonHass 0e€30MacHOCTH»  HAMPABJICHO Ha

dhopmupoBaHue Yy 00yJarOMUXCS CAEAYIOMIX KOMITETCHITHH:

Koa v HauMeHoBaHMEe KOMIIETEHIINH

I/IHIII/IKaTOPBI JOCTHKCHHUA KOMIICTCHIIUN

OIIK-4. CrnocobeH TOHUMATh MPUHIIMIIBI
paboThl  COBPEMEHHBIX HMH(OPMAIIMOHHBIX
TEXHOJIOTUH U UCIIOJIb30BATh UX JUISl PEIICHUS

NOIIK-4.1YMmeeT npeacTapisiTh
nHpopmanuio B Tpedyemom opmare ¢
UCII0JIb30BaHUEM UH(POPMAIIMOHHBIX,

3a/1a4 MpoQecCUOHANBHOM 1eATETbHOCTH KOMIIBIOTEPHBIX U CETEBBIX TEXHOIOTUI

2 MecTo TMCHHMIIMHBI B CTPYKTYpPe 00pa30BaTe/IbHOI MPorpaMMbl

Juctunnuna « MHpopManmonHas 6€301acHOCThY» OTHOCHUTCS K YUCITY YYCOHBIX TUCIUTIINH
00s13aTeIbHOM YacTH OCHOBHOM 00pa30BaTEILHOM MPOTPAMMBI.

JlucuuminHa B3aUMOCBSI3aHA JIOTUYECKH U COJIEPIKATEIbHO-METOAUYECKU CO CIEAYIOIIUMHU
qucuuIuimHaMu U npaktukamu OOIT:

° «MeToIbl ¥ SI3bIKH ITPOTPaMMHUPOBAHUS,

° «[Ipukitagapie HHOOPMAITMOHHBIC TEXHOJIOTHH,

3 CTpykKTypa H cojepKaHue TUCUUILTUHBI

OO0r1ast TPy10EMKOCTh JUCIIUIIMHBI COCTABIISAET 3 3a4eTHBIX eAUHUILI 108 akageMHuecKux
9acoB).



3.1 Buapl yueOHoli padoThl U TPY10eMKOCTH

(mo popmam o0yueHHs1)

3.1.1 Ounas popma oOyueHus

Ne . KosmuecrBo | CemecTpsl
Bua yueoHo# paGoTbl
n/n 4acoB 3
1 | AyauropHble 3aHATHS 54 o4
Jlexuun 18 18
CeMuHapckue ¥ MPaKTUYECKUE 3aHATHS 18 18
2 | CamocTosiTeIbHAs padoTa 72 72
3 | Ipome:kyTouHasi aTTeCTALUA
3auer 3auer 3auer
HUroro: 108 108




3.2 TemaTuveckuii IJIaH U3y4YeHUs! JUCHUTTHHBI

(mo popmam 00yueHuHs1)

TpynoeMkocThb, yac
AynuTopHasi padora 3
S O Q = E
Ne Paszesbl/TeMbl s S E i S S| 3 =
[ = 2 5 " a 3 QO m [
n/n JUCHUININHBI 3 =t 2, 0 5 © = s o 5 S
A £ |E=3&8Z|Eg¢g|g i
S | 28853 |5¢| ¢
SE |2 |E7|8
1 BBoguas neximsg «OCHOBEI 2 2 4
nH(}OPMaLMOHHON 6€30TTaCHOCTH
9 JI/p Nel «3ammura ot XSS 2 2 4
INJECTION (mocTosiHHO#)»
3 JI/p Ne2 «3amuta ot XSS 2 2 4
INJECTION (oTpaskeHHO)»
4 JI/p Ne3 «3ammTa ot FILE 2 2 4
INJECTION>»
5 Jlexmsa «Ysi3BUMOCTH BEO- 4 4 8
MIPUIIOKEHUAN»
5 JI/p Ne4 «3ammra or BRUTE 2 2 4
FORCE»
7 JI/p Ne5 «3ammuTta ot 2 2 4
CLICKJACKING»
3 JI/p Ne6 «3amura ot SQL 2 2 4
INJECTION (cnemnoit)»
9 Jlexuums «MTapopManmonHas 4 8
6e3onacHocTh B UHTepHET. Tpenapn
10 JI/p Ne7 «3amura ot SQL 2 2 4
INJECTION (s1BHO¥1)»
1 JI/p Ne8 «3ammuTa OT 3arpy3Ku 2 2 4
BPEIOHOCHBIX (paiiyioB»
12 JI/p Ne9 «3BammTa ot caaboro 2 2 4
mupoBaHUDY
13 Jlexuust «3ammuTa BeO-IPUIIOKCHHI 4 4 8
Ha PHP»
17 | Jlekuus «OcHoBHbIE yrpo3bl b» 2 2 4
21 Jlexnng «MoTuBanus 2 2 4
3MI0YMBIIIIIEHHUKA
Dopma ammecmayuu: 3auem
Hroro 108 18 18 72
3.3 Conep:xkanue U CUUINIHHBI
1. OcHOBBI HH(OPMAIIMOHHOH 0€3011acCHOCTH
2. Vsa3Bumoctu BeO-npusoxenuit u UC




HNudopmanmonnas 6e3onacHocts B UnTepHeT. TpeHasl.
3amura BeO-npritoxennii Ha PHP.
OcHoBHzble yrpo3s! 1b.

o gk w

MOTI/IBaHI/IH 3JIOYMBIIIJICHHUKA

3.4 TemaTuka J1a00PaTOPHBIX 3AHATHI

1. 3AILUTA OT XSS INJECTION (IIOCTOSIHHO)

Cooeporcanue u nopsa0oK 8bINOIHEeHUs 1aOOPaAmMopHOlU pabomasi.

° aHAJIN3 KOJIa TECTOBOTO TMPUJIOKEHUS M HAX0XKICHNE YKa3aHHOU YSI3BUMOCTH;
° pa3paboTka MpUIIOKEHUs 0e3 yKa3aHHOH! YSI3BUMOCTH.

2. 3AILUTA OT XSS INJECTION (OTPAYXEHHO)

Cooeporcanue u nopss0oK 8bINOHEHUs 1aOOPAmMopHOl pabomai.

° aHaJIN3 KOJIa TECTOBOTO MPHUJIOKCHUS M HAX0XKICHUE YKa3aHHOU YSI3BUMOCTH,
° pa3paboTKa MPUIOKEHUs 0e3 YKa3aHHOM YSI3BUMOCTH.

3. 3AIIWUTA OT FILE INJECTION

Cooeporcanue u nopsa0ox 8bINOIHEHUs 1aOOPpaAmopHol pabomst.

° aHaJIN3 KOJIa TECTOBOTO MPHUJIOKCHHS W HAX0XKJICHUE YKa3aHHOU YSI3BUMOCTH,
° pa3paboTKa MPUIOKEHU 0€3 YKa3aHHOUW YSI3BUMOCTH.

4. 3AIINUTA OT BRUTE FORCE

Cooeporcanue u nopsa0oK 8bINOIHEHUs 1aOOPAmMopHOl pabomast.

° aHaJIN3 KOJIa TECTOBOTO MPWJIOKEHHS U HAXOXKACHUE YKa3aHHOW yS3BHMOCTH;
° pa3paboTKa MPUIIOKEHUS 0€3 YKa3aHHOUW YSI3BUMOCTH.

5. 3AILINTA OT CLICKJACKING

Cooeporcanue u nops0oK 8bINOIHEHUs 1aDOPAmMopHOl pabomat.

° aHaJIM3 KOJIa TECTOBOTO MPWJIOKEHHS U HAXOXKICHUE YKa3aHHOW YS3BHMOCTH;
° pa3paboTka MPUIIOKEHUs 0€3 yKa3aHHOH! YSI3BUMOCTH.

6. 3AIIUTA OT SQL INJECTION (CJIEITOI)

Cooeporcaniue u nopsi0oK 8bINOJIHEHUs 1aDOPAMoOpHOl pabomt.

° aHaJIN3 KOJIa TECTOBOTO MPUJIOKEHUS U HAXOXKICHUE YKa3aHHOH YSI3BUMOCTH;
° pa3paboTka MPUJIOKEHUs 0€3 yKa3aHHOHN YSI3BUMOCTH.

7. 3AIIUTA OT SQL INJECTION (IBHOM)

Cooeporcanue u nopsiooK 8blNOIHEHUs 1AO0PAMOPHOU pabombi:

° aHaJIN3 KO0Jla TECTOBOTO NMPHJIOKEHHS U HAXOXKAECHUE YKa3aHHOU yS3BUMOCTH;
° pa3paboTka NpUIoKeHUs 06e3 yKa3aHHOH ysI3BUMOCTH.

8. 3ALIUTA OT 3AI'PY3KHN BPEJJOHOCHBIX DAMIJIOB

Coodepoicanue u nopsaooK 8blNOIHEHUs 1AOOPAMOPHOL pabombl.

° aHaJIN3 KOJIa TECTOBOTO MPHUJIOKEHUS U HAXOXKJICHUE YKAa3aHHOW YSI3BUMOCTH;
° UCTIPABJICHUE YI3BUMOCTH.



9. 3AIIUTA OT CJIIABOI'O LIMO®POBAHUK A

° Cooeporcanue u nopsiooK 8bINOIHEHUsL 1AOOPAMOPHOL pAbOMmb:
aHaJIM3 KOJIa TECTOBOTO MPUJIOKEHUS M HAXO0K/ICHUE YKa3aHHOU YS3BUMOCTH;
pa3paboTka nNpuiIoKeHus 6e3 yKa3aHHOH YsI3BUMOCTH

4 Y4yeOHO-MeTOaAMYECKOE M HH(OPMALMOHHOE OOecneyeHmne

4.1 OcHoBHas JUTEpPaTYypa

1. Cysopoga, I'. M. Nnpopmarmonnas 6e30nacHOCTb : yueOHOe nmocooue isi By30B / I
M. CyBopoBa. — 2-¢ u3j., nepepad. u gon. — Mocksa : M3mparensctBo FOpaiit, 2023. — 277 ¢. —
(Beicmiee oopazoBanme). — ISBN 978-5-534-16450-3.

URL: https://urait.ru/bcode/531084

4.2 JlomoaHUTEIbHAS JIUTEpaTypa

1. 3enkoB, A. B. Nudopmarnmonnas 6€30macHOCTh U 3amuTa WHQOpMaIuu : yaeOHoe
noco6ue Jutst By30B / A. B. 3eHkoB. — 2-¢ u31., mepepad. u gomn. — Mocksa : M3nparensctBo FOpaiir,
2023. — 107 ¢. — (Bricmiee oopazoBanue). — ISBN 978-5-534-16388-9.

URL: https://urait.ru/bcode/530927

4.3. D1eKTpOHHBbIE 00pa3oBaTe/IbHbIC PeCypChl
1. Kypc «apopmarimonnast 6€301acHOCTh
https://online.mospolytech.ru/course/view.php?id=2377

5 MarepuajibHO-TeXHHYECKOEe o0ecneyeHne

TpeboBanus kK 000PYAOBAHUIO U TIOMEIIECHUIO JIJIs1 3aHATHI

Ha6opaTopHHe pa6OTI>I n CaMOCTOsTECIbHAA pa60Ta CTYACHTOB JOJDKHBI IIPOBOJUTLCA B
CHeI_[I/IaJIPISPIpOBaHHOﬁ ayIuTOpUHU, OCHaHleHHOﬁ COBpeMeHHOﬁ OpFTeXHHKOﬁ U IIE€PCOHATIBHBIMU
KOMIIBKOTCpaMH C IIPOTrpaMMHBIM oOecrieyeHHEM B COOTBETCTBHHM C TEMATUKOU H3y4acMoro
MaTcpuraja. Yucito pa6oq1/1x MCCT B ayJUTOpHUH OOJIKHO OBLITH AJOCTATOYHBIM JJIsA olecrieueHus
WHIMBHAYyAIBHOW PaboThl cTyneHTOB. Paboyee mMecTo mpemnojgaBaTens AOKHO OBITh OCHAIICHBI
COBPEMCHHBIM KOMIIBIOTECPOM C MNOAKIHOYCHHBIM K HEMY IMMPOCKTOPOM Ha HACTEHHBII OKpaH, HUJIN
HWHBIM aHAJIOTUYHBIM I10 Q)YHKHHOHHHLHOMY Ha3HAa4YCHUIO 060py,I[OBaHI/IeM.

.HeKI_II/IOHHLIe 3aHATUA JOJIKHBI HPOBOAUTBHCA B CIICHUAJIM3UPOBAHHBIX ayAUTOPUAX C
KOMIIJIICKTOM MYHBTHMGHHﬁHOFO 060py,[[0BaHI/I$I /A I[OCKOﬁ JJIs1 3amucen MaTCpHaJIOB. Yucio
pa60111/1X MCCT B ayAUTOpHUU HOJDKHO OLITH JOCTATOYHBIM JIsA oOecrieueHus I/IHI[I/IBI/I,I[Y@.JIBHOﬁ
pa6OTI>I CTYACHTOB.

TpeGoBaHus K MPOrpaMMHOMY OOECTICUEHUIO

Jlns  BBINOJHEHUs Ja0OpaTOpHBIX padOT M CaMOCTOSTENbHOM paboThl HEO0OXO0IUMO
CJICAYIOLICC ITPOTrpaMMHOC oOecreyeHue:

Microsoft windows.
Notepad++.
webStrom.
phpStorm.
XAMPP.


https://urait.ru/bcode/531084
https://urait.ru/bcode/530927
https://online.mospolytech.ru/course/view.php?id=2377

° Be6-6paysep, Chrome.

° VirtualBox. Putty.

° Filezilla.

I[JISI MMPOBCACHUA JICKIIUMOHHBIX 3aHSATUU CrieyaJbHOI'0 MpOrpaMMHOIO obOecneueHus JJIA
OCBOCHHS JUCLUIUIMHBI HE TpeOyeTcsl.

6 Meroanyeckue peKOMeHIAUMHU

6.1 MeTtoauyeckue peKOMEHIANNH JIJIsl MPeNnoiaBaTeJisl 0 OPraHu3aluu
o0y4eHus

Metonuka npenojaBanus JuciumiinHel «MHpopManmonHast 0€30MacHOCTb» U peaau3anus
KOMIIETEHTHOCTHOTO TMOJAXO0Jla B H3JIO)KEHWM M BOCIPHUITHUM MaTepuaja IpeaycMaTpuBaeT
WCIIOJIb30BAHME CJEIYIOIIMX AaKTUBHBIX W HHTEPAaKTUBHBIX (OPM MPOBEIACHHS TPYIIOBBIX,
WHIUBUAYAJIbHBIX, AYAUTOPHBIX 3aHATUH B COYETAaHUU C BHEAYJUTOPHOM paboToOil C 1enbio
(hopMUpOBaHUS U pa3BUTHUS MPOPECCHOHATBHBIX HABBIKOB Yy 00YUaIOLIUXCS:

° BBITIOJTHEHHE JTA0OPATOPHBIX padOT B JIaOOpaTOPHUSX By3a; MOCEIICHUE JICKIIH;
° WHIUBUIyAIBHBIE U TPYIIIOBBIE KOHCYIbTAMU CTYAEHTOB IIPETIOAAaBATEIEM;
° nocenieHue mporIbHBIX KOH(MepeHnid 1 paboTa Ha MacTep-KJIaccax IKCIEPTOB U

CHEIMaIMCTOB B  BEO-TEXHOJIOTUSAX, BeO-pa3paboTke, WHTepHET-MapKeTMHIe U JIPYTux
npohecCHOHANTBHBIX 00IACTSX.

CaMmocTosTenbHas BHeayAUTOpHass paboTa CTYyA€HTOB COCTOMT M3 TOJTOTOBKH K
BBITMIOJIHEHUIO M 3alUTE JIAOOPATOPHBIX padOT, U3YYEHHIO TEOPETHUECKOro MaTepuana, a TakkKe
MOJArOTOBKH K IPOMEXKYTOUYHOM aTTecTallii BO BPEMsI SK3aMEHAI[MIOHHON CECCUM.

Pexomennayercs:

1. IIpy moAroTroBke K 3aHATUSAM CIEAYeT NPEeABAPUTEIbHO HPOpaboTaTh Marepual
3aHATHUS, NPEAYCMOTPEB €ro Mojady TOYHO B OTBEICHHOE Ui 3Toro Bpems 3aHaTus. Ciexyer
HOArOTOBUTH HEOOXOAUMBbIE MaTepHUallbl — TEOPETUUECKUE CBEJICHHUS, 3a1a4u U Jip. [Ipu nposenenun
3aHATHUS CIIeAyeT KOHTPOJIMPOBAaTh [0Jauy MaTepuaia U pelieHHe 3aJaHuil ¢ y4eTOM y4eOHOTro
BPEMEHH, OTBEAECHHOIO IS 3aHSATHS.

2. IIpu mpoBepke pabOT M OTYETOB CJEAyeT YYUTHIBaTh HE TOJBKO IPABUIBHOCTD
BBIMIOJIHEHUS 3aJjaHUH, HO M ONTHUMAIBHOCTb BBIOPAaHHBIX METOJOB pEIIEHUs, NPaBHIBHOCTb
BBITNOJIHEHUS BCEX €rO0 I11aros.

6.2 MeToauyeckne YKa3aHus JJIs 00yYAIOIIHUXCS 10 OCBOSHUIO TUCITUIIMHBI

N3yuenne qUCIUIIMHBI OCYLLECTBIIAETCS B CTPOIOM COOTBETCTBUHM C LIEJIEBOM YCTaHOBKOM B
TECHOI B3aMMOCBA3H yueOHbBIM M1aHOM. OCHOBOM TEOPETUUYECKON MOTOTOBKH CTYICHTOB SBIISIOTCS
ayoumopHuvle 3aHAMus, J1eKyuu, 1abopamopuvle pabomeoi.

B mpomecce camocTosITeNnsHOM pabOTHl CTYACHTHI 3aKpeIUIsiOT U YIIyOJsioT 3HaHWHS,
MOJIyU€HHBIE BO BpPEMS ayJUTOPHBIX 3aHATHI, T0paOaTHIBAIOT KOHCIEKTHI U 3alHCH, TOTOBATCSA K
MIPOBEJICHUIO U 00pabaThiBalOT Pe3yabTaThl Ja0OPAaTOPHBIX PabOT, TOTOBATCSA K MPOMEKYTOUHOM
aTTecTalliy, a TAKKe CAMOCTOSITENIbHO M3YJaroT OTAENbHbIE TeMbI YueOHOM MporpaMMmel.

Ha 3aHATHAX CTYIEHTOB, B TOM YHCIIE MPEAIONArarolMX MPAKTUYECKYIO IEATEIbHOCTD,
OCYIIIECTBIISIETCS 3aKPEIUICHUE MOJTYYCHHBIX, B TOM YHCIIE U B MPOIECCE CAMOCTOSITENILHOM pabOTHI,
3HaHuil. Ocoboe BHUMaHUE oOpalaeTcs Ha pa3BUTHE YMEHUH U HABHIKOB YCTAaHOBJICHUS CBSI3U
TMOJIOKEHUI TEOPUU C MPOPECCUOHANBHOMN AEATeIHbHOCTRIO OYaYyIero crernuanycta B oonactu Be6-
TEXHOJIOTHH.



CamocTosiTenbHas paboTa OCYIIECTBIISCTCS MHAMBUAYyalIbHO. KOHTPOIB caMOCTOSTENbHON

paboThI opranusyercs B IBYX (popmax:

® CaAMOKOHTPOJIb 1 CAMOOIICHKA CTYJCHTA,

° KOHTPOJIb CO CTOPOHBI ITpenogaBaTeiel (TEKYINi U IPOMEKYTOUHBIN ).

TexyImui KOHTPOJIb OCYIECTBIIACTCS Ha ayAUTOPHBIX 3aHATHUAX, IPOMEKYTOUHBIN KOHTPOJIb

OCYIIECTBIISICTCS HA K3aMEHE B IMCbMEHHOH (YCTHOM) opme.

Kpurepusmu onieHKH pe3ynbTaToB CaMOCTOSATENBHOM padOThl CTY/IEHTA SIBIISIFOTCSL:

° YPOBEHb OCBOCHHSI CTYACHTOM Y4e€OHOTO MaTepuana;

L] YMCHHA CTyAC€HTA MCIOJb30BATH TCOPCTUUCCKUC 3HAHUSA TPHA  BBIIIOJIHCHUU
IMPAKTUYCCKUX 3aaa4,

° c(hOopMUPOBAHHOCTh KOMIIETCHITHI;

° odopmIIeHHE MaTepraia B COOTBETCTBUHU C TPEOOBAHUSIMH.

7 ®oHJ OLEHOYHBIX CPEJACTB

7.1 MeToabl KOHTPOJISAA U OLIEHUBAHUS Pe3yJIbTATOB 00y4eHHs

B mportecce oOydeHHsT UCTIONB3YIOTCS CIEIYIONIHAE OIEHOYHbIE (OPMBI CaMOCTOSTEIBHON

pa60TI)I CTYACHTOB, OICHOYHBIC CPCACTBA TCKYLICTO KOHTPOJA YCIIEBACMOCTH U IMPOMEKYTOUYHBIX

aTTecTaIui:

° BBITIOJTHEHHE JTAOOPATOPHBIX padOT, 3a4eT.

7.2 lllkaja ¥ KPUTEPHH OLEHMBAHMSI Pe3yJIbTATOB 00yUYeHHUS

[Tokazarenem orieHHUBaHMs KOMIIETEHIMI Ha pa3IMYHbIX 3Tanax ux GopMUpoOBaHUS SIBISIETCA

JNOCTHXKEHHE 00YJaloIUMHUCS TJIAHUPYEMBIX PE3yJIbTaTOB 00YUEeHHUS 110 AUCLIUIUIMHE.

IToka3zarean

Kpurepun ouenuBanus

2

3

4

5

" UCIIOJB30BaTh UX IAJId PCIICHUA 3a1a4 HpO(bCCCPIOHﬂJ'IBHOfI JACATCIBHOCTHU

OIIK-4. CnnocobeH NOHUMATh MPUHIIAITEI PAOOTHI COBPEMEHHBIX HH(GOPMAIIMOHHBIX TEXHOJIOTHI

NOIIK-4.1Ywmeer
MPECTaBIATh
nH(MOpMAITHUIO B
TpeOyemMom
dopmarte ¢
WCTIOJIb30BaHHEM
WH(POPMALIMOHHBIX,
KOMITBIOTEPHBIX U
CETEBBIX
TEXHOJIOTHI

OO6yuaromuiics
JEMOHCTPUPYET
TTOJIHOE
OTCYTCTBHE
TN
HEAOCTAaTOYHOE
COOTBETCTBHE
Marepuany
JUCIUTUIMHEI
3HAHMH,
YKa3aHHBIX B
WHJIUKaTOpax
KOMIIETSHIU
JHUCIHUIUIMHEI

OObyyaromuiics
JEMOHCTPUPYET
HEIIOJIHOE
COOTBETCTBHUE

[ (S13% {01104
3HAHMH,
yKa3aHHBIX B
WHAMKATOpax
KOMITETEHITUM
JIACIIMILIAHEI
«3HaTh» (CM. .
3). Homyckarotcs
3HAYUTEIbHbBIC
OIIINOKH,

OO6yyarommiics
JEMOHCTPUPYET
YaCTHYHOE
COOTBETCTBHE
CIIETYIOIINX
3HAHMH,
YKa3aHHBIX B
WHANKATOpax
KOMIIETEHITUM
JACIIUILIAHBI
«3HaTh» (CM. .
3). Ho
JIOTTYCKAIOTCs
HE3HAYUTEIIbHbBIC

OO6yyaromuiics
JEMOHCTPUPYET
MTOJIHOC
COOTBETCTBHUE
CIIETYIOIIHNX
3HAHUM,
YKa3aHHBIX B
WHANKATOpax
KOMIIETEHITH
JIACIIUILIAHBI
«3HaTh» (CM. .
3). CBobGoaHO
oTepupyeT
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«3HaTb» (CM. II. | MPOSBIISIETCS ook, IPUOOPETEHHBIMU
3). HEJ0CTAaTOYHOCTh | HETOYHOCTH, 3HAHUSIMMU.
3HAHMM, 1O PSAY | 3aTpyIHEHUS

IIOKa3aTeeu, npu
oOyuaroruiics AHATUTUYICCKUX
UCIIBITHIBACT onecpanuax.
3HAYUTCIIbHBIC

3aTpyAHECHUS IPU
OIIEPUPOBAHUH
3HAHUSIMH [IpU
UX IIEpEHOCE Ha
HOBBIE CUTyalUU.

7.3 OueHoYHbIE CPeACTBA

7.3.1 Texkyuuit KOHTPOJIb
B pesynbraTe 0CBOCHUS AUCIUTUTNHBI (POPMHUPYIOTCS CIEAYIOIINE KOMITETCHITHH:

Kon B pe3yibTare ocBoOeHUs1 00pa30BaTEJIbHON NPOrPaMMBbI
KOMIIETEeHIIM U 00y4aroIuUiics 10JI2KeH 00J1a1aTh
Crniocoben ITOHUMATh MIPUHIUIIBI paboThI COBPEMEHHBIX
OIIK-4 MH(POPMAITMOHHBIX TEXHOJIOTHUH M UCIIOJIH30BATh MX JIJISl PEIICHUS 3a/1ad
npoQeccuoHaIbHON 1eATeTbHOCTH

B mpouiecce ocBoenust 06pa3zoBaTeNbHOM MPOTrpaMMBbl TJaHHbIE KOMIIETEHIIMHU, B TOM YHCIIE UX
OTJIeIbHbIE KOMIIOHEHTHI, (GOPMUPYIOTCS MTOATAIMHO B XOJI€ OCBOCHHS 00yJaIOUTUMUCS AUCIUILINHBI
B COOTBETCTBUH C YU€OHBIM ITUTAHOM U KaJICHIAPHBIM rpadukoM yueOHOTO Iporiecca.

7.3.2 IIpoMekyTOUHas aTTecTamus

[Ikanbl OLleHUBAHUS PE3yJIbTaTOB IPOMEXKYTOYHOM aTTECTAIMU U UX OTIMCAHUE:

®OPMA TPOMEXYTOUYHOM ATTECTAIIAU: 3AYET.

[IpomexyTouHas arrecTanus oOy4aronuxcs B popme 3auera MPOBOJUTCS MO pe3ylbTaTaM
BBITIOJIHEHUSI BCEX BUJOB Yy4eOHOH palOOThl, MPEAyCMOTPEHHBIX Y4YEOHBIM ILIAHOM MO JaHHOM
JTUCHUIUTUHE (MOJIYJIIO0), IPU 3TOM YYUTHIBAIOTCS PE3YNbTaThl TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH B
TeyeHne ceMecTpa. OlleHKa CTENEeHW IOCTIKEHHUS OOydyarolIMMUCS IUIAHUPYEMBIX pPe3ylbTaTOB
oOyueHus Mo AUCHUIUIMHE MPOBOJUTCS MpenojaBareieM, BEAYIIUM 3aHATUS 1o aucuuruimae. [lo
UTOraM MPOMEXYTOUYHOH aTTecTallid MO JUCUUIUIMHE BBICTABISIETCA OIEHKA «3a4TEHO» WIIU
«HE3aYTEHO.

K mpomexxyTouHO# aTTecTanuu JIOMYCKAIOTCS TOJIBKO CTYACHTHI, BHIMOJIHUBIINE BCE BUIBI
yueOHOI paboThl, MpeayCMOTpPEHHbIE paboueil mporpaMmoit mo aucuuiuinae «MHbopManmonHas
0€30MMacHOCTh» — BBIMOJHEHHE U 3aiuTa JJabopaTOpHBIX pabOT COTJIACHO MOTYYEHHOMY 3aJJaHUIO C
JOCTHKEHHEM TTIOPOTOBOTO 3HAYECHHUSI OIICHKH.

Ixaja oueHUBaHUA Onucanne

BrimonHeHs! Bce BUIBI Y4eOHONH pabOTHI, MPEeTyCMOTPEHHbIE Y4EOHBIM
w1anoM. OOyyJaromuiicst ciocoOeH UCTOIb30BaTh METOANYECKHE IIPHEMBbI
TEXHUKO-9KOHOMHYECKOTO  OOOCHOBAaHUS  NPOEKTHBIX  pELICHUH;
OCYILIECTBIISITh (MHAHCOBO-?KOHOMHYECKOE IJIAHUPOBAHUE

3auTreHo
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IIxajga oueHUBaHUA

Onucanue

WHXEHEPHOTO MPOEKTa; COCTABIISATh TEXHUYECKOE 3aJaHke Ha pa3paboTKy
PaIMOTEXHUYECKOU CUCTEMBI C TOUKH 3PEHUS TEXHUKO-3KOHOMHUYECKHX
MOKa3aTelei.

I[Ipu »3TOM MOryT OBITH JONYIIEHBI HECYIIECTBEHHBIE OIIMOKH,
HETOYHOCTH, 3anyI[HeHI/I$I HpI/I AHAJIUTHUUYCCKUX onepanmlx, HCpCHOCG
3HaHI/H\/JI 158 YMCHI/Iﬁ Ha HOBBIC, HCCTaHI[apTHLIe CI/ITyaIII/II/I.

Komnerenmn chopMupoBaHsbl.

Hezaureno

He BomonHen ogua wim  Oojee BUIOB  y4eOHOH  paboTHI,
IPEAYCMOTPEHHBIX y4eOHBIM M1aHOM. O0yJaromuiicst He IEMOHCTPUPYET
TEOPETUYECKHE 3HAHUS, HE CIOCOOEH WCIOJIB30BaTh METOJUUYECKUE
IPUEMBI TEXHUKO-YKOHOMHYECKOTO 000CHOBAHUS MPOEKTHBIX PEIICHUH;
HE yMEET OCYIIECTBIATH (HMHAHCOBO-IKOHOMUYECKOE IIIAHMPOBAHUE
WH)KEHEPHOTO MPOEKTa; HE CIOCOOEH COCTaBIIATh TEXHUUYECKOE 3aJJaHne
Ha pa3paboOTKy PaMOTEXHHUUYECKOW CHCTEMBI C TOYKH 3PEHHS TEXHUKO-
SKOHOMMUECKUX TOKa3aTeled W He crnocoOeH ObICTpO pearupoBaTh Ha
YTOYHSIIOUINE BOTPOCHI, MCIBITHIBACT 3HAUYHUTENBHBIC 3aTPYIHEHHS TPU
OTIEPHPOBAHMU 3HAHMSIMH W yMEHHSIMH TIPH HMX TEpeHOCe Ha HOBBIC
CHUTYaIlUH.

Komnerenm He copMHUpPOBaHBL
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7.4 TlepeyeHb OLIECHOYHBIX CPEACTB

Ne
OoC

HaunmenoBaunue
OILICHOYHOT'O
CpeJICcTBa

Kpatkas xapakrepuctuka
OLIEHOYHOTO CPEeACTBA

[TpencraBnenue
OLICHOYHOI'O
cpencta B ®OC

YcTHsIi onpoc /

cobeceoBanHme,
(YO)

CpencTBo  KOHTPOJIS, OpPraHU30BaHHOE
KaK Hpe3eHTaIHs oOyuaroumces
pesynbTaToB  BeIMONHEHHs — KypcoBoro
NpoeKTa C JEMOHCTpAaUMEeN HarJIsIHbIX
MaTepHajioB M OTBETOB  HAa BOIPOCHI
MeJarorudeckux pabOTHHUKOB
(paboTHUKa) Ha TeMy OKIaAa, TEME,
npoOJemMe u T.1.

KoHTtposbHbIE
BOIIPOCHI

ITpoekr
ay

KoHeuHBIll  NpOXYKT, NOJy4aeMbld B
pe3yabTare IUTAHUPOBAHUS u
BBIIIOJTHEHUsSI KOMILJIEKCAa  Y4eOHBIX H
HCCIIeI0BATENbCKUX 3a/laHui.
[To3Bonser OLICHUTH yMEHUS
00yJaronuxcs CaMOCTOSATEIIHLHO
KOHCTPYUpOBaTb  CBOU 3HaHUA B
mpolecce  peleHuss  MPaKTHUYECKUX
3a/1a4 U MpoOsieM, OpUEeHTUPOBATHCS B
MH(OPMALIMOHHOM  TNPOCTPAHCTBE U
YPOBEHb c(OpMHUPOBAaHHOCTH
AHAJINTUYECKHUX, UCCIIE0BATENbCKUX
HAaBBIKOB, HABBIKOB IPAKTHYECKOIO H
TBOPYECKOTO MBIIIICHHUS. Mosxer
BBITIOJIHATBHCS B MHAUBHAyaIbHOM
HOPSAKE WIKM IPyNnoi oOydaromuxcs.

Tumnosas nporpamma

OK3aMcCHa

7.5 OnucaHue OlEHOYHBIX CPEACTB

1. IIporpecc MHOPMALIMOHHBIX TEXHOJOTUA U  HEOOXOIUMOCTD

HH(POPMAITMOHHOM 6€30MacCHOCTH.

2. OcHOBHBIE IOHATHS HHHOPMAIIMOHHON OE30ITaCHOCTH.

3. CrpykTypa nonsitust uHpopmanroHHasi 0e30MacHOCTb.

4. Cucrema 3amuThl THPOPMAIIUH U €€ CTPYKTYpA.

5. DxoHoMHuecKas HH(GOpMaLKs KaK TOBap U 00BEKT OE30MacHOCTH.

6. [Ipodeccuonanbupie TaiiHbl, UX BUABL. OOBEKTH KOMMEpPYECKOW TailHbI

MIPEANPUITHH.

7. HepCOHaJ'ILHLIC JaHHBIC U UX 3alluTa.

8. I/IH(bOpMaI_[I/IOHHbIC Yrpo3bl, UX BUAbI U IPUYHUHBI BO3HUKHOBCHUA .

9. UHpopMaroHHbIe Yrpo3bl AJs roCcy1apcTBa.
10. UndopmalrioHHbIe yrpo3bl 1151 KOMIaHWUH.

11. UndopmarrioHHble yrpo3bl s JUYHOCTH ((PU3MUYECKOT0 JIUIA).
12. JleiicTBus U cOOBITHS, HApYIIAOLINE HH(POPMAIIMOHHYIO 0€30TIaCHOCTb.

13. JInuHOCTHO-TIpOheCCHOHANbHbIE  XapaKTEPUCTHKH M JeHCTBUSA

CHOCO6CTByIOH_II/IX pcajmsanuuun I/IH(I)OpMaI_II/IOHHLIX yrpos.

14. Cnoco6bl BO31€HCTBHS HH(OPMAIIMOHHBIX YTPO3 Ha OOBEKTHI.
15. BHemHue u BHyTpeHHHE CyOBEKThI MH()OPMAIIMOHHBIX YIPO3.

16. KoMmnbioTepHbI€ NPECTYIUICHHUS U UX KIacCU(UKAIIHSL.

o0ecrieueHus

Ha

COTPY/IHUKOB,
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17. HcToprueckue acneKThl KOMITBIOTEPHBIX MPECTYINICHHH U COBPEMEHHOCTb.
18. CyObeKThl U IPUYHHBI COBEPIICHHUSI KOMITBIOTEPHBIX MPECTYIJICHUH.

19. BpenoHoCHBIE TPOTPaMMBI, UX BUIBI.

20. Vcropusi KOMIIBIOTEPHBIX BUPYCOB 1 COBPEMEHHOCTb.

21. T'ocynapcTBEeHHOE PEryIupoBaHue HH(POPMAIIMOHHOM O€30II1aCHOCTH.

22. JlesITenbHOCTh MEXKIyHAPOIHBIX OpraHu3anuil B chepe MHDOpPMAIIMOHHOMI
0€30IMaCHOCTH.
23. HopmartuBHO-IpaBOBBIE  acleKThl B oOmacth  WH(OPMAIMOHHOU

6e3onacuoctu B Poccuiickoii @eneparum.
24. JloxtpuHa nH(popMaIMOHHOH Oe30macHocTH Poccun.
25. YT0JI0OBHO-TIPABOBOM KOHTPOJIb HaJ KOMIIBIOTEPHONW IIPECTYIHOCTBIO B
Poccun.
26. OenepanbHblie 3ak0HBI 10 1B B PO.
27. TlonmTuka OE30MACHOCTH U €€ TIPUHITUTIBL.
28. dparMeHTapHBIN U CUCTEMHBIN TIOJXO]T K 3aIIUTE HH()OPMAITHH.
29. MeTo/el 1 CpeICTBA 3alTUTH HHPOPMAITUH.
30. OpranuzanuonHoe obecneuenue Ub.
31. Opranuzanus KOH()UICHIIHAIHLHOTO JIEIIOMPON3BOICTBA.
32. KomMrmieke opraHu3aiiiOHHO-TEXHHYECKAX MEPOTPHITHHA MO 0O0CCIICUESHUIO
3aImuThl HHPOpMAIUH.
33. MmKeHepHO-TEXHIUUECKOE 00ecTieueHre KOMITBIOTEPHOH 0€30TacHOCTH.
34. OpraHu3aMoHHO-TIPABOBOM CTATYC CITYKObI O€3011aCHOCTH.
35. Nuadopmanmonnas 6e3omacHocts B IHTEpHETE.
36. DiekTpoHHAs MoYTa U €e 3aluTa.
37. 3amuTa OT KOMIBIOTEPHBIX BUPYCOB.
38. «bosbHbIE» MOOUIBHUKHU U UX «JICUCHUE.
39. [NomynsipHble aHTUBUPYCHBIE MPOTPAMMBI M X KIacCU(UKALIUSL.
40. Opranu3zainys CUCTEMbI 3alIUThl THPOPMAIIMH SKOHOMHUECKUX 0ObEKTOB.
41. Kpunrorpaduueckne METO bl 3alIUThl HHPOpMAITUH.
42. Drarbl NOCTPOEHHUS CUCTEMBI 3aIIUTHI MH()OPMAIIHH.
43. Onenka 3 peKTUBHOCTH HHBECTUILIMN B HH(POPMAITMOHHYIO 0€301MacHOCTb.
44, Tlnan oOecredeHUs: HENMPEPHIBHOM PAaOOTBI W BOCCTAHOBJICHHS
(G YHKIIMOHUPOBAHUS aBTOMATU3UPOBAHHON HH(POPMAILIMOHHOM CHCTEMBI.
45, VYnopasnenue wuHPpOpMAMOHHONW 0€30MacCHOCTH Ha TOCYAapCTBEHHOM
YpPOBHE.
46. Aynut b aBTOMaTH3MPOBAHHBIX OAHKOBCKUX CHUCTEM.
47. DnekTpoHHAst KOMMEPIIHS U ee 3alluTa.
48. MeHeDKMEHT M ayauT HMHGOPMAIMOHHONW O€30MacCHOCTH Ha YpOBHE
MpPEeANPUATHS.
49. NndopmarronHas 6€30MacHOCTb MPEeANPUHIMATEIbCKOMN 1eATEIHHOCTH.
50. OGecneuenue uHPOPMAIMOHHONW ©OE30MACHOCTA JAOJDKHOCTHBIX — JIMIT
MIpeJICTaBUTENEH JIENIOBBIX KPYTOB.

7.6 TunmoBasi nporpaMMa 3K3aMeHa
BPEMA BBIITOJIHEHUA 3AJJAHUA
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4 actpoHOMHUYeCKUX Yaca. [lepepbIBbl BO BpeMs BHITIOJIHEHUS 3a/IaHHsI HE TPEATONAratoTCs.

3AZJAHUE O5K3AMEHA

PykoBoacTBa GaHka BechbMa JIOBOJBHO BAIlUMH YCIIEXaMHU B MOOWIJIBHOW pa3paboTke U
pe3KUM yBenuueHueM 4Yucia KiueHToB. [lobema B koHkypce "Jlydmiee GaHKOBCKOE MOOHIIBHOE
MPUIIOKEHHUE" OTKPBUIO Tepe/l BAMU TOPU30HT HOBBIX 33/1a4, OJHA U3 KOTOPBIX JIKUT B 001aCTH
MH(POPMAIMOHHON 0€3011acHOCTH.

MHOTOYHCICHHBIE KAIOObI KIIMEHTOB BBISIBUIIN CYIIECTBEHHYIO IPOOIEMY B UCIIOJIB3YEMOM
MIPOrPaMMHOM O00ECIIEYeHUN — HAJIMYHE YSA3BUMOCTEH BEO-TIPUIIOKEHUH U CEPBHUCOB, C KOTOPHIMH
Br1 paboranu. Kak criermanucty Hanbosee xopomo 3HakoMbIM ¢ ux AP (k coskaneHuto pa3padoTank
cooctenHo 10 ncyes u3 moJst 3peHus OaHka, o cIyxaM MOCIeTHUHE pa3 ero Buaenu Ha Kanapckux
OCTpOBaX... HO ClIy’0a 6e301acCHOCTH aKTHBHO €ro uilleT) Bam nopy4eHo npoBecTH ayIuT CEpBUCOB
1 OOHAPYXHTH BCE YSI3BHUMOCTH.

PykoBosacTBO OaHKa mocie NpUCKOpPOHOro UCUE3HOBEHHUS pa3padOTUMKa HE BIIOJIHE 10BEPSIET
BaM, TOAXTOMY TECTHUPOBaHUE OyIET MPOU3BOJUTHCA MO METOAY ‘“dE€pHOrO SIIUKa’, TO €CTh
W3HAaYaJbHO y Bac HE Oy/eT AOCTyna K MCXOJAHOMY KOAY MPHIIOKEHHUsS (XOTS BIOCIEICTBHUH, MPH
YCIIEIITHOM B3JIOM€, BBl cMOkeTe TTOCMOTpeTh MaHHBIM KoX). B mepByro odepens ayauTy JOJDKHO
MOJIBEPTHYTHCST XOPOIIO MU3BECTHOE CTAaHIAPTHOE OAHKOBCKOE IMPHIIOKEHHE, UMEOIee 3HAKOMBIN
uHTEpEc 1 BO3MOKHOCTH — aBTOPH3AIINS, TIOJTYICHUE CIIHCKA Jpy3el, TPOBEJICHUE TPAH3AKIINH U
MOJIyueHUE CMHCKa TpaH3akuui. MMeHHO oHO, Onaronmapst ycrnexy MOOWIIBHOTO MPHIJIOKEHHUS,
Han0oJIee YacTo MCIIOIB3YeTCs KIIMEHTaMH.

CpoYHOCTh W BaXHOCTH 33/1a4H BBIHYIWIO PYKOBOJICTBO OaHKa OOBSBUTH CYIIECTBEHHYIO
Harpajy 3a yCHEIIHO€ BBIIOJHEHUE 3aaHus, JaXKe €CJIU OHO BBINOJHEHO JIMIIb YacTHuHO. [Ipemus
3aBUCUT KaK OT CJIO)KHOCTH, KPUTHMYHOCTH U KOJMYECTBA OOHApYXEHHBIX YSI3BUMOCTEH,
IMPUBOASIIUX K yT€UKE NEPCOHATIbHBIX JaHHBIX MaTEPUAIBHBIM U PEIyTallMOHHBIM NOTEPSIM, TaK U
OT TOJIHOTHI UX ONHUCAHMs M PEeKOMEHAalui Mo ycrpaHeHuto. Ho momHMTE — Bamia JajibHeHInas
cyap0a Kak COTpyAHMKa OaHKa 3aBHCHUT OT IOJHOTHI PELIEHHOW 3aJaud, CTapaiTech HaWTH Kak
MO’KHO 00JIbllIE YSI3BUMOCTEH MHAYe Oy/eTe YBOJICHBI.

BXOAHBIE JAHHBIE

Jlns Toro, 4roObl TecThl He noBpeauau padouee [10, agMuHuCTpaTOpHl OaHKa CO3AAIM JBE
BUPTYyaJIbHBIC MalIUHbI B opmare Virtualbox, mogHOCThIO KOMUPYIOIIUE CHCTEMBI JICHCTBYFOLIMX
cepBepoB, KOTOpble Bbl MokeTe ncnosbp30Bath A1 paboThI.

1. BupryanpHas mammHa ¢ ACHCTBYIOUIMM BEO-NPUIOKEHHUEM JJsl TECTUPOBAHMUS.
ITocne 3amycka oOpaza BeO- NPUIOKEHHUE JOCTYITHO IO JOKAJIbHOMY aJIpecy BUPTYalIbHON MallluHbI
(http://192.168.56.12). Hcnosab3oBaHHEM JAaHHOW BHPTYalbHOW MAIIUHBI KaK-THOO KpOMe
npotokona HTTP, nmubo TectupoBaHHe YsA3BMMOCTHU APYIMX INPOTOKOJIOB HE IOJPa3yMeBaeTCs.
Hcxons u3 3TOro Ha Heil OTCyTCTBYeT Tpaduueckas 000104Ka, ¥ MALIMHA 3alUIICHA apOJIeM.

2. Bupryansnas mammna Kali Linux 2016.2 co cnenmansHbiM aucTpuOyTuBoM Linux ¢
rpadudeckoil 000JI04KOM U MperycTaHOBICHHON BO3MOKHOCTBIO BBOJA TEKCTa HA PYCCKOM SI3bIKE
JUIsl TIPOBEJICHHsI TeCTUpOBaHMs. JlaHHast BUpTyalbHas MallliHa HAXOJIUTCS B TOM ke BUPTYaIbHOM

MOJICETH, YTO M MallMHa C BEO-TIPUIIOKEHUEM — TakuM o00pa3oM, HMMeEeTCsl BO3MOXKHOCTb
UCIOJb30BaTh WHCTPYMEHTHI, BXozsmmue B cocraB Kali Linux, Hampsmylo Ha TeCTUpPyeMOM
[IPUIIOKEHUH.

BBIXO/JIHBIE IAHHBIE

B pesynbrate pabotsl B mamnke "Pabouuti cmon/@HUO - Homep epynnel/WEBSECURE"
JOJDKEeH OBITh TpenocTasiieH (daiin report.docx, copepxanuii cieayronryo HHGopMaIHio.
Bamy ®HO.
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Howmep rpymsr.
Tabmumy ¢ oTyeToM IO HAWAEHHBIM YA3BHMOCTSM, COJEPXKAIIYIO CIEAYIONIYIO

MH(OPMAIIHIO:

Ne o nmopsiaxy:

o BUJ YA3BUMOCTH,

. MECTO PacIojIokKeHHue B BEO-CEpBUCE;

. HCIO0JIb3YEMBIN CIIOCOO 0OHApyKEHUs yA3BUMOCTH;

L4 OIMMCAaHUC YA3BHUMOCTHU,

L4 MOTCHIHAJIBHBIC YI'PO3bI IJIA paCcCMaTprUBACMOT'O Be6-HpI/IJIO)K€HI/I$I;

° METO/Ibl YCTPAHEHHUs YA3BUMOCTEH JAHHOTO THIIA;

° MPHUYUHBI BOBHUKHOBCHUA YA3BUMOCTU B JAHHOM Be6-HpI/IJ'IO)K€HI/II/I;

° peKOMEH AU IO YCTPAHEHUIO YSI3BUMOCTH;

J CKPHUHILIOTHI KPaHOB, MOKAa3bIBAIOLIUE MPOIECC OOHAPYKEHUS U pe3yabTaT

HCITI0JIb30BaHHUA YA3BUMOCTH 3JIOYMBIIIJICHHUKOM.

YCJIOBUA BBIIIOJIHEHU A PABOTBI
JInst BBINOJIHEHHs 3aJaHUsl JIOIYCKAETCS UCIOJIB30BAHHWE TOJBKO YCTAHOBJIEHHBIX

cpeacte u IIO nOKaJIBHOrO KOMIBIOTEPA M YKa3aHHBIX BHUPTyaJIbHBIX MamuH. He

JIOMYCKAeTCsl MCIOJb30BaHKEe WHTEPHET B JoOoM Buje, flash-nakonwmreseii, teaedoHOB,
HOYTOYKOB, MAaTEPHAJIOB Ha CEPBEPAX.
KPUTEPUM OLIEHKU 3AJJAHUA

Ne HalineHHasi yI3BUMOCTb WJIM BO3MOKHOCTH COBEPIIUTH JeiicTBHE Harpana, $
XSS INJECTION (ITOCTOSIHHA 1) 2000
1|Haxoxneuune 200
2|IlonHoe onmcanue 800
3|PekoMeH 1AM 110 MCTIPABJICHUIO 1000
XSS INJECTION (OTPAKEHHASI) 1000
A Haxoxnenue 100
5|/I1TonHoe onrcanue 400
6| Pekomenpanmm no ucrpaBjaeHUIO 500
FILE INJECTION 2000
7|Haxoxnenue 200
8|I1onHoe onucanue 800
9|PekoMeHaaIMK MO UCITPABICHUIO 1000
BRUTE FORCE 3000
10|Haxoxneuue 300
11{ITonHoe onucanue 1200
12|PexoMenganyu no UCIpaBICHUIO 1500
CLICKJACKING 1000
13|Haxoxnenue 100
14{TTonHo€ onucanue 400
15{PexoMenganyu no UCIpaBICHUIO 500
SQL INJECTION (CJIEITAS]) 3000
16 [Haxoxnmenue 300
17 |[Toxnoe omucaHue 1200
18 |PexomeHauu no UCIpPaBICHUIO 1500
SQL INJECTION (SIBHAS) 2000
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19 |HaxoxmeHnue 200
20 |[TonHoe omucaHue 800
21 |PekoMeHAIMH IO UCTIPABICHUIO 1000
3AT'PY3KA BPEJOHOCHBIX ®ANJIOB 2000
22 [Haxoxnmenue 200
23 |[lonHOE omucaHue 800
24 |PekoMeHaIH 110 UCIPABICHHUIO 1000
CJABOE HTU®POBAHUE 2000
25 [Haxoxnmenue 200
26 |[TosHO€ omucanue 800
27 |PekoMeHmauu 1o NCIPABICHUIO 1000
BBIITIOJTHEHUE KOMAH/I HA CEPBEPE 4000
28 [Haxoxnmenme 400
29 |[TonHoe omucanue 1600
30 |PekomeHmaIyu 1Mo NCIPABICHUIO 2000
CSRF ATAKA 1000
31 [Haxoxnmenme 100
32 |[lonHOE omMcaHue 400
33 |PekoMeHmaIuu 1Mo NCIPABICHUIO 500
PACKPBITHUE ITYTU 1000
34 [Haxoxnmenue 100
35 |[TonHOE omucaHue 400
36 |PekomMeHmaIyu 1Mo NCIPaBICHUIO 500
MNOJYUYEHHUE UCXO/JHOI'O KOJA ITPUJIOKEHUSA (ITOJTHOTI'O) 6000
37 |Haxoxnenue 600
38 [[TomHOE ommcaHue 2400
39 [PexomeHnaamnuu no MCIpaBICHUIO 3000
MOJIYYEHUE TPAH3AKIIMN ITOJIb30OBATEJIEN 1000
40 [Haxoxxmeuue 100
41 [[TonHOE OmucaHue 400
42 |PexomMeHanuu Mo UCIIPABICHUIO 500
MOJIYYEHUE JAHHBIX NOJIb3OBATEJIEN 1000
43 |[Haxoxnenue 100
44 |[TonHOE omucaHue 400
45 |PexomMeHIanuu Mo UCIIPABICHUIO 500
MNOJYUYEHHUE ITOJIHOT'O TOCTVYIIA K CEPBEPY 10 000
46 [Haxoxnenue 1000
47 |[TonHOE omucaHue 4000
48 |PexomMeHIauu 10 UCIPABIICHUIO 5000
ABTOPU3ALMA ITOJ1 MTPOU3BOJIbHBIM ITOJIb30BATEJIEM 1000
49 [Haxoxnenue 100
50 [[TomHOe ommcaHnue 400
51 [PexomeHAAIMU IO UCTIPABICHUIO 500
MHNEPEBO/J CPEJICTB OT JIMLIA JIPYI'OI'O ITIOJIb3OBATEJIA 1000
52 |Haxoxneuue 100
53 [[TomHOE omucaHue 400
54 |PexoMeHaaIlMU IO UCTIPABICHUIO 500
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COOTBETCTBHME HABPAHHBIX BAJIJIOB OLIEHKE DK3AMEHA

P€3YHBTaT pa6OTBI OLCHUBACTCA COIIACHO HNPUBCACHHLIM BBIIIC KPHUTCPHAM, BBIIIOJTHCHUC
KaX/I0TO M3 KOTOPBIX YBEIMUYUBACT Pe3yIbTHUPYIOLIEe BO3HArPaKIACHUE HA YKa3aHHOE 3HAYCHUE.
MakcuManabHOE BUPTYaIbHOE BO3HArPAXKICHHE, TIOIY4aeMOe CTYACHTOM 3a YCIIEIIHOE BBHITIOJIHEHUE
3amanus ¢ yaeToM Beex kpurepueB — 44 000$. MroroBoe Bo3HarpaxaeHue mpeoOpa3yeTcs B OLCHKY
COTJIACHO CIIEyIOIIeH Tabmuie.

Jlnama3on 6ayioB Omuenka
0...11999 HeynosneTBopurenbHo

12 000 ... 15999 Y 10BIETBOPHUTEIHHO

16 000 ... 21 999 Xopor1o

22 000 ... 44 000 OTnuaHO

HabGpanHbie 6amibl 1 COOTBETCTBYIOLIAS UM OLIEHKA UMEET PEKOMEHATeIbHbIN XapakTep —
9K3aMEHATOP UMEET IPABO CKOPPEKTUPOBATH OLICHKY B Ty UJIM MHYIO CTOPOHY.
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