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1. He.]]l/l, 3alaYi M IVIAHUPYEMBIC PE3YJIbTAaThbl oﬁyqunﬂ o AMCIOMIIJINHE

Lenpto MaHHOW JUCHMIUIMHBI SIBIISIETCS OCBOCHHME OOyYaroIMMHCS HABBIKOB IO
MIPOEKTUPOBAHMUIO, PA3BEPTHIBAHUIO U YIIPABICHUIO 0€30MaCHBIMU CUCTEMaMH HHTEPHETa BEIIeH,
YTO B CBOIO OY€pe/Ib CIIOCOOCTBYET Pa3BUTHIO OE30MACHOTO U YCTOHYMBOTO IIU(POBOTO MUPA.

3agayaMul JUCHUIUIMHBI SIBIISIOTCS:

e OcBoeHME aHAIN3a YTPO3 U PHCKOB,;
[IproOpeTeHne MpakTUIECKUX HaBBIKOB B IPOSKTUPOBAHUN O€30MACHBIX CUCTEM;
OcBoenune muQpoBaHus JaHHBIX;
Hcnonp3oBaHne METOAOB MACHTU(PHUKALUH U ayTEHTH()UKAIIN;
[IproGpeTeHne HaBBIKOB YIIPABICHUS TOCTYTIOM;
OOHapy>KeHHe U pearnpoBaHNE HA UHIUJICHTHL;
CoOmoieHre cTaHIapTOB M HOPMATHBOB.

OOyuenne mo gucuMIUIMHE «be30macHOCT, WHTEpPHETa BeUIeH» HampaBleHO Ha
¢dopmHpoBaHuE Y 00yHarOIUXCs CIESAYIONIMX KOMIICTCHIIUH:

KOI[ M HAUMEHOBAaHHE KOMIIETEHIM I I/IHZ[I/IKaTOPBI JAOCTHKCHUA KOMIICTCHIINHU

HNIIK-1.1. 3naeT criocoObl pa3paboTKu
TpeOOBaHUH U IPOSKTUPOBAHHUS
IPOTPaMMHOT0 obecrieueHus B 006JacTu
MHTEpHET Bellel 1 yMHOTO JIoMa

NIIK-1.2. YMmeeT npoeKTUpoBaTh
porpaMMHOe oOecrieueHre ¢ IPUMEHEHUEM
I1K-1. Crocoben pa3zpabaTbiBaTh TpeOOBaHUS U | COBPEMEHHBIX HHCTPYMEHTAIBHBIX CPE/ICTB
MPOEKTHUPOBATH IPOrpaMMHOE 0OecTieueHHe B 00J1aCTH HHTEPHET BELIEH M YMHOTO JIoMa
HNIIK-1.3. meeT HaBBIKK pa3pabOTKH
TpeOOBaHUH U IPOSKTUPOBAHHUS
porpaMMHOe oOecrieueHue ¢
PUMEHEHUEM COBPEMEHHBIX
MHCTPYMEHTAIBHBIX CPEJICTB B 00JIaCTH
MHTEPHET Bellel M YMHOTO JIoMa

HIIK-6.1. 3HaeT criocoObI 1 METOBI
Pe3epBHOTO KOMUPOBAHUS U
BOCCTAHOBJICHHS JAHHBIX B POEKTaX
MHTEPHET Bellel 1 yMHOTO JI0Ma
UIIK-6.2. YMmeeT, Npou3BOIUTH PE3EPBHOE
[1K-6. Crioco0OeH npenoTBpaIiath NoTepu 1 KOIIMPOBaHUE U BOCCTAHOBJICHUE IaHHBIX B
MOBPEXICHHUS JJAHHBIX MPOEKTaX MHTEPHET BeIei U YMHOTO JJoMa
NIIK-6.3. Imeet HaBBIKK pa3pabOTKH U
IPUMEHEHHS TPOTPAaMMHOTO 00ecrieueHust
JUIS PE3epBHOTO KOMMPOBAHUS U
BOCCTAHOBJICHHS JAHHBIX B MPOEKTaX
MHTEPHET Bellel 1 YMHOTO JIoMa

2. MecTo IMCUMILIHHBI B CTPYKTYpe 00pa30BaTeIbHOM IPOrpaMMbl

JlucuunianHa OTHOCUTCA K KaTeropuu HJeKTUBHbIX brioka 1. Jucuuniauuel (MOIyJn)

y4eOHOT0 IJIaHa IPOrpaMMbl OaKaiaBpHara.

I[I/ICLII/IHHI/IHa B3aMMOCBA3aHa JIOTHYCCKU U COACPIKATCIBbHO-MCTOANYCCKHU CO CJICOAYIOIIUMHA

quctuiuinHaMu u npaktukamu OITOIT:
e MudopmanumonHast 6e30MacHOCTb U 3alIUTa HHHOPMAIUN
e Metononorus DevOps
e PacnpeneneHHbIE CHCTEMBI



e [IpousBoacTBEHHAsI IPAKTHKA (IPOEKTHO-TEXHOJIOTMUYECKAs)
e [IpousBojcTBeHHAs MpaKTUKA (MIPEAAUILIIOMHAS)
e BrinonHeHne U 3anUTa BHITYCKHOM KBaTM(PUKaMOHHON paboThI

3. Crpykrypa u coaep:kaHue JUCHUIINHbBI

OOmass TPyIOEMKOCTh JUCHUIUIMHBI COCTaBIsieT 4 3adeTHBIC

aKaJCMHUYCCKHX Yaca.

3.1 Buabl yueOHOM pad0ThbI M TPYA0EMKOCTD
3.1.1. Ounas popma oOydenus

enuHuIEl, T.e. 144

Ne Br yue6noii padoThI KoanuecrBo | CeMecTpsl
n/n 4acoB 5
1 AyIMTOpPHBIE 3aHATHS 54 54
B ToMm uncie:
1.1 | Jlekuuu 18 18
1.2 | CemuHapcKue/IpakTUYECKUE 3aHATHS
1.3 | JlaGopaTopHbIe 3aHATHS 36 36
2 CamocrosiTeibHas padoTa 90 90
B Tom unciie:
2.1 | [loaroroBka u BBINIOJHEHUE JJAOOPATOPHBIX padOT 90 90
3 IIpoMeskyTOUHAsSI aTTeCTALUS
DOk3aMmeH/3a4yet/aud.3auet 9K3aMEH 9K3aMEH
Hroro: 144 144

3.2TemaTn4ecKuil JIaH U3YYEHUS TUCHUILIMHBI

3.2.1 Oynas ¢popma oOyueHust

TpynoemkocTs, yac
AynuTopHasi padora
[Mpak- |[Camoc-
Cemu-
Ne Pa3znenbl/TeMbl JIabo- [ruyec-| TOsA-
Hapckue/
n/n AU CHMIITTMHBI Bcero | JIek- upaxmi. |PATOP- | Kas | TeJlb-
UU P HBIE 3a- | IOJ- [Had pa-
YECKUE
HATUA |TOTOB-| 0OTa
3aHATHSA
Ka
1 Jlexuus 1. AHanu3 yrpo3 u puckos.
W nenTudukanyst THHHYHBIX YIPO3 7 2 5
6e3onacHoctu. OLeHKa PUCKOB U UX
BO3JeHcTBUs Ha cuctemsl [oT.
11 JlaGopatopHas pabora 1.
IIpoBeneHue ananusa yrpos ajs
KOHKpETHOro ycrpoucrsa loT. 9 4 5
OreHka prCcKOB U pa3paboTka
CTpaTEruy M0 UX CHIXKEHHUIO.
) Jlexrus 2. Hudposanue nanupix B [oT
[Tpumenenue kpunrorpaduu ams 7 ) 5
3aIUTh] JaHHBIX.
00630p COBpEMEHHBIX AJITOPUTMOB




mmdpoBanus U ux npumenenue B loT.

2.1

JlaGoparopHast pabora 2.
Peanuzanus npumepa npoTokosa
mmmdpoBaHus a7 0e30MacHOM
nepeavu TaHHBIX MEXTY
YCTpPOMCTBAMU.

OreHka MpOU3BOAUTENILHOCTH U
CTOMKOCTH K aTaKaMm.

Jlexnus 3. Unentudukanus u
ayTeHTU(UKAIHS YCTPOUCTB
Pa3zpaboTka MexaHU3MOB
UACHTU(DHUKAIIIY YCTPOUCTB U
OJIL30BaTEICH.

3ammra OT HECAaHKIIMOHUPOBAHHOTO
Jl0CTyTa.

3.1

JlaGopatopHas pabora 3.

Coznanne MeXaHU3MOB UICHTU(DUKAIINH
u ayTeHTUuKauu 11 ycrpoicTs [oT.
[IpakTHyeckoe TECTUPOBAHUE C
WCIOJIb30BAHUEM CUMYJISIIIIH aTaK.

Jlexuus 4. Ynpasnenue noctynom B [oT
Co3znanue cucTeM KOHTPOJIsS A0CTyna
JUTSL YIIpaBJIEHUs ITpaBaMu
MOJIb30BATEIIEH U YCTPOMCTB.
OrpanuueHue 1ocTyna K
YYBCTBHTEIbHBIM JAHHBIM U (DYHKIIHSIM.

4.1

JlaGopatopHas pabora 4.
Pazpabotka u peanusanus CHCTEMbI
KOHTPOJISI IOCTyIa 17151 YyCTPONCTB.
TecTtupoBaHue pa3IMUHBIX YPOBHEHN
JIOCTyNa ¥ MPABUIL

Jlextus 5. OOHapyx)eHUE U
pearupoBaHHe Ha UHIIUACHTHI
Pazpabotka cpencTB oOHapyKeHuUs
aHOMAJIMH ¥ HEOOBIYHOTO TTOBE/ICHUSI.
Crpareruu pearupoBaHus Ha
UHIUAEHTEI Oe3omacHocTH B [0T.

5.1

JlaGopatopHas pabora 5.

Co3nanue MeXaHU3MOB OOHAPYKEHHS
AHOMAJIUM B IOBEJICHUU YCTPOKCTB.
PazpaboTka miaHa pearupoBaHus Ha
WHIMJICHTHI 0€3011aCHOCTH.

Jlexuus 6. bezomacHoCTh
6ecrpoBoHBIX ceteit [oT

3amura ot yrpo3 B OECIpPOBOIHBIX
KOMMYHUKAITHSIX.

CranmapThbl 6€30MaCHOCTH TSI
0eCIIPOBOIHBIX MPOTOKOJIOB.

6.1

JlaGopatopHas paborta 6.
Hactpoiika u TecTupoBaHue




6e30macHbIX OECITPOBOIHBIX
COCIMHEHUHN MEXY YCTPONCTBAMH.
HccnenoBanue Mep 6€30MaCHOCTH
IPOTOKOJIOB OECIIPOBOIHOI CBA3M.

Jlexuus 7. be30omacHOCTb BCTPOEHHBIX
cucTeM

3amuTa OT BpeJOHOCHOTO
MIPOrPaMMHOTO 00ECTICUeHUs U aTaK Ha
BCTPOCHHBIE YCTPOMCTBA.
[IpoexTrpoBanue 6€30MacHbBIX
BCTPOCHHBIX CUCTEM.

7.1

JlaGopatopHas pabora 7.

Amnanu3 6e30MacCHOCTH BCTPOCHHBIX
YCTPOMCTB U pa3paboTKa Mep IO UX
YJIy4ILIEHUIO.

TecTtupoBanue ycTpouCTB Ha
YCTOMYHUBOCTB K BPELOHOCHOMY
IPOrPaMMHOMY 00€CTIEYECHHIO.

Jlexuus 8. be3omacHOCTb 00JIaYHBIX
cepBucos [oT

3amura JaHHBIX U KOMMYHUKAIHIA B
00JauHBIX Cpeax.

0O0630p TPUHIIUTIOB OE30MACHOCTH
o0maynbIx cepBucos i loT.

8.1

JlaGopatopHas pabora 8.
[TogxmroueHue yCTponucTBa K
00JIaYyHOMY CEPBUCY C UCIIOJIb30BaHUEM
0€e30MacHbBIX IPOTOKOJIOB.

AHanm3 NoJUTHUK 6e30MaCHOCTH
00JIaYHBIX CEPBHCOB.

Jlexiust 9. OOHOBNICHNE U yTIPaBICHHUE
KU3HEHHBIM LUKJIOM 0€30IaCHOCTH
Crparerun 0OHOBJICHHUS IPOTPAMMHOTO
oOecrieyeHns ¥ BHEPEHUS MaTYeH.
VYnpaiieHue 0€30MacHOCTHIO B TEUEHHE
JKU3HEHHOI0 IMKiIa npoaykra loT.

9.1

JlaGopatopHas pabora 9.

Pazpabotka mponenyp oOHOBICHUS
MIPOrPaMMHOT0 00eCTICUeHUs JUIs
ycrporcts [0T.

TectupoBanue nmporecca OOHOBICHUS U
BHE/IPCHUE NATYEH.

Hroro

144

18

36

90

3.3 Conep:kanue pa3aesioB AU CHUIINHBI

1. AHajm3 yrpo3 M pucCKoOB

WNnentudukanus TUMAYHBIX yrpo3 Oe3omacHocTH. OIEHKAa PUCKOB M MX BO3JCUCTBUS HA
cuctemsl [oT.

2. HIndpoBanue nanubix B loT

[Ipumenenne xkpunrorpaguu aist 3amMThl JaHHBIX. OO030p COBPEMEHHBIX AJITOPHUTMOB
mmdpoBanus U ux npumeneHue B [oT.




3. Hpentnduxkanus U ayTeHTH(PUKANHUA YCTPOHCTB

PazpaboTka MeXaHHW3MOB HJIEHTH(PUKALNUK YCTPOMCTB U TOJb30BaTesell. 3amuTa OT
HECAHKIMOHUPOBAHHOIO OCTYIIA.

4. Yunpasiaenue nocrynom B loT

Coznanue cucteM KOHTPOJIS IOCTyIa JUIsl YIPaBIEHUsS MpaBaMU MOJIb30BaTENIE U yCTPOMCTB.
OrpanuyeHue 10CTyna K YyBCTBUTEIBHBIM JTaHHBIM U (DYHKITHSIM.
5. OOnapy:keHHe U pearupOBaHUe HA MHIUACHTHI

Pazpabotka cpencTB 0OHapyKEeHUsI aHOMAJINK B HEOOBIYHOTO MoBeAeHus. CTpaTeruu
pearupoBaHMs HAa MHIUACHTHI 6e30macHocTH B [oT.
6. be3omacHocTh OecipoBoaHbIX ceteii [oT

3ammra OT yrpo3 B OecnpoBOJHBIX KOMMYyHHKanusax. CraHmapTel O0€30MacHOCTH Ui
0€eCIIPOBOIHBIX MPOTOKOJIOB.
7. be30nacHOCTb BCTPOEHHBIX CHCTEM

3ammTa JAaHHBIX U KOMMYHHUKAIUii B 00mauHbix cpemax. O030p MPHUHIMIIOB O€30MAaCHOCTH
obnaynbIx cepBrcoB i [0T.
8. besonacHocTh 0012a4HBIX cepBUCOB 0T

3ammTa JAaHHBIX U KOMMYHHUKAIUil B 00madHbix cpemax. O030p MPHUHIMIIOB O€30MacCHOCTH
obnaynbIxX cepBrcoB i [0T.
9. OOHoOBJIeHME U yIIPaBJIeHHE KU3HEHHBIM HUKJIOM 0€30MaCHOCTH

Crpaterun OOHOBJICHHSI TPOTPAMMHOTO OOecHeueHHss M BHEAPEHMs MaTyeil. YmpaBieHue
0€30IacHOCTBIO B TEUEHHUE KU3HEHHOTO IMKIIa npoaykra [oT.

3.4 TemaTuka CeMUHAPCKUX/MIPAKTHYECKUX U JIA00OPATOPHBIX 3aHATHH
3.4.1 CemuHapcKue/IpaKTUYECKUE 3aHATUS
CeMuHapckue ¥ IPaKTUYECKUE 3aHATUS HE IPEAYCMOTPEHBI.

3.4.2 JlaGopaTopHbIE 3aHATUS

JlaGopaTopHas padora 1. [IpoBenenue ananmza yrpo3 aias KoHKpeTHoro ycrpoiictBa [oT. Ouenka
PHCKOB U pa3paboTKa CTPATETUH 110 UX CHIDKEHHIO.

JlaGopaTtopHas pabGora 2. Peanmuzanus npumepa NpOTOKosia MMU(POBaHUSA sl OE30MacHOM
nepeJavyn JaHHbIX MEXy ycTpoiicTBaMu. OLleHKa MPOU3BOAUTEILHOCTH U CTOMKOCTH K aTaKaM.
JlaGopaTtopHas padora 3. Co3naHue MEXaHM3MOB HACHTH()HUKAIMU U ayTCHTU(UKAUH IS
ycrporcts [0T. IIpakTueckoe TeCTUpOBaHUE C UCIIOIB30BAHUEM CUMYJISALUN aTaK.
JlaGopaTopHas padora 4. Pa3paboTka u peanu3aiys CUCTEMbl KOHTPOJIS IOCTYTIA JJIsl yCTPOUCTB.
TecTupoBaHue pa3IMYHBIX YPOBHEH JOCTYyIIA U IPABUIL

JlaGopaTopnass padora 5. Co3maHue MeXaHM3MOB OOHApPY)XCHUsS aHOMAIW B TIOBEJICHHH
ycTpoiicTB. Pa3zpaboTka miaHa pearupoBaHUs Ha MHIIMACHTHI O€30MaCHOCTH.

JlaGopaTopHas padora 6. Hactpoiika u TecTUpoBaHHE 0€30MACHBIX OECIPOBOTHBIX COCTUHEHHIA
MeXay ycrpoiictBamu. MccnenoBanue Mep 6€301acHOCTH MPOTOKOJIOB OECIPOBOAHOM CBS3H.
JlaGopaTopHas padora 7. 3ammra OT BPEIOHOCHOTO MPOTPaMMHOIO OOECHeueHHsl U aTak Ha
BCTpOCHHbIE ycTporcTBa. [IpoekTupoBanue 6€30macHbIX BCTPOCHHBIX CUCTEM.

JlaGopaTopHas padorta 8. [logkirouenue ycTpoiicTBa K 00Ja4HOMY CEpBUCY C MCIIOJIb30BaHUEM
0€e30MacHBIX IPOTOKOJIOB. AHAJIN3 MOJIUTHUK O€301MaCHOCTH 0OJaYHBIX CEPBUCOB.

JlaGopaTopHas pabdora 9. Pa3paboTka mporeayp OOHOBJICHHUS MPOrPaMMHOT0 00ECIICUEeHUS IS
ycrpoiicts [oT. TectupoBaHue npoiecca OOHOBICHUS U BHEAPEHUE TaTUeH.

3.5 TemaTuka KypcoOBbIX IPOEKTOB (KyPCOBBIX padoT)
KypcoBbie mpoekThl (paboThl) HE MPETyCMOTPEHBI.



4. Y4eOHO-METOAUYECKOE U I/IH(l)OpMaIII/IOHHOC odecrieueHue

4.1 HopmaTusHbie 10KyMeHTHI 1 'OCTb1
1. https://fgos.ru/fgos/fgos-01-03-02-prikladnaya-matematika-i-informatika-9/ 2. "Ilonoxxenust 06
opraHu3anuu o6pazoBaTenbHOro npouecca B MockoBckoM [TonutexHr4IeckoM yHUBepcUuTeTe"

4.2 OcHOBHas JUTEpaTypa

1. TIpoxoposa, O.B. UnpopmannonHas 6€30MacHOCTh U 3alIUTa UHPOPMALUH : YICOHUK /
O.B. IIpoxopoBa ; MunucrepctBo oOpa3oBanuss u Hayku PO, denepanbHoe
roCy/1apCTBEHHOE OI0JKETHOE o0pazoBaTenbHOe yupexXIeHNe BBICILIETO
npodeccuoHanbHOro oOpasoBanusi «CamapcKuil TOCYIapCTBEHHBIM apXHUTEKTYPHO-
CTPOMUTENBHBIN yHUBEpcUTET». - Camapa : CamapcKuil TOCYJapCTBEHHBIN apXUTEKTYypPHO-
CTpOUTENbHBIM  yHuBepcureT, 2014. -  [Onextponnsii pecypc]. - URL:
http://biblioclub.ru/index.php?page=book&id=438331

2. 3arunaitnos, FO.H. Teopust uHdopmManmoHHONW 0€30MaCHOCTH U METOAOJIOTHS 3aIUThI
unpopmanuu : ydebHoe mocobue / FO.H. 3arunaiinos. - MockBa ; bepnun : Jlupekt-
Menua, 2015. - [DN1eKTpOHHBII pecypcl]. - URL:
http://biblioclub.ru/index.php?page=book&id=276557

4.3 JonosiHUTEILHAS JIUTEPATYPA
He npenycmorpena.

4.4 DyieKTPOHHBbIE 00pa3oBaTe/IbHbIE PeCYPChI
30P pazpabaTbiBaeTcs.

4.5 JInueH3noHHOE U CBOOOTHO pacHpocTpaHsieMoe MPOrpaMMHOe obecriedyeHne

JIns yCHemrHoro OCBOCHHUS IMCIMIUIMHBI, CTYJCHT HCIONBb3YeT CIEIYIOUIMe NpOrpaMMHBIE
cpencTaa:

e Cooja Simulator;

e JoT-Lab;

e OpenloT;

e OWASP IoT Security Project.

4.6 CoBpemMeHHbIe nTpodeccCHOHAIbHBIE 0a3bl JaHHBIX U HHGOPMAIIHOHHbIE

CIIPaAaBOYHbIC CUCTCMbI
1. OIl "KOpairt" https://urait.ru/
2. IPR Smart https://www.iprbookshop.ru/
3. OBC "Jlanp" https://e.lanbook.com/

5. MarepuajbHO-TeXHHYECKOE oDecnedeHue

s mpoBeneHHUs J1a0OpaTOpHBIX pabOT HEOOXOIUM KOMIBIOTEpHBINH kiacc (He Menee 30
MOCaJI0YHBIX MECT) C YCTAHOBJICHHBIM IPOTPaMMHBIM 00eCTIeUeHHEM U TTOAKIIIOYCHHBIM HHTEPHET-
COEIUHEHUEM.

6. MeToauveckue peKOMeHIAIUN
6.1 MeToaguuecKkue peKoOMeHIaIUN JJIsl IpenoiaBareJieii Mo OpraHu3aunu
00y4eHuUs



Jis mpoBeleHHs 3aHATUH TPEroAaBaTeNb IOJb3YeTcsl y4YeOHMKOM, 1O YUTaeMOMY Kypcy,
KOHCIIEKTOM JICKIIMH, KOMIIBIOTEPHBIMH TPE3CHTALUAMHI JUIs 0ojee HarsiIHOTO H3JI0KEHHS
YUTAEMOT'0 Kypca JIEKIUH.

[Iporpamma coctaBieHa B COOTBETCTBUU ¢ DelepaibHBIM IOCYAapCTBEHHBIM 00pa30BaTEIbHBIM
CTaHJApTOM BBICIIETO OOpa30BaHMSA [0 HAINPABICHHUIO MOATOTOBKM OakamaBpoB 09.03.02.-
WNudopmanoHHbIe CUCTEMBI U TEXHOJIOTHH.

6.2 MeTozmqecm/Ie YRazanus AJist oﬁyqaloumxca 110 OCBOCHHU IO IMCIUIIJIMHbBI
J1st CTyIGHTOB MOJTOTOBJICHBI M UCTIOB3YIOTCS YUEOHUK 0 AUCIUIIMHE; METOJUUYECKUE
yKa3aHUsI 110 BBITIOJIHEHUIO JIa00PaTOPHBIX paboT.

7. DOHJI OLICHOYHbIX CPEACTB
9.1 MeToabl KOHTPOJISI M OLLCHUBAHUSA Pe3yJbTATOB 00y4eHUS

B npouecce oOyueHHMsS HCIONB3YIOTCS CIEAYIOIIME OLIEHOYHBIE (DOPMBI CaMOCTOSITEIBHOM
pabOThl  CTYAEHTOB, OIIGHOYHBIC  CpPEICTBA TEKYIIErO  KOHTPOJS  YCIIEBaEMOCTH U
IIPOMEXKYTOUHBIX aTTECTALIUN:

— MOATOTOBKA K BBIIOJIHEHHUIO JTJAOOPATOPHBIX paboT U UX 3aILUTa;
— DK3aMEH.

OL[CHO‘-IHBIC CpeAcCTBa TCKYIICTIO KOHTPOJIA YCIICBACMOCTH BKIIIOYAOT KOHTPOJIbHBIC BOIIPOCHI.

7.2 lllkana 1 KpUTEPUHU OLIECHMBAHUS Pe3yJbTATOB 00y4YeHUsI

[IpomexxyTouHast arrectanusi oOydarommxcst B (GopMe 5K3aMeHa MPOBOAUTCS IO pe3ysbTaTaM
BBITIOJIHEHUSI BCEX BHJOB y4eOHOHW pabOTHI, MPEIYyCMOTPEHHBIX YUEOHBIM IUIAHOM IO JaHHOM
JTUCLUIUIMHE, TIPH 3TOM YUYHUTBHIBAIOTCS PE3YJIbTaThl TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH B TCUECHUE
cemectpa. OlLeHKa CTENEHH JOCTIXKEHUS 00YyYalOUMMHCS TUIAHUPYEMbIX Pe3yJIbTaTOB 00yUYCHHS
[0 JAMCUUIUIMHE MPOBOIUTCS MpenojaBaTeseM, BEAYIIUM 3aHATUS IO JUCHUIUIMHE (MOIYJIIO)
METOZIOM JKCIEpPTHOM OueHKUA. [Io wuroram NpoMEXKyTOYHOM aTrTecTalud II0 JUCLUIIINHE
BBICTaBJISIETCS OLICHKa «OTIIUYHOY, «XOpOLIOY, «y/I0BJIETBOPUTEIHHO WIn
«HEYJIOBIIETBOPUTEIHHOM.

K mnpomMexyTo4HOH arrecTalvu JOMYCKAlOTCS TOJBKO CTYJEHTHI, BBIIOJHHUBIIUE BCE BHJIBI
yueOHOI paboThl, Mpe1ycMOTpeHHBIE padoueii mporpaMmMoil (IpoIuId MPOMEKYTOUHBIN KOHTPOJIb,
BBITTOJIHWIN J1a00OpaTopHbIe padoThI.)

Ikaja oueHnBaHus Onucanue

BrinonHens! Bee BUIBI yueOHOM paboThl, peyCMOTPEHHBIE
yueOHbIM Tu1aHOM. CTyJIEHT IEeMOHCTPUPYET COOTBETCTBUE 3HAHUH,
YMEHHA, HAaBBIKOB MPUBEICHHBIM B TAOIHUIAX MTOKa3aTeseH,
OTIepUpPYET MPUOOPETCHHBIMU 3HAHUSIMU, YMEHUSMU, HABBIKAMU,
MPUMEHSET UX B CUTYALUSAX MOBBILIEHHOW CII0KHOCTH. [Ipu sTOM
MOTYT OBITh JOIMYIICHBI HE3HAYUTEIHHBIC OIIUOKH, HETOYHOCTH,
3aTPYIHEHUS [IPU AHATUTHYECKUX ONEpalUsIX, IEPEHOCE 3HAHUN U
YMEHHI Ha HOBbIE, HECTAHIAPTHBIC CUTYALUU.

BrinonHeHs! Bece BUIBI yueOHOI paboThl, TpeyCMOTPEHHBIE
yueOHbIM Tu1aHOM. CTyIEHT JEeMOHCTPUPYET COOTBETCTBUE 3HAHUH,
YMEHHA, HAaBBIKOB MPUBEICHHBIM B TAOIHUIAX MTOKa3aTeseH,
OTIepUpPYET MPUOOPETCHHBIMU 3HAHUSIMU, YMEHUSMU, HABBIKAMU,
MPUMEHSET UX B CUTYAIUSAX MTOBBILIEHHOW CIIOAKHOCTH, JOIYCKAET
MEJIKHE HETOYHOCTHU. [IpH 3TOM MOTYT OBITh JOMYIICHbI

OTIINYHO

Xoporuo
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HE3HAYUTCIIbHBIC OH_II/I6KI/I, HCTOYHOCTH, 3aTPYAHCHUS ITPU
AHAJIMTUYCCKUX ONCpaluiax, ICPEHOCC 3HAaHUH U YMGHI/Iﬁ Ha HOBBIC,
HCCTAHIAPTHBLIC CUTyalllH.

Y 10BJIIETBOPUTEIILHO

BrinonHeHs! Bce BUBI yueOHOI paboThl, TpeyCMOTPEHHBIE
yueOHbIM Tu1aHOM. CTyJIeHT JEeMOHCTPUPYET HETIOIHOE
COOTBETCTBHUE 3HAHUH, YMEHUH, HABBIKOB MTPUBECHHBIM B TAOIHIIAX
nokasartesieil, ornepupyeTr NpuoOPEeTCHHBIMH 3HAHUSIMH, YMEHUSMH,
HaBBIKAMH, IPUMEHSET HX B CUTYallUsAX MMOBBIIIEHHON CII0KHOCTH,
nomyckaer omrOKku. [Ipu 3ToM MOTYT OBITH JOITYIIEHBI OLIMOKH,
HETOYHOCTH, 3aTPyTHEHHS IIPU aHATTUTHYECKUX OIEPaLUsX,
nepeHoce 3HaHUH U YMEHH Ha HOBBIE, HECTaHJapPTHBIC CUTYAllUH.

HeynosnersopurensHo

He BoinonHeH oauH uin 6ojee BUAOB yueOHOM paboThI,
MPEeyCMOTPEHHBIX YI€OHBIM MTaHOM. CTYIEHT IEeMOHCTPUPYET
HEMOJIHOE COOTBETCTBUE 3HAHUHN, YMEHUH, HABHIKOB IIPUBEICHHBIM B
TabJIMIax Mmokasarenei, JOmyCKaTCs 3HAUNTEIBHBIE OITHOKH,
MIPOSIBIISIETCSL OTCYTCTBHE 3HAHUIA, YMEHHUIA, HABBIKOB T10 PSTY
MOKAa3aTeNel, CTYICHT HCIBITHIBACT 3HAYUTEILHBIC 3aTPy THEHUS
[P ONIEPUPOBAHUH 3HAHUSIMH U YMEHHUSIMH TIPH UX TIEPEHOCE Ha
HOBBIC CUTYaIIUU.

7.3 OueHo4YHbIE CpeACTBA
Bomnpocsl k 3x3aMeny

L=

5.

cereii?

6.

Uro Ttakoe loT (MuTepHeT Beweit)?

IIepeuncnnre OCHOBHBIE KOMIIOHEHTBI apXUTEKTYyphI [0T.

Kakune npo6iembl 6e30macHOCTH CBsi3aHbI ¢ pazBuTHeM [0T?

Kakue yrpo3sl MOI'yT BO3HUKHYTh U3-3a YsI3BUMOCTEH B ycTpoiicTBax 10T?

Yem 6e3onmacHocTb 0T oTnmyaercss o 6€30MaCHOCTH TPAAULIMOHHBIX KOMITBIOTEPHBIX

Kakune metoap! kpuntorpauu MOTYT UCTIOIB30BATHCS s 0OecneueHus! 0€301MacHOCTH

nauabIX B [0T?

7.
IoT.
8.

OOBsicHUTE TPUHIMIIBI paOOTHI AITOPUTMOB MIKU(POBAHUS HA IPUMEPE UCIIOIB30BAHUS B

Kakue mepsr obecriednBaroT KOHPUACHIINATHLHOCT JAHHBIX B MEepeiade MEeKIY

ycrpoiictBamu [0T?

0.
10.
11.
12.
13.
14.
15.
16.
17.
IoT?
18.

[Touemy BakHa uneHTH(PUKaLUS U ayTeHTUDUKALMS B ceT [0T?

Kakne MmexaHu3Mbl ayTeHTU()UKALUU MOTYT OBITh HCIIOJIb30BaHbI 17151 ycTpoiicTB [0T?

B uewm 3akmouaetcs cuctema KOHTpoIst goctyna B chepe [0T?

Kakune mepsl o0ecrieunBaioT ynpasjieHue 10cTynoM B cuctemax [oT?

Kakue npoTokosiel 6e301acHOCTH UCHOJB3YI0TCs B ceTsax [0T?

OOmscuure, kak padotaer TLS/SSL B konTekcte 6e3omacHoctH [oT.

Kakue yrpo3sl 6e301macHOCTH CBA3aHbI ¢ OecripoBOIHBIMU ceTssMu [0T?

Kakue crangapThl 6€30MaCHOCTH CYIIECTBYIOT JUIsl O€CTIPOBOAHBIX MPOTOKOJIOB B [0T?
Kaxue ocHOBHBIE YTpO3bl MOT'YT BO3/JI€HICTBOBATH HA BCTPOEHHBIE CUCTEMBI B yCTPONUCTBAX

Kakune meToapl 06ecrieunBaroT 3alUTy OT BPEIOHOCHOTO IPOTPAMMHOT0 00ECTICYeHHS B

ycrpoiictBax [oT?

19.
20.
21.
22.

Kakue mepsl oOecnieunBaioT oOHapyx)eHue anomanuii B padore cucrem [oT?

Yro BKIItOYaeT B ceOsl TUIaH pearnpoBaHus Ha MHIUIACHTHI B KOHTeKkcTe [0T?

Kakue yrpo3sl cBsi3aHbI ¢ 00JIAYHBIMH ce€pBUCAaMU B KOHTeKcTe [0T?

Kak obecnieunBaeTcs 6e30MacHOCTh JaHHBIX, MIepeiaBaeMbIX B 001auHbIX cpenax [oT?
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23. Tlouemy BaxxHO oOecrieunBaTh 0€30MACHOCTD B TEUEHHE KU3HEHHOTO UKJIa mpoaykra loT?

24. Kakue maru ciaenyer IpeAnpuHsTh A1 o0ecriedeHns: 6e30MacHOro OOHOBICHUS
porpaMMHOTro obecneueHus B ycrporctax [0T?

25. Kakwue sTnueckue Bonpockl Bo3HUKaroT B cepe [oT u Gezomacnoctu?

26. Kakwue 3akoHOJaTeIbHBIE HOPMBI U CTaHAAPTHI PEryIUPYIOT 6e30nacHOCTh B cetu [0T?

27. Kakwue yrpo3bl MOTYT BO3ACHCTBOBATh Ha 0€30MIaCHOCTh YMHBIX JOMOB M MOTPEOUTENBCKUX
ycrpoiicts [0T?

28. Kakwue cnenuduyeckre Mepbl 6€30MacHOCTH TpeOyIOTCs U1l MPOMBIIIICHHBIX cucteM [0T?

29. Kakue MexIyHapoAHbIe CTaHIAPThHI HCHOJIB3YIOTCS B oOsacTu 6e3omnacHocT [0T?

30. Kak cobmrofeHne cTaHAapTOB CIIOCOOCTBYET obecredeHuo 6e3onacHoctu B [0T?

31. Kakue npaBoBbI€ BOIIPOCHI MOT'YT BOSHUKHYTb B CBsI3H ¢ Oe3omacHocThio [0T?

32. Kakue HOpMATUBBI PETryIUPYIOT 00paboTKy naHHBIX B [0T?

33. Kakue TeHISHIMU B Pa3BUTUHU TEXHOJIIOTUI MOTYT MOBIUATH Ha Oe3omacHocTh [0T B
Oymytiem?

34. Kaxkue BbI30BBI MOTYT BOSHUKHYTb B CBS3HM C Pa3BUTHEM HOBBIX TexHOJ0ruil [0T?

35. Pacckaxwurte 0 KOHKpeTHOM yrpo3e 6e3onacHoctu B cetr [oT u ciocobax ee
IIPEIOTBPALLEHUS.

36. Kakue 1maru Bbl IpeiIpuMeTe B CiIydae 0OHApYKEHHS ysI3BUMOCTH B ycTpoiicTe [0T?

37. Kakue npoToKoJibl 00€CTIeYuBaIOT 3alUTy IPUBATHOCTH JAHHBIX B cuctemax [oT?

38. Pacckaxure o cuieHapuu ataku Ha ceTb [0T 1 Mepax 1o ee npegoTBpalleHHUIO.

39. Kak mpoBectu ayaut 6e3omnacHocTH cuctemsl [0T?

40. Kaxue HHCTPYMEHTHI UCTIONB3YIOTCS JUIsl TECTUPOBaHUS Oe30macHoCTH ycTpoiicTB [0T?

41. Kaxkue ctannapTbl 6€30MaCHOCTH CYIIECTBYIOT ISl KPUTUUECKU BAXKHBIX TMPOMBIIIIIICHHBIX
cucrem loT?

42. Kaxkue TpeOoBaHUS TPEABABISAIOTCS K 0€30MIaCHOCTH B IPOMBILIUIEHHBIX cpeaax?

43. TlpuBenute mpUMepsl YCICUIHBIX pelieHu B 0bmacTu 6e3onacHoctu [oT.

44. Kaxue ypoKu MOKHO M3BJICUb U3 U3BECTHBIX CIIy4aeB HapymeHus 6e3omnacHocT B [0T?

45. Kaxkue nmporpammbl 00y4eHHUs U cepTU(UKALUHN CYILECTBYIOT AJIS CIICIUATUCTOB 110
6e3onacHoctu [oT?

46. KaxoBbl yuIine MeTo/1bl 00y4eHus epcoHala 1o Borpocam 6e3omnacHoctd [0T?

47. Kaxkue akTopsl ciaeayeT yUYUThIBATh IPU BHEAPEHUH Oe30nacHbIX cucteM [oT?

48. Kaxkue mydiime npakTHKH clelyeT coOMoaaTh mpu o0ctyxuBanuu ycrpoicts [oT?

49. Kakwue skosornueckue npo0aeMbl MOTYT BOZHUKHYTh B CBSI3U C UCIIOJIb30BAHUEM
yctpoiicts [0T?

50. Kakue Mepbl MOTYT OBITh MPEINPUHATHI 11 MUHUMHU3AIMH SKOJIOTHYECKOTO BO3ACHCTBUS
[oT?

51. Kakue conuanbHblie Ipo0IeMbl CBSI3aHbI ¢ pacipocTpanenueM [oT?

52. Kak yny4muTs OCBEOMIIEHHOCTh M 00pa3oBanue 06 obecnieuennu 6e3omnacHoctu [oT B
obmecTe?

53. Kak uCKyCCTBEHHBIN MHTEIUICKT BIMSIET HA Oe30macHoCTh cuctem [0T?

54. Kakum 00pa3oM MOKHO HCIIOJI30BaTh HCKYCCTBEHHBIN MHTEIJICKT I 00eCTIeueHHs
6e3onacHoctu B [0T?

55. Kaxkue unHOBanmu B obmactu 6e3onacHocty [oT MOTyT okuaaThes B OIKalIme roIb?

56. Kak nHHOBaIMM MOTYT YJIy4YIIUTh 6€30MacHOCTh ycTpoicTB [0T?

57. Kakue BBI30BBI IIPEJICTABIISAIOT CO00H "yMHbIe ropoza” B KoHTeKcTe 6e3omnacHocTH [0T?

58.  Kak MoxHO OanaHCHPOBATh MEXKAY YPOBHEM 0€30MacCHOCTHU M y100CTBOM MCIOIb30BAHUS B
cucremax loT?

59. Kakue sTrdeckue npodaeMbl MOTYT BOSHUKHYTb U3-3a HCIIOJIb30BaHMs TexHomoruit [oT?

60. Kak yueHble 1 HH)XEHEPbI MOTYT YUECTh 3THUECKHUE aCIIEeKThl IpU pazpadboTke cuctem [oT?
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