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1 He.]'ll(l, 3ala'Yi U IVIAHUPYEMBIC PE3YJIbTAaTbl oﬁyquml o IMCIOMUIIJIMHE

K ocHOBHBIM HeJsaM OCBOCHHUSA OUCIHUITIINHBI «OCHOBBI CETEBBLIX TEXHOJIOTHIDY CJICaycCT
OTHECTH:

. YCBOCHHE

K ocHOBHBIM 3a1auaM OCBOCHHS AUCIUTUINHBI « OCHOBBI CETEBBIX TEXHOJOTHIT» CIEIyeT

MOHATHUHA U METOIOB JIUCLMIIAHEL

OTHECTH:
. 03HAaKOMJICHHUE CTYACHTOB C MPUHLUIIAMU TOCTPOCHUSI KOMIIBIOTEPHBIX CETEH;
. n3ydeHue npuHuunos [P-agpecannu;
. (dbopMUpOBaHNE HABBIKOB aIMUHUCTPUPOBAHUS KOMITBIOTEPHBIX CETEH.
O6yuenne mno aucuumanHe «OCHOBBI ceTeBBIX TEXHOJOTMil» HampaBlIeHO Ha

(dopmupoBaHue y 00yJaromuxcs CIEAYIOUMX KOMIIETCHIINI:

Kox 1 HauMeHOBaHHe KOMIIETEHIIUA

NHaukaTopbl 10CTHKEHUST KOMIIETEHIIMHU

OIIK-2. Cnoco0GeH NpUMEeHsTh
MH(OPMaLIMOHHO-KOMMYHHKAIIIOHHBIE
TEXHOJIOTUH, IPOTPaMMHBIE CPEJICTBA
CUCTEMHOTI'0 U MPUKJIAAHOIO HA3HAYEHMUSI, B
TOM YHCJI€ OT€YECTBEHHOI'O IPOM3BOJICTBA,
IS peIIeHNs 3a/1a4 Po(ecCHOHATBHOM
JesITeTbHOCTH

3HATh:

®  TpUHIWIEI QYHKIIMOHUPOBAHUS
BBIYMCIIUTENBHBIX CETEN U KOMILJIEKCOB;

®  OCHOBHBIE PELIEHUS 110 IOCTPOEHUIO
(U3NIeCKOr0, KAaHATBHOTO, CETEBOTO U
TPaHCIOPTHOI'O YPOBHEN;

®  OCHOBHBIC CTaHJAPTHI B 00JIACTH
MH(POKOMMYHHUKAITMOHHBIX CHCTEM M CETEBBIX
TEXHOJIOTUH;

° MPUHOUIIBI TOCTPOCHUA COBPEMCHHBIX
KOMIIBIOTEPHBIX CETEH U OCOOCHHOCTH HX
JKCILUTyaTaluu;

®  MCTOMBI M CIIOCOOBI IPOTPAMMHON peaTn3auu
CETEBOT0 B3aMMOJICUCTBUS B BEIUUCIUTENbHBIX
CeTSX;

®  METOAbl IPOEKTUPOBAHUS JTOKAJIBHBIX U
KOPIOPATUBHBIX BBIYUCIUTEIBHBIX CUCTEM;

®  OCHOBBI CEPBUCHO-IKCILITYaTal[HIOHHOM

peteHus 3a1a4 TpopecCuOHATHHON
ACATCIIbHOCTHU

JICATCIIbHOCTH.
OIIK-7. Cnoco6eH HCIoab30BaTh SA3bIKH yMeTb:
porpaMMHUpPOBaHUs U TEXHOJIOTHH ®  HACTPaMmBaTh Pa3sIMYHOE CETEBOE
pa3paboTKU MPOTPaMMHBIX CPEICTB IS obopyoBaHue.
BJIaJ1€Th:

®  HaBBIKAMU (OPMHPOBAHUS IOJICETEH.

2 MecTO TUCHHUILIMHBI B CTPYKTYpPe 00pa30BaTeibHOI MPOrpaMMbl

HuctummuHa «OCHOBBI CETEBBIX TEXHOJIOTUW» OTHOCHTCS K YHCIY MPOPECCHOHATBHBIX
y4eOHbIX IUCHMIUIMH o0s3aTenbHol yacT 1ukia (b.1) ocHOBHOM 00pa3oBaTenbHON MPOrpaMMbl
(B1.1.18).

N3ydyeHrne AWCHMILIMHBI ONMUpacTCs Ha 3HAHWS, YMECHHUS W HABBIKH, NMPUOOPETCHHBIC B
MPEAMIECTBYIOMMX JUCIUTUTHAX: « OCHOBBI HH(GOPMAITMOHHON Oe3omacHoCTH», «OcHoBbI KT,

3 Crpykrypa M coep:KaHue TUCHUIIAHBI

OO0mass TPyOOEMKOCTh JUCIHUIUIMHBI COCTaBisieT 4 3auyeTHBIX €AWHUIBI, T.e. 144
aKaJeMUYECKNX 4acoB (JeKIuu — 4 yaca, J1abopaTOpHBIE 3aHATHS — 68 4acoB, CaMOCTOSITENbHAs
pabota - 72 yacoB, (popMa KOHTPOJISI — SK3aMEH) B 2 CEMECTpe.



3.1 Buabl yueOHO# padoThl M TPYA0EMKOCTD

(mo popmam 00yueHus)

3.1.1 Ounas popma oOydeHUs

Ne CemecTtpsl
. KoanuyectBo
n/n Bup y4eOHoii padoThI Cemectp Henens
4acoB
cemecTpa
1 | AyauTopHble 3aHATHSA 72 2 1-18
B toM uucne:
1.1 | Jlexuun 4 2 1-18
1.2 | CemuHapckue/mpakTUIECKUE 3aHITHUS
1.3 | JlaGopaTopHbIe 3aHATUSA 68 2 1-18
2 | CamocTosiTenbHas padoTa 72 2 1-18
3 | [IpomexyTOoUHasl ATTECTAIUA 2 19-21
DK3aMeH
Uroro: 144




3.2 TemaTuyecknii JIAaH U3yYeHUS JUCHUTLINHBI

(mo popmam 00yueHu)

3.2.1 Ounas ¢popma 0OyueHus

TpynoeMKoOCTh, 4ac

AynuTopHas padora

Camoc
J:;') Paspnennbl/TemMsl Ciﬁ:ﬁ:/ap JaTTaSOP Ilpaxr TOAITE
MM CHAIIIAHBL Beero | Jlex PH | HICCKA | 1\ Has
L [paKTU4E | bIE s
1005078 padort
CKME | 3aHATH | HOATOT | ©
3aHATHUSA s OBKa
1 | Co3manme m HaAcCTpoWKa OJHOPAHTOBOMN ] 4 4
ceTu
2 | Co3nanue KOMIBIOTEPHOM CETH C 10 ) 4 4
IIOMOUIbI0 MapIIyTU3aTOpa
3 | 3HaKOMCTBO C OCHOBHBIMU CETEBBIMU 6 ) 4
ciyx06amu
4 | YcraHoBKa M HacTpoiika OecrpoBOIHOM ] 4 4
CEeTH
5 | Hacrpoiika 0€e30MacHOCTH ] 4 4
KOMIIBIOTEPHOM CETH
6 | Ilouck wu ycrpaneHue npobiaeM B 10 ) 4 4
KOMIIBIOTEPHBIX CETAX
Coznanue CXEMBI MOJIKIIIOYEHU N
7 | mocraBimuka yciayr IHTepHera mpu g 4 4
IIOMOIIIH CpelCcTBa TPacCUpPOBKHU
MapuipyTa Traceroute
8 | Co3nanue nojaceTei ] 4 4
9 | IlepBuynas HACTPOMKa 6 > 4
MapuIpyTu3aropa
Hactpoiika MapupyTuzaropa c
10 HCIIOJIb30BAaHUEM unTepdeiica 8 4 4
KoMaHIHOH cTpoku [0S
11 | Hacrpoiika koMMmyTaropa 8 4 4
12 | IInanupoBanue moaepauzanu WAN ] 4 4
Hactpoiika YJaJIE€HHOTO
13 MapIIpyTHU3aTopa c IIOMOILIBIO 8 4 4
npoTtokona SSH
14 | Pabora ¢ IP wmapmpyTtuzamueii u 2 4 4
IPOTOKOJIAMU MAPIIPYTU3ALMH
15 | PaGora c¢ cucremoil JOMEHHBIX UMEH 8 4 4
DNS. IIpocmoTp BeO-3ammpoCoB.
16 | Hcnons3oBaHue 3Xx0-3ampoca. 8 4 4
17 | Howuck u yctpanenue npobiem B pabote 2 4 4

CCTH.




18 | Pabora ¢ IP wmapmpyTuzanueit u 3 4 4
IPOTOKOJIaMH MapUIPYTH3AINU
HTroro 144 4 68 72

4 YuyeOHO-MeTOaAMYECKOEe H MH(OPMAIMOHHOE O0ecrieyeHne

4.1 OcHoBHas JIMTEpaTypa

CeTH 1 TENEKOMMYHHKAIINH : Y9eOHHUK M TPakTUKyM i By30B / K. E. Camyiinos [u ap.]
; mox penakuueit K. E. Camyitnosa, . A. [llanumosa, J[. C. KymsaboBa. — 2-e u3.,
nepepad. u gon. — Mocksa : M3gatensctBo FOpaiit, 2023. — 464 c¢. — (Bricuiee
obpazoBanme). — ISBN 978-5-534-17315-4. — Tekct : DSIEKTpOHHBIN //
ObpasosarenbHas miatdopma KOpaiir [caiit]. — URL: https://urait.ru/bcode/532855.

CeTH ¥ TEIEKOMMYHUKAIMHY : YU€OHUK U MPAKTUKYM JUIsl CPETHEr0 MPpo(hecCHOHAIBHOTO

obpazoBanus / K. E. Camyiinos [u ap.] ; mon penakuumeii K. E. Camyiinoa, 1. A.
Hlamumosa, J. C. Kynsa6oBa. — 2-e u3a., mepepad. u gomn. — Mocksa : M31aTenseTBo
Opaiit, 2023. — 464 c. — (IIpodeccuonanbaoe oOpazoanue). — ISBN 978-5-534-
17310-9. — Texkcr : anekTponHbii // Obpa3oBatenbHas miatgopma FOpait [calT]. —
URL: https://urait.ru/bcode/532849

Tpodumor, B. B. T'moGanpHbie W JIOKambHBIE ceTH : y4eOHHMK s By3oB / B. B.
Tpodumos, M. U. bapabanosa, B. 1. KusieB. — 4-¢ u3zn., nepepad. u gorn. — Mocksa :
WznarensctBo FOpaiit, 2023. — 162 ¢. — (Beicmee obpazosanue). — ISBN 978-5-534-

17504-2. — Texkcrt : anexktpoHHsbli // O6pa3zoBatenbHas miaardopma HOpaiit [caift]. —
URL: https://urait.ru/bcode/533206
3amsatuna, O. M. BbuncnuTenbHple  CUCTEMBI, CETH M TEJIEKOMMYHHUKAIUH.

MonenupoBanue cereii : yueOHoe mocoome it By30B / O. M. 3amsatuHa. — MockBa :
MzparensctBo FOpaiit, 2023. — 167 ¢. — (Bricmiee obpazoBanue). — ISBN 978-5-534-
16305-6. — Tekct : anexTponnblid / OOpa3oBaTenpHas miaTdopma FOpaiT [calT]. —
URL.: https://urait.ru/bcode/530772.

4.2 JlonoTHATEIbHASA JIUTEPATYyPA

. HpOMLIH_IJ'IeHHBIC BBIYUCIUTCIIBHBIC CCTH! yqe6Hoe OJICKTPOHHOC HU3JaHUC : yqe6Hoe

nocobue : [16+] / N.A. Enuzapos, B.H. Hazapos, B.A. [Toronun, A.A. TpeTbskoB ;
MunucrepctBo obOpa3zoBanus u Hayku Poccuiickoit ®enepanun, TamOoBCKHiA
roCy/apCTBEHHbIN TeXHUYeCKUl yHuBepcurer. — TamOoB : ®I'BOY BIIO "TI'TVY", 2018.
— 162 c. : Tabm., tpad., cxem., min. — Pexum pocryma: mo moxmmucke. — URL:
http://biblioclub.ru/index.php?page=book&id=570443 (nata obpamenus: 18.08.2019). —
bubmuorp.: c. 156-157. — ISBN 978-5-8265-1933-2. — TekcT : 2JIEKTPOHHBIH.

. I'mankux, T.B. UHopmanmonHsie cucteMsl U ceTu : yueOHoe nocobue / T.B. 'magkux,

E.B. BoponoBa ; MuHucrepctBo o0Opa3oBanus u Hayku PO, Boponexckuit
rOCYJapCTBEHHBIM YHUBEPCUTET UHKEHEPHBIX TEXHOIOrUN. — BopoHex : Boponexckuii
rOCy/IapCTBEHHBII YHUBEPCUTET MHKEHEPHBIX TexHosorui, 2016. — 88 c. : cxem., ui.,
TaoI. - Pexum JocTyma: o TIOJITTUCKE. - URL:
http://biblioclub.ru/index.php?page=book&id=481994 (mata obpamenus: 18.08.2019). —
bubnuorp. B k1. — [SBN 978-5-00032-189-8. — TekcT : 31€KTPOHHBIH.




3. Kosran, H.M. Komnsiorepasie cetu : yuebHoe mocobue : [12+] / H.M. Kosran. — MuHck
: PUIIO, 2014. — 180 c. : cxem., wi., Tadn. — Pexum moctyma: o noanucke. — URL:
http://biblioclub.ru/index.php?page=book&id=463304 (mata obpamenus: 18.08.2019). —
bubmuorp. B kH. — ISBN 978-985-503-374-6. — TekCT : 371€KTPOHHBIN.

4. IlyroBkuH, A.B. Ceru mepemaun maHHBIX : ydeOHoe mocobue / A.B. IlyroBkun ;
MunuctepctBo  oOpasoBanus u Hayku Poccuiickoit  @enpeparuu, Tomckuit
I'ocynapctBennslii YHuBepcuter CucreM Ynpasnenus u Paguosnekrponuku (TYCVYP).
— Tomck : @akynereT AucTaHnuoHHoro ooydenns TYCVYPa, 2015. — 138 c. : cxem. ,ui.,
TabI1. — Pexum JOCTYyIIA: 10 MIOJIIUCKE. — URL:
http://biblioclub.ru/index.php?page=book&id=480793 (mara oOpamenus: 18.08.2019). —
bubnuorp.: c. 131-132. — TekcrT : 2IeKTPOHHBIH.

4.3 DyieKTpOHHBbIE 00pa3oBaTeJibHbIE PeCYPChI

DJEeKTPOHHBIN 00pa30BaTEeNbHBIN pecypc Ha pa3paboTke.
5 MarepuaibHO-TeXHHYECKOE o0ecrneueHne

Jlns mpoBeleHUsT BCEX BHJOB 3aHATUH HEOOXOIUMO IMpPE3eHTAIIOHHOE O00O0pyI0BaHUE
(MyIbTUMEIUNHBIA IPOEKTOP, IKpPaH) — | KOMILIEKT.

Jlnst mpoBeZieHHs JIAOOPATOPHBIX 3aHATHI HEOOXOIUMO HAJMUME KOMIBIOTEPHBIX KIJIACCOB
000pyI0BaHHBIX COBPEMEHHOH BBIYMCINUTEIBHON TEXHUKOM U3 pacueTa OJHO pabodee MecTo Ha
OJIHOTO 00y4aeMoro.

OO0opynoBanue n annmaparypa:
Kommnsrotep ¢ onepaunonHoii cuctemoit Microsoft Windows.
KommyTaTop, MapmpyTusarop.

IIporpammHoe oGecrieueHHe U HHTEPHET-PeCypPChI:
1. Be06-6paysep Chrome.
2. Microsoft Office.
3. Cisco Packet tracer.
4. Wireshark.

6 MeTtoanueckne peKOMEeHIAUNH

6.1 Meroan4yeckne peKOMeHIallUM ISl MPENoAaBaTeJis 0 OPraHu3anumn
00y4eHus

IIpy moAroTOBKE K 3aHATHUAM clelyeT NpeABapUTENbHO NpopaboTaTh MaTepuall 3aHATHA,
IIPEyCMOTPEB €ro Nnojady TOYHO B OTBEJEHHOE AJI 3TOr0 BpeMs 3aHATHA. CienyeT NOArOTOBUTH
HE0OXO/IMMbIE MaTepHajbl — TEOPETUYECKHE CBEAEHUs, 3anauu u jp. [Ipu mpoBeaeHuu 3aHATHA
clieZlyeT KOHTPOJHMPOBATh I0/1ady MaTepuaya U pelleHue 3aJaHui ¢ y4eTOM Y4eOHOro BPEMEHH,
OTBEACHHOIO IS 3aHATHS.

[Ipu npoBepke pabOT U OTYETOB CIEAYET YUUTHIBATH HE TOJBKO MIPABHIIBHOCTH BBIMOJIHEHUS
3a/laHui, HO ¥ ONITUMAJIbHOCTh BHIOPAHHBIX METO0B PELIEHMS], TPABUILHOCTD BBIITOJIHEHHUS BCEX €TI0
1aroB.



6.2 Meroanueckne yKazaHus JJis1 00y4al0UIUXCs 10 OCBOCHUIO 1M CHUINIMHBI

N3ydeHne quCHUIIIMHBL OCYIIECTBIISIETCS B CTPOTOM COOTBETCTBHH C LIEJIEBOW YCTAaHOBKOM B
TECHOU B3aUMOCBSI3H yueOHbIM MIIaHOM. OCHOBOI TEOPETUUECKON MOATOTOBKH CTYIEHTOB SIBJISIOTCA

JIEKIUH.

B mnpomecce camocTosiTensHOM pabOThl CTYAEHTH 3aKPEIUISIOT U YIUIyONSIOT 3HAHMS,

IMMOJIYYCHHBIC BO BpEMs ayIHUTOPHBIX SaHHTHﬁ, FOTOBATCA K 3K3aMCHY, a TAKXKC CAMOCTOATCIIHEHO

U3y4aloT OT/AEJIbHbIE TeMbl yU4eOHOM MPOrpaMMBl.

7 @oHI OLICHOYHBIX CPEACTB

7.1 MeToAbI KOHTPOJISI M OLICHUBAHNS Pe3yJIbTATOB 00y4eHUs

B mporecce 00ydeHHsT MCTIONB3YIOTCS CIEIYIONIUE OICHOYHBIE (OPMBI CAMOCTOSTEIHHON

paboThl CTYACHTOB, OLICHOYHBIE CPEJICTBA TEKYIIETO KOHTPOJIS YCIEBAEMOCTU U MPOMEKYTOUHBIX

aTTeCTalluN:

® BBLINIOJTHEHHE JIA0OPATOPHBIX PadoT;

® DK3aMCH.

7.2 lIkana 1 KPUTEPUHU OLICHUBAHUSA Pe3yJIbTATOB 00y4YeHUsI

[Toka3zaTenem oLleHUBaHMSI KOMIIETEHIIMIA HAa Pa3IUYHBIX dTarnax ux (OpMUPOBAHUS SBISIETCS

JOCTIKEHUE 00yYaloIMMHUCS TUIAHUPYEMBIX Pe3yJIbTaTOB 00yUYEHHS M0 JUCHUIUIUHE (MOJIYJIIIO):

OIIK-2 CrnocodeH npuMeHsATh HH(POPMAIMOHHO-KOMMYHHMKALIMOHHbIE TEXHOJIOTMH, IPOrPaAMMHbIE CPeACTBa
CHCTEMHOT0 M MPHUKJIAJHOI0 HA3HAYEHHUS, B TOM YHCJIe 0Te4eCTBEHHOI 0 IPOM3BO/ACTBA, /ISl pellleHUsl 3a1a4
npodeccHOHAILHOM eI TeJbHOCTH

Kpurtepuu oneHuBanus

Ioka3zarean
2 3 4 5

3HATh: OObyuaronuiics OO6yuatommiics OObyuaroniics OO6yuatommiics
3HaTh! JICMOHCTPHPYET JIEMOHCTPHUPYET JICMOHCTPHPYET JIEMOHCTPHUPYET
* ITPUHIUIIBI IIOJIHOEC OTCYTCTBHC HCIIOJIHOC COOTBETCTBHUEC YaCTUYHOC IIOJIHO€ COOTBCTCTBUC
(hyHKUMOHUPOBaHUS WIM  HEJOCTAaTOYHOE | CIEAYIOIUX 3HAHUM: COOTBETCTBHE CIIEIYIOUINX 3HAHUI:
BBIYHCIIUTEIIHBIX COOTBETCTBHUE 3HATB! CIIENYIOIINX 3HAHUIA: | 3HAT:
ceTeil 1 KOMIUICKCOB; | CIEAYHOIINX 3HAaHHUA: | ° TPUHLAITBI 3HATh! . TPUHLAITBI
. OCHOBHBIE . 3HATB! (bYHKLIHOHHPOBAHHS . TPUHLIHITBL (bYHKINOHHPOBAHHS
peneHns mno | ° TPUHIHIIBL BBIYHCIUTENBHBIX CeTeld | (yHKIMOHUPOBAHUS | BBIYHCIUTEIBHBIX
HOCTPOCHHIO (YHKIMOHUPOBAHHUS | M KOMILICKCOB; BBIYHCIIUTEIBHBIX ceTell ¥ KOMIIIEKCOB;
(busHIecKoro, BBIYHCIIHTEIBHBIX . OCHOBHBIE ceTell 1 KOMIUICKCOB; | * OCHOBHBIE
KaHaJIBHOTO, CETEBOT0 | CeTeil M KOMIUIEKCOB; | pelIeHHs 110 . OCHOBHBIE peLIeHHUS 10
u TPAHCIIOPTHOTO | * OCHOBHBIE MIOCTPOECHUIO penieHus IO | TIOCTPOEHHUIO
YpOBHeii; peIIeHHsT mo | (pU3UYIECKOro, MTOCTPOCHHIO (u3nIecKoro,
. OCHOBHBIE MOCTPOCHHIO KaHaJIbHOTO, CETEBOr0 M | (PM3MYECKOroO, KaHaJIbHOT'O, CETEBOTO
CTaHmapThl B obnactu | (usmyeckoro, TPAHCIIOPTHOTO KaHaJIbHOTO, U TPAHCTIOPTHOT'O
WH()OKOMMYHHMKALMO | KaHAJIBHOTO, YpOBHEH; CETEeBOI0 U | ypoBHeij;
HHBIX ~ CHCTEM U | CETEBOrO U OCHOBHBIC TPaHCHOPTHOTO . OCHOBHBIC
CETEeBBIX TEXHOJOTHUIA; | TPAaHCHOPTHOIO CTaHJapThI B 00JIACTH YpOBHEH; CTaHJapThI B 00JIACTH
. TPUHLHITBL YpOBHEH; HHOOKOMMYHHKAILIMOHH | * OCHOBHBIE UH()OKOMMYHHKAIIHO
HOCTPOCHHUS . OCHOBHEIE BIX CHCTEM U CETEBBIX CTaHIAPTHI B 00JIACTH | HHBIX CUCTEM H
COBPEMEHHBIX CTaHIAPTHI B 00JNACTH | TEXHOJIOI'HH; MHOOKOMMYHHKAIIMO | CETEBBIX TEXHOJOTHH;
KOMIBIOTEPHBIX ceTeil | MHPOKOMMYHHKAIO | * TIPUHLHIIBI HHBIX  CHUCTEM M | * TIPUHIHIIBI
U OCOOCHHOCTM HMX | HHBIX  CHCTEM U | IIOCTPOEHHS CETEeBBIX TEXHOJIOTHH; | MMOCTPOCHUS
9KCILTyaTallHH; CETEeBBIX COBPEMEHHBIX . HPUHIHIIBL COBPEMEHHBIX




. METOJIBI U
CIIOCOOBI
MIPOrpaMMHOMN
peanu3aniu  CeTEeBOTO
B3aUMOIEUCTBUSA B
BBIYHMCIIUTEILHBIX
CETIX;

. METOIBI
MIPOEKTUPOBAHUS
JIOKAJIbBHBIX u
KOpHOpaTl/IBHLIX
BEIYMCIIMTEIIBHBIX
CHCTEM,;

. OCHOBBI
CEPBHCHO-
JKCIUTYyaTallMOHHOMN
JIESITEILHOCTH.

TEXHOJIOTHH;

. TIPHUHITUITEL
MTOCTPOCHHUS
COBpPEMEHHBIX
KOMIIBIOTEPHBIX
ceTell 1 0COOCHHOCTH
UX SKCIUTyaTaIlHH;

. METOIBI |
CITOCOOBI
IPOrPaMMHOMI
peanu3aly ceTeBoro
B3aUMOJICHCTBUSI B
BBIYHMCITUTEIIBHBIX
CeTsX;

. METOTbI
MIPOEKTUPOBAHUS
JIOKQJIBHBIX u
KOPHOPaTHUBHBIX
BBIYHCITUTEBHBIX
CHUCTEM;

. OCHOBBI
CEpPBUCHO-
9KCILTYaTaIHOHHON
JIeSITEIIbHOCTH.

KOMITBIOTEPHBIX CEeTeH U
0COOEHHOCTH MX
9KCIUTyaTallH;

. METOMBI U
CHOCOOBI IPOTPAMMHOM
peanuzayu ceTeBoro
B3aUMOJECHCTBUSA B
BBIYHCIUTENBHBIX CETSIX;
. METOIbI
NPOEKTUPOBAHUS
JIOKAJIBHBIX 1
KOPIOPAaTHUBHBIX
BBIYMCIUTENBHBIX
CHCTEM;

. OCHOBBI
CEpPBHUCHO-
SKCILTYyaTallMOHHON
JEeATEIbHOCTH.
Homnyckatores
3HAYUTEIIbHBIE OMINOKH,
MPOABJIACTCA
HEJI0CTaTOYHOCTh
3HaHUM, 00 psIy
rokKaszareseH,
oOyugaromuics
HCTIBITHIBAET
3HAYNTEIbHBIC
3aTpyIHEHUS MIpU
OTIEpPUPOBAHUH
3HAHUAMH IIPU UX
NIepeHoce Ha HOBbIE
CUTYyaLluu.

MTOCTPOCHHUS
COBPEMCHHBIX
KOMIIBIOTEPHBIX
ceTell 1 0COOEHHOCTH
WX HKCILTyaTaIHH;

. METOABI W
CII0COOBI
MpOrpaMMHON
peau3aIu CETeBOro
B3aUMOJEHCTBUSI B
BBIYHUCIIUTCIIBHBIX
CeTsx;

. METO/IbI
MPOSKTUPOBAHUS
JIOKAJIBHBIX 31
KOPIIOPaTHBHBIX
BBIYHMCIIUTEIBHBIX
CHCTEM,;

. OCHOBBI
CEPBUCHO-
3KCILTyaTallMOHHOMN
NEATEIILHOCTH. , HO
JIOITY CKAFOTCSI
HE3HAUYUTEIILHBIE
OIIINOKH,
HETOYHOCTH,
3aTpyAHEHUS
AHAIMTHYECKUX
omepanusx.

npu

KOMITBIOTEPHBIX CEeTeH
1 0COOEHHOCTHU MX
SKCIUTyaTallny;

. METOJBI U
CTHIOCOOBI
MPOTPpaMMHON
pean3ayy CETeBOro
B3aUMOJECHCTBUSA B
BBIYUCIIUTCIIbHBIX
CETsIX;

. METOIbI
MIPOEKTUPOBAHUS
JIOKAITbHBIX U
KOPIOPATHUBHBIX
BBIYUCIIATENEHBIX
CHUCTEM;

. OCHOBBI
CEpBUCHO-
3KCILTyaTallMOHHON
JEeSITETHHOCTH.

, CBOOOJIHO OTepupyer
NpUOOpPETEHHBIMU
3HAHHUSAMH.

OIIK-2 CnocofeH npuMeHATh HH(POPMAIMOHHO-KOMMYHHKAIIMOHHBIE TEXHOJIOTHH, IPOTPAMMHBIE CPEeACTBa
CHCTEMHOT0 ¥ NPHKJIAJHOI0 HA3HAYCHHUS, B TOM YHCJIe 0Te4eCTBEHHOI0 IPOM3BO/CTBA, /ISl PelIeHUsI 32124
npodgeccuoHATbHOMN AeATEIbHOCTH

Kpurtepnu onennBanus

Iloka3zarean
2 3 4 5

3HATH: OO0yuaromuiics OO0yuatoniuiics OO0yuaromuiics OO0yuatoniuiics
3HATh: JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPHUPYET
. MPUHIIUTIBI MOJIHO€ OTCYTCTBHE | HEMOJHOE COOTBETCTBHE | YACTHUHOE MOJIHOE COOTBETCTBUE
(DYHKIIMOHUPOBAHUS WIM HEIOCTATOYHOE | CIEIYIOUINX 3HAHUN: COOTBETCTBHE CIIETYFOIIMX 3HAHUNA:
BBIYKMCITUTETBHBIX COOTBETCTBHE 3HATh: CIIEAYIONIUX 3HAHUA: | 3HATH:
ceTell ¥ KOMIUIEKCOB; | CICAYIOIIUX 3HAHWIL: | © MIPUHIIUTIBI 3HATh: . MIPUHIIUTIBI
. OCHOBHbIE . 3HATh: (bYHKIIHOHUPOBAHUS . MPUHIIUTIBI (bYHKIIHOHUPOBAHUS
pelieHus mno | ¢ MPUHIIUTIBI BBIYMCIIMTENBHBIX CeTel | (YHKUHMOHUPOBAHUSI | BBIYHUCIHTEIbHBIX
MOCTPOEHHIO (DYHKUIMOHUPOBAHUSL | M KOMIUIEKCOB; BBIYHMCITUTEIbHBIX cereil 1 KOMILIEKCOB;
(uzuueckoro, BBIYHCITUTEIbHBIX . OCHOBHbBIE ceTeil U KOMILIEKCOB; | * OCHOBHbBIE
KaHaJIbHOTO, CETEBOTO | CETEH M KOMILIEKCOB, | PELIEHHs 10 . OCHOBHbBIE PpELIEHHUS 110
" TPaHCIIOPTHOTO | * OCHOBHbBIE HOCTPOEHHIO peeHus [0 | MOCTPOEHHIO
YPOBHEIA; peeHus mo | ¢usnueckoro, MOCTPOEHHIO (usrueckoro,
. OCHOBHbIE MOCTPOEHHIO KaHAJILHOTO, CETEBOr0 U | (hH3UUYECKOTO, KaHAJILHOTO, CETEBOTO
CTaHAapThl B 007acTH | PHU3UIECKOTO, TPaHCIIOPTHOTO KaHaJIbHOTO, U TPAHCIIOPTHOT'O
WH()OKOMMYHHKAIIMO | KAHAIBHOTO, yPOBHEIf; CETEBOTO U | ypOBHEif;
HHBIX ~ CHCTEM ¥ | CETeBOro e OCHOBHbBIE TPaHCIIOPTHOTO . OCHOBHbBIE
CETEBBIX TEXHOJIOTHIA; | TPAHCIOPTHOTO CTaH/IapThl B 001aCTH YpOBHEii; CTaH/IapThl B 001aCTH
. MPUHIIUTIBI YpOBHEii; WHPOKOMMYHUKAIIMOHH | * OCHOBHbIE MHPOKOMMYHHKAIIHO
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MOCTPOCHHUS . OCHOBHBIE BIX CHUCTEM U CETEBBIX CTaHIIAPTHI B 00JIACTH | HHBIX CUCTEM U
COBPEMCHHBIX CTaHJAPTHI B OOJIACTH | TEXHOJIOTHIA; WHPOKOMMYHUKAINO | CETEBBIX TEXHOJIOTHH;
KOMITBIOTEPHBIX ceTeil | MHDOKOMMYHHKAIIMO | ® MIPUHIIUATIBI HHBIX CHCTEM M | *® MIPUHIIUTIBI
U OCOOCHHOCTH WX | HHbIX  CHCTEM U | MOCTPOCHHUS CEeTEBBIX TEXHOJIOTHIl; | MOCTPOCHMUS
IKCILTyaTaIUH; CETEBBIX COBPEMEHHBIX . MPUHIUTIBI COBPEMEHHBIX
. METOIbI M | TEXHOJIOIHii; KOMIIBIOTEPHBIX CETCH U | TOCTPOCHUS KOMIIBIOTEPHBIX CETEH
CII0COOBI . MIPHUHIUITBL 0COOEHHOCTH X COBPEMEHHBIX M 0COOEHHOCTH HX
MIPOrPaMMHOMA MMOCTPOCHHS IKCILUTyaTal1H; KOMIIBFOTEPHBIX IKCILUTyaTal[1H;
peanu3aiiu CEeTEBOro | COBPEMEHHBIX . METOBI U cereil 1 0COOEHHOCTH | *© METOBI U
B3aUMOJIEHCTBUSA B | KOMIIBIOTEPHBIX CIOCOOBI IPOrpPaMMHOM HX DKCILTyaTalluH; CIIOCOOBI
BBIYHUCIIUTCIIBHBIX CeTeﬁ u OCO6eHHOCTI/I peanmaunn CETCBOI'O ° METOAbI nu HpOFpaMMHOﬁ
ceTsx; UX IKCILTyaTaIVH; B3aUMOJENCTBUS B CII0COOBI pealu3aIuu CETEeBOro
. METO/IBI . METOABl W | BBIYUCIUTEIBHBIX CETIX; | MPOrPaMMHOMN B3aUMOJENUCTBYUS B
MPOEKTUPOBAHUS CII0COOBI . METO/IBI peau3aIi CETEBOT0 | BBEIYUCIATEILHBIX
JIOKAJIbHBIX U | IpOrpaMMHOM MIPOCKTUPOBAHHSI B3aUMOJEHCTBAS B | CETHAX;
KOPHOPATHBHBIX pea3alu CETEBOro | JIOKAIbHBIX U BBIYUCIIUTENBHBIX . METO/IbI
BBIYUCIUTENBHBIX B3aUMOJICHCTBUSL B | KOPIOPATHUBHBIX CeTHAX; MIPOCKTUPOBAHHUSI
CHCTEM,; BBIYUCITUTENBHBIX BBIYHCIUTENBHBIX . METOIbI JIOKQJIBHBIX U
. OCHOBBI CeTsx; CHCTEM; MIPOCKTUPOBAHUS KOPIIOPaTUBHBIX
CEPBHCHO- . METOIbI . OCHOBBI JIOKAJILHBIX M | BBIYHCIUTENLHBIX
9KCILTyaTal[HOHHON MPOSKTUPOBAHUS CEPBUCHO- KOPIIOPATHBHBIX CHCTEM;
JCATCIIBHOCTHU. JIOKAJIbBHBIX nu 3KCHHyaTaHHOHHOI71 BBIYHUCIIUTCIIBHBIX . OCHOBBI
KOPIIOPATHBHBIX JIESITENLHOCTH. CHCTEM,; CEPBUCHO-
BBIYMCIIUTEILHBIX Jomyckarorcst . OCHOBBI AKCIUTYaTaluOHHON
CHCTEM,; 3HAYUTENIBbHEIC OIMUOKH, | CEPBHCHO- JESITENLHOCTH.
. OCHOBBI MIPOSIBIISICTCS IKCILTYaTAHOHHOM , CBOOOJIHO OTepupyer
CEpPBUCHO- HEIOCTATOYHOCTD JIeSITEIbHOCTU.,  HO | IPUOOPETEHHBIMU
IKCILTYaTAHOHHOM 3HAHHU, 110 PSIY JIOITYCKAIOTCS 3HAHUSAMM.
JIESATENILHOCTH. rokKasareje, HE3HAYHUTENILHBIE
oOyJaromuics OIINOKH,
HCIBITEIBAET HETOYHOCTH,
3HAYUTENbHEIE 3aTpyAHEHUs pu
3aTpyAHEHUs IpU AHAIUTUYECKUX
OIIEpUPOBAHUU oIepanusix.
3HAHUSAMH IIPH UX
MEPEHOCE Ha HOBBIC
CUTYAIHH.

[[Ixanbr olleHUBaHUA PE3YJIbTATOB MPOMEKYTOUHOM aTTECTALMU U UX OMKMCAHUE:
Dopma npomercymouHou ammecmayuu: IK3ameH.

[IpomesxyTouHas aTTectanys o0yyaromuxcs B GopMe sK3aMeHa IPOBOJUTCSA 110 pe3yIbTaTaM
BBITIOJIHEHHSI BCEX BUIOB YYEOHOH pPaOOTHI, MPETyCMOTPEHHBIX YYEOHBIM IUIAHOM I10 JaHHOU
JUCHUILIMHE (MOIYJI0), IPU 3TOM YUUTBIBAIOTCS PE3YJIbTaThl TEKYIIETO KOHTPOJIS YCIIEBAEMOCTH B
TedyeHue cemecTtpa. OLEHKa CTENEHHM AOCTHXKEHHsI OOydYalOUIMMHUCS IUIAHUPYEMBIX pe3yJIbTaTOB
o0yueHHss MO JIUCUUILIMHE (MOJYJI0) IPOBOAUTCS TNpenojaBaTeiaeM, BEAYIIMM 3aHATHS I10
JUCLHUIUIMHE (MOAYJII0) METOJIOM SKCIepTHOM oueHKHU. I1o nToram npoMexyTOYHOHM aTTecTaluu o
JUCLHUIUIMHE (MOJYJII0) BBICTABIISIETCS OLEHKA «OTIMYHO», «XOPOLIO», «yIOBJIECTBOPUTEIHHOY WIIN
«HEYIOBJIETBOPUTEIBHO.

IIxana oueHUBaAHUS Onucanme
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BeimonHens! Bce BHIBI yueOHOH paboThl, IpeTycMOTPEHHBIE YUeOHBIM TIJIAaHOM.
CTyneHT JeMOHCTPUPYET COOTBETCTBUE 3HAHUMN, YMEHUH, HABBIKOB IPUBEICHHBIM
B TaONIMIax MoKasaTelel, onepupyeT MPHOOPETCHHBIMU 3HAHHMAMH, YMECHUSIMH,
OTtnnuHO HaBBIKAMH{, NPUMEHSET MX B CHTYallUsX MOBBINIEHHOHN cioxHOcTH. [Ipm 3TOM
MOTYT OBITh JOMYIIEHB! HE3HAYNTEIbHBIE OINOKN, HETOYHOCTH, 3aTPYAHEHHUS IIPH
AQHAJMTHUYECKUX OMNEpalusAX, TMEepeHoce 3HaHMM W yMEHMH Ha HOBBIC,
HECTaHJAPTHBIC CUTYAlHH.

BrimonHeHs! Bce BHABI Y4€OHOH PabOTHI, MPEAyCMOTPEHHBIE YUYEOHBIM IIAHOM.
CTyneHT 1eMOHCTPUPYET HENOJIHOE, TPABHIILHOE COOTBETCTBHE 3HAHUI, YMEHUH,
HaBBIKOB TPHUBEACHHBIM B TaOIUIAX MOKaszaTesei, MO0 ecinu MpU ITOM OBLIH
JIOTTYIIEHBI 2-3 HECYIIIECTBCHHBIC OITUOKH.

Xopor1o

BeImoHeHBI Bce BHIBI YY€OHOH Pa0OTHI, MPEIyCMOTPEHHBIC YUCOHBIM ILIAHOM.
CTyneHT IeMOHCTPUPYET COOTBETCTBHE 3HAHUI, B KOTOPOM OCBEIIIEHA OCHOBHAS,
HauOoJiee BaKHAS YaCcTh MaTepHalia, HO IPU 3TOM JONYIICHA OJTHA 3HAYUTEIbHAS
oIrOKa UM HETOYHOCTD.

YIIOBJ'ICTBOpI/ITeIIBHO

He Bbmomxen omma wiu Ooinee BHUAOB Y4eOHOH pPabOTHI, MPEoyCMOTPEHHBIX
yueOHbIM TUIaHOM. CTYIEHT AEMOHCTPHPYET HEIMOJHOE COOTBETCTBHE 3HAHWIA,
YMEHHH, HABBIKOB IPUBEICHHBIM B TaOJMIAX IIOKa3aTeleHd, OIyCKaloTcs
3HAUUTENIbHBIE OIMOKH, MPOSBIIAETCS OTCYTCTBUE 3HAHMH, YMEHUH, HAaBBIKOB 110
psioy IOKa3aTeslei, CTYAEHT HCIBITBIBACT 3HAYUTENbHBIE 3aTPyJHEHHS IIPH
OINICPUPOBAHNHU 3HAHUAMU U YMCHUAMU IIPU UX NIEPEHOCE HA HOBBLIC CUTYyallU.

HeynonerBoputenbHo

7.3 OueHo4Hble cpeacTBa

7.3.1. Cnucok BONPOCOB K IK3aMeHYy

I'naBa 1

1. Bunael noakmouenust kK MTaTepHery.
dusnyeckas ¥ Jorudeckas TOIIOJIOTHS.
KomriioHeHTHI ceTh.
HHTepHeT, MHTPAaHEeT, JKCTPAHET.
Hanexnas ceTh.

AR

OpnopanroBast cerb. CeTb Ha OcCHOBe cepBepa. OmucaHue, NpPEeUMyILECTBA U
HE/IOCTATKH.
7. Oobecrnieyenue 6€30MaCHOCTH CETU

I'maBa 2
1. bannep MOTD.

2. TIporpaMMsbl SMYJISIIUK TEPMHUHATIA.

3. Hoctym x Cisco IOS

4. show ip interface brief, no shut, no ip domain lookup.

5. Pexumsl pabotsl ¢ CLI.

6. IlaponbHas 3ammrTa yCTpOKCTB.

7. 1P nnsg kommyTaTopa.

8. Cmnoco6s! noaxtoyeHus k kommyrtaropy VTY, SVI, VLAN.

9. Kak coxpanuts u cOpocuts Qaiin koHpuryparun B NVRAM. -
I'maBa 3

1. IlpaBuna 1 MpOTOKOJIBI
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AR

Ha6ops! npoTokosoB
Opranu3zanuu 1o cTaHAapTH3AUN
DTajoHHBIE MOJETU
WHukancymisiuys JaHHBIX

JocTyn K TaHHBIM

T's1aBa 4

1.

00N U R W

10.
11.

Haznauenue u XxapakTepuUCTUKH (PU3NYECKOTO YPOBHSI.

Crannaptsl pu3nyeckoro ypoBHs, GU3NIECKUE KOMIIOHEHTHI.
[IponyckHast CHOCOOHOCTH U TEPMUHOIOTHS.

MenHbIii kKabensb (MTPOBOIHBIC CTIOCOOBI TIOKITFOUEHHS).

[Ipokianka ONTOBOJIOKOHHBIX KaOesnei.

CpencrBa 0eCTIpOBOTHOTO MOIKITIOYCHHUS

KananpHbIi ypoBeHB, MOypoBHU KaHama nepenaun nanubix IEEE 802 LAN/MAN
[IpenocraBienue goCcTymna K cpene, CTaHAapPThl KaHAIBHOTO YPOBHS
®dusnueckas u goruyeckas tornonorus (WAN, point-to-point, LAN)
CSMA/CD, CSMA/CA

Kanp xanana nepenayu JaHHBIX

T'naBa 5

1.

Sk

T'1aBa
1.

Nk WD

T'1aBa
1.

S kW

T'1aBa
1.

Kanpsr Ethernet

MAC-anpec Ethernet

Tabmua MAC-anpecos

CkopocTb U ciocoObI MEPECHITKA Ha KOMMYTaTOpax
MAC u IP

ITpotokon ARP u ero npobiaembl

6

CeteBoli ypOBEHb

Xapaxkrepuctuku [P. MTU.

[Taker IPv4

[Taket IPv6

Metoasl MapiIpyTU3aLKH Y3JI0B

Tabnuua mapupyTuzanuu Mapuipyrtuzaropa [Pv4
[TamMaATh 1 3arpy3ka MapupyTu3aTopa

7

[Tpo6nemsr [Pv4

[Pv6-anpecanus

Tunet [Pv6-anpecos
NunuBunyansHeie [IPvo
I'pynnossie IPv6

Paznenenue IPv6 na moaceru (8 ri)

8
3amauu (cM. 3agady 3) (Bam OyayT BeIIaHBI IpyTHE ajipeca MO TUM IIpUMEPaM)
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2. Tlocuurath agpec ceTu, MNEpBBIH, mocineaHuit u broadcast azapec. (Hampumep
192.168.16.70/26)

3. Paszpmenute Ha Heckonbpko moxacereil. (Hampumep - 172.16.0.0/16 pazgenuts Ha 8
MOZICETEH)

4. Pazgenuth Ha HeckoybKO mojceTel aapec 10.1.1.101/20 (mepsast cetb 100 y31m0B, 2-5
60, 3-1 20 y3110B)

I'naBa 9
1. Ilepenaua nanubix no TCP u UDP

2. 0630p npotokono TCP u UDP

3. OO6wmen ganueiMu o TCP

4. HanexHocTb U ynpaBjeHHE TOTOKOM nepenaun. Pazmep okHa

5. OoOwmeH manaeiMu o UDP

6. Ilpunoxenuss TCP u UDP u xak onpeaensitorcss mpuioKeHus
I'nasa 10

1. YpoBeHb NpuiI0XKEHUH, ypOBEHD IPEICTABICHUS, CEAHCOBBII YPOBEHb
CriocoObl B3aMMOAEHUCTBUS IPOTOKOJIOB C MPHIIOKEHUSIMH MTOJIb30BaTENeH
[IpoTokosbl BeO-Tpaduka u 3J1. OUTHI

Cepgucsl [P-aapecanun

Nk

CepBHCH COBMECTHOTO JI0CTYyTIA K (paitiam
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