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1. Hean, 3a7aum ¥ IVIaHUPYeMble Pe3yJbTAThl 00yUeHUsl 10 JUCHUIIIIHHE

[{enbro ocBoeHUs nucHUIUIHHBI « TH)OpPMAIIMOHHBIC CETH U TEICKOMMYHUKAIIUN SIBISICTCS

- MPUOOpPETeHHE CTYACHTAMH 3HAHUM B OOJIACTH CETEBBIX M TEJICKOMMYHHKAIIMOHHBIX
TEXHOJIOTHA,

- pa3BUTHE CIOCOOHOCTH CTYJCHTOB K CaMOCTOSITEIBHOMY HW3YYEHHIO U OCBOCHHIO
OTAEJNBHBIX TEM AUCUMIUIMHBI U PELICHUS TUIIOBBIX 3a]1a4,

- TIOATOTOBKA CTYJACHTOB K JEATEIBHOCTH B COOTBETCTBHU C KBaIU(UKAITMOHHOU
XapaKTePUCTHKON MarucTpa 1o HampaBJICHUIO, B TOM YHclie (GOPMHUPOBAHUE YMEHUN HUCIIOJIb30BATh
MOJTyYEHHBIC 3HAHUS B MPOPECCUOHATBHOM JIEATETLHOCTH.

3amaun JUCHUILIAHDI:

- 03HAKOMJICHHE CTYJCHTOB C CUCTEMHBIMU HHTEpdeiicaMu 1 MPOTOKOJIAMH B3aUMOICHCTBUS
MIPOLIECCOB B JIOKAJbHBIX, KOPIIOPATUBHBIX U TJIOOATBHBIX CETSIX,

- U3YUYEHHE CPEJICTB OPraHU3aLMH JIOKAIbHBIX CETEN

- HAYalbHBIM ypOBEHb CETEBOIl MHTErpaluu. - MPUOOPETeHHE MPAKTHUECKUX HABBIKOB 10
OpraHU3aIMy ¥ COMTPOBOXKICHUIO CEPBEPOB MH(POPMAIIMOHHBIX CETEH.

OO6yuenwne no gucuuiuirae « THGOpMAIIMOHHBIC CETH M TEIICKOMMYHHKAITUI HAIPABICHO HA
(dbopMUpOBaHUE y OOYIAFOIIUXCS CICAYIOMNX KOMITCTESHITUH:

KO}] N HAUMCHOBAHMUEC KOMHeTeHHHﬁ I/IHZIHKaTOpLI JOCTHKCHUSA
KOMIIETCHIINHN

YK-4. Cnocoben npumensite cospemennsie | TYK-4.1. YcranaBianBaeT U pa3BUBAET
KOMMYHHKATHUBHBIC TCXHOJIOTMHU, B TOM YHUCJIC

Ha  HHOCTpaHHOM(BIX)  s3bIKe(ax),  JuId
akajeMuyeckoro u  npodeccuonanpHoro | OCYIIECTBIACT  aKaICMUYECKOEC U

B3aHMOICHCTBUsS npodeccuoHaIbHOE B3aMMOJEHCTBUE C

npodecCUOHANIbHbBIC KOHTAaKTHI,

IMPUMCHCHHNCM COBPCMCHHBIX
KOMMYHHKAaTUBHBIX TCXHOJ’IOFHfI, B TOM
YHUCJIC HAa HHOCTPAHHOM S3BIKC.

2. MecTO IMCUHMILIMHBI B CTPYKTYpe 00pa3oBaTe/ibHOM MPOrPaMMbl

Jucnuunnmna «MHpopMaIoHHbIe CETH U TEIEKOMMYHUKALMNY) OTHOCUTCS K AMCLUIUINHAM
o0s3arenpHOM yacTu (broka 1) ocHOBHOM 00pa3oBaTeNbHOM MpOrpaMMbl MarMCTPaTyphbl; H3ydaeTcs
B 3 ceMecTpe.

JucuumnmHa 6azupyeTcs Ha CIeIyroInX, TPOHIEHHBIX JUCIUTUINHAX:

- «IHOCTpaHHBIH A3BIK B HAY4YHOH cheper;

- «[{udposas 06paboTKa CUTHAIOBY.

3. CTpyKTypa U cofep:KaHue QU CHUNINHBI

OO11ast TPy A0EMKOCTh JIUCIUILTHHBI COCTaBisieT 4 3aueTHbIX(e) equnaunil(bl) (144 yaca).

3.1 Buabl yueOHOIi padoThI U TPY/10€MKOCTh

3.1.1. Ounas dpopma oOydeHUs

Ne . KoauyecTBo CemecTpbl
Buj yueOHoit padoThl
n/n 4acoB 3 cemecTp




AyAUTOpHBIE 3aHATHH

36

B Tom uucie:

1.1

Jleknuun

18

1.2

CeMHUHAPCKUE/TTPAKTUICCKIE 3aHITHS

1.3

JlaboparopHble 3aHATH

18

CamocrosiTeibHasi padoTa

108

B toMm uucine:

2.1

[TonroroBka u 3anyTa 1a60paTOPHBIX pabOT

36

2.2

CaMocCTOsATEIbHOE U3YUECHHE

36

IIpomeskyTOUHAsI aTTecTALMS

3auet/aud.3auer/sK3aMeH

OK3aMCH

HToro

144

3.2 TemaTnuyeckuii NJjiaH U3y4eHHUs TUCHHNITHBI

(o popmam oOyyeHwHs)
3.2.1. Ounas dhopma oOyueHus

Ne
n/n

Pa3nennl/TeMbl
JUCIHHUILINHBI

TpyaoeMkocThb, yac

Bcero

AyautopHasi pabora

Jlexknuum

Cemunapckue/
MPAKTHYCCKHE
3aHSATHUS
JlaboparopHbie
3aHSATHUS

[IpakTnueckas

IoAroToBKa

CaMocTofTeIbHAA

padora

Jlexuus Nel OG30p u apxuTekTypa
BBIUHCIIUTENbHBIX CETEeH

(o3}

Jlexuust Ne2 CeMuypoBHEBasi MOJENb
OSlI

(o3}

Jlexust Ne3 CtanaapThl U CTEKU
IIPOTOKOJIOB

Jlexnusa Ne4 Tormonmorus
BBIYMCIUTEIHLHON CETU U METOBI
JIOCTYTIa

(6}

Jlexnua Ne5 JIBC u komnosHenTts! JIBC

Jlexumst Ne6 duznueckas cpena
nepeaadyy JaHHbIX

Jlexknusa 7. CeTeBble OnepaluOHHbIC
CHUCTEMBI

Jlexums 8. TpeGoBanusl,
NPEAbSIBISIEMBIE K CETSIM

Jlekius 9. CereBoe 00opy10BaHUE

10

JlabopaTtopHas padota Nel. Pexxum
cumysinuu B Cicso Packet Tracer.

11

JlabopaTtopHas pabota Ne2. Hactpoiika
CETEBbIX CEPBHUCOB.

12

JlabopaTtopHas padota Ne3. 3HaKOMCTBO
¢ komangamu [0S.

13

JlabopaTtopHas pabota Ne4. Hactpoiika
CTaTUYECKOM MapLIPYTU3ALUU.




14 | JIaGopatopHnas pabota Ne5. 8 5 6
[TocTpoenue TabauIl MapLUIPyTU3ALIUH.

15 | JIabopatopHas padora Ne6. Hacrpoiika 8 5 6
npotokojua RIP.

16 | Jlabopatopnas padora Ne7. Hacrpotika 8 5 6
npotokosa RIP B kopriopaTuBHOM ceTH.

17 | JlabopaTopHnas pabota Ne8. Hactpoiika 5 5 6
nporokosia OSPF.

18 | JlabopaTopHas padota Ne9.
[IpeoOpa3oBaHue CETEBBIX aIPECOB 8 2 5
NAT. Hactpoiika VLAN Ha onHOM
kommyTtarope Cisco

Hroro | 144 18 18 108

3.3 CoaepxaHue TUCHUNIHHBI

Jlekmusa Nel

1. OG30p U apXUTEKTypa BhIUUCIUTEIbHBIX ceTell 1.1. OCHOBHBIC ONMpENEeNeHUs] U TePMUHBI 1.2.
[TpeumyrectBa ucnonb3oBanus ceteil 1.3. Apxutektypa cereii 1.4. BeiOop apXUTEKTyphI ceTH
Jlekuus Ne2

2. CemuypoBHeBas mozenb OSI 2.1. Bzaumopelicteue ypoBHer monenu OSI 2.2. IlpuknagHoit
ypoBenb (Application layer) 2.3. YpoBenp mnpencrasinenus nanabix (Presentation layer) 2.4.
CeancoBslii ypoBeHb (Session layer) 2.5. Tpancnoptaslit yposens (Transport Layer) 2.6. CeteBoii
ypoBeHb (Network Layer) 2.7. Kananehbiif yposens (Data Link) 2.8. @usndeckuii yposens (Physical
Layer) 2.9. Cere3aBucumble mpoTokossl 2.10. CTekn KOMMYHHKAIIMOHHBIX IPOTOKOJIOB

Jlekuus Ne3

3. Cranpaptel u creku npotokonoB 3.1. Crneundukamuu craHaaptoB 3.2. [IpoToKobl U CTEKH
npotokoiioB 3.3. Ctek OSI 3.4. Apxutektypa creka nmporokonoB Microsoft TCP/IP

Jlekmus Ned

4. Tornosiorust BEIYMCIUTEIBHON ceTH U MeTO bl focTyna 4.1. Tononorus BeruucnuTenbHon cetu 4.2.
Buasl Tononoruii 4.3. Metoibl 1octyna

Jlexnus NeS

5. JIBC u kommnonents! JIBC 5.1. OcHoBHble kKOMIIOHEHTHI 5.2. Paboune cranuum 5.3. CereBble
apantepsl 5.4. ®@aiinoBeie cepBepbl 5.5. CereBble omnepanMoHHbIE cUCTeMbl 5.6. CereBoe
nporpaMMHoe obecrnieueHue 5.7. 3amuTta AaHHbIX 5.8. Mcnonbp3oBaHue maposield U orpaHHueHUe
noctyna 5.9. TunoBoii coctaB 060py10BaHUS JOKAJIBHON CETH

Jlekuus Ne6

6. ®usndeckas cpefa nepeAaadn AaHHbIX 6.1. KaGenu cBs3M, TUHUY CBSI3U, KaHATBI CBsi3H 6.2. Turbl
kabemnel U CTpYKTypHUpOBaHHbIE KaOeabHbIe cucTeMbl 6.3. Tumnsl kabeneit 6.4. KaGenbHbIe CHCTEMBI
Ethernet. 10Base-T, 100Base-TX 6.5. 10Base2 6.6. becipoBoHbIC TEXHOJIOTUU

Jleknus Ne7

7. CereBble omnepannoHHble cuctemsl 7.1. CTpykTypa ceTeBOM ONEpallMOHHOW CUCTEMBI 7.2.
Opmnopanroeie NOS u NOS c¢ BemenenHbeiMu cepBepamu 7.3. NOS s cereir macmrada
npeanpusitus 7.4. CereBsie OC NetWare pupmsr Novell 7.5. CemeiictBo ceteBbix OC Windows NT
7.6. CemeiictBo OC UNIX 7.7. O630p Cucrems! Linux

Jleknms Ne§




8. TpeboBanusi, mpenbsiBiasiembie K cerssm 8.1. IlpowsBoaurensHOcTh 8.2. HamexxHocTsh u

6e3omacHocTh 8.3. [Ipo3paunocts 8.4. [Tognepikka pa3Hbix BUI0B Tpaduka 8.5. YipasisieMocTs 8.6.

CoBMecTUMOCTh

Jleknusa Ne9

9. CereBoe obopynoBanue 9.1. CereBbie amantepsl, i NIC (Network Interface Card). 9.2.

[ToBTOpUTENU 1 KOHUEHTPATOPHI 9.3. MocThl 1 KOMMYyTaTophl 9.4. Mapmpytuzaropsl 9.5. o361
3.4 TemaTnka ceMMHAPCKUX/MPAKTHYECKHUX H JIAOOPATOPHBIX 3aHATHI

3.4.1. CemuHapckue/IpakTUYECKUE 3aHATHS

He npexycMoTpeHo yueOHbIM IJIAHOM

3.4.2. JlTabopaTopHbIe 3aHATHS

Jlaboparopuas pabota Nel. Pexum cumyssiinm B Cicso Packet Tracer.
JlaGopaTtopHnas pabota No2. Hactpoiika ceTeBbIX CEPBUCOB.

Jlaboparopnas pabota Ne3. 3nakomcTBO ¢ komanaamu [OS.

JlaboparopHas pabota Ned. HacTpoiika cTaTuuecKoil MapIipyTH3aIIH.
Jlaboparopuas pabota Ne5. [Toctpoenue Tabaui MapuIpyTH3AUH.
JlabopaTtopnast pabota Ne6. Hactpoiika npotokosna RIP.

JlabopaTtopnast pabora No7. Hactpoiika npotokosna RIP B koprnopaTuBHO# ceTH.
JlaGopaTtopHnas pabota Ne8. Hacrpoiika nmporokona OSPF.

Jlaboparopuas padota Ne9. [TpeoOpazoBanue ceteBbix aapecoB NAT. Hacrpoiika VLAN Ha ogHOM
kommyTtarope Cisco

Croco6s1 peanuzarun: Cisco Packet Tracer.

3.5 TemaTnka KypcoBBIX NPOEKTOB (KypCOBBIX pador)
KypcoBbie paboThl/POEKTHl OTCYTCTBYIOT

4, YueOHO-MeTOoANYeCcKOe U MHPOPMALIHOHHOE o0ecriedeHue

4.1 HopmatusHble 1oKyMeHTbI 1 OCTb1
He npenycmorpeno

4.2  OcHoBHas JuTeparypa

1. Omudep B.I'., Onudep H.A. Komnbrotepubie cetu. [IpuHIuUIbIL, TEXHOIOTUH, IPOTOKOJIBI.
VYueOHuk 171 cTyieHToB By30B. — CII6.: [Tutep, 2016.

2. Ycaues, I0.E. BerauciautensHble MalTUHBI, CETH U CUCTEMBI TEJICKOMMYHHKAITHH.
[Onextponnslii pecypc] / FO.E. Ycaues, U.B. Uurupésa. — DnektpoH. nan. — Ilensa : [len3I' TV,
2014. — 307 c. — Pexxum pocryma: http://e.lanbook.com/book/62577

4.3 JlomoaHuUTeNbHAS JUTEpaTypa

1. Bpoiino B.JI., Unbuna O.I1. BeraucnuTenbHBIE CUCTEMBI, CETH M TeICKOMMYHUKAIIUU.
VYuebnuk 11 By30B. - CII6.: [Tutep, 2011.

2. Boponiios, A.A. JlokansHble BEIYHCTUTENbHBIE ceTU. Co3AaHNe U peJaKTHPOBAHUE
YYETHBIX 3aruceit moip3zoBaresneit jomena B OC Windows Server. Metoanieckue yka3aHus 10
BBITIOJTHEHHUIO MPAKTUYECKON paboThl Ne2. [DnekTpoHHBIN pecypc] — DaekTpoH. naH. — [lensa :
[Men3I'TV, 2014. — 83 ¢. — Pexxum moctyma: http://e.lanbook.com/book/62745

3. I'magxux, T.B. MHdOpMaIimoHHbIE CUCTEMBI U CETH. [ DIEKTPOHHBINA pecypc] : yueo.
nocooue / T.B. I'nmankux, E.B. BoponoBa. — Dinekrpon. nan. — Boponex : BITYUT, 2016. — 86 c.
— Pexxum gocryma: http://e.lanbook.com/book/92230



http://e.lanbook.com/book/62745

4.4  JjaexkTpoHHBIE 00pa3oBaTelbHbIE PecypChl

1. https://online.mospolytech.ru/local/crw/course.php?id=4031

HOpSI,Z[OK IMPOBCACHUA pa60T B AUCTAaHIHUOHHOM (bopMaTe YCTaHaBJIMBACTCA OTACIIBHBIMU
PactopsDKEHHUSIMU TIPOPEKTOPA MO y4eOHOH paboTe M/WiIu EHTPOM y4eOHO-METOIMYECKON PabOTHI.

45 JIluneH3HOHHOEe | CcBOOOJHO  pacmpocTpaHsieMoe NMporpaMMHoe
o0ecreuenue
1. Cisco Packet Tracer.

46 CoBpemeHHble NpodeccHOHATIbHbIe 0a3bl TAaHHBIX U WH(POPMAIMOHHbIE
CIIPaBOYHbIE CHCTEMbI

1. https://www.youtube.com/@netskills

2. https://www.youtube.com/@newedusys

S. MarepuajibHO-TEXHHYECKOe o0ecreyeHue

Jlnst  mpoBeleHUS  JIGKIIMOHHBIX 3aHATHH  HEOOXOOUMBI  ayJUTOPUH, OCHAIICHHBIC
MYJIbTUMEAMHHBIMU IPOCKTOPAMH U dKpaHaMu. J[j1s mpoBeneHus JIabopaTOpHBIX paboT TpedyeTcs
KOMITbIOTEPHBIN Kitace (AB2507)

6. MeToauveckue peKOMeHIAlNH
MeTOI[I/IKa npernogaBaHvsa AUCHUIUIMHBI M pcalu3alusl KOMIICTCHTHOCTHOI'O IIOAXOIda B

U3JI0KCHUU U BOCHIPUSATHH MaTepHalia MpeyCMaTPUBACT MCIIOIb30BaHUE CIICAYIONIMX aKTUBHBIX U
WHTEPAKTUBHBIX (OPM MPOBENCHHUS Ay TUTOPHBIX U BHEAYTUTOPHBIX 3aHATHI:

— ayJUTOPHBIE 3aHATHUSA: JIEKI[UH, Ta0OpaTOpHbIE pabOThI, TECTUPOBAHUE;

— BHCAYAUTOPHLIC 3aHATUA: CAMOCTOATCIBHOC N3YYCHHUE OTACIBbHBIX BOIIPOCOB, MMOATOTOBKA
K JJaOOpaTOpHBIM paboTaM.

6.1 Meroanueckue peKOMEHIANUM JIsl TpenojaBaTe/isi MO0 OPraHU3alUU

00y4eHust
Ha NEPBOM 3aHATUU IO TUCHUILIIMHEC HCO6XOI[I/IMO O3HAKOMUTH CTYACHTOB C IMOPAJKOM €€

U3y4eHHUs (TeMaMu Kypca, popmMaMu 3aHATHI, TEKYILETO U IPOMEKYTOUHOTO KOHTPOJISI), PACKPBITh
MECTO U pOJib JUCHUIINIMHBI B CUCTEME HAYK, €€ NPAKTHYCCKOC 3HAYCHUC, NTOBECTU 1O CTYACHTOB
Tp€6OBaHI/I$I K (1)0pMe OTYCTHOCTU W NPHUMCHCHHA BHUAOB KOHTPOJIA. BBII[aIOTCfI 3aJaHus 1A
MMOATOTOBKH K CCMUHAPCKUM 3aHATHSAM.

[lpy mMOArOTOBKE K CEMHHAPCKOMY 3aHATHIO TI0 TEPEYHIO OOBSBICHHBIX TEM
NpernoAaBaTel0 HEOOXOJMMO YTOYHHUTH IUIaH WX TPOBEACHUS, NPOAyMarb (OPMYIUPOBKH M
cofiepkaHue y4eOHBIX BOIIPOCOB, BBIHOCUMBIX Ha 00CYK/ICHUE, 03HAKOMHTHCS C TIEPEYHEM BOIIPOCOB
110 TEME CEMHHAapa.

B X04€ CcEMHUHAapa BO BCTYIMHTCIBHOM CJIIOBE€ PACKPBITH NPAKTHYCCKYIO 3HAYUMOCTH TEMBI
CEMUHAPCKOI'0 3aHATHA, OMPCACIIUTL MOPAAOK €TI0 IHPOBCACHUA, BPEMA Ha O6CY)K}1€HI/IG Kaxxzaoro
yuebHOoro Bompoca. [IpumeHsisi QpoHTaNbHBIM oOMpPOC JaThb BO3MOXKHOCTH BBICTYNHTH BCEM
CTyZEHTaM, IPUCYTCTBYIOIIAM Ha 3aHATUU.

LlenecooOpa3HO B X0O7I€ 3aIUTHI TAOOPATOPHBIX paboT 3aJaBaTh BHICTYMAIOIIUM H ay TUTOPUU
JIONIOJTHUTENIbHBIE M YTOYHSIONIME BOIPOCHI C IENBI0 BBISICHEHUS WX IO3UIMH IO CYIIECTBY
00CyX/1aeMBbIX MPoOIIeM.



Crenyer npeoCcTaBUTh BO3MOKHOCTD BBICTYIIJICHUS C MECTa B BUI€ KPAaTKUX COOOIIEHUH 110
MOJAFOTOBJIEHHOMY 3apaHee BOIIPOCY.

B 3akitounTeNnbHOM 4acTH CEMUHAPCKOTO 3aHATHUS CIIEY€ET IOJBECTH €r0 UTOTHU: 1aTh OLICHKY
BBICTYIIJICHUH Ka)XKJIOTO CTYZEHTA U y4eOHOM IpyMIIbl B LIEJIOM. PacKpbITh MON0KUTEIbHbBIE CTOPOHBI
U HEJIOCTAaTKU IPOBEIEHHOI'0 CEMMHAPCKOro 3aHATHs. OTBETUTh Ha BONPOCHI CTYJIEHTOB. BbinaTh
3aJJaHuA JJI CAMOCTOSITENIbHON pabOThI IO OJATOTOBKE K CIIEAYIOLIEMY 3aHSTHUIO.

Bo3MoxHO ITpoBeieHNE 3aHATUH U aTTeCTaluil B TUCTAHIMOHHOM (hopMaTe ¢ IPUMEHEHUEM
CHCTEMBI TUCTaHIMOHHOTO 00yueHus: yausepcureta (CJO-LMS). ITopsaok npoBeneHus: paboT B
JUCTAaHIIMOHHOM (popMaTe yCTaHABIUBACTCS OTACIBHBIMH PACHOPSDKEHUSMH TIPOPEKTOpa IO
y4eOHOI paboTe U/Wiu IEHTPOM YIeOHO-METOINIECKOM PabOTHI.

6.2 MeTozmqecmle YKazaHus 1Jisd oﬁyqamumxca 10 OCBOCHHUIO U CHHUIIJINHBI

CamocrosiTenbHasi pabora SBISETCS OJHUM M3 BUIOB y4eOHBIX 3aHATUd. Llenb
CaMOCTOSITENIbHON paboThl — NPAKTUUECKOE YCBOCHUE CTYJIEHTAaMHU BOIIPOCOB, pacCCMAaTpUBAEMBIX B
Ipolecce U3y4eHus TUCHUTUTHHBI.

AyIuTOpHAas caMOCTOsTeNIbHAS paboTa M0 TUCIHUIUINHE BHITOIHSACTCS Ha y4eOHBIX 3aHITHIX
M0J1 HEMIOCPEACTBEHHBIM PYKOBOJICTBOM IMPEMOABATEINS U IO €r0 33aJaHUIO.

BueayautopHass camocrosiTelibHas paboTa BBIIOJIHAETCS CTYACHTOM [0  3aJIaHUIO
mpenoaaBarens, Ho 6e3 ero HermocpPeACTBEHHOTO Y4aCTHsl.

3ajaun caMOCTOSITEILHOM PabOTHI CTYICHTA:

- pa3BUTHE HABBIKOB CAMOCTOATEIHHON yueOHO! padoThI;

- OCBOCHHUE COJIEP>KAaHUS JUCIUILINHBL;

- yrinyOJeHue coiep >KaHusi U OCO3HAHUE OCHOBHBIX MOHSTUN JUCIMILITUHBL

- UCIIOJIb30BaHUE MaTepHasa, COOPaHHOIO U MOJYYEHHOTO B X0/I€ CAMOCTOSITEIbHBIX 3aHATUN
U1 3 PEKTUBHOM MOATOTOBKH K 3aUeTy.

Bunibl BHEay AUTOPHON CaMOCTOSITENIbHOM pabOTHI:

- CAaMOCTOATENIbHOE U3Y4YE€HHUE OT/IENbHBIX TEM AUCHUIUINHBL;

- IOATOTOBKA K JIGKIIMOHHBIM 3aHSTHSIM;

- IOJITOTOBKA K CEMUHApaM U MPAaKTUYECKUM 3aHATHIM;

- oopmIIEHHE OTYETOB IO BHINOJHEHHBIM JITAOOPATOPHBIM paboTaM U IMOATOTOBKA K MX
3alluTe.

J11s1 BBITIOTHEHUS JIFOOOTO BUJIa CAMOCTOSATEILHON paboThl HEOOXOIUMO TIPOUTH CIIETYIOINE
ATaIbI:

- OIpEeJIeIeHNE LEJIN CaMOCTOSTENbHON padOTHI;

- KOHKpeTH3alus T03HaBaTeNIbHON 3aj1au;

- CaMOOLIEHKAa TOTOBHOCTH K CaMOCTOSITEIbHON paboTe;

- BEIOOp a/1eKBaTHOTO crioco0a IeHCTBHSL, BEAYIIEro K PELICHUIO 3a/auu;

- IUTaHWPOBaHKE PaOOTHI (CAaMOCTOSATEIHHON UITH C TOMOUIBIO MPENO/IaBaTENs ) HaJl 3a/IaHUEM;

- OCYIIECTBJICHHE B TPOIIECCE BBIMOJHEHHS CAMOCTOSTEIbHONM pPabOThl CaMOKOHTPOJIS
(MpOMEKyTOYHOT'O U KOHEUYHOT0) PE3YJIbTaTOB padOThl U KOPPEKTUPOBKA BHIMOIHEHHS paOOTHI;

- pednexcus;

- Mpe3eHTaIus paboThl WX 3aIUTa Ja00paTOPHON PabOTHI.

1. DoH/I OLIECHOYHBIX CPEICTB
B mportecce 00ydeHHs B T€UEHUE CEMECTPa MCIIOIB3YIOTCS OICHOYHBIC CPEACTBA TEKYIIETO
KOHTPOJISI YCIIEBAEMOCTH U MPOMEKYTOUHBIX arTecTaiuil. [[pUMEHSIOTCS CIIeAYIOIINe OIICHOYHBIE
CpENICTBa: TECT, 3aIIUTa JJA0OPATOPHBIX pabOT, SK3aMEH.
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OOydeHue Mo IUCHUIUIMHE «ABTOMAaTH3alUs HKCIEPUMEHTANbHBIX MCCIEIOBAHUN U
UCTIBITAHUN OOBEKTOB M CHCTEM YIPABJICHHUS» HANPABICHO Ha (OPMHUPOBAHHE Y OO0YUArOIIUXCS
CJIEAYIOIIHUX KOMIIETCHIIUMN:

Konx n HaumeHoBaHue KOMIIeTeHIHIT NuaukaTopsl J0CTHKEHUS
KOMIIeTEHIIUHN

VYK-4. Cnocoben mnpumensath coBpeMeHHble | UYK-4.1.  VYcranaBnmuBaeT W pa3BHUBacT
KOMMYHHUKATHUBHBIC TCXHOJIOTMH, B TOM HYHCIIC | npod)ecCHOHANBHBIC KOHTAKTHI, OCYIIECTBIISICT
Ha  MHOCTpaHHOM(BIX)  sA3bIKe(ax),  AJd
aKaJeMHYeckoro ©  MnpodeccruoHalIbHOTO
B3aUMOJICVCTBHUS

AKaJICMHUYCCKOC n l'IpO(beCCI/IOHaJ'IBHOG
BSaHMOHeﬁCTBHC C IPUMCHCHHUECM COBPCMCHHBIX
KOMMYHHUKATHBHBIX TeXHOHOFHfI, B TOM YHCIJIC
Ha UHOCTPAHHOM A3BIKC.

7.1  Metoabl KOHTPOJISI U OLEHUBAHMS Pe3yJbTATOB 00y4eHUs!

HaumenoBanue [IpencraBnenue
Ne OIICHOYHOTO Kpatkas xapakTepucTuka OleHOYHOTO OLIEHOYHOTO CpeJICTBa
0C cpeacTaa CpeacTea B ®OC

CucTeMa CTaHIAPTH3MPOBAHHBIX 3aJIAHUIA,
1 Tecr MO3BOJISFOIIAsT aBTOMAaTHU3HPOBATH
(T) MPOLIEAYPY HM3MEPEHHUS YPOBHS 3HAHUN |
YMEHUH 00yYaromerocs.

®OHJ TECTOBBIX 3aJaHUMN

CpencTBO IPOBEPKHM YMEHUHW U HaBBIKOB
MPUMEHITh TOJy4YeHHbIE 3HaHWUS J7s | Bompocsl 1uist 3amuTe
[pEIIeHUsT TPAKTUYECKUX 33724 C TTOMOIIBIO 1a00paTOPHBIX paboT
MHCTPYMEHTAIIBHBIX CPEJICTB.

2 3J1P

7.2 1llkana u KpUTEpUN OLEHMBAHUS Pe3yJIbTATOB 00y4YeHUs

dopmMa NPOMEKYTOYHOMN aTTECTALMHU: IK3aAMEH.

O0s13aTeIbHBIMHM YCJIOBUSIMHM TOATOTOBKH CTYJAE€HTa K NMPOMEKYTOYHOH aTTecTaluu
SIBJISICTCSI BBITIOJIHEHWE M 3aIllUTa CTYJIEHTOM JIA0OPAaTOPHBIX paboT, MPEeayCMOTPEHHBIX pabodeit
pOTrpaMMOI M MPOXOXKACHUE BCEX NMPOMEXYTOUHBIX TECTOB HE HUXke, yeM Ha 60% MHpaBUIIbHBIX
oTBeTOB. [IpoMexyTouHbIE TECTUPOBAHUS MOTYT IIPOBOJUTCS KaK B ayJJUTOPUM Y HUBEPCUTETA I10]1
KOHTPOJIEM IperoiaBaTelis, Tak U JUCTAaHIIMOHHOM (popMaTe Ha yCMOTpEHHE IpenojaBaress.

HIxaJjia oneHUBaAHUA Onucanne
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OT1ianyao

BeimonHeHnsl Bce BHIBI  yuyeOHOM palOThHI, MpeayCMOTPEHHBIE
y4eOHBIM IU1aHOM. CTYyIEHT JEMOHCTPUPYET COOTBETCTBUE 3HAHUH,
YMEHMM, HaBBIKOB IIPUBEIECHHBIM B TaOJIMIAX IIOKa3aTeseH,
onepupyeT NpUOOPETEHHBIMH 3HAHUSMH, YMEHHUSMH, HABBIKAMH,
IPUMEHSET UX B CUTyallUsAX IMOBBILIEHHOHN cioxHOCTU. Ilpu 3ToM
MOTYT OBITh JOMYIIEHbl HE3HAYUTEIbHbIC OLIMOKH, HETOYHOCTH,
3aTPyAHEHUS IPU aHAIUTHUYECKUX OIepalusX, IepeHoce 3HaHUH U
YMEHHUI Ha HOBBIE, HECTAHJAPTHBIE CUTYALIUH.

Xopowo

BeinonHeHs! Bce BUJbl yueOHOM paboThl, IPeyCMOTPEHHBIE
y4eOHbIM T1aHOM. CTYJIEHT JEMOHCTPUPYET HETOIHOE,
IPaBUIbHOE COOTBETCTBUE 3HAHUM, YMEHU, HAaBBIKOB
NPUBEJICHHBIM B TaOJIHIIAX MMOKa3aTesnei, 1100 eciy mpu 3TOM OBLIH
JIOIYIIEHBI 2-3 HECYIeCTBEHHbIE OILIMOKH.

Y 10BIETBOPUTETILHO

BeinonHens! Bce BUJbI yueOHOM paboThl, IPeyCMOTPEHHBIE
y4eOHBIM I1aHOM. CTyJIEHT IEMOHCTPUPYET COOTBETCTBUE 3HAHUM,
B KOTOPOM OCBEIlleHa OCHOBHAs1, HauboJiee BakHas 4yacTb
Marepuaia, HO P ATOM JIOIyIIeHa OJHA 3HAYUTEIIbHAS OIHOKa
UJIM HETOYHOCTb.

HeynosnersopurensHo

He BpimonHeHn oauH wiu Oonee BHAOB yueOHOW padoOTHI,
MPEeyCMOTPEHHBIX YyueOHBbIM miaHoM. CTyAEeHT AEeMOHCTPUPYET
HETIOJIHOE COOTBETCTBUE 3HAHUN, YMCHHI, HABBIKOB MTPUBEICHHBIM B
Ta0JINIIAaX ITOKa3aTessiM, JOIYCKAIOTCS 3HAYUTEIbHBIC OIIUOKH,
MIPOSIBIIICTCS. OTCYTCTBUE 3HAHWN, YMCHHM, HABBIKOB IO PSIY
MOKA3aTeJIeH, CTYICHT UCIIBITHIBACT 3HAYNTEILHBIC 3aTPYTHCHUS IPU
OTICPUPOBAHUN 3HAHUSMHU M YMEHHUSIMH TIPH UX TIEPEHOCE HA HOBHIC
CUTYaIIUH.

7.3 OueHo4YHbIE CpeCTBA

7.3.1. Tekymuii KOHTPOJIb

Texkynuil KOHTPOJIb BKIIFOYAET MPOXOKIAEHUE MPOMEKYTOUHBIX TECTUPOBAHUN I10 pa3jieiaM
JUCLHUIUIMHBL U 3alIUTy JIabOpaTopHBIX paboT. [IpoMexyTOUYHbIE TECTUPOBaHMS pa3MEIleHbl B
COOTBETCTBYIOIIEM KypCE€ CHUCTEMBbl TUCTAaHIIMOHHOTO oO0yueHusi YHuBepcurera. [Ipumepsl TecToB
npeacTaBieHbl Hwke. OTueTsl 1o Ja0OpaTOpPHBIM paboTaM pa3MEIIAloTCs CTYACHTaMH B
COOTBETCTBYIOIIEM KYPCE CUCTEMbI TUCTAHIIMOHHOTO 00yueHHst Y HuBepcuTeTa. J{Jst MoAroTOBKH K
TECTUPOBAHUIO U 3alluTe JabOpaTOpHBIX pabOT B pazjene NPUBEAEH NEpedeHb KOHTPOJIbHBIX

BOITPOCOB.

Pe3ynbpTaTel TeKylIero KOHTPOJIE MOTYT OBITh HCIOJB30BaHbl MPH TMPOMEXKYTOUHOU

aTTeCTaluu.

IIpumepsI TECTOBBIX BOIIPOCOB

1.Cetp — nT10:

a) COBOKYITHOCTH OOBEKTOB, 00pa3yeMbIX YCTPOHCTBaMH Nepeaadn 1 00padoTKu

NAHHBIX.
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b) mepcoHanbHBI KOMIBIOTEP, COCTUHEHHBIH ¢ IepudepuiHBIME (TIPHUHTEP, TUIOTTEP,
CKaHep U T.J.) yctpoiictBamu yepe3 nopt USB.
C) TepCOHaJIbHBII KOMITBIOTEP, NOAKIIOYEHHBIN K MojeMy Yepe3 Wi-Fi, Ho He
coeauHeHHbli ¢ npyrumu [1K.
2.MndopmannonHas ceTb npeaHa3HaueHa JJIs:
a) s XpaHeHUs! UHGOPMAIMK U COCTOUT U3 UH(POPMAIIMOHHBIX CUCTEM.
b) st mepenavn NaHHBIX, TAK)KE OHA BBIMOJHSET 3a/1a4H, CBA3aHHBIC C
peoOpa3oBaHNUEM JTaHHBIX.
C) JJs BBIYUCIICHUS KOJMYECTBA MepeaHHON HH(POPMAIHH.
3.KomMMmyHUKaIIOHHAs CETh MpeIHa3HaueHa JIs:
a) s mepeiavyu JaHHbBIX, TAK)KE OHA BBIMOJIHACT 331a49H, CBSI3aHHBIC C
peoOpa3oBaHEM JaHHBIX.
b) st xpaneHust ”HPOPMAIIMU ¥ COCTOUT U3 HMH(DOPMAITUOHHBIX CHCTEM.
C) s BBIYMCIICHUS KOJIMUYECTBA MEpeaaHHON HH(POPMAIHH.
4.Kanan cBsi3u — 3TO:
d) TyTh WIH CPEJCTBO, 10 KOTOPOMY MEPEAAIOTCS CHTHAIIBI.
b) kanai, paboTaroIuii TOJIBKO B THANA30HE PAIMOYACTOT.
C) kaHai, pabOTaIOIINK TOJIBKO B AMANa30He HHPPAKPACHBIX YACTOT.
5.IIpoTokon — 310!
d) COBOKYIIHOCTB IPaBHJI, yCTAaHABIMBAIOIINX (JOPMAT U MPOLICAYPbl OOMEHA
nHpopManen MeXTy 1ByMS WIIH HECKOJIBKUMHU YCTPOHCTBAMHU.
b) myTh A mepeaayn AaHHBIX OT OJHOM CHCTEMBI K APYTOi.
C) CTaHaapT KauecTBa CBSI3H.
6.Tpadux (traffic) — sro:
d) TOTOK COOOIIEHHI B CETH Mepe/iau JaHHbIX.
b) pammocurua.
C) MOTOK CBETOBBIX BOJIH.
7. Tonosorust — 3T0:
a) onucanue GU3MYECKUX COCAMHCHUI B CETH, YKa3bIBaIOIIee KaKue paboure CTaHIUH
MOTYT CBSI3bIBaThCSL MEXKIY COOOM.
b) CoBOKYMHOCTB MpaBHJI, yCTAHABIMBAIOIINX (POPMAT M TIPOLIEAYPhl OOMEHA
nHpopManuen MeXTy TByMS WA HECKOJIBKUMH YCTPOHCTBAMHU.
C) COBOKYIHOCTb 00OBEKTOB, 00pa3yeMbIX YCTPOHCTBAMHU MEpeaad U 00padoTKU
TTAHHBIX.
8.CocTaB OCHOBHBIX 2JIEMEHTOB B CETH 3aBUCHT OT €€ apXUTEKTYPhl. APXUTEKTYypa — 3TO:
d) KOHIIEMIIUS, OTPEICIIAIONIAs B3aUMOCBS3b, CTPYKTYPY U GYHKIIMH B3aUMOJICHCTBUS
pabouux CTaHIMK B CETH.
b) coBokymHOCTH OOBEKTOB, 00pPa3yeMbIX YCTPOHCTBAMU MEpeaad U 00padOTKU
JTAHHBIX.
C) omucaHue HU3NIECKUX COCTUHEHUI B CETH, yKa3bIBalOIee Kakue padoyne CTaHIIHN
MOTYT CBSI3bIBATHCS MEXKIY COOOH.
9.ApxuTeKTypa TepMUHAJ — IJIaBHBIN KoMmIbloTep (terminal — host computer architecture) —
3TO:
a) KOHIENIHs HHOOPMAIHOHHOW CETH, B KOTOPOM BCs 00pabOTKa TaHHBIX
OCYIIECTBIISICTCS] OJJHUM HJIM TPYMION TJIaBHBIX KOMIIBIOTEPOB.
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b) koHuenius HHPOPMAIIMOHHOM CETH, B KOTOPOU €€ PECYpChI pacipe/Ie/ieHbI 0 BCEM
cucreMaMm. JlaHHast apXUTEKTypa XapaKTEPU3yeTCst TEM, YTO B HEH BCE CHCTEMBI
PaBHOIIPABHBI.

C) KOHIENIus HHGOPMAIMOHHON CETH, B KOTOPOM OCHOBHAS YacTh €€ PECYPCOB
COCpeZIOTOUCHA B CepBepax, 00CTyKUBAIOIINX CBOMX KIMEHTOB.

10
OnnopanroBast apxuTekTypa (peer-to-peer architecture) — so:

a) KOHIENIUsA HHPOPMAIMOHHOMN CETH, B KOTOPOI €€ PeCypChl pacipeiesieHbl 0 BCEM
cucreMam. JlaHHast apXUTEKTypa XapaKTEPU3yeTCst TEM, YTO B HEH BCE CHCTEMBI
PaBHOIIPABHBI.

b) konueniusa nHGOPMAITMOHHON CETH, B KOTOPOH OCHOBHAS 4aCTh €€ PECypCOB
COCpEZIOTOUCHA B CepBepax, 00CTYKUBAIOIINX CBOMX KIMEHTOB.

C) KOHIENIus HHGOPMAIMOHHON CETH, B KOTOPO# BCs 00paboTKa JaHHBIX
OCYILECTBIIAETCS OJHUM HJIM TPYIIITON TJIABHBIX KOMITBIOTEPOB.

IIpumepsl BONPOCOB Jis1 3aIUUTHI J1a00pPaTOPHBIX PadoT

1. Ilepeuncnure Ha3HaYCHUE U (PYHKIIMOHAIbHBIE IPU3HAKHA BCEX CEMH YPOBHEH TI0 MOJIEITH
OSI/RM.

2. JInst KaKoi 1eNn CYIIECTBYIOT KaX/1asi M3 CHCTEM aJjpecallii Ha KaHaJbHOM, CETEBOM H
IPUKIIAJHOM (JIOMEHHbIE UMEHA) YPOBHSX?

3. Uro Takoe TCP-mopt?

4. OnuuuTe CTPYKTYpY CETEBbIX MAKETOB.

5. OnummTe Meton gocrymna k cpene nepenaun CSMA/CD, ucnons3yemsrii B Ethernet.

6. Uro Takoe MAC-anpec? Ykaxure yposeHb o mozenu OSI/RM, B pamkax KOTOPOTO YMECTHO
ynomuHate MAC-anpec.

7. B yeM pa3zHuIa MexXay GU3NUECKOM U JIOTHYECKOH TOMOIOIUAMHU OCTPOCHUS CeTei?

8. B xakom ciyyae mpu NOCTYIJICHUH Kajipa ¢ (GU3NIECKOTO YPOBHS CTaHIMs OyieT "u3ydarsp”
noJje <JJaHHbIE> KaHAJIbHOTO YPOBHs?

9. VkakuTe MaKCHMaJIbHOE KOJIMYECTBO BO3MOXKHBIX YHUKAIBHBIX (Unicast) MAC- aapecos.

10. Vkaxwure nonoxxerne B creke OSI/RM cnenyrontux npotokosos: IP, TCP, UDP, ARP/RARP,
ICMP.

11. Yro Takoe natarpamma?

12. Ha xakux ypoasx no moaenut OSI/RM st creka TCP/IP moxeT npuMeHsAThCs (00BI9HO
NpUMEHSEeTCs) KOHTPOJIb KauecTBa nepeaHHoN nHpopMauu?

13. Kak y3nath umny nons "aanneie” B TCP-cermente?

14. Yro takoe ¢pparmenranus IP-gararpamm?

15. Kakue MexaHu3Mbl CYIIEeCTBYIOT JIJIsl TOAIEPKKU (pparmeHTanum?

16. O6bsacHuTE, MOYEMy IIMPOKOBEIIATEIbHBIN TAKET CETEBOT0 YPOBHS YaCTO HHKAICYIUPYETCs B
MIMPOKOBEIIATELHBINA Kaap KaHATLHOTO ypoBHS. [logymaiiTe, MOXKET I BOSHUKHYThH CHTYaIIns,
KOTJ]a €ro He0OX0IMMO MHKAICYJINPOBaTh B KaJIp KAHAIBHOTO YPOBHS ¢ YHUKAJIBHBIM (Unicast)
aJipecoM MoJTyqaTess.

17. Kakum 00pa3oM NpoUCXOAUT MOATBEPKICHHE TpUeMa JaHHBIX TPU OOIIEHUH 10 TPOTOKOIY
TCP?

18. Onumnte, kakum o0pazom ucrnoinbszyercs ICMP-poTokoi B C€TEBBIX yTUINTAX ping U
traceroute.

19. YcranaBnuBaercs mu TCP-coenuHeHne MeXIy KOMIIBIOTEPOM, Ha KOTOPOM BBITTOJIHSAETCS
mporpaMma ping, 1 KOMIObOTEpOM, KoTopoMy noceuaercst ICMP sxo-3anpoc? [Touemy?

20. Yem ompenensiercs cokeT (coenunenue) B repmuHax TCP/IP? A B tepmunax OSI/RM?
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7.3.2 Bonipoch! 1151 MPOMEKYTOYHOM aTTecTalMu
. Cocras, GyHKIMN MH)OPMALIMOHHBIX CETEH.
. THIIBI JIOKAJIBHBIX CETEH.
. CeTu 0T/€7I0B, KAMITYCOB U KOPIOpALUH.
. TunoBsie ¢puznveckne komrnoHeHtsl cetu JIBC.
. CranmapTHOe pelieHue ceTeBbix npodieM Ha npumepe Ethernet.
. @u3nyuecKas CTpYKTypU3alus CETH.
. Jlornueckast CTpyKTypH3aLysl CEeTH.
. [IpoBOIHBIC INHUY CBS3H.
. OnTHueckue JUHUU CBSI3U.
10. BectipoBOTHBIE KaHAJIBI CBSI3H.
11. CnyTHUKOBBIE KaHaJIbI [I€pPEJauu JaHHBIX.
12. Metoap! nepenaun AMCKPETHBIX JAHHBIX HAa (PU3UYECKOM YPOBHE.
13. Metoap! nepeiaun JaHHBIX KaHAJIBHOI'O YPOBHS.
14. KommyTanus KaHajioB.
15. KommyTanus makeTos.
16. KommyTarust cooOmeHui.
17. O6mas xapakTepucTUKa IPOTOKOJIOB JIOKAJIBHBIX CETEH.
18. Crpyxkrypa cranmaptoB IEEE 802.X
19. ®yHKuMOHAIBHOE HA3HAYEHNE OCHOBHBIX THIIOB KOMMYHHUKALIMOHHOTO 000pYy10BaHUS -
MOBTOPUTEIEH, KOHIIEHTPATOPOB, MOCTOB, KOMMYTAaTOPOB, MapIIPyTH3aTOPOB.
20. IIpeobpazoBanue agpecoB metogaoM NAT.
21. TlpenmymiecTBa u HepoctaTku TexHoioruu NAT.
22. OcHoBHble pUHLUIBI paboThl TexHOJIorMH NAT. Ipumep.
23. ba3oBble KOHIETIIINY TPAHCISINH aAPECOB: CTATUYECKas, JMHAMHYECKas, MacKapaHasl.
24. DNS-cepsep.
25. TexHOIIOTHUS BUPTYaJIbHBIX MAIITUH.
26. IIporpammHas u annapatHasi BUpTyalu3alus.
27. IP-anpeca. Kimaccel. Ctpykrypa.
28. Hcnonbs3zoBanue Macok B [P-anpecammu.
29. Tpanucsimust ceteBbix aapecoB (NAT).
30. Penaktopsr NAT.
31. Opranu3zamus 10CTyIa JOKaIbHBIX KOMITBIOTEPOB B ceTH MIHTEpHET.
32. Cnyx6a DNS.
33. Cxemsr DNS -3ampocos.
34. IlpoctpanctBo umen DNS.
35. Ciyxx6a DHCP.
36. IIpokcu-cepsep. Mcnonb3oBanue. Knaccudukarus.
37. IIpoTOKOITBI TIEpeaayM TaHHBIX.
38. Bo3moxHOCTh coBMecTHOTO noakiroueHus kK Matepuety (Internet Connection Sharing, 1CS).
39. Ilepenamnpasnenue socks coeMHEHUH B TOKATLHBIN MPOKCH TIPY TIOMOIIA 3Proxy
40. IIporoxon DHCP. Pexumbr DHCP. AnroputM AMHAMHUYECKOT0 Ha3HAYEHUS aIpeCcOB.
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