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1 He.]'[l/l, 3alavdi 1 IIVIAHUPYEMBIE PE3YJIbTAaTbl oﬁyquI/m o AMCIMIIINHE

Heaslo mpenonaBanus TUCHUILTHHBI «be3omacHoCTh onepanuoHHbix cucteM Windowsy
sBIsieTcss (OPMHUPOBAHWE Yy CTYACHTOB 3HaHHMK B oOnacT 0e30MmacHOCTH HH(OpMAIHH,
00pabaThIBaCMOil Ha CPEICTBAX BBIYMCIUTEIBHON TEXHUKH IOJ] YIIPABICHUEM OIEPallMOHHOM
CHCTEMBI ceMelicTBa onepanuonubix cucteM Windows ot kommanuu Microsoft.

3amayamMm ocBoeHHs JUCHUILIMHBI «be3onacHocTh onepannoHHbIX cucteM Windowsy
CJIeyeT OTHECTH:

3HaHUE MPUHLIMIOB MocTpoeHus u pynkunonuposanust OC Windows;

W3yYeHHE TIPUHIMIIOB W TPaBWI MPOCKTUPOBAHHS HWH(POPMALMOHHBIX CHUCTEM B
COOTBETCTBUU C TpeOOBaHUSAMHU peryisITopoB Poccuiickoit ®Denepanmuu 1O 00ECIICUCHUIO
06e30macHOCTH HHGOPMAIIIH;

M3yueHHe BCTPOCHHBIX MeXaHU3MOB 3aiuThl nHpopmarmu B OC Windows.

B pesynbraTte OCBOSHHS IUCHUIUIMHBI (MOAYJSA) Yy oOOydYarommxcs (GOpMHUPYIOTCS
CIIC/TYOIIEe KOMIIETCHIIUH U JOJIKHBI ObITh JOCTUTHYTHI CIICAYIOIINE PE3YIbTaThl 00YUCHUS KaK
sTan (GOPMUPOBAHHS COOTBETCTBYIOIIUX KOMITCTCHIIHIA:

B pe3yabTaTe ocBOCHUS

00pa3oBaTeIbHOI IlepeyeHnb MJIAHAPYEMBIX Pe3yJbTATOB 00y4YeHHS 1O
NMPOrpaMMbl 00yJaromuics JHCIUTLIHHE

J0JIZKEH 00J1a1aTh

KOZ[ KOMIICTCHIIMH

3HATH:
Bunet OC. [Ilpomeccbl. ANTOpUTMBI U MEXaHHU3MBI
cuHxpoHM3auuu. Tynuku. YnpasineHus namatero. aibl.
Peanmzarus  QaitmoBoit cuctempl. Cucrema yIpaBlIeHHS
BBOJIOM-BEIBOJIOM. YTpo3sl Oe3onacHoct OC. TpeboBaHus
k 3amute OC. Pasrpannuenne poctyna B OC.
Nnertndukanus u ayreHTH(uKanus mnonp3oBateneit OC.
IAyaut B OC.
CrocoOeH pa3pabaThIBaTh U [yMeTh:
peann30BBIBATh MOJUTUKH  [YTPABIATh MPOIECCAMH B  ONEPAlMOHHBIX CHCTEMax.
yIOpaBiIeHUs 10cTynmoM B [PasrpaHM4mBaTh JOCTynm K TpoueccaMm. Pabotats ¢
KOMITBIOTEPHBIX CHCTEMAX  [CHCTeMaMH BBOJa-BeiBoJa. CTpouth Mozens yrpo3 mist OC.
PaGoTath ¢ mpaBaMu M NMPUBMIIETUSIMH IS TOJIb30BaTelNei.
ITpoBoxuts aymut OC.
BJIAETh:
CpencrsaMu  ympaBJeHHs IporieccaMu. MeTtojamMu 1
cpenctBaMu paboTHl ¢ (aitnmoBoit cucremoi. HaBbikamu|
padoThl ¢ kKoHuUrypanuoHHbME (aiimamu OC. CpeacrBamul
pasrpaHndeHust  noctyna.  CpeacTtBaMu  ympaBieHHS
nomutukamu 6e3onacHocTH OC. CrcteMaMu JOTHPOBAHUSL.

OIlK-1.1

2 MecTO IMCHHUILUIMHBI B CTPYKTYpe 00pa3oBaTeibHOI NPOrpaMMbl

Jucuuminna «be3onmacHOCTh omnepalnoHHBIX cucteM Windows» OTHOCHTCS K YHCITY
yueOHBIX IUCHUIUIMH oO0s3arenbHOM yacTu (b1.1) ocHOBHOHN 00pa3oBaTenbHOM HpPOrpaMMBbI
(b1.26).

W3ydyeHne AUCUMIUIMHBI ONMMPAETCS HAa 3HAHMS, YMEHUS U HABBIKU, NMPUOOPETEHHBIE B
IPEIIECTBYIOLINX JUCLUIUINHAX «OCHOBBI MH(POPMAIIMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHI.



3 CrTpykTypa u coep:KaHue JUCHUITUHBI

OO0mass TPyIOEeMKOCTh AWCIMILIUHBI COCTaBiIseT 4 3a4eTHBIX eAWHWIBI, T.e. 144
aKaJeMHYECKHX 4acoB (JTabopaTopHble 3aHATHS — 72 Yaca, caMOCTosTeNnbHas pabora - 72 yaca,

dbopMa KOHTPOJIS — 3K3aMeH, KypCOBOM IIPOEKT) B 3 cemecTpe.
CTpykTypa W COJAEp)KaHUE JUCHUTUIMHBI

Windows» 1o cpokam u BUJaM padoThl OTPaKEHBI B IPUIIOKECHUH.

«be3omacHoCTh OIICpallMOHHBIX CHCTEM

3.1 Buabl yueOHoii padoThl H TPYA0EMKOCTH (110 04HOIi opme 00yUeHNs)

Ne i/ . KounyecrBo CemecTpsl
Buj yueOHoi1 padoThI
4acoB 3
1 |AyauTopHble 3aHATHS 72 72
B ToM uuce:
1.1 Vlexuuu
1.2 (CemuHapcKue/IPaKTHUCCKUE 3aHITHS
1.3 [laGopaTtopHbIC 3aHATHS 72 72
2 |CamocTrosiTeJbHAas padoTa 72 72
B ToM uuce:
2.1
3 [[IpoMe:XyTO4YHasi aTTeCTAIUS
JK3aMeH
Hroro: 144 144

3.1.2 OuHo-3a04Has popMa 0OydIeHHUS

He npenycmotpena

3.1.3 3aounas ¢popma oOydeHus
He npenycmotpena

3.2 TemaTuyecKuii MJIaH U3yYEeHUS TUCIUTLITHHBI

(no hopmam oOyueHus)

3.2.1 Ounas popma oOyueHus

TpyroeMkocThb, yac

AynuTopHas paéora

Camo
Cenmnn Jlabop | IIpakT | cToAT
Ne Pa3nesbi/Tembl apckue/ PP
aTOpH | MUYECK | €JIbH
n/n AUCHMITUHBI Beero | Jlexny | mpaktu p
bIe ast asi
707§ YEeCKHe
3aHaT | moaro | pado
3aHATH
i us TOBKa | Ta
1. | Tema 1. IlonsiTue onepanrioHHas 28 14 14

cucreMa, Kiaccupuxanus
onepanruoHHbIX cucteM. CeMencTBo
ornepannoHHbIX cucteM Windows.




VYerpoiicteo OC Windows. TpeboBanust
peryiatopoB Pocculickoit @enepanuu
1o obecreyeHuno 6€30MacHOCTH
unpopmanuu: ®CTIOK Poccun, DCh
Poccun, Muno6opons! Poccun

Tewma 2. TIpomuecchl, MOTOKH, pabOTHI,
3aJlaHus. YTIPaBICHHUE MAMATBIO.
®daitnosasg cucrema. CucTteMa BBOJIa-
BbIBOZA. OCHOBHbBIE CHUCTEMHEIC
nporeccel OC Windows

28

14

14

Tema 3. Yrpo3sl 6€301aCHOCTH
unpopmanuu. bJIY ®CTIK Poccun.
Va3sumoctu OC. OC 0TeUecTBEHHOTO
npousBoacTBa. IIponssoaurenn OC
poccuiickoro npousBoactea. OC
POCCHIICKOTO 1 3apyOeKHOTO
MIPOU3BOJICTBA B OTEYECTBEHHBIX
peecTpax.

28

14

14

Tema 4. bazosbsiit (Out of box) ypoBenn

6e3zonacHoct OC Windows. Mepsl 1o

HOBBIIIECHUIO YpoBHs Oe3omacHocTi OC
Windows

28

14

14

Tewma 5. TpeboBanus 6€30MaCHOCTH
uH(OpPMAIIUU K OTICPAITUOHHBIM
cucreMaM OCTOK Poccun

32

16

16

Tewma 6. YipaBneHue noyib30BaTeIsIMU
u rpynnamu. @aiinosas cucrema NTFS.
Pasrpannuenne 1ocTyma ¢ moMOIIbIO
mexanu3moB NTFS.

Tema 7. Peanin3anusi BCTPOEHHBIX
MEXaHHU3MOB 3aIlUTHl HH()OPMALIUU
Microsoft Windows Ha aBTOHOMHOM
paboueM MecTe, B OJJHOPAHTOBOM ceTH,
B ceTu Active Directory

Tema 8. ITpumenenue Group Policy OC
Windows

Tema 9. Texuonoruu njst padotsr OC
Windows B ceTu, MOHUTOPUHTA U
ay/InTa, Pe3epBHOTO KOMMPOBAHUSI

10.

Tema 10. HanoxxeHHble cpencTa
3aIUTHl HH()OpPMAIUHU, TPUMEHSIEMbIE

g OC Windows

Hroro

144

72

72

3.2.2 OuHo-3a04Has popma oOydeHuUs

He npenycmorpena.

3.2.2 3aounas popma oOydeHUs
He npenycmorpena




3.3Coaepxanue TUCHUNINHBI

Pa3nen (Tema)
AUCIHHUIIMHBI

Conep:xkanue

2

[TonsiTue onepauroHHas
cucrema, Kiaccudukanus
OTEPAIIMOHHBIX  CHUCTEM.
CemelicTBO
OTEPAIMOHHBIX  CHUCTEM
Windows.  YcrpoiicTBo
oC Windows.
TpebGoBaHust perynasiTopoB
Poccuiickoit  ®denepanuun
1o obecreueHuIo
0€301acHOCTH
unpopmanuu:  GCTIK
Poccun, ®CBb Poccun,

Muno6oponsl Poccun

[Tonstue onepalnoHHas CUCTEMA, KJaccupuKanus
OTEPALMOHHBIX CUCTEM. APXUTEKTypa MHOT03aJayHOU CETEBOM
orepanoHHoil cucrembl. CeMEeHCTBO OINMEepalOHHBIX CHUCTEM
Windows. TpeboBanus peryastopoB Poccuiickoii denepariiu
o obecnevenuto 6e3omacHoctu uHpopmaruu: ®CTIK Poccun,
®CBb Poccun, MuHOOOPOHBI [Tpodunm  3anIUThI

OIEpAIlMOHHBIX CHCTEM, 3aJaHus 1o Oe3onacHocTH. TpeboBanus

Poccun.
Oe3omacHoCTH HMH(DOpPMAMM K  OINEPAIMOHHBIM  CHCTEMaM
OCTOIK Poccun. [loxcucreMsl cucteMbl 3amuThl HH()OPMAIHH
or HCJI B coorBerctBuum ¢ «PJ[. AC. 3ammra ot HC]I.
Knaccudpukanus AC u tpeboanus no 3U» (ot 30 mapra 1992
rona).

[Tpoueccsl, IIOTOKH,

paboThI, 3a/1aHusl.
VYhpaBneHue  namsThIO.
daiinoBast CHCTEMA.
Cucrema BBOJA-BBIBOJA.
OCHOBHBIE ~ CHCTEMHBIE

nporeccel OC Windows

[Iponeccrl, moToku, paboThl, 3amaHus. OCHOBHBIE CHCTEMHBIC
nporeccel OC Windows. CemetictBo yruiut Sysinternals Suite.
Hucrnetuep 3amau (Task Manager). Ytumura Sysinternals
Process Explorer u Process Monitor. YnpasieHue namsTblo.
QaitnoBas cucreMa. Crucrema BBOJIa-BbIBOJIA.

0e30IMacHOCTH
BIY
Poccun.
OoC. 0OC

OTCYCCTBCHHOT'O

Yrpo3bl
nH(pOpMaLINH.
OCTOK
Va3sumMocTu

MIPOU3BO/ICTBA.
[IpousBogurenu
POCCHICKOTO

OoC

oC
POCCHIICKOTO u

IMpOU3BOJACTBA.

3apyOeKHOTO
MTPOU3BOJICTBA B
OTE€YECTBEHHBIX peeCTpax.

VYrpo3sl OezonacHoctu uHpopmaruu. BAY PCTIK Poccum.
OC.

JIMICH3UPOBAHHBIX

VYassumoctu [lonsiTue  cepTU(UUUPOBAHHBIX U
OC. OC poccuiickoro MpoOU3BOJICTBA,
OoC oC
3apy0exHOro peectpe
POCCUICKOTO HPOrpaMMHOr0 oOecneueHus, €IMHOM peecTpe
POCCHUHCKHMX IPOTrpaMM JJIsi JJEKTPOHHBIX BBIYHACIUTEIBHBIX
MaluH U 06a3 JaHHBIX, PEecTp CPEACTB 3aIIUTHl MH(OpMaIH

OCTIK Poccun u ®Cb Poccun. YpoBHU KOHPHIEHIIMATBHOCTH

MIPOU3BOIUTENN pPOCCUIICKOrO  IPOM3BOJICTBA.

POCCUICKOTO | MIPOU3BOJCTBA B

uHpopmanuu, oopadateiBaemoit B OC.

bazoseiii  (out of box)
ypOBeHb  0€30IacCHOCTH
OC Windows. Mepsl 1o
TIOBBIIICHUIO YPOBHS

0€30I1aCHOCTH OoC

bazoserit (out of box) ypoBenp OezomacHocTm OC Windows.
Mepsl 10 moBbimieHUI0 ypoBHs Oe3omacnoctn OC Windows.
[Moaxonsl k moBbimeHuto ypoBHs Oe3omacHoctu OC Windows
(uex-nuctbl 0e3onmacaoctu OC Windows).




Windows

TpebGoBanus
0€301acHOCTH
nHpopmaruu K
OTIEPAIIMOHHBIM CHCTEMaM
OCTIK Poccun

TpeboBanust Oe3omacHocTH HHPOPMALMM K ONEPALMOHHBIM
cucremam ®OCTOK Poccuu: Tumel u kiaccel. PaccMmoTpenue
npoduiIei 3amuThl U MPUMEpOB 3ananuii mo 6e3onacHocTr OC
Pa3JIMYHBIX TUIIOB U KJIACCOB.

VYnpasnenue
II0JIB30BATCIISIMU b3
daiioBas
NTES.
Pasrpanunuenue nocryma c
ITOMOIIILIO
NTFS.

rpymHamH.
cucTema

MCXaHHU3MOB

ITons3oBarenu u ux BUIBL. ['pynmsl mosb3oBaTenei. Y4ETHbIE
3alMcHU 1oJib30Barened u  pabora ¢ HUMM. YIpaBlieHUE
M0JIb30BATESIMU HAa aBTOHOMHOM pa0odeM MecTe, B JOMEHe
Active Directory. ®aiinoBasi cuctrema NTFS. ®aitnbl u nankw.
Pasrpannuenue pocryna ¢ nomombro MexaHu3moB NTFS,

Hactpoiika ACL npaB noctyna nons3zoBareneit B NTFS.

Peanusanus BCTpOEHHBIX
MEXaHH3MOB 3aIUTHI
napopmanuu  Microsoft
Windows Ha aBTOHOMHOM
pabouem MecTe, B
OJTHOPAHIOBOM  ceTH, B

cetu Active Directory

Kpunrorpadguueckass 3ammra  MOJb30BATENBCKUX  JIAHHBIX
cpenctBamMu  mmdpyromei  ¢dainoBoir  cuctembr  EFS.
Texnonorus BitLocker u BitLocker To Go. Texnonorus
DirectAccess. Texuonorus Network Access Control. Co3znanue
3aMKHYTOM MpPOrpaMMHOI cpelbl C TMOMOILIBI0  (YHKIIUU

AppLocker.

[Tpumenenue Group
Policy OC Windows

OC Windows
nHbOpMaIMM Ha aBTOHOMHOM pabodeM MecTe U B ceTu Active

[Mpumenernne Group Policy JUISL  3aIUATHI
Directory. TexHonoruu 06€30MacHOTO YAQJIEHHOTO AOCTyMHa K
KOPIIOpaTUBHBIM ~ pecypcaM  (IIpUMEHEHHe
(GyHKIIMOHAJIA ONEPallMOHHBIX CUCTEM).

BCTPOEHHOTO

Texunomoruu st pabOTHI
OC Windows B cern,
MOHHUTOPWHIa W ayjuTa,
PE3EPBHOIO KOIMPOBAHHMS

VYcraHoBka U HacTpoiky cinyx0 u kommnoHeHToB DNS, DHCP,
Windows Backup Services, Windows Deployment Services

10.

Hanoxxennsle  cpencraa
3amMThl  MH(pOpMaIuH,
npumensiemble a1 OC

Windows

Knaccmbm(aunﬂ, BH/IbI HaAJIOXCHHBIX CpCaACTB

undopmarmu, npumensiembie 1t OC Windows

3alllUTHI

3.4 TemaTHKa CEMUHAPCKUX/TIPAKTHYECKUX U J1a00PATOPHBIX 3aHATHI

3.4.1 Cemunapckue/IpakTUUECKUE 3aHATUS




He npedycmompensi yueonwvim niaHom.

3.4.2 JIabopaTopHbIC 3aHATHUS

Ne . O0nem,
HaumenoBanwue 1a060paTtopHOil pabOThI
n/m Jac.
1. | Bemonnenue nabopaTtopHoii pabotsl Ne 1 o teme 1 6
2. | Bemmonnenue mabopatopHoii paboTel Ne 2 o teme 2 6
3. | Bemonaenne naboparoproit padboter Ne 3 o Teme 3 6
4. | Bermonnenue naboparopHoit pabotsl Ne 4 o teme 4 8
5. | Bemonaenne naboparoproit padboter Ne 5 mo Teme 5 8
6. | Beimonnenne nabopatopHoit paboTsl Ne 6 o Teme 6 8
/. | Beimonnenue nabopatopHoit padbotsl Ne 7 o Teme 7 8
8. | Bemmonnenue naboparopHoit padbotel Ne 8 1o Teme 8 8
9. | Beimosinenue nabopatopHoit padoTsl Ne 9 o teme 9 8
10. | Bemmonnenne naboparoproit pabotst Ne 10 o teme 10 6
Uroro 72

3.5 TemaTuka u coaep:kaHHe KYPCOBBIX MPOEKTOB (KypPCOBBIX padoT)

KypcoBoe mnpoekTupoBaHue MO JaHHOW JUCHUIUIMHE Y4e€OHBIM ILJIAHOM
3aIJIAaHMPOBAHO, TeMa KypcoBOil paboThl: «OCBOEHHE BCTPOEHHBIX MEXAHH3MOB
3amuThl nHpopmanuu B OC Windows». B xoze BbINOJHEHUSI KypCOBOM pabOTHI
ydaiuecs JTOJDKHBI BBITIOJTHUTS:

yctaHoBKy Microsoft Windows Server;

BBITIOJTHUTh HAcTpoiiky Microsoft Windows Server s NOBBIIICHHUS
HAYaJILHOTO YPOBHS HH(GOPMAIIMOHHOMN 0€30MMacHOCTH;

YCTaHOBKY M HacTpoOiKy ciyx06 nomena Windows — AD DS;

pa3sépreiBanne OC APM (nonb3oBatennckas OC Windows, He cepBepHas)
no cern ¢ mnomormipio Windows Deployment Services (WDS), Microsoft
Deployment Toolkit;

BBINOJIHUTH HAacTpoiky OC APM - Microsoft Windows (mmonb3oBatens) st
MOBBINICHUS HAYaJILHOTO YPOBHS HH(OPMAITMOHHON O€30MaCHOCTH;

CO3/I1aHHE U MPUMEHEHHE MapaMeTpoB OE30MaCHOCTU MO CETH C MOMOIIBIO
mexanusma Group Policy (GP);

HAaCTpPOWKy ponn «dain-cepBep», Hactpoiiky ACL mpaB pgocryna
noabs3oBaTeneii B NTFES;

YCTaHOBKY U ympaBjieHue B cetu JoMeHa Microsoft Windows cepBepHbIX U
ximenTckux Cp3U;



ycTaHoBKy U HacTpoiiky Windows Backup Services.

4 YyeOHO-MeTOaAMYECKOE U HH(OPMALIMOHHOE o0ecneyeHune

4.1 HopmaTuBHbie 10kyMeHTHI 1 'OCThI

IIporpaMmMa cocTtaBieHa B COOTBeTCTBUM ¢ DenepaibHbIM TOCYAAPCTBEHHBIM

00pa3oBaTe/IbHBIM ~ CTAHIAPTOM BBICIICTO OOpa30BaHMS [0 HANPABJICHUIO IOATOTOBKH
OakamaBpoB 10.05.03 «1ubopmanmoHHast 0€30MaCHOCTh aBTOMATU3HUPOBAHHBIX CHCTEM.

4.2 OcHoBHasl 1UTEpaTypa

1. Acranuyk, B. A. Kopnoparuusle uH(OpMAalMOHHBIE CUCTEMBI: TPeOOBaHUSA IPU

POCKTHPOBAHUY : yueOHOe mocodue s By30B / B. A. Acramuyk, I1. B. Tepemenko. —
2-¢ wu3M., uctp. u aon. — Mocka : MznmarensctBo IOpaiit, — 113 ¢. — (Bsicmee
obpazoBanme). — ISBN 978-5-534-08546-4. — Tekcr : OICKTpOHHBIA //
OopasoBarenpHas miardopma FOpaiit [caiit]. — URL: https://urait.ru/bcode/514213 .

[octeB, U. M. OmnepaniMoOHHBIC CHCTEMBI : YYEOHHK W TPAKTHKYM Jjisi By30B / M. M.
I'octeB. — 2-¢ u3n., ucnp. u aon. — Mocksa : M3garensctBo FOpaiit, — 164 ¢. —
(Boiciiee oOpaszoBanme). — ISBN 978-5-534-04520-8. — TekcT : »5eKTpOHHBIA //
O6pazoBarenbHas miardopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/512144.

4.3 JlonoiHuTEIbHAS JIATEPATYpa

4.4

1. CraposepoBa, H. A. Onepannonnsie cucreMsl : yuebnuk st cro / H. A. CrapoBeposa.

— 2-¢ m31., crep. — Cankr-IlerepOypr : Jlanp, 2022. — 412 ¢. — ISBN 978-5-8114-

8984-8. — Tekct : anekTpoHHBIN // JlaHb : 31I€KTPOHHO-OMOIMOTEUHAs CUCTEMa. —
URL: https://e.lanbook.com/book/186048 — Pexum jgoctyma: s aBTOPHS3.
IOJIB30BATENCH.

Manaxos, C. B. Onepanmonnsie cuctemsl u obonouku / C. B. ManaxoB. — CaHKT-
[TerepOypr : Jlanb. — 120 c. — ISBN 978-5-507-45325-2. — TekcT : 31eKTpOoHHbIH //
Jlanb : AJIEKTPOHHO-OMOIMOTEUHAS cucTema. — URL:

https://e.lanbook.com/book/302681 — Pexxum nocTyma: asst aBTOPH3. MOIb30BaTeNeH.

DJIEKTPOHHBIE 00pa30BaTeJbHbIC PEeCypPChI
1. DOP «be3omnacHOCTh oneparoHHbXx cucteM Windowsy [DiekTpoHHbIii pecypc] —

URL: https://online.mospolytech.ru/course/view.php?id=9267 .

4.5

4.6

JIuneH3uoHHOe 1 cBOOOTHO pacnpocTpaHsieMoe NpPOorpaMMHoOe odecriedeHmne
1. Microsoft Windows

Cospemennblie npogeccnoHanbHble 0a3bl JAHHBIX M1 HHPOPMALMOHHBIE

CIIPaAaBOYHBIC CUCTEMBI

1. ®enepanbHas rocynapcTBeHHast HHPOpMAIIMOHHAs crcTeMa - HalnroHanbHast 3J1eKTpOHHAs
oubmmoteka (HOB) https://H36.pd

2.


https://online.mospolytech.ru/course/view.php?id=9267

5 MarepuajJibHO-TEXHHUYECKOE o0ecneueHue

JUia mpoBeneHMsI BCeX BHUAOB 3aHATHUH HEOOXOJUMO MPE3EHTALMOHHOE O0OpYyIOBaHUE
(MynbTUMEIUNHBINA TPOEKTOP, IKPaH) — 1 KOMIUIEKT.

6 MeToanueckue peKoMeH AN

6.1 MeToanyeckne peKOMeHIAMY JIsl PENoAaBATEIs 0 OPTraHU3aANNU
o0yueHus

1. IIpu moaroroBke K 3aHATHSM CIEOyeT MpeABapUTEIbHO NpopadoTaTh Marepual
3aHATHUSA, IPEAYCMOTPEB €ro MoJadyy TOYHO B OTBEACHHOE JJIA 3TOro Bpems 3aHsatud. Ciemyer
MOJTOTOBUTh HEOOXOJMMBbIE MaTepuaibl — TEOPEeTUYECKHE CBelIeHus, 3aaauu u ap. llpu
MIPOBEICHUMN 3aHATUS CIEAYyeT KOHTPOJIMPOBATH IOJAaYy Marepuaiga U pPELICHHE 3aJaHuil ¢
Y4€TOM Yy4€OHOTO BPEMEHH, OTBEJICHHOTO JJIs 3aHATHS.

2. Tlpu mpoBepke pabOT M OTYETOB CIIEAYET YYUTHIBATH HE TOJBKO IPaBUIBLHOCTh
BBITIOJIHEHHS 3aJ[aHUM, HO W ONTHUMAJIbHOCTb BBIOPAHHBIX METOJIOB PEIICHHS, MPABHUILHOCTD
BBITIOJIHEHHS BCEX €T0 I11aroB.

6.2 MeToanuyeckue yKa3aHHs JJIs1 00y4alOIIUXCsl 0 OCBOEHH IO
TUCHUTLTHHBI

N3yueHne [OHUCUMIUIMHBI OCYILECTBIAETCS B CTPOrOM COOTBETCTBUU C LEJIEBOM
YCTAaHOBKOM B TE€CHOW B3aUMOCBSI3M y4€OHBIM MIaHOM. OCHOBOM TEOPETUYECKOM MOATOTOBKHU
CTYJICHTOB SBJISIFOTCS JICKLIMH.

B mporecce caMoCTOSATENBHON pa0dOThI CTYIEHTHI 3aKPEIUBIIOT U YIUIYOJISIOT 3HAHUSA,
MOJIyYEHHBIE BO BPEMS ayJIMTOPHBIX 3aHATUN, TOTOBATCA K SK3aMEHY, a TAK)K€ CaMOCTOSTENIbHO
M3Yy4aroT OT/CJIbHBIC TEMbI Y4EOHOU MTPOTpaMMBI.

7 @oH/J OLIEHOYHBIX CPEJICTB

B npornecce 00yueHHs HCHOIB3YIOTCS CIEAYIOLINE OLIEHOUHbIE (POPMBI CAMOCTOSITETLHON
paboThl  CTYIEHTOB, OLIEHOYHBIE CpEICTBAa TEKYIIEro KOHTPOJS  YCHEBAaeMOCTH U
IIPOMEKYTOUHBIX ATTECTALIMMN:

- KOMIIBIOTCPHOC TECCTUPOBAHUE,
- OK3aMCH.
O6pa3I_IBI TCCTOBBIX 38.)18.HHI>1, 9K3aMCHAIIMOHHBIX 6I/IJ'IeTOB, MMPUBCACHLI B IIPHUIIOKCHUU.

7.1. ®OHJX OLCHOYHBIX CPEACTB ISl NPOBEACHHUA IPOMEKYTOYHON aTTeCTAllUH
00y4YaKIIUXCS M0 TUCHUILINHE (MOTYJIIO).

B npouiecce o0yueHus: HCIONB3YIOTCS CIEAYIOIINE OIIEHOYHbIE (POPMBI CAMOCTOSATEIbHON
paboThl  CTYJEHTOB, OIICHOYHBIE CpEACTBA TEKYIIETO KOHTPOJIS  yCIIEBAEMOCTH U
MIPOMEKYTOUHBIX aTTeCTALlUN!

npoBeieHue J1a0opaTOpHBIX paboT (IPAaKTUYECKUX 3aHATHH C HCIOJb30BaHHEM
CHENTEXHUKH) U UX 3alIUTa;

CaMOCTOSITENIbHAS IIOJATOTOBKA U IIPOBEACHHE ITPE3CHTALMN 110 TEMaM JAMCLUILINHBL,

- 9K3aMeEH.

7.1.1. TlepeyeHb KOMIETEHIMH ¢ yKa3aHMEM JTalloOB MX (OPMHPOBAHUS B Ipoliecce
OCBOEHUsI 00pa30BaTeNIbHOIN MPOTrPaMMBbl.



B pesynbrare

KOMIICTCHII U

OCBOCHU

JTUCITUILINHEBI

(Moyst)

dbopmupyroTcs

clIeyoIue

KOII KOMIIETCHIIUH

o0J1aaaT

B pe3yabTate ocBoeHUsI 00pa30BaTeIbHOM MPOrpaMMbl 00y4darouuiics 10/KeH

b

OIIK-1.2

" CETAX

Crnocoben AIMUHUCTPUPOBATH CPCACTBA 3allIUTHL I/IH(i)OpMaIII/II/I B KOMIIBIOTEPHBIX CUCTEMAX

B mpormecce ocBoeHusi 00pa3oBaTeNbHONW MPOTPAMMbl JTAaHHBIE KOMIICTCHIIMHA, B TOM
YHCIIe UX OTACIbHBIE KOMIIOHEHTHI, (JOPMHUPYIOTCS TIO3TAITHO B XOJI€ OCBOCHHS 00YYarOIIIUMHUCS
JUCIUIUIMH  (MOJyNiel), TPakTHUK B COOTBETCTBUM C YYE€OHBIM IUIAHOM | KaJCHIAPHBIM
rpagukoM y4eOHOTO IpoIiecca.

7.1.2. Onucanue nokaszareJeid 1 KpuTepUeB OLlEHUBAHUS KOMIIeTeHIIU, GOpMHUPYyeMBbIX 10
HTOraM OCBOEHUS IMCUMILIUHBI (MO1YJIS1), ONMCAHUE IIKAJ OLeHUBAHUS

[lokazarenemM OLEHMBAaHUS KOMIETEHLMH Ha pa3JIMYHBIX 3Tanax HUX (OPMUPOBAHUSA
ABJISICTCS TOCTH)KEHUE O0YYaroIMMUCS IUIAHUPYEMBIX PE3y/IbTaTOB OO0YYEHHUsS IO JUCLMILIMHE

(MomyIH0):
OIIK-1.2 Cnoco0eH aIMUHUCTPUPOBATH CPeCcTBA 3alMThl HHGOPMALMHU B KOMIIBIOTEPHBIX CHCTEMAX M CeTAX
Kpurtepnu oneHnBanus
Ioxazarens 2 3 4 5
BHATH: OOyJaromiics OOyuaronmiics O0y4arouiics OOyJaronmiics
Bunst OC. IIporecchlIeMOHCTPUPYET MOJHOEIEMOHCTPUPYET HEMOTHOE |[TEMOHCTPHPYET IMEeMOHCTPHPYET TIOJHOE
IANTTOPUTMEI HOTCYTCTBHE WJIN|COOTBETCTBHE CIEAYIOIUX |[daCTHIHOE COOTBETCTBHE
MEXaHN3MBI HEIOCTATOYHOE BHAHMIA: COOTBETCTBHE CJICTYFOLTNX 3HAHWH:
CUHXPOHM3ALUH. COOTBETCTBHE Bunet  OC. Ilponeccol.cnenyrouux 3Hanuid:  [Bugslt OC. Ilpoueccsl.
Tynuku.  YnpapieHuscaeayomux 3Hanui:  |AnroputMmsl 1 MexaHu3MblBuasl OC. [Ipouecchl/AIropuTmel u
MaMSThIO. ®@ainelBuasr OC. Ilpouecchl.CMHXpOHM3aUMU. TYNUKU.AITOPUTMBI HMEXaHU3MBbI
Peanmuzanust  (GainoBon|AIropuTMbl uYnpaBieHUs MaMATBIO.MEXaHU3MBI CHUHXPOHH3ALUH.
CHCTEMBI. CucremaMexaHU3MBI Dailibl. PeanuzanusCHHXpOHU3ALIMH. Tynuku.  YnpasieHus|
[YIIpaBJIEHUsA BBOJIOM-CHHXPOHU3AIIUH. (aiinoBoit cucremsL(Tynukyu.  YnpaBieHUs|IaMATBIO. Dailnbl.
BBIBOZIOM. VYrpos3slTynmukn.  YrpanenusCucrema YIIPaBICHUANAMATBIO. Qaitnel.Peanm3anus  daiinoBoif
Ge3omacHOCTH OC [mamMsATBIO. DaiisBl.[BBOJOM-BBIBOIOM. YTpo3blPeanu3anusa  ¢ailloBOH|CHCTEMBI. Cuctema
TpeboBanus Kk 3amurePeanusanus QaiioBoiibe3onacHocTr OC.[cucTemsl. CucremajynpaBieHHs BBOJIOM-
OC. PasrpannuenuecucTeMsl. CucremalTpeboBanns k 3amute OC.ympaBiieHUsT  BBOAOM-BEIBOIOM. Yrpo3sl
Imoctyna B OC.ynpaBieHuss  BBOJIOM-PasrpaHuueHue J0CTyNa BBBIBOJOM. YTpo3610e30MacHOCTH OC.
M neHTHd UK HBBIBOJIOM. Yrpo3plOC. HWnentndukanus n0e300acHOCTH OC.TpeOoBanuss K 3aIIUTE
ayTeHTH()UKAIIUS Oe3omacHOCTH OC.jayTeHTHDUKAIHS TpeboBanus k 3amute/OC. Pasrpannuenue
[0JIb30BaTENeH OC.TpeboBanus k 3ammremonszoBarencii OC. AyautOC. Pasrpannuenuejnoctymna B OC.
\Ayaut B OC. OC. Pasrpannuenue OC. Imocryna B OC.Unentudukamus )71
ImocTyma B OC.[lomyckatoTcs Vnentuduxanus HjayTeHTUQHUKALINSA
Vnentuduxanus MBHAYNTEbHbIC OMIMOKK,  [ayTeHTHU(UKAIHS MoJIb30BaTeNeH OC.
ayTeHTH(UKaIMs MPOSIBIIETCS MOJIb30BaTENEH OC.|Ayaut B OC, cBO6OAHO|
MOJIB30BaTENEH OC.HenocratouHocTh 3HaHUH, [Aymur B OC, Hopnepupyet
Aynut B OC. IO PsiLy IOKa3aTemew, ImorrycKaroTes MproOpPEeTEHHBIMHI
00y4aroIuiics NCIBITHIBACTHE3HAYNTEIIEHBIE BHAHUSIMH.
BHAYUTENbHBIE OIMOKH, HETOYHOCTH,
BaTpyAHEHUs MIpU 3aTPyAHEHUs npu
ONEPUPOBAHUY 3HAHUSIMH  [aHAIIUTHUECKUX
[IPYU UX IEPEHOCE HA HOBBIE |ONEpPALIHX.
CUTyallHH.




YMeThb:

'YrpaBiaTh mpoleccamy]
B OTIEPAIIMOHHBIX
cHCTEMaX.
IPasrpaHu4MBaTh IOCTYI]

K mporeccaM. Paboratp
C cHCTEeMaMH BBOJa-
BLIBOJIA. Ctpoutp

Monens yrpo3z mia OC.

PaboTtath ¢ mpaBaMu H
MPUBUIICTUSIMHU s
MoJIb30BaTesICH.

[IpoBoauts ayaut OC.

OOy4aronuiics He
[YMEET HJIH B
HEIOCTATOYHOMI
CTETICHH yMEeT
'YIipaBisiTh npoueccaMu
B OTIePAIOHHBIX
cHcTeMax.
IPasrpaHu4MBaThH TOCTYII
K mpoiieccam. Paborath
C cHCTeMaMd BBOJA-
BLEIBOJIA. Crpouts
Mozens yrpos mis OC.

IPabotaTh ¢ mpaBaMu H
MPUBHICTHSMHA IS
IMOJIB30BATEIICH.

[MpoBoauts aynut OC.

OOyuaronmiics
IMeMOHCTPHPYET HEMOJITHOE
COOTBETCTBHUE CIICTYIOITIX
[YMEHUIL:

YpaBidTh mnpoueccamu B
OTIEPALIMOHHBIX CHCTEMaXx.
PasrpaHugmBaTH JOCTYI K
mpoueccam. Paborate ¢
cHCTeMaMM BBOJa-BBIBOJA.
CTpouTh MOJENIh yrpo3 A
OC. Paboratb ¢ npaBaMu 1
IPUBHJICTHSIMH JUIst
[10JIb30BATEIICH.
poBoxuts aymut OC.

. Jomyckatorcs
BHAYUTETbHBIC OITHOKH,
TIPOSIBISIETCS
HEJOCTaTOYHOCTh YMEHHM.

O0y4aronmiics
IMEMOHCTPUPYET
JaCTHYHOE
COOTBETCTBHE
CIEeyIOIINX YMEHUMN:
'YTipaBiisiTh npoueccamyl
B OTIEPaIIMOHHBIX
crcTeMax.
PasrpaHnuuBaThH AOCTYI]
K mpoueccam. Paborats
C cucTeMaMH BBOJa-
BHIBOJIA. CrpouTthb
Mozens yrposz aiast OC.
PaboTats ¢ mpaBaMu H
MPUBHMIICTHSIMA U]
MOJIb30BATENEH.
IMpoBomuts aymut OC.

. YMEHHS OCBOCHBI, HO
IMOITyCKaroTCs
HC3HAYNTCIIBHBIC
OIINOKH, HETOYHOCTH.

OOyJaronmiics
ITEMOHCTPHUPYET OTHOE
COOTBETCTBHE
CIIEIyIOIINX YMEHUH:
YrpaBnate mpoueccamyl
B OTIePAIOHHBIX|
cucTeMax.
PasrpaHnumBaTh J0CTYII
K mporeccaM. PaboTarth
C cucTeMaMu BBOJA-
BBIBOJIA. Crpoutb
Monens yrpo3z g OC.
PaGoTaTh C mpaBaMu H
TPUBHIICTUSIMH IOIE|
MOJIb30BaTENEH.
[poBomuts aymur OC.

CBoOOIHO  omepHupyer
MprOOpPETEHHBIMHI
[YMEHUSIMH, TPUMEHSET
X B CUTyaluAiX|
MOBBIILIEHHON
CII0’)KHOCTH.

BJIATETH:
CpencrBamu
[YIIpaBICHUS
npoueccamu. Mertogamu

W CpeICTBaMU PabOTHI C
(hattmoBoit CHCTEMOI.
HaBpikamu ~ paboTBI  C
KOH(QHUTYpalHOHHBIMA
hattmamu OC.
CpencrBamu
pa3rpaHUYeHusl 10CTyIA.
CpencrBamu
yIIpaBIeHUS

MO THKAMHU
Ge3o0macHOCTH OcC.
CucremaMu
IMOTHPOBAHUSI.

OO6yyaroruiics He
BIIAJCET WA B
HEI0CTaTOYHOM
CTENEH! BIIaJIeeT
CpencrBamu
VIpaBJICHUSL
MpoIeccaMu.
MeTomaMu 1
cpencTBaMu paboTHI C
(haittoBoii cCTEMOIA.
Hasbikamu paboThI C
KOH(pHUTYpaIMOHHBIMU
(aiinamu OC.
CpencrBamu
[pasrpaHUYCHUS
imoctyma. CpeacrBaMu
YIIpaBJICHUS
[TOJTUTUKAMU
be3onacuoct OC.
CucreMaMHu
ITOrMPOBAHUSL.

OOyUaroNIMics BIaaACeT
CpencTBaMHu yIpaBieHUs
npoueccaMu. Metonamu u
CpeiCTBaMH pabOTHI ¢
(haitmoBoit cucTeMOit.
Happikamu paboTsI C
KOH(UTYpalMOHHBIMH
¢aitmamu OC. CpencrBamu
[pa3TpaHIYEeHUS JOCTYTIA.
CpencTBaMHu yrpaBieHUs
MOJTUTUKaMHU 0€30I1aCHOCTH
OC. Cucremamu
lTOrMpoBaHus. HO
IMOIyCKaroTCs
BHAYUTCIIbHBIC OIlII/I6KI/I,
MIPOSIBIISIETCS
HEIOCTaTOYHOCTh BJIa/ICHHS

OG6yuatouuiics
YaCTUYHO BIIaJICCT
CpencrBamu
YIpaBICHUS
MpoIieccaMu.
MeTtomamu 1
cpencTBaMu paboTHI C
(baitnoBoii cucTeMoii.
HaBsikamMu paboTHI C
KOH(HUTYpaIIMOHHBIMU
daiizamu OC.
CpencrBamu
[pa3rpaHUYCHUS
imoctyna. Cpencrsamu
YIIpaBJICHUS

MO THKAMHU
oe3omacaocTu OC.
Cucremamu
ITOTHPOBAHWS, HABBIKI
OCBOCHBI, HO
ITOTTYCKarOTCSI
HE3HAYNTEIILHBIC
OIIMOKH, HETOYHOCTH,

OOyJaromuiics B
[MOJIHOM OO0BbEeMeE BiIaceT
CpencrBamu
[yIpaBJIeHUS
mporeccaMu. MetomgaMu
1 cpeacTBaMu paboTHI ¢
(haitmoBO#t cHCTEMOTA.
HaBpiKamu pabOTHI €
KOH(pHUTYypaITHOHHBIMH
(aiinamu OC.
CpencrBamu
[pa3rpaHUyYeHus JOCTYIIA.
CpencrBamu
lyIpaBJICHUS
[TOJIMTHKAMU
be3omacuoctr OC.
CrucrteMaMu
lTorupoBaHus, CBOOOTHO
MPUMEHSET MOTyICHHBIC
HABBIKY B CUTYaIIHIX
IMOBBIIIICHHOMN
CJIO3KHOCTH.

3aTpyHEHUS.

[IIxans! OLIEHUBAHUS PE3YIBTATOB IPOMEXKYTOUYHOM aTTECTALIMU U UX OIIMCAHUE:

(DOPM(I npomeofcymouuoﬁ ammecmauuu’ IK3amMeH.

[IpomexyrouHas arrectanus oOydaroumxcs B (opMe 3K3aMeHa MPOBOJUTCS IO
pe3yJbTaTaM BBIIOJIHEHUS BCEX BUIOB y4eOHOM paboThbl, MPEeIyCMOTPEHHBIX y4EOHBIM IJIAHOM
M0 JAaHHOW TUCHUIUIMHE (MOJYIIO), MPU 3TOM YUUTBHIBAIOTCS PE3YJIbTAaThl TEKYIIEro KOHTPOJIS

yCII€Ba€MOCTU B TCUCHHUC CEMECTpaA.

OI_IGHKa CTCIICHU  AOCTUKCHUSA 06y‘-IaIOIJ_II/IMI/IC}I

IUTAHUPYEMBIX Pe3yJIbTaTOB 00yUeHUs 10 AUCHUILIIMHE (MOAYIIO) MPOBOJIUTCS MpenogaBaTesiem,
BEYLUIUM 3aHATUS [0 JAUCHUIUIMHE (MOXYJII0) METOJOM JKCHEepTHOM oueHku. Ilo wmroram



MPOMEKYTOUHOM aTTeCTallUd MO AMCIUIUIMHE (MOJYJII0) BBICTABISETCS OLEHKA «OTIUYHOY,
«XOpPOIIO», «YIOBIETBOPUTEIBHO» UIIA «HEYAOBIECTBOPUTEILHON.

MIxaja oueHNBaAHUA

Onucanue

OTINYHO

BeimostHeHs! Bce BUABI y4eOHOH pabOTHI, NMPEAYCMOTPEHHBIE YUEOHBIM IIJIAHOM.
CTyIeHT IeMOHCTPUPYET COOTBETCTBUE 3HAHUH, YMEHHUI, HAaBHIKOB NIPUBEACHHBIM B
Tabnuuax IoKasareneid, OonepupyeT NpPHOOPETEHHBIMU 3HAHWSMH, YMEHUSIMHU,
HaBBIKAMU, IPUMEHSAET UX B CUTYaLUsAX MOBBIIICHHON clI0XKHOCTU. IIpu 3TOM MOTyT
OBITH JONyIIEHbl HE3HAYWTENbHbIE OIIMOKHM, HETOYHOCTH, 3aTPyIHEHUs IpH
QHAJTUTUYECKHX ONEpalusaX, MepPeHoce 3HaHUHM U YMEHUH Ha HOBbIE, HECTAHIApPTHBIE
CUTYyalUu.

Xopouio

BeIONHEHB! Bce BHABI y4eOHOH paboThl, MPEXyCMOTPEHHBIC YYEOHBIM IUIAHOM.
CTyZIeHT IEeMOHCTPUPYET HEINOJHOe, NPaBUIFHOE COOTBETCTBHE 3HAHHM, YMEHHIA,
HABBIKOB IIPUBEICHHBIM B TaONHIIaX IOKa3aTelei, MO0 eclu mpu 3TOM OBUIH
Imomy1eHs! 2-3 HeCyIeCTBEHHBIE OIMINOKH.

Y,I[OBJ'IGTBOpI/ITCJ'ILHO

IBrImoTHEHBI BCce BUABI Y4eOHOH pabOTHI, MPEeXyCMOTPEHHBIE YYeOHBIM ILIAHOM.
CTyIeHT JeMOHCTPHPYET COOTBETCTBHE 3HAHHH, B KOTOPOM OCBEIICHA OCHOBHAs,
HauOoJee BakHAs 4acThb MaTepHala, HO MPH 3TOM JOMYIIEHA OJHA 3HAYUTEIbHAS
OIIMOKA MM HETOYHOCTE.

HeynosnerBopurensHO

He BbImonHEH OOMH WM Ooiiee BUIOB Yy4eOHOW pabOThHI, NPEIyCMOTPEHHBIX
yaeOHbIM TuIaHOM. CTyIEHT NEMOHCTPHPYET HEIOJHOE COOTBETCTBHE 3HAHUM,
YMEHHH, HaBBIKOB NPUBEICHHBIM B TaONWIaxXx IOKa3zaTelel, IOIyCKaroTCs|
BHAYUTEIbHBIC OLIMOKH, MPOSBISACTCS OTCYTCTBUE 3HAHWH, YMEHHH, HaBBIKOB IO
PSRy TOKazaTeled, CTyIEHT MWCIBITBIBACT 3HAUMUTENbHBIC 3aTPYIHCHHUS TIPH
OTIepUPOBAHUH 3HAHUSAMH U YMEHISIMU IIPU UX TIEPEHOCE Ha HOBBIE CUTYAIUH.

DOoHABI OLIEHOYHBIX CpeacCTB NMpeACTABJCHBI B IIPUJIOKCHHU K paﬁoqeﬁ nmporpamme.



[Ipunoxenue.

CTpyKTYypa U cojiep:KaHue JUCHUILINHBI «be3onacHocTh onepauuoHHbIX cucteM Windows»
110 HANIPABJIEHUIO MOATOTOBKH
09.03.01 «MudopMaTHKa U BHIYUCTUTETbHASI TEXHUKA

(0axkanaBp)
Henen Buabl yueOHOM padoThI
Ce y P ’ . ®opmbl
| BRJIIOYafA CAMOCTOATECJILHYIO BHI{I)I CAMOCTOATECJIIBHOU paﬁOTLI aTTecTaIl
Me
Paznen padoTy CTY1eHTOB, CTY/IEeHTOB
CcT 7041
n/n ceMecCT H TPYAOEMKOCTDb B Yacax
p
pa J | I/C | Jlad | CPC | KCP | K.P. | KIL. | I3 | Pedepar | K/p | D | 3
3 cemecTp
BeeeHre B ONEPAMOHHBIE CUCTEMBL. IIpOLIECCHI.
1 |AnroputMBl W MeXaHM3MBI CHHXPOHH3AIIHHL 1-4 16 16
Tynuku.
o [Ynpaerenwe mamsThio. QaiinoBas  chcTema. 5-9 20 20
Cucrema BBO/Ia-BBIBOJIA.
3 MexaHu3Mbl ~ CUHXPOHHU3AIlMU  IPOIECCOB U 3 10-12 12 12
OTOKOB
4 'Yrpo3er  GezomacHoctu  OC. TpeGoBanus K 13-14 8 8
samute OC. Pasrpannuenue goctyma B OC.
M aeHTudukams " ayTeHTU( UKL _
5 mosb3oBareneit OC. Ayaur B OC. 15-18 16 16
Dopma ammecmayuu 3| 19-21 : C
Bcero yacoB no IUCIUILIIMHE
A 72 | 72
BO 3 ceMecTpe
Bcero yacoB no AucuuninHe 72 72




[Tpunoxenue k
paboueii mporpamMme

MUHHUCTEPCTBO HAYKHU U BBICIIEI'O OBPA3BOBAHUS
POCCUNCKOU ®EJEPALINU

®EJIEPAJIBHOE 'OCYTAPCTBEHHOE ABTOHOMHOE OBPA3OBATEJIbHOE YUPEX/IEHUE
BBICILIET'O OBPA3BOBAHUS

«MOCKOBCKHI MOJUTEXHUYECKHA YHUBEPCUTET»
(MOCKOBCKMI1 MOJINTEX)

Hamnpasnenue nmoaroroku: 09.03.01 «MapopMaTUKa U BEIYUCITUTEIbHAS TEXHUKA
OIT (mpodwip): «Kubepde30macHOCTh aBTOMATH3UPOBAHHBIX CUCTEM)
dopma 00yueHHs: OuHas

Bun npodeccuonanbHo 1€ TENbHOCTH: 3KCILTyaTallUOHHAS; IPOEKTHO-TEXHOJIOTHUECKas;
SKCIEPUMEHTAIBHO-UCCIIE0BATEbCKAs; OPraHU3aLlMOHHO-YIIPABIICHYECKAs.

Kadenpa: «MadopmannonHas 6€301MacHOCTh)»
®OHJJ OHEHOYHBLIX CPEJICTB
MO JUCHUIIJIMHE

«be3onacHocTh onepanuoHHbIX cucreM Windows»

Cocrag: 1. [1acriopt oH1a OIIEHOUHBIX CPEJCTB

2. OnucaHue OLIEHOYHBIX CPENICTB:
Kommnsroreproe TectupoBanue
DK3aMeH

Cocrasuresn: ct. npen. IInkos B.A.

Mockga, 2022 rop,
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Tabnuua 1

IMOKA3ATEJb YPOBHA C®OPMHUPOBAHHOCTHU KOMIIETEHIIUIA

be3onacHocth onepaunnoHHbIX cucreM Windows

dI'OC BO 10.05.03 «<MudopMmanuoHHasi 6€30MaCHOCTH ABTOMATH3HPOBAHHBIX CHCTEM»

B mporecce ocBoeHUsI JAHHOM JUCHUIUIMHBI CTYACHT GOPMHUPYET U JJIEMOHCTPUPYET CIEAYIOIINE
o0menpodeccnoHaNbHbIEe 1 NPO(ecCHOHAIbHbIE KOMIICTCHIHHN:

KOMIIETEHIINU

WUH-
JIEKC

OOPMYJINP
OBKA

Hepeqeﬂb KOMIIOHCHTOB

TexHogor
s
(popmupos
aHus
KOMIIETEeH
19707

Dopm
a
OLIEHO
q-
HOI'0
cpenc
TB

Crenenu ypoBHeil 0CBOEHUSI KOMIIETeHIMI
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OIIK-1.2

Cnocoben
aJIMUHUCTPHPOBATH
Cpe/CTBa 3aIIUThI
nHdopmanum B
KOMIIBIOTEPHBIX
CHCTEMaXx U CeTsX

3HATH:

Buner OC. [Ipotiecchl. AITOPUTMBI U MEXaHU3MBI
CUHXpoHM3auuu. Tynuku. YpasieHus namMaTeo. Oauisl.
Peanmzanust ¢aitnosoii cucteMsl. CucteMa yrnpaBieHUs
BBOJIOM-BEIBOJIOM. YTpo3sI 6e3omacHocTi OC. TpeboBaHus K
3amure OC. Pasrparndenue nocrymna B OC. UnenTudukanms
u ayreHTHUKams noas3osareneit OC. Aynut B OC.
yMeThb:

YnpaBasaTh npolieccaMy B ONEPALIMOHHBIX CHCTEMAX.
PasrpannumnBate 1octyn k npoueccam. Paborats ¢ cucremamu
BBOJIa-BbIBOIa. CTpouth Mozens yrpo3 s OC. PabGortats ¢
MpaBaMM U MPUBKHIIETUSIMHU JIJIs ToJib3oBaTeneil. [IpoBoauth
aynut OC.

BJIaJeTh:

CpencrBaMu yrpasiaeHus npoueccamu. Meronamu u
cpencrTBaMu paboTHI ¢ ¢aitmoBoii cuctemoii. HaBpikamu
paboTh! ¢ koHpuUrypannorHeIME ¢aitmamu OC. CpeacrBamu
pasrpanuyeHus gocryna. CpeicTBaMy yIpaBlIeHUs
noyutikaMu 6e3onacHocTr OC. CrucTeMaMu JOTHPOBAHUSL.

CaMOCTOSITEIIbH
as pabora,
nmabopaTopHbIe
3aHATHA

KT,
3K3aMCH

ba3oBrlii ypoBEHb:
3HATB!

Bunsr OC. IIpouecchl. ATTOPUTMBI U MEXaHU3MBI
CUHXpOHM3aluH. Tynuku. YIpaBieHus naMsaTeio. Oailisl.
Peanuzarus daiinosoii cucremsl. CucremMa ynpaBieHUS
BBOJIOM-BEIBOJIOM. YTpo3sI 6e3onmacHocTr OC. TpeboBaHms K
3ammure OC. Pasrpanndenne qocryna B OC. UpeHTndukanms
u ayTeHTUUKams noip3oBareneit OC. Aymut B OC.
ymeeT
YnpaBiATh IpoleccaMy B ONEPAllMOHHBIX CUCTEMaX.
PasrpannuuBate noctyn Kk npoueccam. Paborats ¢
cucTeMamu BBoJia-BeiBoJa. CTpouTh Mojienb yrpo3 st OC.
PaGoTath ¢ npaBaMu ¥ IPUBUIIETUSAMH JUIA [OJIB30BATENEH.
[IpoBoauth
BJIAJICTh:

CpencrBamu ynpasiieHHs porieccaMu. MetoamMu 1
cpercTBaMu paboTHI ¢ ¢aitnoBoii cuctemoil. HaBpikamMu
paboTs! ¢ koHpuUrypannoHHEIMH ¢aitnamu OC. CpencrBaMu
pasrpan4eHus gocryna. CpeIcTBaMy yIpaBlIeHHUS
noymutukamu 6eszomacHoctd OC. CructeMaMu JIOTHPOBAHUS
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[Tpunoxenue 2
K paboueii mporpamme

OueHouyHbIE CpeCTBA IJIA TEKyLIel aTTecTanun

KomnbroTepHoe TecTUPOBaHME.

[To kaxxno#t Teme npenaraercst 10 BompocoB 1o kaxaon teme. OCBOCHUE TEMBI 3aBUCUT OT
pe3ynbpTaTa Hanucanus Tecta: 9-10 6ayIoB - TeMa CYUTAeTCsl OCBOEHHOM Ha MPOJIBUHYTOM YPOBHE;
6-8 6amioB - Tema cuMTaeTCs OCBOCHHON Ha 0a30BOM ypoBHeE; 0-5 0auioB — TeMa CUMTaeTCs He
OCBOCHHOM.

OueHo4YHbIE CpeCTBA JJISA POMEKYTOYHOM aTTeCcTAlluU
JK3aMeH.
Cnncok BONPOCOB /1Jisl IK3aMeHa M0 IUCUMILINHE

1. TonsTHE ONIEpAIMOHHAS CUCTEMA, KJIACCU(UKAIIHS OTICPAIIMOHHBIX CUCTEM.

2. ApXHTEKTypa MHOT03aJJa4HOl CEeTEBOM ONEepaIlOHHON CUCTEMBI.

3. 3amumennabIe (aiIOBBIC CHCTEMBI.

4. TloHsATHE TOTUTHKYU Pa3TPaHUUYEHUS JOCTYIA B KOMIBIOTEPHBIX CHCTEMAX.

5. OmHOYpOBHEBAss 1 MHOTOYPOBHEBASI MOJICIIA Pa3TPAaHUYCHUS TOCTYIIA, UX JIOCTOMHCTBA U
HEJIOCTAaTKHU.

6. Peanu3zaniyst TEXHOJIOTHH Pa3TpaHUYCHHUS JJOCTYIIA B ONICPAIMOHHBIX CHCTEMaX.

7. Unentudukanus, ayreHTudukanus. OakTopsl ayTeHTUDUKAIINN.

8. 3arpy3unku omnepannoHHbIX cucteM. OOecrniedenne 3ammtel or HCJl mpu 3arpyske
CUCTEMBL.

9. IMonsTHE CepTUDUITUPOBAHHBIX M JIUIICH3UPOBAHHBIX OTICPAITMOHHBIX CUCTEM.

10. Onepamnmonnbie cucteMbl cemeiicta Microsoft Windows. OcobeHHOCTH peanu3aiu
MEXaHHU3MOB 3aIUTHI HH()OPMAIIUH.

11. Kpunrorpaduyeckass 3aluTa MOJb30BATEIBCKUX JAHHBIX CpPEACTBAMH IMHUPYIOLIEH
daitnoBoii cucremsr EFS.

12. Texuonorus BitLocker u BitLocker To Go.

13. Texnonorus DirectAccess.

14. Texnonorus Network Access Control.

15. Co3panue 3aMKHYTO# TPOrpaMMHO#t cpeibl ¢ Tomortibto GyHkimu AppLocker.

16. Peanu3anus BCTPOECHHBIX MEXaHM3MOB 3amiuThl uHpopmaimu Microsoft Windows na
ABTOHOMHOM pabo4eM MecTe, B OJTHOPAHTOBOH CETH.

17. 3amuta nadopmarmu B Active Directory.

18. Tlonp3oBaTenn ¥ UX BUABL. [ pyIIImb mojib3oBaTeei. YUETHBIC 3aITUCH TOJIb30BaTEICH 1
paboTa c HUMH.

19. llpumenenne Group Policy onepammonnsix cucrem Windows st 3amiuThl
uHpOpMaLUH.

20. Texnosornn 0E€30MaCHOTO  YAANEHHOTO JIOCTyNa K KOPIIOPATUBHBIM pecypcam
(mpuMeHeHNe BCTPOCHHOTO (YHKIIMOHATA ONEPAIMOHHBIX CHCTEM).

21. Onepannonnas cucrema Astra Linux. OCoOeHHOCTH peanu3alnd MEXaHH3MOB 3aI[HThI
UHpOpMaLINH.

22. MexaHu3M U30UPATEeILHOTO yIpaBieHus qoctymoM Astra Linux.

23. Mexanusm PAM kak peanuzanus (yHKIMM HJIEHTH()UKALMK W ayTeHTH(PUKALUU
nosib3oBareseit B Astra Linux. CpencTsa nojaepKku 1ByX(pakTOpHOUM ayTeHTUPUKAIIH.



24. Tomen Astra Linux Directory. Texnomoruu 3amuthl nHboOpManuu B aomene Astra
Linux.

25. MannatHas CYIIHOCTHO-POJIEBast HII-monens yIpaBJICHUS JIOCTYIIOM
u uHpopmarmonnbimu motokamu (MPOCII ITT-moxens) Astra Linux Special Edition.

26. OcHOBHBIE TOJOXKEHUsT  pykoBomsamux  gokymeHToB (PZ) ®DCTOK  Poccum
(T'ocTexxkomuccnn) 1o 3amuTe HHPOPMAIIHH.

27.P1. AC. 3ammra or HCJH. Krnaccupukamms AC wu TpeboBanms mno 33U
(ot 30 mapta 1992 rona).

28. PJI. 3amumra or HCJ. Yacte 1. IlporpammHoe oOecneYeHHE CpEJCTB 3allUThI
nHpopmanuu. Knaccudukanus mo yposato koHTposst HIIB (ot 4 urons 1999 roga).

29. PII. CBT. 3ammra ot HCJ/] x undopmammu. [Tokazarenu 3ammménnoctu or HCJl k
undopmarnuu (ot 30 mapra 1992 roma).

30. CpencrBa 3ammThl WHGOPMAIMHU, YCTAHABIMBACMBIC HA OMNEPANMOHHBIC CHCTEMBI.
Knaccudukanus. Pemraempie 3amaqm.

31. Cucrembr 3amuThl  WHGOpMAauMU. MeToa oOmpeAeNeHUuss CcocTaBa M OIEHKHU
3(PEKTUBHOCTH CUCTEMBI 3aIIUTH HHGOPMAIIHIH.

32. Yrpo3sl 6e30macHOCTH HHPOPMAIIHH.

33. YA3BUMOCTH OINEPAIIMOHHBIX CHCTEM.

[Tpumep Ounera.

1. Anroputmbl U MEXaHU3MbI CUHXPOHHU3AIIH.
2. Paszrpanmuenue gocrymna B OC.
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