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1. Heau, 3a7a4m ¥ IJIAaHUPYeMble Pe3yJbTAThl 00y4eHHs N0 AUCHUIIITHHE

K ocHOBHBIM HeJSIM OCBOCHHS IUCHMUIUIMHBI «MeETOAbl M CpeACTBa KpHUOTOrpaduyecKon
3alUThl UHOOPMALIUKY» CIIEAYET OTHECTH:
- W3y4YeHHUE COBPEMCHHBIX METOJIOB M CPEJCTB KPHUIITOTPAPUICCKON 3aIUThl HH()OpMAIHH
JUTSL pEIIeHUs TPOOIIeM 3aluThl HHGOPMALINK;

K ocHOBHBIM 3agayaM OCBOEHUS AMCHUILTUHBI «METOAbl U CPEACTBA KPUMNTOTPaAPUIECKOM
3aIUTHl HHOOPMAITUN» CIIETYET OTHECTHU:
- OBJAJICHUE OCHOBHBIMH KPUNTOTPAPUUECKUMH WHCTPYMEHTaMH, HEOOXOIUMBIMH JUIS
MOCTPOEHUS 3aIIHUIIECHHBIX HHPOPMAIIMOHHBIX CHCTEM.

OO6yuenue no nucuuIuInHe «MeToibl U cpeicTBa KpUNTOrpaduyecKoi 3auuTsl HHGOpMaLum»
HanpaBJIeHO HAa (OPMHUPOBAHUE Y O0YUAIOIIUXCS CIEAYIOINX KOMITETEHIIUMA:

KOI[ 1 HAUMEHOBaHUe KOMl'leTeHI[I/Iﬁ I/IHIII/IKaTOpr JOCTHKCHUA KOMIICTCHIIUN
OIIK-2. Cnoco6eH mpruHUMATh TPUHITAIIEI PabOTHI HOIIK-2.1. 3naet coBpeMeHHBIE HHPOPMAIIHOHHBIE
COBPEMEHHBIX MH(POPMALMOHHBIX TEXHOJIOTHI U TEXHOJIOTUH U POTPaMMHEIE CPEICTBA, OCHOBHBIE
IIPOTPaMMHBIX CPEICTB, B TOM YHCIIE OTEUSCTBEHHOTO | BHIBI M MPUHIMIIB pa0OTHl MHPOPMALMOHHBIX CHCTEM
MPOM3BOJCTBA, U UCIIOJIb30BATh UX IIPU PEILIEHUH 1 MH(POPMAIIMOHHBIX TEXHOJIOTHIH; CIIOCOOBI
3aJa4 MpoQecCHOHAIBHON IETEIbHOCTH BHEAPEHUs U UHTETPALUH COBPEMEHHBIX

MH(OPMAIMOHHBIX CHCTEM, CIIOCOOBI OLIEHKH
HEOOXOAMMOCTH UCIIOIb30BAHHUS IIPOrPAMMHBIX
CPEICTB.

HOIIK-2.2. YMeeT UcIosib30BaTh COBPEMEHHBIE
HH(POPMAIIMOHHBIE TEXHOJIOTHH U MPOTPaMMHEIE
CpPeZCTBa, KaK B paMKaX OTAEIBHOTO MPEIPHUATHS, TaK
U B paMKax KOPIIOpalnii, TOCY1apCTBEHHBIX CHCTEM;
BHEPATH U HACTPAWBATh COBPEMEHHBIE
WH(POPMAIMOHHBIE CUCTEMBI, IIPOBOAUTH HHTETPAITHIO
pa3THYHBIX HHPOPMALIMOHHBIX CHCTEM U
MPOrPaMMHBIX CPEACTB, OLIEHUBATh HEOOXOAUMOCTD
HCIOJIB30BAHUS MPOTPAMMHOI0 CPEICTBA IS
peIeHus 3a1ay.

NOIIK-2.3. Bnageer HaBbIKaMH IPUMEHEHUS
COBPEMEHHBIX HHPOPMAIIMOHHBIX TEXHOJIOTHI
MIPOTPaMMHBIX CPEACTB, PU PELICHNH 3a1a4 B
Pa3IMYHBIX OTPACIISX, BHEAPCHUS U HACTPOHKHI
COBPEMEHHBIX HHPOPMAIMOHHBIX CHCTEM, OIICHKH
HE0O0XOIMMOCTH HCIOIB30BAHUS POTPAMMHBIX
CpencTB ¥ MHPOPMAITHOHHBIX CHCTEM IS PEIICHUS
3a1ad.

2. MecTo IMCHUILIMHBI B CTPYKTYpe 00pa30BaTe/IbHOM IPOrpaMMbl

Jucuumunzaa « MeToabl M cpelcTBa KpunTorpapuueckoil 3amuTsl HHGOpMaIum» OTHOCUTCS K
yucay y4eOHbIX nucuuiuinH Omoka 1 oGsizarensHoit wactu (B1.1) ocHOBHO# oOpa3zoBaTenbHOI
nporpammsl (b1.1.29).

JucuunnuHa B3auMOCBSA3aHa JOTHYECKH M COJAEPKATEIBHO-METOJAMYECKH CO CIIEAYIOIUMU
muciuminHamMu U npaktukamMu OOIL: «Marematuueckuil aHanus», «Teopus BeEpOSTHOCTEN»,
«JIuneitHas anrebpa U aHaTUTHYECKas JIeoMeTpusi», « OCHOBBI MHPOPMAITMOHHON 0€30TTaCHOCTH.
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3. CTpyKTypa M cofep:KaHue AU CHUILTHHBI

OO6mias TpyJ0€MKOCTh AUCIUIUIMHBI COCTABIISET 4 3aueTHbIe eAMHUIEI (144 gaca).

3.1. Buabl yueOHo# padoThl U TPYA0EMKOCTH

(mo popmam oOyueHHs)

3.1.1 Ounas ¢popma oOydeHus

Ne . KoaunuecTBo CemecTpbl
Buj yue6Hoii padoThl
n/n 4acoB
1 | AyauTopHble 3aHATHS 72 72
B ToM yucne:
1.1 | Jlexkuun
1.2 | CemuHapcKue/mpakTHUECKUE 3aHITHS
1.3 | JlabopaTopHBbI€ 3aHATHS 72 72
2 | CamocTosiTeIbHaAsI padoTa 72 72
3 | IIpoMe:kyTOYHAsI aTTeCTALUSA
DK3amMeH HK3aMEeH
Hroro 144 144

3.2. TemaTnuyecKui NJIaH U3yYeHHUS TUCIHIITMHBI

(mo popmam oOyueHus)

3.2.1 Oynas ¢popma oOydeHus

TpynoeMKoOCTD, Yac
AyautopHas padora
Camoc
J:/') Pa3nesnl/TeMbl CeMHH/ap Jlabop | Ipakt TOATE
AHCIHILTHHEI Beero | Jex CKHeE aTOPH | MuecKa | oo
1 gy [PAKTHYC|  bIe A paGot
I CKHE | 3aHATH | HOATOT | =
3aHATHS s OBKa
Paznen 1. CummeTpuyHbie
1 60 - - 28 - 32
KPUIITOCUCTEMBI
1.1 | Tema 1. MicTropust pa3BUTHS 4 - - - - 4
12 Tema 2. OCH?BHBIG 3a7a4n 5 i 1 i 4
COBPEMEHHOM KpUnrTorpaduu
1.3 | Tema 3. Knaccudukamms mmmdpos 4 - - - - 4
1.4 | Tema 4. llucdper nepecTaHOBKH 8 - - 4 - 4
1.5 | Tema 5. IlIudpsl 3ameHbI 12 - - 8 - 4
1.6 | Tema 6. llludpsl raMMupoOBaHUs 8 - - 4 - 4
17 Tema 7. [ToTOUHBIE CUCTEMBI 8 i i 4 i 4
muQpoBaHUs
18 Tema 8. biiounsie cuctembl 12 i i 8 i 4
muGpoBaHUs
2 Pa3zpnen 2. AcummeTrpuuHbie 80 i 40 40
KPUOTOCUCTEMBI




Tema 1. Maremarnueckue OCHOBBI

2.1 16 8 8
KPUITOrpaduu ¢ OTKPHITHIM KIIOUOM

29 Tema 2; OTkpbITOE pacnpesesieHne 6 ) 4 )
KIIH04en

23 Tema 3. Cuctemsl mu@poBaHus C 12 i 8 4
OTKPBITBIMHU KJIFOUYaMHU

24 Tema 4. Kpunrorpadus Ha 12 i 4 8
ITMOTHYECKUX KPUBBIX

25 Tema 5. DnekTpoHHBIE ITUPPOBHIE 16 i i 8 i 8
HIOJITUCH

26 Tema 6. gTaHI[apTLI HU(pPOBBIX 16 i i 8 i 8
nojmnucen

2.7 | Tema 7. KBanToBas kpunrorpadus 5 - 3 - 2

Hroro 144 72 72

3.3. Coneprkanue JUCHHUIINHBI

Pazgea 1. CumMeTpUYHbIE KPUIITOCUCTEMBI.

Tema 1.1. VcTtopus pa3Butus Kpuntorpadum.

OcHoBHble TpeOoBanuss Kk 1mmppam. [lonarue kpunrorpaduyeckoil  CTOHKOCTH.
Cosepuiennsle mudpsl. Konnenuus n30pTO4HOCTH HH(POPMALIHH.

Tema 1.2. OCHOBHEBIC 32/1a4¥ COBPEMEHHON KpUNTOrpaduu.

Kondunenmuansaocts. LlenoctHocTh. AyTeHTH(UKanus. Ynpasienue Kirodamu. Cxembl
pa3zeneHns CeKpeTa.

Tema 1.3. Knaccudukarus mudpos.

Knaccudukanus mudpoB mo paznuuHbIM mpuszHakam. DopmanbHble MOJAETH MHUGPOB.
MareMaTtnueckre MOJIEIN OTKPBITOTO TEKCTA.

Tema 1.4. [1Iudpsl nepecTaHOBKH.
Mudper BepTukanbHoil nepectanoBku. ndpel mapuipyTHoil nepectaHoBKU. [loBOpoTHBIE

pemietku. Cetb @eiictensa. Iludpsr mnepecraHoBKkU. ONeMEHTh KpUNTOaHaIW3a MHUGPOB
NIEPECTAHOBKH.

Tema 1.5. [lIudpsr 3ameHBI.

HIudpsr  mpoctoit 3amensl. Kpunrtoananmus mmppoB mnpocroil 3amensl. [udpsr
MHOT'O3Ha4HOU 3aMEHBI.

Tema 1.6. [1Iudpsr raMmMupoBaHUsL.
Opnnopazosiii 6510kHOT Illennona. I'ammupoBanune 'OCT P 34.13-2015 no anroputmy

Marma (I'OCT P 34.12-2015).

Tema 1.6. [Torounsie mudpsl.

Peructpsr casura ¢ o0patHoit cBs3bi0. CkpemOepsl. MeTonbl paHI0MHU3alUN COOOIIECHUI.
[Torounbie mmdpcuctemsl. [Hudper AS/1 u AS5/2.

Tema 1.7. biiounbie cucteMsl mu(ppoBaHUsL.

Konctpyknun ®eiictens. AnropuT™bl OiogHOro ImmmdpoBaHus. Pexxumbl mumdpoBaHuUs

6mounbix mm¢ppos. [OCT P 34.13-2015, T'OCT 34.13-2018. bnounsle cuctembl HIH(PPOBAHUS.
Anroputmsl mudposanus DES u AES. Anroputmsl mudposanus [[OCT 28147-89, TOCT P 34.12-
2015, 'OCT 34.13-2018.

Paznen 2. AcuMMeTpHYHBbIE KPUNITOCHCTEMBI.

Tema 2.1. MatemaTu4eckrie OCHOBBI aCHMMETPUYHON KpUnTOrpaduu.




HenpepoiBable 1pobu. MynbTumiukaTtuBHble (QyHKIuH. CpaBHEHHE LENbIX YHUCEN I10
Moayito. Pemenne cpaBHeHMi epBoii crenenu. ['pynmbl, Koiblia, KOHEYHbIE MOJIS.

OJUIMNITUYECKUE KPUBBIE HAJ KOHEUYHBIMM INOJSAMHU.  OJIEMEHTHl TEOPUM YHCEN U
anreOpanyecKoi reoMeTpur. DIUTUITHIECKUE KPUBBIE HaJl KOHCUHBIMU TOJISIMH.

Tema 2.2. OTKpBITOE pacupeeseHne KIoUeH.
Cxema luddu-Xennmana.

Tema 2.3. CucteMsl m(poBaHUs C OTKPHITHIMH KITIOYAMHU.
Mudp RSA. Kpunroananus mudpa RSA. Hudp El Gamal.

Tema 2.4. Kpunrorpadus Ha 3JUIMITUYECKUX KPUBBIX

[Ipunuun pabotel mudpcucreMbl. KpunTtocToWKOCTh MHU(PCUCTEM HA SIUIMITHUYECKUX
kpuBbiX. Kpunrocucrema ECC ¢ ucrnosib3oBaHreM aOCIMCCHI TOUKH.

Tema 2.5. DnekrpoHHbIe IU(PPOBBIE MOAMUCH.

MexaHu3M IeHCTBUS DIIEKTPOHHON IU(PPOBOI MoANHCH

OyHKuM X3mMpoBaHus. Kpunroanaan3 OJHOCTOPOHHUX XAHI-(DYHKIHMHA. AJITOPUTMBI
mdpoBoi noamucu. Anroputmsl udposoit noanucu RSA nu EGSA.

Tema 2.6. Ctangaptsl IUOPOBBIX MOATHCEH

Anropurmsl 1dposoit nogmucu DSA, ECDSA u 'OCT P 34.10-94, -2001 u -2012, TOCT
34.10-2018.

Tema 2.7. KBantoBas kpunrorpadus.

3.4. TemaTuKa CEMMHAPCKUX/TMPAKTHYECKHUX U J1a00PATOPHBIX 3aHATHH
3.4.1 CeMuHapcKue/IPAKTUIECKUE 3aHATHUS

He npedycmompenwt npoepammoii.

3.4.2 JIaGopaTopHBbI€ 3aHATUSA

Tema 1. CummeTpUYHBIE KPUIITOCUCTEMBI.
Jlaboparopnas padota 1.1. lludpsl 01HO3HAYHON 3aMEHBI.
Hughpvr npocmoti o0Ho3uaunoU 3amensl: Amoaw, wiugp Llezaps, wugp [Honubus.
Jlaboparopnas padota 1.2. lludpsl MHOTO3HAYHOMN 3aMEHBI.
Hlugpvr Tpumemus, benazo, Buscenepa.
JlaboparopHnas pabota 1.3. [IoBOpOTHBIE PEIIETKH.
Pewemxa Kapoaro.

JlaGopatopnas pabota 1.4. IlIndpsr nepecTaHOBKY.

HTughpvl 6epmuranvrotl nepecmarnosku. LLugpvl mapupymrou nepecmarosKu.
JlaGopaTtopnas padora 1.5. [lIudps! 6;109HOM 3aMEHBI.

Mampuunvui wughp. lughp Instighepa.
JlaGopaTtopnas padora 1.6. llIudpsl raMmMupoBaHusI.

Oonopasosuviii bnroknom Lllennona.

JlaGopatopHnas padora 1.7. [ToTouHbIe IIUQPHI.

Hlugppor A5/1 u A5/2.
JlaGopatopHas padota 1.8. KomOuHanmonusie mugpsl.

T'OCT P 34.12-2015 Maema u Kysneuux, 'OCT 28147-89, AES.
Tema 2. AcUMMETpPUYHBIE KPUIITOCUCTEMBI.

JlaGopatopHnas pabota 2.1. MaTtemaTnieckue OCHOBBI KPUNITOTPa(UU C OTKPHITHIM KITFOYOM.
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Henpepuvignuvie opoou. Mynomuniuxkamusnvie @yukyuu. CpagHeHue yenvix 4ducen no
mooynro. Pewenue cpasnenuil nepgoti cmenenu. I pynnwl, Konbya, KOHeyHvle nos. Diiunmudeckue
Kpusbvle Ha0 KOHEYHbIMU NOJAMU. DNaunmudeckue Kpusbie Hao KOHeUHbIMU NOJAMU.

JlaGopatopHas pabota 2.1. AcuMMeTpUUHbIEe MHUDPHI.
Aneopumm Jughgpu-Xenimana, [llugp RSA,
Hlugp El Gamal. Kpunmocucmema ECC ¢ ucnonvsosanuem abcyuccol mouku.

Jlaboparopnas padota 2.2. AnroputmMsl LU(POBBIX MOATHCEN.

Ancopummor RSA, EGSA.
JlaGopatopnas pabota 2.3. CtanmaapTsl HHU(GPOBON MOAIHCH.

Aneopummut yugposoii noonucu I'OCT P 34.10-94 u I'OCT P 34.10-2012.
Jlaboparopnas padota 2.4. O6meH kirouamu 1o anroputmy dudpou-Xenamana.

3.5. TemaTuka KypcOBbIX NPOEKTOB (KYPCOBBIX padoT)

He npeoycmompenwl npoepammoii.

4. Y4eOHO-MeTOAMYECKOE H MH(POPMALIMOHHOE 00ecIIeYeHue

4.1. HopmatusHbie 1o0kyMeHTbI 4 'OCThI

1. ®enepanbubiii 3akoH 0T 06.04.2011 N 63-®3 (pea. or 11.06.2021) «OO6 31eKTpOHHOU
HOJIUCH: Tekcr: SJIEKTPOHHBIN // Texskcnept: [caiiT].— URL.:
https://docs.cntd.ru/document/902271495 (nata obpamienus 15.03.2021);

2. TOCT P 34.10-2012 Wudopmanmonnas texHosorus. Kpunrorpaduueckas 3amura

nHdopmaruu. Ilporeccel GopMHUpOBaHHUS M TIPOBEPKH AJIEKTpOHHOW mmdpoBoii Information
technology. Cryptographic data security. Generation and verification processes of electronic digital
signature: HanmonanbHbiii cranaapt P®: Beea. 01.01.2013: -M.: Crannaptundopm, 2018. -URL:
https://docs.cntd.ru/document/1200095034 (marta o6parenust 15.03.2021).- TekcT: 3JEKTPOHHBIH.
3. TOCT P 34.11-2012 Hudopmanuonnas texHonorus. Kpuntorpaduueckas 3ammra

uHpopMmanmu. OyHkmms xsmwpoBanus Information technology. Cryptographic data security. Hash-
function: Hanmonaneuerii crangapt P®: Beex. 01.01.2013:- M.: Cranmaptuadopm, 2013.- URL:
https://docs.cntd.ru/document/1200095035 (nata obparenus 15.03.2021).- TekcT: 31eKTPOHHBIH.

4, TOCT P 34.12-2015 HWuadopmarmonHas TexHojorus. Kpunrorpadgudeckas 3amura
uadopmaruu. bnounsie mmdpe: Hammonaneubiii cranmapt P®: Beex. 01.01.2016:- M.:
Crangaptundopm, 2015.- URL: https://docs.cntd.ru/document/1200121983  (mata oOpatueHus
15.03.2021). - TekcT: 3JeKTPOHHBIA.

5. TOCT P 34.13-2015 Wuadopmanuonnas TtexHonorus. Kpunrorpadguueckas 3ammura
nHdopmarnuu. Pexxumbr paboTel Onounbix mmdpos: nformation technology. Cryptographic data
security. Modes of operation for block ciphers: Hanmonansnsrit crangapt PO: Brea. 01.01.2016:-
M.: Crangaptundopm, 2015.- URL:https://docs.cntd.ru/document/1200121984 (mata oOpaieHus
16.03.2021).- TekcT: eKTPOHHBIH.

I'OCT 19.701-90 Enunas cucrema nporpaMMHOM ToOKyMeHTauuu. CXeMbl aITOPUTMOB, TPOTPAMM,
JTaHHBIX U cucteM. MexayHapoausiii ctannapt.: Been. 01.01.1992. — 'ocynapcTBEHHBII KOMUTET
CCCP no BelucauTenbHol TexHuke U nHopmatuke. [lepensznan — ssuBaps 2010.



https://docs.cntd.ru/document/902271495
https://docs.cntd.ru/document/1200095034
https://docs.cntd.ru/document/1200095035
https://docs.cntd.ru/document/1200121983
https://docs.cntd.ru/document/1200121984

4.2. OcHOBHAas JUTepaTypa

1. bByrakoa H.I'., ®emopoB B.H. Kpunrorpadpuueckue meroapl W CpeACTBa 3alUTHI
uHpopmanuu: yduebHoe mocobue. Wznmanuwe 2-e, ucmnpamieHHoe u jgomnonHeHHoe. — CII6: ML
«naTepmennar, 2020. — 380c. — ISBN 978-5-4383-0210-0.

2. byrakoBa H.I'., Cemenenko B.A., ®egopos H.B. Kpunrorpaduueckas 3ammra
nHdopmanuu: yuedHoe nmocodbue st By3oB. — M. : M3a-so MI'Y, 2011 . — 316 c. - ISBN 978-5-
2760-1503-3

3. byrakoBa H.I'., ®emopor B.H. Kpuntorpaduyeckue MeToapl W CpencTBa 3allUThI
uHpopmanuu: yaeonoe nocodue. — CI16: UL «Murepmenua», 2016. — 384c. — ISBN 978-5-4383-
0135-6. Hoctyn K AJIEKTPOHHOU BEpCUU KHUTH OTKPBIT Ha caiTe
https://elibrary.ru/item.asp?id=28331738.

4.3. JlonoJIHUTeJIbHAS JIuTepaTtypa

1. BBenenue B kpunrorpaduyeckyo 3auty nHpopmanuu o0bekToB: yueOHuk it CI1O /
C.H. Unbunbix, C.I'. Amrommuna, T.U. Kamuakuna [u gp.]. - M.: KT MTYCH, 2021. - 276¢c. —
Tekcr : anexTpoHHbIN // JlaHb : 2eKTpOHHO-O0MOMnoTeuHas cucrema. — URL:
https://reader.lanbook.com/book/215231

2. Kopuuenko A. A. Kpuntorpaguueckue npoTokossl : yue0. mocobue / A. A. Kopauenko, M.
JI. I'myxapes. — CI16 : ®T'bOY BO II'VIIC, 2020. — 74 c. — ISBN 978-5-7641-1509-2. — TekcT :
AJIEKTPOHHBIH // JlaHb : 3MeKTpoHHO-O0nbmoTeunas cucrema. — URL:
https://reader.lanbook.com/book/191009

3. Epmakoga, A. }O. Kpunrorpaguueckue mero sl 3ammthl nHpopmarmu / A. FO. Epmakosa. —
M. : MUPDA - Poccuniickuii TexHoaornueckuit yausepeurert, 2021. — 172 ¢. — Tekcr :
AJIEKTPOHHBIN // JlaHb : anekTpoHHO-O0nbMnoTeunas cucrema. — URL:
https://reader.lanbook.com/book/176563

4. Urnatees E. b. 3ammra nHbOpMaLum: KPUIITOANTOPUTMBI XEITNPOBaHUS: ydeOHOe mocodne
s By3oB / E. b. Urnatses. - Cankrt-IletepOypr: Jlans, 2021. - 264 c. — TekcT : 2neKTpOHHBIH //
Jlans : anexTpoHHO-OnOMMOTeYHas cuctema. — URL: https://reader.lanbook.com/book/311792

5. OBuMHHUKOB, A. A. Kpunrorpaduueckue MeTo Il 3alIUTHI HHPOpManuu: Y4ueOHoe
nocobue / A. A. OBunnuuKkoB. — CII0 : Cankt-IleTepOyprckuii rocy1apcTBeHHBIN YHUBEPCUTET
a’pokocmudeckoro npubdopoctpoerws, 2021. — 133 ¢. — ISBN 978-5-8088-1591-9. — Teker :
AJIEKTPOHHBIN // JlaHb : anekTpoHHO-O0nbMnoTeunas cucrema. — URL:
https://e.lanbook.com/book/216491

4.4. JneKTpOHHBIE 00pPa30BaTeIbHbIE PeCypPChI

1. Byrakoa H.I'. Kpunrtorpaduueckre MeTOIbI 3aIUTh HHGOPMAITUH. DIESKTPOHHBINA
00pa3oBaTeNbHBIN pecypec. MockoBckuit ITonurex, 2020 -
https://Ims.mospolytech.ru/course/view.php?id=2518.

4.5 JIMueH3u0HHOe M CBOOOHO pacnpocTpaHsieMoe MpPorpaMMHoe odecriedeHmne

1. Onepaunonnas cucrema Microsoft Windows ot 7 Bepcuu u Boie; Microsoft Office nnu Open
Office, 6paysep (Firefox/Google Chrome /Explorer).


https://elibrary.ru/item.asp?id=28331738
https://lms.mospolytech.ru/course/view.php?id=2518

4.6 CoBpeMeHHbIe MPo¢ecCHOHAIbHBbIE 0a3bl JTAHHBIX U MHGOPMALIMOHHbIE
CIIPABOYHbIEC CHCTEMbI

1. eLIBRARY.RU: Hayunas snexktpoHHast 6ubaunorexa: cait. - Mocksa, 2000 -. - URL:
https://www.elibrary.ru (nara obpamenus: 16.03.2021). — TekcT: 31eKTpOHHBIH.

2. JIAHb: snekrponHo-6ubnmMoTeyHas cucrema: cat. — Cankr-IlerepOypr,2010 -. - URL:
https://e.lanbook.com (nara o6pamienus: 10.03.2021). - TekcT: 37EKTPOHHBIH.

3. ®CTOK Poccun: I'ocynapcTBeHHBIH peecTp CepTUGHUIMPOBAHHBIX CPENCTB 3aIIUTHI
undopmanmu. — Mocksa, 2014. - . - URL: https:/fstec.ru/tekhnicheskaya-zashchita-
informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii (mara o6pamenus: 10.03.2021). -
TeKCT: 31EeKTPOHHBIH.

4. bubnuorpadpuueckas u pedeparuBHas 0a3a JaHHBIX HAYYHOU NMEPHOAMKH «Scopus» -
WWW.SCOopus.com.

5. Caiit ®enepanbHoii ciyx0b1 6e3omacHoctu Poccuu (OCB Poccun). -http://www.fsb.ru.

6. Caiir ®enepanabHON CIyX OBl MO TEXHUYECKOMY M dKCIMOpPTHOMY KOoHTpoiio (PCTOK
Poccun). - http://www.fstec.ru.

7. TlopTan TeXHHYECKOro KOMUTETA MO CTAaHIAPTU3AUH «3auTa HHpopMaum. —
http://tk.gost.ru/wps/portal/tk362

8. UHbopMaIIMOHHO—aHAJUTHUUECKUU WHuTepHeT—nIOpTall
IS027000.ru. — http://www.is027000.ru/.

5. MaTepuajabHO-TeXHHYECKOE oDecrevyeHne

Jlnst mpoBeseHUST BCEX BHUAOB 3aHITHI HEOOXOAMMO TMPE3EHTAIlMOHHOE O000pY/I0BaHUE
(MyIBTHMEIUHHBIN TPOEKTOP, HOYTOYK, SKpaH WU HHTEPAKTUBHAS JOCKA) — | KOMIIIEKT.
,Z[J'IH MMPOBCACHUA MPAKTUUCCKHUX 3aHATHI HeO6XOI[I/IMO HaJIMYUEC KOMIIBIOTEPHBIX KJIACCOB,

O60py,Z[OBaHHBIX COBpCMCHHOI;'I BBIYHCIIUTENLHON TEXHUKON W3 pacdy€Ta OIHO pa60qee MCCTO Ha
OAHOI'O 06yqaeMoro.

6. Meroan4ueckne peKOMEHIAUNH
6.1 MeTonquuecKue peKOMEeHIAIMY JIJIs1 MPENoaBaTelisi 10 OPraHu3anuu 00yYeHust

[Ipn moxaroroBke Kk JabOpaTOPHBIM paboTaM CcIeAyeT MPeIBaPUTEILHO TPOopadoTaTh
TeopeTI/IquKI/Iﬁ MaTepHrall 3aHATUA, IPEAYCMOTPEB €TI0 IIOJa49y TOYHO B OTBECACHHOC JJI1 9TOI'0 BpEMs
3aHATHA.

[Tpu npoBeieHNM 3aHATHS CIIETyeT KOHTPOJIMPOBATH MTOIa4y MaTepraia u pelieHue 3a1annui
C Y4€TOM y4eOHOTO BPEMEHH, OTBEJCHHOTO ISl 3aHSTHSI.

[Ipu mpoBepke pabOT W OTYETOB CJEMYEeT YYUTHIBATh IPABWIBHOCTH BBIIOJHEHUS
nabopaTopHbBIX paboT Ha BCEX JTarax.

6.2 MeTO)Il/I‘leCKl/Ie YKazaHudA 1JIA oﬁyqamumxcn 10 OCBOCHHUIO M CIIUIIJINHBI

N3ydenue TuCUMIUIMHBI OCYILIECTBISETCS B CTPOTOM COOTBETCTBUH C II€JI€BOM YCTAHOBKOM B
TECHOU B3aUMOCBSI3H yueOHBIM I1aHOM. OCHOBOM TEOPETUIECKON MTOATOTOBKH CTYICHTOB SIBIISTIOTCS
JeKYuu.


https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
https://fstec.ru/tekhnicheskaya-zashchita-informatsii/dokumenty-po-sertifikatsii/153-sistema-sertifikatsii
http://www.scopus.com/
http://vpo.pk.mesi.ru/www.fsb.ru
http://www.fstec.ru/
http://tk.gost.ru/wps/portal/tk362
http://www.iso27000.ru/

10

B mpouecce caMocTosTENbHONM pPabOThl CTYIEHTHI 3aKPEIUISIOT M YIUIyOJsIOT 3HaAHWA,
MOJTyYCHHBIE BO BpEeMs ayIAMTOPHBIX 3aHATHIA, JOpaOaTHIBAIOT KOHCIEKTHI JICKIUH, TOTOBSTCS K
9K3aMEHY, a TAKXKE CAMOCTOSTEIbHO U3Y4alOT OTJENIbHbIE TEMbI Y4€OHOMH MPOrpaMMBbl.

JlaboparopHble pPabOTBHI TMPOBOIATCSA 10 HAWOOJEe BAXKHBIM TEMaM JUCITUTUIAHEI.
OcymiecTBisieTcss 3aKpeIlUIeHUe 3HaHUM, MOJMYYEHHBIX CTYJEHTaMH Ha JIEKIHMSIX U B Ipolecce
camocTosTeNbHOM paboThl. Ocoboe BHUMaHUE oOpaliaeTcs Ha pa3BUTHE YMEHUNH M HaBBIKOB
YCTAHOBJICHHSI CBSI3U IIOJIOKEHUH TEOpuu ¢ MpOo(ecCHOHAIBLHONW JesATeNbHOCThI0 OYIyLIero
cnenuanucta no UWb. JlabopartopHble pabOThl MPOBOIATCS MO TEOPETHUECKUM M MPOOIEMHBIM
BonpocaM Ub. JlaGopaTopHble paOoThl mpeanojaraeT TBOPUYECKHE AMCKYCCHM, aKTHUBHBI OOMEH
MHEHMSMHU 110 TIOCTAaBJICHHBIM BOMpPOCaM, 3acilylIMBaHHEe M OOCYXICHHE [IOKJIAJO0B IO
IPEUI0KEHHBIM MPENOAABATEIEM TEMAM.

BaxHpIM 0OCTOSATENLCTBOM SIBIISICTCS MPHUBJICYCHUE BHUMAHMS CTYJIEHTOB K 00CYXIaeMOn
npobjeMe, CTUMYJIMpPOBAHHWE MHTEpeca K HEW M OpraHu3alus akTUBHOIO OOCYXIEHMs, Kak
CTPYKTYpbl IpOOJIEMBI, TaK M COCTaBISIOLIMX €€ HamOojee aKTyaJlbHbIX TeM. [ MOBbILIEHUS
3¢ (}EeKTUBHOCTH NPOBEAEHUS 3aHATUS TpeOyercss IpeBapuTesibHas MOJIrOTOBKA BCEX €ro
YYaCTHMKOB. B 3TOil CBSI3M pEKOMEHIyeTcsi 3a0JIaroBpeMEeHHO (HE MeHee, 4YeM 3a HEJENI0)
OIOBECTUTH CTYJCHTOB O TEME 3aHsTUs, AaTh [I€pEUeHb JIUTEPATYpPhl 110 TEME, HA3HAUYUTh U3 YUCIIa
CTYJEHTOB JTOKJIaJUYMKOB U COJOKIIAAUUKOB.

[Ipu npoBeneHnM 1a60paTOpHON pabOThI MPENOAABATENb BBIIOJIHAET, B OCHOBHOM, ()YHKLIUU
BEAYIIETO - CIETUT 32 PErJIAaMEHTOM BPEMEHH, IOMOTaeT YTOYHHTH (pOpMyJIMpoBKH, 000O0mIaeT
pe3yabTaThl JTUCKYCCUH, MOABOAUT UTOI 3aHATHIO B 1eJoM. IIpu BBICOKOM ypOBHE HOJATOTOBKU
CTYZCHYECKON TPYMIIbI OT/AEIbHbIE (PYHKIUHU BEAYIIEr0 MOKHO MOPYYUTh OAHOMY U3 CTYJIEHTOB. B
cilydyae HeoOXOAMMOCTH, MPENoAaBaTeNlb OKa3blBaeT eMy HMOJAEPXKKY, a MPHU MOJABEJCHUN UTOTOB -
JIaeT OLICHKY pa0oTe BEAYILErO.

AxTuBHas paboTa cTyaeHTa Ha Ja0OpaTOpPHON pabOTe YUMTBHIBAETCS IPU OIpPENEICHUU
WUTOTOBOM OLICHKHU €r0 3HaHUH 110 JUCLHHUILIMHE HA DK3aMEHE.

CamocrostenbHas pa0oTa CTYIEHTOB MPEANOJAraeT H3yyeHHe TEOPEeTUYECKOro |
IPAKTUYECKOIO0 MaTepuaiga 1[0 aKTyaJlbHbIM BONpOcCaM JUCUHUIUIMHBL.  PekomeHmyercs
CaMOCTOSITEJIbHOE H3yueHHe Y4eOHOH M Hay4yHOM JIMTepaTypbl, HCHOJIb30BAHHWE CIPABOYHOU
JUTEPaTypHl U Jp..

[Ipu Bblnave 3aJaHUl HA CAMOCTOSITENBHYIO PabOTy HUcHoib3yercs AuddepeHnnpoBaHHbIN
NOJXOJ K cTyieHTaM. [lepes BHINOJTHEHUEM CTYIEHTaMU CAMOCTOSTEIbHON BHEAY IUTOPHOU pabOThI
IpernoiaBaTesb IPOBOIUT HHCTPYKTAXK IO BBIMOJIHEHUIO 3aJaHHsl, KOTOPBIN BKIIOYAET: IeJb 3JaHUs,
€ro coJiepKaHue, CPOKH BBITTOJIHEHUSI, OPUEHTHPOBOUHBIA 00BEM pabOThl, OCHOBHBIE TPEOOBAHHS K
pe3yiabTaTtaM padoThl, KpUTEPUH OLIEHKH. B mporiecce HHCTpyKTaXka IpernoiaBaTellb NpelynpexaaeT
CTYZACHTOB O BO3MOXHBIX THUIUYHBIX OIIMOKaxX, BCTPEUYAIOIIMXCS TNPH BBITOJHEHUU 3aJaHMS.
MHCTpyKTaX NpOBOIUTCS MpernojaBareieM 3a c4eT oObeMa BPEMEHH, OTBEACHHOTO Ha M3y4YeHHE
JUCIUTUTAHBL.

Texy1uii KOHTPOJIb OCYIIECTBIIAETCS HAa MPAKTUYECKUX 3aHATHUAX, TPOMEXYTOUHBIH KOHTPOJIb
OCYIIECTBIISIETCS HA K3aMEHE B MMCbMEHHOM (yCTHOM) opMe.

CamocrosTenbHas paboTa OCYILIeCTBISAETCA UHANBUIYAIBHO.

KoHTposib caMoCTOsATeIbHON pabOTHl OPTaHU3yeTCs B IBYX opMax:

® CaMOKOHTPOJIb U CAMOOLIEHKA CTY/I€HTA;

®  KOHTpOJIb CO CTOPOHBI ITpenojaBaTeiell (TEKYIUI U IPOMEKYTOUHBIN ).

Texyuuii KOHTPOJIb OCYIIECTBIIAETCS HAa MPAKTUYECKUX 3aHATHUAX, TPOMEXKYTOUHBIH KOHTPOJIb
OCYIIECTBIISIETCS HA K3aMEHE B MMCbMEHHOM (yCTHOM) opMe.

KputepusiMu oLileHKH pe3yIbTaTOB CaMOCTOATEIbHOM PabOThl CTYICHTA SIBIISIOTCA:

®  YpOBEHb OCBOCHHS CTYACHTOM y4eOHOTO MaTepHaa;

®  yMEHMs CTYyJICHTa UCIOJIb30BaTh TEOPETUUECKUE 3HAHUS IIPU BBIOJHEHUH MTPAKTUYECKUX

3az1ay;
® cpopMHUPOBAHHOCTh KOMIETEHLIUH;
e odopMiIeHHE MaTeprata B COOTBETCTBUH C TPEOOBAHHSIMH.
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7 @oHJ OLIEHOYHBIX CPEICTB

7.1 MeToabl KOHTPOJISI U OLlCHUBAHMS Pe3y/JIbTaTOB 00y4eHus!

B mporiecce o0yueHus: UCTIONB3YIOTCS CIEAYIONIME OLEHOYHBbIE (POPMBI CaMOCTOSTEILHOM
paboOTHI CTYACHTOB, OLICHOYHBIE CPEJICTBA TEKYIIETO KOHTPOJISA YCIIEBAEMOCTH U MPOMEKYTOUHBIX
aTTeCTaIlH:

- mpoBeleHHE Ja0OpaTOpHBIX pPAOOT (MPAKTHYECKUX 3aHATHH C HMCIOJIb30BaHUEM
CIICLITEXHUKH) U UX 3aIIUTa;

- CaMOCTOATECIIbHAaA IOAIOTOBKA U ITPOBEACHUC npeaeHTauHﬁ 10 TEMaM TUCHUIIIINHBI,

- OK3aMCH.

7.2 lllkana u KPpUTEPUU OLEHMBAHUS Pe3yIbTATOB 00yUeHH s

ITokazaTenem OLICHUBAaHUA KOMHCTCHHI/Iﬁ Ha pa3JIMYHbIX 3TAllaX UX (bOpMI/IpOBaHI/IH SABJIACTCA
JOCTHIXCHHEC O6y‘~IaIOHII/IMI/IC$I IJIAHUPYEMBIX PC3YJIBTATOB O6y‘-IeHI/I$I 110 JUCHMITIJIINHEC.

OIIK-2. Crioco6eH NpHHUMATH NPUHIMIBI PA0OTHI COBPEeMEHHBIX HH(POPMAMOHHBIX TEXHOJIOTHIl U
NPOrPaMMHBIX CPe/ICTB, B TOM YHCJIe 0Te4eCTBEHHOr0 NPOM3BO/ICTBA, H HCI0/Ib30BATh UX MPH pelleHu!
3aa4 npogeccHOHATbHOM 1eATeIbHOCTH

Kpurepnu onennBanns
Iloka3arenn
2 3 4 5
3HATH: OO0yuatomtuiics OO0yuatomuiics OO0yuaronuiics OO0yuatomtuiics
COBpPEMEHHBIE JIEMOHCTPHUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPHUPYET
nH(pOpMannOHHbIE MIOJTHOE OTCYTCTBHE | YacTUYHOE 3HAHHE TIOJTHOE 3HaHWE TIOJTHOE 3HAHHE
TEXHOJIOTUH U WM HEAOCTATOYHOE | COBPEMEHHBIX COBPEMEHHBIX COBPEMEHHBIX
MIpOTpaMMHBEIE 3HaHUE WH(POPMAITMOHHBIX WHPOPMAMOHHBIX | MH()OPMAITHOHH
Cpe/ICTBa, OCHOBHBIE | COBPEMEHHBIX TEXHOJIOTHI U TEXHOJIOTHH 1 BIX TEXHOJIOTH
BHU/IbI U IPUHIUIIBI UH(OPMALMOHHBIX | MPOTrPaMMHBIX NIPOTPaMMHBIX Y IIPOTrPaMMHBIX
paboThr TEXHOJIOTUH U CpEeICTB, OCHOBHBIX CpEICTB, OCHOBHBIX | CPEICTB,
I/IH(bOpMaHI/IOHHBIX MpOoTrpaMMHBIX BUIOB W IIPUHIIUIIOB BUJIOB U OCHOBHBIX BHUJI0OB
CHCTEM U CPEJ/ICTB, OCHOBHBIX | PabOTHI NPUHIUIOB pabOThl | M HPUHIIUIIOB
nH(pOPMaMOHHBIX BUJIOB U MH(OpMaLIMOHHBIX nH(pOpPMaMOHHBIX | pabOoThI
TEXHOJIOTHi; MIPUHIMIOB pabOThl | CHUCTEM U cuCTeM U MHPOPMAIMOHH
CHocoObl BHEIpEeHUsT | MH(GOPMAIIMOHHBIX | MH(MOPMAIIMOHHBIX WHPOPMAIMOHHBIX | BIX CHCTEM U
U MHTETpaIuu CHCTEM U TEXHOJIOTHIA; TEXHOJIOTHf; MH)OPMAIMOHH
COBPEMEHHBIX MHQOPMAIMOHHBIX | CIIOCOOOB BHEIPEHUSI | CIIOCOOOB BIX TEXHOJIOTHi;
nH(pOPMAIMOHHBIX TEXHOJIOTHH; Y MHTETpaIin BHEJIPEHUS U Croco0oB
CHCTEM, CTIOCOOBI Croco0oB COBPEMEHHBIX MHTErpaluu BHEJ/IPCHUSI U
OLICHKH BHEJIPCHUSI U MHPOPMAIIMOHHBIX COBPEMEHHBIX HHTErpaluu
HE00X0AUMOCTH HHTETPALUN CHCTEM, CII0coO0B MH(OPMAIMOHHBIX | COBPEMEHHBIX
UCIIOJIB30BaHUA COBPEMEHHBIX OLICHKH CHCTEM, CHOCO6OB I/IHq)OpMaHI/IOHH
IIpOrpaMMHBIX I/IHd)OpMaLH/IOHHBIX HGO6XOJII/IMOCTI/I OLICHKH BbIX CHCTEM,
CpPEACTB. CHCTEM, CITIOCOOOB UCIIOJIb30BaHMS HEOOX0ANMOCTH Croco0oB
OLICHKH MPOrPaMMHBIX UCIIONIb30BaHUS OLICHKH
HEOOXOAMMOCTH CPE/CTB. MPOrPaMMHBIX HEOOXOAMMOCTH
HCTIOTIH30BAHUS HWcneITeiBaeT CpEACTB, HO HCIIOJIb30BAHUS
TIPOTPaMMHBIX 3aTpyIHEHUsS MIpU JIOIYCKaeT MPOTPaMMHBIX
CPEJICTB. OTIEPUPOBAHUH HE3HAYHUTEIIbHbIC CPE/CTB.
TEPMUHAMH U OIIHMOKH, CB00OIHO
MOHATHIMHU HETOYHOCTHU orepupyer
TEPMHUHAMH U
MIOHSTHSMH.
HonyckaroTcs
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HE3HAYUTEIIbHbIC
HETOYHOCTH
yMeThb: OO6yuatomntuiics: He OO6yuatomtuiics OObyuaronuiics OO6yuatomtuiics
UCIIOJIb30BaTh yMeeT WIU B JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
COBpEMEHHBIE HeJI0CTaTOYHOM YaCTHYHOE yMEHHE MIOJTHOE YMEHHE TIOJIHOE YMEHHUE
nH(pOpMaIMOHHbIE CTETIeHU yMeeT UCIIOIb30BaTh UCIIONIb30BaTh COCTaBJISITh
TEXHOJIOTHUH U HCIIOJIb30BATh COBpEMEHHBIE COBpEMEHHBIE HCIIOJIb30BATh
IIpOorpaMMHBIE COBpEMEHHBIE nH(pOopMannOHHbIE nH(pOpMaNMOHHBIE | COBpEMEHHEIE
Cpe/CTBa, KaK B WHQOPMAIMOHHBIE | TEXHOJOTHUH U TEXHOJIOTUH U MHPOPMAIMOHH
paMKax OTIeIbHOTo TEXHOJIOTHUH IPOrpaMMHBIE IpOrpaMMHBIE B¢ TEXHOJIOTUH
NPEeNIPHUATHS, TAK U | MPOrPaMMHBIC CpencTBa, KaK B CpencTBa, KaK B U MpOrpaMMHEIe
B paMKax CpeICcTBa, KaK B paMKax OTHENHEHOTO pamMKax CpencTBa, KaK B
KOPIIOpaLui, paMKax OTAENBHOrO | MPEANPHUATHA, TAK U B | OTAEIHHOTO paMkax
roCyIapCTBEHHBIX MIPeANPHUATHS, TaK paMKax KOpIIOpaLyid, | HNpeInpHsATHs, TaK OT/EJILHOTO
CHUCTEM; BHEIPATH U U B paMKax rOCYAapCTBEHHBIX U B paMKax NpeAnpUsITHS,
HacTpauBaTh KOpIOpAaIHH, CHCTEM; BHEIPATH U KOpHOpaIHi, TaK M B paMKax
COBpEMEHHBIE rOCYAapCTBEHHBIX HacTpauBaTh TOCYIapCTBEHHBIX | KOpIOpanuii,
nH(pOpManNOHHbIE CHCTEM; BHEJPSTH U | COBPEMEHHBIE CHCTEM; BHEIIPSTH TOCYAapCTBEHHBI
CHCTEMBI, IPOBOJIUTH | HACTPauBaTh nH(pOopMannOHHbIE W HaCTpauBaTh X CHCTEM;
HHTETpanuio COBpEMEHHBIE CHCTEMBI, IPOBOJIUTH | COBPEMEHHBIE BHE/IPSITH U
Pa3IHYHBIX WH(OPMAIIMOHHEIE | WHTETPALUI0 UHOOPMAIIMOHHBIE | HACTPaHBaTh
UH(OPMALMOHHBIX CHCTEMBI, Pa3IHYHBIX CHCTEMBI, COBpEMCHHBIE
CHCTEM H MIPOBOJHUTH WH()OPMAIIMOHHBIX TIPOBOJIUTb nH(OopMaIOHH
HPOrPaMMHBIX HHTETPALNI0 CHCTEM U HHTETPaLUio BIe CUCTEMHI,
CpPEICTB, OLICHUBATL | Pa3IMYHBIX MIPOrPaMMHBIX Pa3IMYHBIX TIPOBOJHTH
HE00XOJUMOCTh WH(OPMALIMOHHBIX | CPEJCTB, OLICHUBATH MHOOPMALMOHHBIX | MHTETPALHIO
UCIIONIb30BaHUS CHCTEM U HE0OX0IMMOCTh cHCTEM U Pa3IUYHBIX
MPOrPaMMHOT0 HNPOTPaMMHBIX UCIIONIb30BaHHUs MpPOTrPaMMHBIX uHpopManoHH
cpencTBa I CpEJCTB, MPOrPaMMHOTO CPEACTB, BIX CUCTEM U
pemeHus 3a1a4d OLICHUBATh cpeAcTBa ISt OLICHHUBATh MIPOTrPaMMHBIX
HEOOXOMMOCTb peleHus 3anau. HEOOX0ANMOCTb CpE/CTB,
HCIIOJIb30BAHUS Homyckarorcst UCTIONIb30BaHUSA OLICHUBATh
MIPOTPaMMHOTO 3HA4YNTEIIbHBIC MIPOTPaMMHOT0 HEOOXOMMOCTh
cpeacTBa A OLTNOKH cpexacTBa st HCIIOJIb30BAHUS
penreHus 3a1aq pelLIeHH s 3a1a4. IPOrPaMMHOTO
Homnyckarores cpencTsa aJis
HE3HAYUTEIbHBIC penreHus 3a1ad.
omuoKy, Homyckarores
HETOYHOCTH HEe3HAYHUTENIbHbIC
HETOYHOCTH
BJIAJCTh: OOyuaromuiicst He OOyuaromuiics OOyuaromuiics OOyuaromuiics
HaBbIKAMH yMeeT WX B JEMOHCTPHUPYET JEMOHCTPHUPYET JEMOHCTPUPYET
NPUMEHEHHS HEJOCTaTOYHOM YaCTUYHOE YMCHHUE MIOJTHOE YMEHHUE MIOJTHOE YMCHHUE
COBPEMEHHBIX CTEIICHH yMeeT BJIaJETh HABBIKAMHU BJIAJICTh HaBBIKAMH | BIIAJETh
MH(OPMAIMOHHBIX BJIJICTh HABBIKAMH | MPUMCEHEHHS MPUMEHEHHS HaBbIKAMHU
TEXHOJIOTH 1 NPUMEHEHHS COBPEMEHHBIX COBPEMEHHBIX NPUMEHEHHS
MPOrPaMMHBIX COBPEMEHHBIX uH(pOpMAIMOHHBIX MH(OPMAIMOHHBIX | COBPEMEHHBIX
CpPEeACTB, IpU WHQOPMAIMOHHBIX | TEXHOJIOTHH U TEXHOJIOTH 1 WHPOPMAIMOHH
pellIeHny 3a1a4 B TEXHOJIOTUH 1 HNPOrPaMMHBIX MPOrpaMMHBIX BIX TEXHOJIOTHA
Ppas3IMuHBIX NpOrpaMMHBIX Cpe/CTB, IPU CpPE/CTB, IpU Y ITPOTPaAMMHBIX

0TpaCIIsIX, BHEAPEHHS
U HACTPOUKHU
COBPEMEHHBIX
HHPOPMAIIMOHHBIX
CHCTEM, OLICHKU

CpencTB, NpH
pelLIeHnH 3a1a4 B
Pa3IHYHBIX
OTpacisx,
BHEJPEHUS U

pelIeHuN 3a1a4 B
pa3aM4HBIX OTpacisX,
BHE/IPCHUS U
HaCTPOUKHU
COBPEMEHHBIX

pELIeHNH 33]a4 B
Pa3IUYHBIX
oTpacisix,
BHEAPEHUS U
HaCTPONKHU

CpencTB, IpH
pelieHnH 3a1a4
B Pa3JINYHBIX
OTpacisx,
BHEJPEHUS U
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HE00XOJUMOCTH HACTPOHKH HH()OPMALIMOHHBIX COBPEMEHHBIX HACTPOUKH
UCIIOB30BaHUs COBPEMEHHBIX CHCTEM, OLICHKH MH(OPMALMOHHBIX | COBPEMEHHBIX
HPOrPaMMHBIX WH(OPMALIMOHHBIX | HEOOXOIMMOCTH CHCTEM, OLICHKH nH(OpMaIMOHH
CPEICTB CHCTEM, OLICHKH UCIIONB30BAaHUSA HE00XOJUMOCTH BIX CHCTEM,
nH(pOPMAMOHHBIX HEOOXOANMOCTH MPOrpaMMHBIX HCII0JIb30BaHUsA OLICHKH
CUCTEM JJId pCIICHUA HCIIOJIb30BaHUA CpC€ACTB U IIPOTrpaMMHBIX HeO6XOZ[I/IMOCTI/I
3aJga4 IIpOTrpaMMHBIX I/IHq)OpMaI_II/IOHHLIX CpCACTB U HCIIOJIb30BaHUA
CPEICTB U CHCTEM JUISl pelieHus] | MHQOPMAMOHHBIX | MPOrPaMMHBIX
WHQOPMAMOHHBIX | 3ajad. JlomycKaloTest | cucTeM Juist CPE/CTB U
CHCTEM ISt 3HAYHTEIIbHBIC pelLIeHH s 3a1a4. nH(OpMaIHOHH
penieHus 3a1a4 OnInOKH, Jomyckatorcst BIX CHCTEM ISt
HE3HAYHUTEIbHBIC penreHus 3a1ad.
OIIMOKH, JHomyckarorest
HETOYHOCTH HE3HAYUTENIbHbIE
HETOYHOCTH

®opMa NPOMEKYTOUYHOM ATTECTAIUM: IK3AMEH.
ITo utoram HpOMC)KyTO‘IHOfI aTTeCTaluu 110 JUCHUIIIINHEC (MOI[yJHO) BBICTABJIACTCSA OLICHKA
«OTJIIMYHOY, «XOPOILOY, KyJAOBIECTBOPUTEIIHO» WIH «HEYIOBIETBOPUTEIHHOY.

HIkanaa
OLlCHUBAaHUA

Onucanue

Brimonnensl Bce BHAbl y4eOHOW pabOThI, NPEAyCMOTPEHHBIE
y4eOHbIM Iu1aHOM. CTYAEHT JEMOHCTPUPYET COOTBETCTBHE 3HAHUM,
YMEHUH, HaBBIKOB NPUBEJCHHBIM B Ta0OnMIax MoOKa3aTesei,
ornepupyer NpUOOPETEHHBIMU 3HAHUSIMU, YMEHHUSIMH, HaBBIKaAMH,
IIPUMEHSIET UX B CUTYalMsAX MOBBIIIEHHON cl0XKHOCTH. IIpu sToM
MOTYT OBITh JOMYLICHbl HE3HAUWUTEIbHbIE OIMIMOKH, HETOYHOCTH,
3aTpyJHEHUS NIPU AHATUTHYECKHUX ONepalusax, epeHoce 3HaAaHUN U
YMEHHI Ha HOBbIE, HECTAHJAPTHBIE CUTYAaIIUH.

OTIINYHO

BemmonHeHsl Bce BHIBI  Y4€OHOH pabOTHI, TNpeITyCMOTPEHHBIE
y4eOHBIM T1aHOM. CTYJICHT IEMOHCTPHUPYET HEMOIHOE, TPABHILHOE
COOTBETCTBHUE 3HAHWI, YMEHUH, HABBIKOB IPUBE/ICHHBIM B TaOIHIIaX
nokaszarenei, 100 ecaM TpU ITOM OBUIM JIOMyIIeHBl 2-3
HECYIIECTBEHHbIE OLTHOKH.

Xoporo

BoimonHensl Bce BUABI yueOHOW palOTHI, NPEeAyCMOTpPEHHBIE
y4eOHbIM TuIaHOM. CTYAEHT EMOHCTPUPYET COOTBETCTBHE 3HAHHIM,
B KOTOPOM OCBEIlI€Ha OCHOBHasl, HarboJiee BaskHasl 4aCTh MaTepuara,
HO IIpM 3TOM JIONMyLIeHa OJHAa 3HAuUTeNbHasg OIIMOKa WIH
HETOYHOCTb.

Y,Z[OBJ'IGTBOPI/ITCJ'IBHO

He BoimonmHeH oauH Wi Oojee BUIOB ydeOHOM paboOTHI,
MPEeyCMOTPCHHBIX y4eOHBIM IIaHOM. CTYIEHT JEMOHCTPHPYET
HETIOJIHOE COOTBETCTBUE 3HAHUM, YMEHHI, HABBIKOB IIPHBEICHHBIM B
Ta0JIMIIaX T[OKa3aTeliei, OIMyCKAITCS 3HAYUTEIBHBIC OITHNOKH,
NPOSIBJISICTCS. OTCYTCTBUE 3HAHWUN, YMEHH, HABBIKOB IO PSIy
MOKA3aTeNIe, CTYJEHT WCIBITHIBACT 3HAYUTCILHBIC 3aTPYIHCHHUS
NpU ONEPUPOBAHUU 3HAHHMSAMU U YMEHHSIMH MPU UX MEPEHOCE Ha
HOBBIC CUTYAIIUU.

HeynosnerBopurenbHo
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7.3 OueHo4HbIe CpeacTBa
7.3.1 Texkyuuii KOHTPOJIb

Texymuii KOHTPOJIb YCIIEBAEMOCTHU CTYAEHTOB OCYILECTBIISETCS B IIPOLIECCE TPOBEACHUS
71a00paTOPHBIX pabOT, MPOMEKYTOUHBIX TECTOB U KOHTPOJIbHBIX Pa0OOT, MOATOTOBIECHHBIX B PaMKax
CaMOCTOSITENIbHOM paOOThI 110 TEMAM.

Bonpockl kK KOHTPOJIBHEIM paboTam

Haiite obmee nonsatue kpunrorpapuu. B uem cocTout cymuocTs mudpoBaHus U aemmdpoBanus
uHdopmanun?

CooTHecute MEXay COO0H MOHATUS «KpUNTOrpadus», KKPUITOAHATHN3» U «KPHUIITOJIOTHUS.
[TpuBenuTe UCTOPUUECKHE TPUMEPHI 3apOXKICHUSI KpUITOrpaduu.

OxapakTepu3yiiTe JOHAY4YHBIH MEpUona pa3BuUTHs Kpunrorpadguu. Paccmorpure mepsbie mmdpsi
3aMEHbI U NIEPECTaHOBKHU.

C kakoro BpeMeHH HavaJcsi HAyYHBIH epro/] pa3BuTHs kpuntorpadun? Kakue coOpITus cTanu s
3TOrO ONpeeNsSIIOIIUMU?

Uem onpenenseTcss KpUIITOCTOMKOCTh mudpoBanus? Kakue npyrue TpeGOBaHUS MPEIBSIBISIOTCS K
muppoBaHUio?

B yem cocroutr mnpasmio Kepkroddca? Ilouemy 3TO mpaBuio sBIsSETCS OOMICTIPUHSATHIM B
kpunrorpaduu?

Korna mnosBumace kpuntorpadust C OTKPBITBIMH KIIOYaMH W TepBas peajibHas CcUCTEMa
mupoBaHus?

Kakux Bpratonuxcst kpunrorpagos XX B. Bel 3Haere?

YeM oTiaMyaroTCAd MOAXOIbl K oOecrneueHuto 0e30macHoCTH MHpopManuu B Kpunrtorpaduu u B
creranorpagun?

Yro o011ero 1 B 4eM OTJIMYUE KPUNITOrpadgruecKkoro npeoopa3zoBaHust HHGOPMAIIUU OT KOJAUPOBAHUS
€e IpH 3alUTe OT CIyYalHbIX yrpo3 0€301acHOCTH?

Kakumu metogamu obecriednBaeTcsi KOHPHUISHIIMATBHOCTh HHPOpMAIUU?

Urto Takoe 1eI0CcTHOCTh nH(opManun?

JaiiTe onpeneaeHue UMUTOCTOMKOCTH mudpa.

Yro takoe MUTOBCTaBKa? /11 Kakux 11ej1ei OHa UCTIoNb3yeTcs?

J11s KakuX acreKTOB HH(POPMAIIMOHHOTO B3aMMOACHCTBUS HE0OX0qruMa ayTeHTH(GUKanms?

J1Ba ocHOBHBIX TpeOoBaHUs K XdUI-QyHKIHSIM. [IpOTHB KakMX aTak OHU HampaBJIeHbI?

Kakwue cpenctBa ncnosnb3yrores A1 o0ecredeHnsi HEeBO3MOKHOCTH OTKa3a OT aBTOpPCTBa?

Yrto 03HaUAET CBOMCTBO OHOCTOPOHHOCTH KpUMITOTpapuueckoi Xau-pyHKumn?

B ueM cyTh npeIBapUTENBHOTO pacipeieeHus KIIFo4ei?

Yro Takoe cepTU(PHUKAT OTKPHITOTO Kitoya?

Jlist yero ucnonb3yeTcs cxema paseNieHus cekpeTa?

[TpuBenuTe knaccuuKanuoo METOJOB MIM(PPOBAHUS B 3aBUCUMOCTH OT CIlocoba mpeodpa3zoBaHus
uH(pOopMalnu.

Yro takoe mudpBennyrHa, muppodo3HaueHUue U Kak ITH MOHATUS COOTHOCATCS?

Kakne ocOOCHHOCTH XapaKTepHBI IS METOJOB IMU(GPOBAHHUS C CHMMETPHYHBIM KIOYOM H
HECUMMETPUYHBIM (OTKPBITHIM) KIIFOUOM?

YeM O0TIIMYAOTCS CUMMETPHYHBIE ITU(PPCUCTEMBI OT ACHMMETPUYHBIX ?

[TosicHuTe Ha MpUMEpE CYIIHOCTH MU(GPOBAHHUS METOJOM 3aMEHBI.

[IpuBenure mnpumepsl MmUGPOBaHUS METOAAMH TepecTaHOBKU. YUTO o03HayaeT MaplipyTHas
nepecTaHoBKa?

[TosicHuTe CYOIHOCTP TaMMHUPOBAHHUS Kak croco0a KpunTorpaduyeckoro mpeodpa3zoBaHUs
uHpopmanuu. UTo ABIsSETCS MPU ATOM KIIIOYOM MH(poBaHuUs?

[ToueMy anaUTUBHBIE METObI IIHU(PPOBAHUS OTHOCITCS K MIK(paM raMMUPOBaHUA?
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K kakomy kiaccy mu@poB OTHOCATCS aHAIUTHYECKUE CIIOCOObI UppoBaHUs?

[TpuBeuTe mpumMep mudpa nepecTaHOBKH, KOTOPBIH MOXKET paCCMAaTPHUBATHCS U KaK OJIOYHBIN MU(p
3aMEHbI?

C KakuMU ETSIMH B KpUITOTpaQ K BBOAATCS MOZIEITH OTKPHITHIX TEKCTOB?

Kakue noaxonap! MCIIONB3YOTCS ISl pACIIO3HABAHUS OTKPBITHIX TEKCTOB

Kakoe nmpaBuiio JIexHUT B OCHOBE BCeX MN(POB MepecTaHOBKU?

Yro sBIsETCA KIOYOM MU(pa NEePECTaHOBKU?

HazoBute 0cHOBHO# HeIOCTATOK MIM(POB MEPECTAHOBKH.

[TpuBeaure npumep mudpa nepecTaHoBKU, KOTOPBIH MOXKET pacCMaTpUBATHCS U KaK OJIOYHBIN
mmdp 3aMeHbI?

Kak onpenenuts o KpunrorpaMme, ojiyueHHON ¢ MOMOILBIO MKH(pa BepTUKAIbHON
NIEPECTAHOBKHU, YACIO KOPOTKHUX CTOJIOLIOB 3alI0JIHEHHOTO OTKPBITHIM TEKCTOM OCHOBHOTO
IPSIMOYTOJIbHUKA?

Kakue cBOWCTBa OTKPBITOrO TEKCTA MCIIOJIB3YIOTCS MPH BCKPHITUH MIU(Pa EPECTAHOBKHU?

Kakue mu¢psl Ha3bIBalOTCS MUPpPaMu IPOCTONH 3aMeHbI?

[TpuBeaute npumep mudpa nMepecTaHOBKU, KOTOPBIA MOXKET pacCMaTPUBATHCS U KaK OJIOYHBIN
mudp 3aMeHbI?

Uro siBrsieTcst KIIF0YOM Iugpa mpocToit 3amenbl? KakoBo MakCHMaIbHO BO3MOKHOE YHCIIO KITFOUeH
mudpa IpocToil 3aMeHbI?

Uro Gonee 1enecooOpazHo Uil HAIeKHOM 3aIUThl HH()OPMAIUK: apXUBAIHsI OTKPBITOTO TEKCTA C
HOCJIEYIOIUM U(PPOBaHUEM WIN MU(PPOBAHUE OTKPHITOrO TEKCTa € MOCIEAYIOEeH apXuBauen?
Nmeer mu mmdp [Imiidepa sxBUBaIeHTHBIE KITIOUH, TO €CTh TAKUE KIIOYH, HA KOTOPBIX JIIOOBIE
OTKPBITBIE TEKCTHI IUPPYIOTCS OAUHAKOBO?

Kakue mm¢psl HazsiBatoTcs omodonamu? Ipuseaure npumep.

K xaxum mumdpam otHOCHTCS cuctema mmdposanus [letpa [ «udupn»?

Kakne mmdpst Ha3piBatoTCs muppaMu MHOTO3HAUYHOM 3aMeHb1? [IpuBeanTe mpuMepsl.

SBnsgercs nu wudp NpONOpPLUUOHATIBLHON 3aMeHbI OMO(pOHOM?

[osicHuTe, YTO BB MOHMUMAETE 1O/ COBEPIIEHHBIM mHnppom. [IpuBenuTe mpumMepsl.

[Touemy mmcpp Tpuremus, nexaummii B ocHoBe mmdpa Bumxenepa, He sBigercs muppom
raMMHUpOBaHuUs?

[Touemy HanoXXeHHWE Ha OTKPBITBIH TEKCT T'aMMbl, MPEACTAaBISAIOLIEH COOO0H MNEepUOIUYECKYIO
MOCJIEI0BATEIBHOCTh HEOOIBILIOTO MEPUO/IA, HE JAET HAaJIC)KHOM 3aIUThI?

[Touemy HeZONMYCTUMO HCIOJB30BATh JBaXIbl OJHY M Ty XK€ TamMmy (Jaxe ciaydailHyi u
PaBHOBEPOSATHOCTHYIO!) 115t 3a1M(PPOBAHUS PA3HBIX OTKPHITHIX TEKCTOB?

[Tepeuncanre ocHOBHbIE TPEOOBAHUS K TaMMe.

KakoBbl ¢ TOUKM 3peHHs KpuUnTorpaduu MpPeuMyIIECTBA M HEAOCTATKH Tepexoaa K OJI0OYHOMY
muppoBaHUio?

Kaxk peanusyercs npeioxennsiii K.ILleHHOHOM npHHIMI «II€pEMELINBAHNSY) IPU MPAKTUYECKON
peanu3ayy alropuTMoB OJ0YHOTO UppoBaHUs?

KaxkoBbl ocHOBHBIE HefjocTaTku anroput™ma DES, 1 kakoBbI yTH UX yCTpaHEeHHUs ?

B kakux ciyyasx MOYKHO PEKOMEHAOBaTh MCIIOJIb30BaTh OJIOUHBIM HIM(P B pexuMe MPOCTOH
3aMeHbI?

OT KakMX MOTEHIHAJBHBIX CJIA00CTEN MO3BOMIIET U30aBUTHCS UCIIONIBb30BaHUE OJIOUHBIX MIH(POB B
pexxumax mmdpoBaHus ¢ 00paTHOM CBA3BIO?

B 4em 3akiogaroTcs JOCTOMHCTBA U HEIOCTATKU CHCTEM MOTOYHOTO MHU(GPOBAHUS 110 CPAaBHEHHUIO €
0s104HBIMU K pamMu’?

[Touemy Bo3HMKaeT MpoOIeMa CHHXPOHU3AMK OTOYHBIX HIH(POB?

Kakue npuynsbl 00yCIOBHUIM IIMPOKOE MCHOJB30BAaHNE JTUHEUHBIX PErHCTPOB CIIBUra B KauecCTBE
YHIpaBISIOMUX OJOKOB NOTOYHBIX MIH(ppcUcTeM?

[TpoBenuTe cpaBHUTENBHBIN aHanu3 anroputMoB mupposanus RC4 u RCS.

[Tepeuncante OCHOBHbIE PEKUMBI PAOOTHI, IPEAYCMOTPEHHBIE B POCCUIHCKOM CTaH1apTe
mpoBaHUS TaHHBIX
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B yem cocToaT mpenmMyIecTBa CUCTEM C OTKPBITHIMH KIIFOUaMU Tepe]] CAMMETPUYHBIMU
nmdpcucremamu?

CnoXHOCTBIO KaKOM MaTeMaTUYEeCKOM 3a/1a4ll OMpPEeNsIeTCs CTOUKOCTh cucTeMbl RSA?

Kakwne TpeboBaHMsI MPeIbsBISIOTCS K KiTfouaM B mudpe RSA?

K kakomy Tumy mm@poB NpruHAIICKUT cxeMa MUu(poBaHUs, UCIIONIb3yeMas B CUCTEME DIlb-
[Namans? B yem ee npenmytiecTBa’?

Cno’XHOCTBIO KAaKOM MaTeMaTUYeCKOM 3a/1a4yil OMpeeIsieTcs CTOMKOCTh MH(PPCUCTEMBI DITb-
["amans?

Ha3oBute HenocraTku cxeMbl Dib-I"amas.

Kakue nmpo6iembl HHGOPMAITMOHHOHN 0€30MTaCHOCTH MOKHO PEIIUTh C TTOMOIIBI0 aCHMMETPHYHBIX
mu¢poB.

N3n0uTe NpUHIMIUAIBHYIO CXEMY OPTaHU3alMKM CEKPETHOM CBSA3H C UCIIOJIb30BAHUEM
HIUPPCUCTEMBI C OTKPBITHIM KITFOYOM.

Kakum 06pa3zom ¢ moMopto KpunrocucteMsl RSA MOKHO OpraHu30BaTh nepeiady cooOIeHuH,
MOJTMHHOCTH KOTOPBIX MOT OBl IPOBEPUTH JII000H moxydaTesns?

Kakum 06pa3zom ¢ moMopto KpunrocucteMbl RSA MOXHO OpraHu30BaTh nepeaady cooOIIeHUH,
MOJITMHHOCTH aBTOPCTBA KOTOPBIX MOKHO IPU HEOOXOJUMOCTHU A0Ka3aTh?

Uro obmero Mexay o0bdHOM U (poBoii moanucsio? UeM OHU pa3nuyaroTcs?

Kakwue 3a1auu no3BossieT pemuTs HudpoBast MOANKUCH?

B 4em 3akiogyaeTcsi IPUHIMITHAIBHAS CJIOKHOCTh B TPAKTUYECKOM IIPUMEHEHUH CUCTEM LU(PPOBOH
Hoamucu?

[Touemy B KpunTorpa@uyecKux CHCTEMaxX, OCHOBAHHBIX Ha OTKPBITBIX KIIOYaX, HEJIb3s
UCIIOJIb30BaTh OJIMHAKOBBIC KIIFOUH IS MH(PpoBaHUS U LU(POBOIi moanucu?

[TpuBenuTe npuMep NOpsiAKa OTKPBITOTO pacpeleeH sl KIIIouel 10 KBAHTOBOMY KaHAITy.

KakoBa npuposa cekpeTHOCTH KBaHTOBOM Kpumntorpapuu?

[Touemy KBaHTOBBII KpUNITOAHAIU3 OBICTPO MOYKET BCKPBITH KpUnTocucteMmy RSA?

KakoBbl mpo0sieMbl KBAHTOBOM KpHunTorpagpuu?

TECT-BOITPOCBI

Uro saBnsiercs npeameroM Hayku KPUTITOPT ADUA?

A) crioco0b! mudppoBaHus U AeIH(PPOBAHNUS;

B) MeToaB1 COKpBITHS (hakTa Mepeadyn CEeKpeTHON MHPOopMAaIuy;

B) crioco6s1 mpeoOpazoBanus HHGOPMAIIMH C LIETBIO €€ 3aIIUTHI OT HECAHKIIMOHUPOBAHHBIX
M0JIb30BATENEH.

Kpuntocucrema Ha3pIBaeTCS KPUNITOCUCTEMOM 00IIIEro UCTIOIB30BaHUS, €CITU €€ CTONKOCTD
OCHOBBIBAETCS] HA CEKPETHOCTH

A) anropuTMoB mUGPOBaHUS U pacINPpPOBaAHUS;

b) xioua;

B) pexxuma mmdpoBanms.

Ha xakue 1Be Tpymnibl MOXKHO pa3fAeuTh CAMMETPUYHBIE KPUIITOCUCTEMBI?
A) GJI0YHBIE U ITOTOYHBIE;

B) cuHXpOHHbBIE U ACUHXPOHHBIE;

B) anayioroBsic u 1u(poBkIE.

Kakwne coObITHSI c1TI0cOOCTBOBAIN Pa3BUTHIO KpUNITOrpaduu?

A) pocT rpaMOTHOCTH CPEIM HaCeJIeHHS;

bB) paznen TeppuTopuii, 00pazoBaHUE TOCYAAPCTB, BOWHBI;

B) nepexon K GOHETHUECKOMY NMHUCHMY, COKpaIllEHHEe MOIIHOCTH aj(aBuTa.



10.

11.

12.

13.

17

[Touemy nmoTouHsle MUGPHI B O0IIEM CiTydae 0 CKOPOCTH HAMHOTI'O IPEBOCXOIAT OJI0UHBIE
mmdps1?

A) OCUMBOJIbBHOE HIM(POBAHNE MEHEE TPYI0EMKO, YeM LIH(ppoBaHue OOIBIIMMU OJIOKAMU;

B) norounoe mudpoBaHue He TpeOyeT CXeM CHHXPOHU3ALNY;

B) mudpyromas nociae10BaTeIbHOCTh YaCTO TEHEPUPYETCS HE3aBUCUMO OT OTKPBITOTO TEKCTa WU
mu@prekcra.

HazoBute ocHOBHYIO Ipo0JIeMy MpU OpraHU3aluy CEKPETHON CBSI3U B CIy4ae MOTOYHBIX MU(PPOB?
A) ipoGiiemMa niepe1aun Kirodei Mex 1y abOHEHTaMu;

B) npoGnema ycrpaneHus OIIMOOK B IOTOKE MIM(PPYEMBIX TaHHBIX;

B) npo6iieMa CHHXpPOHU3AIUU TOTOKA MU(PPYEMBIX TaHHBIX.

Kem Obl1a npeoxkena neppast NpakTU4ecKast peaan3amnus KPUInTorpaguu ¢ OTKPBITHIM KIIFOUOM?
A) Yurdpungom Huddu (Whitfield Diffie) u Mapturnom Xemnmmanom (Martin Hellman) u Pansdom
Mepxkaewm (Ralf Merkle);

B) Ponansnom PaiiBuctom (Ronald Rivest), Aau lllamupom (Adi Shamir) u Jleonapaom
Annemanom (Leonard Adleman);

B) ladu NompBaccepom (Shafi Goldwasser) u CunpBuo Mukamu (Silvio Micali).

K kakoii rpynne mmdpo ornocurcs mugpp CLIUTAIIA?
A) mudp 3aMeHBI;

B) mm¢p nepecraHoBKH;

B) xoMOuHMpOBaHHBIHN IHQD.

Cnoso KPUIITOI'PA®U A 3ammdpoBano kinaccudeckum mudpom Llesaps. Beibepure
COOTBETCTBYIOIIUH MIHPPTEKCT.

A) YBTOUTI'CBU'BTh;

B) ®CXKBJIBIKCIT2XIO;

B) HYJII'XCXYT'4JIb.

[Tpu mmdpoBaHUN OTKPHITOTO TEKCTA €r0 OYKBBI 3aMEHSIOTCS TAPOI YKCeN, COOTBETCTBYIOIIMX
HOMEpaM CTOJIOIIOB U CTPOK JaHHOH OyKBBI B Ta0Onuie. Kak Ha3piBaeTcs 3TOT mudp?

A) pemerka Kapnano;

b) xBagpar [lonubus;

B) ta6muma Ilopro.

Kak Ha3zpiBasncs mudp, Ha OCHOBE KOTOPOTro ObUT CO3/1aH OAMH U3 HanboJiee CTOMKUX BOEHHO-
Mopckux mudpos Bennkoodputanuu Bo Bpemst Bropoit MupoBoii BOHbI?

A) pemerka Kapnano;

b) xBanpar [lonubus;

B) ta6muma Ilopro.

[Tpy KakuX yCIOBHSIX BOCCTAHOBUTH TEKCT M0 KPUIITOTPaMMe KPUIITOAHAIUTHKY CTAHOBUTCS
NPUHLNINNAATBHO HEBO3MOXKHO?

A) ecinu mM(pOBaHNE «CTHUPACT» U3OBITOYHOCTD;

bB) ecniu ucnonb3yeTcs MIMHHBIN KITHOY;

B) ecnu anroput™ mM@poBaHus HEU3BECTEH.

Kak Ha3pIBalOTCS UCTIONIb3yEMbIE B KpUNITOrpaUu MOJETH OTKPHITOTO TEKCTa, YUUTHIBAIOIINE
3aBUCHUMOCTb OYKB TE€KCTa OT MPEAbIAYIINX OYKB?

A) TIO3HAaYHBIE MOJIEIN OTKPBITOTO TEKCTA;

B) BeposiTHOCTHBIE MOJIeNH K -TO TPHOIMKEHHUS;
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B) MapKOBCKI/Ie MOZCIIN OTKPBITBIX TCKCTOB.

Kto B Poccun pykoBoann pa3paboTkoii TenedoHHoro mudparopa?
A) B.A.KotenbHHUKOB;

b) A.H.Koamoropos;

B) b.b.ITnoTpoBckuii.

B uem cocrout ocHoBHOI npuHIun Kepkroddea?

A) KOMIIpOMETalUs CUCTEMBI HE JIOJKHA PUUUHATH HEY100CTB KOPPECIIOHACHTaM;

B) Heo6xoumo, 4TOOBI KpUNTOCHCTEMA OBLIa IPOCTOH B CIOIB30BAHUY, U €€ IPUMEHEHHE HE
TpeOOBaJIO COOIIIOICHHSI JUIMHHOIO CIIMCKA IIPABUII,;

B) y KOppecroHAEHTOB J10JI’KHA OBITH BO3MOKHOCTB TI0 COOCTBEHHOMW BOJIE MEHSATH KIIIOY.

UTo moHUMaeTCsl O/ KPUITOTpahuIecKUM MPOTOKOIOM?

A) anropuT™ WK(PPOBaHUS AAHHBIX Mepe]l epefadeil o o0IeJ0CTyITHOMY KaHally CBS3HU;
B) pacnipeneneHHblii anropuT™ peleHus AByMs WK 0oJiee yYaCTHUKaMU HEKOTOPOI
Kpunrorpaduyeckoi 3aaaum;

B) Habop npasui muppoBaHUs U paciuPpPOBaHUS KPUIITOCUCTEMBI.

B gem cocrout kpunTorpaduueckas 3aaqa 00ecnedeHus eIT0CTHOCTH?

A) rapaHTUPOBaHKHE HEBO3MOXKHOCTH BHECCHUSI CIIyYallHBIX OIIMOOK B ITPOLIECCE MEPEeIadu 1Mo
KaHaJlaM CBSI3H;

B) rapaHTupoBaHie HEBO3MOXXHOCTH HECAaHKLIIMOHUPOBAHHOTO U3MEHEHUs HH(OpMaImy;

B) 06a oTBeTa BEpHHBI.

Kakwue meTozp! pa3pabaThIBalOTCS € 1ENbl0 00ecTieueH st ay TeHTH(PUKAINN?

A) MeToJ1bl HOATBEPKIEHHS MOJIMHHOCTH CTOPOH U caMOil MH(OpMaIMK B IIpoliecce
UH(POPMALMOHHOTO B3aMMO/ICHCTBHS;

B) MeTo1bl TPUCBOEHUS YHUKAIBHOTO HJIEHTU(PHUKATOpa B3aUMOJIEHCTBYIOIIUM CTOPOHAM U CaMOM
UH(OpPMaIKH B Mpolecce HHPOPMAITMOHHOTO B3aUMOCHCTBUS;

B) 06a oTBeTa BEpHHI.

Kakoii MexaHu3M ucnonb3yercs 11 o0ecredeH sl HEBO3MOKHOCTH OTKa3a OT aBTOPCTBA WU
IIPUIHUCHIBAHUS aBTOPCTBA?

A) MeXaHU3M CHMMETPHUYHOTO MU(POBAHUS C IPUBIICYCHHEM apOUTpa;

b) mexanuszm 1udpoBoil moanucy;

B) 06a oTBeTa BEpHHI.

C yeM cBsi3aHa aKTHBHAs aTaka Ha 3alIM(pOBaHHYIO HHPOPMALINIO?

A) ¢ IpoCITyIIMBaHUEM, aHATH30M TpaduKa, IEPEeXBaTOM, 3aMUCHIO TIEPEIaBaeMBbIX IHU(PPOBAHHBIX
COOOIIEHUN;

B) ¢ nemmgppoBanueM, T. €. MOMBITKaMH "B3J0MaTh" 3aIIUTY C IEJIbIO OBJIaIeHHs WH(POpMAaIHEH;
B) c mpepsiBaHuEM Ipoliecca nepeaadn COOOIEHHH, CO3JaHeM OIETbHBIX COOOLIEHHUH,
MoaudHKaIel mepe1aBaeMbIX COOOIICHU.

OT yero 3aBHCUT BBIOOD criocoba muppoBaHus?

A) oT ocoOeHHOCTelH nepeaBacMoii HHpopManuu (ee HEHHOCTH, 00beMa, CIIoco0a IpeICTaBICHNUS,
HE0OXO0JUMON CKOPOCTH Mepeaayy,;

B) oT BO3MOXXHOCTEH BIIaAEbIIEB 110 3alIUTe CBOeH NH(POpMaUH (CTOMMOCTh IIPHMEHSIEMBIX
TEXHUYECKHUX YCTPOUCTB, YA0OCTBO HCIIOIB30BaHMS, HAJIS)KHOCTD ()yHKIIMOHHUPOBAHNS,

B) 00a oTBeTa BepHBI.
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Jiist oOHapy>KeHHs LielIeHapaBICHHOT0 HaBA3bIBaHHUS IPOTUBHUKOM JIOKHOW HH(POPMALIUU
A) B niepenaBaeMoii HH(GOpMAIH CTHPACTCS U30BITOYHOCTD;

B) B nepenaBaemMyro HHPOPMALIUIO BHOCUTCS H30BITOYHOCTE;

B) ncrions3yercst KO YETHOCTH.

Kax nHa3piBaetcs uncinoBas KOMOWHAIINS, UCTIOIb3yeMast JJIsl IPOBEPKH IIEIIOCTHOCTH?
A) IMHTOBCTaBKa;

B) ko1 ayTeHTH)UKAIIUU COOOIIECHNS,

B) 06a oTBeTa BEpHHI.

Kakue TpeOoBaHusI MPEIBSIBISIOTCS K KIFOUYEBBIM XamI-pyHKIusam h(M)=S?

A) HEBO3MOKHOCTD BBIYMCICHUS 3HaueHus h(M) =S s 3amantoro coodbiienust M 6e3 3HaHus
Kiroua K;

B) HEeBO3MOXKHOCTB T10100pa /7S 3alaHHOTO cooOIeHuss M ¢ U3BECTHBIM 3HaueHueM hx (M) = §
napyroro coobmierust M1, ¢ u3BectHbiM 3HaueHneM hx (M1) = S1 6e3 3Hanus kioya K;

B) 06a oTBeTa BEpHHBI.

Kakoe TpeOoBaHue HAIIPABJICHO MPOTHB CO3JIaHUS TOACIBHBIX (chaOpUKOBaAaHHBIX) COOOIICHUN
IIpU aTakax TUIIA UMUTAIHS?

A) HEBO3MOKHOCTD BBIYMCICHUS 3HaueHus h(M) =S s 3amantoro coodOmienust M 6e3 3HaHus
Kiroua K;

B) HEBO3MOXKHOCTB 110100pa JIJIs1 3a1aHHOTO cooOIeHuss M ¢ U3BECTHBIM 3HaYeHueM hx (M) = §
napyroro coobmienust M1, ¢ u3BectHbiM 3HaueHrneM hx (M1) = S1 6e3 3Hanus Kioya K;

B) 06a oTBeTa BEpHHBI.

Kakoe TpeboBanue HampaBieHO MPOTHB MOAU(DUKAIINH MTEpeIaBaeMbIX COOOLICHUI TIPU aTakax
THIIA HoaMeHa?

A) HEBO3MOKHOCTD BEIYMCIICHUS 3HaueHus N(M) =S s 3amanHoro coodOienust M 6e3 3HaHus
xiroua K;

B) HEBO3MOXKHOCTB TI0100pa JIJIs 3a1aHHOTO cooOIeHuss M ¢ U3BECTHBIM 3HaueHueM hy (M) = §
napyroro coobmierust M1, ¢ u3BectHbIM 3HaueHreM hx (M1) = S1 6Ge3 3Hanus Kioya K;

B) 06a oTBeTa BEpHHBI.

Kakas mpoBepka 03HauaeT ayTeHTH(PHUKAIIUIO CeaHca CBSI3U?

A) IMPOBCPKa NCIIOCTHOCTH COCAUHCHUS, HCBO3MOXKHOCTHU HOBTOpHOfI nepcaauu 1aHHbIX

28.

29.

30.

MPOTUBHUKOM, CTOPOH B3aMMOJICHCTBUS,

B) npoBepka 11eI0CTHOCTH COeAMHEHUS, HEBO3MOKHOCTH IMOBTOPHOM Mepe1ayu TaHHBIX
MIPOTUBHUKOM, CBOEBPEMEHHOCTH Tepe/iauu JaHHBIX;

B) 06a oTBeTa BEpHHI.

Kaxkoe cpenicTBo sSBIs€TCS OCHOBHBIM CPEJICTBOM JUTsl IPOBEICHUS UISHTH(DHUKAITAN?
A) TIPOTOKOJIBI OJTHOCTOPOHHEHN HICHTU(DUKAIINY,

B) npoTokobl B3aUMHON UACHTU(UKAIUY,

B) 06a oTBeTa BEpHHBI.

Kak BeIMIAIuT U poBas NOAMUCH AJIs COOOIIEeHUs?

A) 4HuCII0, NOTYYEHHOE B PE3yJIbTaTe XEINPOBAHMS, IPUMEHEHHOTO K 3TOMY COOOIEHUIO;

B) uncno, nonydeHHOe B pe3ysbTare KpUNTorpaduuecKkux npeoopa3oBaHuii, IPUMEHEHHBIX K
3TOMY COOOIICHHUIO;

B) ko1 ayTeHTH(UKAITUN COOOIIECHHUS.

JUJ1st 9ero NpuMEeHSIFOTCS CIIeHaIbHbIE CHCTEMBI IIPEIBAPUTEIBHOTO PACTIPEICIICHUS KITFOUei?
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A) nipu 60JIBIIOM YHCIIE B3aUMOACHUCTBYIOLIMX CTOPOH TpeOyeTcs MpeABapUTeIbHAasl pacChllKa
3HAUYUTEILHOTO 00BbEeMa KIIF0YEeBOH HH(OpMAIINY U TIOCIIEAYIOIIECE €€ XpPaHEHHE;

Bb) onpenensercs NopsAAOK UCIIOJIB30BaHUS, CMEHBI, XPAaHEHHSI U aPXUBUPOBAHMUS, PE3EPBHOTIO
KOTIMPOBAHUSI W BOCCTAHOBJICHHS, 3aMEHBI FJTH U3BATHUS M3 00paIIeHUs] CKOMIIPOMETHPOBAHHBIX, a
TaK)K€ YHUUYTOKEHUS CTAPBIX KIHOYEH;

B) npexgycmarpuBaeTcs pacrpeeeHie U XpaHEeHUE He CaMUX KITK0YeH, a HEKOTOPOUM MEHBIIEH 1O
00beMy MH(OpMAIMK, HA OCHOBE KOTOPOH KaX/1asi CTOPOHA MOKET BBIYUCIIUTD KIIFOY JJIS
B3aUMOJICUCTBUSA C APYION CTOPOHOM.

Kakum 00pazoM Hambosee mpocTo MOKHO OCYIIECTBUTh PacTpeesieHUe KITFOUeH I CeTeH ¢
OOJILIITUM KOJTUYECTBOM aOOHEHTOB?

A) B cucTeMax MpeABapUTEIILHOTO PACIpeIesICHUs CEKPETHBIX KITIOYEH;

bB) B cucTemax OTKpBITOrO paclpeaeseHus] CeKPETHBIX KII0YEil;

B) 06a oTBeTa BEpHHBI.

Uro Ttakoe cepTu(UKaT OTKPHITOrO KiIro4a?

A) Ha0OOp TaHHBIX, 3aBEPEHHBIX HU(POBOH MOIMHCHIO IIEHTPA CEPTUDHUKALINY, U BKITIOYAIOIINN
OTKPBITBIA M CEKPETHBIH KIIOYH, UMSI T10JIb30BATENS, UMsI CEPTUPHUKAIIMOHHOTO IIEHTPa, HOMEP
ceptudukaTa, BpeMs JeicTBHA cepTHdUKaTa, IpeHa3HaYeHNEe OTKPBITOTrO Kito4a (I posast
MOJIMTUCH, MU(POBAHKE);

B) Habop 1aHHBIX, 3aBEPEHHBIX IEYATHIO IIEHTPa CEPTU(PHUKALINH, ¥ BKIFOYAIOIINI OTKPBITHII KITIOY,
CIHCOK JIOTIOJTHUTENBHBIX aTprOyTOB, MPUHAJISKAIINX a00HEHTY, U MpeIHa3HaueHHE OTKPHITOTO
KJIIOYa;

B) HaGop aHHBIX, 3aBEPEHHBIX HU(POBOM MOIMUCHIO LIEHTPA CEPTH(PHUKALINHN, U BKIIOYAIOLIHII
OTKPBITHIH KJIFOY M CIIMCOK JJOMOJTHUTEIBHBIX aTpUOYTOB, MPUHAICKAINX A00OHEHTY.

UYto 03HayaeT TePMUH MOITHOCTH andasura?

A) KOJIMYECTBO CUMBOJIOB B OTKPHITOM ay(aBuTe;

B) 4ncno BO3MOXHBIX KOMOMHAIINI CHMBOJIOB OTKPBITOTO ajigaBuTa;
B) xoMuecTBO MUQPPBETUINH OTKPHITOTO an()aBUTA.

K kakomy knaccy mugpoB 0OTHOCUTCS MH)P, ecau (HparMeHT OTKPBITOTO TEKCTa (OTAEIbHBIC
OYKBBI WJIM TPYIINAa OyKB) 3aMEHSIOTCSI HEKOTOPBIMH MX dKBUBaJieHTaMH (OykBaMu, Iudpamu,
CUMBOJIAMHU WJIH WX KOMOWHAIMei ) B mudprexkcre?

A) mudpsl 3aMEHBI;

B) mm¢ps1 nepecTaHOBKH;

B) xoMmo3uImoHHbIe MTUQPHI.

K kaxomy kiaccy mm@poB oTHOCUTCS MIUGP, eciii OYKBBI OTKPBITOTO TEKCTa MPH MU POBAHUN
KaKUM-HHOY]Ib CTIOCOOOM TepECTaHaBIMBAIOTCS, TO €CTh H3MEHSAETCS TOJIBKO TOPSIOK CIIeI0OBaHUS
CHUMBOJIOB OTKPBITOTO TEKCTa?

A) mmmdpbl 3aMEHBI;

B) mmudpel mepecTaHOBKHY;

B) KOMIIO3UIIMOHHBIC TTHUQPEIL.

Uro crnenyer aenath AJs yBEIWYEHHsI KPUIITOCTOMKOCTH mudpa?

A) YBETMYMBATh Pa3HUILy MEXKIY YHCIOM MUGPBEIUYUH U YUCIOM OYKB B andaBuTe;
B) Gonee paBHOMEpHO# T0JKHA OBITH TUarpaMMa MOBTOPSIEMOCTH 3HAKOB I (PTEKCTA;
B) o0a oTBeTa MPaBUIBHBL.

JU1s 4ero ucnosb3yroTcst 0104Hble MHU(pbI?
A) 175 yBeIMYEHMsI KOJTMYECTBA H(PPBEITNUNH;
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B) a5t yBenu4eHus: CKOPOCTH IIH(pOBaHUS;
B) 06a oTBeTa MpaBUIIBHEL.

B 4yeM cocToUT OCHOBHOE MPEUMYIIIECTBO ACHMMETPUYHOTO MIU(PPOBAHUS TIEPET CHMMETPUIHBIM?

A) HeT He0OXOAMMOCTH B TIepe/iade CEKPETHOrO K04, KOTOPBIil MOXKET OBITh MepexBaucH
3JIOYMBIIIJIICHHUKOM;

B) Goubinast TpYyA0EMKOCTh MOCIIETHETO U, KAK Pe3yJIbTaT, MEHBLINE CKOPOCTH MPHU MH(YPOBAHUM;
B) 06a oTBeTa BEpHHBI.

Kakue mm¢psl Ha3piBatoTcst omodoHamu?
A) mdpsl MHOTO3HAYHON 3aMEHBI,

B) muoroandasutHbie U PHI;

B) mmudpel raMMupoBaHus.

Uro Takoe mudpBeananHa?

A) 4HMCJIO0 BOBMOXKHBIX SKBUBAJICHTOB JJISI 3aMEHbI OTKPBITHIX CUMBOJIOB;

b) sxBHBaneHTHI B HU(PTEKCTE, 3aMEHSIONINE CUMBOJIbI WIH TPyl CAMBOJIOB B OTKPHITOTO
TEKCTa;

B) oTKpBITHIN TEKCT nepea mudpoBaHueM IPEICTaBISIETCA B BUJIE MOCIEI0BATEILHOCTH
«TIOJICIIOBY, HA3BIBAEMBIX MIH(DPBETUIHMHAMHU.

C xakuMu EeNsIMHU B KpUOTOTpahuH BBOAIATCS MOJIEIIN OTKPBITHIX TEKCTOB??

A) ciayaT OCHOBOM JJIs1 aBTOMATHU3aLMH [IPOLIECCOB KPUITOAHAIM3A IIUPPTEKCTOB;

B) city>xaT 0CHOBO# B mporiecce U3y4eHHs KPUITOCTOMKOCTH pa3IMyHbIX CUCTEM MIM(POBAHUS;
B) 06a oTBeTa BepHHI.

K kaxomy kiaccy mu@poB OTHOCSTCS aJAUTHUBHBIE METObI ITHU(PPOBaAHUS?
A) oMo oHBI;

B) mmdpel MHOTO3HAYHOM 3aMEHBI;

B) mudpsl raMmMupoBaHus.

K kakomy kiaccy mugppoB OTHOCSATCS aHATUTHIECKHE CIIOCOOBI U POBaHUS?
A) mudpsl 3aMEHBI;

B) mm¢ps1 nepecTaHOBKH;

B) mapuipyTHbIE ITepeCTaHOBKH.

Kaxkue n3 npuBeeHHBIX MU(POB SABISIOTCS MUPpaMU IEPECTAaHOBKU?
A) pemerka Kapnaso;

B) kBaapar [Tonubus;

B) Tabmumna IlopTo.

Kakwue 3 npuBeieHHBIX MUPPOB SBIAIOTCS MUPPaMU 3aMEHBI?
A) RSA;

B) AES;

B) 'OCT 28147-89.

Kakue cBOHCTBa OTKPBITOrO TEKCTA MCIIOJIb3YIOTCS IPH BCKPBITUU MIU(Pa NEPECTAHOBKU?
A) OrpaHUYEHHEM MOXKET MOCITY>KUTh MOSIBIICHNE 3alIPETHBIX OUTpamm;

B) Han6osee yacTele OUrpaMMBbl OTKPBITOIO TEKCTA, KOTOPbIE MOKHO COCTaBUTh U3 OYKB
paccMaTpuBaeMoro mu(poBaHHOTO TEKCTA,;

B) 06a oTBeTa BEpHBI.
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Kakas u3 MmareMaTHueCKUX MOJIeNIel COOTBETCTBYET adropuTMmy mugpa Atdamn?

A) Yi = ij;
B) Yi = Xi+3(mod n);
B) Yi = X(n-i +1).

A=

(o2 TS R
© N b
g1 N o

3ammdpyiTe ¢ TOMOIIBI MATPUYHOTO MHU(pa C KIOYEBON MaTPHUIICH
(G POBOro IKBUBANICHTa OYKB OTKPHITOI'O TEKCTA CIIOBO 3a0asa.

A) 28,35,67,21,26,38;

b) 24,38,42,21,32,46;

B) 12,32,7634,17,19.

UYro Gostee 1ierecoodpa3Ho sl HaJASKHOU 3auThl HHGOpMAITIu?
A) apXuBaIys OTKPHITOIO TEKCTA C MOCIIEAYIOIINM;

b) mudpoBanue OTKPHITOro TEKCTA ¢ MOCIEAYIOLIEH apXUBalUei;
B) He umeeT 3HaUYEHUS.

K xakum muppam orHocutrcs cucrema mudposanus [lerpa I «upups»?
A) oMO(OHBI;

B) mu¢ps1 OurpamMmHOI 3aMeHBI;

B) mmdpsel npocToii 3aMeHBbI.

Ha xakom cnioco6e mudpoBanus 0bu1 ocHOBaH ourpammusiid mudp [miidepa (Playfair,
BenukoOpuranus), npumensasiniics Benukooputanueit Bo Bpems [1lepBoit MUpoBOii BOHBI?
A) crioco0 mu@poBaHus COCTOSUT B pa30MBKE BXOJHOTO TEKCTa HAa OUTpaMMBbI;

bB) Ha 103yHroBoM crioco6e 3amnonHeHus UppTadIULIb;

B) o0a oTBeTa BepHBI.

Kaxue mmgpsl oTHOCATCS K KH(ppaMu MHOTO3HAYHOM 3aMeHbI?
A) umdp Brmxenepa u mugpp Tpuremus;

b) mmdp [Tmsiidepa u mmdp Xumna;

B) mmudp Beprama u mmmdp Iopra.

CdopmynupyiiTe OCHOBHOE TpeOOBaHHE K KPUNITOTPAaPUIECKH CTOMKOMY Te€HEepaTopy
MICEBAOCITYYaHOW MOCIEI0BATEIIbHOCTH WU TaMMBI.

A) miepro/1 TaMMBbI JOJKEH OBITh TOCTATOYHO OOJBIIUM IS MU POBAHUS COOOIIEHUHN pa3IuIHON
JUINHEL,

B) ramma nomkHa OBITH TPYAHO MIPEICKAa3yeMOil, T.€. €CITH H3BECTHBI THUI T€HEPATOpa U KyCOK
raMMBbI, TO HEBO3MOKHO TPEICKa3aTh CASAYIOIIMH 3a 3THM KyCKOM OUT TaMMbI C BEPOSITHOCTBIO
BBIIIIC 3aJaHHOM.

b) o0a oTBeTa BepHBI;

[IpuBenute mpumMep coBepiieHHOTo mHudpa.

A) mudp BuxkeHepa ¢ caMOKITI0u0M;

B) onnopasossrii 6;okHOT 1lleHnHOoHa;

B) cucrema Bepnama ans tenerpada ¢ OyMa)KHbIM KOJIBIIOM, COIEPIKAIINUM TaMMy.

Kakue mmdps! apnsrores mmdpamMu raMMUPOBAHHS?
A) mmdp Tpuremus;
b) mudp Buxenepa;
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B) 06a oTBeTa BEpHBI.

[To kakoMy MOJYJIIO POU3BOJUTCS CYMMHUPOBAHHE T'AMMBI C OTKPBITBIM TEKCTOM B PEKUME
rammupoBanus [[OCT28147-89?

A) cyMMUpOBaHHUE MO MOIYJIIO 2;

B) cymMMupoBanue o Moayito 2°7;

B) 06a oTBeTa BEpHHI.

KaxoB pa3mep 6s0ka mudppyemoro tekcta B kpunrocucteme F[OCT28147-897
A) 32 Owura;

B) 64 Gura;

B) T'OCT28147-89 — moToyHast KpUITOCUCTEMA.

Kakue ¢pyHKIMU BBITOTHSAET KpUIITOCHCTEMA?

A) ycuseHHe 3allMIIeHHOCTH JaHHBIX U 00JierdeHre paboThl ¢ KPUIITOAITOPUTMOM CO CTOPOHBI
4eJI0BEKa;

b) ycuneHnue 3alueHHOCTH TaHHBIX U 00ecrieueHne COBMECTUMOCTH MOTOKA JaHHBIX C IPYTHM
MPOrPaMMHBIM 00€CTICUCHUEM;

B) 06a oTBeTa BEepHHI.

Jlns 9ero B MOTOYHBIX MIH(PaxX UCIONB3YIOTCS PETUCTPHI CABUTA C 00OPATHON CBSI3bIO?
A) U1 reHepaluu KIF0UeBOM MOCIIeI0BATEIbHOCTH,

B) st opranu3anuu pexxuma oOpaTHOM CBSI3U B OJI0YHBIX MU(Dpax;

B) 06a oTBeTa BEpHHBI.

Urto Takoe ckpembiiep?

A) porpaMMHbIE HJTH alnapaTHRIE pealu3alliy reHepaTopa IMCceBI0CTyYaiiHO raMMBbI;

B) nporpaMMHBIe WK anmapaTHbIe peaTn3alny alropruTMa, MO3BOJISIOMIEro MU(POBATh TOOUTHO
HETIPEPhIBHBIE TOTOKUA HHPOPMAIINY;

B) 06a oTBeTa BEpHHBI.

B uem cocrout rnaBHas mpooOiieMa mudpoB Ha OCHOBE CKpeMOIepoB?

A) CHHXPOHU3AIUS TePealonIero (KOIUPYIOIIEro) U MPUHUMAKOIIETO (JEKOTUPYOIIETO)
YCTPOWCTB;

B) xoaupyroias mocie0BaTeIbHOCTh OUT MPOU3BOIMTCS U3 HEOOJBIIIOTO HAYaTLHOTO 00beMa
UHpOpMaLNK;

B) manenbkuii nepruoj raMMal.

Kakue MeToibl CHHXpOHHM3ALMHU IPUMEHSIOTCS Ha IPAKTHUKE B cCUCTeMax MH(POBaHUS HA OCHOBE
CKpemOIIepoB?

A) noGaBieHue B MOTOK HHPOPMALIMU CUHXPOHU3UPYIOLINX OUTOB, 3apaHee U3BECTHBIX MPUEMHOMN
CTOpOHE, UTO MO3BOJISET €M MPU OTCYTCTBUU TAKOTO OMTA aKTUBHO HAayaTh MIOMCK CUHXPOHU3AINHU C
OTIIPABUTEIIEM;

B) ucnonp3oBaHue BEICOKOTOYHBIX T€HEPATOPOB BPEMEHHBIX UMITYJIBCOB, UTO ITO3BOJISIET B
MOMEHTBI IOTEPU CUHXPOHU3ALIUHU IPOU3BOJUTH paclIM(poBaHre MPUHUMAEMBIX OUTOB
uHpopManuu "mo namATH" 0e3 CHHXPOHHU3AINH;

B) 06a oTBeTa BEpHBI.

Kakoii meTon ucnionb3yeTcs 1)1 paHAOMHU3ALMH COOOLECHUNA?

A) BHECEHHE CITy9allHBIX OUT B caM mudpyeMblil paiiia ¢ UTHOPUPOBAHUEM UX Ha JemupyIonen
CTOPOHE;

B) mm¢poBanue ncxoaHoro (aiina ciryqaiiHbIM KIIOUOM;
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B) 06a oTBeTa BEpHBI.

Kaxkue I.HI/I(I)pCI/ICTeMBI N3 IICPCUUCIICHHBIX HUXKC ABJISIFOTCA MOTOYHBIMHU?
A) A5, SEAL, RC4;

B) DES, AES, Rijndael,;

B) RC2, RC5, IDIA .

[lepeuncianTe OCHOBHBIE PEKUMBI PAOOTHI, MPEAYCMOTPEHHBIE B CTaHAAPTE MHU(POBAHUS TaHHBIX
'OCT28147-89.

A) npocToii 3aMeHbI, TaMMHUPOBaHUs, FTAMMHUPOBAHUS ¢ 00pPAaTHOM CBA3bIO, TAMMHUPOBAHHS C
00paTHO¥ CBA3BIO MO MHU(P TEKCTY;

B) npocroii 3aMeHbl, raMMHPOBaHUS, TAMMHUPOBAHUS C OOPATHOH CBSI3bI0, BBIPAOOTKU
MMUTOBCTABKH;

B) snexTpoHHas KOJIOBasi KHUTA, CLETUICHHUs 0JIOKOB, 00paTHasi CBsI3b 110 BHIBONLY, 0OpaTHas CBsI3b
1o MUQPTEKCTY.

[lepeuncnure OCHOBHBIE PEKHMBI PAOOTHI, IPEAYCMOTPEHHBIE B CTaHAApTE MN(GPOBAHUS TAHHBIX
DES.

A) IpocTOii 3aMEHBI, TAMMHPOBAaHHUS, TAMMHUPOBAHUS ¢ OOPAaTHOM CBSI3bI0, FTAMMHUPOBAHUS C
00paTHOM CBA3BIO MO MIH(PPTEKCTY;

B) mpocToii 3aMeHbl, TaMMHPOBaHHMsI, TAMMUPOBAHUS C OOPATHOM CBS3bI0, BEIPAOOTKH
UMHUTOBCTABKHY;

B) snekTpoHHas KOJOBasi KHUTA, CLETUICHNs OJI0KOB, 0OpaTHas CBS3b MO BBIXO/Y, OOpaTHas CBSI3b
no mudprexcry?

HazoBute aeiictByromuii cranaapt mudppoBaHusi B AMepuke?
A) DES;

B) AES;

B) Triple DES.

Kaxoit kpunrorpaduyeckuii airopuT™ JIeT B OCHOBY cTaHaapTa mudpoanus AES?
A) Lucifer;

B) Blowfish;

B) Rijndael.

Kaxue u3 nprBeeHHBIX KpUNTOrpauyecKux aaropuTMOB UCIOIb3YIOT B OCHOBE ceTh DeiicTens?
A) DES;

B) Rijndael,

B) 06a oTBeTa BEpHHI.

Yro obmero B cranmaprax DES u 'OCT28147-89?

A) pa3mMep 610K, pa3zMep KItoua, KOJTUYECTBO IIUKIIOB;
B) pa3zmep G1oka, mpeoOpa3oBaHue, KOJTHMYECTBO IHKIIOB,
B) 06a oTBeTa BEpHHBI.

Ha3zoswure pa3mep kitoua (B 6urtax), ucnoias3zyemoro B kpunrocucreme ['OCT28147-89?
A) 32;

B) 56;

B) 256.

[Touemy xpunrorpapudeckuii anroput™m I'OCT28147-89 Gonee ycTONUNB K BCKPBITHIO ITyTEM
MIOJIHOTO Tepedopa 1o MHOXKECTBY BO3MOXKHBIX 3HaU€HUH Kitova, yem DES?
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A) pynkuus mudposanus 'OCT ropasno cinoxuee pyHkuuu mudpposanus DES;
B) B cuity HamMHOrO GOJIBIIEH JUIMHBI KITI0YA;
B) 06a oTBeTa BEpHHI.

73. Uto Takoe manmkecT cooOmeHus?
A) pe3yibTaTa BBIYUCICHUS Xell-(PYyHKINY;
B) uudposoii oTreuaTok naabla;
B) 06a oTBeTa BEpHHBI.

74. Kakas MaTemMaTH4eCcKast Mpo0ieMa JISKUT B OCHOBE CXEMBI OTKPBITOTO pacIipeieTICH sl KITFouen
Huddu n Xenmnmmana (Diffi W., Hellman M.E.)?
A) orepanysi BBIYUCICHUS JUCKPETHOTO JIorapudma;
B) dbakTopuzarus 60abIIOr0 YKCa;
B) 06a oTBeTa BEpHHBI.

75. B yeM COCTOUT OCHOBHOE OTJIMYHME ACUMMETPHUYHBIX KPUITOCUCTEM OT CUMMETPUYHBIX ?
A) 15 mepeaun OTKPHITOrO KIIF0Ya OT MOJydYaTesst K OTIPABUTEII0 CEKPETHBIN KaHa HE HY>KEH.
BwmecTo Hero ucnosib3yercst Ay TeHTUYHBIN KaHal, TapaHTUPYIOMIUNA MOJIMHHOCTh HCTOYHHUKA
uHdopmanuu;
B) miis mudpoBanus u nemuppoBaHus UCTIONB3YIOTCS PA3IMYHBIC KITIOYH;
B) 06a oTBeTa BEepHHI.

76. HazoBure Haubosee pacnpocTpaHeHHbIe 00JaCTH IPUMEHEHHSI aCUMMETPUYHBIX
KpUNTOrpapuyecKux cucrem?
A) accuMeTpHYHas CUCTeMa UCIIONIb3YeTCs A MHU(PPOBAHUS KOPOTKOTO CEaHCOBOTO KIIIOUa, a
UH(POPMALMOHHBIE TOTOKH B TEYEHUE CEaHCa MPUXOAT 110 CHMMETPUYHOM CUCTEME;
B) accumerpuuHas cuctemMa HCIONb3yeTcs Ui JOKa3aTeNbCTBA MIPUHAJIEKHOCTH B CIIy4Yae OTKa3a
OTIIPABUTEIIS/TIONTyYaTeNsl OT paHee MePeJaHHOTO/TIPUHATOTO COOOIICHUS;
B) 06a oTBeTa BEpHHI.

77. Jlns penieHus KakuX 3a7a4 UCIIOJIb3YeTCs IU(poBas MOIMUCH?
A) JUTs TOKa3aTenbCcTBa MPUHAIICKHOCTH B CIydae 0TKa3a OTIPABUTENS/TIOIydaTeNs OT paHee
nepeaHHOTO/TIPUHSATOTO COOOIICHHUS;
B) s obecrieueHus ayTeHTH(DHUKAIIIN U KOHTPOJISI IIETIOCTHOCTH;
B) 06a oTBeTa BEpHHI.

78. SIBnsieTcst M BEPHBIM YTBEPKJEHUE, YTO MPUMEHEHNE aCUMMETPUYHBIX CHCTEM B OOIIIeM cliyyae
MIPUBOIUT K CYIIIECTBEHHBIM 3aJIepyKKaM MpH MU POBaHUH (TI0 CPABHEHHUIO ¢ CHMMETPUYHBIMHU)?
A) na;
b) nHer;
B) 3aBUCHT OT pa3MepOB HCIOJIb3YEMbIX KIIFOUEH.

79. Kakum 00pazoM BeIYUCIISICTCS ITUGPOBast TOAMHUCH?
A) TocJIeTIoBaTEIbHOE BBIYUCIICHNE XeI-(PYHKIIMH OT HCXOIHOTO COOOIICHMS U MU POBaHUE
MOJTyYEHHOTO 3HAUYEHHUS HAa CEKPETHOM KITI0U€e OTIpaBUTeNs (WK paciindpoBaHie Ha OTKPBITOM
KJIFOY€ TIPY TIPOBEPKE TIOIIHCH);
b) nocnenoBatenbHOE mK(pOBaHHE UCXOTHOTO COOOIICHHS HA CEKPETHOM KJII0Ye OTIPABUTENS U
BBIYUCIICHUE XeII-PYHKIUHU OT 3alU(pPOBAHHOTO COOOIICHUS;
B) nocnenoBaTenbHOCTH ONEpalyii He UMEeT 3HAUCHUS.
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BepHo nu yTBepxkIeHUE, YTO B ACUHMMETPUYHON CUCTEME HUKTO, KPOME OTIIPABUTEIS
MOJIIIMCAaHHOTO COOOIICHNUS, HE 3HAET CEKPETHOTO KITF0Ya, Ha KOTOPOM CO0OIIeHne ObLI0
HOAIMUCAHO?

A) na;

B) HeT, ceKpeTHBIN KITI0Y U3BECTEH TAKXKE YAOCTOBEPSIOIEMY LIEHTPY, BbIAABILIEMY OTIIPABUTEIIO
cepruduxat uudpoBoii MOANUCH;

B) HeT, ceKpeTHBIM KIII0Y U3BECTEH TAK)Ke LIEHTPY ayTEHTUDHUKALMH, B KOTOPOM HUCIOIb3YyETCs
KpUIITOCHUCTEMA.

Kakas ¢yHKIMs Ha3bIBaeTCsA OJJHOCTOpPOHHEH (one-way function)?

A) Oyukuus f(X) HassiBaeTcst oHOCTOpOHHEH (one-way function), ecin s BCex X U3 e¢ 00aacTu
OTIPEICIICHUS JIETKO BBIYUCIUTD Y=f(X), HO HAXOXKICHHE IO 3aJJAHHOMY Y0 TAKOTO X0, JJIs1 KOTOPOTO
f(X0)=Yo, BHIYHUCIUTEIHHO HEOCYIIIECTBHMO;

B) ®yukius f(X) Ha3piBaeTcss 0 JHOCTOpPOHHEH (one-way function), eciu 11 HAXOXKACHUE 110
3aJIaHHOMY Y0 TaKoro Xo, 1u1st Kotoporo f(Xo)=Yo Tpebyercss HacTOIBKO OTPOMHBINH 00BeM
BBIUMCJICHH, YTO 32 HUX IIPOCTO U HE CTOUT OpaThCs;

B) 06a oTBeTa BEepHHI.

BepHo 1u yTBepKIeHHE, YTO HEI0UYMCACHHAs oKa3aTenbHas ¢pynkuus f(xX)=a*(mod n), rae
OCHOBaHKeE & W [MoKa3arelb CTENCH! X puHauiekat natepsainy (1,n-1), siBseTcs 0JHOCTOPOHHEH
byHKIHEH?

A) na;

b) cyiiecTBOBaHHE OJJHOCTOPOHHUX (PYHKIIMI HE JOKA3aHO, HO OHA MOKET OBbITh B35Ta B KA4ECTBE
npUOIMKEHUS;

B) ner.

K xaxum kpunTorpadudecKuM CUCTEMaM OTHOCUTCS cucteMa RSA?

A) K OJIOYHBIM PKCIIOHEHITUATBHBIM CUCTEMAaM, TaK KaK KaXKblii 0710k M OTKPBITOTO TEKCTa
paccMmarpuBaeTcs Kak 1esnoe 4ucio B uarepsase ot 0 o (N-1) u mpeobpasyeTcs B 010K
mmdpTeKcTa;

B) x mudpam ogHO3HAYHOM 3aMEHBI;

B) 06a oTBeTa BEpHHBI.

Uewm onpenensieTcs CTOMKOCTh KpuntocucteMel RSA?

A) CIIOXKHOCTBIO U3BJICUEHHUSI KOPHS CTENEHH € U3 OOJIBLIOrO 1EeJI0ro YHUCia M0 3aJaHHOMY MOJYJI0
n;

B) cnoHOCTBIO pa30XkKeHUs Ha MPOCThIE COMHOKMUTENN OOJBILIOTO IEJI0r0 YHCa;

B) 06a oTBeTa BEpHHBI.

Kakas ¢pyHkius ucnonb3yercsa B kpuntocucreme RSA i reHepaniuy CeKpeTHOro Kiroda?
A) bysknus Dinepa;

B) ¢ynkuus Mebuyca;

B) 06a oTBeTa BEpHHI.

Kaxoit ¢aktop onpenensieT pa3mep Kiroda B Kpuntocucteme RSA?
A) pecypcamu OBM, Ha KOTOpO# ycTaHOBJIEHA KPUIITOCUCTEMA;
B) nnuHoit mmdpyeMoro OTKPHITOTO TEKCTA;

B) pazMepom MoayIs N, 0 KOTOPOMY HAET MHu(ppOBaHHE.

YewM ormpenensercsi CTOMKOCTh KpuntocucteMsl Elgamal?
A) CIIO’)KHOCTBIO JMCKPETHOTO JIOTapr(pMUPOBAHUS;
B) c10:XHOCTBIO pa3/I0KeHNSI Ha IPOCTBIE COMHOKUTENN OOJIBIIOTO IIEJI0r0 YUCHIa;
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B) 06a oTBeTa BEpHBI.

Kakas cxema mudpoBaH#us Jeriia B OCHOBY CTaHIapTOB AJIEKTPOHHOH 1udpoBoit moanucu B CIIIA
(DSA — Digital Signature Algorithm) u Poccuu (I'OCT 334.10-2001)?

A) cxema PaiiBecra, [llamuns u Annemana (Rivest R., Shamir A., Adleman L.;

b) cxema Onp-I'amans (Elgamal);

B) cxema Tuddu u Xemmana (Diffi W., Hellman M.E.).

ITo kakoii popmyJie BBIYMCISETCS CEKPETHBIN K04 B mHdpe Inb-T'amans?
A)Y = ¢ (mod p)
B) ed = 1 (mod &(n));

B) BBIOUpaeTCs MPOU3BOILHO U3 yCiIoBus 1 <X <p.

ITo kakoii hopMyJIe BEIYMCISETCS CEKPETHBIN K04 B mHppe RSA?
A)Y =g (mod p).
B) ed = 1 (mod &(n));

B) BrIOUpaeTcs mpon3BOJIbHO U3 yeiaoBus 1 <x <p.

K kaxomy kiaccy mm@poB oTHocuTcs mudp mno cxeme Iiab-I'amans?
A) mmdpbl MHOTO3HAYHON 3aMEHBI;

bB) cxeMbl BeposSTHOCTHOTO MIU(POBAHNUS;

B) 06a oTBeTa BEpHHBI.

Yro obuiero mex 1y kpunrocucremamu Oib-I"amans u RSA?
A) mrdpel MHOr0O3HaYHON 3aMEHBI;

B) mm¢ps! 01HO3HAYHOM 3aMEHBI;

B) acummeTpuyHbie MHQPHI.

B gem coctout croco6 B3noma mudpa RSA ?
A) B TOM, 4TOOBI HANTH METOJ BBIYMCIICHUS KOPHS CTENICHH € 13 MOd N,. TOCKOJIbKY KpUIITOrpamma

C=M ° (mod n), To kopraeM cternenu € u3 (Mod Nn) sBisieTcst coodIeHue M;

Bb) B TOM, 4TOOBI HAWTH TTTABHBIC COMHOXHTEIH 00111ero Moayisi N (P U (), HOCKOJBbKY C UX
TIOMOIIILIO MOYKHO JIEFKO BBIYUCIIUTE CeKpeTHbIH kimou d s pacumdposanus M= CY (mod n);
B) o0a oTBeTa BepHBI.

B yem cocTosat nmpenmyiecTBa MUGPCUCTEM C OTKPHITHIMHU KIIOYaMH?

A) U1 oOMeHa KJItoyaMHu aOOHEHTaM CEKPETHBII KaHall He HyXKEH;

b) npuMeHeHne CUMMETPUYHBIX CUCTEM MPUBOANT K CYIIECTBEHHBIM 33/IepKKaM IpU MIHUPPOBaHUU
(110 CpaBHEHHUIO C ACUMMETPUYHBIMH);

B) o0a oTBeTa BepHBI.

Kakwue x31-(yHKIMN UCTOIB3YIOTCS Al popMupoBaHus HUGPOBOIM MOITUCH?
A) GeckIroueBble OJTHOCTOPOHHHE X3I-(DYHKINH;

B) xtodyeBble 0IHOCTOPOHHUE XAUI-(DYHKIINN;

B) xpuntorpadudeckue X3m-(QyHKIHH.

Xosm-3HaueHne Kakoi JmuHbI (B 6aiitax) Beraucisiet crangapt [OCT P34.11-2001?
A) 32;
b) 16;
B) 20.
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97. Kakoit mudp ucnonp3yer oteuecTBeHHbIH cTanaapt xammpoBanus ['OCT P 34.11-94 nns
K pPOBaHUST UCXOJHBIX JAHHBIX, YTOOBI 00ECTIEYUTh HEBO3MOKHOCTh O00pa COOOIIEHHUI C
OJINHAKOBBIM X3III-3HAYECHUEM?
A) RSA;
B) 'OCT 28147-89;
B) mmudp Dap-I"amans.

98. Ilepeuncnure anropUTMBI AICKTPOHHOU (D poBOI oanucu?
A) RSA, DSA, EGDA, cxema lInoppa, 'OCT P34.10;
b) T'OCT 28147, DES, AES, ESIGN, ECDSA,
B) CTb 1176.2-99, McEliece, Rijndael, Cxema Jduddu — Jlammopra.

99. K kakuM BugaM aTak ys3BuMa Iudposas moanuch RSA?
A) K MyJIbTUIIMKATUBHOM aTake;
B) HeneneBoro UCNoab30BaHUs CEKPETHOTO KIIH0Ya;
B) 06a oTBeTa BEepHHI.

100. Kakumu npenmyIiecTBamMu o0aaaet cxema 1udpoBoi moanucu Diib-I"amaist mo cpaBHEHHIO CO
cxemoit 1udposoit moanrcu RSA?
A) npy 3aJaHHOM ypOBHE CTOMKOCTH aNropuTMa udpoBOi MOJMUCH LIl YHCIIaA, YIaCTBYIOIINE
B BBIYMCIICHHUSX, UMEIOT 3alHCh Ha 25% KOpode, YTO YMEHBIIIAET CI0KHOCTh BBIYUCICHUHN MIOUTH B
JIBa pa3a U MO3BOJISIET 3aMETHO COKPATUTh 00bEM HCIIOJIb3YEMOM MaMATH;
B) ipu BeIGOpE MOyt P OCTaTOYHO MPOBEPUTH, UTO ATO YUCIIO SBISIETCS IIPOCTHIM;
B) 06a oTBeTa BepHHI.

7.3.2 IIpomexyTouHas aTTeCTaIMs
OreHOYHBIE CPEICTBA ISl TPOMEXKYTOUHON aTTECTAIIUU
DK3aMeH
Crucok BOMpoOCOB ISl 9K3aMeHa

Uctopus passutusa kpunrorpaduu. 3akon Kepkrogdea.

Konnernmwms nzosrrounoit nadopmaruu K. 11lennona. Coepmiennsiii mudp. HIndp Beprama.

3aa4uu U MpoOIIeMbl COBPEMEHHON KpUNTOrpaduu.

3anaun kpunrorpapuu. KonpunenumansHocts. Kpunrorpaguueckue anropuTmsl.

Ataxu Ha mmdpsl. Kpunrorpadudeckas CTORKOCTb.

CuMMeTpuYHbIE U ACHMMETPUYHbIE KPUIITOCUCTEMBI.

3anaun kpurnrorpadun. llenoctHocth. UMUTOCTONKOCTD.

3anaun kpunrorpaduu. Ayrentudukanus. [IpoTokossl naeHTUDUKALIH.

3amaun kpunrorpaduu. HeBo3MoKHOCTB 0TKa3a oT aBTopcTBa. Lndposas moanuce.

0. Lludporas noanuce. CepTudukanus OTKPHITHIX KIIOYEH.

11. [Iporokosbl pacnpezneneHus kiaoded. Cxembl paszfeneHnus cekpera. ATaku Ha MPOTOKOJbI
pacrpesieneHus Kitouei.

12. Knaccugukarus mmdpoB 1Mo pa3IndHbIM IpU3HAKAM.

13. IIudpsr nepecranoBku. Kpunroananus mmdpoB rnepecTaHOBKH.

14. Hudpsr 3amensl. Kpunroananus moTo4HOro mudpa mpocToid 3aMeHbI.

15. llIudpsr rammupoBanusi. Kpunroananus mudpa Bikenepa.

16. TpeboBanust k ramme. OMUOKH MTPH UCTIONH30BaHUH MIHU(PPOB raMMHPOBAHUSI.

17. Peructpsl caura ¢ o0paTtHoii cBsA3bt0. CkpeMOIepsl.

18. MeTtonbl paHIOMHU3ALUN COOOIIECHHIH.

19. [MoTouyHbIe MHUPPCUCTEMBL.

20. bnounslie cucremsl mudpoBanus. Koncrpykuus dericens.
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AATOpUTMBI 0JI0YHOTO MIH(PPOBAHUSI.

Pexumbl mmdpoBanus 6JI0YHBIX MHPPOB. DIEKTPOHHAS KOIOBAsI KHUTA.

Pexumbl mmdpoBanus 610uHbIX MHQPPOB. PexxuM crierenus 6J10KOB.

Pexumbl mmdpoBanus 6;109HBIX MHPPOB. Pexrm 00paTHOM CBSA3M N0 MHGPTEKCTY.
Pexumbl mmdpoBanus 6104HbIX TIHPPOB. PesxuM 00paTHON CBS3H MO BBIXOITY.
Anroputm nmmdposanus ganasix [OCT 28147-89.

Anroputmbl mdpoBanus nanabix ['OCT 34.12-2015.

Anroputm mmdposanus ganasix DES.

Anroput™m mudpoBanus qaHHbIX AES.

Pexxumebl 6mounbix mugppos 'OCT P 34.13-2015.

Pexxnmsbl ucnonb3oBanus DES.

MynbsrunnukatuBabie GyHKIH. X cBolicTBa. @yHKIMs Ditnepa.

HenpepsiBabie 1pobu. Anroputm EBkinuaa. Pemero Dpatocdena. HenpepriBHbIE 1po0OH.
3aKOH BBIYHCIICHUS TIOIXOISIINX IPOOLH.

CpaBHeHHME 1eIbIX Ynced 1o Moy 0. CBOMCTBA cpaBHEHM. PenieHrue cpaBHEeHMI.
Brruncnenne MynbTUIUIMKaTUBHOTO 0OOPAaTHOTO 3JIEMEHTA 110 33JaHHOMY MOAYJIIO.
Kunaccer uncen. Cucremsl BeiueToB. Mx cBoiicTBa. Teopema Diinepa. Manas teopema
®depma.

I'pynmel. Konbia. [osmst. [ons Namya. Onepanun cinoskeHus: 1 yMHOKeHus. Jlorapudm
HEHYJIEBOT'O JIEMEHTA IOJIS.

Dnunruyeckast KpuBas HaJl KOHEUHBIMU NOJIsIMU. [TOpsIOK 3IIMnTHYeCKON KPUBOH.
Komno3umus u cioxeHue ToYeK Ha SJUIMITUYECKUX KPUBBIX.

CucreMbl UG POBAHUS C OTKPHITHIMU KIHOYaMH.

PexxuMbl HCII0/IB30BaHUS CUCTEM C OTKPBITBIM KIIFOUOM.

OTtkpeiTOE pactpeaenenue kimodei. Cxema Juddu-Xemmana.

Kpunrocucrema RSA. Kpunroananus mmdpa RSA.

Cuctema mmdpoanus El Gamal. Kpunroananus mudpa El Gamal.
Kpunrocucrems! 6e3 nepenaun kinroua. OpraHusanusi CEKpeTHOM CBSI3H.
Kpuntorpadus Ha >IIUNTHYECKUX KPUBBIX.

Kpunrorpadguueckue xem-¢pynkuuu. KimroueBsie u 6eckitoueBble (PyHKIIUN XEIINPOBAHUS,

UX CBOMCTBA M Ha3HAUCHUE.

OnexTponHas udposas noanuck. Kpunrorpaduyeckre mpoTOKOIIbI.
AnTOopUTMBI ITUGPOBOM TTOITHCH.

[Iporokoin nudpoBoit noanuck no anroputMy RSA.

Anroput™m nudposoit moamucu EGSA.

Anroputm udposoii noanrcu DSA.

ITpotokon mudpoBoit moanucyu mo cranaapty DSS.

AnTopUTMBI IUPPOBO MOIHCH.

Anroput™m rudposoit noamucu 'OCT P34.10-94.

AnropurMm mudpooit nognucu 'OCT P34.10- 2012.

OnekTpoHHas 1 poBas nmoanuck. TpeboBaHus K Xell-QyHKIUIM.
Oynxkuus xemmpoanus o ['OCT P 34.11-2012.

DneKkTpoHHas U(poBas MOANUCH. AITOPUTMBI XeIupoBanust MDX.
DnekTpoHHas UG POoBas MOANMUCh. ANTOpUTMBI XemurpoBanus SHA-1.
KpunToananus oJHOCTOPOHHUX X31I-(PYHKITHHA.



