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1 He.]'[l/l, 3alavdi 1 IIVIAHUPYEMBIE PE3YJIbTAaTbI oﬁyquI/m o AMCIMILINHE

Heaslo mpenonaBanus TUCHUIUTMHBI «be3onacHoCTh onepanoHHbIX cucteM Windowsy»
sBIsieTcss  (OPMHUPOBAHUE Yy CTYICHTOB 3HAaHMW B oOOJacTH 0Oe30macHOCTH HHGOpPMAIHH,
00pabaThIBaCMOil Ha CpPEACTBAX BBHIYUCIUTEIBHON TEXHHKH O] YIIPABICHUEM OIEPAIOHHOM
CHCTEMBI ceMelicTBa onepanuonubix cucteM Windows ot kommanuu Microsoft.

3amayamMm ocBOeHMs AMCUUILIMHBI «be3onacHOCTh omepannoHHbIX cucteM Windowsy
CJIeyeT OTHECTH:

3HaHUE MPUHLIMIOB MocTpoeHus u pynkunonuposanust OC Windows;

W3yYeHHE TPUHIUIIOB M TPABWI TNPOCKTUPOBAHMS HWH(POPMAIMOHHBIX CHUCTEM B
COOTBETCTBUU C TpeOoBaHUsAMHU perynsaTopoB Poccuiickoit ®enepanuu 1Mo 00€CIEYCHHIO
0e30macHOCTH HHGOPMAIIIH;

M3yueHHe BCTPOCHHBIX MeXaHU3MOB 3auThl nH(popmarmu B OC Windows.

B pesynbrate OCBOCHHS AMCHUIUIMHBI (MOAYNS) Yy OOydYarommxcs QOpPMHPYIOTCS
CIIC/TYIOIIMEe KOMIIETCHIIUH U JOJIKHBI OBbITh JOCTUTHYTHI CICIYIOIINE Pe3yIbTaThl 00y4CHHS KaK
sTan (GOPMUPOBAHHS COOTBETCTBYIOIIUX KOMITCTCHIIHIA:

B pe3yabTaTe ocBOCHUS

00pa3oBaTeIbHOI IlepeyeHnb MJIAHAPYEMBIX Pe3yJbTATOB 00y4YEeHHS 1O
NMPOrpaMMbl 00yJaromuics JHCIUTLIHHE

JOJIZKEH 00J1a1aTh

KOZ[ KOMIICTCHIIMH

3HATH:
Bunet OC. [Ilpomeccbl. ANTOpUTMBI U MEXaHHU3MBI
cuHxpoHM3auuu. Tynuku. YnpasineHus namatbro. Oaibl.
Peanmzamus  QaitmoBoit cuctempl. Cucrema yrpaBlIeHHS
BBOJIOM-BEIBOJIOM. YTpo3sl Oe3onacHoct OC. TpeboBaHus
k 3amute OC. Pasrpannuenne poctyna B OC.
Nnertndukanus u ayreHTH(uKanus mnonp3oBateneit OC.
IAyaut B OC.
CriocoOeH pa3pabaThIBaTh U [yMeTh:
peanu30BBIBaTh MOJUTUKM  [YTPABIATh MPOIECCAMH B  ONEPAlMOHHBIX CHCTEMax.
yIOpaBiIeHUs 10cTynmoM B [PasrpaHM4mBaTh JOCTynm K TmpoueccaMm. Pabotats ¢
KOMITBIOTEPHBIX CUCTEMAX  [CHCTeMaMH BBOJa-BeiBoJa. CTpouth Mozens yrpo3 mist OC.
PaGoTath ¢ mpaBaMu M NMPUBMIIETUSMH IS TOJIb30BaTelNei.
ITpoBoxuts ayaut OC.
BJIAETh:
CpencrtsaMu  ympaBJeHHsl IporeccaMu. MeTtomamMu 1
cpencTBaMu paboTHl ¢ (aitmoBoit cucremod. HaBbikamul
padoThl ¢ kKoHpuUrypanuoHHbIME (aiimamu OC. CpeacrBamul
pasrpaHudeHust  noctyna.  CpeacTBamMm  ynpaBliCHHs
nonmutukamu 6e3onacHocTH OC. CrcteMaMu JOTHPOBAHUSL.

OIlK-1.1

2 MecTO IMCUHHUILUIMHBI B CTPYKTYpe 00pa3oBaTeibHOI NPOrpaMMbl

JucuunnnHa «be3onacHOCTh ONepalMoHHBIX cucTeM Windows» OTHOCHTCS K YHCITY
yu4eOHBIX IUCHUIUIMH oO0si3arenbHOM uyacTH (B1.1) ocHOBHON 00pa3oBarenbHON MPOTrpamMMbl
(b1.1.21).

W3ydyeHne AUCUMIUIMHBI ONMHMPAETCS HAa 3HAHMS, YMEHUS U HABBIKH, NMPUOOPETEHHBIE B
IPEIIECTBYIOLINX JUCLUIUINHAX «OCHOBBI MH(POPMALMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHI.



3 CrTpykTypa u coep:KaHue JUCHUITUHBI

OOmass TPyIOEMKOCTh JHUCHUHUIUIMHBI COCTaBiIsseT 4 3a4eTHBIX eIWHUIbI, T.e. 144
aKaJeMHYECKHX 4acoB (JTabopaTopHble 3aHATHS — 72 yaca, caMocTosATeIbHas paboTa - 72 yaca,

dbopMa KOHTPOJIS — 3K3aMeH, KypCOBOM MPOEKT) B 3 ceMecTpe.
CTpykTypa W COJAEp)KaHUE JUCHUTUIMHBI

Windows» 1o cpokam u BuJaMm padOoThl OTPaKEHBI B IPUIIOKECHUH.

«be3omacHOCTh OIICpallMOHHBIX CHCTEM

3.1 Buabl yueOHoii padoThl H TPYA0EMKOCTH (110 04HOIi opme 00yUeHNs)

Ne i/ . KouunyecTBo CemecTpsl
Buj yueOHoi1 padoThI
4acoB 3
1 |AyauTopHble 3aHATHSA 72 72
B ToM uuce:
1.1 Vlexuuu
1.2 (CemuHapcKue/IPaKTHUCCKUE 3aHATHS
1.3 laGopaTopHbIC 3aHATHS 72 72
2 |CamocrosiTesibHas padoTa 72 72
B ToM uuce:
2.1
3 [[IpoMe:XyTO4YHasi aTTeCTAIUS
JK3aMeH
Hroro: 144 144

3.1.2 OuHo-3a04Has popMa 0OydIeHHUS

He npenycmotpena

3.1.3 3aounas ¢popma oOydeHus
He npenycmotpena

3.2 TemaTuyecKuii MJIaH U3yYEeHUS TUCIUTLITHHBI

(no hopmam oOyueHus)

3.2.1 Ounas popma oOyueHus

TpyroeMkocThb, yac

AyautopHasi padora

Camo
Cemnn Jlabop | Ilpakt | cTOAT
Ne Pa3nesbi/Tembl apckue/ PP
aTOpH | WYECK | €JIbH
n/n AUCHMITUHBI Beero | Jlekiy | mpaktu P
bIE ast asi
uu YecKHe
3aHsAT | moaro | pado
3aHATH
ust TOBKa | Ta
s
1. | Tema 1. IlonsiTue onepanroHHas 28 14 14

cucreMa, Kiaccupuxanus
onepanruoHHbIX cucteM. CeMencTBo
ornepannoHHbIX cucteM Windows.




VYerpoiicteo OC Windows. TpeboBanust
peryiatopoB Pocculickoit @enepanuu
1o obecreyeHuno 6€30MacHOCTH
unpopmanuu: ®CTIOK Poccun, DCh
Poccun, Muno6opons! Poccun

Tewma 2. TIpomuecchl, MOTOKH, pabOTHI,
3aJlaHus. YTIPaBICHHUE MAMATBIO.
®daitnosasg cucrema. CucTteMa BBOJIa-
BbIBOZA. OCHOBHbBIE CHUCTEMHEIC
nporeccel OC Windows

28

14

14

Tema 3. Yrpo3sl 6€301aCHOCTH
unpopmanuu. bJIY ®CTIK Poccun.
Va3sumoctu OC. OC 0TeUecTBEHHOTO
npousBoacTBa. IIponssoaurenn OC
poccuiickoro npousBoactea. OC
POCCHIICKOTO 1 3apyOeKHOTO
MIPOU3BOJICTBA B OTEYECTBEHHBIX
peecTpax.

28

14

14

Tema 4. bazosbsiit (Out of box) ypoBenn

6e3zonacHoct OC Windows. Mepsl 1o

HOBBIIIECHUIO YpoBHs Oe3omacHocTi OC
Windows

28

14

14

Tewma 5. TpeboBanus 6€30MaCHOCTH
uH(OpPMAIIUU K OTICPAITUOHHBIM
cucreMaM OCTOK Poccun

32

16

16

Tewma 6. YipaBneHue noyib30BaTeIsIMU
u rpynnamu. @aiinosas cucrema NTFS.
Pasrpannuenne 1ocTyma ¢ NOMOIIBIO
mexanu3moB NTFS.

Tema 7. Peanin3anusi BCTPOEHHBIX
MEXaHHU3MOB 3aIlUTHl HH()OPMALIUU
Microsoft Windows Ha aBTOHOMHOM
pabodeM MecTe, B OAHOPAHTOBOM CETH,
B ceTu Active Directory

Tema 8. ITpumenenue Group Policy OC
Windows

Tema 9. Texuonoruu njst padotsr OC
Windows B ceTu, MOHUTOPUHTA U
ay/InTa, Pe3epBHOTO KOMMPOBAHUSI

10.

Tema 10. HanoxxeHHble cpencTa
3aIUTHl HH)OPMAIUH, TPUMEHSIEMbIE

g OC Windows

Hrtoro

144

72

72

3.2.2 OuHo-3a04Has popma oOydeHuUs

He npenycmorpena.

3.2.2 3aounas popma oOydeHUs
He npenycmorpena




3.3Coaepxanue TUCHUNINHBI

Pa3nen (Tema)
AUCIHHUIIMHBI

Conep:xkanue

2

[TonsiTue onepauroHHas
cucrema, Kiaccuukanus
OTEPAIIMOHHBIX  CHUCTEM.
CemelicTBO
OTEPAIMOHHBIX  CHUCTEM
Windows.  YcrpoiicTBo
oC Windows.
TpebGoBaHus perynasiTopoB
Poccuiickoit  ®denepanuun
1o obecreueHuIo
0€301acHOCTH
unpopmanuu:  GCTIK
Poccun, ®CBb Poccun,

Muno6oponsl Poccun

[Tonstue onepalnoHHas cucrema, KiIaccuukanms
OTEPALMOHHBIX CUCTEM. APXUTEKTypa MHOT03aJayHOU CETEBOM
orepanuoHHoil cucrembl. CeMeHCTBO OIEpallOHHBIX CHUCTEM
Windows. TpeboBanus peryastopoB Poccuiickoii denepariiu
o obecnevenuto 6e3omacHoctu uHpopmaruu: ®CTIK Poccun,
®CBb Poccun, MuHOOOPOHBI [Tpodunm  3amuThI

OIEpAIlMOHHBIX CHCTEM, 3aJaHus 1o Oe3onacHocTH. TpeboBanus

Poccun.
O0c3omacHocTH HMH(DOpPMAIMM K  ONEPANMOHHBIM  CHUCTEMaM
OCTOIK Poccun. [loxcucreMsl cucteMbl 3amuThl HH()OPMAIHH
or HCJI B coorBerctBuum ¢ «PJ[. AC. 3ammra ot HC]I.
Knaccudpukanus AC u tpeboanus no 3U» (ot 30 mapta 1992
rona).

[Tpoueccsl, IIOTOKH,

paboThI, 3a/1aHusl.
VYhpaBneHue  namsThIO.
daiinoBast CHCTEMA.
Cucrema BBOJA-BBIBOJA.
OCHOBHBIE ~ CHCTEMHBIE

nporeccel OC Windows

[Iponeccrl, moToku, paboThl, 3amaHus. OCHOBHBIE CHCTEMHBIC
nporeccel OC Windows. CemeiictBo yruiut Sysinternals Suite.
Hucrnetuep 3amau (Task Manager). Ytumura Sysinternals
Process Explorer u Process Monitor. YnpasieHue namsTblo.
QaitnoBas cucreMa. Crucrema BBOJIa-BbIBOJIA.

0e30IMacHOCTH
BIY
Poccun.
OoC. 0OC

OTCYCCTBCHHOT'O

Yrpo3bl
nH(pOpMaLINH.
OCTOK
Va3sumMocTu

MIPOU3BO/ICTBA.
[IpousBogurenu
POCCHICKOTO

OoC

oC
POCCHIICKOTO u

IMpOU3BOJACTBA.

3apyOeKHOTO
MTPOU3BOJICTBA B
OTE€YECTBEHHBIX peeCTpax.

VYrpo3sl OezonacHoctu uHpopmaruu. BAY PCTIK Poccum.
OC.

JIMICH3UPOBAHHBIX

VYassumoctu [lonsiTue  cepTU(UUUPOBAHHBIX U
OC. OC poccuiickoro MmpoU3BOJICTBA,
OoC oC
3apy0exHOro peectpe
POCCUICKOTO HPOrpaMMHOr0 oOecneueHus, €IMHOM peecTpe
POCCHUHCKHMX IPOTrpaMM JJIsi JJEKTPOHHBIX BBIYHACIUTEIBHBIX
MaliuH U 0a3 JaHHBIX, PEeCTp CPEICTB 3aIIUTHl MH(OpMALUU

OCTIK Poccun u ®Cb Poccun. YpoBHU KOHPHIEHIIMATBHOCTH

MIPOU3BOIUTENN pPOCCUIICKOrO  IPOM3BOJICTBA.

POCCUICKOTO | MIPOU3BOJCTBA B

uHpopmanuu, oopadateiBaemoit B OC.

bazoseiii  (out of box)
ypOBeHb  0€30IacCHOCTH
OC Windows. Mepsl 1o
TIOBBIIICHUIO YPOBHS

0€30I1aCHOCTH OoC

bazoserit (out of box) ypoBenp OezomacHocTm OC Windows.
Mepsl 1o moBbimieHUI0 ypoBHs Oe3omacnoctn OC Windows.
[Moaxonsl k moBbimeHuto ypoBHs Oe3omacHoctu OC Windows
(uex-nuctbl 0e3onmacaoctu OC Windows).




Windows

TpebGoBanus
0€301acHOCTH
nHpopmaruu K
OTIEPAIIMOHHBIM CHCTEMaM
OCTIK Poccun

TpeboBanust Oe3omacHocTH HHG(OPMALMU K ONEPAIMOHHBIM
cucremam ®OCTOK Poccuu: Tumel u kiaccel. PaccMmoTpenue
npoduiIei 3amuThl ¥ MPUMEPOB 3a1anuii o 6e3omacHoctn OC
Pa3JIMYHBIX TUIIOB U KJIACCOB.

VYnpasnenue
II0JIB30BATCIISIMU b3
daiioBas
NTES.
Pasrpanunuenue nocryma c
ITOMOIIILIO
NTFS.

rpymHamH.
cucTema

MCXaHHU3MOB

ITons3oBarenu u ux BUIBL. ['pynmsl mosib3oBaTeseil. Y4ETHbIC
3alMcH  ToJb30BaTened U  pabora ¢ HUMM. YIpaBleHUE
M0JIb30BATESIMU HAa aBTOHOMHOM pa0odeM MecTe, B JOMEHe
Active Directory. ®aiinoBasi cuctrema NTFS. ®aitnbl u nankw.
Pasrpannuenue pocryna ¢ nomombro MexaHu3moB NTFS,

Hactpoiika ACL npaB noctyna nons3zoBareneit B NTFS.

Peanusanus BCTpOEHHBIX
MEXaHH3MOB 3aIUTHI
nHpopmanuu  Microsoft
Windows Ha aBTOHOMHOM
pabouem
OJIHOPAHT OBOM

cetu Active Directory

MecTe, B
CeTH, B

Kpunrorpadguueckas  3ammra JIAHHBIX
cpenctBamMu  mmdpyromein  ¢dainoBoir  cuctembr  EFS.
Texnonorus BitLocker u BitLocker To Go. Texnonorus
DirectAccess. Texuonorus Network Access Control. Co3znanue
Cpelbl C TMOMOIIBI  (YHKIUU

IOJIB30BATCIBbCKUX

3aMKHYTOM IMpPOrpaMMHOMU
AppLocker.

[Tpumenenue Group
Policy OC Windows

UL
nHbOpMaIMM Ha aBTOHOMHOM pabodeM MecTe U B ceTu Active

[Ipumenenne Group Policy OC Windows 3aIUTHI
Directory. Texnonoruu 0€30MacHOTO YAQJIEHHOTO JOCTyma K
pecypcam
(byHKIIOHAJIA OTIEPAIIIOHHBIX CHCTEM).

KOpHIOpaTHBHBIM (HpI/IMeHeHI/Ie BCTPOCHHOTI'O

Texunomoruu st pabOTHI
OC Windows B cern,
MOHHUTOPWHIa W ayjuTa,
PE3EPBHOIO KOIMPOBAHHMS

VYcraHoBka U HacTpoiky cinyx0 u kommnoHeHToB DNS, DHCP,
Windows Backup Services, Windows Deployment Services

10.

Hanoxxennsle  cpencraa
3amMThl  MH(pOpMaIuH,
npumensiemble a1 OC

Windows

Knaccudukanms, CpEICTB
undopmarmu, npumensiembie 1t OC Windows

BH/IbI HaAJIOXCHHBIX 3alIUThI

3.4 TemaTnka CEMUHAPCKUX/MIPAKTHYECKUX H JIA0OPATOPHBIX 3aHATHI

3.4.1 Cemunapckue/IpakTUUECKUE 3aHATUS




He npedycmompensi yueonwvim niaHom.

3.4.2 JIabopaTopHbIC 3aHATHUS

Ne . O0BemMm,
HanmenoBanue 1abopaTtopHOil paboThI
n/m Jac.
1. | Bemonnenue nabopaTtopHoii pabotsl Ne 1 o teme 1 6
2. | Beimonnenue nabopatopHoit padotsl Ne 2 1o Teme 2 6
3. | Bemonaenne naboparoproit padboter Ne 3 o Teme 3 6
4. | Bermonnenue naboparopHoit pabotsl Ne 4 o teme 4 8
5. | Bemonaenne maboparopHoit padboter Ne 5 o Teme 5 8
6. | Beimonnenne nabopatopHoit paboTsl Ne 6 o Teme 6 8
/. | Beimonnenue nabopatopHoit paboTsl Ne 7 o Teme 7 8
8. | Bemmonnenue naboparopHoit padbotel Ne 8 1o Teme 8 8
9. | Beimosinenue nabopatopHoit padoTsl Ne 9 o teme 9 8
10. | Bemmonnenne naboparoproit pabotsl Ne 10 mo teme 10 6
Uroro 72

3.5 TemaTuka u coaep:kaHHe KYPCOBBIX MPOEKTOB (KypPCOBBIX padoT)

KypcoBoe mnpoekTupoBaHue MO JaHHOW JUCHUIUIMHE Y4e€OHBIM IIJIaHOM
3aIJIaHMPOBAHO, TeMa KypcoBOi palboThl: «OCBOEHHE BCTPOEHHBIX MEXAHHU3MOB
3amuThl nHpopmanuu B OC Windows». B xoze BbINOJIHEHUS KypcOBOW paOOThI
y4aluecs JOJKHbBI BHITTOTHUTD:

yctaHoBKy Microsoft Windows Server;

BBITIOJTHUTh HAcTpoiiky Microsoft Windows Server s NOBBIIICHHS
HAYaJILHOTO YPOBHS HH(GOPMAIIMOHHOMN 0€30MMacHOCTH;

YCTaHOBKY M HacTpoOiKy ciyx06 nomena Windows — AD DS;

pa3sépreiBanne OC APM (monb3oBatennckas OC Windows, He cepBepHasi)
nmo cetu c¢ mnomomipto Windows Deployment Services (WDS), Microsoft
Deployment Toolkit;

BbINOJIHUTH HAacTpoiiky OC APM - Microsoft Windows (mmonb3oBatens) 1is
MOBBINICHUS HAYAJILHOTO YPOBHS WH()OPMAITMOHHON O€3011aCHOCTH;

CO3/IaHHE€ M MPUMEHEHHE NapaMeTpoB OE30MACHOCTH MO CETH C MOMOIIBIO
mexanusma Group Policy (GP);

HAaCTpPOWKy ponu «daitn-cepBep», Hactpoiiky ACL mnpaB moctyma
noabs3oBaTeneii B NTFES;

YCTaHOBKY U ympaBjieHue B ceTu qomeHa Microsoft Windows cepBepHBIX U
ximenTckux Cp3U;



ycTaHoBKy U HacTpoiiky Windows Backup Services.

4 YyeOHO-MeTOaMYECKOe U MHPOPMAITMOHHOE o0ecriedeHne

4.1 HopmaTuBHbie 10kyMeHTHI 1 'OCThI

IIporpaMMa cocTaBieHa B COOTBETCTBMM C @DenepalibHbIM  T'OCYIapCTBEHHBIM

00pa3oBaTe/IbHBIM ~ CTAHIAPTOM  BBICIIETO OOpa30BaHUS [0 HAMPABJICHHIO IOIrOTOBKH
6akamaBpoB 10.03.01 «1ubopmanroHHast 6€30MaCHOCTHY.

4.2 OcHoBHasl 1UTEpaTypa

1. Acranuyk, B. A. Kopnoparuusle uH(OpMAalMOHHBIE CUCTEMBI: TPeOOBaHUSA TPU

POCKTHPOBAHUY : yueOHOe mocodue s By30B / B. A. Acramuyk, I1. B. Tepemenko. —
2-¢ u31., uctp. u non. — Mocksa : M3gatensctBo FOpaiit, 2023. — 113 ¢. — (Bsicmee
obpazoBanme). — ISBN 978-5-534-08546-4. — Tekctr : DIEKTpOHHBIA //
OopasoBarenbhas 1iardopma FOpaiir [caiit]. — URL: https://urait.ru/bcode/514213
(mata obpamenwus: 24.09.2023).

I'octeB, 1. M. OmnepaunoHHble CHCTEMBbI : yYeOHUK M NPAaKTUKyM Ais By30B / M. M.
['octeB. — 2-e u3n., ucnp. u nor. — Mocksa : M3narensctBo KOpaiit, 2023. — 164 ¢. —
(Beiciiee oOpazoBanme). — ISBN 978-5-534-04520-8. — TekcT : 3neKTpoHHBIA //
Oo6pasoBarenbras miaardopma HOpaiir [caiit]. — URL: https://urait.ru/bcode/512144
(mara obpamenus: 24.09.2023).

4.3 JlonotHATE IbHAS JINTEPATypa

4.4

1. CraposepoBa, H. A. Onepannonssie cuctemsl : yueoHuk i cro / H. A. Ctaposeposa.

— 2-e m31., crep. — Cankrt-IlerepOypr : Jlanp, 2022. — 412 ¢. — ISBN 978-5-8114-
8984-8. — Texct : anekTpoHHBIN // JlaHb : 31IEKTPOHHO-OMOIMOTEYHAs CUCTEMa. —
URL: https://e.lanbook.com/book/186048 (mara oOpamenus: 24.09.2023). — Pexum
JIOCTYTIA: JIIsl aBTOPU3. TIOJIb30BaTENEH.

. Mamnaxos, C. B. Onepaunonnsie cucteMbl u obonouku / C. B. MamaxoB. — CaHkrt-
[TetepOypr : Jlamp, 2023. — 120 c. — ISBN 978-5-507-45325-2. — Tekcr :
NMeKTpoHHBIW //  Jlaub :  onekTpoHHO-OuMOnmoreuHas cucrema. —  URL:

https://e.lanbook.com/book/302681 (nata oOpamenus: 24.09.2023). — Pexxum nocrymna:
JUISl aBTOPH3. TOJIb30BaTEIIEH.

DJIEKTPOHHBIE 00pa30BaTeJbHbIC PeCYypPChI
1. O0P «be3omnacHocTh onepalmoHHbIX cucTeM Linux» [DnekTpoHHsIil pecypc] — URL:

https://online.mospolytech.ru/course/view.php?id=9267 (mata obpamenus: 01.10.2023).

4.5

4.6

JInueH3uoHHoe U CBOOOIHO pacnpocTpaHsieMoe MPOorpaMMHoe o0ecreyeHue
1. Microsoft Windows

CoBpeMeHHbIe podeccHoHATbHBbIE 0a3bl JAHHBIX U HH(OPMAIIMOHHbIE

CIPABOYHbIE CHCTEMbI
1. ®enepanbHas rocynapcTBeHHasi HHGOPMAIMOHHAs cucTeMa - HanmonansHas 37eKTpoHHAs
oubnuorexka (HIb) https://H36.pd

2.


https://online.mospolytech.ru/course/view.php?id=9267

5 MarepuajbHO-TEXHHUYECKOE o0ecreyeHue

Jlis mpoBeneHMsI BCeX BUAOB 3aHATUH HEOOXOJMMO IPE3EHTALMOHHOE O0OpYAOBaHUE
(MynbTUMEIUNHBINA TPOEKTOP, IKPaH) — 1 KOMIUIEKT.

6 MeToanueckue peKoMeH AN

6.1 MeToanyeckne peKOMeHIAMY IJIsl PENOAaBATeIs 0 OPTraHU3aNNU
o0yueHus

1. IIpu moaroroBke K 3aHATHSAM CIEQyeT MpeABapUTENbHO MpopaboTaTh Marepual
3aHATHUSA, IPEAYCMOTPEB €ro MojJadyy TOYHO B OTBEACHHOE JJIA 3TOro Bpems 3aHsatud. Ciemyer
MOJTOTOBUTh HEOOXOAMMBbIE MaTepuaibl — TEOPEeTUYECKHe CBedeHUus, 3amauyud u Ap. llpu
MIPOBEICHUM 3aHATUSl CIIEyeT KOHTPOJMPOBATh IOJayy Marepuana W pElIeHHE 3aJaHuil ¢
Y4€TOM Yy4€OHOTO BPEMEHH, OTBEJICHHOTO JJIs 3aHATHS.

2. Ilpu mpoBepke pabOT M OTYETOB CIEAYET YYUTHIBATH HE TOJBKO MPaBUIBLHOCTH
BBITIOJIHCHHS 3aJ[aHUl, HO W ONTHUMAJIbHOCTh BBIOPAHHBIX METOJIOB PEIICHHUS, MPABUILHOCTH
BBITIOJIHEHHS BCEX €T0 I11aroB.

6.2 MeToanuyeckue yKa3aHus JAJIs1 00y4ar0IIUXCsl 0 OCBOEHH IO
TUCHUTITHHBI

N3yueHne [OUCUMIUIMHBI OCYIIECTBIISIETCSI B CTPOrOM COOTBETCTBUU C LEJIEBOM
YCTAaHOBKOM B TE€CHOM B3aUMOCBSI3M Y4eOHBIM IUIaHOM. OCHOBOUM TEOPETHYECKON MOATOTOBKHU
CTYJICHTOB SBJISIFOTCS JICKLIMH.

B mporecce caMocCTOsATENBHON pabOTHI CTYIEHTHI 3aKPEIUISIOT M YIUIYOJISIOT 3HAHUSA,
MOJIyYeHHBIE BO BPEMS ayJUTOPHBIX 3aHSATUN, TOTOBSATCSA K AK3aMEHY, a TaKKE€ CaMOCTOSATEIbHO
W3Yy4aroT OT/CJIbHBIC TEMbI YIEOHOU MTPOTPaMMBI.

7 @oHJ OLIEHOYHBIX CPEJICTB

B npornecce 00ydueHNs UCHONB3YIOTCS CIEAYIOMINE OLIEHOUHBIE (JOPMBI CAMOCTOSTENIbHON
paboOThl  CTYIEHTOB, OLIEHOYHBIE CpEICTBAa TEKYIIEro KOHTPOJS  YCHEBAaeMOCTH U
IIPOMEKYTOUHBIX ATTECTALIMMN:

- KOMIIBIOTEPHOE TECTUPOBAHMUE;

- OK3aMCH.
O6pa3I_IBI TCCTOBBIX 3a)laHI/II71, 9K3aMCHAIITMOHHBIX 6I/IJ'IeTOB, MPUBCACHLI B IIPHUIIOKCHUU.

7.1. ®OoHJ OLCHOYHBIX CPEACTB I MPOBECHHUS POMEKYTOYHOM aTTeCTAIUHA
00y4aroIUXCcH M0 JUCHHUILIUHE (MOLYJIIO0).

B npouiecce o0yueHust HCHOMB3YIOTCS CIIEAYIOIINE OLIEHOYHbIE (POPMBI CaMOCTOSATEIbHON
paboOTBl  CTYJNEHTOB, OIICHOYHBICE CpPEJICTBA TEKYIIErOo KOHTPOJIS  YCHEBAEMOCTH U
MIPOMEKYTOUHBIX aTTECTAIIHM:

MpoBeJeHUE JNAa0OpaTOpHBIX paboT (MPAKTUYECKHX 3aHATHH C HCIOJIb30BaHUEM
CTIENTEXHUKH) U UX 3aIUTa;

CaMOCTOATEJbHASI IOJrOTOBKA U MPOBEICHUE MPE3EHTALIUN 110 TEMaM JAUCIUIUIMHBL

- DK3aMEH.



7.1.1. TlepeyeHb KOMIETCHIIMUA C yKa3aHUEM JTAlloOB WX (OPMUPOBAHUS B IPOLIECCE
OCBOEHUsI 00pa30BaTeNIbHOMN MPOTrPaMMBbI.

B pesynbrare

KOMIICTCHI U

OCBOCHHA

U CITUIIINHBI

(Motyst)

dbopmupyroTcs

clenyoIue

KOII KOMIIETCHIIUH

B pe3yabTate ocBoeHUsI 00pa30BaTeIbHON NPOrpaMMBbI 00y4YaIOIMIicA N0JIZKeH

00J121aThH

OIIK-1.2

" CETAX

Crnocoben AIMUHUCTPUPOBATH CPCACTBA 3allIUTHL I/IH(i)OpMaIII/II/I B KOMIIBIOTEPHBIX CUCTEMAX

B mpormecce ocBoeHusi 00pa3oBaTeNbHONW MPOTPaMMBI JAHHBIC KOMIIETCHIIUH, B TOM
YHCIIe UX OTACIbHBIE KOMIIOHEHTHI, (JOPMHUPYIOTCS TO3TAITHO B XOJI€ OCBOCHHUSI 00YJaIOIIMMHUCS
JUCIUIUIMH  (MOJyJiel), TPAaKTUK B COOTBETCTBUU C YYCOHBIM IUJIAHOM H KaJICHAAPHBIM
rpagukoM y4eOHOTO IpoIiecca.

7.1.2. Onucanue noxkasaresieil 1 KpUTepueB OLlEHMBAHUS KOMIIeTeHIUI, (POPMHUPYEMBbIX 110
HTOraM OCBOEHUS IMCUMILIUHBI (MO1YJIS1), OMUCAHUE IIKAJ OLleHUBAHUS

[TokazareneM OIICHMBAaHUS KOMIICTCHIIMI Ha pa3IMYHBIX OSTamax HX (GOpPMHUPOBAHUS
SBIISICTCSA TOCTH)KEHUE O0YYaroIMMUCS IUIAHUPYEMBIX PE3YJIbTaTOB OOYYEHHUs MO TUCLMILIMHE

(MomyIH0):
OIIK-1.2 Cnoco0eH aIMUHUCTPUPOBATH CPeCcTBA 3alMThl HHGOPMALMH B KOMIIBIOTEPHBIX CHCTEMaX U CeTsAX
Kpurtepnu oneHnBanus
Ioxazarens 2 3 4 5
BHATH: OOyJaromiics OOyuaronmiics O0y4aromuiics OOyJaronmiics
Bumger OC. IIpomecchl[ieMOHCTPUPYET MOJHOEIEMOHCTPUPYET HETIONHOE |[TEMOHCTPHPYET MEMOHCTPHPYET MOJHOE
IANTTOPUTMEI HOTCYTCTBHE WJIN|COOTBETCTBHE CIEAYIOINX |[daCTHIHOE COOTBETCTBHE
MEXaHN3MBI HEIOCTATOYHOE BHAHMIA: COOTBETCTBHE CJICTYFOLITNX 3HAHWH:
CUHXPOHM3AIUH. COOTBETCTBHUE Bunet  OC. Ilponeccol.cnenyrouux 3Hanuid:  [Bugslt OC. Ilpoueccsl.
Tynuku.  YnpapieHus|cneayomux 3HaHui:  |AnroputMmbl 1 MexaHu3MblBuasl OC. [lpouecchl/AnropuTmel u
MaMSIThIO. ®@aiinblBuasr OC. Ilpouecchl.CMHXpOHU3aUMK. TYyNUKU.|AITOpUTMBI HMEXaHU3MBbI
Peanmuzanust  GainoBor|AIropuTMbl yYpaBieHUs MaMATBIO.MEXaHU3MBI CHUHXPOHH3ALUU.
CHCTEMBI. CucremMaMexaHU3MBI Dailibl. PeanuzanusCHHXpOHU3ALIMH. Tynuku.  YnpasiueHus
[YIIpaBJIEHUsA BBOJIOM-CHHXPOHU3ALIUH. (aiinoBoit cucremsL(Tynuku.  YnpaBieHUs|IaMATBIO. Dailnbl.
BBIBOZIOM. VYrposslTynmukn.  YrpanenusCucrema YIIPaBICHUANAMATBIO. QaiinelPeanm3anus  daiinoBoif
Ge3o0macHOCTH OC . [mamMAThIO. DaiisBl.[BBOJOM-BBIBOIOM. YTpo3blPeanu3anusa  (ailloBOHCHCTEMBI. Cuctema
TpeboBanmst k 3amurelPeanu3amus (daiinoBoiide3onacHOCTH OC.[cucTeMmsl. CucremajynpaBieHHs BBOJIOM-
OC. PasrpannuenuecucTeMsl. CuctemalTpeboBanns k 3amute OC.)ympaBiieHUsT ~ BBOAOM-BEIBOIOM. Yrpo3sl
Imoctyna B OC.ynpaBieHusi  BBOJIOM-PasrpaHMueHue J0CTyNa BBHIBOJOM. Yrpo3side3omacHOCTH OC.
M neHTHd UK HBBIBOJIOM. Yrpo3elOC. HWnpentndukanus n0e300acHOCTH OC.TpeOoBanuss K 3aIIUTE
ayTeHTH()UKAIIUS Oe3omacHOCTH OC.jayTeHTHDUKAIHAS TpeboBanus k 3amute/OC. Pasrpannuenue
[0JIb30BaTENeH OC.TpeboBanus k 3ammremonszoBarencii OC. AyautOC. Pasrpannuenuejnoctymna B OC.
\Ayaut B OC. OC. Pasrpannuenue OC. Imocryna B OC.Unentudukarms )71
ImocTyma B OC.[lomyckatoTcs Vnentuduxanus HjayTeHTUQHUKALINS
Vnentuduxanus WBHAYNTEJbHbIC OIMOKK,  [yTeHTH(UKAIMS MoJIb30BaTeNeH OC.
ayTeHTH()UKAIINSA TIPOSIBIISIETCS MOJIB30BaTENEH OC.Ayaut B OC, cBO6OIHO|
MOJIB30BaTENEH OC.HenocratouHocTh 3HaHWH, Aymur B OC, Hojpmepupyet
IAynut B OC. IO PsiLy IOKa3aTemew, ImorrycKaroTes MproOpEeTEHHBIMHU
00y4aroIuiics NCIBITHIBACTHE3HAYNTEIIEHBIE BHAHUSIMH.
BHAYUTENbHbIE OIMOKH, HETOYHOCTH,
BaTpyAHEHUs MIpU 3aTPyAHEHUs npu
ONEPUPOBAHUY 3HAHUSIMH  [aHAIIUTHUECKUX
[IPYU UX IEPEHOCE HA HOBBIE |ONEPALIHX.

CUTYyalluu.




YMeThb:

'YrpaBiaTh mpoleccamy]
B OTIEPAIIMOHHBIX
cHCTEMaX.
IPasrpaHu4MBaTh IOCTYI]

K mporeccaM. Paboratp
C cHCTEeMaMH BBOJa-
BLIBOJIA. Ctpoutp

Monens yrpo3z mia OC.

PaboTtath ¢ mpaBaMu H
MPUBUIICTUSIMHU s
MoJIb30BaTesICH.

[IpoBoauts ayaut OC.

OOy4aronmiics He
[YMEET HJIH B
HEIOCTATOYHOMI
CTETICHH yMEeT
'YIipaBisiTh npoueccaMu
B OTIePAIOHHBIX
cHcTeMax.
IPasrpaHu4MBaThH TOCTYII
K mpoiieccam. Paborath
C cHCTeMaMd BBOJA-
BBIBOJIA. Crpoutb
Mozens yrpos mis OC.

IPabotaTh ¢ mpaBaMu H
MPUBHICTHSMHA IS
IMOJIB30BATEIICH.

[IpoBoauTs aynut OC.

OOyuaronmiics
IMeMOHCTPHPYET HEMOJITHOE
COOTBETCTBHUE CIICTYIOITIX
[YMEHUIL:

YpaBidTh mnpoueccamu B
OTIEPALIMOHHBIX CHCTEMaXx.
PasrpaHugmBaTH JOCTYI K
mpoueccam. Paborats ¢
cHCTeMaMM BBOJa-BBIBOJA.
CTpouTh MOJENIh yrpo3 A
OC. Paboratb ¢ npaBaMu 1
IPUBHJICTHSIMH JUTST
[10JIb30BATEIICH.
poBoxuts aymut OC.

. Jomyckatorcs
BHAYUTETbHBIC OITHOKH,
TIPOSIBISIETCS
HEJOCTaTOYHOCTh YMEHHM.

O0y4aronmiics
IMEMOHCTPUPYET
JaCTHYHOE
COOTBETCTBHE
CIEeyIOIINX YMEHUMN:
'YTipaBiisiTh npoueccamyl
B OTIEPaIIMOHHBIX
cucTeMax.
PasrpaHnuuBaThH AOCTYI]
Kk mporeccam. PaGorath
C cucTeMaMH BBOJa-
BBIBOJIA. Ctpouts
Mozens yrposz aiast OC.
PaboTats ¢ mpaBaMu H
MPUBHMIICTHSIMA U]
MOJIb30BATENEH.
IMpoBomuts aymut OC.

. YMEHHS OCBOCHBI, HO
IMOITyCKaroTCs
HC3HAYNTCIIBHBIC
OIINOKH, HETOYHOCTH.

OOyJaronmiics
ITEMOHCTPHUPYET OTHOE
COOTBETCTBHE
CIIEIYIOIINX YMEHUH:
YrpaBnate mpoueccamyl
B OTIePAIOHHBIX|
cucTeMax.
PasrpaHnumBaTh J0CTYII
K mporeccaM. PaboTarth
C cucTeMaMu BBOJA-
BBIBOJIA. Crpoutb
Monens yrpo3z g OC.
PaGoTaTh C mpaBaMu H
TPUBHIICTUSIMH IOIE|
MOJIb30BaTENEH.
[poBomuts aymur OC.

CBoOOIHO  omepHupyer
MprOOpPETEHHBIMHI
[YMEHUSIMH, TPUMEHSET
X B CUTyaluAiX|
MOBBIILIEHHON
CII0’)KHOCTH.

BJIATETH:
CpencrBamu
[YIIpaBICHUS
npoueccamu. Mertogamu

W CpeICTBaMU PabOTHI C
(hattmoBoit CHUCTEMOH.
HaBpikamu ~ paboTBI  C
KOH(QHUTYpalHOHHBIMA
hattmamu OC.
CpencrBamu
pa3rpaHUYeHusl 10CTyIA.
CpencrBamu
yIIpaBIeHUS

MO THKAMHU
Ge3o0macHOCTH OcC.
CucremaMu
IMOTHPOBAHUSI.

OO6yyaroruiics He
BIIAJCET WA B
HEI0CTaTOYHOM
CTENEH! BIIaJIeeT
CpencrBamu
VIpaBJICHUSL
MpoIeccaMH.
MeTomaMu 1
cpencTBaMu paboTHI C
(haittoBoii cCTEMOIA.
Hasbikamu paboThI C
KOH(pHUTYpaIMOHHBIMU
(aiinamu OC.
CpencrBamu
[pasrpaHUYCHUS
imoctyma. CpeacrBaMu
YIIpaBJICHUS
[TOJTUTUKAMU
be3onacuoct OC.
CucreMaMHu
ITOrMPOBAHUSL.

OOyUaroNIMics BIaaACeT
CpencTBaMHu yIpaBieHUs
npoueccamMu. Metonamu u
CpeiCTBaMH pabOTHI ¢
(haitmoBoit cucTeMOit.
Happikamu paboTsI C
KOH(UTYpalMOHHBIMH
¢aitmamu OC. CpenctBamu
[pa3TpaHIYEeHUS JOCTYTIA.
CpencTBaMHu yrpaBieHUs
MOJTUTUKaMHU 0€30I1aCHOCTH
OC. Cucremamu
lTOrMpoBaHus. HO
IMOIyCKaroTCs
BHAYUTCIIbHBIC OIlII/I6KI/I,
MIPOSIBIISIETCS
HEIOCTaTOYHOCTh BJIa/ICHHS

OG6yuatouuiics
YaCTUYHO BIIaJICCT
CpencrBamu
YIpaBICHUS
MpoIieccaMu.
MeTogamu u
cpencTBaMu paboTHI C
(baitnoBoii cucTeMoii.
HaBsikamMu paboTHI C
KOH(HUTYpaIIMOHHBIMU
daiizamu OC.
CpencrBamu
[pa3rpaHUYCHUS
imoctyna. Cpencrsamu
YIIpaBJICHUS

MO THKAMHU
oe3omacaocTu OC.
Cucremamu
ITOTHPOBAHWS, HABBIKI
OCBOCHBI, HO
ITOTTYCKarOTCSI
HE3HAYNTEIILHBIC
OIIMOKH, HETOUHOCTH,

OOyJaromuiics B
[MOJIHOM OO0BbEeMeE BiIaceT
CpencrBamu
[yIpaBJIeHUS
mporeccaMu. MetomgaMu
1 cpeacTBaMu paboTHI ¢
(haitmoBO#t cHCTEMOTA.
HaBpikamu pabOTHI €
KOH(pHUTYypaITHOHHBIMH
(aiinamu OC.
CpencrBamu
[pa3rpaHUyYeHus JOCTYIIA.
CpencrBamu
lyIpaBJICHUS
[TOJIMTHKAMU
be3omacuoctr OC.
CrucrteMaMu
lTorupoBaHus, CBOOOTHO
MPUMEHSET MOTyICHHBIC
HABBIKY B CUTYaIIHIX
IMOBBIIIICHHOMN
CJIO3KHOCTH.

3aTpyHEHUS.

[IIxansl OLIEHUBAHUS PE3YJIBTATOB IPOMEXYTOYHOM aTTECTALIMU U UX ONMCAHUE:

(DOPM(I npomeofcymouuoﬁ ammecmauuu’ IK3amMeH.

[IpomexyrouHas arrectanus oOydaromuxcss B ¢GopMe »HK3aMeHa IPOBOJUTCS IO
pe3ysbTaTaM BBIIOJIHEHUS BCEX BUIOB y4eOHOW paboThl, MPEIYCMOTPEHHBIX YY€OHBIM IJIAHOM
10 JaHHOM TUCHUIUIMHE (MOXYIO), MIPU 3TOM YUUTHIBAIOTCS PE3yJbTaThl TEKYHIErO KOHTPOJIS

yCII€Ba€MOCTU B TCUCHHUC CEMCECTpaA.

OI_IGHKa CTCIICHU  OOCTHXKCHHUA O6y‘IaIOH_II/IMI/IC$I

IUTAHUPYEMBIX Pe3yJIbTaTOB 00yUeHUs M0 AUCUUILIIMHE (MOAYIIO) MPOBOJUTCS MpenogaBaTeliem,
BEIYLUIMM 3aHATUSA IO JUCLUUIUIMHE (MOJYJIO) METOJOM OJKCHepTHOM oueHku. [lo wmrtoram



MPOMEKYTOUHOM aTTeCTallUM MO AMCIUIUIMHE (MOJYJII0) BBICTABISETCS OLEHKA «OTIUYHOY,
«XOpPOIIO», «YIOBIETBOPUTEIBHO» UIIA «HEYAOBIECTBOPUTEILHON.

IIIxana oneHUBAHUSA

Onucanue

OTiIn4yHO

BeimostHeHB! Bce BUABI ydeOHOI pabOTHI, NMPEAYCMOTPEHHBIE yUEOHBIM IIITAHOM.
CTyIeHT IeMOHCTPUPYET COOTBETCTBUE 3HAHUH, YMEHHUI, HAaBHIKOB NIPUBEACHHBIM B
Tabnuuax IoKasareneil, omepupyeT NHpPHOOPETCHHBIMU 3HAHUSMHU, YMEHUSIMHU,
HaBBIKAMU, IPUMEHSAET UX B CUTYaLUsAX MOBBIIICHHON clI0XKHOCTU. IIpu 3TOM MOTyT
OBITH JONYIIEHBl HE3HAYUTENbHBIE OIIMOKHM, HETOYHOCTH, 3aTPyIHEHUsS IpH
QHAJTUTUYECKHX ONEpalusaX, MepPeHoce 3HaHUHM U YMEHUH Ha HOBbIE, HECTAHIApPTHBIE
CUTYyalUu.

Xopomio

BeIONHEHB! Bce BHABI y4eOHOH paboThl, MPEXyCMOTPEHHBIC YYEOHBIM IUIAHOM.
CTyZIeHT IEeMOHCTPUPYET HEIOJNHOe, NPaBUIIBHOE COOTBETCTBHE 3HAHMM, YMEHHH,
HABBIKOB IIPUBEICHHBIM B TaONHIIaX IOKa3aTelei, MO0 eclu mpu 3TOM OBUIH
Imomy1eHs! 2-3 HeCyIeCTBEHHBIE OLINOKH.

YI[OBJ'ICTBOpI/ITeJ'IBHO

IBrImoTHEHBI BCce BUABI Y4eOHOH pabOTHI, MPEeXyCMOTPEHHBIE YYeOHBIM ILIAHOM.
CTyIeHT OeMOHCTPHPYET COOTBETCTBHE 3HAHHI, B KOTOPOM OCBEIIEHa OCHOBHAs,
HauOoJee BakHAs 4acThb MaTepHala, HO MPH 3TOM JOMYIIEHA OJHA 3HAYUTEIbHAS
OIIMOKa MU HETOYHOCTb.

HeynosnerBopurensHO

He BbImonHEH OOMH WM Ooiiee BUIOB Yy4eOHOW pabOThHI, NPEIyCMOTPEHHBIX
yaeOHbIM TuIaHOM. CTYIEHT IEeMOHCTPHPYET HENOJIHOE COOTBETCTBHE 3HAHH,
YMEHHH, HaBBIKOB NPUBEICHHBIM B TaONWIaxXx IOKa3zaTelel, IOIyCKaroTCs|
BHAYUTENIbHBIC OLIMOKH, MPOSBISACTCS OTCYTCTBHE 3HAHWH, YMEHHH, HaBBIKOB IIO
PSRy TOKazaTeled, CTyIEHT MWCIBITBIBACT 3HAUMUTENbHBIC 3aTPYIHCHHUS TIPH
OTIepUPOBAHUY 3HAHUSAMH U YMEHISIMU IIPU MX TIEPEHOCE Ha HOBBIE CUTYallUH.

DOoHABI OLIEHOYHBIX CpeacCTB NMpeACTABJCHBI B IIPUJIOKCHHU K paﬁoqeﬁ nmporpamme.



[Ipunoxenue.

CTpyKTYypa U cojiep:KaHue JUCHUILINHBI «be3onacHocTh onepauuoHHbIX cucteM Windows»
110 HANIPABJIEHUIO MOATOTOBKH
09.03.01 «MudopMaTHKa U BHIYUCIUTEIbHAS TEXHHKA)

(0axkanaBp)
Henen Buabl yueOHOM padoThI
Ce y P ’ . ®opmbl
| BRJIIOYafA CAMOCTOATECJILHYIO BHI{I)I CAMOCTOATECJIIBHOU paﬁOTLI aTTecTaIl
Me
Paznen padoTy CTY1eHTOB, CTY/IEeHTOB
CcT 7041
n/n ceMecCT H TPYAOEMKOCTDb B Yacax
p
pa J | I/C | Jlad | CPC | KCP | K.P. | KIL. | I3 | Pedepar | K/p | D | 3
3 cemecTp
BeeeHre B ONEPAMOHHBIE CUCTEMBL. IIpOLIECCHI.
1 |AnroputMBl W MeXaHM3MBI CHHXPOHH3AIIHHL 1-4 16 16
Tynuku.
o [Ynpaerenwe mamsThio. QaiinoBas  chcTema. 5-9 20 20
Cucrema BBO/Ia-BBIBOJIA.
3 MexaHu3Mbl ~ CUHXPOHHU3AIlMU  IPOIECCOB U 3 10-12 12 12
OTOKOB
4 'Yrpo3er  GezomacHoctu  OC. TpeGoBanus K 13-14 8 8
samute OC. Pasrpannuenue gocryma B OC.
M aeHTudukams " ayTeHTU( UKL _
5 mosb3oBareneit OC. Ayaur B OC. 15-18 16 16
Dopma ammecmayuu 3| 19-21 : C
Bcero yacoB no IUCIUILIIMHE
A 72 | 72
BO 3 ceMecTpe
Bcero yacoB no AucuuninHe 72 72




[Tpunoxenue k
paboueii mporpamMme

MUHHUCTEPCTBO HAYKHU U BBICIIEI'O OBPA3BOBAHUS
POCCUNCKOU ®EJEPALINU

®EJIEPAJIBHOE 'OCYTAPCTBEHHOE ABTOHOMHOE OBPA3OBATEJIbHOE YUPEX/IEHUE
BBICILIET'O OBPA3BOBAHUS

«MOCKOBCKHI MOJUTEXHUYECKHA YHUBEPCUTET»
(MOCKOBCKMI1 MOJINTEX)

Hamnpasnenue nmoaroroku: 09.03.01 «MapopMaTUKa U BEIYUCITUTEIbHAS TEXHUKA
OIT (mpodwip): «Kubepde30macHOCTh aBTOMATH3UPOBAHHBIX CUCTEM)
dopma 00yueHHs: OuHas

Bun npodeccuonanbHo 1€ TENbHOCTH: 3KCILTyaTallUOHHAS; IPOEKTHO-TEXHOJIOTHUECKas;
SKCIEPUMEHTAIBHO-UCCIIE0BATENbCKAs; OPraHU3allMOHHO-YIIPABIICHYECKAs.

Kadenpa: «MadopmannonHas 6€301MacHOCTh)»
®OHJJ OHEHOYHBLIX CPEJICTB
MO JUCHUIIJIMHE

«be3onacHocTb onepannoHHbIX cucteM Windows»

Cocrag: 1. [1acriopt oH1a OIIEHOUHBIX CPEJCTB

2. OnucaHue OLIEHOYHBIX CPENICTB:
KommnsrorepHoe TectupoBanue
DK3aMeH

Cocrasuresn: ct. npen. IInkos B.A.

Mocksa, 2023 rop,
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Tabnuua 1

IMOKA3ATEJb YPOBHA C®OPMHUPOBAHHOCTHU KOMIIETEHIIUIA

be3onacHocth onepaunoHHbIX cucteM Windows

dI'OC BO 10.03.01 «MudopmanmonHasi 0€301aCHOCTb)

B mporecce ocBoeHUsI JAHHOM JUCHUIUIMHBI CTYACHT (POPMHUPYET M JEMOHCTPUPYET CIICAYIOIIHE
o0menpodeccnoHaNbHbIEe 1 NPO(ecCHOHAIbHbIE KOMIICTCHIHHN:

KOMIIETEHIINU

WUH-
JIEKC

OOPMYJINP
OBKA

Hepeqeﬂb KOMIIOHCHTOB

TexHogor
s
(popmupos
aHus
KOMIIETEeH
19707

Dopm
a
OLIEHO
q-
HOI'0
cpenc
TB

Crenenu ypoBHeil 0CBOEHUSI KOMIIETeHIMI

19




OIIK-1.2

Cnocoben
aJIMUHUCTPHPOBATH
Cpe/CTBa 3aIIUThI
nHdopmanum B
KOMIIBIOTEPHBIX
CHCTEMaXx U CeTsX

3HATH:

Buner OC. [Ipotiecchl. AITOPUTMBI U MEXaHU3MBI
CUHXpoHM3auuu. Tynuku. YpasieHus namMaTeo. Oauisl.
Peanmzanust ¢aitnosoii cucteMsl. CucteMa yrnpaBieHUs
BBOJIOM-BEIBOJIOM. YTpo3sI 6e3onacHocTi OC. TpeboBaHus K
3amure OC. Pasrparndenue nocrymna B OC. UnenTudukanms
u ayreHTHUKams noas3osareneit OC. Aynut B OC.
yMeThb:

YnpaBasaTh npolieccaMy B ONEPALIMOHHBIX CHCTEMAX.
PasrpannumBate 1octyn K mpoueccam. Paborats ¢ cucreMamu
BBOJIa-BbIBOIa. CTpouth Mozens yrpo3 s OC. PabGortats ¢
MpaBaMM U MPUBKHIIETUSIMHU JIJIs ToJib3oBaTeneil. [IpoBoauth
aynut OC.

BJIaJeTh:

CpencrBaMu yrpasieHus nporeccamu. Meronamu u
cpencrTBaMu paboTHI ¢ ¢aitmoBoii cuctemoii. HaBpikamu
paboThI ¢ koHpuUrypanroHHEIMHE ¢aitmamu OC. CpencrBamMu
pasrpanuyeHus gocryna. CpeicTBaMy yIpaBlIeHUs
noyutikaMu 6e3onacHocTr OC. CrucTeMaMu JOTHPOBAHUSL.

CaMOCTOSITEIIbH
as pabora,
nmabopaTopHbIe
3aHATHA

KT,
3K3aMCH

ba3oBrlii ypoBEHb:
3HATB!

Bunsr OC. IIpouecchl. ATTOPUTMBI U MEXaHU3MBI
CUHXpOHM3alMU. Tynuku. YpasneHus namsaTeio. Oaissl.
Peanuzarus daiinosoii cucremsl. CucremMa ynpaBieHUS
BBOJIOM-BEIBOJIOM. YTpo3sI 6e3onmacHocTr OC. TpeboBaHms K
3ammre OC. Pasrpannaenne nocryna B OC. Unentudukanms
u ayTeHTUUKams noip3oBareneit OC. Aymut B OC.
ymeeT
YnpaBiATh npoleccaMy B ONEPallMOHHBIX CUCTEMAX.
PasrpannuuBate noctyn Kk npoueccam. Paborats ¢
cucTeMamu BBoJia-BeiBoJa. CTpouTh Mojienb yrpo3 st OC.
PaboTats ¢ npaBaMu ¥ NPUBUIIETUSAMH IS OJIH30BATEINIEH.
[IpoBoauth
BJIAJICTh:

CpencrBamu ynpasiieHHs porieccaMu. MetoamMu 1
cpencTBaMu paboTHI ¢ ¢aitnoBoii cuctemoii. HaBpikamu
paboTs! ¢ koHpuUrypannoHHEIMH ¢aitnamu OC. CpencrBaMu
pasrpan4eHus gocryna. CpeIcTBaMy yIpaBlIeHHUS
noymutukamu 6e3zomacHoctd OC. CucteMaMu JIOTHPOBAHUS
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[Tpunoxenue 2
K paboueii mporpamme

OueHouyHbIE CpeCTBA IJIA TEKyIel aTTecTalun

KomnbroTepHoe TecTUPOBaHME.

[To kaxxno#t Teme npenaraercst 10 BompocoB 1o kaxaon teme. OCBOCHUE TEMBI 3aBUCUT OT
pe3ynbpTaTa Hanucanus Tecta: 9-10 6ayIoB - TeMa CYUTAeTCsl OCBOEHHOM Ha MPOJIBUHYTOM YPOBHE;
6-8 6amioB - Tema cuMTaeTcs OCBOCHHON Ha 0a30BOM ypoBHe; 0-5 0auioB — TeMa CUMTaeTCs He
OCBOCHHOM.

OueHo4YHbIE CpeCTBA JJISA POMEKYTOYHOM aTTeCcTAlluU
JK3aMeH.
Cnncok BONPOCOB /1Jisl IK3aMeHa M0 IUCUMILINHE

1. MonsTHE ONIEpallMOHHAS CUCTEMA, KJIACCU(UKAIIHS OTICPAIIMOHHBIX CUCTEM.

2. ApXHTEKTypa MHOT033JJa4YHON CETeBO OMEPAIlMOHHON CUCTEMBI.

3. 3amumennabIe (aiIOBBIC CHCTEMBI.

4. TloHsATHE TOTUTHKYU Pa3TPaHUUYEHUS JOCTYIA B KOMIBIOTEPHBIX CHCTEMAX.

5. OmHOYpOBHEBAss 1 MHOTOYPOBHEBAsI MOJICIIH pa3TPaHUYCHUS TOCTYIIA, UX JIOCTOMHCTBA U
HEJIOCTAaTKHU.

6. Peanu3zanys TEXHOJIOTHH Pa3rpaHUYCHHS TOCTYIIA B ONIEPANIMOHHBIX CHCTEMAaX.

7. Unentudukanus, ayreHTudukanus. OakTopsl ayTeHTUDUKAIINN.

8. 3arpy3unku omnepannoHHbIX cucteM. OOecrniedenne 3ammtel or HCJl mpu 3arpyske
CUCTEMBL.

9. IMonsTHE CePTUDUITMPOBAHHBIX M JTUIICH3NPOBAHHBIX OTICPAITMOHHBIX CUCTEM.

10. Onepamnmonnbie cucteMbl cemeiicta Microsoft Windows. OcobeHHOCTH peanu3aiu
MEXaHHU3MOB 3aIUTHI HH()OPMAIIUH.

11. Kpunrorpaduyeckass 3aluTa MOJb30BATEIBCKUX JAHHBIX CpPEACTBAMH IMHUPYIOLIEH
daitnoBoii cucremsr EFS.

12. Texuonorust BitLocker u BitLocker To Go.

13. Texnonorus DirectAccess.

14. Texnonorus Network Access Control.

15. Co3panme 3aMKHYTO# TPOrpaMMHO#i cpeibl ¢ Tomonibo GyHkimn AppLocker.

16. Peanu3anus BCTPOECHHBIX MEXaHM3MOB 3amiuThl uHpopmaimu Microsoft Windows na
ABTOHOMHOM pabo4eM MecTe, B OJTHOPAHTOBOM CETH.

17. 3amuta nadopmarmu B Active Directory.

18. Tonp3oBaTenu ¥ UX BUABL. [ pymImbl moyib3oBaTeNiell. YUETHBIC 3alMCH MOJIb30BaTele 1
paboTa c HUMH.

19. llpumenenne Group Policy onepammonnsix cucrem Windows st 3amiuThl
uHpOpMaLUH.

20. TexHosornn 0e€30MaCHOTO  YAAJIEHHOTO JIOCTYNa K KOPIIOPATHBHBIM pecypcam
(mpuMeHeHNe BCTPOCHHOTO (YHKIIMOHATA ONEPAIMOHHBIX CHCTEM).

21. Onepannonnas cucrema Astra Linux. OCoOeHHOCTH peanu3aind MEXaHH3MOB 3aIl[HUThI
UHpOpMaLINH.

22. MexaHu3M U30UPATEeILHOTO yIpaBieHus qoctymoM Astra Linux.

23. Mexanusm PAM kak peanuzaius (yHKIMM MISHTHU(DUKALUMU W ayTeHTH(PUKALUU
nosib3oBareneit B Astra Linux. CpencTBa noaiepXku IByX(pakTOpHOUN ayTeHTU(DUKAIIH.



24. Tomen Astra Linux Directory. Texnomoruu 3amuthl nHboOpManuu B aomene Astra
Linux.

25. MannatHas CYIIHOCTHO-POJIEBast HII-monens yIpaBJICHUS JIOCTYTIOM
u uHpopmarmonnbimu motokamu (MPOCII ITT-moxens) Astra Linux Special Edition.

26. OcHOBHBIE TOJOXKEHHUsT  pykoBomsamux  gokymeHToB (PZ[) ®DCTOK  Poccum
(T'ocTexxkomuccnn) 1o 3amuTe HHPOPMAIIHH.

27.P1. AC. 3ammra or HCJH. Krnaccupukamms AC wu TpeboBanms mno 33U
(ot 30 mapta 1992 rona).

28. PJI. 3amumra or HCJ. Yacte 1. IlporpammHoe oOecneYeHHE CpEJCTB 3allUThI
nHpopmanuu. Knaccudukanus mo yposHto koHTposst HIIB (ot 4 urons 1999 roga).

29. PII. CBT. 3ammra ot HCJ/] x undopmammu. [Tokazarenu 3ammménnoctu or HCJl k
undopmarnuu (ot 30 mapra 1992 rona).

30. CpencrBa 3ammThl WHGOPMAIMHU, YCTAHABIMBACMBIC HA OMNEPANMOHHBIC CHCTEMBI.
Knaccudukanus. Pemraempie 3amaqn.

31. Cucrembr 3amuThl  WHGOpMAauMU. MeToa oOmpeAeNeHUuss CcocTaBa M OIEHKHU
3(PEKTUBHOCTH CUCTEMBI 3aIIUTH HHGOPMAIIHIH.

32. Yrpo3sl 6e30macHOCTH HHPOPMAIIHH.

33. YS3BUMOCTH OINEPAIIMOHHBIX CHCTEM.

[Tpumep Ounera.

1. Anroputmbl U MEXaHU3MbI CUHXPOHHU3AIIH.
2. Paszrpanmuenue gocrymna B OC.
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