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1. Ileau ocBOeHHS AMCIUILJINHBI.

K ocHOBHBIM 1eJIsIM OCBOCHUSI TUCHUIUIMHBI «AHAN3 3alIUIIEHHOCTA CUCTEM» CIIEAYET
OTHECTH:
e OBJAJCHUE MNPUHIMIAMH  OpraHU3alMK  Mpolecca  aHaiM3a  3allUIIEHHOCTH
ABTOMAaTHU3UPOBAHHON CHCTEMBI.
K ocHOBHBIM 3ajayaM OCBOCHHUS JUCIUILIMHBI «AHAIU3 3aIMUIIEHHOCTA CHUCTEM)
CJeMyeT OTHECTH:
® WCIOJB30BaHUS CUCTEM OOHAPYKEHUSI BTOPIKCHHIA.

2. Mecto nucuuiuinabl B cTpykrype OOIL.

JucuuiuinHa «AHaN3 3alUIIEHHOCTH CUCTEM» OTHOCUTCS K YMCIy MPO(ecCHOHANTBHBIX
y4eOHBIX IUCLMILIMH 10 BBIOOpY cryaeHTa yactu 1ukina (bl) ocHoBHON oOpa3oBarenbHOMN
nporpammsl (b.1.11B.3).

W3yuenne IUCUMIUIMHBI ONMUPAETCS HAa 3HAHMS, YMEHHUS WM HaBBIKH, NMPHOOPETCHHBIC B
IpPEIIECTBYIONIMX JUCHMIUIMHAX: bezomacHocTh cuctem 0a3 naHHbIX, be3zomacHocTh ceteit
AJIEKTPOHHBIX BBIYMCIUTENIBHBIX MAalINH, be30MacHOCTh ONEpalOHHBIX CUCTEM .

3. IlepeyeHb MIIAHMPYEMBIX Pe3yJIbTATOB 00yUeHUSs MO AUCHUILTNHE (MOIYJIIO),
COOTHECEHHbIE C IVIAHUPYEMBbIMH Pe3yJbTATAMHU 0CBOEHHS 00pa30BaTe/IbHON NPOrpaMMbl.

B pesynpTaTe OCBOEGHMSI TUCHUIUIMHBI (MOIy’si) Yy oOy4arommxcs (HOpMHUPYIOTCS
CJIEYIONINE KOMIIETEHIIUU U JJOJDKHBI OBITh JOCTUTHYTHI CIEAYIONINE PE3yabTaThl O0OYUCHUS KaK
sTan GOPMUPOBAHUS COOTBETCTBYIOIIUX KOMIIETEHIIUI:

B pe3syabrare

OCBOCHMS
Kon o0pa3oBaTeILHOM IlepeyeHb MUIaHUPYEMBIX Pe3yJIbTATOB
KOMIIeTeHIIUH NPOrpamMmsbl 0o0y4eHHUsI MO AUCUMILINHE
o0y4arommiics 10JIKeH
o0JsanaTh
[1K-3 CnocoOHOCTb 3HATh:
NPOBOJINTH AaHAIIU3 ® IPHUHIUIBI TIOCTPOCHUH,
3alUIIEHHOCTH (GYHKITMOHUPOBAHUS u IIPUMEPBI
aBTOMATHU3UPOBAHHBIX peanuzanuu CUCTEM aHanu3a
CUCTEM 3aIIUIIEHHOCTH " oOHapyKeHUs

BTOP>KECHU;
yMeThb:
e paspabaThiBaTh METOJIUKY TIOUCKA W
OOHapyXeHHS YI3BUMOCTEN;
e T[POBOAMTH  AaHAJIM3  3ALIUILEHHOCTH

KOMIIOHEHTOB aBTOMATHU3MPOBAHHON
CUCTEMBI;
BJIAJETh:
® HaBbIKAMU UCIIOJIb30BaHUs
MHCTPYMEHTAJIBHBIX CPEICTB aHalu3a
3aIlUIIEHHOCTH.




[1K-4 Criocob6HOCTD 3HATh:
pa3zpabaThIBaTh MOJICITH e IIPHUHLUIIBI OCTPOEHHUSI,
yIpo3 ¥ MOJEIH (bYHKIIMOHUPOBAHUS u IPUMEPBI
HapYIIUTENS peanu3au cHCTEM aHaJIn3a
uH(HOPMAMOHHON 3aIUIIEHHOCTH u oOHapyXeHHs
0e30MacHOCTH BTOP)KCHUH;
aBTOMAaTU3UPOBAHHOM yMeThb:
CHUCTEMBI e pa3pabaTbiBaTb METOAUKY IIOMCKA U
0OHapyXeHUS YI3BUMOCTEH;
® I[POBOAWTH  aHAIM3  3AIIMIIEHHOCTU
KOMITIOHEHTOB aBTOMAaTH3HPOBAHHOM
CUCTEMBI;
BJIa/IeTh:
® HaBbIKAMU UCIIOJIb30BaHUS
MHCTPYMEHTAJIBHBIX CPEICTB aHalln3a
3alIUIIEHHOCTH.
[1K-5 CnocoOHOCTD 3HATh:
IIPOBOJUTH aHAJIN3 ®  TIPUHITUIIBI MOCTPOCHHUS,
PHUCKOB (G YHKITMOHUPOBAHHUS u IpUMEPHI
UH(POPMALIMOHHOM peanu3anuu CUCTEM aHanm3a
0e30MacHOCTH 3alIMIEHHOCTH u oOHapyKeHUs
aBTOMAaTU3UPOBAHHOM BTOPKEHUM;
CUCTEMBbI yMeTh:
e pa3pabaThiBaTh METOAMKY IIOMCKA U
oOHapyXeHHS YSI3BUMOCTEH;
® TMPOBOAWTH AaHAIHM3  3ALIUIIECHHOCTH
KOMITOHEHTOB aBTOMAaTH3HPOBAHHOM
CHCTEMBI;
BJIa/I€Th:
® HaBBIKAMU UCTIOJIb30BaHUS
MHCTPYMEHTAJBHBIX CPEJCTB aHalu3a
3alAIIEHHOCTH.
I1CK-7.2 CriocobHOCTb 3HATh:
MIPOBOJUTH aHAIN3 ® TIPUHIAIIEI MNOCTPOCHHUS,
PHCKOB (YHKITUOHUPOBAHUS " IpUMEPHI
UH(POPMAIIMOHHOM peanuzanuu cucTeM aHanmm3a
0€30IMacCHOCTH U 3alAIIEHHOCTH " oOHapyKeHUS
pa3pabarbiBaTh, BTOPKEHUM;
PYKOBOJUTD yMeThb:

pa3pabOTKOM MOTUTUKH
0e30MacHOCTH B
pacrpeeIeHHbIX
WH()OPMAITMOHHBIX
CUCTeMax

e paspabaTblBaTh METOAMKY IIOHCKAa U
oOHapyKeHHs ysI3BUMOCTEH;

® TMPOBOJAWTH AaHAIN3  3AMIUIIEHHOCTH
KOMITOHEHTOB aBTOMATU3MPOBAHHOMN
CHCTEMBI,
BJIA/IE€Th:
® HaBBEIKAMU HCIOIb30BaHHUS

HHCTPYMCHTAJILHBIX CpPCACTB aHaJIM3a




3alllUIICHHOCTH.

4. CTpyKTYypa U cofep:kaHue JUCHMIUIUHBI.

OO6mast TPyIOEMKOCTh JUCIUIUIMHBI COCTAaBJsIeT 4 3a4eTHBIX eauHMIbL, T.e. 144
aKaJeMUYecKnX JacoB (Jiekuuu — 36 vac, mabopaTopHble 3aHATHA — 36 4ac, caMOCTOSTEIbHAS
pabora - 72 gaca, popma KOHTPOJII — IK3aMeH) B 6 cemecTpe.

CtpyKTypa U colepkaHue TUCIUTUINHBI «AHAU3 3aIUIIEHHOCTA CHCTEM» TI0 CPOKaM U
BUaM Pa0OThI OTPAKEHBI B TIPUIIOKCHUH.

Coaep:xxaHue pa3ieioB IMCHHILTHHBI
Tewma 1. ITonarue 3amumennoctu UC

[loHATHe 3amMINEHHOCTH AaBTOMATU3MPOBAaHHOM cucreMbl. HopmaTtuBHas 0asa.
Meronuka aHanu3a 3amiuiieHHocTd. Mcxonnele nanHble oOcnenyemor UMC. Metoasl
TECTUPOBAaHUS CUCTEMBbI 3aIuThl. Kitaccudukanus cucteM U CpeCTB aHAIN3a 3alIUILEHHOCTH.

CpencTBa aHanmu3a mapameTpoB 3amuTsl. Kimaccudukamyst MeTo10B aHaIN3a apaMeTpOB
samuThl (Security Benchmarks). Crnenudukanuun Security Benchmarks. Cnenudukanuu
NepBOTO YpOBHS sl 06a30BOro (MHHMMAJIbHOTO) YpOBHs 3amuThl. Crenudukanuu BTOPOTro
YPOBHSI 3aLUTHI JUIsI CHCTEM C ITOBBILIEHHBIMU TPEOOBAaHUAMHU 11O OE30M1aCHOCTH.

Tema 2. Cpencrsa aHanu3a 3alIMIIEHHOCTH CETEBBIX CEPBUCOB
VYS3BUMOCTH CETEBBIX IPOTOKOJIOB, CIIyk0, cepBrcoB. Knaccudukaius cpencTs aHaim3a
3alIMIEHHOCTH CETEBbIX CEPBUCOB.
CepTuduimpoBaHHbie CpeCTBA aHaIM3a 3anuiieHHoctr: XSpider, MaxPatrol, PeBuzop
Cern, Ckanep-BC. @yHKIIMH, METOIMKA UCIIOJIB30BaHUS.

Tema 3. CpenctBa aHanm3a 3alUIIICHHOCTH Web-TIpHIIOKEeHU !

Ananu3 u kinaccuukanus ys3Bumocted web-npunoxxeHuil. bubanoreka JOKYMEHTOB
Open Web Application Security Project (OWASP), mpoexkt Web Application Security
Consortium (WASC).

KommiekcHasi orjeHKa 3alUIIEHHOCTH Web-puioxkeHus. [IpuHIun «4epHoro suuka»
[Tpunuun «ceporo simuka». [puHuun «oenoro simukay. UHCTpyMeHTallbHbIE CPECTBA aHAIN3a
3alIUIEHHOCTH Web-TipuinoxeHus.

5. O0pa3oBaTesbHbIEC TEXHOJIOTHH.

Metonuka mnpenonaBaHus AMCLUIUIMHBL «AHaIW3 3alUMIIEHHOCTH CUCTEM H» WU
peaiM3anys KOMIIETEHTHOCTHOTO IMOJAXO0Ja B M3JIOKEHMM U BOCIPHUSATHM Marepuana
npeaycMaTpuBaeT UCIOIb30BaHUE CIEIYIOIUX aKTUBHBIX U MHTEPAKTUBHBIX (POPM MPOBEIACHUS
IPYNIOBBIX, MHINBUYaIbHBIX, ayJUTOPHBIX 3aHATUN B COYETAHUU C BHEAYAUTOPHON paboTOM ¢
1eNbi0 (POPMUPOBAHUSA U Pa3BUTHUS MPO(HECCHOHATBHBIX HABBIKOB 00YYaIOIIHXCS:

- IOATOTOBKA K BBIMOJIHEHUIO Ja00paTOpHBIX padoT;

VYaenbHbI Bec 3aHATUH, NPOBOJUMBIX B HMHTEPAKTUBHBIX (hopMax MO JUCHUILIMHE,
coctasisgeT 20 % ayTUTOPHBIX 3aHATHH



6. OeHOYHbBIE CPEACTBA /ISl TEKYIIero KOHTPOJIS yCIeBAeMOCTH, IPOMEKYTOYHOM
aTTeCTALMHU [0 UTOI'aM OCBOCHHS JMCUHUILIMHBI U Y4eOHO-MeToHYecKoe odecrevyeHne
CaMOCTOSITEIbHON paboThI CTY/ICHTOB.

B npouecce 00y4eHNs HCIONB3YIOTCS CIETYIOLINE OLEHOUHBIE (POPMBI CAMOCTOATEIILHON
pabOThl  CTYJEHTOB, OLICHOYHBIE CpEACTBA TEKYIIErOo KOHTPOJIsS  yCIIEBA€MOCTH U
IIPOMEXKYTOUHBIX aTTECTALlUN:

- DK3aMEH.

O6paSHBI J9K3aMCHAaIlMOHHBIX 6I/IJ'ICTOB, IIPUBCACHEBI B IIPHUJIOKCHHNU.

6.1. ®oH/1 OLIEHOYHBIX CPEICTB /ISl POBEAECHUS] IPOMEKYTOUHOM aTTeCTAlUMN
00y4aIIMXCS M0 TUCHUILINHE (MOIYJIIO).

6.1.1. IlepeueHb KOMIETECHIIMIA C YKa3aHUEM 3TaroB MX (POPMUPOBAHUS B IMPOIECCE OCBOCHUS
00pa3oBaTeNbHON IPOTrPAMMBI.
B pesynbrare ocBoeHUS! AUCHUILTHHBI (MOTYJIs1) GOPMUPYIOTCS CIEIYIOIINE KOMITETCHIINH:

Kon B pe3yabTare ocBoeHus1 00pa30BaTeJbHON MPOrpaMMbl 00y LU CS
KOMIeTEeHIHH J0JI2KeH 00/1a1aTh
[1K-3 CnocoOHOCTH MTPOBOAUTH aHAIH3 3AIIUIIIEHHOCTA aBTOMATU3HPOBAHHBIX
CHUCTEM
[1K-4 CriocoOHOCTH pa3padaThiBaTh MOJACIH YIPO3 U MOJICITH HAPYIITUTEIS

HHQ)OpMaHHOHHOﬁ 0e30macHOCTH aBTOMaTH3HpOBaHHOﬁ CHCTCMbI

IK-5 CrocoOHOCTH MTPOBOJUTH aHAIH3 PUCKOB HH()OPMAITMOHHON OE€30IMacCHOCTH
ABTOMAaTU3UPOBAHHON CUCTEMBI

I1CK-7.2 CnocoOHOCTh MPOBOAUTH AaHAJIN3 PUCKOB HH(GOPMAIIMOHHOM 0€3011acCHOCTH
U pa3padaTbIiBaTh, PYKOBOJIUTH Pa3pabOTKON MOTUTHKH OE€30MaCHOCTH B
pPactIpeaCICHHBIX I/IH(l)OpMaHI/IOHHI)IX CUCTEMAX

B mpouecce ocBoeHuss 00pa3oBaTeNbHON MpPOTrpaMMBbl JITaHHBIE KOMIIETEHIMHM, B TOM
YuCJI€ ux OTACJIbHBIC KOMIIOHCHTHI, (pOpMI/Ip}IIOTCH IIO3TAITHO B XO0A€ OCBOCHUA 06y‘~IaIOHH/IMI/IC$I
JUCLHMIUIMH (MOAyNel), MpakTHK B COOTBETCTBHMM C YYEOHBIM IUIAHOM U KaJeHAApHBIM
rpaduxkomM yueGHOro mporecca.

6.1.2. Onucanue noka3areJieii 1 KpuTepreB OLIECHUBAHUSA KOMIIeTeHIM, (POPMHUPYeMBbIX 110
HUTOraM OCBOEHMS TUCHMILIUHBI (MOAYJIs1), OMUCAHUE IIKAJ OLleHMBAHUSA

[Tokazarenem OIlEeHMBAHUS KOMIETCHIMNA Ha pa3IWYHBIX dTanax uUX (OPMUPOBaAHUS
SIBIIICTCSl TOCTHIKEHUE OOYUYaIONUMUCS TUIAHHUPYEMBIX Pe3YyJIbTaTOB OO0yYEHUS IO JHCIUTIINHE
(Momymro):

IIK-3 Cnoco0HOCTH NPOBOANTH AHAJIN3 3AIIMIIIEHHOCTH ABTOMATU3MPOBAHHBIX CHCTEM




IK-4 CnocofHocTh pa3padaTbiBaTh MOAETH YIrpo3 W MoOJAeJd HapymuTedsi WHGOPMAIMOHHON 0(e30macHOCTH
aBTOMATH3HPOBAHHON CHCTEMBI

IIK-5 CnocofHocTh NPOBOANTH AHAJIN3 PUCKOB HH(POPMANUOHHOI §€30MaCHOCTH AaBTOMATH3MPOBAHHOI CHCTEMBI

ICK-7.2 Cnoco0HOCTE NPOBOAUTH AHAJM3 PHCKOB HHGOPMANVOHHOI 0e30aCHOCTH W Pa3padaTbIBATh,
PYKOBOJMTH pa3padoTKoil HOJUTHKH 0€30I1aCHOCTH B pacnpeeeHHbIX HHPOPMAIIHOHHBIX CHCTEMAaX

Kpurepuu ouenuBanus

Ioka3zarenn
2 3 4 5
3HATH: OOyuaronmiics OOyuaronmiics OO0yJaromuiics OO0y4aronuiics
. MIPUHIIMUIIBI JEMOHCTPHUPYET JEMOHCTPHUPYET JIEMOHCTPUPYET JIEMOHCTPHUPYET
MIOCTPOCHHS, MOJTHOE  OTCYTCTBHE | HEMOJIHOE COOTBETCTBHE | YAaCTUYHOE MIOJTHOE COOTBETCTBHE
(YHKIIMOHUPOBAHUS U | WK HEJOCTATOYHOE | CICAYIOIIUX 3HAHUIA: COOTBETCTBHE CIEYIOUINX 3HAHU:
MIPUMEPHI peanu3aliy | COOTBETCTBHE . TIPUHIIHUIIBI CJIeTYIONINX 3HAHUH: . TIPUHITUTIBI
CHUCTEM aHalu3a | CIEAYIOIIUX 3HAaHUM: | MOCTpPOeHHs, . TIPUHIIUIIBI MIOCTPOECHHUS,
3aIAICHHOCTH ul|.e* TIPUHITATIBI (YHKIMOHUPOBAHUS U MIOCTPOCHUS, (HYHKITMOHUPOBAHUS U
0oOHapyKeHU TTOCTPOCHM, TIPUMEPHI peanu3alii (GYHKINOHUPOBAHUSA TIPUMEPHI peai3aui
BTOp KEHUII. (YHKITMOHHPOBAHHUS CHCTEM aHAIH3a u TIPUMEPEI CHCTEM aHaJIn3a
u TPUMEPHI | 3aIMUIIECHHOCTH U peamu3alii  CHCTEM 3aIUIICHHOCTH U
peanm3amil  CHUCTEM | OOHApY>KEHUS aHanmm3a 0OHapy KEeHHS
aHaJm3a BTOpKECHUH 3alAIICHHOCTH u BTOPKCHHH
3aIIMIIEHHOCTH u | Jomyckarores 0OHapy>KeHUs , CcBOOOIHO
oOHapy>KeHuUs 3HAYUTEIIbHBIC OMUOKK, | BTOPIKCHHH, HO | omepupyer
BTOPKEHUH. MIPOSIBIIETCS JIOTTYCKaIOTCSI MPUOOPETCHHBIMU
HE0CTaTOYHOCTh HE3HAYUTENIbHbIC 3HAHUSMU.
3HAHUM, 110 pAAY OIINOKH,
ToKazaTesen, HETOYHOCTH,
oOyJaromuiics 3aTpyIHEHUS npu
HCTIBITHIBACT AHATUTHYECKIX
3HAYHUTENEHBIC oTiepanusx.
3aTpYAHEHUS MIPH
OIIEPUPOBaHUH
3HAHUSMH TIPH UX
HepeHoce Ha HOBBIE
CUTYaIUH.
yMeTh: OOyuarommiics He OObyuarommiics OO0yJatontuiics OO0y4atontuiics
*pa3zpabaThIBaTh yMeeT W B JEMOHCTPHPYET JIEMOHCTPHUPYET JIEMOHCTPHUPYET
METOJWMKY TIOMCKa W | HEIOCTATOYHOM HETIOJTHOE COOTBETCTBUE | YACTHIHOE MTOJTHOE COOTBETCTBHE
0OHapyXEeHU CTETIeHU yMeeT CIICAYIOIINX YMCHHUIA: COOTBETCTBHE CIIeYIOITNX YMCHHA:
ySA3BUMOCTEH; *pa3pabaTbiBaTh *pa3pabaTbiBaTh CIEeNYIONINX YMEHHUN: | *pa3pabaThiBaTh
. MPOBONTD METOJIUKY TIONCKA U METOJIUKY TOUCKA U *pa3pabaThIBaTh METOJIUKY TIOUCKA U
aHaju3 0OHapyKEHUS oOHapy)eHUsI METOJUKY NIOMCKA U oOHapyKeHus
3aIIUILEHHOCTH ySI3BUMOCTEN; ySI3BUMOCTEI; 0oOHapyKeHUS YSA3BUMOCTEH;
KOMITOHEHTOB . MIPOBOUTD . MIPOBOIUTH YSA3BUMOCTEH; . MIPOBOANTH
aBTOMAaTH3MPOBAHHOW | aHAJIH3 aHaJIN3 3aIUIIEHHOCTH . HPOBOJIUTH aHan3
CHUCTEMBL. 3aIUIIEHHOCTH KOMITOHEHTOB aHanu3 3aIUIIEHHOCTH
KOMITOHEHTOB ABTOMAaTU3UPOBAHHOU 3alUIIEHHOCTH KOMITOHEHTOB
ABTOMATU3UPOBAHHO | CUCTEMBI. JIOMyCKaroTCsl | KOMIIOHEHTOB aBTOMAaTU3UPOBAHHOM
1 CUCTEMBI. 3HAYHTENIbHBIC OMMUOKK, | aBTOMAaTU3UPOBAaHHO | cucTeMbl. CBOOOIHO
MPOSIBIISIETCS i cucreMbl. YMEHUsl | onepupyer
HEI0CTaTOYHOCTh OCBOCHBI, HO PUOOPETEHHBIMH
YMEHUH. JIOTTYCKAIOTCSI YMEHUSIMH,
HE3HAYUTEIILHBIC MIPUMEHSIET UX B
OImHMOKH, CUTYaLUsAX




HETOYHOCTH. HOBBIILICHHOM
CJIOXHOCTH.
BJIaJeTh: OOyyatromuiicst He OOyyatomuiicst Biageer | OOydaromuiics OOyuaromnuiics B
. HaBBIKAMHU BJaJICeT WIN B *HaBBIKAMH YaCTHYHO BJIaJeeT MIOJTHOM 00BeMe
UCTIONIb30BaHUS HEJIOCTaTOYHOM UCIIONIb30BAHMS HaBBIKAMHU BJazeeT
WHCTPYMEHTAJIbHBIX CTETICHHU BIIaJIeeT WHCTPYMEHTAIBHBIX UCTIOJIb30BaHMS HaBBIKAMH
cpeacTB aHanmza | ° HaBBIKAMHU CPEJ/ICTB aHaJn3a WHCTPYMEHTAIBHBIX | MCIOJIB30BaHUS
3aIUIIEHHOCTH. UCTIONIb30BAHUS 3aIMIIEHHOCTH, HO CpE/CTB aHaJIM3a WHCTPYMEHTAIBHBIX
HHCTPYMEHTAIBHBIX | JOIYCKAIOTCS 3AIMUIIEHHOCTH CpEIICTB aHaM3a
CpPEICTB aHaIM3a 3HAYMUTEIbHBIC ONIMOKH, | , HABBIKH OCBOCHHI, 3aIIUIICHHOCTH
3aIIUIICHHOCTH. TPOSIBIISETCS HO JIOIYCKAaIOTCs , CBOOOITHO
HEJJOCTaTOYHOCTh HE3HAYHUTEIbHBIC HPUMEHSCT
BJIAJICHUS onmoKy, TIOJTy4EeHHbIC HABBIKH
HCTOYHOCTH, B CUTyaludax
3aTpYIHCHUA. MOBBIIICHHOU
CJIOXKHOCTH.

[Ixans! OLIEHUBAHUS PE3YIBTATOB IIPOMEXYTOUHOHN aTTECTALIMU U UX OIIUCAHUE:!

(DOpMﬂ npomeofcymouuoﬁ ammecmauuu.: IK3amMeHN.

[Ipomexxyrounast arrectanus oOydaromuxcs B (opMe 5K3aMeHa MPOBOIUTCS IO
pe3ysbTaTaM BBIIOJIHEHUS BCEX BUIOB y4yeOHOM paboThbl, MPEIyCMOTPEHHBIX y4eOHBIM IJIAHOM
[0 JAaHHOM TUCHUIUIMHE (MOJYJIIO), MPU 3TOM YUUTBHIBAIOTCS PE3YJIbTAaThl TEKYIIEro KOHTPOJIS

yCII€Ba€MOCTHU

B TCUCHHUC CEMECTpaA.

OI_IeHKa CTCIICHU  JOCTHKCHUA O6y‘{aIOHlHMI/ICH

IUTAHUPYEMBIX Pe3yJIbTaTOB 00y4eHUs 10 AUCHUILIMHE (MOIYII0) MPOBOAUTCS MPEnoaBaTelieM,
BEAYIIUM 3aHATHS 10 JUCUUIUIMHE (MOJIYJIO) METOJOM OJKCHepTHOW oueHku. Ilo wmToram
MPOMEXYTOUHOM aTTecTalluu MO AMCLUUIUIMHE (MOAYIIO) BBICTABISETCS OIEHKA «OTIMYHOY,
«XOpOILO0Y», «YAOBIETBOPUTENBHO» UIIH «HEYIOBIETBOPUTEIBHOY.

Ikana oueHNBaHHUA

Onucanune

OTJIIMYHO

BrinosHeHb!

YMEHUH,

BCE BHJIBI

yueOHOl paloThl,
yueOHBIM TuTaHOM. CTYIAEHT JEMOHCTPHUPYET COOTBETCTBUE 3HAHMIA,
HaBBIKOB TIPUBEJACHHBIM B TaONMIAX TIOKa3aTesei,
omepupyeT NPUOOPETEHHBIMU 3HAHUSMH, YMEHHSIMH, HaBBIKAMU,
MPUMEHSET WX B CUTYAIUSAX TOBBIMIEHHON CioxHOCTH. [Ipn sTOM
MOTYT OBITh JOMYIICHBl HE3HAYUTETbHBbIC OIIMOKH, HETOYHOCTH,
3aTPYIHEHHS TIPU aHATMTUYECKUX OMEparusix, NepeHoce 3HAaHUN |
YMEHUI Ha HOBbIE, HECTAH/IaPTHBIE CUTYAIUU.

pelyCMOTPEHHbIE




BemonHeHnsl Bce BUIBI  y4eOHOUM pabOThI, MPEIyCMOTPEHHBIE
yueOHpIM  mnaHoM.  CTyIAeHT  JeMOHCTpUPYET  HEIOJHOE,
Xopouio MPABUJIBHOE COOTBETCTBUE 3HAHUM, YMEHHI, HaBBIKOB
MPUBEICHHBIM B TaOJIUIaX MMOKa3aresneil, 1100 eciu mpu 3TOM ObLIU
JIOTTYIIICHBI 2-3 HECYIECTBEHHBIC OIIHUOKH.

BemonHeHsl Bce BHUIBI  y4eOHOU pabOThI, MPEIyCMOTPECHHBIE
yueOHbIM Tu1aHOM. CTYAEHT JEeMOHCTPUPYET COOTBETCTBUE 3HAHMIA,
VY I0BIETBOPUTENBHO | B KOTOPOM OCBEIIEHA OCHOBHas, Hauboyiee BakKHAs YacTh
MaTepuaia, HO IpU STOM JIOMyIIeHa OJHAa 3HAUMTEIbHAs OIIMOKa
WJIM HETOYHOCTb.

He BomonHen oauH win Oosiee BHIOB y4yeOHOW paboOTHI,
IPEIYCMOTPEHHBIX Y4eOHbIM IUTaHOM. CTYAEHT JE€MOHCTpUpPYET
HEIOJIHOE COOTBETCTBHE 3HAHUM, YMEHUMN, HAaBBIKOB IPUBEACHHBIM
B TaOnMIax IOKa3aresne, JOMYCKAITCsl 3HAUUTENIbHbIE OLIMOKH,
IPOSBIISETCS OTCYTCTBUE 3HAHUN, YMEHMH, HABBIKOB 10 psay
nokaszaresei, CTYACHT HCHbITHIBACT 3HAYUTEIbHBIC 3aTPyIHEHMS
IIpU ONEPUPOBAHUM 3HAHUSMU U YMEHHUSMHU IIPU UX [EPEHOCE Ha
HOBBIE CUTYaIUH.

Hey,I[OBJ'IeTBOpI/ITeJ'IBHO

DoHIbI OLIEHOYHBIX CPEACTBIPEACTABIEHBI B IPUJIOKEHUH K padoyeii mporpamme.
7. YueOHO-MeTOAuYecKoe 1 MH(OPMAIHOHHOE 00ecTieyeHue TUCIIUTIIUHBI.
a) OCHOBHasl JINTeparypa:
1 3osnorapes B.B., ®enopoBa H.A. AHanu3 3alMIIEHHOCTH aBTOMAaTU3UPOBAHHBIX
cucreM.- Kpacnosipck, Cubl’AY, 2007 — 93 c.

2 Xopes I1.b. MeToss! 1 cpencTBa 3aIUThl HHPOPMAIIUU B KOMITBIOTEPHBIX CUCTEMAX:

VYueb. mocobue mmst cTy. Boicil. yueb. 3aBeaenuit / [laBen bopucosuu XopeB. — M.:

W3narensckuit neHTp «Akanemusi», 2005. — 256 c.

0) AOMOJIHUTE/IbHAA JIUTepaTypa:

1 Omudep B.I., Omudep H.A. Komnwiorepubie cetu. [IpHHIMIIBI, TEXHOJIOTHH,
nporokoibl. CII0.: [Tutep, 2007. 960 c.

B) IPOrpaMMHoOe ofecrieueHne 1 HHTEPHET-PecypChbl:
XSpider, MaxPatrol, Pesuzop Ceru, Cxanep-BC
8. MarepuajabHO-TeXHHYECKOE ODecnevyeHne T CIUIINHBI.
Jns mpoBeneHUs BCEX BHJIOB 3aHATHH HEOOXOIUMO MPE3EHTAlMOHHOE O0OpYyHAOBaHHUE
(MyTbTUMETUNHBIN TPOEKTOP, SIKpaH) — 1 KOMIUIEKT.
Jns npoBeaeHust 1ab0paTOPHBIX 3aHATUN HEOOXOIUMO HaJIMUKMe KOMIIBIOTEPHBIX KJIACCOB

000py/I0BaHHBIX COBPEMEHHOU BBIYMCIUTENBHON TEXHUKON U3 pacyeTa 0JHO pabouee MecTo Ha
OJIHOTO 00y4aeMoro.



9. MeTroanuyecKkue peKOMEHAAIUM IJIsl CAMOCTOSITEIbHOM PaboThI CTY1€HTOB

N3yueHne [OHUCUMIUIMHBI OCYILIECTBIISIETCSI B CTPOrOM COOTBETCTBUU C  LEJIEBOM
YCTAaHOBKOW B TECHOW B3aMMOCBS3M Y4eOHBIM iaHOM. OCHOBOW TEOPETHYECKOW MOATOTOBKH
CTYJIEHTOB SBJISIFOTCS JIEKLIMH.

B mporecce caMocTosATENbHON pa0dOThI CTYAEHTHI 3aKPEIUIIOT U YIUIYOJNISIOT 3HAHUSA,
MOJIyYEHHBIE BO BPEMS ayJIUTOPHBIX 3aHATHUNA, TOTOBATCA K SK3aMEHY, a TAaK)KE€ CaMOCTOSTEJIbHO
M3Yy4aloT OT/AEJIbHbIC TEMbI Y4€OHON MTPOTrpaMMBlI.

10. MeToanyeckue peKOMeHIAIUH IJIs MIPenoaBaTes

[Iporpamma cocraBiiena B cooTBercTBUM ¢ DenepanbHbIM  TOCYIapCTBEHHBIM
00pa3zoBaTeNbHBIM CTaHIAPTOM BBICIIET0 0Opa3oBaHMs 1Mo HampasiaeHuto moaroroBku 10.05.03

«I/IH(l)OPMaIII/IOHHaﬂ 0e30IacHOCTD ABTOMATU3UPOBAHHBIX CUCTEM».

IIporpammy cocraBui: K.T.H., foueHt H.B. ®enopos

IIporpamma yTBep:kIeHa Ha 3aceqaHnuu Kadeapsl “HHdopmannonnasn
0e3onmacHocTh” «29» aBrycra 2019 r., mporoxom Ne 1

3aBenyronuii kageapoit
«upopmannonHast 6€30MaCHOCTH

K.T.H., JIOUEHT H.B. ®enopos



[Tpunoxenue.

CTpyKkTypa ¥ coaepkaHue IMCHUIINHBI «AHAJIU3 3AIUIIEHHOCTH CHUCTEM))
10 HANIPABJIEHHUIO MOATOTOBKH
10.05.03 «MupopmannoHHas 6e30MaACHOCTHL ABTOMATH3MPOBAHHBIX CHCTEM»

(cenmaJmcr)
Buabl yueOHoii padoThl, Dopm
2l = 8 BKJIIOYASI CAMOCTOSITEIbHYIO Buasbl camocTosiTe/IbHON padoThl bl
Paznen § §£ § paboTy CTYI€eHTOB, CTY/ICHTOB arrect
a/n S &’ § U TPYI0EMKOCThH B 4acax anuu
J | I/C | JIao | CPC | KCP | K.P. | K.IL. | I3 | Pedepar | K/p |2 | 3
6 cemecTp
[Tonsitue 3alUIIEHHOCTH
1 ABTOMATH3UPOBAHHOM CUCTEMBEI. 1 4 12
HopmaruHas 6aza. MeTonuka ananmza
3allMIIEHHOCTH.
CpenctBa aHanmsa napaMeTpoB
o | 3aUMTHL Knaccudukanust metonoB 2.3 6 5 12
aHaM3a MapameTpoB 3aIuThl (Security | g
Benchmarks). 6
VS3BUMOCTH  CETEBBIX  MPOTOKOJIOB,
3 cmyx0, cepucoB. Kraccuduxarus 4.5 6 2 12
CPEICTB  aHaIM3a  3alIUIIEHHOCTH
CETEBBIX CEPBHCOB.
CepTuduipoBaHHbie CpencTBa
4 aHajgM3a 3almMIIeHHocTH:  XSpider, 6-10 8 12 12
MaxPatrol, Pesuzop Cetu, Cxanep-BC.
ODYHKIMH, METOJINKA UCTIOJH30BaHUS.
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Ananus " Kiaccuukanus
ySI3BUMOCTEN Web-TIPHUITIOKEHHH.
bubmuoreka moxkymentoB Open Web
Application Security Project (OWASP),
npoekt Web  Application  Security
Consortium (WASC).

11-14

10

12

KomrutekcHast OLEHKa 3alUIEHHOCTH
web-npunoxenus. [IpuHIUT «4epHOTO
smuKa» [IpUHIOUI  «ceporo  SIIuKay.
[TprHIMD «benoro SIIIAKAY.
WHcTpymMeHTanbHBIE CpeicTBa aHalM3a
3alIUIIEHHOCTH Web-TIpHUIIoKeHusl.

15-18

10

12

d)opma ammecmauuu

19-21

Bcero yacos no auciumianHe
BO HICCTOM CEMCCTPC

36

36

72

Bcero yacoB nmo jucuMIJInHe

36

36

72

11



[Ipunoxenue k
pabodeii mporpamme

MUHUCTEPCTBO HAVKM U BBICIIIET'O OBPA3BOBAHM S
POCCHUICKOU ®EJEPALINIU
®EJIEPAJIBHOE I'OCY JAPCTBEHHOE BIOJ)KETHOE OBPA30OBATEJILHOE YUPEXJIEHME
BBICIIIEI'O OBPA3OBAHMS

«MOCKOBCKHI TTOJIMTEXHUYECKWII YHUBEPCUTET»
(MOCKOBCKMI1 TOJIATEX)

Hanpagsnenue noarorosku: 10.05.03 «Mudpopmanronnas 6€30mMacHOCTh aBTOMATU3UPOBAHHBIX CUCTEM

OII (mpodmip): «O6ecneueHre HHGOPMAIIMOHHOMN 0€30MaCHOCTH paclpeaeIeHHBIX HHPOPMAIIHOHHBIX
CUCTEM»

dopma 00ydeHUs: OUHAS

Bun HpO(beCCHOHaHBHOﬁ ACATCIIbHOCTH: OKCIUTYaTallUOHHAs; IIPOCKTHO-TCXHOJIOT'NYCCKAA,
SKCHICPUMCHTAJIbHO-HUCCIICIOBATCIIbCKAA, OPTraHU3allMOHHO-YIIPABJICHYCCKAaA

Kadenpa: «Mudopmanmontas 6€301macHOCTb»
®OH/I OHEHOYHBIX CPEJACTB
Mo AMCIUIIJIMHE

«AHAJIN3 3aIUINEHHOCTH CUCTEM»

Cocrag: 1. [lacnopt hoHa OLIEHOUHBIX CPEACTB

2. OnucaHue OLIEHOYHBIX CPE/ICTB:
OK3aMeH

Cocrasuresn: nou. Pexopos H.B.

Mocksa, 2019 rox
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Tabnuua 1

IMOKA3ATEJb YPOBHA C®OPMHUPOBAHHOCTHU KOMIIETEHIIUIA

AHaJIN3 3aIUIIEHHOCTH CHCTEM

®I'OC BO 10.05.03 «MupopmanuoHHasi 6€30MaCHOCTH ABTOMATH3MPOBAHHBIX CHCTEM»

B nportiecce ocBoeHUs JaHHON TUCIUTUIMHBI CTYACHT (POPMHUPYET U IEMOHCTPUPYET CISAYIOIINE
o0menpodeccuoHAJIbHbIE U NPO(EeCcCHOHATIbHbIE KOMIIETEHIMHU:

KOMIIETEHIIUHU IlepeyeHb KOMIIOHEHTOB Texnosor |[@opm | Crenenn ypoBHel 0CBOEHMS] KOMIIeTEHIIHI
HH- us a
JEKC |[®OPMYJIUP ¢GopmupoB oueHo
OBKA aHuA q-
KOMIIETEH | HOI'O
IK-3 CriocoOHOCTB
POBOANTH  aHAIU3
BAIMIIEHHOCTH ba3oBblii 3HATH:
ABTOMATH3HPOBAHHBI . NPUHIUIBL  TTOCTPOCHUS, (YHKIMOHHPOBAaHHSA |
X cUCTEM 3 HATE: NpUMEpBl pealnu3alid CHCTEM aHaW3a 3alHIICHHOCTH H
® PUHIMOBI NOCTPOCHHS, (YHKIMOHHPOBAHUA | OOHapy’KeHMs] BTOPIKEHHH;
TpUMEPBI peanu3anin CHCTEM aHaJIN3a YMETh:
BAIUIICHHOCTH H 0OHAPYKEHHs BTOP/KCHHIA; g MPOBOJUTh aHAJIN3 3ALIUIIEHHOCTH KOMIIOHEHTOB
yMETh: CAMOCTOSTENRH ABTOMATH3HMPOBAHHOW CHCTEMBI;
e pas3pabaThiBaTh METOAMKY IIOMCKAa M OOHApYKEHUs .
= ast pabora, BJIaJeTh:
ySI3BUMOCTEH; BK3aMeH
K-4 CriocoOHOCTB iTabopaTopHbIC . HABBIKAMU  HCIOJB30BAHUS  HWHCTPYMEHTAJIBHBIX
SaTLIBATE ® MPOBOJMTL AHAIM3 3ALIMIMEHHOCTH KOMIOHEHTOB|
aspa . :
pasp ABTOMATH3MPOBAHHOH CHCTEMBL CPENICTB aHAJIN3A 3AILUIICHHOCTU. YPOBEHb:
MOZENM  yrpo3 W
BJIAJETh:
MOJIETTH HapyLIUTENs N .
. e HaBBIKAMHM  KCIOJB30BaHUS  HMHCTPYMEHTAJIBHBIX| IMoBbIIEHHBI YPOBEHD:
MHGOpMALHOHHOI CPECTB aHaJIM3a 3AIUIEHHOCTH eTh!
. MeETb.
0be3omacHoCTH P y
ABTOMATH3HPOBAHHO . pa3pabaTbIBaTh METOAMKY IOWUCKa M OOHapyXeHUs
i cucTEeMBbI ySI3BUMOCTEH;

19



IK-5

CrocoOHOCTh

[PFICKOB
MHPOPMATMOHHON
0e30IMacHOCTH
ABTOMATH3HUPOBAHHO
i CHCTEMBEI

MMPOBOINTH aHaJInu3

MCK-7.2

CriocoOHOCTB

[PHCKOB
MHPOPMATMOHHON
Oe3omacHOCTH
pa3pabaThIBaTh,
[PYKOBOIHTB
[pa3paboTKOH
OJIUTUKH
Ge30macHOCTH

[pacpeeNIEHHBIX

MPOBOAUTH aHaJIn3

i

20




[Ipunoxenue 2
K paboueli mporpamme

OueHo4YHbIE CpeCTBA AJIS POMEKYTOUYHOM aTTecTallun
JK3aMeH.
Cnncok BONPOCOB /sl IK3aMeHa M0 IUCHUILINHE

[Tonsitue 3amumennoctu UC

OO1as MEeToIMKa aHAJIKM3a 3alIUIIEHHOCTH.

Krnaccudukanus METoI0B TECTUPOBAHUS CUCTEMBI 3aITUTHI.

Krnaccudukanus cuctem u CpelICTB aHAJIM3a 3aIlUIICHHOCTH.

Knaccudukanus MeTo10B aHamu3a napaMeTpoB 3amuThl (Security Benchmarks).

Cnemudukanuu Security Benchmarks.

Crennukanuu mepBoro ypoBHs AJisi 6a30BOro (MUHUMAIBHOTO) YPOBHSI 3AIIIUTHI.

Crneuunukanuyu BTOPOro YPOBHS 3alUTHI Uil CUCTEM C MOBBIIICHHBIMUA TPeOOBaHUSMU

1o 6e301acCHOCTH.

9. Knaccudukanus cpeacTB aHAIN3a 3alIUIIIEHHOCTH CETEBbIX CEPBHCOB

10. Y3BUMOCTH CETEBBIX IPOTOKOJIOB, CITYK0, CEPBHCOB.

11. Knaccudukanus cpeacTB aHaIM3a 3alIUIIEHHOCTH CETEBBIX CEPBUCOB.

12. CepTuduuupoBanHbe CpeACTBa aHAIN3A 3aIuIIeHHOCTH: X Spider. @yHKIINHU, METOANKA
MCIOJIb30BaHU.

13. CeprudunmpoBaHable CcpeicTBa aHanu3a 3amuineHHoctr: MaxPatrol. ®ynknuwy,
METOJIMKA UCIOJIb30BaHUS.

14. CepruduuupoBaHHble cpeAcTBa aHanu3a 3amuuieHHocTu: PeBuszop Ceru. DyHkuuu,
METOJIMKA UCIIOJIb30BaHUS.

15. CeprudunupoBannsie cpenctsa ananusa 3amuiieHHOCTH: CkanepBC. ®ynkiuwm,
METOJIMKA UCIIOJIb30BaHUS.

16. Kiaccudukamnus cpeacTB aHaIm3a 3alMIIEHHOCTH Web-TTpIIokeHui

17. Ananu3 u knaccuukanys ysi3BUuMocTeil web-TpHi1oKeHu.

18. bubnmoteka moxkymentoB Open Web Application Security Project (OWASP), npoekt
Web Application Security Consortium (WASC).

19. KomrutekcHast OTIeHKA 3aIHIEHHOCTH Web-TTPHITOKEHUS.

20. ITpyHIIUIT «4EPHOTO SITHKAY.

21. TIpuHIOUT «CEepOTo SIIHKAY.

22. ITpuHIUI «OENOTO SAITHKAY.

23. IlHCTpyMEHTAITbHBIC CPEJICTBA aHAIM3A 3AIUIICHHOCTH Web-TIpHriIosKeHu s

NG~ WLNE

[Tpumep Ounera.

1. Knaccudukanusi cHCTEM U CPEACTB aHAIM3a 3aIIUIIEHHOCTH.
CepTtudunupoBanHbie CpeCTBA aHATU3a 3aluieHHocTH: MaxPatrol. @yHkumu, MmeTouka
HCIIOJIL30BAHUSL.
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