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1. Ilesu ocBOEHUS TMCUMILIUHBI.

K ocHOBHBIM medasiM OCBOSHHs JUCHUILTMHBI «[IporpaMMHO-anmapaTHsie CpeacTBa
obecrneueHns THHOPMAIMOHHON OE30MMACHOCTHY CJIEYET OTHECTH:
® O03HAKOMJICHHE CTYJEHTOB C COBPEMEHHBIMH MPOrPaMMHO-AMIAPATHBIMU CPEICTBAMHU
3alIMThl MHPOPMAIIMK B KOMITBIOTEPHBIX CHCTEMAX;
e OBJaJICHHE METOJAMH PEUICHHUS 3a/1a4 MPOTrPaMMHO-ANIIAPATHON 3alIUThl HH()OPMAIIHH.

K ocHOBHBIM 3agauyamM OCBOCHHUs IUCHMILIMHBI «lIporpaMMHO-anmapaTHbele CpeacTBa
obecrnieueHus THHOPMAIIMOHHON OE30MMACHOCTHY CJIEYET OTHECTH:

e O00y4yeHHE CTYICHTOB COBPEMEHHBIM METOJaM MPOTPaMMHO-AINMAPATHONW 3alUThI
uHpOpMaLuy;

e npuobpereHue MNpo(HEeCCHOHAIBHOW KOMIIETEHTHOCTH B  IMPOrPaMMHO-aNNapaTHbIX
CpeJlICTBax 3allUThl HH(pOpMaLHH;

® yMEHHE OPHUEHTHPOBATHCS B MPOIYKTAX M TEHACHIMSIX PAa3BUTUS CPEICTB IMPOrPAMMHO-
anmnapaTHOM 3alUThl MHOOPMAIIMOHHBIX TEXHOJIOTHIA.

2. Mecto qucumniuHbl B cTpykrype OOII 6akanaBpuara.

Jucuumnuna «IIporpammHo-anmapaTHbsle cpeacTBa oOecrnedeHus HHPOPMALUOHHOM
0€30MaCHOCTH» OTHOCHTCA K YHCIY MPO(ECCHOHAIBHBIX YYEeOHBIX JUCIUILUIAH BapHATHBHOM
yactu 1mukiaa (b.1.JIB - aucuumuineel mo BbIOOpY CTyAEHTa) OCHOBHOW 0Opa30BaTesIbHOU
nporpammbl 6akanaspuara (b.1./1B.8).

M3yueHnne IUCLMIUIMHBI ONUPAETCS HAa 3HAHMS, YMEHHUS M HaBBIKU, NPUOOPETCHHBIE B
NPEIECTBYIONNX TUcHHIUIHHAX: «OCHOBBI HH(GOpPMAIMOHHON Oe3omacHoCTH», «OCHOBBI
NKT», «Kpunrorpadguueckue MeTo bl 3aIUTHl HHPOPMALIUN.

3. IlepeyeHb NJIaHUPYEMBbIX Pe3y/JIbTATOB 00y4eHUS MO AUCHUILINHE (MOIYJIIO),
COOTHECEHHbIE ¢ MIAHUPYEMBIMHU pe3y/IbTaTAMH OCBOEHHSI 00Pa30BaTe/ILHOI NMPOrpaMMBbl.

B pesynbraTe OCBOGHMSI ITUCHUIUIMHBI (Monynsd) Yy oOydarommuxcs (HopMHpYHOTCS
CJIEYIOIINE KOMIETEHIINH U JIOJKHBI OBITh IOCTUTHYTHI CIICAYIOLINE PEe3YIbTaThl 00yUeHUs KaK
3Tan GOPMHUPOBAHUS COOTBETCTBYIOIINX KOMIIETEHIIUH!

B pe3yabTaTre ocBOeHMs
Kon o0pa3oBaTe/IbHOM Iepeyens MIAHUPYEMBIX Pe3yJILTATOB 00y4eHUs MO

KOMIIeTeHIIUH NMPOrpaMmbI 00y4arouuics AUCLHMILIUHE

J0JI2KeH 00J1a1aTh

MK-1 CIOCOOHOCTBIO BBINOJHSTH 3HATH:
paboThI IO yCTaHOBKE, - BO3MOXHBIC JICHCTBYS IIPOTHBHUKA, HAaIlpaBJICHHbIC HA
HACTPOWKE M OOCTYXMBAHUIO | HapyIICHHE MOJIUTUKA 0€30IacHOCTH HH(OpMAITHH;
MPOrPaMMHBIX, TPOTPaMMHO- | - HanOoJee ys3BUMBIE JUI aTak MPOTHBHHUKA 3JIEMEHTHI
annapaTHbIX (B TOM YHCIIE KOMITBIOTEPHBIX CHUCTEM;
KpunTorpaduueckux) u MEXaHHM3MBbI PEIlICHHs] TUTIOBBIX 33]1a4 ITPOTrPaMMHO-
TEXHUYECKHUX CPE/ICTB annapaTHOH 3alnThl HHPOPMAIINH;
3aIlUThl HH(OPMAaIHH, yMeThb:

-aHAJIM3UPOBATh MEXaHU3MBI peasIn3aliy IPOrPaMMHO-
anrnapaTHbIX METOIOB 3alIUThl KOHKPETHBIX OOBEKTOB U
MIPOLIECCOB VISl pEIIeHNUs MPOECCHOHAIBHBIX 3a71ad;
-IIPUMEHSITH IITATHBIE CPEACTBA NPOrPaMMHO-
anmapaTHOH 3aINTHI U CTICLUAIN3UPOBAHHBIE POTYKTHI
JUISL PEILICHNS TUTIOBBIX 33/1a4;




-KBATU(HUIIMPOBAHHO OLIEHUBATH 00JIaCTh MPUMEHEHHUS
KOHKPETHBIX MEXaHN3MOB IIPOI'pPaMMHO-arapaTHon
3amIuThl HHPOPMAIIHH;

-HMCIOJIb30BATh alapaTHbIC U MPOrPAMMHBIE CPE/ICTBA
3aIUThl HHPOPMAIIMH MPH PEIICHUN MPAKTUUECKUX
3aau.

- OpraHU30BaTh €ro BHEPEHHE U TIOCIIeyolIee
COIPOBOXK/ICHUE;

- BBIIOJHITH PabOTHl MO YCTaHOBKE, HACTpPOMKe U
00CITy)KMBaHHIO  IPOrPaMMHO-AINapaTHBIX  CPEICTB
3aIIUTHl HHPOPMAIHH.

BJIA/IeTh:

- HaBBIKAMH OKCIUTyaranuu (B 4YacTH, Kacaromiencs
pasrpaHuyeHus J0CTyIa, ayTeHTU(UKAIMKY U ayauTa) 6a3
JIAHHBIX, JIOKATBHBIX KOMIIBIOTEPHBIX CETEH, IPOrpaMMHBIX
CHCTEM C Yyd4eroM TpeOOBaHWI 1O  OOECICYCHHIO
MHGOPMATMOHHON 0€30MaCHOCTH.

K -3 CIOCOOHOCTHIO YMeETh:
AJIMUHUCTPHPOBATH - aIMHHHACTPUPOBATH MOJICUCTEMBI HHPOPMAITUOHHON
IIOJICICTEMEI 0€e30IMaCHOCTH 00BEKTA 3aIlUTHI;
nH(pOPMAIIMOHHON BJIAJETh:
06e30I1acHOCTH 00BEKTA - HABBIKAMH aMUHUCTPUPOBAHUS (B YaCTH, Kacarouencs
3AIIUTHL; pasrpaHuyeHus J0CTyIa, ayTeHTU(UKAIMKY U ayauTa) 6a3

JAHHBIX, JIOKAJIGHBIX KOMITBIOTEPHBIX CeTeH, IIPOrpaMMHBIX
CHCTEM C y4YeToM TpeOOBaHWH 10  OOECIEUCHHUIO
MHGOPMATMOHHON 0€30MaCHOCTH.

4. CTpyKTYypa M coaepKaHHe IMCUMIINHBI.

OOmass TPyMOEeMKOCTh JHCIUILIMHBI COCTaBIsieT 4 3a4eTHBIX €JWHUII, T.e. 144
aKaJIeMHYECKUX 4acoB (JJabopaTOpHbBIC 3aHATH — /2 Yac, CaMOCTOsITeNIbHAs padoTa - 72 4acos,
KypCOBO# MPOEKT, popma KOHTPOJIS — IK3aMEH) B 7 CEMECTpe.

CtpykTypa U coaepkaHue IuciuIuinHbl «IIporpaMMHo-anmapaTHble CpeiCcTBa 3allUThI
UHGOPMAITUI) 110 CPOKaM U BUIaM PabOThl OTPaKCHBI B IPUIIOKCHHH.

Copnep:xaHue pa3aesoB TUCHUATIHHBI

Temal. ITonsiTHE MOTUTUKH OE30TTACHOCTH MPH MPOTPAMMHO-AINIAPATHOH 3aIuTe WH(HOPMAIIHH.

Pazpaborka mnonuTuku HHPOpMaMOHHONW Oe30macHOCTH. MeTomoorus MOJIUTUKU
0€30MaCHOCTH KOMITBIOTEPHBIX cucTeM. OCHOBHBIE IOJIOKEHMS MOJIUTUKH HMH(POPMaLMOHHON
6e3omacHOCTH. JKU3HEHHBI IMKJI MOJUTHKM  Oe3omacHOCTU. IIpMHIMIBI  HOJMUTUKH
0€30IaCHOCTH.

Tema 2. ApxUTeKTypa CUCTEMBI TPOrPaMMHO-AIIAPaTHON 3aIUTHI.
OObextel  yrpo3. Kiaccudukamus yrpo3 1o cmocody HX — OCYHIECTBIICHHS.
Knaccugukamus o6bekToB yrpo3. @yHKUMOHalIbHas MOJENb CHUCTeMbl 3amuThl. CocTaB U
HazHaueHHe (YHKIMOHAIBHBIX  OIokOB. OCHOBHBIE TPYNIBl MEXaHHU3MOB  3aIlIWTHI

OyHKIMOHATbHAS] MOZENb. PeKkoMeHIalluy 10 OTIEIBHBIM YPOBHSIM (YHKITMOHATHHONU MOJIEIH.

Tema 3. Mozenib KOMIBIOTEPHOU CUCTEMBI.



[Tonatue nocryma u MoHMTOpa Oe3omacHocTH. ObecrieueHue TapaHTHIl BBIOJHEHHUS
HNOJUTUKH Oe30macHOCTH. MeToAonorus NpoeKTUPOBaHUs IapaHTUPOBaHHO 3amuiieHHbIx KC.
Meroz reHepanuu U30JIMPOBAHHON IPOTPAMMHOM CPEJIBI.

Tema 4. Mojienu THITOBBIX TOJUTHK O€30MACHOCTH KOMITBIOTEPHBIX CPEACTB 3aIIUTHI
nHpopmanuu.

Huckpenmonnbie  monenu. Mogens  AJIEIIT-50. IlatumepHoe  mpoOCTPaHCTBO
Oe3omacHocT XapTcroHa. MannaTtHass Mozaens. Mogens bemna-Jlanmanyna. IlepBoe mpaBuio
Mojenu bemna-Jlananyna. Bropoe npaBuiio moaenu benna-Jlanagyna. Onucanue Moaenu.

Tema S. [IporpamMmMHO-anmapaTHpie CPeACTBA HACHTH(PUKAIIMKA U ayTEHTU(HUKAITUN
OJIL30BaTEJIEN.

Wnentudukanus u ayrentudukanus. OCHOBHbIE MOHATUSA M Kiaccudukamus. [Ipocras
ayreHTH(UKanusa. AyTeHTHU(UKaLUs Ha OCHOBE MHOTOpPA30BBIX Mapojei. AyTeHTH(pHUKAIMs Ha
OCHOBE OJJTHOPA30BbIX Mapoiiel. AyTeHTu(ukanus Ha ocHOBE cepTu(dukaroB. buomerpuyeckas
UCHTU(QUKAIMA U ayTeHTU(UKALUS 110JIb30BaTeNeH.

Crporas ayrentudukanus. IIpoTokonsl ayTeHTHDUKANIUA C CUMMETPUYHBIMU
anroput™Mamu mudpoanus. IIpoTokosbl, OCHOBaHHbBIE Ha MCIIOJIB30BaHUM OJIHOHAIPABICHHBIX
KITFOUEBBIX X3II-(PYHKIUH. AyTEeHTU(PHUKAIMA C UCIOIb30BAHUEM ACHMMETPUYHBIX aJrOPUTMOB
mudpoBanus. AyTeHTU(UKALUS, OCHOBAaHHAas HAa MCIOJIb30BaHMUM LUGPOBOW IMOAIMUCH.
[IpoTokonbl ayTeHTH(UKALIMKW C HYJIEBOM Mepenaveil 3HAYeHWA. YIPOIIEHHAs CcXema
ayTeHTHU(UKaLMu ¢ HyJeBod nepenauedl 3HaHuid. [lapamnenbHas cxema ayTeHTH(HUKALMU C
HYJIeBOH mepenadeii 3HaHuii. MTHPpacTpyKTypa OTKPBITHIX KIIIOUYEH.

Tema 6. Mexanusm uaentTuukanuu u ayrentudpukanuu B OC. Pasrpannyenue gocryna.

[Mporokon wuneHtupukanmm wu ayreHtudukammu B OC  Windows. TIportokon
ayrentuukanun Kerberos. CoxpaHHOCTh mnaposeil ydeTHsIx 3anuceid. Windows. 3amura
naponeii. Kpaxa SAM-@daiina. 3axBatr mnpusuieruii. COpoc mapois. B3inoM BTOpHUYHBIX
naposiel. Cucrema pasrpannyenus nocrtyna OC LINUX. Bo3MOXHOCTH CTaHIAPTHOW CHUCTEMBI
pasrpannyenus goctyna OC Linux. Henoctatku craHmapTHON cHCTEMBbl pa3rpaHHUYCHHS
noctyna OC Linux. Bo3MmoxkHocTH HauOojieeé HW3BECTHBIX CpEACTB COBEPIIEHCTBOBAHUS
pasrpannyenus goctyna OC Linux.

Tema 7. 3amuTa daiinooii cucremsl B OC.

3amura aitnoBoii cuctemsr Windows. Pasperienus ais ¢daino u nanok. Hludpyromas
daiinoBas cuctema (EFS) Encrypting File System. Texnomnorus mmdposanus. BoccranoBieHnue
nansbix. Ilpomecc mmdposanus. Ilponecc nemmdppupoBanus. Ilpomecc BoccTaHOBIEHHS.
B3aumopeiictBue daitnoBori cucremsl 3amuThl NTFS m 3amuTel pecypca o0miero moctyrma
(Sharing). TumoBsle 3agauul aJAMUHUCTPUPOBAHUA. AJMUHUCTpUpOBaHUE AUCKOB B Windows.
CxoactBa u pazmuuus Mmexay Disk Management m Disk Administrator. 3ammra daitnoBoit
cuctembl OS Linux. ®aiinoBas cucrema OS LinuxX. OCHOBHBIE KOHIETIIUH (PaiiIOBON CUCTEMBI.
Bupryansnas ®aiinosas Cucrema (VFS). daiinossie cuctembr EXT2 (The Second Extended
File System).

5. Ob6pa3oBaTesbHbIE TEXHOJIOTHH.

Meroauka mpenoaaBaHusi — AUCHUIUIMHBL  «[IporpamMmMmHo-anmapatHble  CpeAcCTBa
obecrieueHnss UHPOPMAITMOHHON 0€30MaCHOCTH» U peau3aiysl KOMIETEHTHOCTHOTO MOIX0/1a B
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U3JI0)KEHUU ¥ BOCHIPUSATHH MaTepuaa mpeaycMaTpUBaeT UCIOIb30BAHUE CIICAYIONINX aKTHBHBIX
Y WHTEPAKTUBHBIX (OPM NPOBEACHUS TPYIIOBBIX, HHAUBHIYAIBHBIX, ayIUTOPHBIX 3aHITHH B
COYETAaHUH C BHEAYTUTOPHOI paboToi C 11ebi0 (OPMHUPOBAHUS M PA3BUTHS MPO(PECCHOHATBHBIX
HABBIKOB 00YyYarOIINXCS:

- MOJITOTOBKA K BBHITIOJHEHUIO JIAOOPATOPHBIX padoT;

VienbHBI BeC 3aHATHH, NMPOBOAMMBIX B HHTEPAKTHBHBIX (hopMax IO IUCHUIUIMHE,
cocrasisgeT 20 % ay IUTOPHBIX 3aHATHH

6. OIIeHO‘leIe CpeacTrBa JJid TEKYIIECTI0 KOHTPOJIA yCII€eBAEMOCTH, HpOMe)KyTO‘{HOi/'I
aTTeCTAlluM 110 UTOraM OCBOCHUSA JUCHUIIJIMHBI U y‘lCﬁHO-MeTOHH'{eCKOG o0ecreueHue
CaMOCTOSITEIbHOM paGOTLI CTYACHTOB.

B npouecce 00y4eHus HCIONB3YIOTCS CIEAYIONINE OLIEHOUYHbIE (POPMBI CAMOCTOSITEIbHON
paboThl  CTYJEHTOB, OLICHOYHBIE CpEACTBa TEKYyLIEro KOHTPOJS  YCIIEBAEMOCTH MU
IIPOMEXKYTOUHBIX aTTECTALUM!

- KOMIIBIOTEPHOE TECTUPOBAHUE;

- DK3aMEH.

OO0pa31bl TECTOBBIX 33JaHUH, 3K3aMEHALMOHHBIX OUJIETOB, IPUBEEHBI B IPUIIOKCHUH.

6.1. ®oH OLIEHOYHBIX CPEICTB /JIS MPOBeAeHNsI IPOMEKYTOUHON aTTeCTAlUMN
00y4arIIMXCH M0 TUCHUILINHE (MOTYJIIO).

6.1.1. IlepeueHb KOMIETEHIMNA C YKa3aHUEM ATANOB UX (POPMUPOBAHUS B MPOLECCE OCBOCHUS
00pa30BaTeNIbHON IPOTrPaMMBI.
B pesynbTare 0CBOCHUS AUCHUILIUHBI (MOYJIs) POPMHUPYIOTCS CIASAYIONINE KOMIIETCHIIHU:

Kon B pe3yabTare ocBoeHUs1 00pa30BaTeIbHON NPOrpaMMbl 00y4alOIHIiCs J0JKeH
KOMIIETeHIMH 00J1a1aTh
K -1 CrIocOOHOCTBIO BBITTONHATH PA0OTHI IO YCTAaHOBKE, HACTPOIKE M 00CITy)KHBaHUIO

MIPOTPaMMHBIX, IPOTPAMMHO-AIMAPATHRIX (B TOM YHCIIE KPUITOTPAPHUIECKIX) U
TEXHUYECKHUX CPEICTB 3alUThl HH(OPMAIHN

IIK - 3 CHOCOOHOCTHIO aIMUHUCTPUPOBATH MOJCUCTEMBI HH(POPMAI[HOHHOW 0€30MacCHOCTH
00BbEKTa 3aIUTEI

B mnponecce ocBoeHusi 00pa3oBaTeabHOW MPOrpamMMbl JaHHbIE KOMIIETEHIIMH, B TOM
quCcie UX OT/ENbHbIE KOMIIOHEHTHI, (POPMUPYIOTCS MTO3TAITHO B X0/1€ OCBOCHUS 00YYaIOLUIMMHUCS
TUCIUTIINH (MOAyJiel), TPaKTUK B COOTBETCTBHHM C YYEOHBIM TIUIAHOM H KaJeHIapHBIM
rpauKoM y4eOHOro mporecca.

6.1.2. Onucanue nokasareJieil 1 KpUTepHeB OLICHUBAHUS KOMIIETEHI M, (POPMHUPYEMBIX 110
HTOramM OCBOCHMUSA JUCHUIIJIMHBI (MO}IyJIﬂ), OINMCaHHuEe HIKAJ OIlICHUBAHUSA

[Tokazarenem oOlEeHUBAaHUS KOMIETEHIIMH Ha pa3JIMYHBIX 3Tanax HMX (OPMUPOBAHUS
SBIISIETCS TOCTHKEHHE OO0YUYaIONUMUCS TUTAHUPYEMBIX Pe3yIbTaTOB OOYYECHHS IO TUCIUTUIMHE
(Momymr0):

IIK-1 cnocoOHOCTbIO BBINOJHATH paﬁOTbl mo YyYCTaHoOBKe, HaCTpOflKe H 06c.11y>lmBaHm0 nporpaMmMHbIX,
nporpaMMHO-anmnapaTHbIX (B TOM YHCJIE KpI/IHTOFpa(l)I/I‘IeCKl/IX) H TEXHUYCCKUX CPEACTB 3alllUThI l/lH(l)OpMa]II/II/l

IMoka3areinn Kpurepuu oueHuBaHus




2 3 4 5
3HATH: OO6yuaromuiics OO0yuatomuiics Obyyaromnuiics OO0yuatomuiics
- BO3MOXHBIE | IEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
JICUCTBUSI IPOTHBHUKA, | IIOJIHOE OTCYTCTBHE | HENOJHOE COOTBETCTBHE | YaCTHYHOE MOJIHOE€ COOTBETCTBHE
HarpaBJICHHBIE Ha | WIM HEZOCTATOYHOE | CIEIYIOIIMX 3HAHUM: COOTBETCTBUE CJICAYIONINX 3HAHHMU:
HapyIlleHHE TIOJIMTUKH | COOTBETCTBHE BO3MOXHBIE  JIGUCTBHS | CIENYIONIMX 3HAHWK: | BO3MOXKHBIE JEHCTBUS
OezomacHoCTH CIIEAYIONNX 3HAHWH: | TIPOTHBHHUKA, BO3MOYKHBIE JICHCTBUS | TIPOTHBHHUKA,
UHPOPMALIHH; BO3MOJKHBIC JACIHCTBUS | HalpaBJICHHBIC Ha | MPOTHBHUKA, HalpapJICHHBIC Ha
- Haubonee ysA3BHMBIC | POTHBHHUKA, HapylnleHHEe  IIOJUTUKH | HalpaBJICHHbBIC Ha | HApyIICHHE TOJIUTHKH
IUIsL aTak MPOTHBHUKA | HAIPaBJICHHBIC Ha | Ge3omacHOCTH HapyLICHUE TIOJIUTHKY | 0e30MacHOCTH
AIIEMEHTHI HapyIIeHUE TOJIUTHKY | WHQOpMAaIHH; 6e3omacHOCTH nHpOpManHy;
KOMITBIOTEPHBIX 6e3omacHOCTH - Hauboiee ysS3BUMBIE | HH(POPMAIIHH; - HauboJee ys3BUMBIC
CHCTeM; nH(pOpPMALIHY; UL aTak IPOTHBHUKA | - HauOoyee ys3BUMBIC | Ul aTaK IPOTHBHHKA
MEXaHU3MbI PCIICHUSA - Hanboiee YA3BUMBIC | DJIEMCHTBI JJIA aTaK IPOTUBHHUKA | DJIEMEHTBI
THUIIOBBIX 3a/la4 | JJIA aTaK IPOTUBHHKA | KOMIIBIOTEPHBIX CUCTEM, DJICMCHTbBI KOMITbIOTEPHBIX
IporpaMMHO- DJICMCHTbBI MEXAaHNU3MbI PECUICHUA | KOMIIBIOTCPHBIX CUCTECM,
anmapaTtHoOi  3allUThl | KOMITBIOTEPHBIX THITOBBIX 3a7a4 | CHUCTeM; MEXaHU3MBI PELICHHs
nHpopmarmy; CHCTEM; MIPOrpaMMHO-aIAapaTHOW | MEXaHM3MBl PELIEHHsS | THUITOBBIX 3amaq
MEXaHU3MBI PEIICHHs | 3alUThl HHpOpMaIHH. THUITOBBIX 3aj1a4 | MPOrpaMMHO-
THIOBBIX 3ama4 | JlomyckawTcs PO PaMMHO- anmapaTHOH  3aIlUThI
PO PaMMHO- 3HAUYHUTENbHBIC OIMOKH, | alllapaTHON 3alluThl | HH(POPMALUH
anmapaTHOM 3alIUTHl | MPOSBISIETCS nHpOpMAaIN , CBOOOTHO
HUHPOPMALUHL. HEOCTaTOYHOCTh , HO JIOIyCKalOTCS olepupyer
3HaHUH, 110 PAXY HE3HAYUTEIIbHbIC IpHOOPETEHHBIMH
ToKazaTeseu, OIITMOKH, 3HAHUSIMH.
o0yJaromuics HETOYHOCTH,
HCIIBITBIBAET 3aTPyAHEHUs IIpU
3HAYNTEIIbHBIE AHAJTMTUYECKUX
3aTpyIHEHUs Py orepanusx.
OTIEpPUPOBAHUH
3HAHUSIMU MIPU UX
TepeHoce Ha HOBBIE
CHUTYalIUH.
YMeEThb: OO0yyaromnuiics He OO0yuaromuiics OO6yyaromuiics OO0yuaromuiics
aHaNM3MPOBATh yMEeT Win B JIEMOHCTPUPYET JIEMOHCTPUPYET JIEMOHCTPUPYET
MEXaHU3MBI HEJI0CTaTOYHOM HEIOJIHOE COOTBETCTBUE | YAaCTUYHOE MIOJTHOE COOTBETCTBHE
peanuzanuu CTETICHN YMEEeT CJIC/TYFOIIINX YMEHUIA: COOTBETCTBUE CJIC/TYFOIIMX YMEHUIH:
MPOrpaMMHO- aHaJIM3UPOBaTh aHAIM3NPOBATH CIIEAYIOIINX YMECHHUH: | BBIIOIHATH PaOOTHI
anmaparHbIX METOJIOB | MEXaHU3MBI MEXaHU3MBI PEeaJIU3allii | BBIMOJHATH PaOOTHI KBaIM(UINPOBAHHO
3aIIUTHI KOHKPETHBIX | pealu3anuu MIPOTPaMMHO- 10 YCTaHOBKE, OLICHMBATh 00/1aCTh
00BEKTOB U IIPOLIECCOB | MPOrPaMMHO- anmapaTHbIX METOIOB HacTpoiKe u NPUMEHEHHUS
JULSL peLICHUS anmapaTHbIX METOJOB | 3alIUTHl KOHKPETHBIX 00CITy>)KUBaHHIO KOHKPETHBIX
l'IpO(beCCI/IOHaJ'[BHBIX 3alIUTBl KOHKPETHBIX 00BEKTOB U IIPpOLECCOB mporpaMMHO- MEXaHU3MOB
3aj1a4; 00BEKTOB U JUISL pelLIeHUsT annapaTHbBIX CPEJCTB | MPOrpaMMHO-
-IIPUMEHATD IITATHBIE | IIPOLIECCOB IS npodeccroHanbHbIX 3aIIUTHI alnapaTHOM 3aIMThL
cpeAcTBa pereHust 3azay; nHdpopMannu nHpopmanuy;
MPOrpaMMHO- NpoQeCcCHOHANBHBIX | -IPUMEHSTH ITATHbIE . YMeHHUS OCBOGHBI, | -HCIIOJIb30BaTh
anrnapaTHoOH 3alUThl U | 3a/a4; Cpe/CcTBa MPOrpaMMHO- HO JIOITYCKAaIOTCS anmnapaTHbIe 1
CTEIMATM3UPOBAHHbBIE | -IIPUMEHSTh annapaTHOM 3aIlUTHI 1 HE3HAYHUTEIIbHBIC MpOTrpaMMHBIE
TIPOIYKTHI IS IITaTHBIE CPEJCTBA CHeUaIN3UPOBaHHbIC omnoKy, CpE/ICTBa 3aIIUThI
PpELIEHHs TUITOBBIX MIPOTrPaMMHO- MIPOYKTHI JJISl PELICHUsI | HETOYHOCTH. nHpopmanuu npu

3aja4;
-KBaJTH(PAITPOBAHHO
OLIEHUBATh 00JIaCTh
MIPUMCHEHHS
KOHKPETHBIX
MEXaHU3MOB
MPOrPaMMHO-

arnmnapaTHoM 3aIUThl
"
CIIeLIMAITI3HPOBAHHEI
€ MIPOIYKTHI AJIs
pELICHHS THUITOBBIX
3aj1ad;

BBINOJIHATH pabOoThI

THUITOBBIX 33/1a4.
BBITIONHATH pa0OTHI TIO
YCTaHOBKE, HACTPOMKE U
00CITy>KHBaHUIO
POTrPaMMHO-
anmnapaTHbBIX CPEICTB
3alMTHl HHOPMALH

pereHnn
MPaKTUICCKUX 3a/1a4.
- OpPraHU30BaTh €ro
BHEApPEHHE U
mocieryroniee
COIIPOBOKICHHUE;

10 YCTaHOBKE,




anmapaTHOH 3alHUThI
nHpopmamy;
-HCTIONB30BATh
armapaTHble 1

PO PaMMHBIE
CpelcTBa 3aIUTH
nHpOpMAIUH TIPH
perieHnn
MPaKTUYECKUX 3a/1ay.

- OpraHu30BaTh €ro
BHEJIpEHUE U
Hoclneayoee
COIPOBOXK/ICHHE;

- BBIIIOJIHATH pa6OTBI

o YCTaHOBKE,
HAaCTpOMKe u
00cITy)KMBaHUIO
MIPOTrPaMMHO-

afnmnapaTtHbeIX CpEACTB
3allUThI

10 YCTaHOBKE,
HACTpOUKe U
00CITyKUBaHUIO
MIPOTPaMMHO-
anmapaTHbBIX CPEICTB
3aIIUTHI
nHpOPMALIHH.

. Jomyckatores

3HAYUTCIIbHBIC OHII/I6KI/I,

MIPOSIBIISCTCS
HE0CTaTOYHOCTh
YMEHUI.

HACTpOUKe U
00CITy)KHBaHUIO
MPOTPaMMHO-
anTapaTHbIX CPEJICTB
3amuUTH HHQOpMAITHH
. CBoOoHO
oTepupyer
MpHOOPETEHHBIMHU
YMCHHSMH,
MIPUMEHSET UX B
CUTYAIHISIX
MOBBILLIEHHON
CJIO)KHOCTH.

nHdopManuy;
BJAJETh: OO0yuaromuiics He OO6yJatommuiics Bageer, | OOywaromuiics OO0yuaromuiics B
- HaBBIKAMU | BIIAJICET WM B JIOTMYCKAIOTCs YaCTHYHO BIIaJeeT MOJIHOM 00beMe
9KCIUTyaTaluu (B | HEOOCTATOYHOM 3HAYUTEIbHBIC OMIMOKK, | HaBBIKAMU BJIaJIeeT HaBbIKAMHU
YacTH,  KAacCaloIICHCs | CTENEeHHU BlaJieeT HaBBIKAMH KBaTH(UIUPOBAHHO
pasrpaHu4eHus HaBBbIKaMHU 9KCIUTyaTaluu (B 4acTH, | OLIEHMBATh 00JIaCTh AKCIUTyaTauu (B
JIOCTYTIa, SKCILTyaTaluH (B Kacarouiencs MIPUMEHECHHS YacTH, Kacarolencs
ayTeHTU(uKanun U | 4acTH, Kacarollencs pasrpaHUYeHus JOCTYIa, | KOHKPETHBIX pasrpaHUYeHus
ayaurta) 0a3 JaHHBIX, | pa3rpaHUYCHUS ayTeHTH()UKAUU U MEXaHU3MOB JIOCTYTIA,
JIOKAJTEHBIX JIOCTYTIA, ayJIuTa), MPOSBIISICTCS MPOrPaMMHO- ayTeHTH()HUKALIUU U
KOMITBIOTEPHBIX CeTeH, | ayTeHTH()UKAIIUH U HEJOCTaTOYHOCTh amnmapaTHOM 3alIUTEl | ayauTa), CBOOOIHO
MPOrPaMMHBIX CHCTEM | ayJuTa). BIIQ/ICHUS] HABBIKAMH. HHpOPMAIIHH; MPUMEHSET
C ydeToM TpeOOBaHMA -HCIIOJTE30BATh MOJTYYCHHBIC HABBIKA
o 00€eCTICUCHUIO anmapaTHble U B CHTYaIHIX
UH)OPMATHOHHON [IpOrpaMMHBbIE MOBBILIEHHON
0e30MacHOCTH. Cpe/CTBa 3alIUThI CJIOKHOCTH.

nH}popManuy mpu

peuenun

MPAKTUYCCKUX 3a/1a4,

SKCIUTyaTaluH (B

YacTH, Kacarolencs

pasrpaHHYCHHS

JIOCTYTIA,

ayTeHTU(PHUKAIIIH U

ayJInTa), HaBbIKU

OCBOCHBI, HO

JIOITY CKAIOTCS

HE3HAYHUTENIbHbIC

OIITMOKH,

HETOYHOCTH,

3aTpyTHEHUS.
IIK - 3 cnoco0HOCTbI0 AIMUHUCTPUPOBATDH MOACUCTEMbI HHGOPMALIMOHHOI 0€30MaCHOCTH 00bEKTA 3aIUTHI
YMeEThb: OO0yuaronuiics He Obyyaromuiics Obyyaromnuiics OO0yuatomuiics
- aAIMUHUCTPHUPOBATH YMEET UJIH B JIEMOHCTPUPYET JIIEMOHCTPUPYET JIEMOHCTPUPYET
MOJICUCTEMBI HEIOCTaTOYHOU HEIIOJIHOE COOTBETCTBUE YaCTHYHOE MIOJTHOE COOTBETCTBHE
HH(POPMAIMOHHOM CTCIICHU yMeeT CJIEIYFOITNX YMCHHIA: COOTBETCTBUE CJICIYFOIIIX YMCHUIA:
Oe3omacHOCTH aJMUHUCTPUPOBATH | aJIMUHHCTPHPOBATH CIEIYIONNX YMCHUH: | aMAHUCTPHUPOBATH
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00BEKTA 3aIUTEI; IO JCUCTEMEI IIOJCUCTEMEI aJMHUHUCTPUPOBATH IO JCHUCTEMBI
HH(POPMAIIMOHHOM HHPOPMAIIMOHHOM IIOJCUCTEMEI WH(POPMAIMOHHOM
Oe3omacHOCTH Oe3omacHOCTH 00BEKTA HHPOPMAITMOHHOM Oe30macHOCTH
00BEKTA 3aIATHI. 3aIUTEI 0€e30IMacHOCTH 00BEKTA 3aIATHI
. Homyckatorcst 00BEKTa 3aIATHI . CoOoiHO
3HAYUTEJIbHBIE OIIMOKH, . YMeHHS OCBOEHBI, oTepupyeT
MIPOSBISIETCS HO JIOITyCKAIOTCS MpHOOPETEHHBIMHU
HEIOCTATOYHOCTD HE3HAYMTEILHEIE YMEHHSAMH,
YMEHUM. OIINOKH, IIPUMEHSIET UX B
HCTOYHOCTHU. CI/ITyaHI/IHX
MOBBLIIIEHHOK
CII05KHOCTH.
BJIaJeTh: OO0yuaronuiics He OO0yuaromuiics BiaeeT OO0yuaromuiics OO0yuaromuiics B
- HaBBIKAMU | BIAJE€ET WIH B HaBBIKAMU YaCTUYHO BJIAJEET IOJIHOM 00BEME
aIMUHUCTPUPOBAHUSL HEJJ0OCTaTOYHOU aIMUHUCTPUPOBaHUSA (B HaBBIKaMHU BJIaJI€E€T HaBbIKAMU
(B yacTH, Kacarolleics | CTCIEeHH BIIaJeeT YyacTH, Kacarouieics aIMUHUCTPUPOBAHUS | AAMUHUCTPHPOBAHUS
pasrpaHu4eHus HaBBbIKaMHU pasrpaHuyeHus A0CTyna, | (B yacTu, (B yacTu,
JIOCTYTIA, aJMUHUCTPUPOBAHHU | ayTCHTH()UKAIIUH U Kacaromencs Kacarouiencs
ayTeHTH()UKAIITU u | o1 (B 4acTy, aynuTa), Oy CKArTCs pasrpaHHYCHHS pasrpaHUYCHUS
ayaura) 0a3 JaHHBIX, | Kacaroliencs 3HAYUTENILHBIE OIIMOKY, JIOCTYTIA, JIOCTYTIA,
JIOKAJIbHBIX pasrpaHHYCHHS TIPOSBISIETCS ayTeHTU(HUKAIINN 1 ayTeHTH(PHUKAINT U
KOMITBIOTEPHBIX CeTeH, | JOCTyIa, HEIOCTATOYHOCTD aynuTa) , HABBIKA ayauTa), CBOOOIHO
MPOTPaMMHBIX CHCTEM | ayTeHTH()HUKAIIUHN U BJIaJI€HNS HABBIKAMH. OCBOEHEI, HO TIPAMEHSET
C ydeToM TpeOOBaHWH | ayauTa). JTOITY CKAIOTCS MOJTyYCHHBIC HABBIKU
o 00€eCTIEUEHHIO HE3HAYMTEILHEIE B CHUTYaIHsIX
UHPOPMALTHOHHON OIINOKH, TTOBBITIIEHHON
06€30MacHOCTH. HETOYHOCTH, CJI0’KHOCTH.
3aTpyQHCHUS.

[[Txans! OLIEHUBAaHUS PE3YyJIbTaTOB IPOMEKYTOUYHOM aTTECTALIUU U UX ONIMCAHUE:

d)opma npomeafcymouuoﬁ ammecmauuu’ IK3aMeH.

[IpomexyTounas arrectanus oOydaromuxcs B ¢GopMe -HK3aMeHa MPOBOJUTCS IO
pe3yJbTaTaM BBIIIOJHEHUS BCEX BUJOB yueOHOM paboThl, MPeIyCMOTPEHHBIX YUYEOHBIM MIAHOM
M0 JAHHOW TUCIUIUIMHE (MOJYIIO), MPU 3TOM YUHUTHIBAIOTCS PE3yJIbTaThl TEKYIIEro KOHTPOJIS

yCIICBAEMOCTH B  TCUHCHUC

CCMECTpa.

OueHka

CTCIICHU JOCTHIXCHUA O6y‘{aIOH_II/IMI/ICH

IUTAHUPYEMBIX Pe3yJIbTaTOB 00yUeHHUs M0 AUCHUILIIMHE (MOAYIII0) MPOBOAUTCS MpernogaBaTeiieM,
BEAYIIUM 3aHATHS 10 JUCHUIUIMHE (MOIYJII0) METOJOM OHKcHepTHOW oueHku. [lo uroram
MPOMEXYTOUHOM aTTecTallu MO AMCUUIUIMHE (MOIYJII0) BBICTABISAETCS OLEHKA «OTIMYHOM,
«XOPOILIOY», «YJOBIETBOPUTEIBHO» UIIU «HEYI0BIETBOPUTEIBHON.

MIkana oneHNBaHUA

Onucanmne

OTan4HO

CryneHt
NPUBEICHHBIM B
3HAHMUSMH, YMEHHSMH, HaBBIKAMH, MPUMEHSET UX B CHUTYalMsAX MOBBIIIEHHOH
cnoxkHoctd. Ilpn 3TOM MOryT OBITH JOMYIIEHb HE3HAYHUTEIbHBIE OIINOKH,
HETOYHOCTH, 3aTPYAHEHHS NPU aHAIUTHYECKUX OIEpaLUsX, epeHOCe 3HAaHUN U
YMEHUH Ha HOBBIE, HECTAHIapTHBIE CUTYaLHH.

JIEMOHCTPUPYET
TadJmIax

BeinonHeHb! Bce BUBI yueOHOW pabOThI, MPEIYCMOTPEHHBIE YYEOHBIM IJIAHOM.
COOTBETCTBHUE
ToKas3areJeH,

3HAHUMH,
onepupyer

yMeHUM,
MIPUOOPETEHHBIMU

HaBBbIKOB




BrimonHeHs! Bce BUABI y4eOHON pabOoThHI, MPeayCMOTPEHHBIE YUEOHBIM IIJIAHOM.
CTyneHT IeMOHCTPUPYET HETIOTHOE, IPAaBMIIBHOE COOTBETCTBHE 3HAHHM, YMEHUH,
HaBBIKOB TMPHUBEACHHBIM B TaOIWIAX TOKa3aTeled, MO0 eclid MpH 3TOM ObUIH
JIOTYIIEHBI 2-3 HECYIIECTBCHHBIC OIUOKH.

Xopotio

BrimonneHs! Bce BUbI yqe6Hoﬁ pa6OTI>I, npeayCMOTPECHHBIC y‘le6HBIM IIJIaHOM.
CTy,HeHT JACMOHCTPUPYECT COOTBETCTBUE 3HaHPII>i, B KOTOPOM OCBCIII€HA OCHOBHasd,
HanboJiee BaskHas 4acTh MaTtepurajia, HO IIpyu 3TOM JOMYyIIEHa O/JHA 3HAYUTCIIbHAA
OIIHMOKA UJIH HETOYHOCTb.

y[lOBJ'IeTBOpI/ITeJ'H)HO

He BbImomHeH oauwH wian Oojee BHAOB y4eOHOM pabOTHI, HPEILyCMOTPEHHBIX
yueOHpIM 1aHOM. CTYZEHT AEMOHCTPHPYET HEIOJHOE COOTBETCTBHE 3HAHUM,
YMEHHUH, HaBBIKOB IPHUBEACHHBIM B Ta0mUIax IMOKa3zaTeleH, JOIMyCKaroTcs
3HAYUTEIbHBIC OIINOKH, MPOSBIISETCA OTCYTCTBHE 3HAHUI, YMEHHH, HABBIKOB IO
psiLy TOKa3aTened, CTyISHT HCHBITHIBACT 3HAYMTEIbHBIC 3aTPYOHEHHS MpHU
ONEPHPOBAHNY 3HAHUAMHU U YMEHUSAMH IIPU UX IIepeHOCe Ha HOBBIE CUTYallHU.

HeynosnerBoputenbHo

DoH/IbI OLIEHOYHBIX CPEACTB MPeACTABIEHbI B PUJIOKEHUH K padoyeil mporpamme.
7. Y4yeOHO-MeTOAMYECKOE M NH(POPMALIMOHHOE 0O0ecnieyeHue TUCIHILINHBI.

a) OCHOBHas JIMTepaTrypa:
1. ®egopo H.B. . IlporpamMmMmHo-anmapaTHble CpEICTBAa 3aIUUTHl HH(OPMAIUH.
DIIeKTPOHHBII oOpa3oBaTenbHBIH  pecypc. MockoBckuit [Tonwurex, 2020-
https://Ims.mospolytech.ru/course/view.php?id=495

0) MOMOJIHUTEIbHAS JINTepaTypa:

1. A.1O.Illep6akoB BBeneHne B TEOpHIO M IPAKTHKY KOMIIBIOTEPHOM
Oe3omacHocTH. M.: m3marens Moinrauesa C.B., 2001 - 352c.

2.A.A. I'pymio, E.E. Tumonnna TeopeTnueckue OCHOBBI 3alIUTHl WH(POPMAIIHH.
M.: Sxtcmen, 1996 - 192c.

3.Cemenenko B.A. [IporpamMmMHoO-anmapaTHas 3ammra HHGOPMAIUU (y4eo.
nocobue. / @enopos H.B. - M.: MI'I1Y, 2007 TI'pup YMO

4.TlporpammHoO-anmapatHasi 3amiura WHGOpPMAalUKd METOJ. YKa3. IO Kypc.
npoekTrpoBanuio 28-8. / coct. Penopos H.B. - M.: MI'Y, 2008

5. dessuun [I.LH. Mopnenn 6e30macHOCTH KOMIBIOTEPHBIX CUCTEM : y4el. mocodue
JUTst By30B. - M.: Axkaaemus, 2005 Tpud YMO

B) IPOrpaMMHOe o0ecriedeHne U MHTEPHET-PeCcypChbl:

1. JlokanbHbIi Hay4HO-00pa30BaTENbHBIM KOMIUIEKC mOo aucuuiiauHe "[IporpammHo-
amnmapaTHas 3amurta naHpopmanuu'.

8. MaTepI/laJIbHO'TeXHI/I‘IGCKOC o0ecneuyeHue AUCIUITJINHDBI.

Jns mpoBeneHUsT BCEX BHJIOB 3aHATUH HEOOXOAMMO TMPE3CHTAIMOHHOE O000pYyI0BaHUE
(MyJIBTUMEIUHHBINA TPOCKTOP, IKpPaH) — 1 KOMIIIEKT.

Jns npoBeaeHus 1a00OPATOPHBIX 3aHATHI HEOOXOIMMO HAJIMYKUE KOMIIBIOTEPHBIX KJIaCCOB
000pyAOBaHHBIX COBPEMEHHOM BHIYMCIUTENBHON TEXHUKOM U3 pacyeTa 0JHO pabouee MecTo Ha
OJIHOTO 00y4aeMoro.

OOopynoBanue u annaparypa.


https://lms.mospolytech.ru/course/view.php?id=495

1. Dnexrponnsii 3amok "Cobon".

2. Cucrema 3amuTh "Secret Net".

3. IMTAK 3amumiennoro xpanenust uHpopmanmu «Cexpet Ocoboro HaznaueHus»

4. Kommnekc cpencts 3amuthl HHPopmanuu ot HCJ «Akkopa—AM/I3»

5. ITAK 3amutbl nHGOpMAIMU OT HeCaHKITMOHUPOBaHHOTO MocTymma « AKKOP/[-Win64»
(Bepcus 5.0).

9. MeToanyeckune peKOMEHIAIHH IJIs1 CAMOCTOATEILHOMH PadoThI CTY/IEHTOB

N3yuenue MAMCUMIUIMHBI OCYIIECTBIISIETCSI B CTPOrOM COOTBETCTBUU C  IEJIEBOM
YCTAaHOBKOW B TECHOW B3aMMOCBS3M y4eOHBIM TUIaHOM. OCHOBOM TEOPETUYECKOW MOATOTOBKH
CTY/ICHTOB SIBJISIFOTCS JICKIIUH.

B mporecce camocTosTenbHON pabOThl CTYICHTHI 3aKPCIUIAIOT U yTayOJstOT 3HaHUSA,
MOJIyYEHHBIE BO BPEMS ayIUTOPHBIX 3aHATUN, TOTOBATCA K SK3aMEHY, a TAaK)KE€ CaMOCTOSITEIIbHO
M3Yy4aloT OT/ACJIbHBIC TEMbI YU4EOHOM MPOTPaMMBI.

10. MeToauyeckne peKoMeH/IAMH /JIsl MPenoaaBaTeJisi

[Iporpamma coctaBieHa B COOTBEeTCTBHM ¢ DenepaibHbIM  TOCYJIapPCTBEHHBIM
00pa3oBaTeNbHBIM  CTaHIAPTOM  BBICHIETO OOpa30BaHHUS IO HAIMPABJICHHUIO TOJATOTOBKU

6akanaBpoB 10.03.01 «MudopmanuonHasi 6€30MaACHOCTHY.

IIporpammy cocraBui: npod., k.17.H. Demopos H.B.

IIporpamma yTBep:kaeHa Ha 3aceqanuu kapeaps! “Undopmannonnas
0e3onacHocTh” «29» aBrycta 2020 r., mpotokon Ne 1

3aBeayrommii kadeapoit
«MHdopmarrionHas 6€30MacHOCTb»

K.T.H., JOIICHT H.B. ®enopos
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CprKTypa H COACPKaAaHUE NUCIHUITIJIUHBI «HporpaMMﬂo-annapaTHme cpeacrea obecneueHus! I/[H(l)OpMalIl/IOHHOﬁ 0e3omacHOCTH

10.03.01 «<MupopmanuoHHasi 6€30MACHOCTH)
(0akanasp)

0 HANMPABJICHUIO MOATOTOBKHA

[Ipunoxenue.

Buasbl yueOHoit padorsl,

Dopm

2 = S | BKJII0YAs CAMOCTOSITEJILHYIO Buabl camocTosTe/IbHOM padoThl
= =
Pazgen § S g padoTy CTYIeHTOB, CTY1eHTOB aTTrecT
2]
/n 3| = § U TPY10eMKOCTh B Yacax anumn
J | II/C | JIao | CPC | KCP | K.P. | K.II. | I3 | Pedepar | K/ip | D | 3
CeabMmoii cemecTp
1 | CamocrosiTenbHas paboTa
Pa3paboTtka TTOJTUTHKHA
MH(POPMALIMOHHOM 0€301acHOCTH.
MeTomoJI0TH ITOJIMTUKNA O€30IIaCHOCTH
KOMIIBIOTEPHBIX ~ cucTeM. (OCHOBHBIE
11 | monoxenus nonuTuku | 1 1 4
MH(POPMALIMOHHOM 0€30IacHOCTH.
JKuzHeHHBIN IIAKJT OJIUTHUKU
6e3onacHocTd. [IpUHIUMBI TOTUTHKH
0€30MacHOCTH.
Pa3pabotka MOJINTUKU
1.2 | unpopmanmonnoii oesomacuoctn | 7 2 4
KOMIIBIOTEPHOU CUCTEMBL.
PaspaboTka MOJIEJH rpo3
13. P y A PO 713 4
KOMITBIOTEPHON CHCTEMBI.
1.4 | O6bekTsl yrpo3. Knaccudukanus yrpos | 7 4 4
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Mo Ccrmocody WX  OCYIIECTBIICHHS.
Knaccudukanus  oOBEKTOB  yrpos.
OyHKIMOHAIBHAS ~MOJIEIb  CHCTEMBI
samuThl. CocTaB W Ha3HauYeHUE
(GyHKIMOHAIBHBIX 010KOB. OCHOBHBIE
TpyMIIbI MEXaHHU3MOB 3aIUTHL.
OyHKIIMOHATbHAS MOJIEb.
Pexomennanmu o OTJENbHBIM
YPOBHSM (DYHKIIMOHAJTLHOW MOJICITH.

1.5

JuckpennoHHble u MaHIaTHBIE
MOJICIIH.

1.6

Cucrema 3ammThl HHQOPMAIUH  OT
HECaHKITMOHHUPOBAHHOTO JIOCTYyTIa
«CTPAX NT». YcTraHOBKa M CHATHE
C3MU. 3aMKkHyTasi IporpaMMHas Cpesa.

1.7

Cuctema 3amuThl HMHQOPMALUU OT
HECaHKIIMOHUPOBAHHOTO JnocTyna
«CTPAX NT». VYupasnenue
MOJIb30BaTESIMU. YYeT Hocutenen u
KOHTPOJIb YCTPOUCTB.

1.8

[TonsaTne  pocTyma W MOHHUTOpaA
6e3onacHocTH. ObecnieueHne rapaHTuil
BBINOJIHEHUS! TTOJIMTUKU O€30IacHOCTH.
Merononorus MIPOEKTUPOBAHUS
rapaHTupoBaHHo 3amuiieHHbix  KC.
Meroxn  reHepauuu  M30JMPOBAHHOU
IPOTPaMMHOM CpeIbl.

1.9

Huckpeunonnsle  monenu.  Mogenb
AJIEIIT-50. [Iatumepuoe
MIPOCTPAHCTBO 0e30macHOCTH
XaptcToHa. MannatHas MOJENb.
Mopnens  benna-Jlamagyna.  IlepBoe
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npaBuino  Mozenu  bemna-Jlananyna.
Bropoe nmpaBuno wmoxpenmu  benna-
Jlamanyna. Onucanue MOJCIH.

Wnentudukanuss M ayTeHTH(UKALUS.
OcHOBHbIE NIOHATHS U KJIACCU(PUKALUS.

ITpocras ayTeHTU(UKaLUS.
AyTeHTuduxanus Ha OCHOBE
MHOTI'OPa30BbIX naposei.

1.10 | Ayrentuduxkanus Ha OCHOBE 10
OJIHOPAa30BbIX apoJsei.
AyTeHTuduranus Ha OCHOBE
CepTU(PHUKATOB. buomerpuueckas
uaeHTU(UKAIMsI U ayTeHTU(HUKAIus
I0JIb30BATENECH.

Crporas ayrentuduxanus. [IpoTokosbl
ayTeHTHU(UKALUU C CUMMETPUYHBIMHU
aNropuTMamMu mppoBaHuUs.
ITpoToxoisl, OCHOBaHHbIE Ha
UCIIOJIb30BaHUU  OJHOHAIPABIIEHHBIX
KIIFOUEBBIX XOUI-(DyHKIHH.
AyTeHTU(]UKAIMS C HCIOJIb30BaHUEM
ACUMMETPUYHBIX aIrOpUTMOB

1.11 | wudposanus. AyTenTndukanys, 11
OCHOBaHHas Ha HCII0JIb30BaHNNU
nudposoit  moamucu.  [IpoToKOmBI
ayTeHTH(UKALIUU C HYJIEBOH mepenaueit
3HAYEHUI. YnpouieHHas cxema
ayTeHTH(UKALIUU C HYJIEBOH mepenadeit
3HAHUU. [TapannensHas cxema
ayTeHTH(UKALUU C HYJIEBOH mepenaueit
3HAHHUU.

1.12 | TIporokomn uACHTU(DUKAITIH u 12
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ayrenrudukarnuu B OC Windows.

1.13

ITpoToxon UACHTUDUKALIMN U
ayrentudukarun B OC  Windows.
[Tpotokon ayrentudukanun Kerberos.
CoxpaHHOCT,  maposied  y4YeTHBIX
3anuceil. Windows. 3amuTa maposei.
Kpaxa SAM-aiina. 3axBat
npuBuieruil. COpoc mnapoisss. B3nom
BTOPUYHBIX naposei. Cucrema
pasrpanndenust gocrtyna OC LINUX.
Bo3MOXKHOCTH CTaHIApTHOM CUCTEMBI
pasrpannuenus goctyna OC Linux.
HenocraTtku craHgapTHOM — CHUCTEMBI
pasrpannuenus goctyna OC Linux.
Bo3smoxHocTH Hanbosiee HU3BECTHBIX
CPE/ICTB COBEpILICHCTBOBAHUS
pasrpanndenus gocryna OC Linux.
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[Tpotokoun ayrenTudukanuu Kerberos.
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Cucrema paszrpannuenus goctyna OC
LINUX.
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3ammuTa (aiinoBoi cuctembl Windows.
Pazpemennst mns  QaitioB m  mamok.
udpyromas  ¢daiinoBas  cucrema
(EFS)  Encrypting File  System.
TexHomorus U ppPOBaHUSL.
Boccranoenenne mansbix. [lporecc
mmdpoBaHus. IIpouecc
nemu(pupoBaHus. [Tpouecc
BOCCTaHOBJICHUSI. BzaumopeiicTBre
daiinoBoit cuctemsl 3ammtel NTFS u
3alIMTHl  pecypca OOmEero JocTymna
(Sharing). Tunossie 3a1a9H
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aJIMUHUCTPUPOBAHUSI.
AJIMUHUCTPUPOBaHUE JIICKOB B
Windows. CxoxctBa u  pa3nuuus
mexay Disk Management u  Disk
Administrator.

1.17

Hludpyromas  ¢daiinoBas  cucrema
(EFS) Encrypting File System.
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3ammuTa Qaitnosoii cuctemsr OS Linux.
daiinosass cucrema  OS  Linux.
OcHOBHBIE  KOHLeNIMU  (QaiioBoit
cucreMbl. BupryanbHas — dailstoBas
Cucrema (VFS). ®aiinoBeie CHCTEMBI
EXT2 (The Second Extended File
System).
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Ta6muna 1

MOKA3ATEJb YPOBHS COOPMUPOBAHHOCTH KOMIETEHIIUM

IIporpammHo-annapaTHble cpecTBa obecniedeHus1 MHGOPMALMOHHOI 0e30aACHOCTH

dI'OC BO 10.03.01 «MupopmanmnonHas 6e301aCHOCTb)

B nporiecce ocBoeHuUsT JAHHON TUCHIUTUIMHBI CTYJICHT (POPMHUPYET U JEMOHCTPHUPYET CIICIYIOIIHE

o0menpodeccuoHaIbHbIe U NPOdecCHOHATbHbIE KOMIIETEHIIUN!

KOMIIETEHIIMH

HNH-
JEKC

OOPMYJINP
OBKA

Hepeqeﬂb KOMIIOHCHTOB

TexHos0or
usi
¢popmupos
aHus
KOMIIeTeH

Dopm
a
OLIEHO
q-
HOI'0

Crenenu ypoBHeil 0CBOEHUSI KOMIIETEHIH
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IK-1

CIIOCOOHOCTBIO
BBITIOJTHSTH PabOTHI
M0 YCTaHOBKE,
HacTpoiike u
00CITyKMBaHUIO
NPOrPaMMHBIX,
MIPOrpaMMHO-
anmnapaTtHbIX (B TOM
qucine
KPHUIITOTpaUIeCcKHX )
U TEXHUYECKHX
CPEZCTB 3alHUTHI
nHpopMaIny;

3HATh:

- BO3BMOXXHBIC Z[eﬁCTBH?[ IMPOTUBHUKA, HAIIPABJICHHLIC HA
HApyHICHUC MMOJIUTUKU 0e30MmacHOCTH I/IH(i)OpMaLII/II/I;

- HauOoJee YA3BUMBIC UISL aTaK IIPOTUBHUKA DJIEMEHTBL
KOMIIBIOTCPHBIX CUCTEM;

- MEXaHMU3MBI PEIIEHNs TUIOBBIX 337a4 IIPOTrPaMMHO-
annapaTHOH 3amuThl HHPOPMALNY;

yMeThb:

-aHAIN3UPOBATH MEXaHU3MBI PealIU3alH ITPOTPAMMHO-
anrnapaTHBIX METOIOB 3alIUThl KOHKPETHBIX OOBEKTOB 1
MPOLIECCOB JUIsl pELICHHUs MPOPEeCCHOHATIBHBIX 3a]1a4;
-IPUMEHSTH IITATHBIE CPEICTBA POrPaMMHO-AINMapaTHON
3aIIUTHI ¥ CIICIHATM3UPOBAaHHBIC IPOIYKTHI ISl PEIICHUS
THITOBBIX 3a/1a4;

-KBATU(HIMPOBAHHO OLICHUBATH 00JIACTh NPHUMEHCHHUS
KOHKPETHBIX MEXaHU3MOB [TPOrPAMMHO-ANMaPaTHON 3alIUThI
nHpOpMAIHY;

-MCIOJIb30BATh anmnapaTHble U IPOrpaMMHBIE CPEACTBA
3alMTHl HHQOPMAIMHK NPH PELICHUH PaKTUYECKUX 3a/1a4.
- OpraHu30BaTh €ro BHEJPEHHE U TIOCIeIyolIee
COIIPOBOXK/ICHUE;

- BBIMOJHSTH pabOThI IO YCTaHOBKE, HACTPOMKE U
00CITy>KUBaHHIO IIPOTrPaMMHO-AIIIAPATHBIX CPEICTB 3aLUThI
nH(pOpMAITHL;

BJIA/IETh:

- HABBIKAMH SKCIUTyaTalluy (B 4aCTH, Kacaroleics
pasrpaHudeHHs JOCTyIa, ayTeHTU(UKay 1 ayanTa) 6a3
JIaHHBIX, JIOKAJIbHBIX KOMIBIOTEPHBIX CETEH, MPOrPaMMHBIX
CHCTEM C YYETOM TpeOOBaHUI 11O 00ECIICUYCHUIO
nHPOPMAITMOHHON O€30MaCHOCTH.

CaMOCTOSITENIbH
as pabora,
nabopaTopHbIe
3aHATHUS

KT,
3K3aMCH

ba30Bblli ypOBEHB:
3HATB!

- BOBMOJKHBIE AEUCTBUS IPOTHUBHUKA, HAIIPaBJICHHBIE HA
HapylIeHHe TOJMTHKY 0€30MacHOCTH HH(OpMAIINY;

- mauboiee YA3BUMBIC [JI aTaK MIPOTUBHHKA 3JICMCHTHI
KOMIBIOTEPHBIX CUCTEM,

- MEXaHHU3MBI PEIICHHS THITOBBIX 3a/a4 IIPOTPaMMHO-
annapaTHOM 3aIUTHl HHpOpMAaINHY;

yMEeT BBIIIOJIHATH PabOTHI 110 HACTPOMKE M 00CITYKMBAHHIO
MIPOTrPaMMHBIX, IPOTPaMMHO-AIIapaTHBIX (B TOM YHCIIe
KpHUINTOrpau4ecKux) CpeacTB 3aUThHl HH(OPMAIIHN;
[ToBbIIIEHHBIN YPOBEHB:

BBITOJIHATE pabOoTHI 110 YCTaHOBKE, HACTPOHKE U
00CITy>KHBaHHUIO POTPaMMHBIX, IIPOTPaMMHO-aNIapaTHHIX (B
TOM YHCIIe KPUOTOTPAPIUECKIX) CPEICTB 3aIIUTHI
nHpOPMAIIHH;
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K -3

CITOCOOHOCTHIO
AJIMUHUACTPHUPOBATH
[TOJICUCTEMBI
nH(pOpMaMOHHOH
0e30MacHOCTH
00beKTa 3aIlUThI,

yMeThb:
- aIMHHUCTPHPOBATH MOACHCTEMBI HHPOPMAIIMOHHOM
0€e30IaCHOCTH O0OBEKTA 3aIIUTHI;
BJIAJ€Th:

- HABBIKAMH IMAHUCTPHUPOBAHHUS (B YaCTH, KaCArOIICHCS
pasrpaHHYeHHs JOCTyIa, ayTeHTU(UKay 1 ayanTa) 6a3
JIaHHBIX, JJOKAJIbHBIX KOMIBIOTEPHBIX CETEH, MPOrPaMMHBIX
CHCTEM C Y4eTOM TpeOOBaHUH 110 00ECTICUEHHIO
nH(OPMAIIMOHHOIT 6€3011aCHOCTH.

CaMOCTOSITENIbH
as pabora,
nmabopaTopHEIC
3aHATHUSA

KT,
3K3aMCH

ba30BrIii ypoBEHB:
yMeeT aAMUHACTPHPOBATH MOACUCTEMBI HH(POPMAIIMOHHON
0e30macHOCTH 00BEKTA 3aLIUTHI;
[ToBBIIIEHHBIN YPOBEHB:
BIIaJiceT
HaBBIKAMHU aIMUHUCTPUPOBAHUS (B 4aCTH, Kacaromencs
pasrpaHUueHuUs I0CTyIa, ayTeHTU(UKALINY U ayuTa) 6a3
JIAHHBIX, JIOKATbHBIX KOMITBIOTEPHBIX CETEH, IPOrPaMMHBIX
CHCTEM C y9eTOM TpeOoBaHMIA IO 00ECTIEYCHUIO
“H(POPMAIIMOHHOI 0€301MacHOCTH;
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[Tpunoxxenue 2
K paboueli mporpamme

OueHo4YHbIE CPeACTBA IJIS TEKYIIeH aTTecTaluu

KomnbrorepHoe TectupoBanue.

OueHo4YHbIE CpeCTBA IJISA POMEKYTOYHOH aTTeCTAlUU
JK3aMeH.
Cnmcok BONPoOCOB /sl IK3aMeHa M0 JUCHHUILINHE

KomneroTepHast cucreMa Kak 00beKT 3aluThl HH(OpMALIUU

[TonsiTue yrpo3sl nHpopmarmonHoi 6e3onacHoctu B KC

Knaccudukanus u o0mmii ananu3 yrpo3 nHhpopMannoHaoi o6e3omacuoctu B KC
Crnyuaiinbie yrpo3sl uHbopMaimonHoi 6e3onacaoctu KC

[Tpennamepennslie yrpo3bl nHpopmannonHoi 6ezonacnoct KC

Pa3zpaboTka nonutuku nadopmainmonHoit 6e3omacHoctu KC

MeTtoa0510THsl TOTUTHKU 0€30M1aCHOCTH KOMITBIOTEPHBIX CUCTEM

OCHOBHBIE TIOJIOKEHUS TIOJIUTUKH HHPOpMaImoHHON Oe3onacHocTH KC
JKvznennslil nuki nonutuku 6e3omnacuoctu KC

.CD}/HKI_[I/IOHB.J'IBHEUI MOACIb CUCTCMBI 3alllUTHI. CocTaB U Ha3HA4YCHHUE (bYHKI_II/IOHaJIBHLIX

0JI0KOB
[TonsiTHe noctyna u MOHUTOpa 0€30aCHOCTH
Merononorus NpoeKTUPOBaHUS TapaHTUPOBAHHO 3anuiieHHbIX KC
Merton renepaiuu 130JIMPOBaHHON IPOrPAMMHOM CpeIbl
Mopens AJIEITT-50
[TaTMepHOE MPOCTPAHCTBO OE30MACHOCTH XapTCTOHA
MannatHas Mozenb 10CTymna
Mogens bemna-Jlanagyna
Wnentuduxanms u ayreHTudukanus. OCHOBHbIE MMOHATHUS U KJIacCHU(pUKaLUs
[IpocTas ayrenTrduKanms
DnekTpoHHbIHN 3aMok "CoboJp"
buomeTpuueckas uaeHTudUKams U ayTeHTU(UKALMS [T0JIb30BaTeNeit
Crporas ayreHTUUKALINS
[TpoToKOJIBI ayTEHTHU(PHUKALUN C CHMMETPUYHBIMU AJITOPUTMaMH IIUPPOBAHUS
[TpoTOKOJIBI, OCHOBaHHBIE HA MWCIOJB30BAHMM OJHOHANPABICHHBIX KIKOYEBBIX XOII-
byHKIUI
AyTeHTH(UKAIMS C UCTIOJIb30BAaHHUEM aCUMMETPUYHBIX aITOPUTMOB UG POBAHUS
AyTeHTH(HKAINS, OCHOBAHHAs HAa UCTIOIH30BaHUH NU(POBO MOMTUCH
[TpoTokoiel ayTeHTH()HUKAITY ¢ HYJIEBOH mepeaadeii 3HaUCHHIA
YrpoiieHHas cxema ayTeHTH(DHUKAIIMY ¢ HYJIEBOU repeaavyei 3HaHUuH
[TapannensHas cxema ayTeHTH(UKAIIMK C HYJIEBOH TMepenayeii 3HaHUi
[Tpotokon ayrenTudukanuu Kerberos
[TpoTtokon naentTudukanmu u ayrentupukanuu B OC Windows
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CoxpaHHOCTb ITapOJIEH YUETHBIX 3aNucen
3ammra uHGopmanuu B QaiinoBoit cucteme NTFS
Mudpyromas daiinosas cucrema (EFS) Encrypting File System

Bzaumopeiicteue (aiinmoBoit cucremsl 3amuThl NTFS u 3amuter pecypca obiero

noctymna (Sharing)

AnmuHucTpupoBaHue AuckoB B Windows

Windows: 3armmura maposeit

Bo3moskHOCTH cTanAapTHOH cucTeMbl pasrpanuuenus gocryna OC Linux
Cucrema LIDS

dopmar cepTHPHUKATOB OTKPHITHIX Kitodei X.509
HndpacTpykTypa OTKPBITHIX KIFOUEH

TeopeTrueckne NPUHLUIIBI IOCTPOEHUSI ONOMETPUUYECKUX CUCTEM
Bekrop napameTpoB npu aHanu3e pyKOIMCHOIO OYepKa

3amnuTa Ha ypoBHe pacumupenuit BIOS

3amuTa Ha ypOBHE 3arpy34MKOB ONEPALIMOHHONW CUCTEMBI
Ceprudukar oTKpbITHIX Kit04el X.509

[Ipumep Ounera.
KommnsrorepHoe TecTupoBaHue.
AyTeHTH(UKAIHS C UCTIOJIb30BAaHUEM aCUMMETPUYHBIX aJITOPUTMOB UG POBAHHUSL.

HpaKTI/IquKaH HaCTPOI\/'IKa MporpaMMHO-aNIapaTHbIX CPECACTB 3alIUTHI.
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