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1. Ileau ocBoeHUS TUCHHUILINHDI.

K 0ocHOBHBIM HeJsIM OCBOCHHMS TUCHUILIMHBEI «Kpunrorpaguyeckne MeToabl 3amuThl HH(pOpMa-
LU CIIEAYET OTHECTH:
- M3YyYeHHE COBPEMEHHBIX METO/OB M CPEJCTB KpUNTOrpadUuecKor 3amuThl HHPOpMAIUU IS
pereHust mpoodJieM 3aIuThl HHPOpPMaLny;

K ocHOBHBIM 3agauaM ocBoeHUs AucUUIUIMHBI «Kpunrorpadpudyeckne MeTobl 3alIUThl HHDOP-
Maluu» CcleyeT OTHECTH:

- OBJIQZICHWE OCHOBHBIMH KPHUNTOTpa(pUUECKUMH MHCTPYMEHTAMHU, HEOOXOJUMBIMH Uil IOCTPOe-
HUS 3aILUIIEHHBIX HH()OPMAIIMOHHBIX CUCTEM.

2. Mecto qucuuniuHbl B cTpykrype OOII 6akanaBpuara.

Hucuumumna «Kpunrorpadguueckue MeToap! 3alUThl HHGOPMAIMKW» OTHOCUTCS K YHCIY Hpodec-
CHOHAJIBHBIX YUEOHBIX AUCIUIUIMH Oa3oBoil yactu 1ukia (b.1.1.21) ocHoBHOW 00pa3oBaTeNbHON IPO-
IpPaMMBI.

JucuumniuHa B3auMOCBsI3aHa JIOTHYECKU U COJEPKATEIIbHO-METOAMYECKU CO CIEAYIOIIUMU JTUCIHU-
mwinHaMu 1 npaktukamu OOIL: «Marematnueckuil ananus», «JluckpetHas matemaruka», «Teopust Bepo-
SATHOCTeM M MareMmarudeckas cratuctukay», «Teopus muHbopmanumy, «HUucieHHble METOIbD», «OCHOBBI
MH(POPMAIIMOHHOH 0€301MacHOCTH.

3. IlepeyeHb MIAHUPYEMBIX Pe3yIbTATOB 00y4eHHs MO JUCUHHUILINHE (MOIYJII0), COOTHECEH-
HbI€ ¢ IVIAHUPYEMbIMH pe3y/1bTATAMH 0CBOCHHS 00pa30BaTe/IbLHON NPOrpaMMBl.

B pesynbTaTe ocBOEHUS AUCITUIUTHHBI (MOIYJISI) y 00ydaromuxcsi JOPMUPYIOTCS CIEIYIOIMNAE KOM-
MIETEHITNH 1 JOJDKHBI OBITh JOCTUTHYTHI CIEAYIONINE pe3yabTaThl 00y4eHHUs Kak dTan (OpMUPOBAHUS CO-
OTBETCTBYIOITUX KOMIIETEHITUH:

B pe3yJabTaTe ocBOCHUs

Koa xomneren- o0pa3oBaTe/IbHOM NMPO- Ilepeyens MIAHMPYEMBIX Pe3yJIbTATOB 00y4eHUS 10
o rpaMMbl 00y4aromuiicst AUCHUIIHHE

J0JIZKEeH 00J1a1aTh

3HATh:
OCHOBHBIE 33]1a4¥ U TMIOHATHS KpunTorpaduu;
TUIOBBIE KPUNTOrpaQUIECKUE aNrOpPUTMBI;
ANTOPUTMBI  KpUOTOrpaMueckux CTaHIAPTOB U HX
UCIIOJIb30BaHNE B MH(OPMAIIMOHHBIX CHCTEMaX.
yMeThb:
M0JIb30BAaThCS HAYYHO-TEXHUYECKOH TUTEpaTypoil B
o0JiacTu Kpunrorpapuu;
BJIAJICTh:
KpUNITOTpapuIecKOl TEPMIHOJIOTHEH;
HaBBIKaMH HCIIOIb30BaHMS TUIIOBBIX KpHIITOTrpadude-
CKHX aJITOPUTMOB

CHOCOOHOCTBIO BBITIOTHATH
paboThI IO yCTaHOBKE,
HaCTpoiiKe U 00CITyKUBaHUIO
MIPOTPaMMHBIX, IPOTPAMMHO-
anmnapaTtHbIX (B TOM YHCIe
KpHUNTOrpaguIecKux) U TeX-
HUYECKHUX CPEACTB 3alHUTHI
nHpOpMAIHN

K-1

4. CTpyKTYypa H coiep:KaHue JMCIUILIHHBI.

OO0miast TpyI0eMKOCTh JUCIUIUITMHBI COCTABIISIET S 3aU€THBIX €IUHUIIBI, T.€. 144 akageMUYecKux
9acoB (JeKun — 36 9acoB, 1ab0paTOpHBIE 3aHATHS - 36 Yac, caMmocTosTeNnbHas paboTta - 72 4acos, popma
KOHTPOJISA — IK3aMeH) B 3 ceMecTpe.



CrpykTypa u conepkanue qucuuiuinabl «Kpunrorpadudyeckre METOab! 3alIUThl HH(OPMAIUIDY
10 CPOKaM M BUJaM pabOThl OTPAXKEHBI B PUIIOKECHUU.

Copep:xanue pa3/iesioB THCHHUIIHHBI
5 cemecTp

Tema 1. OcHOBHBIE 3a/1a41 COBPEMEHHOM KpUITOTpauu:
Uctopus pazsutust kpunrtorpadpuu. OcHoBHble TpeboBanus Kk muppam. [lonsarue kpunrorpadu-
gyeckoit croiikoct. CoBepuiennsie mmdpsl. Konnenmus n30pToO4HOCTH HH(POPMAIIHH.
OcCHOBHBIE 33/1a41 COBPEMEHHON KpUTITOTpaduu.

Tema 2. Kitaccudukanus mmdpos:
Knaccudukanust mmdpo mo paznuuaeiM npuzHakam. Gopmanbueie Moaenu mudpos. Marema-
TUYECKHUE MOJIENTH OTKPBITOI0 TEKCTA.
[udps! nepecTaHOBKH. DJIEMEHThI KPUIITOAHAIN3A HIU(POB MEPECTAHOBKH.
udpsr 3amensl. Kpunroananus mugpoB npocToi 3aMeHbI.
udpsr rammupoBanus. Pesxxum rammuposanus 'OCT 28147-89.

Tema 3. MaremaTtuyeckre OCHOBBI Kpunrorpaduu:
Marematuueckue OCHOBHI Kpuntorpaduu. HerpepsiBHBIC pOOH.
MynbsTurukatuBable GyHKIUH. CpaBHEHHE TENBIX YUCEI IO MOAYIIIO.
Peuienue cpaBHeHuii nepBoi cteneHu. ['pynmbl, KOJabla, KOHEYHBIE MOJS.
DNIUNTUYECKUE KPUBBIE Ha/l KOHEUHBIMU MOJSMU. DJIEMEHTBhI TEOPUH YUCET U alreOpandeckoi
F€OMETPUU. DIUTUNTUUECKHE KPUBbBIEC HAJl KOHEYHBIMHU TOJISIMHU.

Tema 4. [ToTouHble U OJ0YHBIE CUCTEMBI IIHUPPOBAHUS:
Peructper ciBura ¢ obpatHoit cBsizpro. CkpemOsiepsl. MeTobl pangoMu3anuu coodmennid. [lo-
TOYHBIE IU(PCUCTEMBI.
Konctpyknuu ®etictens. ATropuTMbl 0J109HOTO IIH(PPOBAHMS.
Pexumbl mudposanus 6mounbx mudpos. 'OCT 34.13-2015. briounsle cucremMsbl mu(poOBaHUs.
Anroputmsl mudposanus DES u AES.
Anroputmsl mudpoanust [OCT 28147-89, TOCT 34.12-2015.

Tema 5. KpuntocucTeMsl ¢ OTKPBITBIMU KIIFOYaMHU:
AcCUMMETpUYHBIE CUCTEMBI IIH(PPOBAHUS.
OTtkpeITOe pacnpenenenue kmodein. Cxema /(uddu-Xennmana.
Kpunrocucrema RSA. Kpunroananus nmmdpa RSA.
Cuctema mugpoanus El Gamal.

Tema 6. Kpunrorpadgus Ha 37JIMNTHYECKUX KPUBBIX:
Kpunrorpadus Ha 3JUTMOTHYECKUX KPUBBIX.
[Tpuntun padboTel mUpPCUCTEMBI.
KpunrocroiikocTs muppcucTeM Ha JUIMOTHYECKUX KPUBBIX.

Tema 7. DnextpoHHast nuppoBas MOANUCH:
MexaHu3M 1eHCTBHS JIEKTPOHHON IIU(PPOBOI MOANUCH
@OyHKIMKM X3mupoBanus. Kpunroananus oJHOCTOPOHHUX X3II-(PYHKIUN.ANTOPUTMBI HU(POBOIA
noanucu. Anroputmsl udposoit noamucu RSA u EGSA.



Tema 8. CrangapTHbIE aNTOPUTMBI IIU(PPOBOI MOANUCH:
Anropurmel udposoii moarmucun DSA, ECDSA u T'OCT P 34.10- 94, 2001 u 2012rr.

5. O0pa3oBaTeibHbIE TEXHOJIOTHH.

Mertoauka npenogaBanus TucHMILIMHBI «KpunTorpaduueckue MeTo bl 3alUThl HHOpMALUU» U
peann3anysi KOMIIETEHTHOCTHOTO IIOJXO0Ja B M3JIO)KEHUU U BOCHPUATHH MaTepuaa IpelyCMaTpUBAET
WCTIOJIB30BAHUE CIEAYIOMIMX AKTHBHBIX M MHTEPAKTUBHBIX ()OPM MPOBEACHHS TPYNIIOBBIX, WHAUBHIY-
QIBHBIX, ayTUTOPHBIX 3aHSATHI B COUYETAHWU C BHEAYJAUTOPHOH pabOTOM C 1enbio (GOpMHUPOBAHUS U pa3-
BUTHUS IPO(HECCUOHATIBHBIX HABBIKOB 00YYarOIINXCA:

- IOATOTOBKA K BBIMIOJIHEHUIO MTPAKTUYECKHUX PabOT € UCTIOIb30BAaHUEM BHUIE0 YPOKOB;

- IPOBEICHNE MHTEPAKTUBHBIX JIEKIIUOHHBIX U MIPAKTUYECKUX 3aHATUH B OpPME BUIEO YPOKOB;

- IPOBEJICHUE TPYIIIOBBIX YIIPAKHEHU;

- 00Cy’KIIeHHE U 3alUTa JOMAIIHUX 33aHUH 110 TUCIUILINHE;

- IOATOTOBKA, MIPE/ICTaBICHUE U 00CYKIEHUE MPE3EHTAMI Ha CEMUHAPCKUX 3aHATHUSAX.

VY nenbHbI Bec 3aHATUH, TPOBOJAUMBIX B MHTEPAKTUBHBIX (hopMax Mo JTUCHUILUIMHE, cocTaBiseT 60

% aynUTOPHBIX 3aHATUN.  3aHATUS  JIGKIMOHHOTO  THMa cocTaBisiOT 30 % oT oObemMa ayUTOPHBIX
3aHATHUH.

6. OueHouHbIE CpeCTBA I TEKYIIero KOHTPOJIsl yCIIeBAeMOCTH, POMEKYTOYHOM aTTeCTAIUM 110
UTOraM OCBOEHMSI JUCHMILIMHBI M Y4eOHO-MeTon4YecKoe odecneyeHne CaMoCTOSITeIbHOH padoThl
CTY/J€HTOB.

B nporecce 00y4eHunst HCHONB3YIOTCS CIEAYIONINE OLEHOYHbIE (POPMBI CAMOCTOATENBHOM paboThI
CTYJEHTOB, OLICHOYHBIE CPEJCTBA TEKYILIETO KOHTPOJISl yCIIEBAEMOCTH M IPOMEKYTOUHBIX aTTECTALINM:

- IOATOTOBKA K PEIICHMIO MPUKIIAJAHbBIX 3a/1a4, TPYIIOBBIX YIPA)KHEHUM;

- MOJITOTOBKA K BBITIOJIHEHUIO JTAOOPAaTOPHBIX padOT U UX 3aIUTa;

- KOHTPOJIbHBIE PAOOTHI;

- DK3aMEH.

OO0pa31pl TECTOBBIX 3a/laHUM, 3aJaHUI KypCOBBIX NPOEKTOB, KOHTPOJBHBIX BOIPOCOB U 3aJaHUI
JUIs IPOBE/IEHUS TEKYILEro KOHTPOJIS, SK3aMEHAIlMOHHBIX OUJIETOB, IPUBEICHBI B IPUIIOKEHUH.

OneHouHBIE CPEACTBA TEKYLIETO KOHTPOJISI YCIEBAEMOCTH BKIIFOYAIOT KOHTPOJIBHBIE BOIIPOCHI U
3agaHus B popMe OJIAHKOBOTO M (MJTM) KOMIBIOTEPHOIO TECTUPOBAHMSA, /ISl KOHTPOJISI OCBOCHUS 00yda-
IOLIUMUCS Pa3/ieJIoB TUCIUIUINHBI.

6.1. ®oH/1 OLIEHOYHBIX CPEJICTB /IJIsl POBeAeHHUS POMEKYTOUHON aTTecTAlluM 00y4AIOUIUXCS 0
AMCHUIIMHE (MOLYJIIO).

6.1.1. IlepeueHb KOMIETEHIMH C yKa3aHUEM 3TaroB UX (GOPMHUPOBAHUS B IpoOlliecce OCBOEHUsI 00pa3oBa-
TEJIbHOU MPOrPaMMBI.
B pesynbrare 0OCBOCHUS AUCHUILTUHBI (MOYJIs1) GOPMUPYIOTCS CIEAYIOMINE KOMIIETCHIIUN:

Kox xomneren- B pe3ysbTare ocBoeHHUsI 00pa30BaTeIbHON NPOrpaMMBbl 00Y4AKOIIMIACS T0JIKEH 00-
MU JIaaaTh

CHOCOOHOCTBIO BBIMOHSTH pabOTHI TI0 YCTAaHOBKE, HACTPOMKE M 00CITYKMBaHHIO IIPO-
nK-1 IPaMMHBIX, IPOrPAMMHO-AITAPATHBIX (B TOM YHCIIEe KPUITOTPahHUUECKHX) U TEXHUYECKUX
CPECTB 3alUThl HHHOPMALUH




B nporecce ocBoeHust 00pa3oBaTeNbHON MPOrpaMMBbl JaHHbIE KOMIIETCHIIUH, B TOM YHCJIE UX OTACIbHBIE

KOMITOHEHTBHI, ((OPMUPYIOTCS TIOITAITHO B XOJI€ OCBOSHUS 00YJArOIIMMHUCS AUCIUILIUH (MOIyJiei), pak-

THUK B COOTBETCTBUH C YICOHBIM ILUIAHOM U KaJCHIApHBIM IpadKoM yueOHOTo mporecca.

6.1.2. Onucanmne nmoka3areJieil 1 KpUTEpPUeB OLIEHUBAHUS KOMIIeTeHIIUI, GOpMHUPYyeMBbIX 110 HTOraM
OCBOEHMS THCHHUILIUHBI (MOYJIs1), ONMIMCAHUE IKAJ OLleHUBAHUS

IlokazaTeneM olLiEHMBaHMS KOMIETEHLUMH Ha Pa3JIMYHbIX JTallaX UX (I)OpMI/IpOBaHI/I}I ABIIACTCA O0-

CTIKEHHE 00yYaIOMIUMUCH ITIAHUPYEMBIX PE3yJIbTaTOB 00YUYESHHUS IO AUCHUIUINHE (MOTYJTIO)

IIK-1 - cnoco6nocTh K opranu3anun dQ(peKTHBHOI KOMMepUyecKoil padoThl Ha 00beKTe TPAHCIOPTa, pa3padoTKe U
BHE/IPEHUIO PAlIHOHAJIbLHBIX IPHEMOB Pa0d0ThI ¢ KJIMEHTOM

Kpurepuu oneHuBanus

Iloxazarenn
2 3 4 5
3HATB! Ob6yuatommuiicst neMoHcTpupyeT | OOydarouuiics AeMOH- OO0yuaromuiics nie- OO0yuaromuiics
OCHOBHBIC 33aJ1a- | 10JIHOE OTCYTCTBUE WM HENIO- CTPUPYET HEIIOIHOE COOT- | MOHCTPHUPYET 4a- JIEMOHCTPUPYET

Y4 W TOHATHUSA
KpUnIToTpadum;
THUIIOBBIC  KPHII-
Torpadudeckue
AJITOPHUTMBI;
AJITOPUTMBI
Kpunrorpaduye-
CKUX CTaHIIapTOB
M MX UCIIOJIB30-
BaHHe B HH(OP-
MAalUOHHBIX CH-
CTeMax.

CTaTOYHOE COOTBETCTBHE ClIE-
IYIOIIMX 3HAHUI:
OCHOBHBIE 3aJa4d WM ITOHITHUSA

KpUNTOTpa(um;

TpeOoBaHMsA K MmHUPpaM U
OCHOBHBIE  XapaKTEPUCTHUKH
mmdpos;

MOJIeNn g pos U

MaTeMaTHYeCKUEe METOABI HX
HCCIICIOBaHMUS,
TPUHINTIBI MOCTPOCHHUS
KpunTorpadguieckux
AITOPUTMOB,
TUTIOBBIE KPHUNTOTpa(UIECcKHe
ANTOPUTMBI;
JITOPUTMBI KpHIITOTpaduye-
CKUX CTaH/IApTOB M UX HCIOJb-
30BaHUe B MH(OPMAIIMOHHBIX
CHUCTEMaXx.

BETCTBUC CJIICAYIOIINX 3HA- CTUYHOEC COOTBECT-

HUH: CTBHE CIIETYIOINX
OCHOBHBIC  3aJaydl ¥ | 3HAHWH:
TIOHATHS KPUNTOTpadum;

TpeOoBaHus K mmppam u

OCHOBHBIC 3aJa4i U

HOHSTHUS
OCHOBHBIE Kpunrorpaduu;
XapaKTCPUCTUKHU TpeOoBaHUS K
mUQpoB; mmdpam u
MOACIIN I_HI/I(I)I)OB u OCHOBHBIE
MAaTEMAaTUYCCKUC METObI XapaKTECPUCTUKHU
HX UCCIACHOBAHUS, dpos;
NPVHIMIBL  [OCTPOCHUS | Mozenu MHQPOB |
KpUNTOrpaguyeckux MaTeMaTHYCCKUEe
aJIrOPUTMOB, METO/IBI ux
THUIIOBbIE UCCIECOBaHMUS;
KpHUnTOrpaduyecKkne MPHHLHIIBI
AJIrOPUTMBI; MOCTPOCHUS

ITOPUTMBI KpHnTorpadu- KPUNTOrpaduuecKu

YECKHUX CTaHAApTOB U UX X aJI'OPUTMOB,

HCTIOJIb30BaHUE B HH(POP- THITOBBIC

KpHUITOrpaduyecku

MalUOHHBIX CUCTEMAX.
€ QJITOPUTMBI;

JlomyckaroTcest 3HaUNTeNb-
aJITOPUTMBI KPHUIITO-

HBIC OI_HI/I6KI/I, MMPOSABIACTCA

. rpaduyecKkux cTaH-
HEJI0CTaTOYHOCTh 3HAHUH,

AapToOB U UX UCTIOJIb-

0 psiy MoKa3aTeei,
30BaHUE B HHOP-

00y4JaroImuics UCTIBITHIBA-

MAITMOHHBIX CHCTe-
€T 3HAYUTEJIbHBIC 3aTPY/I-
HEHUSI IPH ONIEPUPOBAHUU

3HAHUAMH IIPU UX IIEPEHO-

Max.
HO JIOITyCKAIOTCS
HE3HAYUTEIIbHBIE
Ce Ha HOBBIC CUTYAIIHH.
OIIMOKH, HETOYHO-
CTH, 3aTPyAHEHUS
MIPH AaHATUTHYCCKUX

oTepanusx.

ITOJIHOE COOT-
BETCTBUE CJIe-
JTYFOIIUX 3HAa-
HMIi:

OCHOBHBIE
3a1a9u u
TTOHATHSA

Kpunrorpaduu

TpeOOBaHUSI K
mdpam u
OCHOBHbIE
XapaKTepUcCTH
KU IUQPOB;
MOJENIU
muppoB u
MaTreMaTH4ecK
He METOJbl UX
HCCIIeIOBAHMS;
TIPUHLUITBI
MIOCTPOCHUS
KpunTorpadud
€CKHX
AJITOPUTMOB,
THITOBBIC
Kpurtorpaduy
eckue
AITOPUTMBI;
AJITOPUTMBI
Kpunrorpadu-
YECKHUX CTaH-
JapTOB M UX
UCIIONB30BaHHE
B HH(pOpMAIH-
OHHBIX CHCTE-
Max.
cBOOO/IHO or1e-
pupyeT npuoo-
pETCHHBIMU
3HaHUSMHU.




YMeThb:

MOJIE30BaThCS
Hay4HO-
TEXHUYCCKOU

OOyyaronuiicst He yMeeT WU B
HEJOCTaTOYHOM CTENEHU YMEET
MI0JIb30BAThCS HAYYHO-
TEXHUYECKOU JINTEpaTypoi B

OOyyaronuiics 1eMOH-
CTPUPYET HEMOJHOE COOT-
BETCTBHUE CIICIYIOIINX
YMEHUI:

OOyuaromuiics ae-
MOHCTPHPYET 4a-
CTUYHOE COOTBET-
CTBHE CIICIYIOIIIX

OO0yuaronuiics
JIEMOHCTPUPYET
MOJIHOE COOT-
BETCTBHE ClTe-

JHTepaTypOi B obnacTu KpunTorpapun HOJILSOBaTB(i}I Hay4YHO- ) YMECHHMN: z[yfuonmx yMe-
06J1aCTH KpHII- TEXHUYIECKOH TUTEPaTypoil | MOJIB30BaThCA HAy4Y- | HUH:
Torpaduu. B 0o0acTH Kpunrorpaguu | HO-TEXHUIECKOU MTOJT30BATHCS
JlommyckaroTes 3HAUUTENb- | JTUTEPaTypoid B 00- HAYJIHO-
HBIE OIIMOKH, POSIBISIETCST | JaCTH KPHUIITOTpa- TEXHHYECKOH
HEJI0OCTaTOYHOCTh YMeHuH, | ¢uu JUTEpaTypo B
IO psiAy TOKa3aTene, YMeHUs 0CBOEHHI, obJacTu Kpun-
00y4aloNIMICS UCTIBITBIBA- | HO JOITyCKalOTCSI Torpadun
€T 3HAUUTEJIbHBIC 3aTPY/l- | HE3HAYHUTENIbHbIC CBoOojHo ore-
HEHHS [IPH OTIEPUPOBAHUH | OIIHUOKH, HETOUHO- pupyer npuoo-
YMEHHSAMH TIPH UX MIEPEHO- | CTH, 3aTPYAHECHUS PETeHHBIMU
ce Ha HOBbIE CHUTYAaIlHU. MIpH AaHATUTHYECKUX | YMEHUSIMH,
oTepanusx, IepeHo- | MpUMEHSET X B
ce YMCHHI Ha HO- CUTYAIHSX T10-
BEIC, HECTAH/IAPTHBIC | BBHIMICHHOM
CHUTYaIlUH. CJIO’KHOCTH.
BJIA/IE€Th: ObyuJatommiicst He BianeeT win | OOyJaroniiics BiaaeeT OO0yuaromuiics 4a- OO0yuaronuiics
KPHITOTpaiec | p HeqOCTATOUHO! CTENeHH Bla- | KPUITOrpahudeckoil CTHYHO BJIaJICeT B MOJTHOM
Kot .| meer TEPMHUHOJIOTHEH; kpunTorpaduueckoii | 00PEME BIaneer
TEPMHUHOJIOTHEH; KpHITTOrpaduyecKoit HaBBIKAMH HCIIONB30BAHMUS | TepMHHOJIOTHEA, KPH?TOTPaCbH‘Ie
HaBbIKaMH UC- TEPMUHONOTHEH; TUTIOBBIX KpUNTOrpadude- | gapplKamMH UCIIONb- CKOM 5
TOTL30BAHIA HaBBIKAMHM UCMOJb30BaHus TH- | CKHUX JITOPHTMOB; 30BaHHUS THIIOBBIX TepMHHOTIOTHCH
TUIIOBBIX KPHII- TOBBIX KPUIITOrpadHIeCKuX HaBBIKAMH HCIIONB30BAHMS | kpunTorpa@uueckux | '
TOrpapuIecKux ATTOPUTMOB; [19BM B ananuse mpo- aJrOPUTMOB; HaBbIKaMH 1C-
aIrOpUTMOB; HaBBIKaMH HCIIOJIb30BAHMS CTeWIINX mMuppoB HaBbIKaMU HCIIOJIb- TONIb30BAHIA
HaBBIKAMH HC- . THUIIOBBIX KPHII-
Y — [I5BM B ananm3e MpoCTEHIINX | B HEMOJIHOM 00BeMe, J0- 30BaHUA HaBMVB TorpadHuecKix
[IOBM B anamu- | 1HPpoB MIyCKAIOTCS 3HAUUTENIbHbIE | AHAJIN3C MPOCTCH- aJrOPUTMOB;
3€ MPOCTEHIINX OLIMOKH, TIPOSIBIISETCS wux muppos HaBBIKAMH HUC-
g pos HEJI0OCTaTOYHOCTD BJIaJIe- HaBBIKH OCBOCHBI, HO | 11051530 BaHUS
HUSl HAaBBIKAMU 10 Psiy JAOITyCKArOTCs HE- [I5BM B ana-

nokazarejeit, O0yuaro-
IIMICS UCTIIBITHIBACT 3HA-
YUTEJIbHBIE 3aTPyAHECHUS
[IpY IPUMEHEHUH HABBIKOB
B HOBBIX CUTyalUsIX.

3HAYUTECIIHHBIC
OIIMOKH, HETOYHO-
CTH, 3aTPyIHCHHS
MIPH AaHATUTHYCCKIX
OTeparysx, MepeHo-
ce YMEHHUU Ha HO-
BbI€, HECTAH/IAPTHBIC
CHUTYAIUH.

Ju3e mpocTeii-
mMX MUQpOoB,
CBOOOIHO
MPUMEHSIET
MOJTy4EHHBIE
HaBBIKH B CUTY-
aIysAX MOBbI-
HIEHHOH CJIOXK-
HOCTH.

[IIxansl OLICHUBAHUS PE3yIbTATOB IIPOMEKYTOUHOM aTTECTALIMU U UX OIIMCAHUE:!

Dopma npomedscymouHol ammecmayuu: IK3AMeH.
[TpomexyTouHas arrecTarus oOydJarmuxcs B GopMe 3K3aMeHa MPOBOIUTCS IO PE3yJIbTaTaM BbI-

MOJIHEHUSI BCEX BHUJIOB YUeOHON palOThI, MPEAYCMOTPEHHBIX YUYEOHBIM IUIAHOM IO JAHHOW AMCLHUILIMHE
(MOIyJI0), IPU ATOM YUUTHIBAIOTCS PE3YJIbTaThl TEKYIIErOo KOHTPOJISI YCIIEBAEMOCTH B TE€UEHHE CEMECTpA.
OrneHka CTEeneHu AOCTHKEHUS O00ydYarolIMMUCS TUIAHUPYEMBIX pe3yJbTaToB OOyuYeHHUsS MO AUCLHUILIIMHE
(MOIyII0) TIPOBOAMTCS TPEIMOAaBaTeNeM, BEIyIIUM 3aHATUS MO JUCIHIUIMHE (MOIYJI0) METOAOM JKC-




neptHoi oueHku. [lo uToram MpoMeXyTOYHOW aTrTecTalli MO AUCIUIUIMHE (MOIYJIO) BBICTABISAETCS
OLIEHKA «OTIIMYHO», «XOPOLIO», «YIOBIECTBOPUTEIIBHO» UIIA «HEYIAOBJIETBOPUTEIBHO.

IIIxana oneHUBAHUSA Onucanue

BrinonHeHB! Bce BUABI y4eOHOW pabOTHI, IPeyCMOTPEHHBIE yUEOHBIM IUIAHOM.
CTyneHT AEMOHCTPHUPYET COOTBETCTBUE 3HAHHUM, YMEHMH, HaBBIKOB IPUBE/ECH-
HBIM B TaOJIMIAaX MOKa3aTeleld, OnepupyeT MPHOOPETEHHBIMU 3HAHUSMH, YMEHH-
O1inn4HO MU, HaBbIKAMM, IPUMEHSET MX B CUTyaIlHsX MOBBIIIEHHOW ciokHocTH. [Ipu
3TOM MOTYT OBITH JOIMYIIEHBl HE3HAUYUTEIbHbIE OIINOKH, HETOUHOCTH, 3aTpyJHE-
HUS NIPH aHAIIUTHYECKHUX OIEpalMax, IEPEHOCE 3HaHUI U yMEHHUI Ha HOBBIE, He-
CTaHJApTHBIE CUTYaLlUH.

BrinosHeHb! Bce BUJIBI Y4eOHOW paboThl, MPEeyCMOTPEHHbIE YUeOHBIM IUIAHOM.
X CTyIeHT 1eMOHCTPUpPYET HEMOJIHOE, IIPAaBIIIBHOE COOTBETCTBUE 3HAHUM, YMEHUH,

Opo1IO o
P HaBBIKOB IIPUBEICHHBIM B TaOMUIAX IMOKa3zaTelel, TUO0 ecilu NMpH 3TOM ObUIN

JIOITyTIIEeHBI 2-3 HECYIIECTBEHHBIEC ONTHOKH.

BeinosHeHs! Bce BUIBI y4eOHOW pabOThl, MPEIyCMOTPEHHBIE YUeOHBIM IUIAHOM.
CTyneHT IeMOHCTPUPYET COOTBETCTBHE 3HAHUH, B KOTOPOM OCBEIIEHAa OCHOBHas,
Y 10BIETBOPUTETHLHO
Haunboee Ba)kKHast 4aCTh MaTepuana, HO IPHU 3TOM JIOIMYIIEHA OJHA 3HAYNTEIbHAS

oII0OKa I HETOYHOCTD.

He BrmonnaeH onwH mnm Oojee BUAOB ydeOHOW pabOTHI, IpPeayCMOTPEHHBIX
yueOHBIM TUIaHOM. CTYZEHT AEMOHCTPHPYET HEMOJIHOE COOTBETCTBHE 3HAHUM,
YMEHUH, HABBIKOB MIPUBE/ICHHBIM B TaOJIMIaX MOKA3aTeNsIM, JOIYCKalOTCs 3HAYH-
HeynosneTBoputenbsHo N .

TENIbHBIE OMIMOKH, MPOSIBISIETCSI OTCYTCTBHE 3HAHUM, YMCHUH, HABBIKOB MO DAY
MOKa3aTesyiel, CTyIEHT UCTIBITBIBAET 3HAYNTEIbHBIC 3aTPY/JHEHHS IIPH ONIEpUpOBa-

HUUW 3HAHUAMHA U YMCHUAMMU IIPU UX IICPECHOCC HA HOBLIC CUTYalllU.

DoHAbI OLIEHOYHBIX CPEJCTB NMpeACTAaBJIeHbI B IPUJIOKEHHH K padoyeil mporpamMmme.

7. Y4eOHO-MeTOAMYeCKOEe U MH(POPMALIMOHHOE o0ecreyeHue JUCIUIIMHBI.

a) OCHOBHAasl JIUTepaTypa:

1. byrakosa H.I'. Kpunrorpaduueckue MeToas! 3auThl HHGOpMaLUU. DIEKTPOHHBIA 00pa30BaTEIbHbBIN
pecypc. MockoBckuii [Tomutex, 2020 - https://Ims.mospolytech.ru/course/view.php?id=2518.

2. ByrakoBa H.I'., ®emopor B.H. Kpunrorpaduueckue MeTomsl W CpeicTBa 3amuThl HH(pOpMAIWU:
yaeOHoe nmocobue. U3nanue 2-e, ucnpasiennoe u nonoiaHerHoe. — CI16: UL «MuaTepmennay, 2020. —
380c. — ISBN 978-5-4383-0210-0.

3. byrakoBa H.I'., Cemenenko B.A., ®denopoB H.B. Kpunrorpaduueckas 3amura uHGopmManuu: yued-
HOe mocooue aiis By30B. — M. : M3a-Bo MITY, 2011 . —316 c. - ISBN 978-5-2760-1503-3

4. byrakoa H.I'., ®enopoB B.H. Kpunrorpadpuueckue MeToabl M CpelIcTBa 3allUThl HHPOPMAIUU:
yuebnoe nocooue. — CI16: UL «aTepmenna», 2016. — 384c. — ISBN 978-5-4383-0135-6. /locTym
9JIEKTPOHHOM BEpCUM KHUTH OTKPBIT Ha caiite https://elibrary.ru/item.asp?id=28331738.

0) 10MOJTHUTEIbHAS JIUTEepaTypa:

1. Psa6ko b.A. Kpuntorpaduueckue meronsl 3ammthl nHGopmaruu [Tekcr] : Yued. mocobue / b. 5. Psi6-
ko, A. H. ®uoHoB. - 2-e u3x., crep. - M. : ['opsuas nunaus-Tenexkom, 2013. - 229 c. - JlocTyn k 3mek-
TPOHHOM BEepCUM KHUTH OTKPHIT Ha caiite http://e.lanbook.com/. - ISBN 978-5-9912-086-2.

2. bapuues. C.I'.  OcHoBsI coBpeMeHHOM kpuntorpadun [Tekcr] : Yueb. kypc / C. I'. bapuues, B. B.
I'onuapos, P. E. Cepos. - 2-e u3z., nepepad. u porm. - M. : ['opsuas nunus-Tenexom, 2002. - 176 c. -
ISBN 5-93517-075-2: 57-29.


https://elibrary.ru/item.asp?id=28331738

. benos E.b., Jlock B.I1., MemepskoB P.B., [llenynanos A.A. OcHoBbl HH(DOpPMAIMOHHON O€30IMacHo-
ctu: y4eb. mocobue mist By30B. — M.: ['opsiuas nunus — Tenexom, 2006. — 544 ¢. - ISBN 5-93517-292-
5 1 204-33. Jloctyn K 3JEKTPOHHOIN BepcUM KHUTM OTKPBIT Ha caiite http://e.lanbook.com/. - ISBN 5-
93517-292-5.

. bepuer C. Kpunrorpadus. Opunnansaoe pykoBoactBo RSA Security [Teker] : Ilep. ¢ anrmn. / C.
bepuer, C. Ilelin. - M. : bunom, 2002. - 382 c. - ISBN 5-9518-0003-X. - ISBN 0-07-213139-X: 168-
00.

. Beenenue B nHpopManoHHy0 0€30MacHOCTb [ DJIEKTPOHHBIN pecypc]: Yuebd. mocodue aiis By30B / A.
A. Mamwok [u ap.] ; ITox pen. B.C. I'opbarosa. - M. : 'opsuas nunus-Tenexom, 2011. - 288 c. - Jlo-
CTYII K DJIEKTPOHHOW BEPCHH KHUTH OTKDBIT Ha caiire http://e.lanbook.com/. - ISBN 978-5-9912-0160-
5

. Kpunrorpadus. Ckopoctabie mudpsl [Tekct] / A. A. MonnossH [u ap.]. - CII6. : BHV, 2002. - 493

c. - ISBN 5-94157-214-X : 280-00.

. OcnoBbl kpunirorpadun [Tekct] : Yueb. mocodue / A. I1. Andepos [u ap.]. - 3-e uza., ucup. 1 J01I. -

M. : I'enmmoc APB, 2005. - 480 c. - ISBN 5-85438-137-0.

. Crommunre, B. Kpunrorpadus u 3amura cereit: [Ipuamuns: u npaktuka [Tekct] : Tlep. ¢ anri. / B.

Crommuure. - 2-e u3g. - M. : Bunbsmc, 2001. - 672 c. - ISBN 5-8459-0185-5. - ISBN 0-13-869017-0 :
408-00.

B) IPOrpaMMHoe o0ecrneyeHre U HHTEPHET-PecypcChbl:

1.
2.
3.

o &

~

9.

Kypnan «Crenunanstas Texauka u cBsa3b» (BAK). Caiit sxypuaina — http://www.st-s.su/index.htm.
Kypnan «3ammra unpopmanun. Mucaiiny. Caiit )xypHana — http://www.inside-zi.ru/

XKypnan «be3zomacHocTs WHGOPMAIMOHHBIX TexHoyorui». CalT »KypHala — CcalT >KypHaia
http://www.pvti.ru/articles 14.htm.

Kypnan «upopmanmst u 6ezonacHoctsy. Caiit sxypHana — http://kafedrasib.ru/?page_id=119.

. KXypnan «Information Security/udopmarmonnas O6e3onmacHoCcTbY. M3maTens: kommanus «[poTex».

Caiit sxypHaina — http://www.itsec.ru.
OBC un3narenscrsa Jlans — http://e.lanbook.com/.

. Hayunas snexrponnas 6ubnmorexa eLIBRARY.RU — http://elibrary.ru/.
. bubnmorpaduueckas u pedeparuBHas Oa3za JaHHBIX HAy4YHOH TEPHOAMKH  «Scopus» -

WWW.SCOopus.com.
Caiit ®enepanpHoii cityx0b1 0e3onacHoct Poccuu (OCB Poccun). -http://www.fsb.ru.

10. Caiitr denepanbHON CITyKOBI 10 TEXHUYECKOMY U dKCIIOpTHOMY KoHTposto (DCTIK Poccun). -

http://www.fstec.ru.

11. HOpTaJ'I TCXHUYCCKOTO KOMUTETA IO CTaHAAPTHU3AllUN «3a1111/1Ta I/IH(I)OpMaLII/II/I». -

http://tk.gost.ru/wps/portal/tk362

12.  Undopmarmonno-anamutuueckuit Uatepuer-mopran ISO27000.ru. — http://www.is027000.ru/

13. Tlopran no 6e3omacuoctu. — http://www.sec.ru/.

14. http://82.179.184.119/MegaPro/Web

15.  http://e.lanbook.com/view/book/5171/

16.  http://82.179.184.119/MegaPro/Download/MObject/420/34251.pdf
17.  http://e.lanbook.com/

8. MarepunanbHo-TeXHHYECKOe o0ecrieueHue U CUUIIMHBI.

Jlyisa mpoBeAeHHsI BCEX BUIOB 3aHATUNA HEOOXOAMMO IMPE3eHTAIlMOHHOE 000pyAOBaHUE (MYJIbTH-

MEAUUHBIA TPOEKTOP, HOYTOYK, 9KpaH) — | KOMILIEKT.

Jl5is mpoBeZieHHsl MTPaKTUYECKUX 3aHATUH HEOOXOIMMO HaJu4Khe KOMIIBIOTEPHBIX KJIAacCOB 000py-

JIOBaHHBIX COBPEMEHHON BBIUYMCIUTENILHONW TEXHUKOM U3 pacuera 0JHO paboyee MECTO Ha OJHOTO 00yyda-
€MOro.


http://www.st-s.su/index.htm
http://www.inside-zi.ru/
http://www.pvti.ru/articles_14.htm
http://kafedrasib.ru/?page_id=119
http://www.itsec.ru/
http://e.lanbook.com/
http://elibrary.ru/
http://www.scopus.com/
http://vpo.pk.mesi.ru/www.fsb.ru
http://www.fstec.ru/
http://tk.gost.ru/wps/portal/tk362
http://www.iso27000.ru/
http://e.lanbook.com/view/book/5171/
http://82.179.184.119/MegaPro/Download/MObject/420/34251.pdf

9. Mertoanyeckue peKOMeHAAIMH [JIsl CAMOCTOATEIbHOM PadoThl CTYAeHTOB

I/IsyquHe AUCTUIUIAHBI OCYIICCTBIISICTCA B CTPOTOM COOTBCTCTBHU C LIGJIGBOP'I yCTaHOBKOﬁ B TCC-
HOMW B3aMMOCBSI3M Y4€OHBIM I1aHOM. OCHOBOI TEOPETHYECKON OJATOTOBKU CTYACHTOB SBIISIOTCS IeKYULU.

B nporecce camocTosTenbHOM pabOThl CTYACHTHI 3aKPEIUISIIOT U YIITyOJISIOT 3HAHMS, TIOJTyICHHBIC
BO BpEMs ayJUTOPHBIX 3aH5[TI/II\/'I, I[Opa6aTI>IBaIOT KOHCIICKTHI J'ICKHI/IfI, TOTOBATCA K OK3aMCHY, a TaKXKC Ca-
MOCTOSITEIbHO U3y4alOT OT/IEJIbHbIEC TEMbl YU€OHON POrPaMMBL.

[IpakTuueckue 3aHATHS TPOBOAATCA IO Hanbosee BaXXHBIM TeMaM AUCHMILTUHBL. OCyIIecTBISET-
Cs 3aKperyieHNe 3HAHUH, OJYYEHHBIX CTYJEHTAMH Ha JIEKIUSX U B MPOIECCE CAMOCTOSITENILHOM paOOTHI.
Oco0oe BHMMaHKE o0OpalaeTcs Ha pa3BUTHE YMEHUN M HABBIKOB YCTAHOBJICHHS CBSI3U MOJOXEHHUH TEO-
pun ¢ npodeccHoHaIbHON AedaTenbHOCThI0 Oynymiero cnenuanucra no Wb. Ilpakmuueckue samamus
MPOBOAATCS 10 TEOPETHYECKUM U mpobiaeMHbIM Bomnpocam MbB. Tlpaktuyeckoe 3aHATHE MPEANONaracT
TBOPYECKHE TUCKYCCHUU, aKTUBHBII OOMEH MHEHHUSIMU T10 TTOCTaBICHHBIM 80NpOCAM, 3aCIIyIIMBaHUE U 00-
CY’KJICHHE JTOKJIAJIOB MO IPEJIOAKEHHBIM IIPENOAaBaTeNIeM TEMAM.

BaxxubiM 00CTOSITENTECTBOM SIBIISICTCSI MIPUBJICUEHUE BHUMAHUS CTYACHTOB K 00CYXIaeMo# Ipo-
OieMe, CTUMYJIMPOBAHUE WHTEpeca K HEl M OpraHu3alusi akTUBHOTO OOCYXACHUS, KaK CTPYKTYpPBI Ipo-
OJIeMbl, TaK M COCTABIISIFOIIMUX €€ Hanbosee akTyanbHbIX TeM. i noBeimeHus 3¢ (HeKTUBHOCTH TpOBEe-
HUS 3aHATUS TpeOyeTCs MpeaBapUTeNIbHAs MOATOTOBKA BCEX €r0 YYaCTHUKOB. B 3TO# CBsI3U peKoMeHy-
eTcs 3a0JIarOBpeMeHHO (He MEeHee, YeM 3a HEZEII0) OMOBECTHTh CTYACHTOB O TEME 3aHATHUS, JaTh Hepe-
YCHB JIMTCPATYPEI 10 TCMC, HA3HAYUTD U3 YHCJIa CTYACHTOB JOKJIAAYUKOB U COOAOKIAAYNKOB.

[Ipu npoBeaeHUN MPAKTUYECKOTO 3aHATHUS IIPENIOAABATENb 8bINOIHAEM, 8 OCHO8HOM, (DYHKLIUU Be-
TYIIETO - CJIEIUT 3a PETJIAMEHTOM BPEMEHH, TIOMOTaeT YTOUYHUTH (POPMYITHPOBKH, 00001IaeT pe3yIbTaThI
JUCKYCCHH, TIOJIBOJAUT UTOT 3aHATHIO B 11e7I0M. [IpH BBICOKOM YpPOBHE MOATOTOBKH CTYIEHYECKOU IPYIIIBI
OTJeNbHbIE (DYHKIIMH BEAYIIETO MOXHO MOPYYUTh OJHOMY W3 CTYAEHTOB. B ciyuae HeoOXOIMMOCTH,
MpernojaBaTellb OKa3bIBAET €My MOACPKKY, a IPH MOIBEIEHUU UTOTOB - 1a€T OLIEHKY padoTe BEIyIero.

AKTHBHas paboTa CTy/IeHTa Ha MPAKTUIECKOM 3aHSITUU YUUTHIBACTCS MPHU ONPEACTIECHIUN UTOTOBOM
OILICHKHU €ro 3HaHUM MO TUCLUIUIMHE Ha 3a4eTe.

CamocrosTenbHas pa60Ta Mo JUCHUIINIMHC MPEANOoJaracT: BBIIOJHCHUE CTYACHTAMH JOMAIIHUX
3agaHuil. JlomalHue 3a1aHus SBISIIOTCA, KaK MPaBUIIo, MPOJODKEHUEM MPAKTUUECKUX 3aHIATUH U COJei-
CTBYIOT OBJIAACHHUIO IMPAKTUYCCKUMHU HABBIKAMH IO OCHOBHBIM pa3aciaM AUCHUITIIINHBI. CaMoCTOSTENb-
Has paboTa CTYJEHTOB MPEAINoaraeT U3y4eHne TEOPETUIEeCKOro U MPakTHYEeCKOro MaTepuana Mo akTy-
AJIbHBIM BOIIpOCaM AWCHHILIWHBI. PGKOMCHIIyeTCSI CaMOCTOATCIIbHOC U3YUYCHUC y‘IC6HOfI u Haquoﬁ JIN-
TepaTyphl, UCIIOJIb30BaHUE CIIPABOYHON JIUTEPATYPBI U JP.

[Tpu BBIIAYe 3a7aHMl HA CAMOCTOATEIBHYIO pabOTy UCHONB3yeTcs AuQPEpeHIIMPOBAHHBIN TOJI-
X011 K cTyAeHTaM. Ilepes BbINMONHEHNEM CTYJEHTaMH CaMOCTOSITEIbHON BHEAy JUTOPHOM paboThl Imperno-
JlaBaTellb MPOBOJUT MHCTPYKTAX IO BBIIOJHEHUIO 3a/1aHUs, KOTOPBIM BKIIIOYAET: 1I€Jb 3/1aHUA, €ro COo-
JiepKaHue, CPOKH BBITIOJHEHUS,, OPUEHTHPOBOYHBIM 00beM paboThl, OCHOBHbIE TpeOOBaHUS K pPe3yJIbTa-
TaMm pabOThl, KPUTEPUH OLIEHKHU. B mporiecce HHCTpyKTaka MperoaaBaTeb MpeaynpekIacT CTyIeHTOB O
BO3MOXHBIX TUITMUHBIX OIIMOKAX, BCTPEYAIOIIUXCS TPH BBIIOJIHEHUH 3aaHus. IHCTpyKTaXk TPOBOUTCS
Mpero1aBaTelieM 3a cyeT 00beMa BPEMEHH, OTBEIEHHOTO Ha N3YYEeHUE TUCIIUILIHHEI.

Texymuii KOHTPOJIb OCYILECTBIIETCS Ha MPAKTHUECKUX 3aHATUAX, MPOMEXYTOUHBIH KOHTpPOJIb
OCYIIECTBJISIETCS Ha dK3aMEHE B MMCbMEHHOM (yCTHOMN) QopMme.

CamocrosiTensHas paboTa OCYIIEeCTBIACTCS UHIUBUIYaIbHO.

Kontponb camocTosiTeIbHOM paboThl OpraHu3yeTcs B IByX Gopmax:
®  CaMOKOHTPOJIb U CAMOOLICHKA CTY/ICHTA;
e  KOHTpPOJb CO CTOPOHBI NpernoiaBarenei (TEKyIui U MPOMEKyTOUHBIN).

Texymuii KOHTPOJb OCYIIECTBISETCS HA MPAKTUUYECKUX 3aHATHUIX, MPOMEXYTOUHBIN KOHTPOJb
OCYILIECTBIISICTCS HA SK3aMEHE B MUCbMEHHOM (YCTHOI) hopme.



KpurepusiMu oLIeHKH pe3yIbTaTOB CAaMOCTOSATEIbHOW PabOThI CTYICHTA SBISIIOTCSA:
®  YpPOBEHb OCBOCHHS CTYJCHTOM Y4E€OHOTO MaTepHaa;

o YMCHUA CTYACHTA UCIOJB30BATh TCOPCTUUCCKUC 3HAHUA IMPU BBINIOJIHCHUHN IMPAKTUYCCKHUX 3a-
Aad;

e chopMUPOBAaHHOCTH KOMIIETEHIIHIA;
e odopmieHre MaTepralia B COOTBETCTBUH ¢ TPEOOBAHUSMHU.

10. MeToauyeckne peKoMeHIALUH 115 PenogaBaTesst

[Tporpamma coctaBieHa B COOTBETCTBUM ¢ DenepanbHbIM TOCYAAPCTBEHHBIM 00pa30BaTeIbHBIM
CTaH/IapTOM BBICILIETO oOpa3oBaHUs 1o HaIpaBJICHUIO HOJTrOTOBKH OaxanaBpoB
10.03.01 <« npopmannonHasi 6€30aCHOCTDY.

IIporpammy coctaBui: 1o1eHT, K.¢b.-M.H. H.I'.byTakoBa

IIporpamma yTBepakaeHa Ha 3aceganuu Kadeapsl “Hudopmanuonnas 0OesomacHoctb” «01»
centsi0ops 2020 r., mpoTokon Ne .

3aBenyronuit kadeapoit
«udpopmanmonHas 6e30MacHOCTH

K.T.H., JIOUEHT : H.B. ®enopos



[Ipunoxenue 1
K paboueii mporpamme

MHWHHUCTEPCTBO OBPA3OBAHMA U HAYKH POCCUMCKOI ®EJEPAIHN
®EJIEPAJIBHOE I'OCY JAPCTBEHHOE BIOJDKETHOE OBPA30BATEJILHOE YUPEXIEHVE
BBICIIIEI'O OFPA30OBAHUS
«MOCKOBCKHUM MOJJUTEXHUYECKAM YHUBEPCUTET»
(MOCKOBCKHWMH ITOJINTEX)

Hanpasnenue noaroroku: 10.03.01 «Mubopmarmonnas 6€30macHOCTHY

OIT (mpodmiib): «be30macHOCTh KOMIBIOTEPHBIX CUCTEM (KHOepOe30MacHOCTh HOBOW MH(OPMAIIMOHHON
cpebl)»

®opma 00yueHus: oyHas

Bun npodeccuonanbHoi qesSTEIbHOCTH: SKCILTyaTallMOHHAS; TPOSKTHO-TEXHOJIOTMYECKas; OpraHu3aIu-
OHHO-YIIpaBJICHUYECKAas

Kadenpa: «MudopmanronHas 6€30macHOCTbY
®OH/I OIEHOYHBIX CPEJACTB
no AMCIUIJIMHE

«Kpunrorpaguveckue MeToabl 3a1IUTHI HHGOPMALTHI

Cocrag: 1. [1actiopt poHa OLIEHOYHBIX CPEACTB

2. Onucanue OIEHOYHBIX CPEJICTB:

KoHnTtposbHbIe paboThI
Tect
DK3aMeH

CocraBureun: 10UeHT, K.¢.-M.H. Byrakosa H.I'.

Mockaa, 2020 ron



Ta6muna 1

MOKA3ATEJb YPOBHS COOPMUPOBAHHOCTH KOMIETEHIIUM

Kpunrtorpagpuueckne meroanl 3alimThl HHPOPMALMHU

@I'0C BO 10.03.01 «MupopmanmoHHasi 6€30MACHOCTH)

B nmporiecce ocBoeHuUsT JAHHON TUCHIUIUIMHBI CTYJICHT (POPMHUPYET U JEMOHCTPHUPYET CIICIYIOIIHE
o0menpodeccHoHAIbHbIE H MPO(ecCHOHATbHbIE KOMIIETEHIIUN:

KOMIIETEHIIMH IlepeyeHb KOMIIOHEHTOB TexHoJsi0rus ®opma CreneHu ypoBHeil 0CBOCHHMSI KOMIIETeHIIUH
HUH- | ®OPMYJINPOBKA ¢dopmupoBanus | OLEHOY-
JEKC KOMIIeTeHIH i HBIX
CpeacTB

3HATH:

OCHOBHBIE 3alladyd M IOHATHSA ba3oBblil ypoBeHb:

KpUINTOrpapuu; CITOCOOCH TMOJIH30BaThCS HAYYHO-TEXHUYECKOM JIH-
CIIOCOOHOCTE BBINOJI- [TUIOBbIE  KpUITorpaduieckue TepaTypoi B o0nactu Kpuntorpaduu; Kpunrorpa-
HATH paOOTHI 1O ycTa- (TTOPHTMEL (pryeckoit TEpMUHONIOTUEN; HaBBIKAMHU HCIIOJIB30-
HOBKE, HACTPOIKE H QIITOPUTMBI KpUNITOIpapUIECKUX BaHUS TUTIOBBIX KPUITOTPA(QUUECKUX aJITOPUTMOB;.
OGCITY KHBAHHIO TIPO- CTaHJIapPTOB U MX UCIIOJIb30BaHUE KL, CAMOCTOS-

B HH(POPMAIIMOHHBIX CHCTEMAaX ’ KP [TOBBINIEHHBIN YPOBEHB:
TPaMMHBIX, IIPOrpaMm- ] TelbHas paboTa,

IK-1 MHO-IIapaTHBIX (B YMeThb: 1a6opaTopHbie pa- TECT  JIEMOHCTPUPYET NOIHOE COOTBETCTBUE CIIEAYIOIINX

M0JIb30BATHCS HAYYHO- 9K3aMEH [BHAHWI:  OCHOBHbIE  3aJa4yd W TOHATHS
TOM 9HCJIC KPUIITOTPA~ pexpyyeckoi TMTEpaTypoil B 00- Oote1 kpunTorpaQuu; TUIOBBIE  KPUNTOrpaduuUecKue
(brueckux) U TeXHHYC- |yacty kpunTorpaduu. QITOPUTMBI;  AJTOPUTMBI  KPUITOrpaduIECKuX|
CKHUX CPCIACTB 3allMUThI |Bjragerb: CTaHJapTOB 51 Hux HCTIOJIb30BAHUE B
MH(pOpMaLIU Kpmntorpaduyeckom MH(OPMAIIMOHHBIX cucreMax, CBOOOIHO

TEPMUHONOTNEN; HaBbIKaMM oIepUpyeT NPUOOPETCHHBIMU 3HAHUSMU

MCNONb30BaHNA TUNOBbIX

KpunTorpaduyeckmx anroputmos
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[Tpunoxenue 2
K paboueli mporpamme

OueHo4YHbIE CPeACTBA IJIS TEKYIIeH aTTecTaluu
Bormnpocs! k mpakTHYECKUM 3aHATHSM U KOHTPOJBHBIM paboTam

Maiite ob1ee noustue kpunrtorpapuu. B uem cocTouT cymuocTs mudpoBanus u aemudpo-
BaHUs UH(popMarn?

CootHecute Mexkay cOO0H MOHATUS «KpUNTOrpadus», «KKPUNTOAHATIN3» U «KPUIITOJIOTUS.
[TpuBeauTe UCTOPUYECKHUE IPUMEPDI 3aPOXKACHUS KpUIITOrpaduu.

OxapakTepu3yiTe AOHaAy4HbIM mepuoja pa3BuTus Kpunrorpaduu. PaccMmoTpute mnepsble
mrdpsl 3aMEHBI U IEPECTAHOBKH.

C kakoro BpeMEeHM Hayajcsl HayuyHbId mepuoj pa3Butus kpuntorpapuun? Kakue coObiTus
CTaJIU JJI 3TOr0 ONPEEIIAIOIUMU?

YeMm ompenensiercss KpUNTOCTOMKOCTh mndpoBanua? Kakue npyrue tpeOoBaHMs HpeabsB-
JSFOTCA K H(pOoBaHUIO?

B uem cocroutr npasuiio Kepkropdcea? Ilouemy 310 mpaBuiio siBisercsi oOLIENPUHATHIM B
Kkpunrorpadun?

Korna mosiBuiace kpunrorpadus ¢ OTKpPBITBIMU KJIHOYaMU U IepBas peajbHas cUcTeMa
mudpoBaHus?

Kaxkux Beimaromuxcs kpunrorpagor XX B. Bel 3Haere?

UeM OTIIMYAIOTCS MOAXOBI K 00ecTieyeHnto 6e30nacHocT nHpopMaIy B Kpunrorpaduu u
B creraHorpagun?

Uro o0miero u B 4eM OTIMYUE KPUNITOrpadudeckoro npeodpazoBaHus WHPOpPMAIMU OT KO-
JTUPOBAHUS €€ TIPH 3aIIUTE OT CIIyYalHBIX yTPo3 O€30MaCHOCTH?

Kakumu meronamu obecrieunBaeTcst KOHPUASHINATLHOCTh HH(OopMauu?

Yto Takoe 1e10cTHOCTh nHpopMaIum?

JlaiiTe onpeneneHre UMUTOCTOMKOCTH MIH(pa.

Uto Takoe UMHUTOBCTaBKA? J{J1 KakuX 1eJIeil OHA UCTIOJIb3YyeTCs?

Jis KakuX acleKTOB MH(POPMAIIMOHHOTO B3aMMOAEHUCTBUS HEOOX0AMMa ayTeHTH(pUKanus?
JIBa OCHOBHBIX TpeOOBaHMS K XdUI-QYHKIHIM. [IpOTHB KakuX aTak OHW HAIPaBJICHBI?

Kakue cpeacTBa UCnonb3yroTCs I 0OecreueHusl HeBO3MOYKHOCTH OTKa3a OT aBTOPCTBA?
Yrto 03HayaeT CBOWCTBO OJHOCTOPOHHOCTH KpUNTOTpadhuyecKon Xa1-QyHKIUN?

B yem cyTh npeBapuTENEHOTO pacipeaesieH s Kitoyei?

Yro Takoe cepTudUKaAT OTKPHITOTO Kiroda?

Jli yero ucnonb3yeTcs cxema pasJesieHus cekpeTa?

[TpuBenure kinaccuuKamo METOI0B MU(GPOBAHUS B 3aBUCUMOCTH OT crlocoba mpeodpazo-
BaHUs UH(OPMAIIHH.

Yro Takoe mudpBennyrHa, MUPpodo3HauYeHNE U KaK 3T MOHSITUS COOTHOCSTCS?

Kakne ocobeHHOCTH XapaKTepHBbI Ui METOJI0B MIM(PPOBAHUA C CUMMETPHUHBIM KIIIOYOM U
HECUMMETPUYHBIM (OTKPBITHIM) KIIFOUOM?

YeM oTIIMYAIOTCS CUMMETPHYHBIE IU(PPCUCTEMBI OT ACUMMETPUYHBIX ?

[TosicuuTe Ha MpUMepe CYIIHOCTh MH(POBAHUS METOI0OM 3aMEHBI.

[TpuBeaute mpumepsl MHU(POBAHUS METOJAMHU NEPECTAaHOBKHU. YTO O3Ha4yaeT MapiipyTHas
nepecTaHoBKa?

[TosicHuTe CYIIHOCTH FaMMHMPOBAHUS KaK Crocoda KpUITorpaduyeckoro mpeodpa3zoBaHus
uHpopmanuu. Yto ABiIseTCs MPU ITOM KIIOUOM MH(poBaHuUs?

[Touemy anaUTUBHBIE METOABI IU(BPOBAHHS OTHOCITCA K IMH(pamM raMMHUPOBaHUS ?

K xaxomy kiaccy mm@poB OTHOCSTCS aHAIUTHYECKHE CTIOCOOBI mudpoBaHus?

[TpuBeaure npumep mudpa nepecTaHOBKHU, KOTOPHIM MOKET pacCMaTPUBATHCSA M KaK OJod-
HBIM mdp 3amMeHbI?
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C KakuMU LEeTIMH B KpUITOTpaguy BBOAATCS MOIEITH OTKPHITHIX TEKCTOB?

Kakue noaxo/ipl HCHOIb3YIOTCS 7Sl paCIO3HABAHMSI OTKPBITHIX TEKCTOB

Kakoe mpaBuiio JIe:KUT B OCHOBE BCeX MHU(POB MEPECTAaHOBKU?

Uro siBrsieTcs Kr04oM mudpa nepecTaHOBKH?

HazoBute 0CHOBHO# HEOCTATOK MIM(POB MEPECTAHOBKH.

[TpuBeaure npumep mudpa nepecTaHoBKU, KOTOPBIA MOXKET paccMaTpUBaThCs U Kak 0J104-
HBIN WU 3aMEHbI?

Kak onpenenuts o KpunrorpaMme, ojiyueHHOH ¢ MOMOILBIO IH(pa BepTUKaILHON Iiepe-
CTaHOBKH, YUCIIO KOPOTKUX CTOJIOIIOB 3aMIOJIHEHHOTO OTKPBITHIM TEKCTOM OCHOBHOTO TIPSi-
MOYTOJIbHUKA?

Kakue cBOWCTBa OTKPBITOrO TEKCTA MCIIOJIB3YIOTCS MPH BCKPHITUH MIU(Pa EPECTAHOBKHU?
Kaxkue mmdpsl Ha3biBatoTCs mudpaMu MpoCcTor 3aMeHbI?

[TpuBeauTte npumep mudpa nMepecTaHOBKU, KOTOPBIA MOXKET pacCMaTpUBAThC U Kak 0J104-
HBIN mdp 3amMeHbI?

Uro siBrsieTcst KII0YOM Iugpa mpocToii 3amenbl? KakoBo MakcCHMallbHO BO3MOKHOE YHCIIO
KJItoYel mudpa mpocToi 3aMeHbI?

Uro Gonee 1enecoodpa3zHo i HaIeKHOH 3aUThl HHOOPMAIH: apXUBAIHS OTKPHITOTO
TEKCTa € MOCIEIYIOUMM IH(PPOBAHUEM WU IIU(PPOBAHUE OTKPBITOTO TEKCTA € MOCIEIYIO-
el apxuBanuein?

Nmeer nmu mudp [Insiidepa sKkBUBaNIeHTHBIE KIIIOUH, TO €CTh TAKHUE KIIFOUH, HA KOTOPBIX JIFO-
ObIe OTKPBITHIE TEKCTHI MU(PYIOTCS OJMHAKOBO?

Kakue mu¢ps! Ha3biBaroTcs omoonamu? Ipuseaure npumep.

K xakum mmppam otHocutcst cucrema mudposanus [lerpa | «nupupo»?

Kakue mun¢ps! Ha3bIBalOTCS MU(ppaMu MHOT03HauHOU 3aMeHbl? [IpuBeaure npumepsl.
SBnsgercs nu mudp TPONOPIUOHATILHON 3aMeHbI OMO(poHOM?

[TosicuuTe, 4TO BBl MOHMMAETE O] COBEPIIEHHBIM IKdpom. [IpuBeauTe mpumMepsl.

[Touemy mmdp Tpuremus, nexamuii B ocHoBe mudpa BikeHepa, He aBnseTcs muppom
raMMHpOBaHUs?

[Touemy HanoOXeHHE HA OTKPBITHIA TEKCT TaMMBI, MPEAICTABIAIONIEH cO00M MEPUOTNIECKYIO
MOCIIE0BATEIBHOCTh HEOOBILIOTO MEPHO/Ia, HE JAeT HAaJICKHON 3alIUThI?

[Touemy HeIONMyCTHMO HCHOJB30BATH JABAXKABI OJHY U Ty K€ Tammy (Jaxe CiydailHylo U
PaBHOBEPOSATHOCTHYIO!) 115 3a1M(POBAHUS Pa3HBIX OTKPBHITHIX TEKCTOB?

[Tepeuncanre ocHOBHbIE TPEOOBAHUS K TaMMe.

KakoBbI ¢ TOUkM 3peHUs] KpUNTorpapuu NpeuMyIecTBa U HEJOCTaTKU Nepexoaa K OJI04Ho-
My HMdpoBaHuio?

Kaxk peanmmsyercs npennoxenssii K.IIIeHHOHOM npHHIMI «TI€pEMEIINBAHNS MPU MPAKTH-
YeCKOH pean3aiiy aropuTMOB OJI0YHOTO MmUppoBaHUs?

KakoBsr ocHOBHBIE HeflocTaTk anroput™a DES, u kakoBEI myTH uX yctpaHeHus?

B kakux ciydasx MOXHO PEKOMEHJI0BATh UCIOJIb30BATh OJIOYHBIN MU(P B peKUME POCTON
3aMEHBbI?

OT Kakux NOTEHIMAJBHBIX clIabocTel IMO3BOJIET M30aBUTHCSA HCIOIb30BaHHUE OJIOYHBIX
mu@poB B pexkuMax muppoBaHus ¢ 00paTHOH CBA3bIO?

B deMm 3axmoyaroTcst JOCTOMHCTBA M HEJIOCTATKU CUCTEM MOTOYHOTO IIM(PPOBAHUSA 11O CPaB-
HEHUIO ¢ 0JI0YHBIMU T pamMu?

[Touemy Bo3HMKaeT MpoOIeMa CHHXPOHHU3AIMK OTOYHBIX MM (POB?

Kakue npuunHbl 00yCIOBUIN IIKPOKOE UCIOIB30BAaHUE JIMHEHHBIX PErHMCTPOB CIBUTA B Ka-
YeCTBE YIPABISAIOMINX OJIOKOB MOTOYHBIX MHUdpcucTemM?

[IpoBeauTe cpaBHUTEIBHBIN aHaIu3 anroputMoB mudposanus RC4 u RCS.

[Tepeuncante OCHOBHBIE PEKUMBI PaOOTHI, TPETYCMOTPEHHBIE B POCCUICKOM CTaHIapTe
muppoBaHUs JaHHBIX

B uem cocTosT npeumyniecTBa CUCTEM C OTKPBITHIMH KJIFOUaMHU IIEPE]l CAMMETPUYHBIMU
mudpcuctemamu’?
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CH0XHOCTBIO KaKOW MaTeMaTHUECKOM 3aJjaun OMpeAesieTcs CTOMKOCTh cucTeMbl RSA?
Kaxkue TpeGoBanus mpeabsaBIsIOTCS K Kitodam B mudpe RSA?

K kakomy Ty mm@poB IpUHAIICKUT cxeMa MUu(POBAHHS, UCIIONIb3yeMasi B CUCTEME DIIb-
I'amana? B yem ee npeumyiiectBa?

CH0XHOCTBIO KaKOW MaTeMaTHYECKOM 3aJjaun ONpeensieTcss CTOWKOCTh MIM(PCHCTEMBI
Onp-I"amans?

HazoBute HepocTatku cxembl Dib-I"amaits.

Kakwue npoGiembl nHGOpMAIMOHHOMN 0€3011aCHOCTH MOKHO PEIIUTh C IOMOIIBIO ACUMMET-
PUYHBIX IIU(POB.

W3noxuTe NpUHIUIHAIBHYIO CXEMY OPTaHU3alMH CEKPETHOW CBSA3H C UCIOJIb30BaHUEM
MIHPPCUCTEMBI C OTKPBITHIM KITFOYOM.

Kakum 06pa3om ¢ moMoIipo KpunrocucteMbl RSA MOXXHO OpraHu30BaTh Nepeaady cooo-
MICHUH, TOJUTMHHOCTH KOTOPBIX MOT OBl IPOBEPUTH JIFOOOH MOITydaTesnb?

Kakum 06pa3om ¢ moMoIipo KpunrocucteMbl RSA MOXXHO OpraHM30BaTh Nepeaady cooo-
IIEHUH, TOJUTMHHOCTH aBTOPCTBA KOTOPHIX MOXHO MPU HEOOXOJUMOCTH JI0Ka3aTh?

Yro obmrero Mexry oObI9HOM U ITUGPOBOI Moanuckio? Uem oHM paznuyaroTcs?

Kakwue 3a1auu mo3BoJsieT pemuTh udpoBast MOAMHUCH?

B uem 3akirovaercs NMpuUHIUIMAIBHAS CIOKHOCTh B MPAKTUYECKOM NPUMEHEHHH CHCTEM
1 poBOi oATUCH?

[Touemy B kpunTorpauueckux CUCTeMax, OCHOBAHHBIX Ha OTKPBITHIX KJIIOYaX, HEJIb3s UC-
MOJIb30BaTh OJIMHAKOBBIC KIIFOUHU JJIs IU(PPOBAHUS U UPPOBOH moamucu?

[TpuBenuTe mpuMep MOpsiAKa OTKPHITOTO pacipeieeHHsl KIIIouel 0 KBAHTOBOMY KaHaly.
KakoBa npuposia CeKpeTHOCTH KBaHTOBOM Kpurtorpaduu?

[Touemy KBaHTOBBIN KPUITOAHAIN3 OBICTPO MOXKET BCKPBITh KpunTocuctemy RSA?

KakoBbI ipo6sieMbl KBAaHTOBOU KpunTorpadun’?

TECT-BOITPOCBI

Yro sasnsiercs npeamerom Hayku KPUIITOPT'ADOUA?

A) cniocoOb! muppoBanus U AemudpoBaHus;

B) Metoabl cokpbITuA (hakTa neperay CeKpeTHOW HHPOpMaIny;

B) crioco6b1 mpeoOpa3zoBaHus HHPOPMAIIUH C TIETBIO €€ 3aIUTHl OT HECAHKITMOHUPOBAHHBIX
I0JI30BATENIEH.

Kpuntocucrema Ha3pIBaeTCS KPUMITOCUCTEMOM OOIIIEr0 UCTIONB30BAHUS, €CITU €€ CTONKOCTh
OCHOBBIBAETCSI HA CEKPETHOCTHU

A) anropuTMoB mUGPOBaHUS U pacIIUPPOBAHUS;

b) kntoua;

B) pexxuma mmdpoBaHus.

Ha kakue nBe rpyImbl MOKHO pa3fenuTh CAMMETPUUHBIE KPUITTOCUCTEMBI?
A) GJIOYHBIC U TTIOTOYHEBIE;

B) cuHXpOHHbBIE U ACUHXPOHHBIE;

B) ananoroseie u ¢ pOBHIE.

Kakue coObITHs ciocoOCTBOBAIM Pa3BUTHIO KpUIITOTpapuu?

A) pOoCT rpaMOTHOCTHU CPEIY HACEJIEHUS;

B) paznen repputopuii, 00pazoBaHKe roCy1apCcTB, BOWHBI,

B) nepexon K GOHETHUECKOMY NMHUCHMY, COKpAIllEHHE MOIIIHOCTH aji(aBuTa.

[Touemy nmoTouyHsble MUQPHI B O0IIEM CITydae 0 CKOPOCTH HAMHOT'O IIPEBOCXOIAT OJI0UHbIE
mudpsi?
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A) MOCUMBOJIbHOE HIM(POBAHNE MEHEE TPYIO0EMKO, YeM HIH(poBaHue OOIBIIMMU OJIOKAMU;
B) noTounoe mmdpoBanre He TPEOYET CXEM CUHXPOHHU3AIINH;

B) mudpyromas nociae10BaTeIbHOCTh YaCTO TEHEPUPYETCS HE3ABUCUMO OT OTKPBITOTO TEK-
cTa WM mudprekcra.

HazoBute ocHOBHYIO po0seMy MpH OpraHU3alliy CEKPETHOM CBSI3U B CiIydae MOTOYHBIX
mmdpos?

A) ipoGiiemMa niepe1aun Kirodei Mexx 1y abOHEHTaMu;

B) npoGnema ycrpaneHus OIMOOK B IOTOKE MIM(PPYEMbIX TaHHBIX;

B) npo6iieMa CHHXpPOHU3AIUU TOTOKA MU(PPYEMBIX TaHHBIX.

KewM Obu1a npenoxena neppast NpakTH4ecKast peaan3aius KPUINTorpaguu ¢ OTKPBITHIM
KIIIOYOM?

A) Yurdungom Iuddu (Whitfield Diffie) m» Maptunom Xennmanom (Martin Hellman) u
Pansdpom Mepxiem (Ralf Merkle);

B) Ponansaom PaitBucrom (Ronald Rivest), Axu [llamupom (Adi Shamir) u Jleonapaom
Annemanom (Leonard Adleman);

B) [lladu I'onsasaccepom (Shafi Goldwasser) u CunbBro Mukainu (Silvio Micali).

K kakoii rpynme mudpos orHocutcs mupp CLHHUTAIIA?
A) mmdp 3aMeHsbI;

B) mmudp nepecraHoBKy;

B) xomOuHMpOBaHHBIN TIIH)P.

Cnoso KPUIITOI'PA®US 3ammppoBano knaccudeckum mmdpom Llezaps. Beibepure coort-
BETCTBYIOIIHMH MUPPTEKCT.

A) YBTOUI'CBUbTh;

B) ®CXXBJIBIKCITDXIO;

B) HYJII' XCXYTYJIb.

[Tpu mmppoBaHUM OTKPHITOTO TEKCTA €ro0 OYKBBI 3aMEHSAIOTCS TAPON YHCEIl, COOTBETCTBYIO-
HIMX HOMEepaM CTOJIOLOB U CTPOK JJaHHOM OykBHI B Tabnuie. Kak HazbiBaeTcs 3TOT mudp?
A) pemerka Kapnano;

b) xBanpar [lonuGus;

B) Tabnuna [lopTo.

Kak Ha3zpiBasncs mmdp, Ha OCHOBE KOTOPOTo ObUT CO3/IaH OJMH U3 HauboJjee CTOWKUX BOCH-
HO-MOpckuX mu@poB BennkoOputanuu Bo BpeMst BTopoii MupoBoii BoWHbI?

A) pemerka Kapnano;

b) xBanpar [lonuGus;

B) Tabnuna [lopTo.

ITpu KakuX yCIOBUSAX BOCCTAHOBUTH TEKCT IO KPUIITOTPaMME KPUIITOAHAIUTUKY CTAHOBUTCS
MPUHIUIINAIBHO HEBO3MOXKHO?

A) ecnu mMdpoBaHUE «CTUPACT» U30BITOYHOCTD;

b) eciin ricnonib3yeTcs ITMHHBIA KITHOY;

B) ecnu anroput™ mm@poBaHus HEU3BECTEH.

Kak Ha3bIBaIOTCS HCIIOJIb3yEeMbIE B KPUMITOTPadUU MOJEIH OTKPBITOTO TEKCTa, YIYUTHIBAIO-
1€ 3aBUCUMOCTh OYKB T€KCTa OT MPEAbIAYIINX OYKB?

A) TIO3HAYHbBIE MOJIENN OTKPBITOTO TEKCTA,

B) BeposiTHOCTHBIE MOETH K -T0 IPUOITHKEHNUS;
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B) MapkoBckue MOIENIN OTKPBITBIX TEKCTOB.

Kro B Poccun pykoBoamn pa3paboTkoii TenedoHHoro mudparopa?
A) B.A.KoTe1bHHUKOB;

b) A.H.Konmoropos;

B) b.b.IluoTtpoBckuii.

B uem cocTout ocHoBHO# npunnmn Kepkroddca?

A) KOMIIPOMETAIHS CUCTEMBI HE JOJKHA IPUYUHSATH HEYJJOOCTB KOPPECTIOHICHTAM;

B) HeoOxoaumo, 4ToObI KpUNTOCUCTEMA ObliIa IPOCTON B UCIOJIB30BAaHUM, U €€ IPUMEHEHUE
He TpeOOoBaio COOIIOICHUS IITMHHOTO CITUCKA TIPABHIT,

B) y KOppecroHIeHTOB 10JKHA ObITh BO3MOXKHOCTD IO COOCTBEHHOM BOJIE MEHSTH KITIOU.

Yo moHUMAETCS O]l KPUIITOTrpahuIeCKUM MPOTOKOJIOM?

A) anropuTt™ mudpoBaHUS JaHHBIX MEPEJ Mepeiadeii mo o0me10CTyTHOMY KaHATy CBSI3H;
B) pacnpeesieHHBII aNTOPUTM PELICHUS ABYMS HITK 00Jiee Y4aCTHUKAMH HEKOTOPOH KpHUII-
TorpaduIecKor 3a1a4u;

B) Habop npaBui mmppoBaHUs U pacuiuGpOBaHUS KPUIITOCUCTEMBI.

B yem cocTout kpunrorpaduueckas 3agaua odecrnedeHus 1eI0CTHOCTH?

A) rapaHTHpPOBaHNE HEBO3MOKHOCTU BHECCHHSI CITyYalHBIX OIMIMOOK B MIPOIIECCE Mepeaadn
0 KaHaJlaM CBSI3H;

B) rapanTupoBanue HEBO3MOKHOCTH HECAHKIIMOHUPOBAHHOTO U3MEHEHHU ST HH(POPMAITUH;
B) 06a oTBeTa BepHHI.

Kakue metonbl pa3pabaTbiBaloTCs € 1ENIbI0 0OecTieueHus: ayTeHTUhUKauu?

A) MeTOJIbl MOATBEPIKIECHH IMOATMHHOCTH CTOPOH U caMOi MH(OpMAIUK B IIpoliecce UH-
(dbopMalMOHHOTO B3aUMOEHCTBHS;

B) MeTosbI IpUCBOEHHS YHUKATIBHOTO HASHTH(PHUKATOPA B3aUMOJICHCTBYIOIIMM CTOPOHAM U
caMmoit mH(popMaIH B TIpoliecce HHPOPMAIIMOHHOTO B3aUMOICHCTBUS;

B) 06a oTBeTa BEpHHBI.

Kakoii MmexaHu3m ucnonb3yercs i o0ecrieueHst HEBO3MOXHOCTH OTKa3a OT aBTOPCTBA UIIH
MIPUIIUCHIBAaHUS aBTOPCTBA?

A) MeXaHHU3M CUMMETPHYHOTO MHU(POBAHUS ¢ IPUBJICUEHUEM apOUTpa;

b) mexanu3m nudpoBoii noanucy;

B) 06a oTBeTa BEpHHBI.

C yeMm cBs3aHa aKTUBHAS aTaka Ha 3amM(poBaHHYIO WH(pOPMAIIHO?

A) ¢ mpocyImMBaHUEM, aHATM30M TpaduKa, IepexBaToM, 3aMKChI0 MepeaaBaeMbIX mudpo-
BaHHBIX COOOIIEHUH;

B) ¢ nemmdpoBanuem, T. €. mOMBITKAaMH "B3JIOMaTh" 3aIIHUTY C IENBI0 OBIaACHHS HHPOpMa-
HUeH,

B) ¢ mpepriBaHreM mporiecca nepeaadn CoOoOIeHUH, CO3TaHIEeM TIOIIETBHBIX COOOIICHUH,
MoauduKaIyen nepenaBaeMpIx COOOIMICHUN.

OT yero 3aBHCUT BBIOOD criocoda muppoBaHus?

A) oT ocobeHHOCTEH TepeaBaeMoi nHpopmaluu (ee IeHHOCTH, 00beMa, crocobda mpe-
CTaBJICHHS, HEOOXOJUMOW CKOPOCTH Tepeaayu,

B) oT BO3MOKHOCTEH BIIaJIeIbIEB 10 3alTUTE CBOSH MH(GOPMAITUHU (CTOUMOCTD TPUMEHSIC-
MBIX TEXHUYECKUX YCTPOMCTB, y100CTBO UCTIONB30BAHUS, HAJICKHOCTh (DYHKIIMOHUPOBAHUS,
B) 06a oTBeTa BepHHI.
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Jliis oGHapy KeHMsI LieleHaPaBICHHOT0 HaBA3bIBaHHSI IPOTUBHUKOM JIO)KHOW MH(pOpMaLUn
A) B niepenaBaeMoil HHQOPMAIMK CTHPACTCS N30BITOUHOCTD;

B) B nepenaBaeMyto nHGpOPMAIUIO BHOCUTCS U30BITOYHOCTD,

B) ncnons3yercst KOJ 4ETHOCTH.

Kak Ha3pIBaeTcs 9ruciioBasi KOMOMHAIMS, UCTIOIB3yeMasi ISl IPOBEPKU IIEIOCTHOCTH?
A) IMHTOBCTaBKa;

B) ko ayTeHTH)UKAIIUU COOOIIECHNS,

B) 06a oTBeTa BEepHHI.

Kakue TpeOoBaHus IPEIBIBISIOTCSA K KJIFOUYEBBIM XamI-pyHKIusam h(M)=S?

A) HEBO3MOKHOCTD BBIYMCICHUS 3HaueHus h(M) =S s 3aganHoro coodbiuenus M 6e3
3HaHUsA K1oua K;

B) HEBO3MOXKHOCTB TI0100pa JIJIst 3aIaHHOT0 coo0IIeHnss M ¢ U3BECTHBIM 3HaueHueM hy (M)
= S gpyroro coobmenus M1, ¢ uzBectabiM 3HaucHHeM hx (M1) = S1 0e3 3HaHus Kioya K;
B) 06a oTBeTa BEpHHBI.

Kakoe TpeboBaHue HaNpaBiIeHO IPOTHUB CO3/1aHUS MOAJIEIbHBIX (C(haOpUKOBaHHBIX) COO0-
HICHU MTPY aTaKax THIA UMUTAIUS?

A) HEBO3MOKHOCTD BBIYMCICHUS 3HaueHus h(M) =S s 3aganHoro coodbiuenus M 6e3
3HaHUsA K1oua K;

B) HEBO3MOXKHOCTB TI0/100pa JIJIs 3a1aHHOTO coo0IIeHnss M ¢ U3BECTHBIM 3HaueHueM hy (M)
= S gpyroro coobmenust M1, ¢ uzBectabiM 3HaucHHeM hx (M1) = S1 0e3 3HaHus Kitoya K;
B) 06a oTBeTa BEpHHBI.

Kakoe TpeOoBaHue HampaBieHO MPOTHB MOAM(UKAIIMK TIepeIaBaeéMbIX COOOIICHUI Py aTa-
Kax THIIa ITogMeHa?

A) HEBO3MOKHOCTb BeIYHCIICHUS 3HaUeHus Nk(M) = S s 3anaHHoro coobrienust M 6e3
3HaHUA Kiaro4a K;

B) HeBOo3MOXKHOCTH MTOA00pa /TS 331aHHOTO coodtieHust M ¢ U3BeCTHBIM 3HaYeHueM hy (M)
= S apyroro coobuienus: M1, ¢ u3BecTHbiM 3HaueHueM hx (M1) = S1 6e3 3nanus kiroua K;
B) 00a oTBeTa BEpHBI.

Kakas npoBepka 03HauaeT ayTeHTH(PHUKAINIO CeaHca CBA3U?

A) IpoBepKa MeJI0CTHOCTH COCTUHEHNS, HEBO3MOKHOCTH IIOBTOPHOM Iepeiaun JaHHBIX
MIPOTUBHUKOM, CTOPOH B3aUMOJIEHCTBYS,

B) nmpoBepka eT0CTHOCTH COSTUHEHNS, HEBO3MOKHOCTH IIOBTOPHOH Iepeaun JaHHBIX

POTUBHUKOM, CBOEBPEMEHHOCTH NEpeauu JaHHbIX;

B) o0a oTBeTa BepHBI.

Kakoe cpencTBo sSBISIETCS OCHOBHBIM CPEJICTBOM IS TIPOBEICHUS HACHTU(DUKAIIH?
A) IPOTOKOJIBI OJJHOCTOPOHHEN UACHTU(PHUKAIINH,

B) mpoTokoabsl B3aUMHON UACHTU(UKAINH,

B) 06a oTBeTa BEpHHBI.

Kak BeIrsiiuT undpoBast HOAMHUCH A1t COOOIIEHUS ?

A) 4nCII0, MOTYYEHHOE B PE3YJIbTaTe XCIIUPOBAHUS, IPUMEHEHHOTO K 3TOMY COOOIICHUIO;
B) uncno, nomyueHHOE B pe3yabTaTe KpUNTOrpadhudeckux npeodpazoBaHuii, IPUMEHEHHBIX
K 9TOMY COOOIICHHIO;

B) ko1 ayTeHTH(UKAIIUN COOOILIECHHUS.
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J71s1 4ero npUMEHSIIOTCS CTIeIMANIbHBIE CUCTEMBI MPEIBAPUTEIBLHOTO pacpeIeIeHUs KIT0-
ei?

A) ipu GOJIBIIIOM YHCIIE B3aUMOICHCTBYIOIIUX CTOPOH TpeOyeTcs mpeIBapuTelbHas pac-
ChIJIKa 3HAYUTEIHHOTO 00BheMa KIII0OUEeBOW MH(POPMAILIUU 1 TTOCIIEIYIONIEe €€ XPaHCHHE;

B) onpenensercs nopsa0K UCIOJIb30BAHUS, CMEHBI, XpPaHEHUSI U apXHUBUPOBAHMUS, PE3EPBHO-
r0 KOMMMPOBAaHMSI U BOCCTAHOBJICHUS, 3aMEHBI WU U3BATHS U3 OOpaIeHUS] CKOMIIPOMETHPO-
BAaHHBIX, a TAK)KE YHUUYTOXKEHUSI CTAPBIX KIIIOYEH;

B) npeaycmarpuBaeTcs pacnpeienieHle u XpaHeHUe He caMuX KITF0YEH, a HEKOTOPO MEHb-
nIei mo o0beMy MHGOpPMAIUH, Ha OCHOBE KOTOPOM KaXKIasi CTOPOHA MOYKET BBIYUCIIUTh
KJIFOY JIJISI B3AaMMOJEHCTBUS C PYTrOM CTOPOHOM.

Kakum 06pa3om Hambosee mpocTo MOKHO OCYIIECTBUTD paclpeziesieHne KIdel st ceTei
¢ OOJIBIIMM KOJIMYE€CTBOM aOOHEHTOB?

A) B cucTeMax MpeaABapUTENIbHOIO PACIIPEIEIICHNs CEKPETHBIX KITOUEH;

B) B cuctemax OTKpBITOrO paclpeaeeHusl CEKPETHBIX KIIIOUEH;

B) 06a oTBeTa BepHHI.

Yro takoe cepTUUKAT OTKPHITOTO Kitoya?

A) Habop JaHHBIX, 3aBEPEHHBIX HU(PPOBOI MOANKICHIO IEHTPA CEPTU(UKALINY, U BKITFOUAIO-
IIUHA OTKPBITHIN M CEKPETHBIM KIIFOUH, UMsI [T0JIb30BATENs, UM CEPTU(PHUKALIMOHHOTO LIEHTPA,
HOMep cepTuduKaTa, BpeMs JeicTBus cepTrduKarTa, mpeHa3HaYeHNuEe OTKPBITOrO KIIF04a
(mudpoBas moanuch, mMubpoBaHue);

B) HaGop naHHBIX, 3aBEPEHHBIX MEYAThIO LIEHTPA CEPTU(UKALINY, U BKIFOYAIOIINI OTKPBITHIH
KJIF0Y, CIIMCOK JIOTOJIHUTEINIbHBIX aTpuOyTOB, IPUHAIJIEKALIMX A00HEHTY, U ITpeIHa3HaAuYCHUE
OTKPBITOIO KJIIOYa,

B) Habop naHHBIX, 3aBEPEHHBIX HU(POBON MOAMUCHIO EHTPa cepTUDUKALINN, U BKIIOYAIO-
IIUHA OTKPBITHIN KITIOY M CITIUCOK JIOMIOJHUTEIBHBIX aTpUOYTOB, MPUHAIEKAIIUX A00OHEHTY .

Uto 03HauaeT TEPMUH MOIITHOCTH andasura?

A) KOJTMYECTBO CUMBOJIOB B OTKPBHITOM aji(haBUTE;

B) uncno BO3MOXHBIX KOMOWHAITUI CHMBOJIOB OTKPBITOTO an(haBUTa;
B) xonmyecTBO mM(pBETMINH OTKPHITOTO ajadaBuTa.

K kaxomy kiaccy mm@poB oTHOCUTCS MDD, €cid PParMeHT OTKPHITOro TEKCTa (OTAEIbHBIE
OyKBBI MJIH IpyTIa OyKB) 3aMEHSIOTCS HEKOTOPhIMU UX KBUBaNeHTaMu (OykBamu, nudpa-
MU, CHMBOJIaMH WJIM UX KOMOWHaIue) B mudprexcre?

A) mmdpsl 3aMeHBI;

b) mudpe! nepecraHoBKY;

B) KOMITO3UIIMOHHBIE IIU(PHI.

K kakomy kiaccy mugpoB OTHOCUTCS MHDP, eciii OYKBBI OTKPHITOTO TeKCTa MpH MU(ppOBa-
HUU KaKUM-HUOY/Ib CIIOCOOOM MepecTaHaBIUBAIOTCS, TO €CTh U3MEHSETCS TOJIBKO MOPSAI0K
CJIEI0BaHUS CUMBOJIOB OTKPBITOIO T€KCTa?

A) mudpsl 3aMeHbI;

B) mm¢ps1 nepectaHoBKH;

B) xomMmo3urmoHHbIe MUGPHI.

UYro ciaexyer aenarh s yBEIHMUCHUSI KPUNITOCTORKOCTH udpa?

A) YBETMYHMBATh PA3HUILy MEKIY YHCIOM MUGPBEIUYUH U YUCIOM OYKB B andaBuTe;
B) Goniee paBHOMEPHOI TOJDKHA OBITH THarpaMma MOBTOPSEMOCTH 3HAKOB MM PTEKCTA;
B) 06a oTBeTa MpaBUIIBbHEL.
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J1J1s 9ero UCTonb3yrTcs OJ109HbIe H(PHI?

A) U1l yBeTMYEHUST KOJTUYECTBA (P PBEITHYNH;
B) s yBenuueHus: CKOPOCTH MU POBAHUS;

B) 06a oTBeTa nMpaBUIILHEI.

B yem cocTouT OCHOBHOE MPEUMYIIECTBO ACUMMETPUYHOTO MHU(POBAHUS [IEPE]] CUMMET-
PUYHBIM?

A) HeT HeoOXOIMMOCTH B Mepeiaye CEKPETHOro KIII0ua, KOTOPBIA MOXKET ObITh IepexBaueH
3JI0YMBIIIJIEHHUKOM;

b) 6onbias TpyA0€MKOCTh OCTIEIHEr0 U, KaK Pe3yJibTaT, MEHbIIUE CKOPOCTH MU U pPo-
BaHUU,

B) 06a oTBeTa BEepHHI.

Kakue mn¢ps! Ha3biBaroTcst oMmooHamu?
A) mmdpbl MHOTO3HAYHON 3aMEHBI;

B) MHoroandasuTHbIC TIUDPHI;

B) mudpsl raMMupOBaHUS.

Uro Takoe mudppennynHa?

A) YHCII0 BOBMOXKHBIX SKBHBAJICHTOB JUIS 3aMEHBI OTKPBITHIX CHMBOJIOB;

B) sxBUBaJIEHTHI B IU(PPTEKCTE, 3aMEHSIONINE CUMBOJIBI HIIU TPYIITBI CHMBOJIOB B OTKPBITO-
IO TEKCTa;

B) OTKpBITHII TEKCT niepe MU} POBaHUEM MIPEICTABISAETCS B BUJE MTOCIIEI0BATEILHOCTH
«TI0/ICTIOBY», HA3bIBAEMBIX N (PBETUINHAMMU.

C KakuMU 1eNsIMU B KpUNTOrpaduu BBOASTCS MOJEIN OTKPBITHIX TEKCTOB??

A) ciyaT OCHOBOM JJIsl aBTOMATHU3aLIMHU MPOLIECCOB KPUNTOAHATIHM3a ITHUPPTEKCTOB;

B) ciy»xat ocHOBOM B mpoliecce U3y4eHHsI KpUIITOCTOMKOCTH Pa3IUYHbIX CUCTEM IIK(poBa-
HUS;

B) o0a oTBeTa BepHBI.

K kakomy kiaccy mm@poB OTHOCSTCS aJAUTUBHbIE METObI ITUPPOBaAHUS?
A) omo(oHsI;

B) mmdps1 MHOro3HaYHOM 3aMEHBI;

B) mudpsl raMMupOBaHuS.

K kakomy kiaccy mugppoB OTHOCSATCS aHAIUTHYECKUE CTIOCOObI U pOoBaHUS?
A) mudpsl 3aMeHbI;

B) mm¢ps! nepectaHoBKH;

B) MapuipyTHbIE IEpeCTaHOBKH.

Kakue u3 npuBeieHHbIX UGPOB ABIAIOTCS MG PAMU TEPECTAHOBKU?
A) pemerka Kapnano;

b) xBanpar [lonuGus;

B) Tabnuna [lopTo.

Kakue u3 npuBeieHHBIX IIH(POB SABIAIOTCS MUPpPaMU 3aMEHbI?
A) RSA;

b) AES;

B) 'OCT 28147-89.

Kakwue cBoiicTBa OTKPHITOrO TEKCTA UCTIONB3YIOTCS MPU BCKPHITUN MM (pa NEPECTaHOBKU?
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A) OrpaHMYEHHEM MOXET MOCTYKHUTh MOSBICHHUE 3alIPETHBIX OUTpaMM;

B) Hanbosee yacTeie OUTPaMMBI OTKPBITOTO TEKCTA, KOTOPhIE MOKHO COCTAaBUTh U3 OYKB
paccMarpuBaeMoro muppoOBaHHOTO TEKCTA,

B) 06a oTBeTa BEpHHI.

Kaxkas 13 MmaTeMaTH4YECKHUX MOJIeJIEH COOTBETCTBYET alropuTMy mudpa Ardam?
A) Yij = ij;

B) Yi = Xi+3(mod n);

B) Yi = Xni +1).

3ammdpyiTe ¢ MOMOIIBI MATPUYHOTO MHUpa C KIIOYEBOH MaTpHUIleH A =

o W

©O© N b

g1 N oo
=

11 poBOro 3KBUBAJIEHTA OYKB OTKPBITOIO TEKCTA CJIOBO 3a0asa.
A) 28,35,67,21,26,38;
b) 24,38,42,21,32,46;
B) 12,32,7634,17,19.

Yro Oosee nenecooOpa3Ho IJisi HAEKHOHN 3alIUThl HHPOpMAII?
A) apxuBaIusi OTKPHITOrO TEKCTA C MOCIECAYIOIINUM;

B) mudpoBanue OTKPHITOTO TEKCTA C MOCIIEAYIONICH apXUBaIUEH;
B) He umeer 3HaueHUs.

K xakum mmppam orHocutcs cucrema mudposanus [erpa | «nupupo»?
A) oMO(OHBI;

B) mm¢ps1 OurpaMmMHO# 3aMEHBI;

B) mmudper mpocToii 3aMEHBI.

Ha xaxom cnioco6e mmdpoBanus Ob11 OcHOBaH OurpamMmmHbii mudp [Imiidepa (Playfair,
BenukoOpuranust), npumensBimniics Benukoopuranueid Bo Bpemst [1epBoit MUpOBOii BOHBI?
A) cioco0 mu@poBaHus COCTOSUT B pa30MBKE BXOJHOTO TEKCTa HAa OUTPaMMBI;

B) Ha J103yHTOBOM crioco0e 3amoiHeHus (P TaOIUIILI;

B) 06a oTBeTa BEpHHI.

Kakwue mmdpsl oTHOCATCS K IU(PpPaMU MHOTO3HAYHOM 3aMEHBI?
A) umdp Buxenepa u mudp Tpuremus;

B) mmudp [Imiidepa u mmdp Xumia;

B) mmdp Beprama u mmmdp [Mopra.

CdopmynupyiiTe OCHOBHOE TpeOOBaHHE K KPUNITOTPAPUIECKH CTOMKOMY Te€HEpaTopy ICeB-
JIOCTy4YaitHOM MOCJIe10BaTEIbHOCTH UIIA TAMMBI.

A) TIepro/1 TaMMBbI JOJKEH OBITh JIOCTATOYHO OOJIBIINAM TS ITHU(PPOBAHUS COOOIIEHUH pa3-
JIMYHOMN JJTAHEI,

B) ramma nomkHa OBITH TPYAHO MPEICKAa3yeMOi, T.€. eCIM U3BECTHBI THII TEHEpaTopa U Ky-
COK TaMMBbI, TO HEBO3MOXHO MPEJICKA3aTh CICAYIOMNN 32 3TUM KyCKOM OUT TaMMEI C BEPO-
SITHOCTBIO BBIIIIE 3aJJaHHOM.

B) 06a oTBeTa BepHHI;

[TpuBeauTe mpuMep COBEPIIEHHOTO MUQpa.
A) mmdp Brxenepa ¢ caMOKII040OM;
B) onnopazoseiii 6siokHOT LlleHHOHA;
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B) cucrema Bepnama aiist renerpada ¢ OyMaKHBIM KOJIBIIOM, COAEPIKAIIIUM TaMMYy.

Kakue mm¢ps! sBistores mudpaMu raMMUpoBaHus?
A) mmudp Tpuremus;

b) mm¢p Buwxenepa;

B) 06a oTBeTa BepHHI.

[To xakoMy MOZYJIIO IPOU3BOAUTCS CYMMHPOBAHHE FTaAMMBI C OTKPBITHIM TEKCTOM B PEXKHUME
rammupoBanus ['OCT28147-89?

A) cyMMUPOBaHHUE 1O MOJIYJIIO 2;

B) cymmupoBaHue no Moy 237;

B) 06a oTBeTa BEepHHI.

KaxoB pa3mep 650ka muppyemoro tekcta B kpunrocucteme [OCT28147-89?
A) 32 Owura;

B) 64 Oura;

B) T'OCT28147-89 — moToyHasi KpUIITOCUCTEMA.

Kakne ¢pyHKIMN BBITOTHSAET KpUNITOCHCTEMA?

A) ycuiieHHe 3alMIEeHHOCTH JAHHBIX U 00s1erdeHue padboThl ¢ KPUITOAITOPUTMOM CO CTO-
POHBI YEJIOBEKa;

B) ycuiienue 3aluIeHHOCTH JaHHBIX U 00ecrieueHne COBMECTUMOCTH ITOTOKA JaHHBIX C
JPYTUM MPOTrPaMMHBIM 00€CTIeYCHUEM;

B) 06a oTBeTa BEepHHI.

J171s yero B MOTOYHBIX MIM(Pax UCIONb3YIOTCS PETUCTPBI CABUTA C OOPaTHOM CBSA3bIO?
A) 1715 TeHEpalyy KJIIOUEBOH MOCIIE10BAaTEIBHOCTH;

B) nns opranuzanuu pexxuma 00paTHON CBSA3H B OJIOYHBIX MIU(pax;

B) 06a oTBeTa BEpHHBI.

Yro Takoe ckpembnep?

A) mporpaMMHBbIE WX allllapaTHbIE peaan3aluy reHepaTopa MCeBI0CIyYaiHO TaMMBl;

B) nporpaMMHBbIe WK annapatHble pealu3aluy alropuTMa, No3BOJISIOIIEro MudpoBaTh Mo-
OMTHO HenpepbIBHbIE MOTOKK UH(OpMAIIHH;

B) 06a oTBeTa BEpHHBI.

B 4em cocrout riaBHas npobiaema mudpoB Ha OCHOBE CKpeMmOiepoB?

A) CHHXPOHHU3AITUS TIEPEIAIOIIETO (KOAUPYIONIET0) U MPUHUMAIOMIETO (JEKOAUPYIOIIETO)
YCTPOWCTB;

b) xoaupyromas nocieoBaTeIbHOCTh OUT MTPOU3BOIUTCS U3 HEOOIBIIOTO HAYaIbHOTO 00b-
emMa nH(popMaInu;

B) ManeHbKuil NEpHOJ TaMMBI.

Kakue MeTopl CHHXPOHU3AINH TPUMEHSIFOTCS Ha TPAKTUKE B CUCTeMax IMM(ppoBaHUSI HA
OCHOBe cKpemOiepoB?

A) no6aBiieHrEe B IOTOK WH(GOPMAITUN CHHXPOHU3UPYIOIIUX OUTOB, 3apaHee U3BECTHBIX TIPH-
€MHOM CTOPOHE, YTO TIO3BOJISICT €il MPU OTCYTCTBHH TAKOTO OMTa aKTUBHO HAYATh TIOUCK
CHHXPOHH3AIIMU C OTIIPABUTEIIEM;

B) ucnons3oBaHre BEICOKOTOYHBIX TE€HEPATOPOB BPEMEHHBIX UMITYJIHCOB, UTO MTO3BOJISIET B
MOMEHTHI TIOTEPU CHHXPOHU3ALUH POU3BOANTE pacii(ppoBaHue MPHHUMAEMBIX OMTOB HH-
dopmaruu "mo mamsaTu" 6e3 CHHXpOHHU3AIUY;

B) 06a oTBeTa BepHHI.
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Kaxkoit MmeTon ucmonb3yeTcs A paHAOMH3aINA COOOIICHUH ?

A) BHECEHHE CITy4allHbIX OUT B caM mU(pyeMblil paiiia ¢ UTHOpUPOBaHUEM UX Ha eI Q-
PYIOILEH CTOPOHE;

B) mm¢poBanue ncxoaHoro aiina cirydaiiHbIM KIIOUOM;

B) 06a oTBeTa BepHHI.

Kaxkue I_HI/I(prI/ICTeMBI N3 IIEPECUUCIICHHBIX HUXKE ABJISAIOTCA MOTOYHBIMHU?
A) A5, SEAL, RC4;

B) DES, AES, Rijndael,;

B) RC2, RC5, IDIA..

[lepeuncnnte OCHOBHBIE PEKUMBI PAOOTHI, IPEAYCMOTPEHHBIE B CTaHAAPTE MM (PPOBAHUS
maaubeix [OCT28147-89.

A) pocToii 3aMeHbI, TaMMHUPOBaHUs, TAMMHUPOBAHUS ¢ 00pPaTHOM CBSA3bIO, TAMMHUPOBAHMUS C
00paTHOM CBA3BIO MO MHU(P TEKCTY;

B) npocroii 3aMeHbl, raMMHPOBaHUs, TAMMHUPOBAHHUS C 0OPATHOH CBSA3BIO, BEIPAOOTKU UMH-
TOBCTAaBKH;

B) sriekTpoHHAst KOJJOBasi KHUTA, CIETUICHUST OJIOKOB, 0OpaTHAas CBSI3b 10 BBIBOAY, OOpaTHAs
CBsI3b IO MIU(DPTEKCTY.

[Tepeuncanre OCHOBHbIE PEKUMBI PAOOTHI, IPEAYCMOTPEHHBIE B CTaHAAPTE MIM(DPOBAHUS
nauaerx DES.

A) npocToii 3aMeHbl, FaMMHUPOBaHUs, FAMMHUPOBaHUS C OOPATHOM CBSA3bI0, FTAMMHUPOBAHUS C
00paTHOM CBA3BIO MO MIH(PPTEKCTY;

B) npocToii 3aMeHbl, raMMHPOBaHUS, TaMMUPOBAHUS ¢ OOPATHOH CBSI3b10, BEIPAOOTKU UMHU-
TOBCTaBKU;

B) sniekTpoHHas KOJ0Basi KHUTa, CIETIEHUs! OJI0KOB, 0OpaTHasi CBSI3b MO BBIXOJY, OOpaTHas
CBs3b MO MHUppTEKCTY?

HazoBure aeiicTByromuii cranaapt mudposanus B AMepuke?
A) DES;

B) AES;

B) Triple DES.

Kakoii kpunTorpadudecknii anropuT™ JIeT B OCHOBY CTaHIapTa mudposanus AES?
A) Lucifer;

B) Blowfish;

B) Rijndael.

Kakue 13 nmpuBeIeHHBIX KPUMITOTpaPUIECKIX aITOPUTMOB HCIIONB3YIOT B OCHOBE ceTh Deii-
creis?

A) DES;

b) Rijndael;

B) o6a oTBeTa BepHHI.

Yro obmiero B cranaaprax DES u T'OCT28147-89?

A) pa3mMep 0J10Ka, pa3Mep KItoda, KOJTUIECTBO IHKJIOB;
B) pasmep Gnoka, npeobpazoBaHue, KOJTUUECTBO IIUKIIOB;
B) 06a oTBeTa BEpHHI.

HazoBute pasmep kimroua (B Ourax), ucmonaszyemoro B kpunrocucreme ['OCT28147-89?
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A) 32;
B) 56;
B) 256.

[Touemy xpunrorpadudeckuii anroput™m 'OCT28147-89 Gonee ycTONYMB K BCKPBITHIO ITY-
TEM IIOJTHOTO Iepedopa 1Mo MHOXKECTBY BO3MOKHBIX 3HAUCHUH Kitoua, uem DES?

A) pynkus mudposanus ['OCT ropasno cnoxuee pynkuuu mudpposanus DES;

B) B cuiry HaMHOTO OOJIBINCH NJTMHBI KITHOYa,;

B) 06a oTBeTa BEpHHBI.

Uro Takoe maipKecT cooOmeHus ?

A) pe3yibTaTa BEIYUCICHUS Xell-(PyHKINH;
B) mudpoBoii oTneuaTok nansia,

B) 06a oTBeTa BEpHHI.

Kakas marematnyeckasi mpobiemMa JISKUT B OCHOBE CXEMbI OTKPBITOTO PaCHpeIeIICHUs KITI0-
yeit [ludpdu u Xemnmmana (Diffi W., Hellman M.E.)?

A) oriepatyisi BBIYMCIIEHUS JUCKPETHOTO JlorapuQma;

B) dakropuzanus 601b110T0 YHCTA,

B) 06a oTBeTa BEepHHI.

B gem cocTouT OCHOBHOE OTIAMYHE aCUMMETPUYHBIX KPUITOCUCTEM OT CHMMETPUYHBIX ?
A) U1 iepeiadu OTKPBITOTO KITI0Ya OT MOJIydaTelis K OTIPABUTEINIO CEKPETHBINA KaHal He
HyeH. BMecTo Hero ncnonb3yercst ayTeHTHYHBIN KaHall, FapaHTUPYOLIHN TOAIHHHOCTD
UCTOYHHKA UHPOPMALINY;

B) st mudposanus U nemmGpoBaHUS HCIIONB3YIOTCS Pa3INYHbIE KITIOYH;

B) 06a oTBeTa BEpHHBI.

HazoBure Hanbonee pacnpocTpaHeHHbIE 00IaCTH TPUMEHEHUSI aCUMMETPUIHBIX KPUIITO-
rpaduueckux cucrem?

A) accuMeTpHUYHAs CUCTEMA UCTIONB3YeTCs s MH(PPOBAHUS KOPOTKOTO CEAHCOBOTO KITIOUA,
a nH(OpPMAIMOHHBIE TIOTOKH B TEUSHHE CEaHca MPUXOAIT IO CAMMETPHYHON CHCTEME;

B) accumeTpuyHas cucteMa UCTIOIb3yeTCs ISl TOKa3aTelbCTBa MPUHATIC)KHOCTH B CITydae
OTKa3a OTIIPaBUTEJIS/TIONTyYaTeNs OT paHee MePeIlaHHOTO/TIPUHATOTO COOOIIEHNS;

B) 06a oTBeTa BEpHHBI.

Jnist perieHust Kakux 3aja4 UCToIb3yeTcs LU poBas MOAMUCH?

A) 175 10Ka3aTenbCTBA MPUHAUIEKHOCTH B CIIydae 0TKa3a OTIPaBUTEINS/TIOTyYaTeNs oT pa-
Hee MepeJaHHOTO/TIPUHSATOTO COOOIIEHUS;

Bb) nns oOecnieuenus ayTeHTU(DUKAIIMKI U KOHTPOJISI LIEIOCTHOCTH;

B) 06a oTBeTa BEpHHBI.

SIBsieTcs M BEPHBIM YTBEPKJIEHUE, YTO IPUMEHEHNE aCUMMETPUIHBIX CUCTEM B OOIIEM
clly4ae MPUBOJUT K CYIECTBEHHBIM 3aJIep’KKaM MpH MuGPoBaHUHU (TIO CPABHEHHIO C CUM-
METPUYHBIMU)?

A) na;

b) uer;

B) 3aBUCHT OT pa3MepOB HUCIOJIb3YEMBIX KIIFOUEH.

Kakum 06pa3om BeruuciseTcs iudpoBas MoAMICH?
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A) TocJe10BaTeIbHOE BBIYUCIICHUE XeI-(QYHKITMH OT HCXOIHOTO COOOIIeHNs 1 mudpoBa-
HUE TTOJIYYCHHOTO 3HAYEHUS HAa CEKPETHOM KJTIoue OTIpaBUTeNs (WU pacmidpoBanue Ha
OTKPBITOM KITIOUE MPU MPOBEPKE TOIHCH);

B) nmocnenoBarensHOE MHU(PPOBAHKE HCXOAHOTO COOOIICHHS HA CEKPETHOM KIIFOYE OTIIPaBHU-
TEJIA ¥ BBIYHMCIICHUE XeI-(DYHKIMU OT 3alIM(POBAHHOTO COOOLICHHUS;

B) nocinenoBarenbHOCTh ONepanyii HE UMEET 3HAYCHUS.

BepHo 1 yTBepKIeHHE, YTO B ACHMMETPUIHON CUCTEME HUKTO, KpOME OTIIPABUTENS 01~
MUCAaHHOT'O COOOIICHNUS, HE 3HACT CEKPETHOTO KIIF0Ua, Ha KOTOPOM COOOIIICHHE OBLIO MO/IITH-
caHo?

A) na;

B) HeT, cekpeTHBIN KITH0Y M3BECTEH TAKXKE yIOCTOBEPSIONIEMY LIEHTPY, BBIIABIIIEMY OTIIpa-
BUTEIIO CEPTUPHUKAT HUPPOBON NOIHCH;

B) HeT, cekpeTHBIN KITI0Y M3BECTEH TAKXKE IIEHTPY ayTeHTU(PHUKALIMN, B KOTOPOM UCIOJIb3Y-
€TCS KPUIITOCHCTEMA.

Kakas ¢yHKIMs Ha3bIBaeTCs OJJHOCTOpPOHHEH (one-way function)?

A) Oyuknus f(X) HassiBaeTcs ogHOCTOpOHHEH (one-way function), ecim s Bcex X U3 ee 00-
JIACTH OIPECIICHHS JIETKO BhIYUCIUTh Y=Ff(X), HO HaXOXICHHUE 110 3aJaHHOMY Y0 TaKOT'O X0,
1151 KoToporo f(Xo)=Yo, BBIYUCINTEIBHO HEOCYIIIECTBIMO;

B) ®yukius f(X) HaspiBaeTcs ogHOCTOpOHHEH (one-way function), eciu 11 HaXOKACHUE 110
3aIaHHOMY Y0 Takoro Xo, 1J1st kKotoporo f(Xo)=Yo TpedyeTcs HACTOIBKO OrPOMHBIN 00BEM BbI-
YHCJICHUH, YTO 33 HUX MPOCTO U HE CTOUT OpaThCs;

B) 06a oTBeTa BEepHHI.

BepHo 11 yTBepKIeHUE, YTO LIEIOYUCICHHAs moka3arenbHas pynkuus f(X)=a*(mod n), roe

OCHOBaHHeE & ¥ IMoKa3aTeNb CTENCHU X MpuHa uIexat natepaiy (1,n-1), sBisercs oJHOCTO-

poHHel QyHKIuen?

A) na;

B) cymectBoBaHuEe 0OTHOCTOPOHHUX (QYHKIIUNA HE JOKA3aHO, HO OHA MOXKET OBITh B3sITa B Ka-
4eCcTBE NMPUOIIKEHMS;

B) uer.

K xakuMm kpunrorpadgudeckiM cucteMam oTHOCUTCS cuctema RSA?

A) K OJIOYHBIM SKCIIOHEHIMAJIBHBIM CUCTEMaM, TaK KaK KaXIblii 6JJ0K M OTKPBITOIO TEKCTa
paccMmarpuBaeTcs Kak 1ernoe 4ucio B uatepsaie ot 0 1o (N-1) u nmpeodpasyeTcs B 010K
mudpTeKcTa;

b) x mmdpam o1HO3HAUHOM 3aMEHBI;

B) 06a oTBeTa BEpHHBI.

YemM ormpenensercsi CTOMKOCTh KpunTocucteMbl RSA?

A) CIIO’)KHOCTBIO N3BJICUCHNUS KOPHS CTENEHHU € N3 OOJIBIIOro IIEJI0ro Yicia Mo 33JaHHOMY
MOJYJIIO N,

B) C10’)XHOCTBIO PA3TIOKEHUS HA TIPOCTHIE COMHOXHTENN OOJIBIIOTO IIETO0TO YHCa;

B) 06a oTBeTa BEpHHBI.

Kakas ¢pyHkims ncnosib3yercs B kpuntocucreMe RSA n1i1st reHepaiuy ceKpeTHOro Kirova?
A) byskaus Dinepa;

b) pynkuus Mebuyca;

B) 06a oTBeTa BEpHHI.

Kaxoit ¢aktop onpezensier pasmep kiroda B kpuntocucreme RSA?
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A) pecypcamu OBM, Ha KOTOpO# yCTaHOBJIEHA KPUIITOCUCTEMA;
B) nnuHOM mmudpyemMoro OTKpBITOTO TEKCTa;
B) pazmepom MoayIs N, 0 KOTOPOMY MAET MK pOBaHUE.

YewM ormpenensercsi CTOMKOCTh kpuntocucteMsl Elgamal?

A) CIOXHOCTBIO TUCKPETHOIO JIOrapu(pMHUPOBaHUS;

B) c10)XHOCTBIO pa3JIoKEHHsI Ha IPOCTHIE COMHOKUTEIH OOJIBIIOTO IIEJI0r0 YUCIIa;
B) 06a oTBeTa BepHHI.

Kakas cxema mudpoBaH#us Jeriia B OCHOBY CTaHIapTOB AJICKTPOHHOH H(POBOH MOANNCH B
CIIA (DSA — Digital Signature Algorithm) u Poccuu (I'OCT 334.10-2001)?

A) cxema PaiiBecra, [llamuns u Annemana (Rivest R., Shamir A., Adleman L.;

B) cxema Dnb-T'amans (Elgamal);

B) cxema Tuddu u Xemmana (Diffi W., Hellman M.E.).

ITo xaxoi (hopMyJie BEIMUCIIAETCS CEKPETHBIN Kiltou B mudpe Iib-T"amans?
AY =g (mod p).

B) ed =1 (mod o@(n));

B) BIOMpaeTCs MpoOM3BOJIBHO U3 yeiaoBus 1 < x <p.

ITo xaxoi (hopMyJie BEIMMCIISAETCS CEKPETHRIN Kilto4 B mHppe RSA?
AY =g (mod p).

b) ed =1 (mod ¢(n));

B) BIOMpaeTcs Mpon3BOJIBHO U3 yeinoBus 1 <x <p.

K xaxomy knaccy mmdpoB oTHOcHTCs mudp 1o cxeme Dib-I"amans?
A) mmdpbl MHOTO3HAYHON 3aMEHBI;

B) cxeMbl BeposTHOCTHOTO MIU(POBAHNUS;

B) 06a oTBeTa BEpHHBI.

Uro obmiero Mexay kpuntocuctemamu Jib-I"amans u RSA?
A) mupsl MHOTO3HAYHOU 3aMEHBI,

B) mm¢psl 0HO3HAYHO 3aMEHBI;

B) acummerpruunbie mudps.

B gem coctout croco6 B3inoma mudpa RSA ?
A) B TOM, 4TOOBI HANTH METO/] BBIYHUCIICHUS KOPHS CTENCHH € 13 MOd N,. TOCKOJIbKY KPUIITO-

e
rpamma C= M (mod n), To kopHeM creniern € u3 (Mod n) siBisieTcst coodeHne M;

B) B TOM, 4TOOBI HalTH TJIABHBIE COMHOXKHUTEIH 0011er0 Moyt N (P U (), MOCKOJIBKY C UX
TIOMOIIBIO MOYKHO JIEFKO BBHIYUCIIUTE CeKpeTHbIH kimou d s pacmumdposanus M= C¢ (mod
n);

B) 06a oTBeTa BEpHHBI.

B yem cocrosT npenmyiiecTBa MU(PCUCTEM ¢ OTKPBITHIMU KIIOUaMU?

A) nns oOMeHa Kiro4aMHu aOOHEHTaM CEKPETHBIN KaHall He HyXKeH,;

bB) npumMeHeHne CUMMETPUYHBIX CHCTEM MPUBOJUT K CYIIECTBEHHBIM 3aJIepKKaM MpH M-
poBaHUU (TI0O CPAaBHEHHUIO C ACUMMETPUIHBIMU );

B) 06a oTBeTa BEpHHBI.

Kakue x311-(yHKIIMK UCTIONB3YIOTCS U1l (POpMUPOBaHUS UPPOBON TOAIHCH?
A) OGeckiTroueBbIe OJTHOCTOPOHHUE XAMI-(DYHKITUH;



B) xiroueBbie 0IHOCTOPOHHUE XAII-(PYHKINY;
B) kpunrorpadudeckue xami-QyHKIHH.

96. X»om-3HaueHune Kakou JIMHBI (B Oaiitax) Berauciser cranaapT ['OCT P34.11-20017?
A) 32;
b) 16;
B) 20.

97. Kakoit mudp ucnonp3yer oteuecTBeHHbIH ctanaapt xsmupoBanus ['OCT P 34.11-94 nans
UG pOBaHUS UCXOIHBIX TAHHBIX, YTOOBI 00ECIIEYNTh HEBO3ZMOKHOCTH T10,100pa COOOIIEHUH
C OJJMHAKOBBIM X3III-3HAYCHHUEM,?
A) RSA,;
B) 'OCT 28147-89;
B) mmudp Dap-I"amans.

98. Ilepeuncnure anrOpPUTMBI AICKTPOHHOU (P poBOI oarucu?
A) RSA, DSA, EGDA, cxema IlInoppa, 'OCT P34.10;
b) 'OCT 28147, DES, AES, ESIGN, ECDSA,;
B) CTb 1176.2-99, McEliece, Rijndael,Cxema Tuddu — Jlamnopra.

99. K kakuM BuaaMm aTak ys3BuMa udpoas noanucs RSA?
A) K MyJIbTUIIMKATUBHOM aTake;
B) HeneneBoro UCNoab30BaHUs CEKPETHOTO KIIH0Ya;
B) 06a oTBeTa BEepHHI.

100. Kakumu npenMmytiecTBaMu 00j1a1aeT cxema udpoBoi moamuc Diib-I"amars mo cpag-
HEHMIO O cxeMoil nugposoii moanucu RSA?
A) npy 3aJaHHOM ypOBHE CTOMKOCTH ajaropuTMa upoBOi MOAMUCH L€l YHCIa, y4acT-
BYIOLINE B BBIYHMCIEHUAX, UMEIOT 3alUCh Ha 25% KOpo4e, 4YTO YMEHBIIAET CJI0KHOCTD BbI-
YHUCJIEHUH TIOYTH B JIBa pa3a U MMO3BOJISIET 3aMETHO COKPATUTh 0ObEM HCIOJIb3YEMOM MaMsTH;
B) npu BeIGOpE MOy st P JOCTaTOUHO MPOBEPUTH, YTO 3TO YUCIIO ABISETCS MPOCTHIM;
B) o0a oTBeTa BepHBHI.

OneHoyHbIe CpesICTBA AJIsl IPOMEXKYTOUYHOUN aTTeCTalluu
DK3aMeH

Cnucok BOMPOCOB 71 SK3aMeHa
1. HUcropus pa3sutus kpunrorpaduu. 3akon Kepkroddea.
2. Konmnenmwust n3oeirounoii napopmanmu K.Illennona. Cosepmennsiii mudp. [udp Bep-
Hama.
3anauu v MpoOIeMbl COBPEMEHHON KpUNTOrpaduu.
3anaun kpunrorpaduu. Konpuaenuuansnocts. Kpuntorpapuueckue anropuTMsl.
Ataku Ha mudpel. Kpuntorpaduueckas cTOMKOCTb.
CHMMeETpHUYHBIE U ACUMMETPUYHBIE KPUIITOCUCTEMBI.
3amgaun kpunrorpaduu. llemoctHocTh. UMHUTOCTORKOCTS.
3anaun kpunrorpaduu. Ayrentudukanys. [IpoTokons! naeHTHUKAIUH.
3agaun kpunrorpadguu. HeBozMoxHOCTH O0TKa3a oT aBTopcTBa. L{ludposas moanucs.
10 [Hudposas noanuce. CepTUPHUKAINA OTKPBITHIX KITIOUEH.
11. TIpoTokomsl pactipeaenenust Kiatoueid. CxeMbl pa3esieHus ceKpeTa. ATaKd Ha MPOTOKOJIBI

pacpeneneHus KIF04e.

12. Knaccudukanus mudpoB 1o pa3IMuHbIM TpU3HAKaM.
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13. llIudpst nepecranoBku. Kpunroananus muppoB NepecTaHOBKH.

14. llIudpst 3amensl. Kpunroananu3 moTOYHOTO Mmudpa MPOCTON 3aMEHBI.

15. llIudpst rammupoBanus. Kpunroananus mmdpa Biskenepa.

16. TpeboBanwmst k ramme. OMMOKH TPH UCTIOIB30BAHUH MH(DPOB TaMMUPOBAHUS.
17. Peructpsl cnBura ¢ o0paTHo# cBsi3bi0. CKpeMOIepsl.

18. MeToapl paHIOMHU3AIUN COOOIICHUH.

19. IloTounbie MUPPCUCTEMBI.

20. biiounsie cuctemsl mudpoanus. Konctpykius deicrens.

21. AnropuTmMBbl GJIOYHOTO IH(PPOBAHUS.

22. Pexxumpl mudpoBaHus OJIOYHBIX MHGPPOB. DIEKTPOHHAS KOJIOBas KHUTA.

23. Pexxumbl mmppoBanus 0104HbIX MK(GPOB. Pexxum cueruienus 010K0B.

24. Pexxumpl mudpoBaHust 0JIOYHBIX MMGPOB. Pexkum 0OpaTHOM CBSI3U 1O MHUPPTEKCTY.
25. Pexxumbl mmppoBanust 0104HBIX MUGPOB. Pesxum 0OpaTHOI CBS3H MO BBIXONY.
26. Anroput™m mudposanus gaaHeix ['OCT 28147-89.

27. Anroputmsl mupposanus nanueix 'OCT 34.12-2015.

28. Anroput™m mudpoBanus gaHHeX DES.

29. Anroput™m mudpoBanus qanHbix AES.

30. Pexxumbr 6:10unbix mugpos 'OCT P 34.13-2015.

31. Pexxumsr ucnonszoBanus DES.

32. MynbTutukatuBHbIe GyHKIUU. VX cBoiicTBa. @yHKIUs Ditnepa.

33. HenpepeiBHble gpodu. Anroputm EBkinaa. Pemero Oparocdena. HenpepriBHbIe qpo0u.
3aK0H BBIYHUCICHUS MOAXOIAIINX TPOOEH.

34. CpaBHeHue LeibIX yKcen o Moayiito. CBoiicTBa cpaBHeHUH. Pemenue cpaBHenuil. Bol-
YHCIICHHE MYJIbTHIUTHKATHBHOTO OOPATHOTO AJIEMEHTA IO 33JJaHHOMY MOTYJIIO.

35. Knaccer uncen. Cuctemsl BeueToB. Mx cBoiictBa. Teopema Ditnepa. Manast Teopema
®depma.

36. I'pynnsl. Konbua. [omnst. [ons Tanmya. Onepanyu cnosxenust 1 ymHoxxenus. Jlorapupm
HEHYJICBOTO 3JIEMEHTA TIOJIS.

37. DnnunTrdeckast KpUBasi HaJl KOHEYHBIMU NOJSAMH. [1OpsIOK I THYECKOM KPUBOH.

38. Kommo3u1ust 1 ClIo’keHUE TOUeK Ha AJUTUITHISCKIX KPHUBBIX.

39. Cuctembl UPPOBAHUS C OTKPHITHIMHU KIIIOYaMH.

40. Pe:XxMMBI UCTIONIB30BAHUS CHCTEM C OTKPBITBIM KITFOUOM.

41. OtkpeiToe pacnpenenenue kmoueil. Cxema Auddu-Xennmana.

42. Kpunirocuctema RSA. Kpunroananmms mmdpa RSA.

43. Cuctema mu¢ppoanus El Gamal. Kpuntoananus mumdpa El Gamal.

44. KpuntocucreMsl 0e3 nepenadu kioda. OpraHu3anusi CEKpeTHON CBSI3H.

45. Kpunitorpadus Ha SJITUNITHYECKUX KPUBBIX.

46. Kpunirorpadudeckne xenr-¢pyHkimn. KirtoueBsle n OeckiroueBble (YHKIIMU XEIINPOBa-
HUS, UX CBOMCTBA M Ha3HAUYCHUE.

47. DnextpoHHas nudposas noanuck. Kpunrorpaduyeckue npoTOKOIbI.

48. AnroputMbl HUGPOBON TOMHCH.

49. TIporokon mudpoBoi moanucH 1o anroputmy RSA.

50. Anroput™m nudposoit noamucu EGSA.

51. Anroputm nugposoit moxnucu DSA.

52. Ilporokon nudpoBoit moanucu no cranaapty DSS.

53. AnroputmMbl TUPPOBOH TOIIHCH.

54. Anroputm tmdposoit noanucu 'OCT P34.10-94.

55. Anroputm nudposoit moamucu 'OCT P34.10- 2012.

56. DnexkrponHas uudposas noanuck. TpeOoBaHUs K XeLI-(PYyHKIUIM.

57. ®ynxmus xemmposanus o [OCT P 34.11-2012.



58. DnexktponHast uuppoBas MOAMUCH. AITOPUTMBI XeMpoBaHuss MDX.
59. DnekTpoHHas nudpoBas MOAMUCh. AITopuTMBbI XemupoBanus SHA-1.
60. Kpunroanains oJHOCTOPOHHUX X3HI-()yHKITHA.



